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ABSTRACT

Quantifying neural network model uncertainty is a difficult problem that has far-
reaching implications on our ability to improve model reliability. Unfortunately,
uncertainty quantification is especially difficult in the context of LLMs, as standard
methods for uncertainty measurement either rely on single-token outputs or have
other structural assumptions that limit utility in practical settings. We will show
that these methods do not capture uncertainty well in challenging environments
such as difficulty quantification and hallucination detection, and introduce TRUST
(Temperature-Related Unambiguity via Similarity Tracking) scores as a way to
easily generalize uncertainty methods to all text-in, text-out settings. TRUST scores
calculate uncertainty based on semantic similarity of multiple output rollouts for
an LLM model, can be calculated without any white-box access to model internals,
and strongly outperforms standard methods in quantifying LLM uncertainty.

1 INTRODUCTION

One known limitation of modern AI models is that they do not know what they do not know.
Especially as LLMs begin to be adopted by safety-critical industries like finance (Easin et al., 2024)
and healthcare (Singhal et al.,|2025)), understanding LLM uncertainty will become increasingly critical
to ensure Al continues to behave robustly. Current proposed solutions rely on statistical measures like
entropy (Shannon), [1948)) and max softmax probability (MSP) (Hendrycks & Gimpel, |2016; |Pearce
et al.,2021)), which are largely insufficient for uncertainty estimation within autoregressive models as
semantic meaning of LLM outputs generally spans the entire output. More sophisticated methods
like semantic entropy (Kuhn et al.||2023)) show promising initial abilities to reason about uncertainty
on semantic multi-token outputs, but are often impractical in realistic settings with longer and more
complex outputs. In general, previous uncertainty work suffers from scope restrictions due to fixating
on accuracy metrics in fact-retrieval settings as opposed to true uncertainty benchmarks.

Although newer methods like semantic entropy can work in simple settings (Appendix [A.4), their
performance surprisingly collapses when tested in less restricted environments like quantifying diffi-
culty (Section[4.3) and long-output hallucination detection (Section[4.4). To recover performance, we
hypothesize that we need to produce a method that can work in general text-in text-out autoregressive
settings without any additional assumptions on the model or input/output structure.

We propose TRUST scores as a potential solution for general LLM uncertainty prediction. TRUST
scores are computed by sampling multiple candidate outputs from an input, and then using a separate
LLM judge model to compute an average pairwise semantic similarity between the IID sampled
responses. In this way, TRUST scores are agnostic to response, length, input length, token sampling
strategy, and to model architecture. Crucially, calculating TRUST scores does not require any white-
box access to model internals. We will demonstrate that TRUST scores are on par with semantic
entropy in simple settings, and greatly outperform all baselines in more semantically complex settings.
TRUST can also be distilled into a more efficient inference model for more practicality. We therefore
see TRUST scores as a first uncertainty prediction method that is applicable to all LLM settings with
no additional assumptions or dataset processing.
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(a) Calculation of TRUST scores (b) Visualization of TRUST scores in the MATH dataset

Figure 1: Diagram of calculation of TRUST scores (a) both at the first token and at a later token
using a similarity scale from 1 to 5, with 5 being most similar. Visualization of TRUST scores (b)
on entries in the MATH dataset. In the colorized example, tokens that are colored red correspond to
lower TRUST scores and higher uncertainty.

2 RELATED WORK

LLM uncertainty commonly uses standard white-box statistical methods like entropy (Wang et al.,
2022) and max softmax (MSP) (Liu et al.| 2023). Semantic uncertainty (Kuhn et al., [2023)) is
a recent method that extends uncertainty estimation to multiple rollouts but limits itself to fact-
retrieval benchmarks and shorter outputs. Uncertainty detection in LLMs is also often packaged with
hallucination detection (e.g. (Rawte et al.,[2023))), but such methods but such methods generally
rely on references to external sources of truth. LLMs can express their uncertainty directly (Lin
et al.,[2022)), but these methods tend to lead to false signals and overconfidence (Xiong et al., 2023)).
Uncertainty estimation is also tightly related to long-tail detection (Lakshminarayanan et al.| 2017}
Vyas et al.l 2018) and can be directly used to steer training (Yang & Loog, [2016 |Shi et al.| 2020).

3 METHODS

3.1 UNCERTAINTY FOR COMPLEX LLM OUTPUTS

Restrictions of uncertainty estimation techniques to next-token prediction like in entropy or MSP
are clearly insufficient in natural language where meaning can span the full output. One notable
attempt to extend entropy to multi-token semantic outputs is Semantic Entropy (Kuhn et al., [2023),
which has shown to be effective at predicting model accuracy within a variety of fact retrieval settings
like TriviaQA (Joshi et al.l [2017) and CoQA (Reddy et al.l [2019). However, from a practicality
perspective, semantic entropy requires multiple entailment calculations from a custom entailment
model to group potential outputs into equivalence classes. But more importantly, its focus on concrete
sentences as the main input unit for uncertainty measurement does not generalize well beyond output
text that is decomposable into discrete factoids, as we will demonstrate empirically later.

Another fundamental weakness of many prior uncertainty works like (Kuhn et al.| [2023) is that
they focus on correlations between uncertainty and accuracy. We presume that part of this design
decision lies in practicality, as accuracy benchmarks are much more abundant than true uncertainty
benchmarks. But we feel it is crucial to decouple accuracy from confidence, and to focus on the latter
in treatments of uncertainty estimation. We will show that more challenging benchmarks that directly
probe uncertainty like problem difficulty or hallucination rates will cause methods like semantic
entropy to underperform.

TRUST is designed to be general within all text-in text-out settings, lacks any structural assumptions,
and is tested against pure uncertainty benchmarks rather than accuracy benchmarks, to avoid signal
dilution when models are e.g. confidently incorrect. TRUST therefore rectifies both generalization
issues with previous methods as well as limitations within prior evaluation settings.
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Compatibility matrix for uncertainty methods

Criteria TRUST  TRUST SE MSP Entropy
Unstructured long-form outputs v v X ~ ~
Multi-token v v v X X
Black-box v v v X X

Table 1: Compatibility matrix for different uncertainty detection methods across multiple criteria.
Methods which are compatible with “Unstructured long-form outputs" do not place additional
structure on inputs such as how Semantic Entropy induces factoid decomposition on longer text.
Although MSP and Entropy technically do not assume any structure in output, they are generally
ill-equipped to deal with the semantic complexities of such situations due to their lack of multi-token
context windows, as we will empirically demonstrate in Section f] Multi-token methods model
the joint distribution of complete rollouts. Black-box methods do not require access to predicted
log-probabilities.

A compatibility matrix for different uncertainty methods across several dimensions is presented in
Table[Tl

3.2 COMPUTING TRUST SCORES

We take advantage of the temperature-induced output variance of a model M. Denote the input
query of the model as q/) and a partial completion of ¢ tokens (¢ might be 0) as r/**). The complete
prefix input into a language model is the concatenation x(/) = Concat(q/), r(/»*)). We then generate
2N completions at temperature 7 > 0, usually until a stop token is encountered. Denote these
completions yz(.j ), 1 € (1,...,2N). We then initialize a judge model J, usually a pre-trained LLM,
which produces semantic similarity scores when comparing two pieces of text. The TRUST score at
token index ¢ for example j is defined as

TRUST;; = Eie1...n {J (Concat(r(jat)’ygjl:)_l),Concat(r(j,t)7y§£))>} (1)

The TRUST computation is schematically illustrated in Figure[Ta] To save compute, generally we
will only generate N + 1 completions and make pairwise comparisons between ¢ and ¢ + 1 in the
above expectation rather than between 27 — 1 and 2s.

TRUST is effective as a measure of total uncertainty, without any explicit decomposition into
epistemic or aleatoric uncertainty. Further discussion of this point can be found in Appendix [A.T] We
also present theory that TRUST is related to MSP scores in appropriate limits in Appendix |A.2]

3.3 TRUST MODELING

Although Section [3.2) allows us to generate TRUST scores, generating N trial completions at each
token position to produce TRUST scores can be expensive and time-consuming. Thus, we also
test performance of a model trained on TRUST scores. These can be simple language predictive
models, and we will use a BERT (Devlin et al., 2019) model within this work. We will show
that a predictive model trained on TRUST scores is competitive with using the raw TRUST scores
themselves, demonstrating that we can avoid the computational downsides of having to compute
TRUST scores at inference time.

4 EXPERIMENTS

4.1 BASELINE METHODS

Our baseline measurements for uncertainty consist of Shannon entropy (— > p; log(p;)), Maximum
Softmax Probability (MSP), expressed uncertainty (LLMs are asked to directly output uncertainty),
and Semantic Entropy (Kuhn et al., 2023)). We also compare against ensembling uncertainty in
Section[4.3] For more details, please refer to Appendix In all following sections, we also have
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MATH Difficulty Mean Squared Error (MSE) |
LLM TRUST TRUST SE EU MSP Entropy

GPT 1.18 £0.04 1.20+0.04 145+001 152+£026 147+0.04 1.46=+0.04
Llama | 1.22 +£0.05 1.22+0.02 144+0.05 137+£0.05 1424+0.03 1.58+0.13

Table 2: MSE for the difficulty prediction task in the MATH dataset. GPT is gpt-4o-mini and Llama
is llama-3.1-70b. SE is Semantic Entropy and EU is Expressed Uncertainty.

a Tﬁ—}?[‘ method which is a distilled model trained on TRUST scores as a target, to show that these
scores are learnable for faster inference. The distilled model architecture is shown in Appendix [A.9]

4.2 SIMPLE UNCERTAINTY PREDICTION

As a simple benchmark, we create a toy dataset of “conflicting opinions" - the inputs are questions
that admit multiple answers (e.g. “What is your favorite animal?") and outputs have various levels
of mixture of different responses. We test if various uncertainty methods can successfully predict
the mixing ratio as a proxy for uncertainty. Details of this implementation and results are discussed
in Appendix TRUST and Semantic Entropy both outperform classical methods like MSP and
entropy, which is expected in this simple setting. We now proceed to more complex uncertainty
settings.

4.3 DIFFICULTY PREDICTION ON THE MATH DATASET

The MATH dataset (Hendrycks et al., 2021) consists of open-ended math problem labeled with
difficulties from 1 to 5, which we use as a proxy for model uncertainty. A good uncertainty measure
should be able to match an input problem with a difficulty level.

Results are displayed in Table[2|for multiple LLM models (GPT-40-mini and llama3.1-70b) generating
the response. TRUST scores outperform other methods significantly, and this outperformance is
even visible by eye (Figure[Ib) where TRUST clearly separates between the different levels. Not
shown is the ensembled uncertainty Fadeeva et al.| (2023), as it is only applicable to open-source
models like Llama, but we did run the Llama ensemble benchmark and produced the result 1.43 +
0.05. Semantic Entropy underperforms here even though its performance is reasonable in our toy
setting, which we attribute to the complexity of MATH outputs and to Semantic Entropy’s structural
assumptions (reliance on entailment and simple factoids) to capture the correct long-form semantics
in this dataset.

4.4 HALLUCINATION DETECTION

We created a dataset for hallucination detection which contains a total number of 2100 examples
sampled equally from MedHallu (Pandit et al.,[2025), HaluEval (Li et al.| 2023)); FactCHD (Chen
et al.,|2023)), and RAGTruth (Niu et al.,|2024)). We regenerated the responses and the hallucination
labels at the token level (details in Appendix|[A.8)). This resulted in a larger dataset that allows us to
check for hallucinations in dynamically generated text by an LLM, rather than relying on set tokens
in a pre-existing dataset. Hallucination labels range from factually grounded responses (level 1) to
entirely fabricated responses (level 5). We plan to make the full dataset available at a later time.

As shown in Table [3] TRUST significantly outperforms all other baselines in terms of MSE and
AUROC when fitting logistic regression onto token-level hallucination labels. As in the MATH
experiments, we see in Figure 2{(e) that TRUST separates different hallucination levels clearly.

5 CONCLUSION

Uncertainty estimation remains a surprisingly difficult problem for current methods, from classic
algorithms like entropy and MSP to more modern work like semantic entropy. We showed that these
methods work poorly in real settings with longer input/outputs, and hypothesize that methods thus far
impose too many structural assumptions (single-token, factual outputs, etc.) to their problem setting.
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(e) TRUST (averaged) on hallucinations. (f) Entropy on hallucinations.

Figure 2: Comparing TRUST uncertainty averaged across the dataset (a) and for a few single examples
(c) at different token positions for MATH difficulty level versus Entropy (b) and MSP (d). Comparing
TRUST uncertainty (e) versus Entropy (f) for hallucination detection. TRUST (a, ¢, d) scores exhibit
clear separation between levels, while other metrics (b, d, f) do not.

Hallucination Level Prediction
LLM Metric TRUST TRUST SE MSP Entropy

GPT AUROCt  0.60 £0.03 0.75+0.01 0.51+0.01 0.50+0.01 0.50=+£0.01
GPT MSE | 036 +0.14 0.24 £0.02 0.60+0.10 0.57+0.10 0.78 £ 0.01

Table 3: AUROC and MSE for the hallucinations prediction task. SE is Semantic Entropy.

To remedy this, we introduced TRUST scores, a novel method that enables semantic reasoning across
the entire LLM output while not requiring any structural assumptions or special access to model
internals. We showed that TRUST scores perform especially well within more complex settings,
which sets it apart from pre-existing methods. We hope TRUST will make uncertainty estimation
much more accessible and accurate for LLM applications, which is especially critical if we aim to
keep LLMs safe as they permeate more and more aspects of our digital lives.
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IMPACT STATEMENT

This work presents a new method to detect uncertainty within LLMs, which may be used to inform
users when LLMs are producing poor outputs or hallucinating. We believe this type of work will
have positive broader impacts, especially as LLMs become more widespread and robust methods to
quantify their trustworthiness become more critical to Al safety.

REPRODUCIBILITY STATEMENT

The authors of this work were careful to detail all processes and assumptions and ensure that the
results within this manuscript are reproducible. All datasets used are either public or in the case
of the experiments within a controlled setting (Section[A.4)) will be made available at a later time.
All implementation details necessary to reproduce our work are provided in Section [ for specific
experimental settings, and Section [3|for TRUST score computation. Appendix [A.5]and [A.7] provides
all LLM prompts used in our work, and Appendix provides all architectural details on how to

train a distilled TRUST model. Details in Appendix provide exact equations for computations
of baselines.
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A APPENDIX

A.1 DISCUSSION

One common discussion within the Al uncertainty literature, including for LLM uncertainty (Yadkori
et al.,2024), is whether proposed methods are more sensitive to epistemic or aleatoric uncertainty.
We position TRUST as an estimate of fotal uncertainty, especially as the classic decomposition of
uncertainty into its aleatoric and epistemic components can be ill-defined within discrete prediction
spaces like language (Wimmer et al.| 2023} Smith et al.,[2024). We note that the experimental setting
explored in Appendix [A.4]seems like a classic example of aleatoric uncertainty (i.e. single input —
multiple valid outputs). In contrast, the MATH dataset setting in Section4.3]is a good example of
epistemic uncertainty measurement, as the data points within the dataset are all well-defined, solvable
math problems that are in-principle learnable by a model. And hallucinations are often attributed to
epistemic uncertainty (Xiao & Wang, |[2021) but can also arise from aleatoric dataset variance.

In the future, we will explore further decompositions of TRUST scores into model and text prefix
components, following the classic Bayesian decomposition P(out|in) = P(out,in)/P(in). These
studies will extend TRUST to capture uncertainties that are invariant to the generating LLM, while in
this current work we always generate TRUST with respect to a specific data source and model.

We reiterate that TRUST scores are sensitive to model uncertainty, without consideration of whether
the model is accurate. Accuracy and uncertainty have often been tested together (Manakul et al.|
2023; | Kuhn et al.| [2023)), and loss prediction has been used as a proxy for uncertainty detection (Yoo
& Kweon, 2019)), but a direct measurement of model uncertainty provides more confidence. However,
we do note that our hallucination detection experiments involve an implicit reference ground truth,
and TRUST outperformed other methods in that setting as well.

TRUST scores are a total uncertainty metric tailored for the LLM era that extends well-motivated
statistical methods like MSP to multi-token outputs by leveraging the semantic understanding of
LLMs, while requiring zero access to model internals. Methods like TRUST represent a “best of
both worlds" approach, where LLM semantic analysis augments statistically grounded metrics to
produce uncertainty measurements that are theoretically sound while being effective in realistic
natural language settings.

A.2 THEORY

We can show that TRUST scores for single-token prediction and under mild conditions are related
to the squared maximum softmax probability (MSP) (Hendrycks & Gimpel, 2016), a measure of
uncertainty that has been widely used in industry since its invention.

Theorem 1. Take a sequence prediction model M which autoregressively predicts the next sequence
element out of V possible elements y through sampling of some probability distribution with tem-
perature T p(y; T). Denote the second highest probability as ps(y; 7). Assume we only predict one
next element in the sequence and have an ideal judge model J' that produces J'(y;,y;) = 1ifi=3j
and J'(y;,y;) = 0ifi # j. If TRUST is formed through a single pairwise comparison between IID
sampled next sequence elements, then

E[TRUST] = (max(pi(y;7)))* + O(p3(y; 7)) > (max(p(y; 7)) )

Proof. Given a single next-element prediction, the probability that the two elements y;, ; sampled
are identical is

plyi =y;) = Zp(yz-)2 3)
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Because our judge model is ideal, this is also the probability that the judge will return a score of 1.
Thus, we have

v
= > p(y)? = (max(pi(5:7))” + OW3(y: 7)) = (max(pi(ys7)*  (5)
Thereby proving our result. O

Evidently, TRUST scores applied only to next-token prediction are generally the square of the MSP
score in addition to higher order terms, but are always lower bounded by the square MSP. In situations
where the MSP is high (which is common), the TRUST score is a close approximation of the square
MSP score. Even low MSP is often caused by synonyms or other semantically close tokens, and
Theorem [I| would still hold with the slight modification that synonym tokens are clustered and their
sampling probabilities considered jointly.

We emphasize that the theory presented here only applies to single-token prediction, and TRUST
scores are even more powerful in multi-token settings (which we will demonstrate empirically later).
We only provide this theory to show that TRUST scores are well-motivated by strong industry-standard
uncertainty baselines.

A.3 CHOOSING TEMPERATURE

All of our experiments within this work were performed at a set temperature 7 = 1.0. We did
perform some experiments at other temperatures; for example, in Figure [3 you can see the same
experiments on the MATH dataset as in Figure [2] but done at different temperatures of 7 = 0.3 and
7 = 0.6. In general, the discriminative ability of TRUST seems to be fairly consistent across different
temperatures. As such, we picked 7 = 1.0 as we knew the temperature will be high enough to induce
substantial variability in the response.

In the future, it would be interesting to also see if extensions to TRUST that take information
at multiple temperatures into account can perform better. For example, it is clear from Figure
[3] that higher temperatures induce lower similarity scores, which is reasonable given that higher
temperatures would cause a larger degree of model divergence. Is there a signal hidden within the
speed of emergence of this variability as temperature is tuned upwards that we could utilize? These
types of second-order temperature effects were out of scope for the current work, where we wanted to
exhibit the pure performance of single TRUST scores, but would be interesting avenues for followup
research.

A.4 SIMPLE UNCERTAINTY PREDICTION

For a controlled setting, we generate a synthetic dataset of 80 simple questions and ten distinct
responses to each question. These responses are preferences on a variety of topics, such as pets,
outdoor activities, and cooking recipes. We will make the full dataset available at a later time, and we
display an example from the dataset in Appendix

We then form ten datasets of mixing factor M € (0,...,9). A dataset with mixing ratio M = i
is composed of (100 — 10M)% of the first possible response to each question, with the remaining
dataset split uniformly across all other responses. This means increasing M increases the dataset
entropy until saturating at the uniformly distributed limit.

Each dataset of different mixing factor is then fine-tuned into a medium-sized LLM using LoRA (Hu
et al.| 2021)) adapters in ten isolated trials over the ten resampled datasets respectively. Specifically,
we fine-tune the Llama 3.1 8B model using LoRA adapters with the standard next-token prediction
objective. We then take the trained models and test how the various baselines described in Section
correlate with the mixing factor M. Final uncertainty scores for each baseline were calculated as an
average of token-level uncertainty scores across a contiguous window of token positions within the
response; this window was treated as a hyperparameter and tuned for each baseline.
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(c) TRUST scores for the MATH dataset at temperature 1.0.

Figure 3: Comparing TRUST Scores across different temperature settings of LLM’s.

The results are shown in Table@ We note that the trained model TRUST performs nearly as well
as the raw TRUST scores and the Semantic Entropy scores, which shows that TRUST scores can
be treated as training targets and distilled into efficient models. We also include MSP? as a baseline
following the discussion in Appendix [A.2] In this case, all methods perform fairly well in this
simple problem setting, but TRUST outperforms all other baselines except for semantic entropy
which performs at parity, which we expected as semantic entropy is optimal in settings with simple
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Simple dataset metrics versus Mixing Factor TRUST scores versus Token Position
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(a) TRUST scores by mixing factor. (b) TRUST scores vs token position.

Figure 4: (a) MSP and TRUST values vs mixing factor, along with a theory line at MSP2. All metrics
are scaled to lie on a [0,1] scale. (b) Average raw TRUST scores plotted against token position. We
consolidate data in every other level to make the visualization smoother. As expected, TRUST scores
tend to be monotonically increasing as fixing more tokens in the response leads to fewer opportunities
for response branching.

Correlation lol to Mixing Factor 1
TRUST TRUST SE MSP MSP? Entropy EU

0.969+£0.001 0.9760.001 0.977+0.001 0.935+0.003 0.94740.003 0.95640.002 0.548+0.008

Table 4: Correlation coefficients of candidate uncertainty metrics vs Mixing Factor. SE is Semantic
Entropy and EU is Expressed Uncertainty. MSP-Entropy is omitted with value 0.900 + 0.006.

declarative outputs. We note that even though in certain limits we know TRUST is related to MSP?,
even in this simple setting with multi-token outputs we already outperform the single-output methods.

We note that correlations can depend on the functional form of the correlants: correlating  with
y will give different results than correlating 22 with y. In our case, the comparisons in Table
are valid to leading order because our MSP scores are generally close to 1 (See Figure {a)) and
thus all candidate metrics admit a linear approximation. However, we do include comparisons to
MSP? and MSP-minus-Entropy, because TRUST is quadratic in MSP (Appendix and MSP-
Entropy= MSP + ), p;log(p;) ~ MSP+MSP(MSP-1) = MSP2. TRUST still outperforms all
transformed versions of these metrics.

We display average metrics in Figured along with a theory line in Figure[d[a) to show that the theory
posited in Appendix [A.2]tracks very closely with our observed TRUST scores. We note that even
though average TRUST and the theory line are on top of each other, individual TRUST scores still
outperform MSP? which indicates that the TRUST scores are capturing some additional semantics of
the problem that single-prediction methods cannot capture.

In Figure[5(a) we show a more complete version of Figure @ The scores shown on the left are raw
unscaled scores. We see that at least visibly by eye, both MSP and entropy contain more noise than
TRUST , which is consistent with our observation that TRUST tends to overperform on this baseline
(Table ).

A.5 SIMPLE HUMAN PREFERENCE DATASET

Here is an example from the simple preference dataset, which we will make available at a later time:
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Simple dataset metrics versus Mixing Factor TRUST scores versus Token Position
1.0
________ 4.75 /_’\
038 — 450
L — MSP
s TRUST 425
D 6| — TRUST =
= == Theory 8 4.00
el = Semantic Entropy o '
% 0.4 — Expressed Uncertainty — 3.75
o = MSP - Entropy = Mixing Factor 1-2
2] Entropy 350 Mixing Factor 3-4
0.2 - Mixing Factor 5-6
3.25 = Mixing Factor 7-8
- Mixing Factor 9-10
0 2 . ‘4 6 8 8 10 . 12 14
Mixing Factor Token Position
(a) All scores for each mixing factor. (b) TRUST scores at each token position.
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(c) Entropy at each token position. (d) MSP at each token position.

Figure 5: Comparing different measures of uncertainty across mixing factors and token positions on
the simple dataset.

Q: What’s your favorite pet?
* I prefer parrots because they are colorful and can mimic sounds.
* I love rabbits because they are gentle and easy to care for.
* I’'m fond of turtles because they are quiet and have a long lifespan.

* I enjoy having fish as pets because they are calming to watch and require minimal
interaction.

¢ I like hamsters because they are small, friendly, and fun to watch run on their wheels.

* I favor guinea pigs because they are social creatures that enjoy interaction and have
distinct squeaky voices.

* My favorite pet is a lizard because they are low-maintenance and have fascinating
behaviors.

I adore dogs because they are affectionate and enjoy outdoor activities.

I prefer cats because they are independent and love to explore their surroundings.

My favorite pet is a ferret because they are playful and curious, constantly exploring
their environment.

The following is the system prompt used with the OpenAl gpt-4o chat completions API when
generating questions sequentially to avoid repeating previously generated questions:

13
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Ask me a short and simple question about my preferences without giving me any options.
The question should be less than 20 words.

Do not try to answer the question.

Below are questions that have been asked before. Please generate a new unrelated question.
{previous_questions}

The following is the system prompt used with the OpenAl gpt-4o chat completions API when
generating answers sequentially to avoid repeating previously generated answers:

Given the following question and optional reference answers, create a new version of the
answer with altered preferences that is not similar to the reference answers.
The answer should be a single complete sentence with simple reasons.
Make sure to respond with less than {word_count} words.

Example:

- Question: What’s your favorite pet?

- Reference answers: I like dogs because they are loyal and playful.

- New answer: I like cats because they are independent and cuddly.
Question:

{question}

Reference answers:

{answers}

A.6 GENERATING TRUST COMPLETIONS WITH THE COMPLETIONS API

The following is the instruction prepended to the question when generating completions in the MATH
dataset:

Continue generating the response given the following context, question and partial answer
such that the total answer is at most {max_words} words.

The following is the instruction prepended to the question when generating completions in the simple
dataset:

Continue generating the response given the following question and partial answer such that
the total answer is at most {max_words} words. The answer should be a single complete
sentence with simple reasons.

A.7 CoOMPUTING TRUST SCORES WITH AN LLM JUDGE

The following is the system prompt used to judge the semantic similarity score between two comple-
tions for the simple dataset with the OpenAl gpt-40 model:

**Task:** Rate the semantic similarity between Answer 1 and Answer 2 on a scale of 1-5,
where:

- 1 = Not similar meanings

- 2 = Similar meanings with some potential dissimilarities

- 3 = Very similar meanings with slight differences

- 4 = Almost the same meaning with very few differences

- 5 = Essentially the same meaning, highly semantically similar
Answer 1:

{answer_one }

Answer 2:

{answer_two}

14
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Similarity scores distribution

Model 1 2 3 4 5
gpt-4-turbo 0.144 0.336 0.074 0.101 0.345
gpt-4.1 0.142 0.342 0.070 0.100 0.346
gpt-4.1-mini 0.142 0.335 0.072 0.101 0.350
gpt-4.1-nano 0.148 0.334 0.069 0.104 0.345
gpt-4o 0.142 0.345 0.069 0.097 0.347
gpt-40-mini 0.146 0.334 0.075 0.098 0.347
gpt-5 0.143 0.337 0.075 0.099 0.346
gpt-5-mini 0.138 0.345 0.068 0.104 0.345
gpt-5-nano 0.147 0.329 0.081 0.094 0.349
Ilama-3.1-70b 0.143 0.336 0.074 0.098 0.349
llama-3.1-8b 0.148 0.333 0.078 0.093 0.348
llama-3.3-70b 0.144 0.335 0.077 0.093 0.351

Table 5: Similarity scores distribution for different models.

Similarity scores distribution

Trials 1 2 3 4 5
5 0.132 0.338 0.064 0.100 0.366
10 0.142 0.345 0.069 0.097 0.347
15 0.137 0.365 0.061 0.097 0.341
20 0.138 0.358 0.061 0.098 0.346
25 0.132 0.355 0.061 0.095 0.357
30 0.129 0.357 0.061 0.096 0.357
35 0.133 0.352 0.063 0.097 0.355
40 0.133 0.350 0.063 0.097 0.357
45 0.132 0.348 0.067 0.096 0.357
50 0.129 0.348 0.067 0.097 0.359

Table 6: Similarity scores distribution for different number of trials.

The following is the system prompt used to judge the semantic similarity score between two comple-
tions for the MATH dataset with the OpenAl gpt-40 model:

**Task:** Rate the semantic similarity between Answer 1 and Answer 2 on a scale of 1-5,
where:

- 1 = Completely different meanings, no semantic overlap

- 2 = Mostly different with minimal semantic similarity

- 3 = Some semantic similarity, but notable differences in meaning
- 4 = Very similar meanings with minor differences

- 5 = Essentially the same meaning, highly semantically similar
Answer 1:

{answer_one}

Answer 2:

{answer_two}

In Table[5] we show how changing the LLM judge model while keeping the number of trials N = 10
and the system prompt fixed doesn’t influence the distribution of 1-5 similarity scores significantly
over the last 100 examples of the MATH dataset.

In Table[6] we show how increasing the number of trial rollouts keeping the gpt-4o judge model and
the system prompt fixed doesn’t influence the distribution of 1-5 similarity scores significantly above
the current value of N = 10 trials over the last 100 examples of the MATH dataset.
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A.8 REGENERATING Q&A RESPONSES AND HALLUCINATION LABELS

For our hallucination dataset from Section [4.4] we regenerated responses as well as hallucination

labels at the token-level.

Here is the system prompt we used for generating responses using gpt-4o-mini through the com-
pletions API for a given question in consideration of any pre-existing knowledge chunks from the

original datasets.

Knowledge:
{knowledge}
Question:
{question}
Answer:

Here is the system prompt we used for generating hallucination labels using gpt-4o for each comple-

tion at each token position:

You are a highly knowledgeable and careful evaluator of question-answering, dialogue and
summarization systems. Given some optional knowledge, a question and a response, your
task is to judge whether the response contains any hallucination — that is, information
unsupported, contradicted, or absent from the provided knowledge, or factually incorrect in
general.

Assess the extent of hallucination based only on the given knowledge, not on your own
external knowledge.

Assign a hallucination severity integer score between 1 and 5 only for the response, using the
following criteria:

**] - No Hallucination (Fully Grounded)** The response is entirely accurate and supported
by the provided knowledge. All claims, facts, and details are either directly stated in or
logically derivable from the knowledge base. The response adds no unsupported information
and maintains complete fidelity to the source material.

*#72 - Minimal Hallucination (Minor Embellishment)** The response is largely accurate with
only trivial deviations. It may include minor stylistic flourishes, reasonable inferences that
don’t alter meaning, or negligible details that are commonly accepted as true. These additions
do not meaningfully impact the core accuracy or trustworthiness of the response.

**3 - Moderate Hallucination (Noticeable Fabrication)** The response contains noticeable
unsupported information that goes beyond the provided knowledge. This may include
plausible-sounding details that aren’t verified, moderate speculation presented as fact, or
statements that conflate or misrepresent some aspects of the knowledge. While parts of the
response remain accurate, the fabricated elements are significant enough to reduce reliability.
**4 - Severe Hallucination (Major Inaccuracies)** The response contains substantial fabri-
cated or incorrect information that significantly undermines its trustworthiness. Key facts
may be misrepresented, contradicted, or invented outright. While some correct information
may remain, the hallucinated content is pervasive enough that the response could mislead
users on important points.

**5 - Complete Hallucination (Wholly Fabricated)** The response is predominantly or
entirely fabricated, with little to no grounding in the provided knowledge. It may directly
contradict the source material, invent major facts out of whole cloth, or be fundamentally
disconnected from the question and knowledge provided. The response is unreliable and
potentially harmful in its inaccuracy.

Knowledge:

{knowledge}

Question:

{question}

Answer:

{answer}
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Figure 6: BERT model architecture with TRUST prediction head

We obtained this system prompt with gpt-5.1 through a manual iteration approach. We provide
the previous version of the system prompt together with measured frequencies of each level of
hallucination throughout a subset of generated completions as input to gpt-5.1. We ask the LLM to
output a new version where the over-represented and under-represented levels are better calibrated,
effectively softening the criteria where levels are over-represented and hardening the criteria where

levels are under-represented.

We plan to make the dataset available at a later time. Here is an example from the dataset:

Knowledge:

Storm Front is written by Jim Butcher. Jim Butcher wrote Turn Coat
Question:

[Human]: Could you recommend a book by the author of Storm Front?
[Assistant]: Sure! That would be written by Jim Butcher, who also wrote Turn Coat. Have
you read that one?

[Human]: No I have not. What genre is it?

[Assistant]: It’s an urban fantasy as well as mystery and speculative fiction.
[Human]: Sounds intriguing. Do you know the year it was published?
Answer:

[Assistant]: Yes, Turn Coat was published in 2009.

A.9 TRUST BERT MODEL ARCHITECTURE

The high level architecture of the TRUST distilled model is in Figure @ which shows a standard

BERT trunk coupled with our additional TRUST logistic head which predicts TRUST scores.

Here follows the detailed description of the BERT model including the additional logistic head which

predicts TRUST scores:

BertTokenSimilarityModel (
(bert) : BertModel (
(embeddings) : BertEmbeddings (
(word_embeddings) : Embedding (30522, 768, padding_idx=0)
position_embeddings) : Embedding (512, 768)

LayerNorm) : LayerNorm((768,), eps=le-12, elementwise_affine=True)

(

(token_type_embeddings) : Embedding (2, 768)

(
(dropout) : Dropout (p=0.1, inplace=False)

)

(encoder) : BertEncoder (
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(layer) : ModuleList (
(0-11): 12 x BertLayer(
(attention): BertAttention(
(self): BertSdpaSelfAttention (
(query) : Linear (in_features=768, out_features=768, bias=True)
(key) : Linear (in_features=768, out_features=768, bias=True)
(value) : Linear (in_features=768, out_features=768, bias=True)
(dropout) : Dropout (p=0.1, inplace=False)
)
(output) : BertSelfOutput (
(dense) : Linear (in_features=768, out_features=768, bias=True)
(LayerNorm) : LayerNorm((768,), eps=le-12, elementwise_affine=True)
(dropout) : Dropout (p=0.1, inplace=False)
)
)
(intermediate) : BertIntermediate (
(dense) : Linear (in_features=768, out_features=3072, bias=True)
(intermediate_act_fn): GELUActivation ()
)
(output) : BertOutput (
(dense) : Linear (in_features=3072, out_features=768, bias=True)
(LayerNorm) : LayerNorm((768,), eps=le-12, elementwise_affine=True)
(dropout) : Dropout (p=0.1, inplace=False)

)
)

(pooler): BertPooler (
(dense) : Linear (in_features=768, out_features=768, bias=True)
(activation) : Tanh({()

)
)
(dropout) : Dropout (p=0.1, inplace=False)
(trust_head) : Linear (in_features=768, out_features=128, bias=True)

A.10 BASELINE METHODS

Here we provide some additional implementation details for all our baseline methods. In terms of
calculating some of our white-box statistics like MSP and entropy, conventional LLM APIs can only
return a truncated list of log-probabilities containing up to & out of the supported vocabulary V. This
list is limited to the top 5 log-probabilities from the Fireworks AI API, which we used to query Llama
models, or the top 100 log-probabilities from the OpenAl APIL

Let k € {5,100} be the number of log-probabilities returned by these APIs respectively and y; be
the i-th probability in the returned list of top probabilities for any generated token.

After converting the returned log-probabilities to the original softmax values through exponentiation,
one can compute the following Partial Entropy for any generated token:

k
PEy ==Y ply;7)-log (p(yyz; T)) (6)
1=1

LLMs attribute most of the probability mass to these top k tokens, as evidenced by the high MSP
scores we observed throughout all our experiments, so we assume for simplicity with no alternative
that the remaining entries that were not returned by LLM APIs follow a uniform distribution. We
denote the Residual Probability by:
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k

RPy=1-) p(yi;7) (7

i=1

Then we divide the residual probability mass among the remaining (V' — k) tokens equally to obtain
the Residual Entropy:

V—k

RP; RP; RP;
RE, ==Y y — —RP, - | 8
T vk Og<v1~c> k 09(Vk> ®)

Lastly, combine the Partial Entropy with the Residual Entropy to obtain the Estimated Entropy:

EFE, = PE, + RE}, ©)]
Trivially, the Maximum Softmax Probability is represented by:
MSP = maxp(y; 7) (10)
7

Finally, the Ensemble KL Divergence is the log-adjusted pairwise mean of KL divergences among h
number of ensemble prediction head distributions with head indices a # b:

-1 (z)
EKL = (Z) log (Z Dkr (p(ya;T) | p(zf’w))) (11)

a#b
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