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Abstract

The rise of large language models (LLMs)
has fundamentally reshaped the technological
paradigm of rumor detection, offering trans-
formative opportunities to construct adaptive
detection systems while simultaneously ush-
ering in new threats, such as "logically flaw-
less" rumors. This paper focuses on model-
ing rumor detection in the era of LLMs by
unifying existing methods in the field of ru-
mor detection and uncovering their underly-
ing logical mechanisms. From the perspective
of complex systems, we innovatively propose
a "Cognition-Interaction-Behavior" (CIB) tri-
level framework for rumor detection based on
collective intelligence and explore the syner-
gistic relationship between LLMs and collec-
tive intelligence in rumor governance. Further-
more, we analyze the core challenges in the
LLM era and outline future development path-
ways for social simulation agents. We hope
this work lays a theoretical foundation for next-
generation rumor detection paradigms and of-
fers valuable insights for advancing the field.

1 Introduction

In the digital era, the widespread adoption of social
media and the explosion of user-generated con-
tent has enabled rumors to threaten public safety
and social trust at unprecedented speeds, scales,
and levels of complexity (Shao et al., 2016; Kim
and Dennis, 2019). Meanwhile, the rapid ad-
vancements in large language models (LLMs) have
demonstrated remarkable performance across vari-
ous fields (Tan et al., 2023; Poldrack et al., 2023),
but it has also brought challenges that cannot be ig-
nored. Models like GPT-4(Achiam et al., 2023) and
DeepSeek(Guo et al., 2025), known for their deep
semantic understanding and reasoning capabilities,
can generate highly credible and logically coher-
ent professional content. However, this ability can
also be used to generate "logically perfect rumors"
(such as false arguments based on chain reasoning),

which are far more concealed and misleading than
traditional generation methods.(Bommasani et al.,
2021; Kreps et al., 2022). For example, studies
have shown that ChatGPT, when provided with ma-
licious prompts, can not only optimize deceptive
text but also proactively enhance their disguise by
incorporating additional misleading details (Augen-
stein et al., 2024). Thus, leveraging the powerful
capabilities of LL.Ms while addressing their inher-
ent limitations has emerged as an urgent challenge
in the field of rumor detection.

Existing rumor detection surveys primarily fo-
cus on the dissemination mechanisms of rumors
on social media (Shu et al., 2017; Del Vicario
et al., 2016; Johnson et al., 2020), the psycho-
logical mechanisms underlying belief in rumors
(Roozenbeek et al., 2020), and effective interven-
tion strategies (Zubiaga et al., 2015; Guess et al.,
2020). However, most existing frameworks primar-
ily rely on feature-based or technical classifications,
which result in two primary issues: (1) the failure
to thoroughly explore the theoretical and logical
connections between detection methods and rumor
propagation mechanisms, and (2) the inability to ef-
fectively reveal the intrinsic relationships between
features, especially in the context of research on
LLMs in this field (Chen and Shu, 2024).

To bridge this gap, we introduce a three-tiered
"Cognition-Interaction-Behavior" (CIB) frame-
work to systematically elucidate the underlying
logic of rumor propagation and detection on social
networks. The specific contributions of this work
include: (1) A new theoretical paradigm for rumor
detection. The construction of the CIB framework
unifies existing rumor detection methods (as shown
in Figure 4) and uncovers the multi-scale coupling
mechanisms underlying rumor propagation, includ-
ing collective knowledge emergence, interactive
network evolution, and iterative behavioral pat-
terns. (2) A systematic exploration of LLMs’ multi-
faceted roles in rumor detection and their synergies
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Figure 1: The three-layer architecture operates collaboratively. The cognition layer integrates multi-source evidence
to provide informational support for the interaction layer. Through user interactions, the interaction layer facilitates
the formation of the behavior layer. The behavior layer, in turn, continuously refines the cognition layer through
accumulated experiences and collective cognitive feedback. (RD is rumor detection; CI is collective intelligence,
driving information’s dynamic reconstruction and optimization).

with collective intelligence, forming a more com-
prehensive adaptive governance system. (3) A sum-
mary of the core challenges of rumor detection in
the LLM era and an outline of future development
pathways for socially simulated agents.

2 Collective Intelligence-Based Rumor
Detection Framework

In the social media ecosystem, user communities
serve dual roles as both disseminators and evalu-
ators, forming the self-organizing foundation of
the networked information ecology. Studies have
shown that through cross-validation among users
and the interplay of opinions, social networks can
facilitate collective cognitive correction (Ma et al.,
2018). Compared to individual cognition, collec-
tive intelligence leverages the integration of diverse
knowledge and dynamic interactions, demonstrat-
ing superior cognitive capabilities in addressing
complex information (Castillo et al., 2011), thereby
offering a novel approach to advancing rumor de-
tection (Phan et al., 2023).

From the perspective of complex systems, the
emergence of collective intelligence is essentially
a self-organizing process driven by the reduction
of information entropy. During this procesocial
media users’ the diverse cognition, social connec-

tions, and dynamic behaviers interact, facilitating
information flow and collaborative evolution. Ru-
mor diffusion, as a specific form of information
dissemination, is often constrained by individu-
als’ cognitive thresholds (e.g., cognitive abilities,
emotional biases) and the topological structure of
the social network. At its core, rumor diffusion
can be viewed as a staged state of cognitive imbal-
ance: it arises when users, driven by information
uncertainty and emotional impetus, engage in so-
cial interactions to reduce uncertainty, which in
turn drives the continuous evolution of network
structures (Allcott and Gentzkow, 2017). This pro-
cess generates macro-level dissemination behaviors
(potentially unintentionally promoting rumor prop-
agation). However, collective intelligence can dy-
namically correct such imbalanced states in social
networks through multi-level knowledge sharing
and interaction.

Based on the above theoretical construction, this
study proposes a three-order model framework for
rumor detection based on collective intelligence, as
shown in Figure 1. The cognitive layer facilitates
the construction of a collective knowledge system
for rumor identification through knowledge sharing
and evidence integration among users. It serves as
the foundational support for detecting rumors and
aggregating multidmulti-dimensionalnce. The in-



teraction layer analyzes users’ social relationships
and interaction behaviors within social networks
to capture rumor signals. The behavior layer mod-
els the evolution of information dissemination and
collective behavior. Finally, the feedback mech-
anism based on collective intelligence optimizes
the dissemination path and reduces the spread of
rumors.

2.1 Cognitive Layer

The Cognitive Layer leverages data-driven analy-
sis (§2.1.1) to explore the features of multi-source
information on social networks deeply, while
knowledge-driven analysis (§2.1.2) focuses on
verifying information sources and effectively inte-
grating multi-perspective evidence. Together, these
processes construct collective knowledge as the
cognitive foundation for rumor detection.

2.1.1 Data-Driven Analysis

Data-driven analysis focuses on extracting features
from multi-source data within social networks, aim-
ing to develop multidmulti-dimensionalaches for
assessing information veracity. Research on lin-
guistic semantics, visual content, and multimodal
characteristics provides critical support for more
in-depth rumor detection efforts.

In terms of semantic analysis, rumor texts of-
ten exhibit multi-multi-dimensionallies. Studies
have revealed distinct patterns at various levels
by integrating linguistic and psychological theo-
ries (Undeutsch, 1967; Zuckerman, 1981). Lexical
Level: rumolevelts tend to avoid expressing in-
depth information (Aich et al., 2022; Horne and
Adali, 2017), characterized by lower usage rates
of first-person pronouns and higher proportions
of adverbs and emotional words. Syntactic Level:
rumolevelts exhibit a trend toward simplification
(Pérez-Rosas et al., 2017), such as reduced lexical
diversity and shorter average sentence lengths, ab-
normal frequency distributions of function words
and punctuation, further highlight the "readabil-
ity" characteristic of rumor texts. Stylistic Level:
rumolevelts often feature exaggerated headlines,
informal language, and frequent insertion of URLs
or hashtags to enhance virality and attractiveness
(Blass, 1984). These linguistic abnormalities also
reveal rumors’ strategic use of language to evoke
negative emotions (e.g., anger, fear) in public, am-
plifying their dissemination, particularly in sensi-
tive topics such as politics and health (Vosoughi
et al., 2018). Studies have developed various de-

tection methods through linguistic pattern analysis
to leverage these characteristics to capture deeper
semantic features.

In addition, deepfake technologies have signifi-
cantly increased the deceptive capabilities and dis-
semination risks associated with image-based ru-
mors (Vaccari and Chadwick, 2020). Early meth-
ods relied on spatial domain (Popescu and Farid,
2004) and frequency domain (Fridrich et al., 2003)
analysis to extract pixel-level features for identi-
fying common local manipulations in forged im-
ages but suffered from insufficient sensitivity to
localized manipulations. Studies (Marra et al.,
2019) have shown that statistical properties and
spectral responses of GAN-generated content sys-
tematically differ from authentic images, providing
a technological breakthrough for detection. The
introduction of deep learning has further enhanced
detection performance. Techniques such as local
feature extraction (Bayar and Stamm, 2016; Wang
et al., 2020a), temporal modeling (Gtiiera and Delp,
2018), and the use of pre-trained models (Hao et al.,
2021; Khan et al., 2022) have been effective in cap-
turing complex visual forgery patterns. For video
forgeries, beyond traditional frame-level classifi-
cation methods (Montserrat et al., 2020), advance-
ments have been made through inter-frame con-
sistency analysis (Amerini et al., 2019), metadata
validation (Huh et al., 2018), detection of visual
artifacts (Matern et al., 2019), and leveraging bio-
metric signal characteristics (Li et al., 2018). These
approaches improve forgery detection performance
by revealing inherent flaws in dynamic modeling.
To more comprehensively capture the multimodal
characteristics of rumor information, multimodal
analysis focuses on feature fusion and consistency
verification (Wang et al., 2018a; Jin et al., 2017).
These methods balance modality-specific features
and improve cross-modal detection performance by
employing different fusion strategies (Singhal et al.,
2019; Qian et al., 2021). Consistency verification
is utilized to identify cross-modal information con-
flicts, including text-image inconsistencies (e.g.,
emotional conflicts) and audio-visual mismatches
(e.g., forged videos) (Agarwal et al., 2020; Chugh
et al., 2020). These approaches effectively enhance
the performance of multimodal rumor detection.

2.1.2 Knowledge-Driven Analysis

The knowledge-driven analysis leverages external
information resources to enrich and validate ru-
mor content, offering critical support for social net-



works’ noisy, concise content. Verification methods
based on knowledge graphs and evidence texts
are the core research content.

As structured data systems, knowledge graphs
provide a networked organization of large-scale en-
tities and relationships, supporting rumor detection
through contextual verification and logical reason-
ing. By matching entities and relationships within
the text, knowledge graphs can quickly validate
content accuracy and identify potential contradic-
tions (Cui et al., 2020). Several studies (Hu et al.,
2021) further integrate semantic analysis and graph
reasoning techniques to uncover implicit associa-
tions or supporting evidence, thereby improving
verification reliability. For rumor content character-
ized by semantic ambiguity or missing information,
knowledge graphs leverage their capabilities in se-
mantic completion and reasoning to explore hidden,
deeper-level entity associations. By incorporating
contextual information (Dun et al., 2021) and multi-
modal data (Wang et al., 2020b), knowledge graphs
can fill in critical gaps within implicit or ambiguous
statements. Furthermore, they have demonstrated
robust adaptability in cross-domain rumor detec-
tion tasks (Sun et al., 2022; Zhang et al., 2019).

On the other hand, evidence-based text verifi-
cation focuses on fact-checking, aiming to vali-
date the factuality of rumor content through au-
thoritative information sources such as news arti-
cles, scientific literature, and fact-checking plat-
forms. Traditionally, this task has relied on expert-
driven manual verification. Internationally ac-
credited organizations such as the International
Fact-Checking Network (IFCN) (Porter and Wood,
2021), the European Fact-Checking Standards Net-
work (EFCSN) (Wouters and Opgenhaffen, 2024),
and government platforms (e.g., China’s Internet
Joint Rumor Debunking Platform, Tencent Fact-
Check Platform) provide standardized evaluation
procedures to assess the authenticity and timeli-
ness of evidence, delivering high-quality validation
services to the public (Vlachos and Riedel, 2014).

However, the expert-driven model faces effi-
ciency bottlenecks and struggles to respond rapidly
to large-scale, real-time information dissemination
demands (Das et al., 2023; Guo et al., 2022). Au-
tomated fact-checking has increasingly become
a focus of research to address these limitations.
Key processes in these systems include multi-
source data retrieval, semantic alignment, and log-
ical reasoning. By leveraging deep learning mod-
els combined with information retrieval methods

(Hanselowski et al., 2019), semantic relevance be-
tween rumors and evidence is extracted from au-
thoritative data sources such as Wikipedia and sci-
entific literature (Schuster et al., 2021; Wadden
et al., 2021). Additionally, semantic alignment
techniques are employed to assess the extent to
which the retrieved evidence supports or refutes
the claims embedded in the rumor. For complex,
multi-layered claims, deep learning methodologies
(Zhong et al., 2019) can generate reliable verifica-
tion results. Explainability-enhancing techniques
are also applied to extract key logic and evidence
chains, improving users’ understanding of and trust
in the verification outcomes (Lu and Li, 2020).

2.2 Interaction layer

The Interaction Layer emphasizes the analysis of
user feature (§2.2.1)) and social context (§2.2.2)
to provide comprehensive contextual information,
including individual behavior patterns, interactions
between groups, and the dynamic formation of
group consensus. This not only reveals the pro-
cesses through which information spreads among
users but also captures the collaboration and con-
flicts involved in users’ efforts to discern and verify
Tumors.

2.2.1 User Feature Analysis

User groups within social networks serve as the
core driving force behind rumor propagation. They
are comprised of genuine users and social bots
tasked with content generation and dissemination.
Analyzing user characteristics and behavioral pat-
terns can effectively uncover rumor dissemination’s
underlying mechanisms and risks.

As specialized accounts, social bots often manip-
ulate public opinion through high-frequency con-
tent posting and synchronized interactions, signif-
icantly accelerating rumor dissemination. Bot de-
tection methods can be broadly categorized into
feature-based and network-based approaches. The
feature-based analysis identifies non-human at-
tributes, such as anomalous metadata (e.g., de-
fault profile pictures, short-lived accounts), high-
frequency posting behaviors, and polarized con-
tent (e.g., repetitive sentence structures, simple se-
mantics). Network-based detection detects bots by
identifying abnormalities in dissemination struc-
tures. Social bots often amplify their influence
by forming densely interconnected groups or fab-
ricating community structures. In recent years,
deep learning techniques, such as Graph Neural



Networks (GNNs), have been employed to model
the dependencies within network topologies (Guo
etal., 2021). When combined with content features,
pre-trained language models have further enhanced
the generalization performance of social bot detec-
tion in heterogeneous environments (Haider et al.,
2023).

Genuine users are the central driving force be-
hind information dissemination (Aral and Walker,
2012). Among them, malicious users deliberately
spread rumors for personal or organizational gain
(Kahneman, 1979), while ordinary users may inad-
vertently propagate rumors due to cognitive limi-
tations or emotional triggers. Research has delved
into the dissemination patterns of these users by
examining their static attributes (e.g., registration
time, geographical location, number of friends) and
dynamic behavioral characteristics (e.g., posting
frequency, emotional traits such as anger and fear,
and account credibility scores) (Chu et al., 2012).
For example, anomalies such as short-term, high-
frequency interactions and highly repeated content
releases are often considered potential signals of ru-
mor spreading (Zhao et al., 2014). Additionally, as
rumor dissemination increasingly transcends plat-
form boundaries, cross-platform user identity as-
sociation analysis has emerged as a research fo-
cus. For example, by matching user profiles (Iof-
ciu et al., 2011), content geolocation (Riederer
et al., 2016), and personalized traits such as post-
ing style (Goga et al., 2013) and interest prefer-
ences (Nie et al., 2016), researchers can identify
attempts by malicious users to disguise their iden-
tities across platforms. Studies have increasingly
applied unified analyses of static and dynamic be-
haviors across broader network ecosystems by in-
tegrating deep learning and network analysis tech-
niques (Hamdi et al., 2020; Zhang et al., 2015;
Zhou et al., 2015).

2.2.2 Social Context Analysis

Rumor propagation is influenced by individual be-
haviors and the deeper constraints imposed by so-
cial network structures and user interaction patterns.
By uncovering the synergies between user interac-
tions and network structures, social context analy-
sis provides critical support for understanding the
mechanisms underlying the diffusion of rumors.
The interaction characteristics within social net-
work structures exhibit distinct patterns in rumor
propagation. Due to a lack of supervision and infor-
mation verification mechanisms, Sparse networks

tend to form low-cohesion, flat diffusion structures,
which accelerate the spread of false information
(Vosoughi et al., 2018). In contrast, dense networks,
with their strong connectivity, can partially filter
or curb the propagation of rumors. Moreover, the
heterogeneity of user roles within a network (e.g.,
"messengers" bridging multiple communities or
"skeptics" constructing local verification networks)
dynamically impacts interaction structures (Raponi
et al., 2022). For example, user comment chains
and resharing behaviors can be modeled as prop-
agation tree structures (Kwon et al., 2013), which
are utilized to capture both top-down and bottom-
up propagation patterns (Alrubaian et al., 2016;
Ma et al., 2015). To more comprehensively repre-
sent such complex social contexts, multiple entities
such as users, posts, and hashtags can be modeled
as propagation graphs (Nguyen et al., 2020; Shu
et al., 2020). Studies also introduce graph neu-
ral networks (Bian et al., 2020; Min et al., 2022),
which aggregate node features to capture complex
interaction relationships and diffusion dynamics
among users. These significantly enhance the effi-
cacy of modeling rumor propagation patterns and
their underlying mechanisms.

User interaction patterns serve as critical clues
for uncovering rumor social context. Studies have
shown that genuine users, fake news producers, and
hybrid users tend to form homogeneous clusters
within collaborative networks. The polarization be-
tween different clusters reflects regional differences
and political and ideological divisions. This phe-
nomenon is particularly pronounced in rumor prop-
agation, where emotion acts as a catalyst. Emotion-
ally charged content, by evoking negative emotions
such as anger and fear, triggers group polarization
and amplifies the speed and scope of rumor dis-
semination (Zeng and Zhu, 2019; Prollochs et al.,
2021). According to the "two-step flow" theory
in communication studies (Katz, 1957), informa-
tion flows first from mass media to key opinion
leaders (KOLs), who then influence broader audi-
ences. KOLs often act as community bridges (Yang
et al., 2018), playing a significant amplifying role
in rumor dissemination while also having the po-
tential to contribute effectively to rumor debunking.
Modeling KOLs is crucial for understanding their
influence mechanisms in rumor propagation (Wei
and Meng, 2021). The most common approaches
for KOL modeling involve social network analy-
sis techniques, utilizing centrality metrics (Opsahl
et al., 2010), statistical models (Amor et al., 2016),



network topology analysis (Zhao et al., 2016), and
deep learning methods (Shafiq et al., 2013). These
methods aid in designing effective intervention
strategies.

2.3 Behavior Layer

Rampant deepfakes and false rumors are often
blamed as key culprits in influencing voter be-
havior. Studies suggest that while changing peo-
ple’s political opinions is challenging, influencing
their actions is comparatively easier (Adam). The
spread of rumors on social networks has been ex-
tensively studied from both macro and micro per-
spectives (Xuan et al., 2019). At the macro level,
reselevelleverages propagation pattern modeling
(§2.3.1) to analyze the dynamic processes of ru-
mor propagation in complex networks (Zhu and
Huang, 2019). At the micro level, studlevelocus
on behavioral pattern analysis (§2.3.2) to ana-
lyze community characteristics and predict rumor
dissemination (Alkhodair et al., 2020).

2.3.1 Propagation Pattern Modeling

Propagation modeling aims to uncover the dif-
fusion patterns of rumors within the framework
of a complex sociodynamic system, focusing on
the coupled process of information dissemination
and collective behaviors. Epidemic analogy mod-
els serve as the foundational approach in early
studies, where state transition mechanisms (e.g.,
Susceptible-Infectious) are used to describe the
spread of rumors across network topologies (e.g.,
SI (Kermack and McKendrick, 1927), SIS (Dong
and Huang, 2018), SIR (Zhao et al., 2013), and
their variants (Wan et al., 2017). Threshold-based
diffusion models, such as the Linear Threshold
Model (LT) (Chen et al., 2012) and the indepen-
dent cascade model (IC), shift toward modeling
the propagation process from the perspective of
audience decision-making. These models are also
used to design intervention strategies, such as node
blocking or link disruption, to suppress diffusion
(Yan et al., 2019). With the development of com-
plex network theory, more studies focus on explor-
ing multidmulti-dimensionalrs that influence ru-
mor propagation in online social networks: tempo-
ral dimension (Tripathy et al., 2010), user dimen-
sion (Hosni et al., 2018, 2020), network dimension
(Wang et al., 2018b), and information dimension
(Xiao et al., 2019), providing a more systematic
theoretical foundation for studying the diffusion of
rumors in complex networks.

Rumor source detection based on propagation
models plays a pivotal role in tracing the origins
of information dissemination, providing crucial in-
sights for intervention strategies. Early methods,
grounded in centrality theory, estimate the impor-
tance of the nodes by traversing the global topology
of social networks to identify the source nodes (Ali
et al., 2020). However, these approaches often suf-
fer from high computational complexity. Snapshot
observation methods (Louni and Subbalakshmi,
2018) improve detection efficiency by extracting
limited node infection states or propagation paths.
These methods effectively perform on homoge-
neous and heterogeneous propagation models (Cai
et al., 2018). Additionally, monitoring-based obser-
vation techniques (Qiu et al., 2022) leverage sensor
nodes to capture real-time dissemination data, en-
hancing adaptability to dynamic propagation envi-
ronments. In scenarios involving multi-source con-
current propagation (Zhu et al., 2022a), research
focuses on decoupling infection networks into sev-
eral independent regions. A divide-and-conquer
strategy is then employed to locate the sources it-
eratively, reducing the computational complexity
of detection. With the maturation of deep learning
techniques (Wang et al., 2022; Ling et al., 2022)
and Graph Neural Networks (GNNs) (Cheng et al.,
2024), end-to-end frameworks have emerged as
highly effective tools. By integrating propagation
paths, temporal dynamics, and node characteristics,
these approaches significantly enhance the robust-
ness and accuracy of rumor source detection.

2.3.2 Behavioral Pattern Analysis

In social networks, nodes often cluster into tightly-
knit communities, where rumors spread efficiently
within communities but rely on bridge nodes
or weak ties between communities for cross-
community dissemination. Research shows that
when bridge nodes are scarce, rumor dissemination
remains localized, but when sufficiently abundant,
it penetrates communities and reaches a broader
audience (Zanette, 2001). To identify these critical
nodes, community detection methods (Newman,
2004; Blondel et al., 2008) usually adopt heuristics
to find closely related subgroups in the network
(Zhang et al., 2018; Yang et al., 2016). Targeted in-
terventions and immunization strategies can then be
applied to these key nodes to minimize the spread
of rumors.

Network immunization strategies are typically
categorized into preventive and counteractive im-



munization: Preventive Immunization focuses
on proactively optimizing network structures and
key node distributions before harmful information
emerges. By analyzing topological properties (e.g.,
node centrality, spectral attributes) and commu-
nity structure characteristics, high-risk nodes, and
cross-community bridge points can be identified to
disseminate accurate information (Petrescu et al.,
2021). Counteractive immunization emphasizes
real-time intervention during the propagation pro-
cess. When initial sources or infected nodes are
known, dynamic detection and analysis of infected
nodes and their neighboring communities are per-
formed. Key high-dissemination nodes are then
selected for removal or blocking to efficiently dis-
rupt the propagation chain with minimal cost (Fan
et al., 2013). It prioritizes local optimization un-
der resource constraints, such as minimizing the
dissemination of malicious information within the
network (Tariq et al., 2017), for instance, reducing
the probability of some users sharing false content
with their network connections.

3 Collective Intelligence-based Rumor
Detection in the LLM Era

With the advancement of Natural Language Pro-
cessing (NLP), rumor detection techniques have
evolved from traditional statistical methods (Lim
et al., 2017; Rayana and Akoglu, 2015) to deep
learning models (Ma et al., 2016; Chen et al., 2019),
and more recently to pre-trained language models
(PLMs) (Kaliyar et al., 2021; Pelrine et al., 2021),
progressively transitioning from static feature ex-
traction to automated dynamic semantic analysis.
However, traditional methods often suffer from lim-
ited adaptability in scenarios such as early-stage ru-
mor detection and complex environments due to the
scarcity of annotated data (He et al., 2021). LLMs
further transform the rumor detection landscape
with their extensive pre-training and contextual rea-
soning capabilities, enabling efficient reasoning
in resource-poor environments and significantly
improving the transparency and interpretability of
detection results.

3.1 LLM-enhanced CIB Framework

LLM:s play a multifaceted role in existing rumor de-
tection approaches, deeply integrating into various
roles ranging from knowledge analysis to adver-
sarial defense, as shown in Figure 2. LLMs have
brought revolutionary advancements to traditional

methods, demonstrating significant technical po-
tential and promising application prospects.
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Figure 2: Multiple roles of LLM in rumor detection

At the cognitive layer, LLMs serve as highly
efficient Key Evidence Extractors through large-
scale pretraining. Unlike traditional rumor de-
tection systems that rely on static, structured ap-
proaches(such as knowledge graphs) to expand
knowledge, LLMs leverage their implicit encod-
ing capabilities to capture deep semantic associ-
ations in unstructured information, which is fur-
ther used as evidence to enhance the generalization
ability of traditional language models (Nan et al.,
2024; Yang et al., 2023a). Additionally, LLMs
operate as Scenario-Adaptive Decision Makers,
leveraging their zero-shot reasoning abilities to ad-
dress diversified rumor scenarios efficiently with-
out requiring fine-tuning (Li et al., 2023c; Wu et al.,
2023a). Combining Retrieval-Augmented Genera-
tion (RAG) with external knowledge bases (Peng
et al., 2023; Niu et al., 2024), LLMs can dynam-
ically integrate up-to-date knowledge, resolving
limitations in knowledge coverage and timeliness
inherent to traditional methods. This integration
also effectively reduces the likelihood of hallucina-
tion phenomena, thereby enhancing the reliability
of detection outputs (Ji et al., 2023; Rawte et al.,
2023).

At the interaction layer, LLMs function as Social
Tool Coordinators, coordinating external tools
(e.g., search engines, deepfake detectors) through
agents to expand rumor detection capabilities fur-
ther (Chern et al., 2023; Wan et al., 2024; Li et al.,
2024a). Unlike traditional, static social network
analysis and modeling methods, LLM-based agents
can perceive social environments by combining



short-term (contextual learning) and long-term (ex-
ternal knowledge retrieval) memory. These agents
are capable of planning and calling external tools
dynamically, improving analytical performance.
Furthermore, generative agents (Park et al., 2023)
can simulate user interaction behaviors, driving a
paradigm shift in rumor detection from static fea-
ture modeling to dynamic interaction simulation.

At the behavior layer, LLMs act as Rumor Anal-
ysis Experts with superior performance in tasks
requiring advanced reasoning and cross-domain
contextual knowledge. Traditional rumor detection
approaches relied heavily on classification tasks,
often requiring manually labeled large datasets. In
contrast, the emergent abilities of LLMs, such as
Chain of Thought (CoT) reasoning, can decom-
pose complex problems into intermediate reason-
ing steps, thereby significantly improving logical
transparency and explainability (Zhang and Gao,
2023a). LLMs also exhibit robust cross-domain
transferability (Cao et al., 2023c,b), enabling uni-
fied reasoning across multimodal inputs, including
text, images, and audio (Yao et al., 2023a). This
addresses the limitations of traditional methods
in multimodal fusion and shifts detection mecha-
nisms from pattern classification to causal infer-
ence (Zhu et al., 2022b; Nan et al., 2021). Addi-
tionally, LLMs can act as Malicious Information
Defenders, showcasing strong robustness in adver-
sarial social network environments. By integrat-
ing adversarial training and red-teaming methods
(Bhardwaj and Poria, 2023; OpenAl, 2023), LLMs
can quickly adapt to evolving forgery techniques,
overcoming the lag in model iteration and process-
ing capabilities of traditional approaches (Wu et al.,
2024b; Sun et al., 2024). For example, when tack-
ling tasks such as detecting rumor dissemination,
stylized language attacks, and deepfake content,
this dynamic adaptability further enhances the ro-
bustness of rumor detection systems.

3.2 Collective Intelligence-driven LLM
Detection

Network users are the primary agents of informa-
tion dissemination and important participants in
rumor detection. The propagation of rumors relies
on user attention, trust, and further sharing behav-
iors. In contrast, user reports and feedback can
effectively constrain this diffusion effect, which
is critical in rumor detection. This user feedback-
based supervisory mechanism helps address the
limitations of LLMs in adapting to dynamic sce-

narios by introducing ethical constraints and social
consensus at the human cognitive level, thelevelin-
fusing greater flexibility and human-centricity into
the rumor detection process (Kou et al., 2022).

Collective intelligence injects new technical im-
plications into the development of LLM agents. Re-
search demonstrates (Li et al., 2023b) that agents,
by simulationing group behaviors modeled in so-
ciology and economics theories, can exhibit emer-
gent corrective mechanisms during collaborative
tasks. These emergent behaviors provide theoreti-
cal support for rumor detection agents (Zhang et al.,
2024b), demonstrating their significant potential in
improving the simulation of social media ecosys-
tems and other complex societal environments. For
example, agents can produce socially simulated
content that is indistinguishable from real-world
community behavior (Park et al., 2022), simulate
trust-building interactions in social dynamics (Xie
et al., 2024), and facilitate harmless discussions
that bridge biases and political divides, offering
valuable insights into real-world phenomena (Torn-
berg et al., 2023).

In the field of rumor detection, existing research
(Hu et al., 2025) further uses LLM-based multi-
agent simulation to explore the trend of rumor prop-
agation and optimize intervention strategies and
also uses tools to implement (Li et al., 2024a) real-
time evaluation of information credibility based on
shallow features such as language style and com-
mon sense rules. However, the complexity of the
rumor detection task requires a more comprehen-
sive approach that considers multi-level features.
We discussed this in the future research route (Ap-
pendix B), paving the way for future exploration.

4 Conclusion

Based on the complex system characteristics of
collective intelligence, we reconstructed the rumor
detection paradigm adapted to the era of LLMs,
the "Cognition-Interaction-Behavior" (CIB) frame-
work. We emphasized the important role of LLM
in rumor detection and its complementary relation-
ship with collective intelligence. In addition, CIB
can use cross-layer dynamic feedback to estab-
lish a "Macro-Micro Feedback Loop" to dynami-
cally realize two-way rumor detection and interven-
tion, providing a roadmap for applying LLM-based
multi-agent social simulation in rumor detection.



5 Limitations

In the future research section of this paper, we pro-
pose a roadmap for collective intelligence-based
rumor detection agents under the CIB framework,
providing a comprehensive analysis of potential
research challenges and corresponding directions.
However, further exploration is needed to evalu-
ate the practical application of this framework in
large-scale social media environments. Addition-
ally, polarized contexts or anomalous interactions
may introduce more significant complexities. To re-
fine and optimize the framework, we will consider
enhancing robustness and dynamic adaptability in
complex scenarios.
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A Rumor Definition and Related Tasks

The core characteristic of rumors lies in their "un-
verified ambiguity and uncertainty," which makes
them highly prone to misinterpretation or misuse
during the dissemination process. Unlike debunked
false information (misinformation) (Scheufele and
Krause, 2019; Kumar and Geethakumari, 2014),
deliberately fabricated falsehoods (disinformation)
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(Guo et al., 2020), or fake news that adopts the
form of journalistic reporting to deliberately mis-
lead the public (Shu et al., 2017, 2019) (Detecting
fake news with NLP)], the uniqueness of rumors
lies in the dynamic evolution of their verification
status. Currently, rumor detection in a broad sense
largely focuses on the verification of rumor verac-
ity, emphasizing the description of the potential
risks posed by false rumors to societal trust (Taka-
hashi and Igata, 2012; Wu et al., 2015; Liang et al.,
2015). From a narrower perspective, studies on
rumors also consider their dissemination character-
istics and societal impacts (Allport, 1947; Zubiaga
et al., 2015). This provides theoretical support for
uncovering the deeper logic underpinning rumor
propagation while laying the foundational frame-
work for research in rumor detection.

B Future Research Directions

B.1 LLM-based Multi-agent Social
Simulation in Rumor Detection

While existing studies have shed light on the po-
tential of rumor detection agents, there remains a
lack of in-depth research into the complexities of
the task. Critical gaps persist in addressing the
key aspects of handling the complexity of rumor
propagation, which can be summarized into the
following three areas:

Lack of a deep understanding of the mecha-
nisms of rumor propagation. Current research
often relies on shallow features to classify informa-
tion but fails to account for rumor dissemination’s
intricate cognitive behavioral patterns and socio-
dynamic characteristics. For instance, individuals
tend to process information in ways that align with
their pre-existing beliefs(cognitive consistency the-
ory) while exhibiting significant non-objective and
selective cognitive biases (Nickerson, 1998). Emo-
tional drivers (such as fear and anger)(Chan et al.,
2021), and social pressures (Blass, 1984) amplify
the effects of rumor propagation. Moreover, some
users spread false information not purely based
on judgments of its truthfulness but rather due to
hedonistic motives (Jiwa et al., 2023) or a sense
of group identity (Lewandowsky, 2022; Wanless
and Berk, 2020). Social networks’ distributed and
decentralized nature further reduces individuals’
capacity to discern false information. It increases
the likelihood of social cascades, forming extreme
attitudes (Jamieson, 2008). This aspect has also re-
ceived attention, e.g., simulating social phenomena



like echo chambers (Wang et al., 2024c¢).

Over-simplified modeling of rumor propaga-
tion and intervention. Current models are often
restricted to static propagation roles (e.g., spread-
ers, bystanders, fact-checkers) and fail to compre-
hensively capture the dynamic changes in individ-
ual behaviors during the dissemination process and
the dynamic role shifts in group interactions. In
contrast, the information propagation dynamics ex-
tensively studied in information epidemiology of-
fer valuable inspiration, such as integrating com-
plex social variables (educational levels, forgetting
mechanisms) to model dynamic processes more ac-
curately. At the same time, intervention measures
also lack flexibility and dynamic optimization re-
garding accurate verification and influencer block-
ing. This limits their ability to adapt to the grad-
ual and complex evolution of rumor propagation,
which often requires intervention strategies that are
adaptable and sensitive to contextual changes.

Insufficient global modeling of the dynamic
attributes of rumors. Existing studies are often
confined to a specific dimension of rumors, such
as content, propagation, or interaction, without sys-
tematically integrating these interdependent ele-
ments within a logical framework. Furthermore,
the combined effect of multimodal information on
rumor dissemination and the critical role of social
bots as key propagation drivers have not been suffi-
ciently considered. Additionally, active user behav-
iors, such as retrieval and learning of controversial
information, remain underexplored. Although in-
dividual differences exist, such behaviors (such as
actively verifying the authenticity of information
and subsequently choosing to share, report, or ig-
nore it) significantly impact information perception
and dissemination.

B.1.1 Multi-Agent Systems Under the CIB
Framework

To tackle existing challenges, we propose a re-
search roadmap for multi-agent systems within the
CIB framework, as illustrated in Figure 3. This ap-
proach utilizes cross-layer dynamic feedback to es-
tablish a Macro-Micro Feedback Loop, enabling
the modeling of macro-level information dissemi-
nation based on micro-level individual cognition. It
facilitates dynamic, bidirectional interventions be-
tween macro and micro levels, fostering evolution
driven by deeper cognitive insights.

At the cognitive layer, agents can utilize LLMs
and multimodal analysis tools to achieve a deep se-
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mantic understanding of text, images, videos, and
other content associated with rumors, also perform-
ing real-time monitoring and dynamic analysis of
content flow on social media platforms. By incor-
porating psychological models, agents can dynam-
ically assess the authenticity of information and
precisely quantify user cognitive biases (e.g., selec-
tive processing or emotion-driven behaviors). For
instance, agents can infer malicious intents behind
false information through context-aware reason-
ing and identify the potential motivations of target
users for spreading such information. This enables
agents to provide information support for subse-
quent collaborative actions.

At the interaction layer, multi-agent systems
leverage sophisticated communication protocols to
collaborate efficiently, simulating the diversity of
user behaviors in social networks, such as infor-
mation sharing, commenting, and reporting. More-
over, they can also simulate external factors such
as social bots, constructing dynamic environments
that better reflect real-world propagation patterns.
By comprehensively modeling collective knowl-
edge and social interactions, these dynamic simula-
tions help address critical questions, such as: How
can we generate more targeted intervention strate-
gies with greater accuracy? How can we improve
collaborative efficiency when users participate in
rumor reporting or debunking efforts?

At the behavior layer, multi-agent systems can
capture the nonlinear propagation paths of collec-
tive behavior and dynamically generate personal-
ized debunking content and intervention strategies
through cognitive modeling. For example, By an-
alyzing a target audience’s cognitive and behav-
ioral characteristics, agents can produce debunking
content that is more persuasive and tailored to the
audience. In response to the dynamic evolution of
rumor propagation, agents can adaptively adjust
intervention models, enabling more efficient and
precise countermeasures.

Furthermore, in addition to modeling informa-
tion dissemination of cognition to behavior, the
framework enables a dynamic rumor detection and
intervention mechanism in reverse. At the behavior
layer, agents detect anomalous communities as ini-
tial targets. Subsequently, agents at the interaction
layer analyze the suspicious users and interaction
structures within these communities. Building on
this, agents in the cognition layer perform collec-
tive knowledge analysis and social context reason-
ing on suspicious conversational threads to identify
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Figure 3: The CIB framework establishes a Macro-Micro Feedback Loop that integrates cross-layer dynamic
feedback to bridge macro-level information dissemination with micro-level individual cognition. This enables
bidirectional interventions, wherein macro-level propagation dynamics inform micro-level behavior modeling,
while individual insights refine system-wide strategies. Beyond modeling the flow from cognition to behavior,
the framework supports a reverse feedback mechanism for dynamic rumor detection and intervention, driving
continuous adaptation and iterative improvement in complex, evolving misinformation environments.

critical evidence. Finally, the behavior layer inter-
venes promptly, generating personalized debunking
content tailored to the cognitive characteristics of
the target audience as part of belief-based inter-
ventions. This feedback mechanism allows rumor
detection and intervention models to continuously
improve and optimize themselves, enhancing their
adaptability to the dynamically evolving nature of
rumor propagation.

B.2 Cross-disciplinary Collaborative
Optimization

LLMs also face significant challenges across three
dimensions: content credibility, cognitive align-
ment, and technology adaptability (Liu et al.,
2024a; De Angelis et al., 2023). First, the inter-
twining of hallucinated content generated by LLMs
with malicious misinformation substantially com-
plicates assessing content reliability (Pan et al.,
2023c; Chen and Shu, 2024; Shu et al., 2021). Tech-
nologies such as deepfakes mislead the public and

stigmatize genuine content, further eroding trans-
parency in public discourse (e.g., real but negative

content dismissed as synthetic and subsequently

discredited (Schiff et al., 2023)). Second, limita-
tions in LLLMs’ semantic alignment and ability to
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perform complex reasoning may reinforce users’
preexisting cognitive biases (Xu et al., 2023; Garry
et al., 2024; Hosseini et al., 2023). In complex
scenes, the robustness and dynamic adaptability of
the model (Carlini et al., 2023; Haller et al., 2023),
as well as early benchmarks (Zhou et al., 2023;
Chen and Shu, 2023), show weak performance.
(He et al., 2023; Li et al., 2024b). To address these
challenges, future research must promote cross-
disciplinary collaborative optimization:

Cognition layer: Enhancing content credibil-
ity and knowledge attribution. Future research
should focus on building dual mechanisms that
combine technological forensics and social valida-
tion to improve content credibility, particularly for
attributing and explaining the trustworthiness of
LLM-generated content (André et al., 2023; Ku-
marage and Liu, 2023). Another area of importance
is addressing "technology-amplified cognitive bi-
ases" and their impact on information credibility
perception and cognitive schema activation. For in-
stance, The high fluency of LLM-generated content
amplifies the halo effect (Augenstein et al., 2024);
Multimodal synthetic content, such as deepfakes,
enhances emotional infiltration, making misinfor-
mation harder to detect.



Interaction layer: strengthening cognitive
alignment and belief intervention in social in-
teractions. Integrating psychology and behavioral
science insights can enable belief interventions us-
ing LLM-generated personalized and persuasive
debunking content (Costello et al., 2024; Matz
et al., 2024). For example, Employing dynamic
intervention strategies, such as the "Friction Strat-
egy," can suppress blind adherence and impulsive
information sharing by increasing the cognitive pro-
cessing cost of user decisions; LLMs could also
provide real-time knowledge enhancement services
for low-education user groups, helping mitigate
the continued influence effect (Lewandowsky et al.,
2012; Walter and Tukachinsky, 2020) (where mis-
information persists even after being debunked)
and the recognition gap driven by educational dis-
parities (Afassinou, 2014; Hui et al., 2020). This
approach fosters a synergistic effect between educa-
tional compensation and behavioral interventions.

Behavior layer: Enhancing robustness and
adaptability in dynamic environments. To im-
prove the adaptability of LLMs in dynamic en-
vironments, future research can leverage LLM-
agent architectures that perform multi-phase rea-
soning chains (e.g., planning-execution-reflection),
enabling zero-shot automatic feature annotation
and latent rumor identification in real-time. Ad-
ditionally, a more comprehensive rumor baseline
assessment should be established to address the
evolving characteristics of misinformation in com-
plex environments.

By integrating beneficial insights from across
disciplines into a rumor detection framework based
on collective intelligence, this research line can
promote the development of efficient and highly
adaptable systems, pushing the boundaries of ru-
mor detection methods.

B.3 Information Ecosystem Governance
Under Multi-Multi-dimensionalraints

In the context of rumor governance, the synergis-
tic governance of legal, ethical, and technological
constraints emerges as a necessary approach.
Legal measures should focus on regulating data
usage while ensuring privacy protection. Privacy-
preserving technologies(such as differential privacy
(Chua et al., 2024; Mai et al., 2023) and federated
learning J(Kuang et al., 2024; Wu et al., 2024a;
Ezzeldin et al., 2023)), combined with compliance
frameworks(General Data Protection Regulation
(GDPR) and the Artificial Intelligence Act (Al Act)
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(Parliament, 2023)), enhance model performance
while safeguarding data security. These measures
serve as a foundation for responsible rumor detec-
tion and governance in the digital age.

LLMs have been shown to possess the capa-
bility of inferring psychological tendencies from
user-generated texts (Peters and Matz, 2024; Perc
et al., 2019), potentially influencing users’ false
memories (Chan et al., 2024; Acerbi and Stubbers-
field, 2023). Furthermore, LLM-generated content
could be weaponized for privacy infringements,
cognitive attacks, and social media manipulation
(Huang and Zhu, 2023; Park et al., 2024). To
address these challenges, platforms, and develop-
ers should proactively disclose algorithm designs,
ensure data sources and security measures, and
establish transparent accountability chains to en-
hance transparency and responsibility allocation
(Dwivedi et al., 2023).

At the social governance level, advancing multi-
stakeholder collaborative mechanisms is essential.
This involves building a governance ecosystem that
includes developers, policymakers, and sociolo-
gists, aimed at enhancing the transparency and so-
cietal adaptability of LLM technologies and achiev-
ing a comprehensive balance between technologi-
cal efficiency and societal impact (Hu et al., 2024;
Tokayev, 2023), which ensures that the governance
of false information can be effectively expanded in
different social and technical environments.
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Figure 4: Classification of Rumor Detection Methods, Applications in the LLM Era, Challenges, and Future
Directions under the CIB Framework
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