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Autonomous agents powered by large language models are moving from curated demos to persistent,

open-world deployment. The rapid rise of OpenClaw, an open-source project that became one of the most

starred in GitHub history, makes this transition concrete: agents can now run continuously, operate across

heterogeneous platforms, and use community-contributed skills outside fully curated environments. This

shift breaks the sandbox assumptions that have dominated prior agent research, including developer-

controlled model updates, trusted tools, constrained environments, and short-lived execution. We present

the first systematic survey of OpenClaw Research, defined as the study of agent systems after they enter

open deployment. We formalize this setting through an agent-system tupleA = ⟨π, env , pop, substrate⟩ and
derive four principles of openness: Open Policy, Open Environment, Open Population, and Open Substrate.

These principles structure the taxonomy around five research areas: Learning & Evolving, Safety & Security,

Claw Society, Infrastructure & Systems, and Applications. Across these areas, we review representative work,

identify emerging risks such as malicious skill supply chains and autonomy–accountability gaps, and

highlight open challenges that arise in open, continuously deployed agent systems. This survey provides

a roadmap for understanding and governing LLM agents as they move beyond laboratory settings into

large-scale open deployment, ultimately laying the groundwork for a trustworthy and sustainable agent

ecosystem. To support ongoing research in this field, we maintain an online curated paper list.

Figure 1: Timeline of the OpenClaw research ecosystem (November 2025 – April 2026).

https://github.com/shuolucs/Awesome-OpenClaw-Research
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1. Introduction
Large language model (LLM) agents are moving beyond isolated demonstrations toward open-ended,
persistent use. Early works (Yao et al., 2022; Shinn et al., 2023) show that models could reason over multiple
steps, call tools, and use feedback to improve their behavior. Subsequent studies extended these ideas
to memory, planning, and multi-agent collaboration (Wang et al., 2024; Xi et al., 2025; Guo et al., 2024).
However, most existing systems still rely on a set of sandbox assumptions: ¶ models are typically updated
through controlled developer-driven cycles,· tools are pre-de�ned and trusted,̧ environments are
carefully constrained, and¹ execution is usually short-lived and experimental. These assumptions make
evaluation tractable, but they also limit the range of real-world applications that can be studied. The late-2025
release of the open-source project OpenClaw1 breaks free from these restrictive sandbox constraints. It
quickly became one of the most-starred repositories in GitHub history, showing what happens when all
four boundaries are relaxed at once: agents can run persistently, operate across heterogeneous platforms,
and draw on a growing ecosystem of community-contributed skills. As chronicled in Figure 1, this rapid
expansion demonstrates that agentic systems are no longer con�ned to controlled laboratory benchmarks;
they are entering large-scale, open deployment.2

Figure 2: Four concerns of the agent loop, each mapping to a principle of openness and a survey dimension.

However, the rapidly growing literature around OpenClaw is scattered across a wide range of disparate
domains. A traditional topic-by-topic listing would obscure the shared sandbox assumptions being relaxed.
For example, malicious community-contributed skills are not only a security issue; they arise from opening
the environment to unvetted tools and from relying on a substrate that must manage third-party code
at scale (Shan et al., 2026; Bhardwaj, 2026; Ying et al., 2026). Persistent agents acting across browsers,
�lesystems, and communication platforms are not only a question of task performance; they expose
new tensions between policy evolution, user consent, and accountability (Chen et al., 2026f; Wang et al.,
2026g). Agent-only platforms such as Moltbook further show that open populations can produce collective
dynamics, including norm formation, information cascades, and community collapse (Chen et al., 2026c;
Manik and Wang, 2026). These cases illustrate the central motivation for this survey: the de�ning problems of
OpenClaw Research emerge from the interaction of learning, safety, society, infrastructure, and applications
under open deployment, making holistic governance and system-level analysis increasingly urgent.

To capture this paradigm shift and provide a uni�ed view, we formalize OpenClaw Research as a distinct
object of study. At the center of these systems remains the familiar observation�action loop. What
changes is the operating regime:¶ policies may evolve,· environments are uncurated,¸ populations
act concurrently, and¹ runtimes must be persistent. We capture this shift with an agent-system tuple
A = h�; env; pop; substratei , where� denotes the agent policy,env the physical and digital world of action,
pop the surrounding population, andsubstratethe runtime infrastructure. As formalized in Section 2.2,
this decomposition turns the four sandbox assumptions above into four principles of openness (Open Policy,
Open Environment, Open Population, and Open Substrate) that comprehensively surround and reshape the
traditional observation�action loop (Figure 2).

Building upon these principles, we organize the �eld by the boundary each line of work opens, expanding
this roadmap into a paper-level taxonomy (Figure 3). Speci�cally, the four principles establish four horizontal
research dimensions: Open Policy: Learning & Evolving (� ), Open Environment: Safety & Security (env), Open

1https://github.com/openclaw/openclaw
2GitHub/arXiv icons: uncertain a�liation or independent researchers
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Learning & Evolving (Ÿ 3)
Open Policy

Component Level

HMO (Liu et al., 2026b), MemOS (Li et al., 2025b), OpenViking (Volcengine, 2025),
MemEvolve (Zhang et al., 2025a), Mem2Evolve (Cheng et al., 2026),
AutoResearchClaw (Liu et al., 2026a), ScienceClaw (Beita, 2025)
HermesAgent (Nous Research, 2025), Alita-G (Qiu et al., 2025),
SemaClaw (Zhu et al., 2026a)

Individual Level
OpenClaw-RL (Wang et al., 2026f), MetaClaw (Xia et al., 2026),
StepPO (Wang et al., 2026a)

Collective Level
SkillClaw (Ma et al., 2026), EvoMaster (Zhu et al., 2026b),
GPTSwarm (Zhuge et al., 2024), Agentic Neural Networks (Ma et al., 2025),
SwarmAgentic (Zhang et al., 2025b), Multi-Agent Evolve (Chen et al., 2025)

Safety & Security (Ÿ 4)
Open Environment

Threat Landscape

ClawArena (Ji et al., 2026), Claw Grip (Shan et al., 2026), Claw-Eval (Ye et al., 2026),
PASB (Wang et al., 2026g), ClawBench (Zhang et al., 2026), FASA (Ying et al., 2026),
Defensible Design (Li et al., 2026b), Clawdbot Audit (Chen et al., 2026f),
Deng (Deng et al., 2026b)

Defense Mechanisms
FASA (Ying et al., 2026), SkillFortify (Bhardwaj, 2026), HITL (Shan et al., 2026),
PRISM (Li, 2026), Defensible Design (Li et al., 2026b)

Claw Society (Ÿ 5)
Open Population

Emergent Characteristics
Risky Sharing (Manik and Wang, 2026), Informal Learners (Chen et al., 2026c),
Peer Learning (Chen et al., 2026a)

Structural Failures & Design ClawdLab & Beach.Science (Weidener et al., 2026b)

Human�AI Collaboration AIED Curriculum (Chen et al., 2026b)

Infrastructure & Systems (Ÿ 6)
Open Substrate

Infrastructure of Claw
AgentOS (Liu et al., 2026c), GATE/AERO (He et al., 2026),
EvoSkill (Alzubi et al., 2026), SkillOrchestra (Wang et al., 2026c)

Claw as Infrastructure
NanoClaw (qwibitai, 2026), PicoClaw (sipeed, 2026), CyberClaw (ttguy0707, 2026),
Edict (cft0808, 2026), ClawGUI (Tang et al., 2026), MCP-Atlas (Bandi et al., 2026)

Applications (Ÿ 7)

Embodied Claws
RoClaw (Evolving Agents Labs, 2026), RoboClaw (MINT) (MINT-SJTU, 2026),
RoboClaw (Li et al., 2026a), ROSClaw (PlaiPin, 2026)

Mobile Claws StreamingClaw (Chen et al., 2026e), UAV-Claw (Wang et al., 2026e)

Scienti�c Claws
ClawdLab (Weidener et al., 2026a), AutoResearchClaw (Lab, 2026),
clawRxiv (Conference, 2026), ScienceClaw (Wang et al., 2026b)

Clinical Claws
MedOpenClaw (Shen et al., 2026), Medical Skills (FreedomIntelligence Team, 2026),
Hospital (Yang et al., 2026), AADT (Chen et al., 2026d)

Other Claws
DenchClaw (DenchHQ, 2026), MathClaw (MathClaw-ruc, 2026),
EduClaw (Wu et al., 2026)

Figure 3: Taxonomy of OpenClaw Research.

Population: OpenClaw Society (pop), and Open Substrate: Infrastructure & Systems (substrate). Applications
serve as an intersecting vertical axis, demonstrating how these four openings jointly manifest in domains
such as healthcare, education, scienti�c discovery, and embodied systems, ultimately highlighting the
transformative potential of open-deployment ecosystems.

In summary, this survey makes four contributions: 1) We provide a formal de�nition of OpenClaw
Research grounded in the agent-loop formalism and articulate four principles of openness that distinguish
open-deployment agent systems from classical sandbox evaluations. 2) We derive a �ve-dimension taxonomy
that categorizes the rapidly growing literature by the sandbox boundary each work relaxes. 3) Guided by
this taxonomy, we synthesize key methodologies, identify real-world vulnerabilities such as supply-chain
attacks and emergent social dynamics, and trace how agent evolution changes in unvetted environments.
4) We highlight cross-cutting themes and grand challenges that arise only at ecosystem scale, o�ering a
roadmap for future research on open-deployment agent systems.

To guide readers through the core of this survey, Table 1 maps each principle of openness to its corresponding
tuple component, survey section, and guiding research question. Building on this foundation, the remainder
of the survey is organized as follows: Section 2 formalizes the principles and provides technical background;
Sections 3�6 survey the four horizontal dimensions in order; Section 7 traces how these openings combine
in concrete application domains; and Section 8 distills cross-dimensional trends and grand challenges. To
support ongoing research in this rapidly evolving �eld, a continuously maintained curated paper list is
available online to track emerging breakthroughs and foster broader community collaboration.
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Table 1: From principles of openness to survey structure.

Principle Component Survey Section Core Research Question

Open Policy � Ÿ 3 Learning & Evolving How does � co-evolve with a non-stationary wild environment?

Open Environment env Ÿ 4 Safety & Security How to defend a rule-following model in an adversarial world?

Open Population pop Ÿ 5 OpenClaw Society What collective behaviors emerge in uncoordinated populations?

Open Substrate substrate Ÿ 6 Infrastructure & Systems How to build persistent, observable, accountable runtimes?

Application layer Ÿ 7 Applications How do the four openings combine in concrete domains?

2. From Agent to OpenClaw
This section explains how OpenClaw extends the classical LLM-agent paradigm from sandboxed task
execution to open-deployment agent systems. We divide the discussion into three subsections because
this transition involves three complementary levels: Section 2.1 identi�es the shared agent loop and the
sandbox assumptions inherited from prior frameworks, Section 2.2 formalizes how these assumptions are
lifted into four principles of openness, and Section 2.3 shows how the resulting open-deployment regime is
instantiated in the concrete OpenClaw architecture.

2.1. The Classical Agent Loop and Sandbox Assumptions
At its core, every LLM-based agent is an instantiation of the observation�action loop: the agent receives an
observations from the environmentenv, selects an actiona via its policy � , and executesa to update both
the environment and its internal memory (Russell and Norvig, 2020). Formally:

while not done: s  Observe(env); a  �(s; memory); env; memory  Execute(a):
(1)

Early agent frameworks di�er primarily in how� is realized. ReAct (Yao et al., 2022) interleaves chain-
of-thought reasoning with tool invocation; Re�exion (Shinn et al., 2023) adds episodic self-re�ection;
Toolformer (Schick et al., 2023) explicitly trains the model to autonomously decide when and how to call
external APIs, but they all share the exact same loop skeleton.

We view any agent system as a tuple

A =



�; env; pop; substrate
�
; (2)

where� is the policy mapping observations and memory to actions;env is the physical and digital world
against which actions are executed;pop is the population of other agents and humans whose autonomous
actions also shape the shared environment; andsubstrateis the engineered layer hosting the loop (runtime,
sandbox, protocols, observability, and evaluation infrastructure). We separatepop from env because
uncoordinated heterogeneous actors introduce social dynamics (norm formation, collusion, information
cascades) that cannot be reduced to environmental noise; we separatesubstratebecause its engineering
requirements (persistence, multi-tenancy, accountability) are orthogonal to both the environment's physical
structure and the population's social dynamics.

Multi-agent frameworks such as AutoGen (Wu et al., 2024), CrewAI, and CAMEL (Li et al., 2023) extend the
loop to multiple interacting policies. Yet even in multi-agent settings, the following four sandbox assumptions
are implicitly maintained:

1. Developer-controlled policy. � is updated only through explicit o�ine training cycles orchestrated
by the developer; the agent cannot autonomously adapt to its environment using real-time feedback.

2. Curated environment. The set of tools and APIs is pre-speci�ed, trusted, and controlled by the
researcher; side-e�ects are either absent or fully reversible.

3. Captive population. Other agents (if present) share the same backbone, are owned by a single research
team, and the set of participants remains �xed throughout the experiment.

4. Disposable substrate. The runtime is a short-lived experimental script: no persistence, no multi-
tenancy, no accountability requirement.
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These assumptions simplify the research problem to the point where single-task benchmarks and o�ine
metrics su�ce for evaluation. However, they also systematically exclude an entire class of phenomena
(supply-chain attacks, goal drift, emergent social dynamics, runtime failures at scale) that become �rst-order
concerns the moment agents are deployed in the open world.

2.2. The Four Principles of Openness
As introduced in Section 1, OpenClaw Research is de�ned by the simultaneous lifting of all four sandbox
assumptions. We now formalize each principle and contrast it with super�cially similar prior work.
De�nition 1 (OpenClaw Research). OpenClaw Research studies the systemic behaviors, failures, and
governance problems that arise when the canonical agent loop� ! a ! env ! � is embedded into a runtime
whose four components (�, env, pop, substrate) are all released from their sandbox assumptions.

Principle 1: Open Policy ( � evolves autonomously in the wild). Prior agent research already updates
policies�through continual learning, periodic �ne-tuning, or RLHF cycles�but these updates share a
common regime: the driving signal is researcher-curated, the cadence is discrete (release cycles), the
supervision is developer-in-the-loop, and the objective is stationary. Under Open Policy all four properties
change simultaneously: evolution is driven by raw, possibly adversarial environmental feedback; happens
in-situ at interaction time; proceeds autonomously outside the researcher's view; and pursues a drifting
objective. The distinction is therefore not whether� updates, but under what regime: controlled o�ine
iteration versus uncontrolled in-the-wild adaptation. Reward hacking, goal drift, and emergent misalignment
become �rst-class phenomena rather than edge cases. The research question shifts from �how to update� �
to what are the coupling dynamics between � and a non-stationary, adversarial environment?

Principle 2: Open Environment ( env is no longer a curated schema). Actions are no longer dispatched
against a declared, trusted tool schema but against the real-world substrate itself: an OS, a browser, a
messaging stack, or a physical device. Unlike sandbox environments where tools are pre-vetted and function
calls are mostly idempotent, the Open Environment is characterized by unvetted third-party skills, dynamic
state changes, and irreversible real-world interventions. Crucially, this principle makes safety a structural
concern rather than purely an alignment concern. The threat model shifts from �a misaligned model
generating harmful outputs� to �an adversarial environment actively exploiting a rule-following model�
through mechanisms like malicious skill supply chains or untrusted observations.

Principle 3: Open Population ( pop are no longer a captive cast). The agent coexists with a multitude of
other agents and humans whose providers, alignments, and objectives are heterogeneous. This super�cially
resembles multi-agent simulations (Park et al., 2023), but the distinction is sharp: whereas simulated popula-
tions share a backbone and are owned by one researcher, open populations are uncoordinated (no god-view,
no reset button), open (agents join and leave like users on the internet), and persistent (interactions accrue
in real platforms, markets, and discourse). Simulated populations are staged agent societies; OpenClaw
studies agent societies that are grown. Consequently, the research objects evolve to encompass emergent
collective behaviors�such as information cascades, peer learning, and collusion�alongside norm formation
and accountability in populations no single actor controls.

Principle 4: Open Substrate (the runtime is no longer an experimental script). The substrate hosting
the loop is not a throwaway process. It must be persistent, multi-tenant, observable, and accountable,
because the loop it hosts is long-lived, shared with other loops, and responsible for real-world e�ects. This
introduces three engineering frontiers: (i) the execution layer: agent-as-OS, sandboxing, resource scheduling,
memory hierarchy; (ii) the interoperability layer: inter-agent protocols, tool discovery, credentialing; and
(iii) the measurement layer: dynamic benchmarks, trajectory evaluation, ecosystem observability. The last
point deserves emphasis: evaluation in OpenClaw is itself a substrate problem. A classical benchmark is a
frozen task set plus a scoring function: it evaluates the output of a function. An OpenClaw benchmark is a
reproducible, long-lived environment: it evaluates the behavior of a system. In other words, evaluation in
open agent systems must target trajectories, not outputs (Reddy, 2025).
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2.3. The OpenClaw Architecture
The four principles formalized in Section 2.2 �nd their concrete realization in OpenClaw: an open-source,
self-hosted AI agent gateway middleware system released in late 2025. Via a single persistent gateway process
on user-owned hardware, it connects heterogeneous messaging channels�including Discord, Telegram, and
WhatsApp�to AI agent backends driven by large language models (e.g., Claude, GPT) or local inference
engines (e.g., Ollama). It natively supports tool invocation, cross-session context management via a four-tier
memory hierarchy backed by persistent Markdown stores, and multi-agent routing (Jung et al., 2026), while
enabling dynamic capability expansion through a modular Skills and plugin system (openclaw, 2026). The
�ve components below show how each principle of openness is realized in this architecture:

OpenClaw adopts a layered architecture consisting of �ve principal components:

1. Channels. Integration layer supporting 50+ messaging platforms (WhatsApp, Telegram, Discord, Slack,
WeChat, etc.) via a uni�ed message router. This is where the agent's action space connects to the real
world: messages sent, �les shared, and commands executed through these channels carry irreversible
side-e�ects.

2. Agent Kernel. The central execution engine that manages planning, tool invocation, and control �ow.
It interfaces with one or more LLM backends (Claude, GPT, Ollama, etc.) and implements the core
��a�env loop of Eq. (1).

3. Memory Subsystem. Four-tier memory: session context, daily notes, long-term memory, and semantic
search (vector-based retrieval). Persistent memory enables the agent to evolve its behavior across
sessions, instantiating the Open Policy principle.

4. Extensions. Three extension mechanisms: Skills (5,700+ community-contributed capability modules),
MCP servers (3,200+ Model Context Protocol integrations), and Plugins (custom logic). The open, unvetted
nature of ClawHub (the skill marketplace) is precisely what turns the environment from curated to open,
instantiating the Open Environment principle.

5. External Ecosystem. Downstream projects built on OpenClaw: Moltbook (an agent-only social
network with 2.8M registered agents), ROSClaw (ROS 2 bridge for embodied agents), RoboClaw (robotic
manipulation), among others. Moltbook is a direct instantiation of the Open Population principle:
agents from di�erent providers and with di�erent objectives interact on a persistent, shared platform.

3. Open Policy: Learning and Evolving
Under Principle 1 (Open Policy, Ÿ 2.2),� continues to evolve after deployment under uncurated environmental
feedback. We partition the literature by the scope of the evolutionary unit, following a clear micro-to-macro
trajectory: from patching peripheral components (Component-Level), to updating core cognitive weights
(Individual-Level), and ultimately aggregating shared intelligence across agents (Collective-Level). This axis
determines both the feedback signals the agent can exploit and the misevolution risks it incurs. The hierarchy
expands outward (Table 2): from Ÿ 3.1 component-level adaptation, to Ÿ 3.2 individual-level evolution, and
�nally Ÿ 3.3 collective-level co-evolution.

3.1. Component-Level Adaptation
Component-level adaptation keeps the backbone frozen and pushes all evolution into the agent's peripheral
artifacts. A naive split by what is written�memory �les versus skill �les�does not draw a clean boundary,
because re�ection-driven systems also persist their conclusions into memory, and memory-driven systems
may eventually surface reusable skills. We therefore partition the literature by the update mechanism
that produces the change. Speci�cally, Ÿ 3.1 covers memory-driven methods, in which the update is an
algorithmic side e�ect of storage and retrieval�priority scoring, deduplication, merging, or index promo-
tion�without invoking the LLM as a critic; in contrast, Ÿ 3.1 covers re�ection-driven methods, in which
an explicit LLM deliberation phase consumes the execution trajectory, proposes a discrete mutation, and
commits it through a gate, regardless of whether the resulting patch happens to land in a memory �le or in
a skill library.

Memory-Driven Adaptation. Memory-driven adaptation treats the agent's context as a structured, self-
updating substrate. With the backbone parameters frozen, every read/write is routed through algorithmic
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Table 2: Learning and evolving mechanisms for OpenClaw agents by adaptation level. Updated Artifact records the
concrete state modi�ed by each method; Feedback Signal records the supervision source that drives adaptation; and
Timescale records when the update occurs.

Level Method Updated Artifact Feedback Signal Timescale

Component

HMO (Liu et al., 2026b) Persona and hierarchical memory Priority and drift signals Incremental

MemOS (Li et al., 2025b) Cross-memory state Contextual interaction patterns Continuous

OpenViking (Volcengine, 2025) Memories and summaries Contextual messages Post-session

SemaClaw (Zhu et al., 2026a) Personal knowledge base Human�agent interaction Cross-session

MemEvolve (Zhang et al., 2025a) Memory system itself Memory utility signals Meta-cycle

Mem2Evolve (Cheng et al., 2026) Memory $ skills Capability-expansion traces Co-evolutionary

Hermes Agent (Nous Research, 2025) Skills and persona Self-re�ection over sessions Nudge trigger

AutoResearchClaw (Liu et al., 2026a) Skills, prompt patches, knowledge Observe feedback Post-session

ScienceClaw (Beita, 2025) Skill library Skill health dashboard Post-session

Alita-G (Qiu et al., 2025) Agent-generation policy Generated-agent outcomes Meta-cycle

Individual

OpenClaw-RL (Wang et al., 2026f) Policy parameters Next-state PRM rewards Asynchronous

StepPO (Wang et al., 2026a) Policy parameters Step-level MDP rewards Per step

MetaClaw (Xia et al., 2026) Policy and skill library Trajectory outcomes Opportunistic

Collective

SkillClaw (Ma et al., 2026) Shared skill repository Cross-user interaction traces Continuous

EvoMaster (Zhu et al., 2026b) Collaborative agent strategies Peer collaboration outcomes Iterative

Multi-Agent Evolve (Chen et al., 2025) Co-evolving LLM policies Inter-agent task rewards Iterative

GPTSwarm (Zhuge et al., 2024) Agent communication graph Task performance Per task

Agentic Neural Networks (Ma et al., 2025) Multi-agent system topology Natural-language error feedback Iterative

SwarmAgentic (Zhang et al., 2025b) Agentic system generator Population �tness Meta-cycle

rules that simultaneously store the new content and reshape the storage itself; crucially, no separate LLM
self-critique is invoked in the loop. The six works surveyed below trace a clear staircase of abstraction�from
a hierarchical data structure (HMO), to an OS-style memory service (MemOS), to a �le system (OpenViking),
to an externally anchored knowledge base (SemaClaw), and �nally to systems that evolve the memory
mechanism itself (MemEvolve, Mem2Evolve).

Representing the data-structure approach, HMO (Liu et al., 2026b) organizes agent personas into a three-
tiered directory, much like a hierarchical tree. Rather than simply accumulating logs, it actively manages
memory using an adaptive priority score. Its core contribution is the Drift Gate: when the agent's behavior
deviates too far from its original core persona, this gate triggers a realignment, ensuring the agent evolves
stably without losing its identity. Moving up the abstraction ladder, MemOS (Li et al., 2025b) acts as an
operating system for memory. It supports cross-memory adaptation, such as automatically converting
temporary dialogue rules into active, long-term memory. OpenViking (Volcengine, 2025) employs a ��le
system paradigm.� Although its updates �re at session boundaries, they remain algorithmic�classifying,
deduplicating, and merging historical experiences into compressed ��les� and �folders� without any LLM-
mediated self-critique�and thus belong to the memory-driven family rather than the re�ection-driven
one. To advance general-purpose personal AI agents, SemaClaw (Zhu et al., 2026a) introduces a wiki-based
personal knowledge infrastructure. This system externalizes knowledge into a topic-organized, user-owned
corpus, preventing critical information from being lost within unstructured session histories. The �nal two
works lift the unit of evolution from the memory contents to the memory mechanism itself. MemEvolve (Zhang
et al., 2025a) performs a meta-evolution over the agent's memory system, treating retention policies, indexing
strategies, and consolidation rules as �rst-class evolvable objects driven by downstream memory-utility
signals. Mem2Evolve (Cheng et al., 2026) co-evolves memory and capability: experiences harvested in storage
are distilled into reusable skills, while newly acquired skills in turn reshape what is worth remembering.
This memory-capability coupling makes Mem2Evolve a natural bridge to re�ection-driven evolution, where
the update target shifts decisively toward the skill side.

Re�ection-Driven Evolution. Where memory-driven methods bake evolution into the storage architec-
ture, re�ection-driven evolution isolates the update into an explicit post-episode step with a clearly de�ned
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input (the execution trajectory), a deliberation phase (LLM self-critique), and a discrete commit point. The
artifact eventually written may be a memory �le, a skill, or even an agent generator; what uni�es these
works is the deliberative loop that authorizes the change. The four works surveyed below di�er chie�y
in how much of this pipeline is formalized and what is placed under re�ection: ranging from lightweight
trajectory reviews, to fully structured system-diagnosis loops, to monitoring-triggered skill re�nement, and
�nally to meta-level self-rewriting of the agent-generation policy.

The Hermes Agent (Nous Research, 2025) adopts a lightweight trajectory review. Following task execution,
Hermes explicitly reviews the entire interaction cycle to autonomously decide whether to patch its memory
or acquire new skills. Although the resulting patches are persisted into memory-style �les, the update is
gated by an explicit LLM self-critique step, which is what places Hermes in the re�ection-driven family.
AutoResearchClaw (Liu et al., 2026a) fully formalizes this pipeline into a �Solve! Observe! Evolve!
Gate! Reload� loop. Its contribution lies in structured system diagnosis, where the LLM proposes and
strictly vets system-level mutations before they are applied. Inspired by VOYAGER (Wang et al., 2023),
ScienceClaw (Beita, 2025) focuses on monitoring. It implements a Skill Health Dashboard for individual skills;
when accumulated error data reaches a threshold, the system triggers an explicit re�ection process to debug
and re�ne its reusable pattern library for complex research tasks, thereby preventing the compounding
of errors and improving overall execution robustness. Pushing this Voyager-style tool/skill-adaptation
trajectory one level higher, Alita-G (Qiu et al., 2025) elevates the unit of re�ection from individual skills
to the generator that produces agents: its self-critique loop rewrites the agent-generation policy itself, so
that successive cohorts of agents are spawned with progressively better-shaped skill repertoires. Alita-G
thereby closes the loop between component-level re�ection and the individual-level evolution we discuss
next.

3.2. Individual-Level Evolution
Individual-level evolution treats the agent as a whole and updates its core decision-making parameters,
lifting the context-window ceilings that cap component-level methods. The three works surveyed below
share an optimization-driven formulation but di�er in the temporal granularity of the learning signal, trading
credit-assignment sharpness against pipeline complexity: from state level (OpenClaw-RL), to step level
(StepPO), and �nally trajectory level (MetaClaw).

OpenClaw-RL (Wang et al., 2026f) exempli�es the state-level approach. Rather than waiting for a task to
�nish, it uses a Process Reward Model (PRM) to evaluate every single state transition, providing instant
directional feedback. Its core contribution is an asynchronous pipeline that decouples policy training from
serving, allowing the agent to continuously update its weights without service interruption. Moving to the
step-level, StepPO (Wang et al., 2026a) reformulates the learning process as a step-by-step Markov Decision
Process (MDP). Its main contribution is solving the credit assignment problem in long-horizon tasks: by
evaluating distinct reasoning steps rather than just the �nal outcome, it helps the policy pinpoint exactly
which intermediate decision led to success or failure. Finally, MetaClaw (Xia et al., 2026) operates at the full
trajectory-level. Its key innovation is a dual-update mechanism designed for safety: it �rst attempts to solve
errors by simply adding new tools to a skill library (gradient-free), and only resorts to updating the model's
core weights (via LoRA) during periods of user inactivity, ensuring safe and opportunistic evolution.

3.3. Collective-Level Co-Evolution
To distinguish from the sociological emergent behaviors discussed in Section 5 (Open Population), we term
this layer collective-level co-evolution. This paradigm scales the evolutionary unit from a single agent to a
community, aggregating scattered, individually-experienced interactions into a shared learning signal that
no single agent could produce alone. We organize the literature by the evolutionary unit at the collective level,
continuing the micro-to-macro arc of Ÿ 3: from (a) aggregating cross-user experience into shared artifacts,
to (b) co-evolving the policies of interacting agents, and �nally (c) evolving the structure or generator of the
multi-agent system itself.

Cross-User Experience Aggregation. The �rst family takes the most data-centric view: it leaves both
agent policies and multi-agent topology �xed, and treats the collective signal as a pool of cross-user
interaction traces to be distilled into shared artifacts. SkillClaw (Ma et al., 2026) exempli�es this view.
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Recognizing that di�erent users exercising the same skill in diverse contexts provide complementary views
of its behavioral boundaries, SkillClaw aggregates cross-user interaction traces. It forms a closed loop of
�Interaction ! Evidence! Evolution ! Validation! Deployment� to continuously update a shared skill
repository, shifting the paradigm from individual adaptation to collective ecosystems.

Multi-Agent Policy Co-Evolution. The second family lets the agents themselves be the source of su-
pervision: peer collaboration, competition, or self-play replaces user feedback as the driving signal, and
what evolves are the agents' policies rather than the data they accumulate. EvoMaster (Zhu et al., 2026b)
allows a dynamic group of agents to iteratively re�ne their shared strategies by interacting with each
other, e�ectively using peer feedback and mutual collaboration as the evolutionary signal. Multi-Agent
Evolve (Chen et al., 2025) pushes this idea further by casting LLM self-improvement as a co-evolutionary
process within agent populations, in which agents continually challenge and learn from one another without
external supervision. Both works leave the multi-agent topology intact and frame collective evolution as the
problem of jointly steering many policies.

Structure-Level Evolution of Agentic Systems. The third family lifts the unit of evolution one more
level: what is optimized is no longer an individual policy but the structure of the multi-agent system itself�
how agents are wired, how signals propagate among them, and ultimately how the system is generated.
Language Agents as Optimizable Graphs (GPTSwarm) (Zhuge et al., 2024) formalizes a multi-agent system
as a directed graph in which nodes are language agents and edges are communication channels, exposing
both as di�erentiable knobs that can be optimized end-to-end against task performance. Agentic Neural
Networks (Ma et al., 2025) extends this view with a textual backpropagation mechanism that propagates
natural-language error signals through a multi-agent system, so that topology and agent roles can be revised
in a manner analogous to gradient descent. Finally, SwarmAgentic (Zhang et al., 2025b) closes the loop by
lifting the target of evolution to the generator of agentic systems: rather than optimizing a �xed graph, it
leverages swarm-intelligence search to fully automate the generation of multi-agent systems, so that each
iteration produces an entirely new agentic system rather than a local edit to an existing one. Together,
these works trace a clear arc from optimizing a given multi-agent graph, to back-propagating textual signals
through it, to generating the system itself �which represents the strongest form of collective-level evolution
surveyed in this work.

Remark. As demonstrated across these three levels, the self-evolving paradigms enable continuous post-
deployment growth. However, this autonomous adaptation inherently introduces the dual risk of misevolution
and self-generated vulnerabilities (such as malicious inputs persisted in shared memory or completely hijacked
policies), linking directly to the broader safety and governance challenges discussed in Section 4 and Section 8,
which must be addressed to ensure the long-term reliability of open-deployment ecosystems.

4. Open Environment: Safety and Security
Under Principle 2 (Open Environment, Ÿ 2.2), safety shifts from �aligning a misbehaving model� to �defending
a rule-following model in an adversarial world�; we catalogue threats and defenses against the same stack-
position axis. Ÿ 4.1 partitions the threat landscape into four attack surfaces (model, context, supply-chain,
framework), and Ÿ 4.2 maps defenses onto those surfaces plus a cross-cutting category.

4.1. Threat Landscape
Agentic safety is strictly harder than standalone-LLM safety, because an agent inherits all LLM content
risks and opens new attack surfaces around its framework, its tools, and the uncurated environment on
which it acts. Building on the taxonomies of Ying et al. (2026); Li et al. (2026b) with minor modi�cations, we
organize threats by where in the agent stack the vulnerability sits, a cut that also dictates which defenses can
reach it (Ÿ 4.2). This yields the four threat categories summarized in Table 3: model vulnerabilities, rooted in
intrinsic limitations of the foundation model itself (e.g., instruction-following failures, hallucinations, context-
compression loss); context attacks that deliberately poison what the model reads (prompt injection, tool-
response injection, memory poisoning, external-resource poisoning); supply-chain attacks that weaponize
third-party skills and tools before the agent invokes them; and framework attacks that exploit the runtime
(authentication, sandbox isolation, credential management) without touching the model.
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Table 3: Safety threats: standalone LLMs vs. LLM-based agents.

Threat Type Attack Vector / Cause Potential Consequences
Applicability

LLM Agent

Model
Vulnerabilities

Instruction-following failures
ˆ Unnecessary actions
ˆ Safety boundary deviation
ˆ Task/Recovery failure

3 3
Overcon�dence 3 3
Hallucinations 3 3
Context compression loss 7 3
Tool-call recovery failure 7 3

Context Attacks

User prompt injection
ˆ Hijacked generation
ˆ Unintended actions
ˆ Information leakage

3 3
Tool response injection 7 3
Instruction amnesia 3 3
External resource poisoning 3 3
Memory/storage poisoning 7 3

Supply-Chain Attacks
Malicious skill/tool injection ˆ Unintended actions

ˆ Files exposure
ˆ Privilege escalation

7 3
Dependency confusion 7 3
Namespace squatting 7 3

Framework Attacks
Weak authentication ˆ Unauthorized access

ˆ Remote code execution
ˆ Sandbox isolation failure

7 3
Over-Privilege Auditing 7 3
Credential mismanagement 7 3

Intrinsic Model Limitations. Even in the absence of malicious intent, agentic frameworks face signi�cant
safety risks stemming from the foundational model's inherent capability �aws. Common issues include
failures in instruction-following, overcon�dence, and hallucinations, which can naturally lead to unintended
and potentially harmful executions (Ji et al., 2026; Chen et al., 2026f; Zhang et al., 2026). For instance, as
highlighted by Chen et al. (2026f), when confronted with ambiguous instructions, overcon�dent models often
make implicit assumptions and directly execute unexpected tools, bypassing necessary human-in-the-loop
con�rmation. Furthermore, architectural constraints can also impair agent reliability. Ying et al. (2026) noted
context compression mechanisms may discard critical information, distorting the model's comprehension
and causing safety deviations. Claw-Eval (Ye et al., 2026) also showed service errors negatively in�uence
the all-pass rate, indicating agents have di�culty �nding recovery strategies after tool-call failures.

Context Attacks. This type of attacks refers to circumstances where the model input is deliberately altered
to trigger unexpected behaviors. One representative attack is prompt injection, which is mentioned in
multiple related works (Wang et al., 2026g; Ying et al., 2026; Li et al., 2026b; Shan et al., 2026; Deng et al.,
2026b). Under these attacks, the agent essentially reduces to a language model, where adversarially crafted
input tokens can divert the model's subsequent generation. Except for injections in user prompts, the agent
paradigm signi�cantly broadens the attack surface. Malicious instructions can also be embedded in tool
responses, where a compromised API or tool returns outputs containing hidden directives that the agent
processes as trusted context (Chen et al., 2026f). Moreover, when agents access external resources such
as web pages or documents, adversaries can plant injection payloads within these resources to hijack the
agent's behavior (Shan et al., 2026). For agents with long-term memory, attackers may further poison stored
memory entries through prior interactions, causing the agent to retrieve and follow malicious instructions
in future sessions (Wang et al., 2026g;h). These vectors are particularly insidious as they exploit the agent's
reliance on its operational environment, making them harder to detect than direct prompt injections.

Supply-Chain Attacks. This type of attacks targets third-party skills that execute with the agent's
system privileges. Since supply-chain attacks could maliciously modify the tools themselves through tool
hijacking, they can be more stealthy. For instance, an agent could execute commands without exposing
them in the model's context, while the consequences of such executions can vary widely (Shan et al., 2026).
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