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ABSTRACT

Randomized Smoothing (RS) is currently a scalable certified defense method pro-
viding robustness certification against adversarial examples. Although significant
progress has been achieved in providing defenses against ¢, adversaries, early
investigations found that RS suffers from the curse of dimensionality, indicat-
ing that the robustness guarantee offered by RS decays significantly with increas-
ing input data dimension. Double Sampling Randomized Smoothing (DSRS) is
the state-of-the-art method that provides a theoretical solution to the curse of di-
mensionality under concentration assumptions on the base classifier. However,
we speculate the solution to the curse of dimensionality can be deepened from
the perspective of the smoothing distribution. In this work, we further address
the curse of dimensionality by theoretically showing that some Exponential Gen-
eral Gaussian (EGG) distributions with the exponent 7 can provide Q(v/d) lower
bounds for the ¢y certified radius with tighter constant factors than DSRS. Our
theoretical analysis shows that the lower bound improves with monotonically de-
creasing € (0,2). Intriguingly, we observe a contrary phenomenon that EGG
provides greater certified radii at larger 7, on real-world tasks. Further investiga-
tions show these discoveries are not contradictory, which are in essence dependent
on whether the assumption in DSRS absolutely holds. Our experiments on real-
world datasets demonstrate that EGG distributions bring significant improvements
for certified accuracy, up to 4%-6% on ImageNet. Furthermore, we also report the
performance of Exponential Standard Gaussian (ESG) distributions on DSRS.

1 INTRODUCTION

Deep neural networks (DNNs) have achieved great success in various applications. However, DNNs
are susceptible to adversarial perturbations in their inputs. To tackle the problem of adversarial
attacks, a series of empirical defenses, such as adversarial training (Goodfellow et al.|[2015} Kurakin
et al., 2017} Madry et al.| 2018), have been proposed. Nevertheless, this strategy quickly evolved
into an arms race because no matter how robust the DNNs are, well-crafted adversarial examples
are capable of bypassing the defenses (Carlini & Wagner, [2017; [Uesato et al.| 2018; |Athalye et al.,
2018). Recently, researchers proposed and developed certified defenses (Wong & Kolter, 2018;
Wong et al.| 2018} Raghunathan et al., [2018), a series of methodologies that assure that adversarial
examples take zero measure within some neighborhood of clean examples. Among certified defense
methods, randomized smoothing (RS) (Lecuyer et al., |2019; L1 et al., 2019; Cohen et al., [2019)
gains in popularity since it can provide scalable robustness certifications for black-box functions.
Cohen et al.| (2019) first introduced the Neyman-Pearson (NP) lemma into the certification, which
provided tight ¢ certified radii for linear classifiers. Later, a series of attempts further extended the
certification process of RS using functional optimization frameworks (Zhang et al.,[2020; |[Dvijotham
et al., [2020).

However, though RS certifies the £, radius at a low cost, it suffers from the problem of the curse
of dimensionality (Yang et al., 20205 Blum et al., [2020; Kumar et al., 2020), meaning the maximal
certifiable radius shrinks with the increasing input dimension of the base classifiers when p > 2.
Despite being noticed, only a few works is committed to solving the issue of the curse of dimen-
sionality. Recently, [Li et al.|(2022) proposed a double-sampling randomized smoothing (DSRS)
framework that for the first time addresses the curse of dimensionality theoretically by introducing
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Figure 1: Numerical simulation results for DSRS certification by EGG. (a). This subfigure shows
{5 certified radius w.r.t. d under a concentration property (i.e., B = 1). There is a clear monotonous
decreasing trend for certified radius w.r.t. 7. (b). When B < 1, the /5 certified radius increases
monotonically with 17 of EGG , under different simulated (A, B) values for ImageNet. Note that an
EGG with 7 = 2 is the General Gaussian. For definitions of A and B, see Equation[zl_f}

an additional smoothing distribution. Under a concentration assumption that the adversarial exam-
ples take zero measure within a restricted neighborhood around the original input, DSRS certifies /5
radii with an Q(+/d) lower bound when taking the General Gaussian distribution as the smoothing
distribution and its truncated counterpart as the additional distribution.

In this work, we further address the problem of the curse of dimensionality by tightening the DSRS
lower bound via better smoothing distributions. Our theoretical analysis shows some EGG distri-
butions provide much tighter theoretical lower bounds than General Gaussian, the distribution used
in the SOTA solution to the curse of dimensionality. Specifically, the smaller the exponent 7 in
EGG, the better the lower bound. Nevertheless, experiments on real-world tasks give a seemingly
opposite conclusion, that the certified radius provided by EGG is greater at greater 7. Our further
study demonstrates that these phenomena are not paradoxical. From the numerical simulation exper-
iments, we find that the soundness of the concentration assumption significantly impacts the certified
radius. In brief, if the assumption strictly holds, then the theoretical conclusion is valid. Otherwise,
the experimental conclusion takes effect (See Figure [I). Moreover, we also investigate the exper-
imental performance of ESG distributions, which perform as great as the Gaussian distribution in
providing certified radii under the single-sampling setting. In summary, injecting EGG into DSRS
provides augmented results than the SOTA method both theoretically and experimentally, though in
slightly different mechanisms. Overall, this work greatly enriches the current solution to the curse
of dimensionality and provides distributions with good properties for training certifiably robust base
classifiers. Our main contributions include:

* Theoretically, EGG distributions with € (0, 2) can certify ¢ radii at ©(v/d) lower bounds
with much tighter constant factors than the SOTA method, for base classifiers satisfying
proper concentration assumptions. Our conclusion essentially implies the current solution
to the curse of dimensionality can be systematically enhanced by introducing EGG distri-
butions.

* Experiments on real-world datasets and numerical simulation demonstrate that the certified
radius provided by EGG monotonically increases with 7. On ImageNet, the increase of
certified accuracy brought by EGG can reach 6.4% compared to the baseline. Additionally,
we show that the certification provided by ESG keeps almost invariant to 7, which ties the
state-of-the-art.

2 RELATED WORK

Randomized smoothing was first proposed as an extension for differential privacy, which provides
a certified robustness bound for classifiers (Lecuyer et al., [2019). Subsequently, a series of im-
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provements were made to obtain tightemorm certi cates through the &yi divergence and the
Neyman-Pearson Lemmija (Li et/él., 2019; Cohen gt al.,[2019). Furthermore, there are methods mod-
elling the certi cation process as functional optimization problems (Zhang|et al.) 2020; Dvijotham

et al|,[ 2020). A line of work focuses on extending the robustness certi cation fgeamly to cer-

ti cations against adversaries with othgy norms. "o radius certi cation was made possible by
constructing Neyman-Pearson sets for discrete random variables (Lee et al/, 2019; Jia et|al., 2020).
Different to ", certi ed regions, the ; certi ed region is asymmetric in the space, which poses a
new challenge to the certi cation algorithm. By perturbing input data under other noise distributions,
such as Laplace and uniform distributions, the previous works have obtaireti cates [Teng

et all; Yang et al/, 2020; Levine & Fejizi, 2021). In addition to the anisotropy, some work discovered
the phenomenon of the curse of dimensionality when trying to certify aggjrstversaries whose

p > 2 (Yang et al.| 202C; Blum et al., 2020; Kumar ef al., 2020). To deal with this issue, a recent
work offered an(1) bound w.r.t. the input dimension fog certi ed radius by introducing an
additional smoothing distribution (Li et al., 2022), which breaks the curse of dimensionality the-
oretically for the rst time. Lately, a study found that the computation of certi ed radius can be
improved by incorporating the geometric information from adjacent decision domains of the same
class|(Cullen et &l., 2022).

There were also investigations using anisotropic or sample-speci ¢ smoothing noise to improve the
certi cation (Eiras et al.| 2022; Sukenik et|al., 2022). In addition, a chain of work focused on
improving the performance of base classi ers through adopting better training techniques (Salman
et al., 2019; Zhai et al., 2019; Jeong & Shin, 2020; Jeong et al., 2021), or introducing denoising
modules (Salman et al., 2020; Carlini et al., 2023; Wu et al.). There were also attempts to adapt RS to
broader application scenarios. RS was extended into defenses against adversarial patches (Levine &
Feizi, 2020; Yatsura et al., 2022) and semantic perturbations (Li et al., 2021; Hao et al., 2022; Alfarra
et al., 2022; Pautov et al., 2022). Moreover, RS has been shown to be capable of providing provable
guarantees for tasks such as object detection, semantic segmentation, and watermarking (Chiang
et al., 2020; Fischer et al., 2021; Bansal et al., 2022).

3 PRELIMINARIES

Problem setup. We focus on the typical multi-class classi cation task in this work. ke RY

be thei-th d-dimensional data pointang 2 Y = f1;2; ;Ngbe its corresponding ground-truth
label. We assume a datasktcontains data pairéx;;yi);i 2 N , that are i.i.d drawn from the
sample spac®? Y . A N-way base classi er(neural networks in this work)) : RITY can
be trained to maximize the empirical classi cation accur%#y (xy)2s 1t (x)=y on datased .
Given an arbitrary data point and its labely, it is known that in practice, most classi ers trained
using standard training techniques are susceptible to adversarial perturbations within alzatall

Randomized smoothing. To mitigate the adversarial perturbations, RS has been employed as a
certi ed defense method that can supply a robustness guarantee on the correctness of the classi -
cation results from classi ers. It provides the robustness certi cation for the base clagsbgr
constructing its smoothed counterpirtGiven a base classi €, an inputx, 2 RY and a smooth-

ing distributionD, thesmoothed classi efs de ned as follows:

fp(Xg) =argmax P,p ff(Xo+ z)= ag: Q)
a2y

With the de nition of smoothed classi er, we can evaluate’igscerti ed robustness by, certi ed
radius de ned below.

De nition 1. Given a base classief : R4 1Y | its smoothed counterpafp : R !Y undera
distributionD and a labeled exampleo; yo) 2 RY Y . Thenr is called™, certi ed radius of fp
if
8x; kx  Xokp <1, fp(X)= yo: (2)
The state-of-the-art method to compute the certi ed radius for RS is based on the Neyman-Pearson

Lemma, which simply provides tight certi cations for classi ers through sampling results from a
single distribution.

Double sampling randomized smoothing.Essentially, the DSRS framework is based on a gen-
eralization of the Neyman-Pearson Lemma (Chernoff & Scheffe, 1952) that introduces one more
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subjection into the system. In short, DSRS provides a method to construct the most conservative
classi er by the prediction probabilities of the base classi er under two different distributions. In
this work, we abstract the classi er to be optimized intte binary classi et Given a base clas-
sierf :RI1Y ,wecallfy, : RY!f 0;1ga true binary classi er of if for (xo;yo) 2 RY Y
and random vectar 2 RY:

o (2) = 1 (Xo+ Z)= Yo - 3
Then the problem of DSRS can be formulated as a functional optimization problem for the true
binary classi erfx,. Givenf, from the function spacé = fh(x) j h(x) 2 [0;1];8x 2 RYg, the
worst-case expected prediction over randomization is given below:

min  E;p X, ( +2) ;
X o 2F

st Ezp fXxo(2) = A (4)
E:o fx,(z2) =B:

In the equations (4}A; B 2 [0; 1] are probabilities that the base classifeoutputs the right labsl,

for examplexy under noise distributionB, Q, respectively. Practically, they are usually estimated
by Monte Carlo sampling. For an examplgand a given combination &f, Q, A andB, we are able

to derive a uniqués, . Finally, by nding the maximurk k; which satis esP, p ff (Xo+ +2z)=

yog > 0:5, we obtain the certi ed radius ofy. We leave further preliminaries to Appendix F.

4 EXPONENTIAL GAUSSIAN DISTRIBUTIONS, WHY AND HOW ?

The curse of dimensionality is a daunting problem in RS-based robustness certi cations. One of
the state-of-the-art theoretical solutions for this problem is to take the General Gaussian distribution
as the smoothing distribution under the DSRS framework given the concentration assumption (Li
et al., 2022). Unlike the Gaussian distribution abstracted from natural laws, General Gaussian does
not contain any physical meaning as a pure mathematical generalization for Gaussian, which may
imply some loss of intrinsic optimality. Intuitively, generalizing the General Gaussian distribution
from an exponential perspective preserves the essenfiiterm, and is thereby likely to give better

lower bounds for the certi ed radius in DSRS. Our conjecture is con rmed by theoretical analyses.

In this section, we show the de nition of EGG distributions and prove that some of them indeed pro-
vide better theoretical lower bounds than that of the General Gaussian distribution. In other words, in
addition to the General Gaussian distribution, several members of EGG distributions show stronger
ability in providing the ( ~ d) lower bound for the , certi ed radius under the DSRS framework,
which largely broadens the current solution to the curse of dimensionality in RS. Additionally, we
also investigate ESG distributions under the DSRS framework, which are exponential generaliza-
tions to the Gaussian distribution. Our experimental results show that the robustness offered by ESG
is insensitive to the exponent, which proves the optimality of Gaussian from one perspective.

4.1 FAMILY OF SMOOTHING DISTRIBUTIONS AND NOTATIONS

We start by introducing the EGG distributions and the ESG distributions used throughout the pa-
per. Under the DSRS framework, when using EGG as the smoothing distribution, the Truncated
Exponential General Gaussian (TEGG) distribution is employed as the additional distribution. Sim-
ilarly, Truncated Exponential Standard Gaussian (TESG) serves as the additional distribution when
adopting ESG as the smoothing distribution. We3dgt ; k ) andS(; ) be the probability density
functions (PDFs) of EGG and ESG, respectively. Table 1 shows the de nitions and basic properties
of the distributions. More details for the distributions are deferred to Appendix A.

Inthe tabler; T; ; 2 Ry andd 2 N.. ( ) isthe gamma function. Following the convention in
the previous studies (Yang et al., 2020; Li et al., 2022), we set the substitution variance toErsure
is a constant for all distributions. We le§ and s be the substitution variances of EGG and ESG,
respectively. The CDFs of the beta distributiBata( ; ) and the gamma distributioq ; 1) are
denoted respectively by () and (). We write 4(r) and (r) corresponding to the PDFs of
G(; ;k )andS(; ) respectively.
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Table 1: Properties and de nitions of distributions.

Distribution PDF Notation Substitution Variance
Standard Gaussian | exp ZLZZ N () S
. ) 1 od( 9
Exponential Standard Gaussian | exp 2’ . S(; ) s =2 Tz
s
. ) 1 odcd
Truncated Exponential Standard Gaussian / exp Zf . 1, 1 Se(5;T ) s =2 W
s
) ) - T )
Exponential General Gaussian Ir exp 5 G(; ;k ) g =2 s
g 4 2k+2"
[
i ) 2K 1 o9 52K
Truncated Exponential General Gaussian/ r exp 7 p L GGkT ) g=2 (T,

4.2 THEORETICAL ANALYSIS ON THE LOWER BOUND

Itis proveq)that taking General Gaussian distribution as the smoothing distribution for DSRS pro-
videsan(  d) lower bound for thé, certi ed radius (Li et al., 2022). This bound can be converted
toan (1) lower bound forthé; certi ed radius, which breaks the curse of dimensionality in the
certi cation against ; -adversaries under high-dimensional settings (Kumar et al., 2020). Never-
theless, specialized studies on the curse of dimensionality are in great lack, on which numerous
guestions can be raised. For instard@es the present solution end the curse of dimensionality? If
not, how to improve it? Can the theoretical solution be transferred to real scdndab®s work, we
investigate these questions by employing exponential general Gaussian distributions in DSRS, which
not only comprehensively ameliorates the current solution, but also reveals its potential limitations.

We rstde nea (;p; )-concentration property to start our analysis:

De nition 2. ((;p; )-Concentration) Let : RY 1Y be an arbitrarily determined base classi er,
(Xo;Yo) 2 RY Y be alabeled example. We shysatis es (;p; )-concentration assumption at
(Xo0;Yo) iffor p2 (0;1) andT satisfying

P.s (; )fkzke Tg=p; (5)

f satis es
Prs (; )ff(Xo+2)= yojkzkz Tg=1: (6)

Namely, iff satis es the (p; )-concentration assumption for some spedig;Yo), the random
perturbationz S (; ) that maked (xo + z) 6 yp within the T-radius™, sphere takes zero
measure irRY. Despite the assumption being seemingly harsh, it is satis ed approximately in the
light of observations from Li et al. (2022), where a considerable proportion of points in the dataset
are predicted to be nearly completely correct under noise on well-trained base classi ers.

For simplicity, we rst let the base classi dr satisfy (; p; 2)-concentration property, the original
assumption used in Li et al. (2022). Here we show a theorem thabsome EGG distributions with their
corresponding truncated counterparts can certify thadius with ( ~ d) lower bounds by DSRS.

In other words, the current solution to the curse of dimensionality provided by General Gaussian
can be signi cantly augmented, that all EGG with2 (0; 2) have the potential to break the curse,
even with better lower bounds.

Theorem 1 (Lower Bound for the Certi ed Radius with EGG)Letd 2 N. be a suf ciently large
input dimension(xo;yo) 2 RY Y be alabeled example arid: RY ! Y  be a base classi er which
satis es (; p; 2)-concentration property w.r.{Xo; Yo). For the DSRS method, IBt= G(; ;k ) be

the smoothing distribuaon to give a smoothed classi gr andQ = G(; ;k; T ) bethe additional

distribution withT = 2 JMpid 2k 2[130\ Nand 2f1; 3% ;g Then for the
smoothed classi ef p (X), the certi ed ", radius satis es
p_
IDsSRS 0:02 d: (7)

We brie y summarize the proof here and leave the details in Appendix C. In essence, Theorem 1 is
generalizing Theorem 2 of Li et al. (2022) to EGG. Practically, itis intractable to derive a solution for
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the certi ed radiusrpsgrs . Therefore, the problem is simpli ed by introducing the concentration
assumption, whereupon we calculate the solution for Problem (4) only considering the truncated
distributionQ. In short, the certi cation of the radiusis dependent on the discriminant

2 L 2
E (92k.qy d 1 T ( g(zu) ) } 0: (8)

u

2 4 4Qu)* 2

With this formulation, whether a radiuscan be certi ed can directly be judged since the LHS of

Equation 58) is a function of. We take the proof of Theorem 1 as an example. If we substitute
=0:02  dinto Equation (8), and the LHS of (8) is positive, then radius certi ed. Otherwise,

if the value is negative, is not a certi ed radius. For the derivation and proof of Problem (8), please

see the proof of Lemma C.4 in the appendix.

Plus, we explore the effects of EGG undeip( )-concentration assumption, where we can con-
stryct ( d** ) lower bounds for the certi ed radius. However, though it is formally tighter than

( ~ d), we nd these two lower bounds are fundamentally equivalent. See Theorem 4 in Appendix
C.3.

Study on the constant factqr. Besides certifying

the lower bound radiu8:02 * d, the proof of The-

orem 1 naturally contains an approach to determine

tight constant factors for each EGG distribution. In

fact, the value of the LHS of Equation (8) monoton-

ically decreases with, meaning that performing a

simple binary search on can provide the accurate

certi ed radius. ThereB)re, we consider parameteriz-

ing the radius into d, thus binary searching on

the constant fq.;tor will derive the tight constant fac-

tor forthe ( d) lower bound (Algorithm 1). We

report computational results forin Figure 2, where i )

for values ofd 2k exceptl, the tight constant factor Figure 2: Tight factor grows as shrinks,
increases monotonically as thelecreases. Essenfor mostd 2k 2 [1;30]\ N.

tially, these results demonstrate that the solution to the curse of dimensionality provided by Li et al.

(2022) (with General Gaussian= 2 in EGG) can be improved by choosing smalle2 (0; 2), for

mostd 2k 2 [1;30]\ N.

Overall, theoretical analysis above shows taking EGG as the smoothing distribution in DSRS, we
are likely to obtain much tighter lower bounds for the certi ed radius on base classi ers, which
substantially improved the current solution to the curse of dimensionality from Li et al. (2022). Fol-
lowing the analysiswill the EGG distribution behave as excellent as theoretical cases in certifying
real-world tasks?

4.3 COMPUTATIONS FOREXPONENTIAL GAUSSIAN DISTRIBUTIONS ONDSRS

To evaluate the performance of EGG/ESG on real-world datasets, we consider solving Problem (9),
the strong dual problem of Problem (4):

max  Pzp + fp(z )+ 1p(z)+ 20(2) < Og;
1; 22R

st. Pop fp(z )+ 1p(z)+ 20(z) < Og= A; 9)
P.q fp(z )+ 1p(2)+ 29(z) < Og= B:

We do not elaborate on the solution process since previous works (Yang et al., 2020; Li et al., 2022)
have done well. Herein, we directly give solutions to Problem (9) for EGG and ESG. Overall, the
case of EGG is relatively a straightforward generalization of General Gaussian, while the derivation
for ESG includes nontrivial branches. See details in Appendix B. In the next section, we show
experiments that verifying the computations for EGG and ESG.
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5 EXPERIMENTS

Figure 3: Illustration for experiments.

In this section, we report the effects of EGG and ESG distributions on certi ed radius under the
DSRS framework. Figure 3 illustrates the pipeline of our experiments, which includes evaluations
on real-world datasets and numerical simulations. Here we are mainly focused on real-world datasets
and leave details for numerical simulation experiments, which comprehensively display the prop-
erties of distribution families we use, to Appendix H. For the case of real-world datdsetsd

B in Problem (9) are initially from Monte Carlo sampling results on a given base classi er, then
reduced to respective Clopper-Pearson con dence interval (Clopper & Pearson, 1934), and nally
determined by a conservative algorithm (Li et al., 2022). The procedure for real-world datasets can
also be seen in Algorithm 2 in Appendix G.

Experimental setups. All base classi ers used in this work are trained by CIFAR-10 (Krizhevsky

et al., 2009) or ImageNet (Russakovsky et al., 2015), taking EGG with2 as the noise distri-
bution. The settings of hyperparameters for EGG and ESG are slightly different. For EGG exper-
iments, we takd® = G(; ;k ) andQ = G(; ;k; T ). To display the increasing trends more
clearly, we choose 2 f 0:25; 0:5; 1:0; 2:0; 4:0; 8:0g for them. For ESG, each DSRS certi cation is
computed by taking® = S(; ) as the smoothing distribution af@d = S;(; ;T ) as the addi-
tional distribution. We choose 2 f 1:0; 2:0; 4.0; 8:0g as the exponent of the ESG distributions. We
leave the details of setting other parameters to Appendix G.2.

Evaluation metrics. We consider thé, certi ed radius in all experiments. To evaluate the certi ed
robustness of smoothed classi ers, we taketi ed accuracy, CA(r; J ) atradiug on test dataset

J as the basic metric (Cohen et al., 2019; Zhang et al., 2020; Li et al., 2022Y\xEer) in J ,

if the certi ed radius computed by a certi cation method (e.g. NP, DSRS); jsand the output

for x; through the smoothed classi er ¥, we say(x;; Vi) is certi ed accurate at radius for the
smoothed classi er. On this basi€A(r; J ) is the ratio of examples id whose certi ed radius

ri r.De ned on the certi ed accuracyiverage Certi ed Radiu§ACR) (Zhai et al., 2019; Jeong

& Shin, 2020) is the main metric thagwe use to show results of different distributions for real-world
datasets. Formally, we haveCR , | CA(r;J) dr. All our DSRS certi cation results are
compared with the baselines from the Neyman-Pearson method, see a brief introduction in Appendix
F.1.

Soundness for numerical integration. Considering the extensive use of numerical integration in
this work, we comprehensively test the precision of our integral results. For EGG distributions, we
inherit the method from Yang et al. (2020) and Li et al. (2022), where we compute the integrals on
the interval(O; + 1 ) by scipy package. As for ESG distributions, we implement an integration
algorithm for ESG separately sinseipy is not applicable to the gamma distributions with large
parameters. We notice the following lemma:

Lemma 5.1. (Bilateral Concentration of the Gamma Distribution) ét  ( ¢;1) be a random

variable, where 2 R.;d 2 N.. Let = —5, then forany 2 (0;1), the following inequality
holds:

Pf (1 )9<X< a+ )gg 1 (20)

The proof is quite succinct, see Appendix G.5. Lemma 5.1 indicates that the integral interval
(0;+1 ) can be substituted biynaxf0; (1  )4g;(1+ )9) under tolerable and controllable error.
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Table 2: Certi ed radius at for standardly augmented models, certi ed by EGG under DSRS

Dataset Method Certi ed accuracy at 350

EGG, =0:25 542% 37.6% 235% 165% 9.4% 4.5% 0.5% 0.1% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
EGG, =05 55.5% 40.4% 252% 19.1% 13.4% 8.5% 5.5% 2.0% 0.4% 0.1% 0.0% 0.0% 0.0% 0.0%
EGG, =1:0 56.3% 41.7% 28.2% 20.0% 151% 105% 7.1% 4.2% 1.9% 0.9% 0.1% 0.0% 0.0% 0.0%
CIFAR10 EGG, =20 56.7% 42.4% 29.3% 20.2% 157% 11.5% 8.0% 5.5% 2.6% 1.5% 0.6% 0.1% 0.0% 0.0%
EGG, =40 57.5% 425% 30.0% 20.2% 159% 12.2% 8.5% 6.5% 3.4% 1.8% 0.9% 0.4% 0.0% 0.0%

DSRS (Lietal., 2022) 57.4% 42.7% 30.6% 20.6% 16.1% 12.5% 8.4% 6.4% 3.5% 1.8% 0.7% 0.1% / /

Ours (EGG, =8:0) 57.6% 425% 30.9% 20.6% 158% 123% 86% 6.6% 37% 21% 11% 05% 0.2% 0.0%
EGG, =0:25 53.8% 41.4% 284% 20.1% 7.1% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0%
EGG, =05 54.9% 46.3% 36.4% 26.3% 22.1% 152% 8.7% 3.1% 0.8% 0.0% 0.0% 0.0% 0.0% 0.0%
ImageNet EGG, =1:0 57.0% 47.8% 39.9% 32.8% 24.9% 22.0% 185% 13.1% 9.2% 5.0% 2.1% 05% 0.0% 0.0%
DSRS (Lietal., 2022) (EGG,=2:0) 58.4% 485% 415% 352% 289% 233% 21.3% 18.8% 141% 11.1% 8.9% 6.1% 22% 1.4%
GG, =4:0 58.7% 49.9% 42.6% 36.4% 31.0% 23.9% 223% 20.2% 17.3% 132% 10.7% 9.2% 6.8% 4.0%

Ours (EGG, =8:0) 59.1% 50.8% 42.9% 36.8% 31.8% 24.6% 22.6% 20.7% 189% 145% 11.7% 10.1% 8.6% 5.2%

Table 3: Certi ed radius at for standardly augmented models, certi ed by ESG under DSRS

Certi ed accuracy at
Dataset Method 025 050 075 100 125 150 175 200 225 250 275 300 325 3.0
ESG, =10 57.6% 42.6% 313% 215% 15.8% 12.8% 8.6% 6.8% 43% 23% 1.3% 08% 03% 0.1%
CiFaRlg ESG, =2:0(Gaussian) 57.6% 426% 31.6% 215% 158% 127% 8.8% 6.8% 45% 24% 13% 07% 02% 02%
ESG, =4:0 57.6% 42.6% 31.3% 21.5% 15.9% 12.9% 8.6% 6.9% 4.3% 24% 13% 0.8% 02% 0.1%
ESG, =8:0 57.8% 42.6% 31.6% 21.6% 159% 12.9% 8.9% 6.7% 4.2% 24% 13% 0.9% 02% 0.1%
ESG, =10 59.6% 515% 43.2% 37.9% 33.0% 268% 231% 21.5% 19.9% 17.4% 13.8% 115% 103% 7.7%

ESG, =2:0, (Gaussian) 59.6% 51.6% 43.1% 38.0% 32.9% 26.9% 23.1% 215% 19.7% 17.4% 13.6% 11.4% 10.1% 8.3%
ImageNet ESG. =40

59.6% 51.5% 43.2% 38.0% 32.9% 27.2% 23.1% 21.6% 19.9% 17.2% 13.6% 11.4% 10.2% 8.0%
ESG, =80 59.6% 51.5% 43.2% 38.0% 33.0% 26.8% 23.1% 21.6% 19.7% 17.3% 13.6% 11.5% 10.1% 8.4%

Practically, we use simple linear segmented integration to compute the certi ed radius for ESG dis-
tributions, and is settol0 #. The results indicate that though we have abandoned some tiny mass
of the distribution, our integral method for ESG is pretty accurate.

Additionally, to show the level of accuracy of the integral methods in this work, we borrow the
approach from Yang et al. (2020), to compare the results of humerical integration and Monte Carlo
simulation for the certi ed radius list obtained by its corresponding probability list. Overall, the
orders of magnitude of error between numerical integration and 100000 Monte Carlo sampling are
10 2 for EGG andl10 ° for ESG. See details in Appendix G.6.

Experimental results. Table 2 and Table 3 report the maximum certi ed accuracy among base
classi ers with 2 f 0:25; 0:50; 1:00g, which is widely adopted by previous work to show experi-
mental results of certi ed robustness. Table 2 reveals the phenomenon that certi ed accuracy at
increases monotonically with theof EGG. On both CIFAR10 and ImageNet, our strategy to use
EGG with larger (8.0 in the tables) performs obviously better than General Gaussian (EGG with

= 2:0) used in DSRS (Li et al., 2022), which provides the state-of-the-art on ImageNet under the
DSRS framework. See full experimental data of EGG on standardly augmented models in Table 11
and Table 12.

Unlike EGG, as shown in Table 3, the certi cation provided by ESG distributions is highly insen-
sitive to the alternation of. Additionally, we nd this insusceptibility to also applies to NP

certi cation, meaning numbers of ESG distributions are likely to give the beserti ed results for

a given classi er, in addition to the current mainstream view that Gaussian provides the best (Yang
et al., 2020). See details on the NP certi cation in Appendix F.1, and full experimental data of ESG
in Table 13 and Table 14.

The details for ACR brought by Figure 4 further uncover the properties of our distributions in the
DSRS certi cation. For EGG, beyond the monotonically increasing property witRigure 4b
reveals the growth brought by DSRS relative to NP shrinks wjtihespite the results of DSRS keep
increasing. Furthermore, though the DSRS certi cations offered by EGG exhibit incrementality with

, there is likely to be an upper bound for the certi cation provided by Gaussian distribution (in this
work, =2 for ESG), which is currently recognized as the best distribution for single-distribution
randomized smoothing. This is clear when we observe Figure 4a and 4c together. Besides, the DSRS
certi cation does not work well for ESG because of the negative growth relative to NP certi cation.
The explanation for this could be that truncated Gaussian distribution impaired the optimality of
Gaussian distribution under the randomized smoothing framework.

Analyses. The reason for different sensitivity to for EGG and ESG may lie in their shape in

the high-dimensional space. Zhang et al. (2020) pointed out that the Laplace distribution and the
Standard Gaussian distribution (corresponds$ol; =2 in ESG, respectively) are concentrated

on a thin sphere in the space. The EGG distributions overdbineshellproperty by introducing
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@) (b) (c) (d)
Figure 4. ACR results on real-world datasefa). ACR monotonically increases within EGG.
(b). The ACR growth gain by DSRS relative to NP shrinks witin EGG.(c). ACR keeps almost
constant in ESG(d). The ACR growth gain by DSRS remains almost constant in ESG. For (a) and
(c), solid lines represent results from DSRS, and dotted lines represent results from NP.

ther 2% term, which ensures EGG provides signi cantly broader and more uniform coverage in the

truncated critical space. In contrast, the performance of ESG presents inertia towards the change of
. We assert that the thin-shell phenomenon is common for the ESG distributions, which may make

them extremely insensitive to truncating due to almost the identical local property in the thin shell.

Let us go back to the question we raised earldoes EGG perform great in real tasks as well?
Though our experiments clearly give an answes reasons for the improvement have subtle dif-
ferences from the theory, since we nally nd EGG performs great with smah theory, while

with large in practice. To understand this, we employ numerical simulations to study the effect
of concentration assumption. From Figure 10, whether the concentration assumption strictly holds
plays a signi cant role. Brie y, the hold probability for the assumption has a gap between 0.99 and
1. The theoretical bound is invalid even when the assumption holds at 0.99, meaning the current
solution to the curse of dimensionality can be susceptible to relaxations on the assumption.

6 CONCLUSION AND DISCUSSION

We nd in this paper that EGG distributions provide signi cant amelioration on the current solution

to the curse of dimensionality on randomized smoothing. Beyond the theoretical progress, we also
discover that EGG can improve thecerti ed radii of smoothed classi ers on real datasets. Though

the phenomena for the theoretical and experimental results are seemingly opposite, we conclude they
are not contradictory because the concentration assumption in uences the certi ed radii heavily.
Besides, our experiments present that not only the Gaussian distribution but also ESG distributions
can give the best, certi ed radius in the NP certi cation.

Limitations. We remark that the current solution to the curse of dimensionality is still not perfect,
since the concentration assumption is essentially strong for real-world settings. In practice, limited
by current methods of training base classi ers, the certi cation provided by DSRS can not defeat
the NP method in most cases. Accordingly, it would be intriguing to develop training techniques
speci cally for EGG distributions and/or the DSRS framework. We hope this work could enlighten
the community on better addressing the curse of dimensionality in RS and building stronger certi ed
defenses towards adversarial examples.
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A SUPPLEMENTARY FOR DEFINITIONS OF DISTRIBUTIONS

A.1 DERIVATION FOR PDFs

Since 4(r)/ r % exp 5— ,Wwe have
9

1 (9

1
— 2k .
g(r)— 5(2 g)d 2k % ( d 2k)r exp( é(ig) )a (lla)
04k (2) dr! =
gl(r): s @ =W @ﬂ 9 2t g 7 AA (11b)
2

In the equations abov&y () is the principal branch of the Lambert W function. Lej(r; T) be
PDF of G(; ;k; T ), then

1 (9 1r,
Qo E am Ly o) 4

where () is the lower incomplete gamma function. We see

o(nT)= 5

o(nT) _ (%) .
o) M;ZT*Q)'

Cy = (13)

Let <(r); s(r;T)bePDFsof5(; )andS(; ;T )respectively. Givels(; )/ exp 2'—5 ,
we have

_ 1 (9 1or
s(r) = 229" £ (9 exp( (=) ); (14a)
o
1 _ (g) dyp g of .
s ()= s 2In ——-2 s 2-— ; (14b)
(3)
1 (9 1 r
rT)= = 22 __exp( =(—) ); 14c
and the ratio constant .
(rnT) ()
Cs= — = : 15
® s(1) (Q;ZTS) (19
A.2 VISUALIZATION FOR DISTRIBUTIONS
We show the distributions farin the space by setting
1 (9 1. r de 4,
y= g(r) Va(r)= 5 2t Xexp( S(—) ) g (16)
? 22 o ¢ (L2 28 "7 (341
for EGG, and
(9 1r d ¢ d 1
= ry Vg(r)= - ——— exp( =(— _—r 17
V= o0 V)= 5o ey @R 5 ey )

for ESG. See the de nition o¥/4(r) in Lemma C.1. From Figure 5, we learn that the EGG distri-
butions are relatively evenly distributed in the space compared to ESG, while the phenomenon that
most mass of the distribution concentrates thia shellis general for ESG.

14
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Figure 5: lllustration for distributions de ned in Table 1. For each distribution above, we set .
g, s are computed respectively according to Table 1, thus we can eBstiis a constant for all
the distributions.

B COMPUTATIONAL METHODS FOREGGAND ESG

We have the solution to Problem (9) for EGG as follows:
Theorem 2 (Integral form of Problem (9) with EGG)LetP = G(; ;k ) with PDFp(), Q =

(d 2k)
G(; ;k;T ) with PDFqg() andCy = ﬁ where (; ) is the lower incomplete gamma

g
function. Letv, fzjp(z )+ 1p(2)+ 29(z) < 0g. We writet for g(2u)£. Then
8

T
11(y 1); U
— g
Pzp fZZVg = Eu (d 2k;1)§ T
Zli(u; 1+ Cq 2); U< —
2 g
PZQ szVg = CgEu ( d Zk'l) ! ]_(U§ 1+ Cg 2) 1u T (18)
d 2, e
8
2 E, ( 42k 1 2(u); 1 0
P,p + fz2Vg =
ZE, a2kl ts(u)g 1< 0;
where I
L )= (+v° plC @’
Cs a1 4t :
0 5 1
. %minsz; P 5P g (t )22_
el e at : (19)
8 0 5 1 1 9
2 1 1 2 ! >
p ( p(t)) (t ) T2 (¢ 2
e, S R

The proof of Theorem 2 is deferred to Appendix D. When taking ESG as the smoothing distribution
and TESG as the additional distribution, we solve Problem (9) by the following theorem, which is
slightly more complicated than that of EGG:

Theorem 3 (Integral form of Problem (9) with ESG)LetP = S(; ) with PDFp(), Q =

d
Si(; ;T ) with PDFq() andCg = % where (; ) is the lower incomplete gamma func-
'2

s
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