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Abstract

Recent advances in diffusion models have enabled high-quality synthesis of spe-
cific subjects, such as identities or objects. This capability, while unlocking new
possibilities in content creation, also introduces significant privacy risks, as person-
alization techniques can be misused by malicious users to generate unauthorized
content. Although several studies have attempted to counter this by generating
adversarially perturbed samples designed to disrupt personalization, they rely on
unrealistic assumptions and become ineffective in the presence of even a few clean
images or under simple image transformations. To address these challenges, we
shift the protection target from the images to the diffusion model itself to hinder
the personalization of specific subjects, through our novel framework called Anti-
Personalized Diffusion Models (APDM). We first provide a theoretical analysis
demonstrating that a naive approach of existing loss functions to diffusion models
is inherently incapable of ensuring convergence for robust anti-personalization.
Motivated by this finding, we introduce Direct Protective Optimization (DPO), a
novel loss function that effectively disrupts subject personalization in the target
model without compromising generative quality. Moreover, we propose a new
dual-path optimization strategy, coined Learning to Protect (L2P). By alternating
between personalization and protection paths, L2P simulates future personaliza-
tion trajectories and adaptively reinforces protection at each step. Experimental
results demonstrate that our framework outperforms existing methods, achieving
state-of-the-art performance in preventing unauthorized personalization. The code
is available at https://github.com/KU-VGI/APDM.

1 Introduction

Diffusion models (DM) [33}[11]] have become prominent generative models across various domains
and tasks, including image, video, and audio synthesis [30} 8}, [21]], image-to-image translation [27]],
and image editing [9]. Among these, personalization techniques [4} 31} [15| |I19]—enabling the
generation of images depicting specific subjects (e.g. individuals, objects) in varied contexts, such as
“an image of my dog on the moon”—have received significant attention. Several approaches, such as
DreamBooth [31]] and Custom Diffusion [[15], have demonstrated highly effective capabilities for
personalized image generation. However, such personalization also presents substantial privacy risks,
as malicious users could exploit it to create unauthorized images of specific individuals, for instance,
to generate and distribute fake news, thereby raising significant social and ethical concerns [32].
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Figure 1:Motivation Figure. Existing protection approaches face critical limitations:iga)racti-
cality of applying data-poisoning to all images, (h)inerability to easy circumventioof protection
methods, (chigh entry barriersfor non-expert users, and (gjcompatibility with service providers
who must comply with privacy regulations.

To prevent misuse of such personalization capability from a user's request, several protection ap-
proaches18, 34, 38, 37] based on data-poisoning have been proposed. They directly add impercepti-

ble noise perturbations to the images of the speci ¢ subject using the Projected Gradient Descent
(PGD) [25]. When a malicious user attempts to personalize using these perturbed images, the added
noise disrupts the stability of the training process, resulting in ineffective personalization convergence.

However, existing approaches suffer from several critical limitations in real-world scenarios (Figure 1).
Most importantly, their ef cacy often hinges on tlmapractical assumptiothat users can apply
poisoning comprehensively across their personal image collections—including those already shared,
newly created, or even unintentionally captured—uwhich is a practically unachievable task. This
limitation enables malicious userseasily bypass protectiamsing unprotected images. Furthermore,
even if the images are perturbed, attackers can still circumvent defense by applying transformations
that weaken the perturbation effec8l[23, 12]. On the other hand, data-poisoning is predominantly

a user-centric defense, placing fhglementation burden on individualgho are often non-experts,
making widespread adoption unrealistic. Furthermore, this user-level design of existing approaches
con icts with privacy regulationssuch as the GDPR3p]-that assign service providers the obligation

to ensure anti-personalization upon user requests. As a result, such methods are inherently unsuitable
for provider-side deployment (see Appendix F for more details).

Taken together, these issues highlight the need to move beyond user-side defenses toward model-
level solutions that not only enable service providers to enforce anti-personalization directly within
their systems but also enhance robustness and practicality in real-world deployments. To address
this, we shift our focus from the data samples to the DMs themselves. In this paper, we propose
Anti-Personalizediffusion M odel APDM), a novel framework designed to directly remove per-
sonalization capabilities for speci ¢ subjects within pre-trained DMs, without data-poisoning. The
primary goals of APDM are twofold: (ipreventingthe unauthorized personalization attempts, result-

ing in failed or irrelevant generations, and fijeservingthe generation performance and its ability

to personalize other, non-targeted subjects. To the best of our knowledge, APDM is the rst approach
to directly update the model parameters for protection, inherently overcoming data dependency.

However, simply redirecting the protection effort to the model parameters does not guarantee success
if we naively adopt strategies from data-centric methods. Firstly, we theoretically prove that directly
applying loss—originally designed for creating adversarial perturbations on images—to the model
parameters fails to converge. To this end, we introduce a novel loss funbii@tt Protective
Optimization PPO), disrupting the personalization process. Moreover, simply applying a protection
loss uniformly is insuf cient, since personalization involves iterative updates to model parameters.
Therefore, being aware of the personalization trajectory is essential for robust protection. For this
reason, we propodeearning toProtect (2P), a dual-path optimization strategy. L2P alternates
between a personalization path, simulating potential future personalized model states, and a protection
path, which leverages these intermediate states to apply adaptive, trajectory-aware protective updates.
This dynamic approach allows the model to anticipate and counteract personalization attempts,
ensuring robust DM protection in across various scenarios.

Our contributions can be summarized as follows:

 For the rsttime, we propose a novel framework, calkedti-Personalize®iffusion M odel
(APDM), for robust anti-personalization in DMs by directly updatmgdel parametersin-



like existing data-centric methods. This approach fundamentally overcomes the impractical
assumptions and data dependency issues of prior works.

» We theoretically prove that a naive application of existing image perturbation losses directly
to model parameters fails to converge. To address this, we propose a novel objgictive,
ProtectiveOptimization PPO) loss. DPO guides the model to remove the personalization
capability of a speci ¢ subject while preserving generation performance.

* To effectively counteract the iterative and adaptive process of personalization, we introduce
L earning toProtect (2P), a dual-path optimization strategy that anticipates personalization
trajectories and reinforces protection accordingly, enabling robust defense.

* We empirically demonstrate that APDM can safeguard against personalization in real-world
scenarios, achieving state-of-the-art performance across various personalization subjects.

2 Related Work

Personalized Text-to-Image Diffusion Models. The advancement of diffusion-based image synthe-

sis, like Stable Diffusion (SD)J0], has enabled not only high-quality image generation but also the
creation that re ect desired contexts from the text. This advancement has accelerated the widespread
application of Text-to-Image (T2l) DMs3[], one of which is personalization, such as generating
images containing speci ¢ objects under the various situatiergs & particular dog or person on

the moon). Consequently, research on personalized models has emerged. The most widely used
method is DreamBootl8fL], which ne-tunes a pre-trained SD using a small set of images depicting

a speci ¢ concepté.g.a particular person). This allows users to generate desired images containing
the target object. Texture Inversiofi achieves this by searching for an optimal text embedding that

can represent the target object based on pseudo-words. Custom DiffLSjap{imizes the key and

value projection matrices in the cross-attention layers of the pre-trained SD, offering more ef cient
and robust personalization performance. However, these methods are a double-edged sword, offering
powerful personalization but also posing risks, such as misuse in crimes or unintended applications.

Protection against Unauthorized Personalization. To prevent unauthorized usage, many pro-
tection methods have been developed based on adversarial atagzk29]. AdvDM [18] was

the rst to extend classi cation-based adversarial attack methods to DMs, generating adversarial
samples for protecting personalization. Furthermore, Anti-DreamB@&@ditpfoposed protection
against more challenging ne-tuned DMs.¢. DreamBooth). They used a ne-tuned surrogate
model as guidance to obtain optimal perturbations for adversarial images. SB&8AGhproved

this optimization process to better suit DMs, while CAA9] focused on reducing time costs by
updating cross-attention blocks. MetaCloa][and PID [L7] have also been conducted to counter
text variation or image transformation techniqueg( Itering). The most recent work, PAF3[7],

tries to predict potential prompt variations using Laplace approximation. However, existing works
have primarily focused on how to effectively add perturbations to images for protection. In contrast, as
we mentioned above, we apply protection directly at the model level, re ecting real-world demands.

3 Preliminaries

3.1 Text-to-Image Diffusion Models
T2l DMs [30], a popular variant of DMs][1, 33] generate an image, corresponding to a given text
prompt embedding. T2l DMs operate via forward and reverse processes. In the forward process,
noise N (0;1) is added to input ima%eo to proguce noisy image; at a timestep 2 [0; T]:

Xt=" Xot+ 1 1)
where (= !, ;iscomputed from noise scheddle,g/, . In the reverse process, DM, parame-
terized by , aims to denois&;. DM is trained to predict the noise residuals addex;to

Lsimple = Exoe; N o)k (Xiite) K3 @
3.2 Personalized Diffusion Models

To generate images that include a speci ¢ subject, several works personalize pre-trained T2 DMs
[31, 15]. Given a small image set; 2 X of the subject and a text embeddich§" with a unique
identi er, e.g. “a photo of [V*] person’, they modify the loss function in Eq.(2) as follows:

LE = Expere - N o)k (X3t cPer) k§; 3

simple



wherex; is a noisy image from Eq1). However, directly applying this modi ed loss can cause
language drift, where the personalized DM generates images related to target subject, even without
unique identi er. To mitigate this, DreamBootB]] introduces a prior preservation loss function that
leverages the pre-trained DM. This encourages DM, using a class-speci ¢ text embetidieq.
“a photo of person’), to retain its knowledge of the general class associated with the speci ¢ subject:
2
I-ppl = Eng teP ;o N (05l )k (X{)r;t; Cpr) kz; (4)

wherex' is a generated sample from the pre-trained T2I DM with the text embedingndx}"

is the noisy version ot at timesteft. Alternatively, Custom Diffusiong5] utilizes images from
training dataset instead of generated imagesfbr The nal objective for personalization becomes:

Lper = L&mpie *+ Loppi: (5)

4 Method

4.1 Problem Formulation

Unlike prior approaches that perturnages we directly update thparameters of the pre-trained

DM using only a small image set 2 X . Our goal is to transform into a safeguarded modél
that inherently resists personalization of the subject appearing in these images. This process can be
viewed as optimizing the model parameters with respect to a protection objective:

"= argmin L protect ; (6)

whereL proect 1S @ l0Ss function to prevent personalization, which will be discussed in Sectig\n 4.3.1.
Subsequently, if an adversary attempts to personalize a subpgchith this safeguarded mode)

the resulting personalized mod\%lsr is obtained as follows:
Ape, =argmin Lper: (7

Our approach has two main objectives. For protection, the re-personalized ’r‘};\gchdtould yield
low-quality images or images of subjects perceptually distinct from thoXe iRor stability, the
protected modef should be able to generate high-quality images and effectively personalize for the
other subjects, comparable to those produced by the pre-trained DM

4.2 Analysis of Naive Approach

A naive yet intuitive way to protect the model is to extend existing data-poisoning approaéghes [
34, 38, 37] to the model level. Speci cally, their noise update process that maxintu'@ﬁ@,e using

PGD [25] can be naturally applied at the model level. In addition, the model's generative performance
can be preserved by incorporatihgy , as done in DreamBootl3]]. The overall objective for this
naive approach can be expressed as follows:

Lagv = L o + Lppi: (8)

simple
To ensure effective protection usihgg, , the optimization process must converge. We analyze the
necessary conditions for convergence by examining the gradients of the loss with respddiito
leads to the following Proposition 1 (proof in Appendix A.1).
Proposition 1. A necessary condition fdr,q, to converge to a local minimum with respect to model
parameters is that the gradients of its constituent terms,Lgi‘f];pIe andr Lpp, must pointin the
same direction.

To further understand how these gradients in uence each other during optimization, we analyze their
interaction through the rst-order Taylor approximation and derive the following relationships.

(I’ Lsii;ple ( ))> (r LPP'( ))) < kr I—ppl( ))kz; (9)
(r Lampe (07 (r Lppi() < kr LT ( )K: (10)

Based on the Proposition 1, we can restrict the left terms i(®a@nd(10), asjr Lgﬁ;ple ()i
ir Lppi( )j. Using these results, we can rewrite the Eq. (9) and (10) as:

ir Lampe O <dr Lot ( )); (11)
ir Lpp()i<ir Limpe ()it 12)



Figure 2:Overview. To prevent personalization in the parameter level, we propose Anti-Personalized
Diffusion Model (APDM). (a) APDM rst generates a paired image for each clean input imgge

(b) APDM consists of two components - (i) Learning to Protect, a novel optimization algorithm
that makes the protection procedure aware of personalization trajectories, and (ii) Direct Protective
Optimization loss, designed to disrupt personalization while preserving the generation capabilities.

By combining Proposition 1 with the inequalities above, we observe that the required gradient align-
ment for convergence cannot hold, which we formalize in the following theorem (see Appendix A.2).

Theorem 1. If the objective is to simultaneously reduce bd.thgif{]ple andL pp, the necessary

condition for convergence outlined in Proposition 1 leads to the contradictory requirements presented
in Eq(11)and(12). Thereforel .4y composed of such con icting terms generally fails to converge
to a point that effectively optimizes both objectives.

Therefore, a new loss function is required to resolve this con ict and ensure that anti-personalization
updates stay consistent with the denoising process, maintaining both generation quality and protection.

4.3 Anti-Personalized Diffusion Models

To achieve the dual goals outlined in 4.1, we propose a novel frame#atkPersonalizediffusion

Models APDM). APDM introduces a novel loss function, called Direct Protective Optimization
(DPO), which aims to prevent personalization in DMs while maintaining their original generative
performance (Section 4.3.1). DPO effectively mitigates the model collapse issue discussed in
Section 4.2. Furthermore, we propose a novel dual-path optimization scheme, Learning to Protect
(L2P), which considers the trajectory of personalization during training to apply the proposed loss
function more effectively (Section 4.3.2). The overview of APDM is presented in Figure 2.

4.3.1 Direct Protective Optimization

Instead ol .4y, , Wwhich degrades the model's distribution due to convergence failure (Section 4.2), we
directly guide the model on which information should be learned and which should be suppressed.
Inspired by Direct Preference Optimizatid?f], given a pair of imageéx; ; X, ), we designate; as

a positive sample to be encouraged during the protection procedusg aagla negative sample to be
discouragedi.e. an image containing a speci ¢ subject to be protected X ). By incorporating

the Bradley-Terry model, the probability of preferrirj overx, can be expressed as:

p(xg >Xo)= (r(xg) r(Xo)); (13)

where () denotes the sigmoid function amfl) represents the reward function. Building upon
the formulation of Diffusion-DPO36] (see Appendix A.3 for detailed derivation), we de ne a new
Direct Protective Optimization (DPO) as follows:

r* =k (x{;tc) ki k (x;;tc) k3
r =k (x;tc) k& k (x ;tc) K3 (14)
Loro = B, w109 ( ")

wherer™ andr denote the positive and negative rewards for preferred and non-preferred direction,
respectively, is a pre-trained DM, and is a hyper-parameter that controls the extent to which



Algorithm 1 Learning to Protect (L2P)

Input: pre-trained model, loss function for personalizatidnpe , loss function for protection
Lprotgct , the numbe_r of'personalizat.ion Ioo[si_§er , the ngmber of protection loop$,rotect , I€aArNIng
rate in for personalizationpe, , learning rate in protectionyrgtect -

Output: safeguarded modél

Procedure:

1] 1

2: for j to Nprorect dO . Protection Path
3: i 12  j.copy()g ?

4 for i to Nper do . Personalization Path
5: % 0 perm olper . Eq. (17)

6: g.append( o Lprotect )

7 end for

8: I' protect g.sum() . Eq. (19)

9: j+1 j protect I protect . Eq. (20)

10: end for

1 retun N e

can diverge from . In our DPO, we preparg, by synthesizing images from pre-trained T2l
DMs using a generic promgf’, and they are paired one-to-one with the negative samples
This approach naturally encourages the generation of generic (positive) images while effectively
suppressing the synthesis of negative images depicting the speci c subject.

Finally, combining the proposed loss term with the preservation lggs), the nal objective is:
Lprotect = Lpopo + Lppi: (15)
4.3.2 Learning to Protect

Since the personalization of DMs involves iterative updates to model parameters, effective protection
should consider the evolving personalized states at different steS][ Therefore, instead of
simply applying out prorect  Uniformly to the model, we simulate the future personalization path
in advance, allowing the model to anticipate upcoming parameter changes during personalization.
To this end, we introduce a novel dual-path optimization algorithearning to Protect (L2P).
L2P integrates personalization into the protection loop, enabling the model to learn from simulated
personalization behaviors and adjust its parameters for adaptive and robust protection.
L2P involves two optimization paths: personalization and protection. The personalization path
updates the model from the current protection state intermediate state?, using Eq. (5):

io: i (16)

i0+1 = |0 per I iOLper ; a7

where e is the learning rate for personalization, arfg, is the intermediate state at step 1
during personalization. Using E{L7), we can simulate the future personalization trajectory via
updating the model? iteratively, in the middle of protecting the DM.

For the protection path, we leverage these intermediate states acquired in the personalization path.
Speci cally, we compute the gradient; of the model ? with respect td_ protect » @t each statein
the personalization path as follows:

ri=r ?Lprotect : (18)
We then accumulate ; during the whole personalization path (totalNfe, times) to compose a set

of gradientsg = fr igi’\'zT‘ . Using this set of gradienty we can estimate the direction of protection
from the summation of these accumulated gradients as follows:

%er
I protect = ri: (19)
i=1
Finally, we update the intermediate protection mogelith r proect to Obtain j+1 :

i+l = protect I protect ; (20)



Table 1:Quantitative Comparison on Protection. We measured the protection performance via
DINO score B] and BRISQUE 26]. We examined the baseline on different number of clean images.

If the number is 0, there are only perturbed images produced by data-poisoning approaches. The
experiments were mainly conducted on two different subjects: person and dog.

Methods 7mca:e:2 DINO (#) BRISQUE (')
9 “person”  “dog” Avg. “person” “dog” = Avg.
DreamBooth [31] N 0.6994  0.6056 0.6525 11.27 22.33 16.80
0 0.5752  0.4247 0.4999 19.52 28.60 24.06
AdvDM [18] 1 0.5436  0.4393 0.4915 17.82 28.58 23.20
N 1 0.6417  0.4775 0.5596 20.30 27.36 23.83
0 0.5254  0.4106 0.4680 26.90 30.23 28.56
Anti-DreamBooth [34] 1 0.6081  0.4704 0.5393 23.76 27.49 25.63
N 1 0.6951 0.5304 0.6127 15.48 25.26 20.37
0 0.4448 0.4374 0.4411 23.73 31.64 27.69
SImAC [38] 1 0.5824  0.4537 0.5181 18.04 29.54 23.79
N 1 0.6991 0.5370 0.6181 14.28 27.05 20.67
0 0.6556  0.5120 0.5838 22.61 30.20 26.41
PAP [37] 1 0.6690 0.5032 0.5861 22.02 29.00 25,51
N 1 0.7028  0.5270 0.6149 19.64 23.41 21.53
APDM (Ours) N 0.1375 0.0959 0.1167 40.25 60.74 50.50

where poect IS the learning rate for protection. By repeating this proceslipfiec: times, we

can obtain a safeguarded modethich is aware of the personalization path inherently for better
protection. Algorithm 1 illustrates the overall learning process of L2P for our APDM framework.

5 Experiments

5.1 Experimental Setup

Evaluation Metrics. To evaluate the effectiveness of APDM in protecting against personalization
on speci ¢ subjects, we used two metrics: (i) the DINO sc@eaf a similarity-based metric and

(i) BRISQUE [26€] for assessing image quality. Additionally, we evaluated the preservation of the
pre-trained model's generation capabilities by using (iii) the FID scbefpr image quality, (iv) the

CLIP score [28], (v) TIFA [13], and (vi) GenEval [6] for image-text alignment.

Baselines. We consider DreamBooti8]] and Custom Diffusion15] as personalization methods.

The results of Custom Diffusion are presented in Appendix C. For baselines, we include the previous
protection approaches: (i) AdvDM3g], (ii) Anti-DreamBooth B4], (iii) SimAC [38], and (iv)

PAP [37]. Following Anti-DreamBooth, we set the perturbation intensity for all baselines to 5e-2.

Datasets. We used the datasets from both DreamB&§#1] and Anti-DreamBooth34] to evaluate

the protection performance. The DreamBooth dataset contains 4-6 images per subject across various
object classes such as dog, cat, and toy. The Anti-DreamBooth dataset includes 4 images per person,
consisting of facial images collected from CelebA-H{#][and VGGFace2]]. To quantify the
preservation performance of the model, we also used the MS-COCO 2014 [20] validation split.

Implementation Details. We built APDM on Stable Diffusion 1.5 and Stable Diffusion 230]

with 512x512 resolution. We used AdamW optimiz2d][with learning rates per = protect =

5e 6. In DPO, we set the hyperparameteto 1. In L2P, we usell ey = 20 andNproect = 800.

We conducted all of our experiments on a single NVIDIA RTX A6000 GPU, and it took about 9 GPU
hours to protect DM. To synthesize images, we used PNDM sche@Zewith 20 steps. For Stable
Diffusion 2.1, we have attached the experimental results in Appendix C.

5.2 Protection Performance

As shown in Figure 3 and Table 1, we rst evaluated the baselines and APDM from the perspective
of protection. We rst personalized the pre-trained Stable Diffusion using DreamBaa}iag

a reference. In this experiment, we considered three scenarios to test baselines and APDM. For
DreamBooth and APDM, onli{ clean {.e. non-perturbed) images were used throughout the entire

3https://github.com/google/dreambooth



Figure 3:Qualitative Comparison on Protection. We examined the baselines and APDM on a
protective aspect. We tested baselines on different circumstance - “All Perturbed”, “One Clean”,
and “One Perturbed”. In the “All Perturbed” setting, the baselines added perturbations to all training
images. “One Clean” and “One Perturbed” settings are more dif cult than “All Perturbed” setting,
where the dataset contains one clean image or one perturbed image.

experiment (“All Clean” in Figure 3). On the other hand, for data-poisoning baselines, we adopted
different personalization scenarios. For “All Perturbed” scenario, we utilized all perturbed images
from each data-poisoning baseline. Moreover, for “One Clean” scenario, weludedn image
andN 1 perturbed images for personalization. Lastly, the most challenging scenario, for “One
Perturbed” scenario, there were odlperturbed image arld 1 clean images in the dataset.

In Figure 3, comparisons revealed their limitations as the scenarios become more challenging. When
only one perturbed image is used and the others remain clean, protection against personalization
for the subjects becomes ineffective. In contrast, despite the presence of clean images, APDM
consistently demonstrated its robustness in more challenging scenarios (additional qualitative results
in Appendix E). We also present a quantitative comparison in Table 1, highlighting that APDM
outperforms data-poisoning approaches even under the most dif cult conditions. This is because
APDM protects personalization at the model-level, making it robust to variations in the input data. In
addition, we also tested APDM in different scenarios (transform, such as ipping and blurring) and

subjects such as “cat”,

sneaker”, “glasses”, and “clock” (results in Appendix B).
5.3 Preservation Performance

As described in Section 4.3.2, weTable 2: Preservation Performance on Image Quality and
updated the parameters of DMmage-Text Alignment. We measured the image quality via
initialized with a pre-trained DM FID score [L0] and image-text alignment via CLIP scorag],

to obtain a safeguarded modeF|FA [13], and GenEval §] on COCO 2014 20] validation
To ensure its usability in future dataset.

applications, it is essential to pre-

serve the inherent capabilities of Methods FID# CLIP(") TIFA(") GenEval{)
the pre-trained DMs during the giapie Diffusion [30]  25.98  0.2878  78.76 0.4303
protection process. In this sec-APDM (Ours) 28.85 0.2853  75.91 0.4017

tion, we evaluated the inherent
performance based on image quality, image-text alignment of generated images, and the success of
personalization for subjects not targeted by the protection.
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