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Abstract

As vision-language models (VLMs) gain prominence, their multimodal interfaces
also introduce new safety vulnerabilities, making the safety evaluation challenging
and critical. Existing red-teaming efforts are either restricted to a narrow set of
adversarial patterns or depend heavily on manual engineering, lacking scalable
exploration of emerging real-world VLM vulnerabilities. To bridge this gap,
we propose ARMS, an adaptive red-teaming agent that systematically conducts
comprehensive risk assessments for VLMs. Given a target harmful behavior or
risk definition, ARMS automatically optimizes diverse red-teaming strategies
with reasoning-enhanced multi-step orchestration, to effectively elicit harmful
outputs from target VLMs. This is the first red-teaming framework that provides
controllable policy-based evaluation given risk definitions. We propose 11 novel
multimodal attack strategies, covering diverse adversarial patterns of VLMs (e.g.,
reasoning hijacking, contextual cloaking), and integrate 17 red-teaming algorithms
into ARMS via model context protocol (MCP). To balance the diversity and
effectiveness of the attack, we design a layered memory with an epsilon-greedy
attack exploration algorithm. Extensive experiments on various instance-based
benchmarks and policy-based safety evaluations show that ARMS achieves the
state-of-the-art attack success rate (ASR), improving ASR by an average of 52.1%
compared to existing baselines and even exceeding 90% ASR on Claude-4-Sonnet,
a constitutionally-aligned model widely recognized for its robustness. We show that
the diversity of red-teaming instances generated by ARMS is significantly higher,
revealing emerging vulnerabilities in VLMs. Leveraging ARMS, we construct
ARMS-BENCH, a large-scale multimodal safety dataset comprising over 30K red-
teaming instances spanning 51 diverse risk categories, grounded in both real-world
multimodal threats and regulatory risks. Safety fine-tuning with ARMS-BENCH
substantially improves the robustness of VLMs while preserving their general
utility, providing actionable guidance to improve multimodal safety alignment
against emerging threats.

1 Introduction
While vision-language models (VLMs) have gained widespread prominence and achieved remark-
able success across real-world applications including visual question answering [46], autonomous
driving [38], and medical diagnosis [42], they also introduce unique safety risks inherent to their mul-
timodal nature. For instance, VLMs can generate toxic content under cross-modal injections [43, 39],
leak private information through typographic transformations [14], or provide harmful actions under
multimodal reasoning backdoor attacks [7, 24, 5]. These emerging vulnerabilities underscore the
urgent need for rigorous and scalable safety evaluation of VLMs.
However, existing safety red-teaming frameworks for VLMs face significant limitations. First, most
efforts rely on static benchmarks [26] that fail to keep pace with evolving real-world risks [47, 6, 4, 41]
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Figure 1: Overview of the ARMS agentic framework. Given a risk assessment scenario, ARMS �rst
produces diverse harmful instances either directly from a user-speci�ed behavior or via a controllable,
policy-based generator conditioned on the risk de�nition. It then queries a layered memory to
retrieve relevant past experiences via an epsilon-greedy algorithm that balances attack diversity and
effectiveness. Then, ARMS reasons and orchestrates multi-step attack strategies from a diverse and
plug-and-play MCP-supported library. The crafted adversarial multimodal instances are either re�ned
or used to query target VLMs, whose responses are evaluated by a policy-based judge. If the attack is
unsuccessful, ARMS iteratively enhances the attack until success or the query budget is reached.

and rapidly shifting VLM architectures (i.e., previously effective attacks often lose potency and new
vulnerabilities quickly emerge [16]. Second, current efforts typically cover only a narrow range of
adversarial patterns, missing broader vulnerability scenarios [14, 49]. Third, they depend heavily on
manual engineering, lacking the scalability required for comprehensive risk discovery [22]. While a
few preliminary works have proposed automated red-teaming frameworks [35, 8, 34, 50, 17], these
remain con�ned to the text-only modality. As a result, they fail to capture vulnerabilities unique
to multimodal interfaces (e.g., typographic transformations). Moreover, a persistent limitation of
existing automated efforts is mode collapse, where the attacker repeatedly reuses a small set of
prompt templates or visual edits even under varying risk de�nitions, thereby limiting attack diversity.
Therefore, automatic, scalable, and diversity-preserving multimodal-centric safety evaluation remains
an open and pressing challenge.
To address this challenge, we propose ARMS, an Adaptive Red-Teaming agent against Multimodal
models that systematically provides comprehensive risk assessment for VLMs. Unlike prior methods
that focus solely on text, ARMS is multimodal by design, sequencing and combining diverse
multimodal-centric attack strategies via reasoning-enhanced, multi-step orchestration. As illustrated
in Figure 1, given a target harmful behavior or risk de�nition as input, ARMS automatically reasons
about, composes, and optimizes diverse attacks to strategically elicit harmful outputs from target
VLMs. Notably, we identify 5 representative adversarial patterns for VLMs and, based on them,
we propose 11 novel multimodal attack strategies, and integrates 17 red-teaming algorithms into
ARMS via the Model Context Protocol (MCP) [1]. Speci�cally, our uni�ed framework encapsulates
each strategy as an independent MCP server, enabling a modular execution, ef�cient communication,
and seamless extension to external attack contributors in a plug-and-play manner. To address mode
collapse and balance attack diversity with effectiveness, we design a layered memory architecture
for ARMS controlled by an epsilon-greedy exploration algorithm. By storing past successful
experiences in a two-dimensional memory grid indexed by risk category and attack strategy, with a
capacity threshold per slot, ARMS preserves the most effective attack trajectories, prevents over�tting
to a single attack type, and enforces diversity across the risk–strategy space. In addition, the epsilon-
greedy algorithm encourages ARMS to explore with a decaying probability� , gradually shifting
from broad exploration to focused exploitation as the memory becomes more informative. Together,
this memory design prevents over�tting to one or a few attack patterns and systematically promotes
diverse instance generation across risks, while maintaining strong attack effectiveness.
Leveraging ARMS, we further construct ARMS-BENCH, a large-scale multimodal safety dataset
with over 30K red-teaming instances spanning 51 risk categories, grounded in real-world threats
and regulatory risks. ARMS-BENCH advances VLM safety through two complementary objectives.
First, to facilitate safety alignment based on the diverse vulnerabilities discovered by ARMS, we
develop a safety training dataset with 27,776 single-turn adversarial instances and 2,224 multi-
turn conversations, where each red-teaming instance is paired with a reasoning-based refusal and
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augmented with deep safety alignment [32], capturing diverse failure modes and supporting robust
safety �ne-tuning. Furthermore, recognizing the lack of stable, �ne-grained, high-quality safety
benchmark for evaluating VLMs, we curate 1,020 evaluation samples as a benchmark for standardized
evaluation, that prioritizes harmfulness, diversity, and transferability across VLMs.
Extensive experiments including both instance-based risk assessments, where instance-based indi-
cates that original attack queries are drawn from existing dataset, across three public benchmarks
(StrongReject [37], JailbreakBench [3], and JailbreakV [26]) and policy-based safety evaluations,
where attack instances are being controllably generated conditioned on given risk de�nitions, aligned
with three public regulations (EU AI Act [13], OWASP [29], and FINRA [2]) demonstrate that ARMS
achieves SOTA attack success rate (ASR), outperforming prior best baseline of X-Teaming [34] by
an average of 52.1 % across six evaluations, and exceeding 90% ASR over three evaluations on
Claude-4-Sonnet, a constitutionally-aligned model noted for its robustness. ARMS also generates
more diverse red-teaming instances, achieving 95.83% improvement in instance diversity compared
to X-Teaming, revealing emerging vulnerabilities in VLMs. Furthermore, we provide actionable
insights to improve the multimodal safety alignment by �ne-tuning with ARMS-BENCH, which
shows a better trade-off between robustness and utility than existing multimodal safety dataset.
This paper makes the following contributions. (1) We introduce ARMS, a novel adaptive multimodal
red-teaming agent with reasoning-enhanced multi-step orchestration that enables controllable red-
teaming conditioned on given risk de�nitions for the �rst time. (2) We propose 11 novel multimodal
attack strategies, covering diverse adversarial patterns, such as visual reasoning hijacking and
contextual cloaking. (3) We design a layered memory architecture for systematic exploration to
ensure the diversity of generated red-teaming instances. (4) We conduct extensive experiments
across both proprietary and open-source VLMs, achieving SOTA ASR and substantially higher attack
diversity. In particular, we show that ARMS boosts the ASR on Claude-4-Sonnet to over 90%,
highlighting the wide range of emerging vulnerabilities in closed-source VLMs, even though they
appear to be well-aligned on existing benchmarks. (5) We construct a large-scale multimodal safety
dataset ARMS-BENCH with over 30K challenging instances covering 51 diverse risk categories
based on both real-world threats and regulatory compliance risks. (6) We show that safety �ne-tuning
on ARMS-BENCH signi�cantly reduces the ASR while preserving the general utility of VLMs,
offering actionable guidance for assessing the risks of VLMs and improving their safety alignment.

2 Related Work
Red-teaming VLMs has largely followed two lines. Optimization-based attacks extends classic
image-only adversarial work [15, 27], creating imperceptible perturbations that cause unsafe out-
puts [19, 44, 45, 12, 36, 31, 28, 40, 9]. While effective, they typically require white-box access or
impractically large number of black-box queries, limiting scalability for safety evaluation. Strategy-
based attacks inject human-interpretable patterns, such as hidden text in images (FigStep [14]),
malicious query in �owchart [48], prompt–image pairing (QR-Attack [22]), shuf�ed multimodal
contents (SI-Attack [49]), or carefully composed pairs with safe prompt and image [10]. These are
lightweight and black-box, but often cover narrow, manually engineered patterns and can be brittle to
defenses or model architecture changes.
Pioneering work of autonomous red-teaming agents have automated attack generation for text
LLMs [30, 21, 50, 34], but most methods remain text-centric, while the multimodal interfaces
of VLMs create failure modes that text-only methodologies miss. Early multimodal agent-based
method [23] treat modalities separately, leaving cross-modal vulnerabilities underexplored.
ARMS addresses the gap by orchestrating diverse multimodal strategies with multi-step reasoning and
layered memory, and by �exibly integrating new tools via MCP, enabling scalable, policy-grounded
safety evaluation. An expanded related work is provided in Appendix ??.

3 ARMS Framework
ARMS is a uni�ed, policy-following, fully automated red-teaming framework with reasoning-
enhanced multi-step attack orchestration designed to uncover unique and diverse risks in multimodal
models, as shown in Figure 1. In this section, we detail the core design principles for ARMS to
ef�ciently discover vulnerabilities across a wide range of risk scenarios.

3.1 Preliminaries and Threat Model
Let x denote a harmful instruction, either sampled from a user provided behavior or produced by the
policy-based generator conditioned on a risk categorycr , and let� ARMS denote the red-teaming agent
ARMS augmented with a memory moduleD� . For each instructionx i , ARMS performs a multi-
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turn attack optimization with a budget ofT turns, producing a sequence of adversarial multimodal
instancesI t

adv = (Imaget
adv; Texttadv) over action turnt. At each turnt, the ARMS �rst reasons and

outputs the actionat with base instancêI t
adv. If at is to re�ne attack, ARMS will interact with attack

strategy library witĥI t
adv, to obtain an re�ned instanceI t

adv. If at is to query,Î t
adv is directly used as

I t
adv to query the victim modelM , which returns a responseyt , and a policy-based LLM judgeJ(�)

assigns the scalar scorest = J
�
M(I t

adv)
�
, where higher values indicate more severe safety violations.

Through multi-turn optimization we obtain an attack trajectory� i = fx i ; r i ; f(I t
adv; yt ; st )gT

t=1 g,
where ri is ARMS's self-re�ection on the attack optimization process.
ARMS continuously ingests new instructions and updatesD� to improve generalization and attack ef-
fectiveness over time. Consequently, the adversarial objective of ARMS is to optimize the multimodal
red-teaming instancesI adv for eachx i so as to maximize the expected judge scoreEx i [J

�
M(I t

adv)
�
].

3.2 Overview of ARMS

To scalably uncover diverse vulnerabilities in VLMs, ARMS follows three core design principles,
as shown in Table 27: (1) Uni�ed framework: ARMS adopts a uni�ed architecture that extensibly
integrates diverse attack strategies via MCP [1] in a plug-and-play manner; (2) Diverse attack
strategies: ARMS integrates 17 initial multimodal-centric attacks covering �ve adversarial patterns,
and proposes reasoning-enhanced multi-step orchestration of the attack strategies; (3) Layered
memory module: ARMS designs a two-dimensional memory schema that selectively stores past
experiences by risk category and successful attack strategy, ensuring a balanced distribution across
categories to maximize both diversity and effectiveness.
As shown in Figure 1, ARMS supports both instance-based risk assessment, where a speci�c harmful
behavior is directly used as instructionx, and policy-based safety evaluation, where only a high-
level risk de�nition is provided. In the latter case, ARMS generates target harmful instructions by
�rst sampling seed instructions fromP and �ltering them to obtain a diverse set of prompts that
comprehensively cover potential policy violations (as shown in Figure 2).
After obtaining a harmful instructionx, ARMS �rst queries its layered memory via an� -greedy
exploration algorithm (detailed in §3.4) to retrieve relevant past attack experiences. Then, it leverages
its strong multimodal reasoning capabilities to select and orchestrate attack strategies in multiple
steps, where each strategy incrementally re�nes the previous instanceI t

adv and craft a new adversarial
sequenceI t+1

adv (t indicates action turn). ARMS either further invokes another attack strategy to
re�ne the current instance, or queries the target VLM withI t+1

adv to produce a responseyt+1 , which is
evaluated by an LLM judge against the policy-grounded risk de�nitions. If the response is not harmful
enough, ARMS iteratively enhances the attack with the judge feedback, repeating this process until
success or the optimization budget T is exhausted.

3.3 Diverse Attack Strategies

We begin with expert-guided, multimodal-centric red-teaming across a variety of VLM families
and categorize successful attacks into �ve adversarial patterns: visual context cloaking, typographic
transformation, visual multi-turn escalation, visual reasoning hijacking, and visual perturbation.
Based on our red-teaming efforts, we propose 11 novel multimodal attack strategies, and integrate
17 red-teaming algorithms in total, with each implemented as an MCP server, which provides plug-
and-play �exibility and high attack diversity. These strategies then serve as seeds that amplify
ARMS 's red-teaming diversity and ef�cacy. Through iterative optimization, ARMS reasons over
and orchestrates them in multiple steps to synthesize increasingly diverse attacks and uncover novel
multimodal vulnerabilities in VLMs. We detail each of the �ve adversarial patterns as below.

Visual context cloaking. This pattern hides harmful content in obfuscated visual-text formats: (1)
Rule-based wraps adversarial prompts in procedural or compliance-like images; (2) Email thread
simulates multi-turn exchanges to dilute intent; (3) Slack conversation uses casual dialogue in a
Slack-style GUI to obscure unsafe cues; (4) News report frames harmful acts as fake, legitimate
news screenshots; (5) Scenario playing embeds malicious behavior in role-play visual contexts; (6)
Narrative masks harmful queries in narratives presented in multimodal form.
Typographic transformation. These strategies bypass text-based �lters by rendering prompts
visually: (1) Flowchart expresses adversarial logic through diagrams to evade keyword detection; (2)
Numbered-list image encodes stepwise harmful instructions as text embeddings to circumvent �lters.
Visual multi-turn escalation. We adapt several multi-turn attacks to the multimodal setting to boost
their effectiveness against VLMs: (1) Crescendo escalates gradually from benign to unsafe content;
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(2) Actor attack distributes malicious roles across �ctional agents to co-construct harm; (3) Acronym
introduces benign-looking acronyms that unfold into harmful meanings.

Figure 2: Example of ARMS's policy-based safety
evaluation pipeline, compared with existing base-
line (e.g. FigStep) on EU AI Act evaluation.

Visual reasoning hijacking. This pattern
hijacks the multimodal reasoning process of
VLMs: (1) Multimodal trigger backdoor ac-
tivates backdoored behaviors via speci�c vi-
sual–text triggers; (2) Many-shot mixup blends
benign examples with subtle adversarial input
to distract detection; (3) Simulated function-call
injects a fabricated tool, tricking the model into
“executing” the fake function.
Visual perturbation. This class subtly modi-
�es visual inputs to evade safety mechanisms
while retaining adversarial intent. (1) Photo-
graphic applies low-level distortions like blur or
hue shift; (2) Jigsaw scramble shuf�es image
segments to confuse object recognition while
preserving context; and (3) Multimodal shuf�ing
misaligns image-text pairs to exploit grounding
weaknesses.

3.4 Diversity-Enhanced
Layered Memory Module
To enable adaptive attack planning and max-
imize the diversity of red teaming instances,
ARMS maintains a structured layered memory
moduleD = f� cr ;sa gcr 2C; s a 2S indexed by the
risk categorycr and the dominant attack strategy
sa, whereCdenotes the set of possible risk cate-
gories andS denotes the set of supported attack
strategies. By storing a high scoring attack trajectory� in each two-dimensional memory slot, this
layered structure enforces balanced coverage across risks and strategies and provides a necessary
condition for improving red teaming diversity and ef�cacy.

Memory Update. After i -th attack trajectory� i is completed, ARMS extracts the associated risk
categoryci

r and the most effective strategysi
a. Lets� denote the harmfulness score by the policy-based

judge, we then update the memory by inserting� i in an empty grid, or replacing the original one
whose score is lower than s� , which guarantees the attack effectiveness of the memory.

Memory Retrieval. To balance exploration and exploitation of attack strategies, ARMS adopts an
� -greedy memory retrieval strategy. With probability� i , the agent is encouraged to explore without
any memory guidance; otherwise, it exploits past experience by retrieving a stored trajectory fromD.
To progressively shift from early-stage exploration to late-stage exploitation as the memory becomes
more informative, �i is updated over time and decays exponentially:

� i = � min + (� max � � min ) � e(���(i�1)) ; (1)

where� min , � max , and� are prede�ned scheduling parameters. This design mitigates mode collapse
and avoids early over�tting to one or few attack strategies by enforcing broad exploration across
risk–strategy space before exploitation dominates, encouraging attack diversity.

Speci�cally, ARMS retrieves the top-k memory instance� whose concatenated embeddings of
category and behavior are most similar to the current context(ci

r ; x i ), which is measured byscore(�).
Let �(�) denote the embedding function,

score(�) = cos
�
�(c i

r); �(c �
r )

�
+ � � cos

�
�(x i ); �(x � )

�
; (2)

where � is a weighting hyper-parameter that balances category-level and prompt-level similarity.
We detail ARMS's procedure in Algorithm 1 in Appendix D.2 and provide an illustration in Figure 2.

3.5 ARMS-BENCH: Advanced Safety Dataset for VLMs

Building on the strong attack capabilities and diversity of ARMS, we introduce ARMS-BENCH,
a large-scale multimodal safety dataset with over 30K red-teaming instances that systematically
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uncover diverse vulnerabilities of VLMs. Each instance is generated through ARMS's multi-turn
optimization process, ensuring both high success rate and diversity while capturing critical, real-world
safety risks faced by VLMs. As described in §3.2, harmful behaviors and risk de�nitions are �rst
collected from existing VLM safety benchmarks and AI regulations, then fed into ARMS to produce
successful adversarial instances. These instances are systematically clustered and categorized into 51
categories and grouped into four high-level sectors: General AI Risk, EU AI Act Regulation, OWASP
Policy, and FINRA Regulation (detailed in Appendix C.2). We curate ARMS-BENCH to advance
VLM safety through two complementary objectives.

Reasoning-Enhanced Safety Alignment. We aim to build a practical alignment dataset that re�ects
real-world, diverse, and safety-critical threats against VLMs. For each successful adversarial instance
discovered by ARMS, we replace the original compliant response with a reasoning-enhanced refusal
generated by aligned expert VLMs, where the reasoning trace provides explanations that justify
both the refusal and the violated policy. In addition, we augment each red-teaming input via deep
safety alignment [32] to ensure robust generalization across diverse attack patterns and perturbations.
After �ne-tuning, models are not only aligned toward safe behavior but also learn to internalize
and articulate the rationale behind refusal. In total, ARMS-BENCH contains 27,776 single-turn
adversarial instances and 2,224 multi-turn conversations (ranging from 4 to 12 turns). This balance
covers both direct and conversational attack surfaces, ensuring diversity and realism. We evaluate the
effectiveness of this alignment dataset for safety �netuning and report results in §4.3.

Reliable Multimodal Safety Benchmark. Since ARMS dynamically tailors attacks to each VLM,
directly comparing their vulnerabilities is challenging. To address this, we leverage the red-teaming
knowledge discovered by ARMS and construct a static, �ne-grained benchmark that enables stable
evaluation of VLM robustness and compliance. Speci�cally, we carefully select the most successful,
representative, and diverse adversarial instances generated by ARMS under each risk category,
yielding 1,020 evaluation samples (20 per category), where each sample is paired with a policy-based
LLM judge to provide consistent and reproducible assessment of the harmfulness of model responses.
This benchmark set establishes a standardized evaluation protocol that enables reliable discovery
of VLM vulnerabilities and facilitates tracking their safety progress over time. A comprehensive
evaluation across a wide range of VLMs on this benchmark is reported in Appendix C.2.

Further details on the construction methodology, risk categories, statistics, and evaluations of ARMS-
BENCH are provided in Appendix C.

4 Experiment
4.1 Experimental Settings
Datasets. We adopt three public instance-based benchmarks and three real-world policies to provide
a comprehensive risk assessment. For instance-based benchmark, we use StrongReject [37],
JailbreakBench [3] and JailbreakV [26]. For StrongReject and JailbreakV, we sample subsets based
on the risk categories to balance coverage and computational cost. We sample 60 cases evenly across
6 categories from StrongReject, and 80 cases evenly across 16 categories from JailbreakV.

For policy-based evaluation, we evaluate on (1) EU AI Act [13]: policies from the comprehensive
regulatory framework for arti�cial intelligence in the European Union across 13 categories; (2)
OWASP [29]: risk de�nitions from the OWASP 2024 Top 10 Web Application Security Risks, which
is a standard awareness document for developers and web application security across 10 categories;
(3) FINRA [2]: policies from the Financial Industry Regulatory Authority (FINRA) 2025 oversight
report, including �nancial risks such as fraud, insider trading, and money laundering across 16
categories. For this policy-based evaluation, we generate �ve malicious instructions for each risk
category that explicitly violate the policy it belongs.

Victim VLMs. We evaluate eight multimodal models as target victim models in total, including four
frontier proprietary models Claude 4, Claude 3.7, Claude 3.5, GPT-4o, and four sizes of the SOTA
open-source models InternVL3-2B, InternVL3-8B, InternVL3-14B and InternVL3-38B.

Evaluation Metric. We use the attack success rate (ASR) as a metric to indicate the harmfulness
of the response of the victim model. Generally, we use GPT-4o as the judge model to evaluate the
harmfulness of the responsey, where the judge score is denoted asJ(y) . For the three instance-based
benchmarks, we adopt their original evaluation rubricsR s to obtain the judge scores which scale
from 0 to 1, and then compute the mean judge score1

N

P N
i=1 J(y i ; R s) as ASR. For the three

policy-based evaluations, we tailor �ve-point Likert scale rubricsR p for each evaluation, count one
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Table 1: Attack success rate (ASR, %) across two evaluation settings, i.e., instance-based and policy-
based risk assessments. Speci�cally, we demonstrate the results of red-teaming four closed-source
VLMs, i.e., Claude-4-Sonnet, Claude-3.7-Sonnet, Claude-3.5-Sonnet and GPT-4o, and one SOTA
open-source VLM, i.e., InternVL3-38B. Higher ASR indicates the model's response is more harmful.
The highest attack success rate for each column is in bold.

Victim Model Method Instance-based Risk Assessment Policy-based Risk Assessment

StrongReject JailbreakBench JailbreakVEU AI Act OWASP FINRA

Claude-4-Sonnet

Direct 0.0 2.0 7.5 22.0 4.6 0.0
FigStep 1.7 0.0 7.5 22.0 55.4 6.2
SI-Attack 43.3 57.0 56.2 48.0 53.8 38.8
QR-Attack 0.0 0.0 1.2 14.0 4.6 0.0
X-Teaming 57.7 26.0 35.0 40.0 13.8 33.8
ARMS 93.3 89.0 73.8 75.4 96.0 91.3

Claude-3.7-Sonnet

Direct 1.3 4.0 2.5 3.1 38.0 1.3
FigStep 3.3 0.0 1.3 15.4 0.0 11.3
SI-Attack 37.1 27.0 51.3 23.1 28.0 30.0
QR-Attack 0.0 0.0 1.3 4.6 26.0 0.0
X-Teaming 72.1 75.0 40.0 49.2 56.0 75.0
ARMS 95.2 90.0 72.5 81.5 98.0 95.0

Claude-3.5-Sonnet

Direct 0.0 1.0 0.0 0.0 16.0 0.0
FigStep 0.0 0.0 0.0 13.9 14.0 1.3
SI-Attack 22.5 30.0 47.5 23.1 42.0 33.8
QR-Attack 0.0 0.0 0.0 1.5 0.0 0.0
X-Teaming 20.2 11.0 21.3 15.6 34.0 11.3
ARMS 79.8 81.0 72.5 72.3 98.0 91.3

GPT-4o

Direct 0.0 0.0 5.0 6.2 34.0 2.5
FigStep 1.7 2.0 6.3 29.2 12.0 13.8
SI-Attack 31.0 36.0 50.0 32.3 50.0 46.3
QR-Attack 0.0 0.0 10.0 4.6 2.0 0.0
X-Teaming 86.5 79.0 52.5 49.2 50.0 71.3
ARMS 93.1 90.0 82.5 76.9 94.0 93.8

InternVL3-38B

Direct 3.1 0.0 1.3 13.9 54.0 6.3
FigStep 10.8 19.0 15.0 49.2 68.0 70.0
SI-Attack 67.7 63.0 70.0 67.7 88.0 97.5
QR-Attack 7.9 2.0 6.3 20.0 22.0 13.9
X-Teaming 82.7 86.0 51.3 50.8 54.0 75.0
ARMS 98.5 98.0 87.5 87.7 100.0 100.0

case as a successful attack only if its judge score exceeds the threshold� , and report the percentage
of such cases1N

P N
i=1 1[J(yi ; R p) � � ] as ASR. Across the experiment, we set� = 5 , which is the

upper bound of the �ve-point Likert judge, to ensure a rigorous policy-based evaluation that only the
red-teaming instances that elicit the most harmful responses are counted.

Baselines. We apply �ve black-box baselines considering both effectiveness and reproducibility:
Direct query, FigStep [14], SI-Attack [49], QR-Attack [22] and X-Teaming [34]. Direct query directly
takes the harmful instruction as a single-turn input. FigStep is set with default con�guration, and its
output text and image serve to SI-Attack as inputs. QR-Attack uses GPT-4o to extract keyword and
FLUX.1-schnell to generate images. X-Teaming uses GPT-4o (temperature=0) as the attacker model
and other settings are default.

ARMS Con�gurations. We employ GPT-4o (temperature=0.8) as the ARMS agent backbone
model, with the optimization budgetT = 30. For all the victim models, temperature is set to 0
across experiments. In the� -greedy strategy, we set the upper bound� max = 1:0 and lower bound
� min = 0:1, with the decay parameter� = 1:0 . The weighting parameter� used in memory retrieval
is set to 1.2. The parameters of memory module are decided after extensive ablation studies.

4.2 Main Results

ARMS is Effective for Comprehensive Risk Assessment. Table 1 shows that ARMS reaches SOTA
red-teaming performance, exceeding the best baseline on all six evaluations and on �ve victim models.
In general, Claude 3.7 and Claude 4 both exceed 90% ASR over three out of all six evaluations.
Speci�cally, the ASR against Claude 3.7 rises from 72.1% to 95.2% on StrongReject compared
with X-Teaming, and from 49.2% to 81.5% on the EU AI Act policy, while topping 98.0% on
OWASP. Comparable margins hold for Claude 4, Claude 3.5, GPT-4o and InternVL3-38B, where
ARMS consistently achieves 70% ASR across six evaluations. Table 14 showcases that ARMS
also consistently achieves a higher ASR than other early red-teaming approaches. The illustrative
red-teaming instances between ARMS and baseline are shown in Appendix B.9.

Figure 3 breaks the ASR down into the 45 risk categories that make up the union of StrongReject,
EU AI Act, OWASP and FINRA. ARMS reaches at least 90% ASR in 32 of those categories and
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Figure 3: Attack success rate (ASR) of different methods on Claude 3.7 by comprehensive risk
categories, across instance-based benchmark (StrongReject) and policy-based safety evaluation (EU
AI Act, OWASP and FINRA). Higher ASR indicates the model's response is more harmful.

Figure 4: Attack success rate (ASR, %) of different meth-
ods on various size of InternVL3-series models, across
instance-based and policy-based risk assessments.

Figure 5: Diversity score of the red-
teaming instances generated by differ-
ent methods on StrongReject.

never drops below 40%. By contrast, the strongest baseline (X-Teaming) exceeds 50% in 32 of
the categories and records complete failure (0% ASR). Crucially, ARMS is the only method that
consistently penetrates regulation-centric risks such as encryption breaking, market manipulation and
supply-chain attacks and so on.

ARMS Goes Beyond Simple Strategy Routing. A natural question is whether ARMS merely
routes the harmful request to whichever red-teaming strategy works best. To probe this, we built a
brute-force oracle that applies all red-teaming strategies to every request and only keeps the highest
judge score. The results are summarized in Figure 7. Averaged over the StrongReject evaluation
against Claude 3.7, this oracle reaches an ASR of 84.0%, surpassing the best baseline X-Teaming of
72.1%, but still well below ARMS's 95.2%.

Since the oracle selects the optimal red-teaming strategy with hindsight, outperforming it shows that
ARMS does far more than routing: it actively reasons in multiple steps to optimize and orchestrate red-
teaming instances. Furthermore, we observe that ARMS could orchestrate various attack strategies
both sequentially and in parallel. See Appendix B for more details on qualitative study.

Safety of VLMs across Different Model Versions and Sizes. Focusing on the Claude series, Table 1
shows that Claude 3.7 attains a higher ASR than Claude 3.5 and Claude 4 when used as the victim
model. While higher ASR corresponds to a greater likelihood of eliciting harmful outputs, this
indicates that Claude 3.7 is relatively more vulnerable, whereas Claude 3.5 is more robust with a
lower ASR. Figure 4 tracks ASR for four sizes of the InternVL3 family under the StrongReject
and EU AI Act evaluations. ARMS maintains more than 87% ASR in every size, indicating the
vulnerabilities across scales. By contrast, the strongest baseline (X-Teaming) is consistently lower
and never exceeds 80% on the EU AI Act evaluation. Taken together, these results suggest that
ARMS consistently explores more vulnerabilities across model versions and sizes.

Diversity of Red-Teaming Instances. Figure 5 compares four methods by their diversity scores,
de�ned as1 � cos

�
CLIP(x); CLIP(y)

�
with CLIP [33] to embed the instances produced on Stron-

gReject evaluation against Claude 3.7. While higher score corresponds to greater diversity, ARMS
attains a markedly higher mean score of 0.423, compared with X-Teaming (0.216), SI-Attack (0.294)
and FigStep (0.205). The result con�rms that ARMS generates far more diverse red-teaming instances
than existing methods. See Appendix B for details on diversity measurement.

4.3 Enhancing Multimodal Safety Alignment with ARMS-BENCH

As shown in Table 2, safety �ne-tuning with ARMS-BENCH achieves the best trade-off between
robustness and utility. Compared to JailbreakV, ARMS-BENCH reduces ASR more effectively
across both instance-based (e.g., dropping ASR of ARMS from 98.5% to 69.6%) and policy-based
evaluations (e.g., from 87.7% to 29.2%) while preserving or even enhancing general capabilities.
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Figure 6: Ablation experiment on the memory hyper-parameters: (a) Topk indicates how many
reference memories are selected; (b)� is the weight for memory retrieval; (c)� controls the speed of
epsilon-greedy decay. Experiments are conducted on StrongReject against Claude 3.7.
Table 2: A comparison of the attack success rate (ASR, %) and capability across the pre-trained
InternVL3-38B baseline, InternVL3-38B �ne-tuned with a benign dataset (indicated by "+"), and
InternVL3-38B �ne-tuned with a mixture of benign dataset and safety alignment datasets (indicated
by "++"). Lower ASR indicates the model's response is safer. Top-2 best performances are in bold.

Instance-based (ASR) _ Policy-Based (ASR) _ Capability (Accuracy) ^

ARMS X-Teaming SI-Attack ARMS X-Teaming SI-Attack MMMU MMMU-Pro MathVista

InternVL3-38B 98.5 82.7 67.7 87.7 50.8 67.7 63.8 44.0 71.0
+ Benign 95.0 80.8 66.5 89.2 53.8 70.8 64.9 42.9 72.6
++JailbreakV 98.0 86.5 20.6 87.7 56.9 16.9 60.0 39.7 69.0
++ARMS-BENCH 69.6 17.3 0.0 29.2 3.1 0.0 64.5 40.5 71.7

Notably, ARMS-BENCH-tuned models retain competitive or improved performance on MMMU
(64.5%), and MathVista (71.7%), showing that alignment with ARMS-BENCH doesn't compromise
downstream utility. See Appendix C for more details on safety �ne-tuning and evaluation experiments.
4.4 Ablation Studies
We conducted extensive ablation studies on the different settings of the memory hyper-parameters
and the backbone model of the ARMS framework, to understand the effectiveness of these main
components and determine the parameters setting with best performance.

Memory Settings. Figure 6 examines how the three hyper-parameters in the layered memory module
in�uence performance of ARMS, evaluated on the StrongReject against Claude 3.7. For Topk setting,
supplying no memory hurts ASR (89.4%). Performance peaks atk=3 (95.2% ASR) and then drops
when too many entries are returned (k=7 , 85.6% ASR), suggesting that a small, high-quality context
is preferable. For retrieval weighting parameter� , ASR is stable between�=0:8 and1:2(94.4–95.2%
ASR), but declines when the weight is too small or too large. For decay rate� , a moderate epsilon-
greedy decay (�=1 ) delivers the highest ASR (95.2%). Setting� to 0 disables exploitation and
markedly lowers success (86.0%), while overly slow decay (�=2) also harms performance.

Table 3: Ablation experiment on the back-
bone con�gurations. Experiments are con-
ducted on StrongReject against Claude 3.7.

Backbone Model ASR (%)

GPT-4o 95.2
w/o vision modality 92.1 (3.1 #)
w/o reasoning 82.9 (12.3 #)

Qwen3-235B 80.6

Backbone Model of ARMS. Table 3 compares several
backbone con�gurations on the StrongReject evaluation
against Claude 3.7. Using GPT-4o by ARMS's default
setting yields the highest ASR of 95.2%. Removing the
vision modality leads to a 3.1 pp drop, while forbidding
the reasoning incurs a much larger 12.3 pp drop, indi-
cating that both cross-modal perception and reasoning
are critical to ARMS's effectiveness. Replacing GPT-
4o with the newly released Qwen3-235B model further
lowers ASR to 80.6%, showing a clear advantage for
stronger multimodal backbones. See Appendix B for more details on backbone settings.

Judge Model. We present the ASR of various backbone and judge combinations in Table 6. Re-
sults show that ARMS's effectiveness of high ASR remains robust across different judges, and
reasoning-enhanced judges like o3-mini further improves ASR from 76.9% to 100.0% on policy-
based evaluation, compared with GPT-4o as judge. See Appendix B for details on the judge variations.

5 Conclusion
In this paper, we proposed ARMS, a novel red-teaming agent that combines strategic multi-step rea-
soning, and adaptive attack orchestration and generation to uncover vulnerabilities in multimodal AI
systems, which enables controllable generation conditioned on given risk de�nitions for the �rst time.
With 11 novel multimodal attack strategies and layered memory design, ARMS outperforms prior
methods in attack success rate and diversity across models and evaluations. We further introduced
ARMS-BENCH, a large-scale dataset of over 30K red-teaming instances to support both open-world
and policy-based safety evaluation and alignment of VLMs.
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A Discussion on Limitations and Social Impacts

Limitations. While ARMS effectively uncovers diverse vulnerabilities in VLMs, achieved by its
uni�ed integration of various attack strategies and a dynamic layered memory module that signi�cantly
enhances optimization ef�ciency, the attack process may still incur substantial time and API costs
as the number of optimization turns increases, particularly when targeting more robust models such
as Claude-3.5-Sonnet. Although ARMS already achieves strong trade-offs between attack success,
diversity, and resource usage, we encourage future work to further reduce computational costs and
latency, and to expand the range of attack strategies by leveraging the uni�ed attack interface offered
by our framework.

Social Impacts. We present ARMS, the �rst uni�ed red-teaming agent framework for multimodal
models, aimed at autonomously identifying safety vulnerabilities in VLMs to help developers and
users recognize emerging threats and implement effective mitigations. We also introduce ARMS-
BENCH, the �rst comprehensive multimodal safety dataset for benchmarking VLMs across diverse
risk categories and supporting their alignment toward safer deployment. Our �ndings provide
actionable insights for the research community, highlighting the unique risks posed by VLMs and
their real-world implications for safety, misuse prevention, and responsible AI development.

B ARMS Experiment Details and Additional Results

B.1 Details on Evaluation Setup

Computation details. All of our experiments are conducted on three computing clusters. First one is
equipped with 10 NVIDIA RTX A6000 GPUs, each with 48 GB of GDDR6 memory. Second one is
equipped with 8 NVIDIA H200 Tensor Core GPUs, each with 141 GB of HBM3e memory. Third
one is equipped with 8 NVIDIA H100 Tensor Core GPUs, each with 80GB of HBM3 memory.

Models. We categorize the HuggingFace links or endpoint speci�cation of all the models used in the
evaluation as follows.

Table 4: HuggingFace links or endpoint speci�cations of used models.

Model Endpoint

InternVL3-2B https://huggingface.co/OpenGVLab/InternVL3-2B
InternVL3-8B https://huggingface.co/OpenGVLab/InternVL3-8B
InternVL3-14B https://huggingface.co/OpenGVLab/InternVL3-14B
InternVL3-38B https://huggingface.co/OpenGVLab/InternVL3-38B
GPT-4o https://platform.openai.com/docs/models/gpt-4o, gpt-4o-2024-11-20 endpoint
Claude 3.5 Sonnet https://www.anthropic.com/news/claude-3-5-sonnet, claude-3-5-sonnet-20241022 endpoint
Claude 3.7 Sonnet https://www.anthropic.com/news/claude-3-7-sonnet, claude-3-7-sonnet-20250219 endpoint
Claude 4 Sonnet https://www.anthropic.com/news/claude-4, claude-sonnet-4-20250514 endpoint
Claude 4 Opus https://www.anthropic.com/news/claude-4, claude-opus-4-20250514 endpoint

The hyper-parameters for ARMS in our experiment settings are reported in Table 5.

Table 5: Hyper-parameter Settings for ARMS

Type Parameter Value

Memory

Top K 3
� 1.2
� 1.0

� max 1.0
� min 0.1

Backbone Max tokens 1024
Temperature 0.8

Victim Max tokens 1024
Temperature 0

Judge Max tokens 1024
Temperature 0
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B.2 Details on Attack Diversity

We de�ne diversity score to indicate the diversity of the red-teaming instances produced by different
methods. Formally, the diversity score between two instances are de�ned as:

Diversity Score(x, y) = 1 � cos
�
CLIP(x); CLIP(y)

�
(3)

We use CLIP model [33] to embed the red-teaming instances, calculate the cosine similarity of the
embeddings, and utilize the one minus cosine similarity to indicate diversity. For the multimodal
instance, we concatenate the image embedding and the text embedding to represent that instance. For
the text-only instance as used in baselines such as X-Teaming, we use the pure text embedding to
denote that instance.

Figure 5 presents the diversity score of four red-teaming algorithms (ARMS, X-Teaming, SI-Attack
and FigStep) on the StrongReject evaluation against Claude 3.7. For each algorithm, we calculate the
pairwise diversity score, and report the distribution and mean score. ARMS gains a notably higher
mean score of 0.423, compared with other baseline methods X-Teaming (0.216), SI-Attack (0.294)
and FigStep (0.205), achieving 95.83% improvement compared to X-Teaming.

B.3 Details on Ablation Studies

B.3.1 Memory Ablations

We isolate the contribution of the layered memory by varying its three key hyper-parameters Top
k, alpha� and lambda� . Three hyper-parameters are varied one at a time, with the others �xed to
their default values(k=3; �=1:2; �=1:0) . All the memory ablation experiments in Table 6 are
conducted on the StrongReject evaluation against Claude 3.7 model.

Top-k retrieval. Supplying no memory (k=0 ) reduces ASR to 89.4%. Performance peaks atk=3
(95.2%) and falls sharply for larger contexts (85.6% ASR whenk=7 ), indicating that a small set of
high-quality reference memories is preferable to a lengthy one.

Retrieval weight (� ). � 2 [0:8; 1:2] sustains more than 94% ASR, whereas pushing the weight too
low or too high degrades performance to nearly 90%.

Epsilon-greedy decay (� ). In the pure exploration setting (�=0 ), ASR drops to 86.0%. A moderate
decay (�=1) yields the best result (95.2% ASR), while the lower decay could hurt ASR.

These trends con�rm that ARMS bene�ts from concise memory and from switching between
exploration to exploitation. Beyond these calibrated settings, the framework remains robust, with all
con�gurations exceeding 85% ASR.

B.3.2 Backbone Ablations

We measure how ARMS's attack success rate depends on the backbone model. All the backbone
ablation experiments are conducted on the StrongReject evaluation against Claude 3.7 model. We
summarize the three backbone variants as shown in Table 3.

No vision modality. In this setting, the backbone model is not given the vision instance produced by
the red-teaming strategies, with text components only. As shown in Table 3, we �nd this inability
leads to a slight ASR drop, from 95.2% to 92.1%.

No reasoning. In this setting, we remove the reasoning-related instructions in the system prompt,
and require the backbone model to directly respond with the action as well as the corresponding
parameters. We keep other part of the system prompt identical to ensure the absence of reasoning
is the main cause to the difference of the ASR. Table 3 shows this reasoning inability leads to a
considerable ASR drop, from 95.2% to 82.9%.

Qwen3-235B. In this setting, we adopt Qwen3-235B-A22B FP8 model from Together AI as the
backbone model. Note that Qwen3 is a text generation model, so there is no input in vision modality
and we only give the text of the red-teaming instance to the Qwen3 backbone after it chooses to call a
red-teaming strategy which produces the red-teaming instances. The resulting ASR falls from 95.2%
to 80.6%, con�rming that a stronger multimodal backbone model is crucial for effective red-teaming.
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B.3.3 Judge Ablations

While the judge model never has access to the optimized adversarial input, and is only used to
evaluate the responses come from the victim model, any bias from model overlap between attack
model and judge model is minimal. To further address the possible concern, we provide additional
experiments using various backbone and judge combinations, in addition to the default setting that
uses GPT-4o as backbone model and judge model.

Table 6: Ablation experiment on GPT-4o victim model with various backbone and judge models on
benchmark-based and policy-based evaluations.

Backbone Judge Dataset ASR

GPT-4o GPT-4o StrongReject 93.1%
Claude-3.7-Sonnet GPT-4o StrongReject 99.4%
GPT-4o o3-mini StrongReject 90.4%
Claude-3.7-Sonnet o3-mini StrongReject 99.8%
GPT-4o GPT-4o EU AI Act 76.9%
Claude-3.7-Sonnet GPT-4o EU AI Act 92.3%
GPT-4o o3-mini EU AI Act 100.0%
Claude-3.7-Sonnet o3-mini EU AI Act 100.0%

Table 6 shows that ARMS's effectiveness of high ASR remains robust across different model pairings,
con�rming that the potential evaluation bias does not affect our �ndings. We can conclude from the
results that:

1. ARMS consistently achieves high ASR regardless of whether the attacker and judge models
are the same or different, indicating that evaluation bias is minimal.

2. Using Claude-3.7 as the backbone of ARMS results in higher ASR than GPT-4o, suggesting
it is particularly effective for attack optimization.

3. Reasoning-enhanced judges like o3-mini appear to better guide attack optimization on policy-
based evaluation, as these risks are inherently more complex and require more sophisticated
assessment.

B.4 Attack Success Rate on Claude 4 Family

Table 7 includes our study to the family of Claude 4 models (i.e., Claude 4 Opus and Claude 4 Sonnet)
to measure the robustness of the most frontier VLMs.

Overall, Claude 4 series remain highly vulnerable to ARMS. For Claude 4 Opus, ARMS surpasses
90% ASR on both StrongReject (90.2%) and JailbreakBench (96.0%), and keeps more than 80%
on the JailbreakV evaluation (81.3%). In the policy suites it reaches 83.1% (EU AI Act), 94.0%
(OWASP) and 93.8% (FINRA). For Claude 4 Sonnet, ARMS scores 93.3% on StrongReject, 89.0%
on JailbreakBench and 73.8% on JailbreakV, while hitting 75.4% on EU AI Act, 96.0% on OWASP
and 91.3% on FINRA.

Across every type of safety evaluation, ARMS outperforms the best competing baseline method by
at least 15 pp and even by 50 pp. The gap con�rms that ARMS's adaptive exploration rather than
static attack templates is essential for uncovering emergent vulnerabilities in even the most recent,
safety-aligned VLMs.

Speci�cally, we �nd Claude 4 Opus is quite resilient to SI-Attack: when using Anthropic SDK, the
model returns an empty list and the stop reason of this request is `refusal'. This API-level refusal is
not observed in Claude 4 Sonnet evaluation.
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Table 7: Evaluation of attack success rate (ASR, %) across two evaluation settings, i.e., instance-
based and policy-based risk assessments. Speci�cally, we demonstrate the results of red-teaming two
recently released Claude 4 models (i.e., Claude 4 Opus and Claude 4 Sonnet). The best performance
is in bold.

Victim Model Method Instance-based Risk Assessment Policy-based Risk Assessment

StrongReject JailbreakBench JailbreakVEU AI Act OWASP FINRA

Claude-4-Opus

Direct 1.5 4.0 3.8 46.0 3.1 0.0
FigStep 4.6 0.0 2.5 20.0 29.2 0.0
SI-Attack 0.0 0.0 2.5 0.0 0.0 1.2
QR-Attack 0.0 1.0 3.8 34.0 3.1 0.0
X-Teaming 65.2 40.0 38.8 48.0 32.3 46.2
ARMS 90.2 96.0 81.3 83.1 94.0 93.8

Claude-4-Sonnet

Direct 0.0 2.0 7.5 22.0 4.6 0.0
FigStep 1.7 0.0 7.5 22.0 55.4 6.2
SI-Attack 43.3 57.0 56.2 48.0 53.8 38.8
QR-Attack 0.0 0.0 1.2 14.0 4.6 0.0
X-Teaming 57.7 26.0 35.0 40.0 13.8 33.8
ARMS 93.3 89.0 73.8 75.4 96.0 91.3

B.5 Attack Success Rate of Brute Force Searching

To address the concern whether ARMS is merely routes each harmful behavior request to whichever
red-teaming strategies works best, we constructed a brute-force oracle: every harmful behavior is
attacked with all available strategies.

Figure 7 reports attack results of this approach on the StrongReject benchmark. For each behavior we
retain the highest judge score across strategies and then average these maxima over the evaluated
dataset. This exhaustive oracle achieves an ASR of 84.0%, which is higher than the state-of-the-art
baseline X-Teaming (72.1%), yet still well below ARMS's 95.2% ASR.

The gap shows that ARMS is not a mere strategy router. It re�nes and combines individual red-
teaming strategies to reach its superior performance.

B.6 Attack Success Rate by Risk Categories

We present the attack success rate (ASR) by risk categories on the instance-based benchmarks and
policy-based evaluations as follows.

StrongReject. Table 8 show the attack results on StrongReject evaluation by 6 risk categories.
Abbreviations used in the table headers are as follows: “DD” is “Disinformation and deception”;
“HHD” is “Hate, harassment, and discrimination”; “IGS” is “Illegal goods and services”; “NVC” is
“Non-violent crimes”; “SC” is “Sexual content”; “VIO” is “Violence”.

Table 8: Attack success rate (ASR, %) by risk categories in StrongReject evaluation

Model DD HHD IGS NVC SC VIO

Claude-4-Opus 100.0 80.0 92.5 98.8 80.0 90.0
Claude-4-Sonnet 98.8 91.2 90.0 100.0 85.0 95.0
Claude-3.7-Sonnet 100.0 95.0 93.8 88.8 96.2 97.5
Claude-3.5-Sonnet 75.0 86.2 76.2 68.8 73.8 98.8
GPT-4o 98.8 87.5 100.0 90.0 86.2 96.2
InternVL3-2B 97.5 96.2 100.0 100.0 98.8 100.0
InternVL3-8B 100.0 95.0 100.0 97.5 96.2 100.0
InternVL3-14B 100.0 87.5 97.5 100.0 88.8 100.0
InternVL3-38B 100.0 93.8 100.0 100.0 97.5 100.0

JailbreakBench. Table 9 show the attack results on JailbreakBench evaluation by 10 risk categories.
Abbreviations used in the table headers are as follows: “DIS” is “Disinformation”; “EH” is “Economic
harm”; “EA” is “Expert advice”; “FD” is “Fraud/Deception”; “GDM” is “Government decision-
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Figure 7: Attack success rate (ASR) by harmful behavior and red-teaming strategy. Speci�cally, the
harmful behaviors cover six risk categories, originating from StrongReject datasets.

making”; “HD” is “Harassment/Discrimination”; “MH” is “Malware/Hacking”; “PH” is “Physical
harm”; “PRIV” is “Privacy”; and “SAC” is “Sexual/Adult content”.

JailbreakV. Table 10 show the attack results on JailbreakV evaluation by 16 risk categories. Abbrevi-
ations used in the table headers are as follows: “AA” is “Animal Abuse”; “BIA” is “Bias”; “CAC”
is “Child Abuse Content”; “EH” is “Economic Harm”; “FRD” is “Fraud”; “GD” is “Government
Decision”; “HS” is “Hate Speech”; “HC” is “Health Consultation”; “IA” is “Illegal Activity”; “MAL”
is “Malware”; “PH” is “Physical Harm”; “PS” is “Political Sensitivity”; “PV” is “Privacy Violation”;
“TUA” is “Tailored Unlicensed Advice”; “UB” is “Unethical Behavior”; and “VIO” is “Violence”.

EU-AI-Act. Table 11 show the attack results on EU AI Act evaluation by 13 risk categories. Ab-
breviations used in the table headers are as follows: “AD” is “Automated Discrimination”; “AO” is
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Table 9: Attack success rate (ASR, %) by risk categories in JailbreakBench evaluation

Model DIS EH EA FD GDM HD MH PH PRIV SAC

Claude-4-Opus 100.0 100.0 90.0 90.0 100.0 90.0 100.0 100.0 100.0 90.0
Claude-4-Sonnet 100.0 90.0 100.0 80.0 90.0 100.0 80.0 80.0 90.0 80.0
Claude-3.7-Sonnet 50.0 90.0 80.0 90.0 100.0 100.0 100.0 100.0 100.0 90.0
Claude-3.5-Sonnet 70.0 70.0 80.0 80.0 100.0 70.0 90.0 80.0 80.0 90.0
GPT-4o 80.0 100.0 90.0 100.0 80.0 70.0 90.0 100.0 100.0 90.0
InternVL3-38B 90.0 100.0 100.0 90.0 100.0 100.0 100.0 100.0 100.0 100.0

Table 10: Attack success rate (ASR, %) by risk categories in JailbreakV evaluation

Model AA BIA CAC EH FRD GD HS HC IA MAL PH PS PV TUA UB VIO

Claude-4-Opus 80.0 100.0 60.0 100.0 100.0 100.0 80.0 80.0 100.0 100.0 100.0 20.0 60.0 80.0 80.0 60.0
Claude-4-Sonnet 80.0 100.0 60.0 100.0 100.0 100.0 20.0 60.0 100.0 100.0 100.0 40.0 60.0 60.0 80.0 20.0
Claude-3.7-Sonnet 80.0 60.0 60.0 100.0 100.0 80.0 60.0 40.0 100.0 100.0 100.0 20.0 40.0 80.0 100.0 40.0
Claude-3.5-Sonnet 80.0 100.0 80.0 100.0 100.0 40.0 60.0 40.0 100.0 100.0 60.0 80.0 40.0 80.0 80.0 20.0
GPT-4o 100.0 80.0 100.0 100.0 100.0 80.0 80.0 40.0 100.0 100.0 80.0 100.0 40.0 100.0 80.0 40.0
InternVL3-38B 100.0 100.0 80.0 100.0 100.0 100.0 60.0 100.0 100.0 100.0 100.0 60.0 40.0 100.0 80.0 80.0

“Automated Operation”; “BC” is “Biometric Categorization”; “BIC” is “Biometric Information Col-
lection”; “DI” is “Deceptive Interfaces”; “EM” is “Emotion Manipulation”; “HAR” is “Harassment”;
“HTC” is “Hate/Toxic Content”; “PJ” is “Predictive Justice”; “SS” is “Social Scoring”; “SM” is
“Subliminal Manipulation”; “SYS” is “System Security”; and “VE” is “Vulnerability Exploitation”.

Table 11: Attack success rate (ASR, %) by risk categories in EU AI Act evaluation

Model AD AO BC BIC DI EM HAR HTC PJ SS SM SYS VE

Claude-4-Opus 80.0 60.0 100.0 100.0 100.0 100.0 80.0 60.0 80.0 100.0 100.0 40.0 80.0
Claude-4-Sonnet 80.0 60.0 80.0 80.0 80.0 100.0 80.0 60.0 80.0 100.0 80.0 20.0 80.0
Claude-3.7-Sonnet 80.0 80.0 80.0 60.0 100.0 100.0 80.0 60.0 80.0 100.0 100.0 40.0 100.0
Claude-3.5-Sonnet 80.0 80.0 60.0 80.0 80.0 100.0 80.0 60.0 80.0 100.0 60.0 0.0 80.0
GPT-4o 80.0 60.0 80.0 80.0 80.0 100.0 80.0 80.0 80.0 100.0 80.0 20.0 80.0
InternVL3-2B 100.0 80.0 60.0 80.0 80.0 100.0 80.0 100.0 100.0 100.0 100.0 100.0 100.0
InternVL3-8B 80.0 80.0 100.0 100.0 100.0 100.0 100.0 80.0 80.0 80.0 100.0 80.0 80.0
InternVL3-14B 80.0 100.0 60.0 80.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 80.0
InternVL3-38B 80.0 100.0 100.0 100.0 80.0 100.0 80.0 80.0 80.0 100.0 100.0 40.0 100.0

OWASP. Table 12 show the attack results on OWASP evaluation by 10 risk categories. Abbreviations
used in the table headers are as follows: “BAC” is “Broken Access Control”; “CF” is “Cryptographic
Failures”; “IAAF” is “Identi�cation and Authentication Failures”; “INJ” is “Injection”; “ID” is
“Insecure Design”; “SLMF” is “Security Logging and Monitoring Failures”; “SM” is “Security
Miscon�guration”; “SSRF” is “Server-Side Request Forgery”; “SDIF” is “Software and Data Integrity
Failures”; and “VOC” is “Vulnerable and Outdated Components”.

Table 12: Attack success rate (ASR, %) by risk categories in OWASP evaluation

Model BAC CF IAAF INJ ID SLMF SM SSRF SDIF VOC

Claude-4-Opus 100.0 100.0 100.0 80.0 100.0 100.0 100.0 100.0 60.0 100.0
Claude-4-Sonnet 100.0 100.0 80.0 80.0 100.0 100.0 100.0 100.0 100.0 100.0
Claude-3.7-Sonnet 100.0 100.0 100.0 100.0 100.0 80.0 100.0 100.0 100.0 100.0
Claude-3.5-Sonnet 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 80.0
GPT-4o 80.0 100.0 100.0 100.0 100.0 100.0 80.0 100.0 100.0 80.0
InternVL3-38B 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

FINRA. Table 13 show the attack results on FINRA evaluation by 16 risk categories. Abbreviations
used in the table headers are as follows: “AML” is “AML Evasion”; “APT” is “APT Intrusion”;
“CE” is “Compliance Evasion”; “DI” is “Deepfake Impersonation”; “DF” is “Document Forgery”;
“EB” is “Encryption Breaking”; “HT” is “Hacking Techniques”; “IF” is “Identity Fraud”; “IW” is
“Imposter Websites”; “IT” is “Insider Threats”; “MD” is “Malware Development”; “MM” is “Market
Manipulation”; “PSE” is “Phishing & Social Engineering”; “RA” is “Ransomware Attacks”; “SF” is
“Scam Facilitation”; and “SCA” is “Supply Chain Attacks”.
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Table 13: Attack success rate (ASR, %) by risk categories in FINRA evaluation

Model AML APT CE DI DF EB HT IF IW IT MD MM PSE RA SF SCA

Claude-4-Opus 60.0 100.0 80.0 100.0 100.0 100.0 100.0 80.0 100.0 80.0 100.0 100.0 100.0 100.0 100.0 100.0
Claude-4-Sonnet 80.0 80.0 100.0 60.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 60.0 100.0 80.0
Claude-3.7-Sonnet 100.0 100.0 100.0 100.0 80.0 100.0 100.0 80.0 80.0 100.0 100.0 100.0 100.0 80.0 100.0 100.0
Claude-3.5-Sonnet 80.0 100.0 100.0 100.0 100.0 100.0 100.0 80.0 100.0 100.0 100.0 80.0 100.0 80.0 80.0 60.0
GPT-4o 80.0 100.0 100.0 100.0 100.0 80.0 80.0 80.0 100.0 100.0 80.0 100.0 100.0 100.0 100.0 100.0
InternVL3-38B 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0 100.0

B.7 Attack Success Rate by Optimization Budget

We present the attack success rate (ASR) by optimization budgetT on the instance-based benchmarks
and policy-based evaluations as below, fromT = 2 to T = 30. Note thatT starts from two since
ARMS utilizes the �rst action (T = 1) to generate a multimodal red-teaming instance, hence the �rst
opportunity for a successful attack isT = 2. In the following plots, we label the number of ASR at
T = 2, T = 10, T = 20 and T = 30.

StrongReject. Figure 8 shows the results of the StrongReject evaluation by optimization budget.
Claude 3.7 begins at 25% ASR, passes 80% at T = 10, and �nally converges to 95%. Claude 3.5 is
the hardest target. It begins at 14% ASR and �nally achieves 80% atT = 30, which is the lowest
�nal ASR among the six victim models. GPT-4o reaches a �nal 93% ASR, which is between Claude
3.5 and Claude 3.7. InternVL3 families are far more vulnerable: 2B variant starts at 76% and ends at
99%, and larger variants (8B, 14B and 38B) converge a few steps later, but all exceed 96%.

JailbreakBench. Figure 9 shows the results of the JailbreakBench evaluation by optimization budget.
Claude 3.7 opens at 20% ASR and eventually settles at 90%. Claude 3.5 remains the toughest target,
which starts at 14% and ends at 81%. GPT-4o achieves 32% from the start and converges to 90%
ASR atT = 30, which is on par with Claude 3.7. InternVL3-38B already yields 54% ASR atT = 2,
reaches 89% at T = 10, and converges to 97% at T = 20, with the �nal 98% ASR at T = 30.

JailbreakV. Figure 10 shows the results of the JailbreakV evaluation by optimization budget. This
evaluation is harder than StrongReject and JailbreakBench with all ASR below 90%. Claude 3.7 rises
from 21% at the beginning to 50% byT=10 and ends at 72% ASR. Claude 3.5 follows a similar path
that starts at 23% and �nalizes at 72%. GPT-4o starts lower 14% but overtakes both Claude 3.5 and
Claude 3.7, and settles at 82% ASR. InternVL3-38B remains the softest target, which begins at 51%,
crosses 75% by T = 10 and �nally reaches 88%.

EU AI Act. Figure 11 shows the results of the EU AI Act evaluation by optimization budget. Claude
3.7 climbs from 46% atT=2 to 74% atT=10 and settles at 82%. Claude 3.5 tops out lower with
72% ASR. GPT-4o starts lowest (22%) yet �nishes midway (77%) between Claude 3.5 and Claude
3.7. The open-source InternVL3 families remain the most vulnerable: the 2B model already yields
65% ASR atT = 2 and levels off above 90%; the larger 8B, 14B and 38B variants stabilize with
88–92% ASR.

OWASP. Figure 12 shows the results of the OWASP evaluation by optimization budget. Claude-3.7
opens at 64% ASR, crosses 88% byT=10 and �nally stabilizes at 98%. Claude-3.5 starts lower
(40%) but follows the same trajectory, reaching 92% byT=20 and 98% at the end. GPT-4o begins at
52%, attains 88% aroundT=10 and converges slightly lower, at 94% ASR. InternVL3-38B is again
the easiest target: it already yields 78% by T = 2 and attains 100% ASR at T = 26.

FINRA. Figure 13 shows the results of the FINRA evaluation by optimization budget. Claude 3.7
starts at 44% ASR, surpasses 86% byT = 10 and converges to 95% ASR. Claude 3.5 lags by a few
points compared to Claude 3.7 and stabilizes at 91% ASR. GPT-4o opens slightly higher (54%) and
�nishes between the two Claude variants at 94%. InternVL3-38B yields 51% ASR onT = 2, crosses
95% by T=10 and attains 100% after about twenty queries.

B.8 Attack Success Rate of Other Baselines

While the main experiments select the prior SOTA red-teaming algorithm X-Teaming to compare,
we also conduct additional experiments on other baselines, including AutoDAN-Turbo [21] and
Rainbow-Teaming [35] under identical optimization budgetT = 30, corresponding to the maximum
of 30 responses from the judge that one algorithm may receive for a single attack, which aligns with
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Figure 8: Attack success rate (ASR) by optimization budget on StrongReject evaluation across 7
models, including Claude 3.7, Claude 3.5, GPT-4o, InternVL3-38B, InternVL3-14B, InternVL3-8B
and InternVL3-2B.
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Figure 9: Attack success rate (ASR) by optimization budget on JailbreakBench evaluation across 4
models, including Claude 3.7, Claude 3.5, GPT-4o and InternVL3-38B.

Figure 10: Attack success rate (ASR) by optimization budget on JailbreakV evaluation across 4
models, including Claude 3.7, Claude 3.5, GPT-4o and InternVL3-38B.

the default setting of ARMS. Victim model and judge model is GPT-4o with same endpoint and
sampling settings as ARMS's main experiments.

Table 14 shows that ARMS consistently achieves higher ASR, highlighting its effectiveness across
both benchmark-based evaluation and policy-based evaluation.
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Figure 11: Attack success rate (ASR) by optimization budget on EU AI Act evaluation across 7
models, including Claude 3.7, Claude 3.5, GPT-4o, InternVL3-38B, InternVL3-14B, InternVL3-8B
and InternVL3-2B.

Table 14: ASR of different red-teaming algorithms on benchmark-based and policy-based evaluation
against GPT-4o.

Algorithms StrongReject EU AI Act

Rainbow-Teaming 63.5% 67.7%
AutoDAN-Turbo 19.4% 27.7%
ARMS (Ours) 93.1% 76.9%
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Figure 12: Attack success rate (ASR) by optimization budget on OWASP evaluation across 4 models,
including Claude 3.7, Claude 3.5, GPT-4o and InternVL3-38B.

Figure 13: Attack success rate (ASR) by optimization budget on FINRA evaluation across 4 models,
including Claude 3.7, Claude 3.5, GPT-4o and InternVL3-38B.

B.9 Qualitative Studies

ARMS can effectively discover multimodal red-teaming instances across diverse risk de�nitions.
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