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Abstract

Membership Inference Attacks (MIAs) test whether a model
has memorized training data, and are a key tool for audit-
ing privacy risks in machine learning. Recent papers report
near-perfect MIA success against large vision-language mod-
els such as CLIP, but almost all evaluations train on one web-
scale corpus (e.g. LAION-400M) and treat samples from a
different corpus (e.g. COCO or CC12M) as non-members –
thereby turning the task into out-of-distribution (OOD) detec-
tion rather than true membership testing, introducing spurious
signals unrelated to true memorization.
We revisit the problem with a distribution-matched bench-
mark built from the CommonPool-L corpus of DataComp. A
ViT-B/16 CLIP trained on 400 M pairs is accompanied by two
26-shard, i.i.d. splits that serve as member and non-member
sets, sharing the exact same acquisition and preprocessing
pipeline. Under this strictly in-distribution setting, every pub-
lished MIA baseline collapses to chance (≈51% AUC). To
explain this collapse, we derive a scaling-law upper bound
for similarity-based attacks showing that the expected mem-
ber vs. non-member similarity gap decays as O(T/N) for
contrastive learning with T epochs over N samples. Empiri-
cally, as we vary the training set size while holding all hyper-
parameters fixed, the gap follows the predicted linear trend
in log–log space, and Cosine Similarity Attack AUC drops
from 94% to 51%. Finally, we propose a simple, white-box,
gradient-based MIA that outperforms prior attacks for CLIP
without relying on OOD cues. We release code, checkpoints,
and data to foster comprehensive and reproducible privacy re-
search on multimodal CLIP-like foundation models.

Code, Models, and Data — https://clipmiabench.github.io

Introduction
Membership inference attacks (MIAs) aim to determine
whether a given data sample was part of a model’s training
set. While MIAs have been extensively investigated for con-
ventional classifiers (Shokri et al. 2017; Carlini et al. 2022),
their application to large-scale, multi-modal architectures
like CLIP (Radford et al. 2021) remains relatively under-
explored. CLIP models, which align image and text repre-
sentations through contrastive training, introduce new attack
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Figure 1: MIA or OOD Detection? Left: member and non-
member caption-embeddings form distinct clusters in cross-
dataset evals – MIAs can exploit spurious signals unrelated
to true memorization. Right: member vs. non-member cap-
tions in CLIP-MIA-Bench are nearly inseparable.

surfaces: an adversary might detect whether a specific im-
age or caption was used during training—even without ac-
cess to paired samples. These models are widely deployed in
retrieval, captioning, and generative pipelines, making their
privacy risks particularly relevant.

Recent studies have introduced MIAs for CLIP (Ko et al.
2023; Hintersdorf et al. 2024) and reported strong perfor-
mance – often approaching perfect accuracy. However, in
this paper, we show that such results are misleading. Many
MIAs evaluation protocols use models trained with small
datasets, and/or draw member samples from one dataset
(e.g., LAION-400M) and non-member samples from an-
other (e.g., COCO or CC3M), effectively turning the task
into an out-of-distribution (OOD) detection problem (see
Figure 1). In these settings, models can succeed by ex-
ploiting distributional artifacts rather than true memoriza-
tion (Das, Zhang, and Trantèr 2025), thus overestimating
privacy leakage. Our thesis is that without proper data scale,
and controlling for distributional shifts between member and
non-member samples, it is impossible to disentangle gen-
uine membership signals from dataset-level differences.

To address these issues, we first perform a systematic re-
evaluation of published MIAs on CLIP. When member and
non-member examples are drawn from the same Internet-
scale crawl and identical preprocessing pipeline, all prior
attacks drop to near-random performance. We then derive



a simple scaling-law bound showing that the member vs.
non-member cosine similarity gap decays as O(T/N) for
contrastive learning over N samples and T epochs, and con-
firm this law empirically when training set grows from 4M
to 400M image-text pairs.

To support the community in developing more reliable
privacy evaluations, we introduce CLIP-MIA-Bench, a new
benchmark consisting of: (i) three ViT-based CLIP models
trained from scratch on a curated large-scale dataset, (ii)
two balanced subsets of member and non-member samples
drawn from the same source and processed identically, and
(iii) a full evaluation suite.

Contributions.
• We identify a critical confound in existing MIA evalu-

ations for CLIP, showing that prior results are inflated
due to unacknowledged OOD signals and/or small-scale
training datasets.

• We empirically re-evaluate several state-of-the-art MIA
methods under a realistic, in-distribution setting and
show that their performance collapses in the absence
of distributional cues. We show, both theoretically and
empirically, that this is mainly due to the member/non-
member similarity gap decaying with data scale.

• We propose a deliberately simple white-box gradient-
based MIA that increases membership signal and outper-
forms prior attacks without relying on OOD cues.

• We introduce CLIP-MIA-Bench, the first benchmark
specifically designed for reproducible, in-distribution
MIA evaluation on CLIP models, and release all check-
points, code, and data splits to facilitate future research.

Related Work
MIAs aim to determine whether a given sample was part
of a model’s training set. The earliest approaches (Shokri
et al. 2017) used shadow models to simulate the target
model’s behavior and train an attack classifier. Although ef-
fective, shadow modeling requires substantial computational
resources and knowledge of the target data distribution. Sim-
pler alternatives compare metrics like confidence or loss be-
tween members and non-members (Yeom et al. 2018). More
refined methods like LiRA (Carlini et al. 2022) use statistical
tests on confidence scores across shadow models, offering
better sample efficiency and robustness in classification set-
tings. A parallel line of work exploits access to the model pa-
rameters in white-box MIAs. Gradient-norm and influence-
function tests (Koh and Liang 2017; Liu et al. 2022; Car-
lini et al. 2023) directly measure how much an input affects
the loss landscape, often outperforming confidence-based
black-box attacks. Their applicability to large-scale multi-
modal encoders has not been yet studied; we close this gap
with a simple gradient-based MIA for CLIP.

MIAs in Multi-Modal and Vision-Language Models.
Recent works have extended MIAs to multi-modal mod-
els, particularly CLIP (Radford et al. 2021). (Liu et al.
2021) proposed a black-box membership inference attack
for contrastively-pre-trained encoders: by measuring the co-
sine similarity between two random augmentations of the

same image, the attack exploits higher intra-sample con-
sistency for training points. (Ko et al. 2023) introduced a
Weakly-Supervised Attack (WSA) that leverages one-sided
knowledge of non-members to find pseudo-member samples
by cosine similarity thresholding and train a better member
detector. An attacker may obtain a set of samples guaranteed
not to be in training – e.g. images collected after the target
CLIP model’s release (assuming the training data cutoff is
known). Using many such known non-members, the attacker
trains a classifier (or model) to distinguish pseudo-members
from non-members based on features like the CLIP embed-
dings and similarity score. (Hintersdorf et al. 2024) pro-
posed identity inference attacks that leverage CLIP’s ability
to link faces with names, exposing risks related to memo-
rized personal data. (Jayaraman, Guo, and Chaudhuri 2024)
shift the focus from membership to attribute inference: two
otherwise-identical CLIP models are trained on disjoint im-
age–caption splits, and for each caption the authors com-
pare how well each model’s k-NN retrieval over a public im-
age pool recovers the ground-truth objects. Target–reference
precision/recall gaps then quantify leakage, revealing non-
trivial memorization. All of these attacks operate in a black-
box setting, relying solely on CLIP embeddings and/or sim-
ilarity scores returned by the model.

Other than CLIP, (Li et al. 2024) and (Hu et al. 2025) have
explored MIAs on instruction-tuned vision-language mod-
els such as LLaVA, investigating both modality-specific and
token-level signals under varying adversarial capabilities.

Despite this growing interest, nearly all of these works
evaluate MIAs on small-scale data and/or using training data
from one source (e.g., LAION-400M) and non-members
from a different dataset (e.g., COCO or CC12M). This
setting introduces strong distributional differences between
member and non-member sets – violating core assumptions
of a valid MIA and confounding evaluation results.

(Das, Zhang, and Trantèr 2025) recently exposed this
problem for several text-only MIA evaluation datasets. They
showed that “blind” classifiers – trained only on the data
distribution, without any access to the model – can often
achieve high accuracy by distinguishing dataset origin alone.
These results suggest that many previously reported MIA
successes on CLIP may stem not from model memorization
but from spurious cues such as image resolution, face blur-
ring, or caption style.

Although these critiques are important, no prior work
provides a systematic fix. Existing MIA benchmarks for
CLIP and other VLMs still conflate membership with OOD
detection. Our work fills this gap by introducing the first
benchmark – CLIP-MIA-Bench – that ensures a strict in-
distribution evaluation. We provide a CLIP model trained
from scratch with controlled preprocessing and define two
sample sets (members and non-members) from the same
dataset pool. This allows us to isolate genuine member-
ship leakage and offers a foundation for future MIA re-
search in vision-language models. We also demonstrate that
similarity-based MIAs for CLIP evaluated on models trained
with a small dataset can not generalize to foundational large-
scale pretrained models.



Background
Membership inference setting
Let Dtr be the (unknown) distribution over image–text pairs
used to train a vision–language model fθ = (f img

θ , f text
θ ).

Given a query pair (x, t), a membership–inference attack
(MIA) outputs a binary decision m ∈ {0, 1} indicating
whether the sample was contained in the training set Str ∼
Dtr. A sound evaluation must draw both members and non-
members i.i.d. from Dtr; otherwise the task is polluted by
out-of-distribution (OOD) cues that an attacker can exploit
without revealing true memorisation.

Most prior CLIP MIAs ignore this principle and train
the target model fθ on one dataset, e.g. LAION-400M, and
treat samples from another dataset, e.g. COCO, CC3M or
CC12M, as non-members. Those corpora differ in image
resolution, caption style and domain statistics, so the re-
ported MIA metrics largely reflects dataset discrimination
rather than privacy leakage. Figure 1 contrasts this flawed
protocol with our in-distribution benchmark.

Contrastive training in CLIP
CLIP learns two encoders that map images x and texts t into
a common, ℓ2-normalised embedding space:

zimg = f img
θ (x) ∈ Sd−1, ztext = f text

θ (t) ∈ Sd−1.

For a batch of N matched pairs {(xi, ti)}Ni=1 the symmetric
InfoNCE loss is

LCLIP =
1

2
(Lt→x + Lx→t) , (1)

with

Lt→x = − 1

N

N∑
i=1

log
exp

(
gii/τ

)∑N
j=1 exp

(
gij/τ

) (2)

and analogous Lx→t, where gij = g(xj , ti; θ) =

⟨zimg
j , ztext

i ⟩, is the cosine similarity of the image and text
embeddings (zimg

j , ztext
i ), and τ the temperature.

Similarity-based MIAs
Because optimisation increases gii for training pairs, a sim-
ple black-box attack declares membership when the ob-
served similarity exceeds a threshold (Ko et al. 2023):

m̂(x, t) = 1
[
g(x, t; θ) > κ

]
, (3)

mirroring confidence-score MIAs in classification mod-
els (Yeom et al. 2018). In the next section we analyze how
the expected gap ∆ = E[ gmember − gnon-member ] decays with
training dataset size and why, under an in-distribution split,
threshold attacks alone become ineffective at web scale.

Theoretical Analysis of Similarity–Based
MIAs on CLIP

We now formalise why threshold-style, similarity-based at-
tacks (3) inevitably degrade as the training set grows. The
analysis is deliberately minimal: we assume the standard In-
foNCE objective, ℓ2-normalised embeddings and GD opti-
mization. Under these conditions we prove that the expected

similarity gap ∆N = E
[
gmember−gnon

]
decays as O(T/N),

where T is the number of epochs and N the number of
unique training pairs. Because a threshold attack’s AUC is
a sigmoidal function of ∆N , the attack quickly approaches
random guessing once N enters the hundreds of millions.
For our analysis we make the following assumptions:

1. Unit-sphere embeddings. Both encoders map to Sd−1:
∥f img

θ (x)∥ = ∥f text
θ (t)∥ = 1.

2. Lipschitz encoder family. There exists Lenc > 0 such that
∥∇θg(x, t; θ)∥ ≤ Lenc for all (x, t) and θ. This holds for
transformers with bounded weight matrices.

3. Full-batch gradient descent (GD). Each epoch performs
a single update with step size η using the complete
dataset of N pairs. Each positive pair in a batch competes
against N − 1 negatives.

Theorem 1 (Similarity-gap upper bound). Under (A1)–(A3)
and after T epochs of training,

∆N ≤ 2 η T Lenc

τ N
= O

(
T/N

)
where τ is the InfoNCE temperature.

In other words, as the dataset grows, black-box thresh-
old attacks lose power in inverse proportion to the number
of samples N . The expected cosine-similarity advantage en-
joyed by any training pair over a fresh, unseen pair decays
at most linearly with 1/N .

Proof sketch. By Assumption (A2) we have
∥∇θg(x, t; θ)∥ ≤ Lenc. For the InfoNCE loss in Eq. (2),
the derivative of a per-sample loss ℓi with respect to its
positive logit is bounded in magnitude by 1/τ , since soft-
max probabilities lie in [0, 1]. By the chain rule this gives
∥∇θℓi(θ)∥ ≤ 2Lenc/τ (accounting for the two directions
t → x and x → t). Under full-batch gradient descent with
step size η and N training pairs, the update after one epoch
is θk+1 = θk − η 1

N

∑N
i=1 ∇θℓi(θk), so the contribution

of a single example to the parameter change is at most
2ηLenc/(τN). Summing over T epochs and using the tri-
angle inequality yields ∥θT − θ0∥ ≤ 2ηTLenc/(τN). Since
∥∇θg(x, t; θ)∥ ≤ Lenc, the similarity is Lenc-Lipschitz
in parameter space. Therefore, for a fixed member pair,
we have |g(x, t; θT ) − g(x, t; θ0)| ≤ Lenc∥θT − θ0∥.
Meanwhile, the expected similarity of a fresh non-member
remains unchanged. This implies the claimed bound on
∆N . The tightness of this bound is confirmed empirically in
our experimental section.

From similarity gap to attack AUC
If member and non-member similarities are Gaussian with
common variance σ2 (empirically a good fit), then the
ROC–AUC of any threshold attack is

AUCN = Φ
( ∆N√

2σ

)
,

where Φ is the standard normal CDF. Combined with The-
orem 1 this yields AUCN → 1

2 (a random classifier, ≈50%
AUC) once N ≫ (2ηTLenc/τ)

/
σ, up to constant factors.



Mini-batch SGD in practice. The proof sketch above as-
sumed a full batch of size N , yet CLIP training uses mini-
batches of size B ≪ N with in-batch negatives. Standard
analyses of reshuffled SGD show that, in expectation, the
per-epoch update coincides with that of full-batch GD, so
the O(T/N) dependence in Theorem 1 still governs the sim-
ilarity gap up to constants.

Dependence on optimiser and schedule. (A3) can be
generalised to cosine decay or AdamW by integrating the
actual effective step size, changing only the constant factor.

Limitations. The bound assumes smooth CLIP encoders
and applies only to attacks that look at global image–text
similarity. It does not constrain white-box gradient-based at-
tacks nor patch- or token-level “micro-memory” probes –
e.g. detecting whether a face crop or rare word embedding
was memorised as in (Hintersdorf et al. 2024).

White-Box Loss & Grad-Norm Attack
Following (Ko et al. 2023) Weakly Supervised Attack
(WSA), we assume the attacker holds a small set Dno of
samples guaranteed not to be in training (e.g. scraped af-
ter the model’s public release). This “one-sided” knowledge
is realistic – model owners rarely reveal training data, but
an auditor can always collect fresh samples. We use Dno to
set a loss+grad-norm threshold that mines a pool of pseudo-
members D̃mem from an unlabelled corpus. The attacker
then trains a logistic regressor on a dataset with positives
D̃mem and negatives Dno.

We use the symmetric CLIP loss in Eq. 1 and denote
its per-sample loss value for a given image-text pair (x, t)
as L(x, t). Let g(x, t) be the gradient of this loss with re-
spect to the ℓ2-normalised image and text embeddings, and
G(x, t) = ∥g(x, t)∥2 its norm. Then, we form z-scores:

zL(x, t) =
µL − L(x, t)

σL
, zG(x, t) =

µG −G(x, t)

σG
,

where µL, σL, µG, σG are respectively the empirical
mean and standard deviation of the loss and gradient
norm in Dno. Finally, we define a joint score s(x, t) =
1
2 (zL(x, t)+ zG(x, t)) that is used to label pseudo-members
from the unlabeled corpus, and train a logistic regressor with
[L(x, t);G(x, t)] as per sample features.

This MIA is intentionally minimal, aiming at a transpar-
ent baseline that reveals memorization without OOD cues.
The intuition is that SGD drives the feature-space gradient
at each training pair towards zero: once the pair’s similarity
is “good enough” its local loss stops changing, whereas an
unseen pair still exerts non-zero gradient pressure, the loss
itself follows a similar pattern. As mentioned before, these
gradient-based features are not subject to the similarity-gap
upper bound derived in Theorem 1.

A Realistic Benchmark for CLIP Membership
Inference

To address the conflation of membership inference and out-
of-distribution (OOD) detection in prior work, we introduce

CLIP-MIA-Bench – a new benchmark that supports reli-
able, reproducible evaluation of membership inference at-
tacks on vision–language models. Our benchmark includes:
• Three ViT-B/16 CLIP models trained from scratch on {4

M, 40 M, 400 M} image–text pairs with identical hyper-
parameters.

• A member set and a non-member set drawn from the
same data distribution, ensuring that no distributional
cues can be exploited by attacks.

• Full code, data splits, and model checkpoints to support
transparent and future-proof comparisons.

Training Data: CommonPool from DataComp
We use the large-scale CommonPool corpus from the Data-
Comp benchmark (Gadre et al. 2023), which contains meta-
data for approximately 1.3 billion image–text pairs. While
the corpus provides only metadata (image URLs, alt-text,
CLIP similarity scores, etc.), we recover ∼80% of the sam-
ples using the DataComp distributed downloader. As ex-
pected, a portion of samples are unavailable due to dead
links or rate-limiting – an inherent limitation when working
with archived internet-scale datasets.

To ensure our setup matches real-world CLIP training, we
follow DataComp’s default preprocessing pipeline: each im-
age is resized so that its longest side is at most 512 pix-
els, and faces are blurred using automated face detectors to
protect privacy. This is in contrast to LAION-400M, which
does not apply face blurring. We apply CLIPScore-based fil-
tering to retain the top 40% of samples, resulting in a final
dataset of ∼400 million high-quality image–text pairs. This
scale mirrors that of LAION-400M and the original CLIP
model (Radford et al. 2021), ensuring compatibility.

CLIP Model Training
We train three ViT-B/16 encoders – the DataComp standard
for our data scale – using OpenCLIP: one on 4M pairs, one
on 40M pairs, and one on 400M pairs. All hyper-parameters
(batch=8192, LR=5e-4, 32 epochs, cosine decay) are held
constant to isolate the effect of data scale. Training takes
approximately 0.7, 7, and 70 hours respectively using 128
NVIDIA H100 GPUs.

Member and Non-Member Subsets
DataComp organizes downloaded samples into 10,000-
sample shards. We collected a total of 43,026 shards and
build the evaluation sets as follows:
• We hold out 26 shards before training to serve as the non-

member set.
• The remaining 40,000 shards are used for training. From

these, we select 26 different shards post-training to de-
fine the member set.

Since the metadata in CommonPool is globally shuffled, the
holdout and training shards represent i.i.d. samples from the
same underlying distribution. Both sets undergo the exact
same preprocessing pipeline, including face blurring and im-
age resizing, eliminating spurious visual or textual cues that
could lead to false positive detections. Table 1 provides a



Member Set Non-Member Set
Source Dataset CommonPool-Large (DataComp) CommonPool-Large (DataComp)
Sampling Method From training shards Held out before training
Image Preprocessing Resize to max 512px, face blurring Resize to max 512px, face blurring
Text Format Alt-text only Alt-text only
Eval Sample Size 27,000 27,000
Other Sample Size ∼200,000 ∼200,000

Table 1: Summary of member and non-member subsets in CLIP-MIA-Bench.

summary of key statistics of member and non-member sub-
sets and test/other splits. The balanced test split is designed
for MIA evaluation, while the rest of the samples are kept
aside for other fair uses, such as methods that leverage one-
sided knowledge of non-members to find pseudo-members
and then train a MIA classifier.

Release Details
To promote transparency and reproducibility, we release:
• The three ViT-B/16 checkpoints (4M, 40M, 400M).
• The member and non-member samples metadata (Com-

monPool IDs, image URLs + captions) plus their pre-
computed image-text embeddings.

• All code for reproducing our experiments.
The benchmark is designed to be plug-and-play: future

MIA methods can be tested using our fixed model and splits,
ensuring consistency in evaluation and removing distribu-
tional confounds. Public data and code allow future exten-
sions to larger CLIP backbones, fine-tuned encoders, and al-
ternative VLMs.

Model Validation
To validate our training setup and the quality of our mod-
els, we evaluate the zero-shot performance of the 400M
model on a broad suite of downstream tasks. Specifically,
we compare our ViT-B/16 CLIP model to the original Ope-
nAI CLIP (Radford et al. 2021) and the OpenCLIP vari-
ant trained on LAION-400M (Ilharco et al. 2021), using
the standard set of 38 evaluation benchmarks proposed
in (Gadre et al. 2023). These include classification tasks
across a range of domains, image-text retrieval datasets, and
robustness tests.

Model Pretraining Dataset Avg. (38 tasks)

OpenAI CLIP Private (400M) 56.26
OpenCLIP LAION-400M 56.21
Ours CommonPool (400M) 56.34

Table 2: Zero-shot average accuracy across 38 tasks. Our
model matches or slightly exceeds the performance of prior
CLIP ViT-B/16 variants trained at similar scale.

These results confirm that our model achieves competi-
tive generalization performance relative to widely used pub-
lic CLIP checkpoints trained on similar data scale. It thus

serves as a realistic and representative target for evaluating
membership inference attacks for CLIP.

Experiments
In this section, we systematically evaluate membership in-
ference attacks (MIAs) targeting CLIP models. We consider
a diverse suite of prior art, alongside several baselines, under
two evaluation regimes:

LAION400M vs. {CC12M ∪ CC3M ∪ MSCOCO}.
Following Ko et al. (Ko et al. 2023), we replicate their
approach of attacking a CLIP-like model trained on
LAION400M (Schuhmann et al. 2021), while using three
other datasets as the non-member set: CC3M (Sharma
et al. 2018), CC12M (Changpinyo et al. 2021), and
MSCOCO (Lin et al. 2014).

CLIP-MIA-Bench. Our new evaluation benchmark, where
member and non-member samples come from the same un-
derlying distribution (CommonPool) and share identical pre-
processing.

Evaluation Metrics
Since CLIP-MIA-Bench is intended as a reproducible and
fair benchmark for membership inference attacks (MIAs),
we adopt metrics that reflect both overall attack effective-
ness and real-world applicability. We report two comple-
mentary metrics: ROC-AUC and TPR@1%FPR, both of
which are standard in the MIA literature (Carlini et al. 2022;
Nasr, Shokri, and Houmansadr 2018).

ROC-AUC. The Area Under the Receiver Operating
Characteristic curve summarizes how well an attack sepa-
rates member and non-member examples across all decision
thresholds. It measures the probability that a randomly cho-
sen member will receive a higher membership score than a
randomly chosen non-member. A perfect attack has AUC =
1.0; a random guess yields AUC = 0.5. This metric is useful
for global comparisons and sanity checks.

TPR@1%FPR. The True Positive Rate at a fixed False
Positive Rate of 1% captures how well an attack performs
under strict adversarial constraints. In realistic threat mod-
els, an attacker often seeks to identify members with high
confidence while minimizing false alarms. This setting re-
flects privacy-sensitive use cases such as individual data ex-
posure auditing, where even a small number of false posi-
tives can be costly. TPR@1%FPR is also more sensitive to



LAION400M vs. {CC12M ∪ CC3M ∪ MSCOCO}
ViT-B/32 ViT-B/16 ViT-L/14

AUC TPR@1%FPR AUC TPR@1%FPR AUC TPR@1%FPR

Blind Attack (Das et al. 2024) 98.42 96.01 98.42 96.01 98.42 96.01
CSA Baseline 74.60 7.23 75.93 7.58 78.76 4.87
AEA (Liu et al. 2021) 76.25 9.40 78.97 9.20 79.50 8.36
WSA (Ko et al. 2023) 91.99 72.12 93.49 73.81 94.13 76.11
MCDropout 97.13 89.52 98.27 90.31 99.53 92.15
Loss-Grad 86.68 74.65 88.84 83.67 88.91 85.50

Table 3: Attack performance evaluation on the LAION400M vs. {CC12M ∪ CC3M ∪ MSCOCO} MIA setting for three different
model architectures: ViT-B/32, ViT-B/16, and ViT-L/14. We report both AUC and TPR@1%FPR. Bold and underline numbers
indicate best and second best results respectively.

overfitting or artifact exploitation than AUC, and thus serves
as a robustness diagnostic.

Evaluated Methods
We include the following methods in our study:

CSA Baseline. A zero-knowledge attack that uses cosine
similarity thresholding.

Augmentation-Enhanced Attack (AEA) (Liu et al. 2021;
Ko et al. 2023). AEA extends the CSA baseline with K
image transformations, computing the cosine similarity for
each transformed image and aggregating the scores. The
transformations are chosen without direct knowledge of the
training distribution, following techniques in (Kaya and Du-
mitras 2021; Choquette-Choo et al. 2021).

Weakly Supervised Attack (WSA) (Ko et al. 2023). A
black-box attack assuming partial knowledge of the training
distribution. Ko et al. exploit one-sided non-member data
collected after the model’s release date, and use it to build
pseudo-member sets using CSA. They train a binary clas-
sifier on concatenated image-text features of these pseudo-
member and known non-member samples.

Monte Carlo Dropout (MCD): A standard uncertainty-
based technique used in OOD detection (Gal and Ghahra-
mani 2016; Yang et al. 2022; Zhang et al. 2023), included
here as a natural baseline to help exposing the confound be-
tween OOD detection and MIA. By computing uncertainty
statistics over multiple stochastic forward passes, MCD can
distinguish members from non-members when data distribu-
tions differ. Specifically, we compute the mean cosine simi-
larity across 50 Monte Carlo Dropout samples with dropout
rate 0.2. Notice that, contrary to previous methods, MCD is
a white-box attack, since it requires access to model weights.

Blind Attack (Das, Zhang, and Trantèr 2025). A sim-
ple bag-of-words classifier trained solely on text captions
to predict membership, with no model queries. It uses 80%
of the labeled member and non-member data for training
and 20% for testing, evaluated via 10-fold cross-validation.
While not a realistic adversarial method – since it requires
direct knowledge of labeled members – this serves as an in-
dicator of inherent distributional differences between mem-
ber and non-member samples.

CLIP-MIA-Bench
ViT-B/16 (400M)

AUC TPR@1%FPR

Blind (Das et al. 2024) 50.09 0.98
CSA Baseline 51.12 1.07
AEA (Ko et al. 2023) 51.30 1.00
WSA (Ko et al. 2023) 50.07 0.88
MCDropout 52.63 0.60
Loss-Grad 53.48 1.75

Table 4: Attack performance evaluation on the CLIP-MIA-
Bench for ViT-B/16 model trained on 400M image-text
pairs. We report both AUC and TPR@1%FPR. In bold —
methods whose AUC is significantly above 0.5 at 95% con-
fidence (1,000× bootstrap).

Results and Discussion
Table 3 summarizes the results on the LAION400M vs.
{CC12M ∪ CC3M ∪ MSCOCO} setting, while Table 4
provides the obtained results on CLIP-MIA-Bench. We
make the following key observations:

(1) All methods perform well in the cross-dataset setting.
Most attacks achieve high AUC and even perfect separation
under this evaluation regime. Notably, even the Blind At-
tack, which does not query the model at all, achieves AUC
> 0.98 – exposing the severity of distribution leakage.

(2) MCD shows near-perfect results under cross-dataset
conditions. This is consistent with its role in OOD detec-
tion benchmarks (e.g., OpenOOD (Yang et al. 2022; Zhang
et al. 2023)). Here, the averaged similarity across stochas-
tic draws becomes highly discriminative – not due to true
membership, but due to broader confidence margins on un-
familiar (OOD) data. Our gradient-based method and WSA
perform competitively.

(3) Performance collapses under large-scale in-
distribution evaluation. When tested on CLIP-MIA-
Bench, all methods show near random performance in both
AUC and TPR@1%FPR.



Figure 2: Similarity-gap scaling. Left: mean gap ∆N = E
[
gmember − gnon

]
versus 1/N in log–log space. Right: CSA AUC

versus 1/N together with the analytic mapping AUC = Φ
(
∆N/

√
2σ

)
(dashed orange, σ estimated on 40 M). Error bars show

95% CIs over 1,000 bootstrap draws.

(4) Our loss–grad attack is the only method that re-
mains statistically above random in the strict setting.
On the 400M–pair CLIP-MIA-Bench model it reaches
AUC = 0.534±0.006 and TPR@1%FPR = 1.75%±0.35%.
We report 95% confidence intervals obtained from 1,000×
stratified bootstrapping for AUC and Clopper–Pearson in-
tervals for TPR. A paired DeLong test rejects the null
“AUC=0.5” at p < 10−5, and also shows a significant gap
over the next-best baseline (MCDropout, p = 1.3 × 10−4).
All other attacks’ intervals overlap the random-chance line,
confirming that they provide no reliable membership signal
once OOD cues are removed.

Our results clearly demonstrate that prior CLIP MIA
results are not robust to realistic evaluation settings. The
dramatic performance collapse across all methods – espe-
cially the MCDropout, WSA, and Blind attacks – confirms
that earlier gains were due to OOD artifacts, not genuine
memorization. These findings underscore the need for re-
liable benchmarks like CLIP-MIA-Bench to enable future
progress in MIA research for foundation models.

Empirical verification of the similarity–gap bound
We trained three ViT-B/16 models on {4M, 40M, 400M}
pairs drawn from CommonPool, holding all hyper-
parameters (batch = 8 192, 32 epochs, LR = 5e-4, etc.) fixed.
For each checkpoint we evaluate the cosine-similarity attack
(CSA) on the same CLIP-MIA-Bench splits, we compute:

∆N = 1
|Dmem|

∑
(x,t)∈Dmem

g(x, t)− 1
|Dnon|

∑
(x,t)∈Dnon

g(x, t),

and estimate standard deviations via 1,000× stratified boot-
strap.

Fig. 2 (left) shows that ∆N falls almost exactly linearly
with 1/N (slope 0.99±0.02, R2 = 0.997), matching Theo-

rem 1. Mapping this gap to AUC through the Gaussian ap-
proximation yields the dashed curve in Fig. 2 (right), which
passes through the empirical CSA points (94.1 % → 62.5 %
→ 51.1 %). Hence the theory not only bounds but quantita-
tively predicts the collapse of similarity-based MIAs as data
scale (N ) grows at fixed epoch budget T = 32.

The key observation here is that with web-scale datasets
(N ≥ 108) and small T the member/non-member cosine gap
is inherently too small to exploit, while white-box signals
such as our Loss–Grad features might remain informative.

Conclusion
We revisited membership inference for CLIP-style models
and showed that previously reported results dissolve once
member and non-member samples come from the same
distribution. To enable rigorous study we release CLIP-
MIA-Bench: three ViT-B/16 checkpoints (4M, 40M, 400M
pairs), matched member/non-member splits, and full code
for both methods and evaluation. CLIP-MIA-Bench is pub-
licly available at https://clipmiabench.github.io/.

On this benchmark every published black-box attack col-
lapses to chance, in line with our derived bound demon-
strating that the cosine-similarity gap decays as O(T/N).
Our simple white-box Loss–Grad attack is the only method
that remains significantly above random (AUC 0.534±0.006;
TPR@1%FPR 1.75%±0.35%) on the 400 M-pair model.

Our white-box Loss-Grad attack requires weight access –
realistic for widely used open-weight models. Future work
should (i) design stronger white-box or patch-level MIAs,
(ii) study fine-tuned CLIP and other VLMs, and (iii) ex-
plore defenses that suppress loss/gradient leakage. We hope
this work will re-anchor privacy research on vision-language
models in realistic settings.
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