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ABSTRACT

Machine unlearning algorithms, designed for selective removal of training data
from models, have emerged as a promising approach to growing privacy concerns.
In this work, we expose a critical yet underexplored vulnerability in the deploy-
ment of unlearning systems: the assumption that the data requested for removal
is always part of the original training set. We present a threat model where an at-
tacker can degrade model accuracy by submitting adversarial unlearning requests
for data not present in the training set. We propose white-box and black-box attack
algorithms and evaluate them through a case study on image classification tasks
using the CIFAR-10 and ImageNet datasets, targeting a family of widely used un-
learning methods. Our results show extremely poor test accuracy following the
attack—3.6% on CIFAR-10 and 0.4% on ImageNet for white-box attacks, and
8.5% on CIFAR-10 and 1.3% on ImageNet for black-box attacks. Additionally,
we evaluate various verification mechanisms to detect the legitimacy of unlearning
requests and reveal the challenges in verification, as most of the mechanisms fail
to detect stealthy attacks without severely impairing their ability to process valid
requests. These findings underscore the urgent need for research on more robust
request verification methods and unlearning protocols, should the deployment of
machine unlearning systems become more prevalent in the future.

1 INTRODUCTION
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Figure 1: Machine unlearning allows data owners to remove their training data from a target model without
compromising the unlearned model’s accuracy on examples not subject to unlearning requests, such as test
data (left). However, we demonstrate that adversarially crafted unlearning requests, though visually similar to
legitimate ones, can lead to a catastrophic drop in model accuracy after unlearning (right).

Machine unlearning (e.g., Cao & Yang, 2015; Garg et al., 2020; Cohen et al., 2023) is a notion
formulated to address a critical challenge in contemporary machine learning systems: the selective
removal from trained models of information pertaining to a given subset of training examples. This
capability has become increasingly important as machine learning models are frequently trained
on large datasets, which often unintentionally include private (Carlini et al., 2021) and copyrighted
(Henderson et al., 2023; Lee et al., 2024; He et al., 2024; Wei et al., 2024) material. The need to
“unlearn” specific data points is not merely a technical challenge; it is also a response to escalating
privacy concerns and evolving legal frameworks, such as the General Data Protection Regulation
(GDPR, European Parliament & Council of the European Union).
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At its core, the goal of machine unlearning is to provide a protocol for data owners to request the
removal of their data from a model. Specifically, let Dy, be the training set, and farger := L(Dirain)
be a model returned by the learning algorithm L. A machine unlearning algorithm U takes the trained
model fiarger and a forget set Dyorget  Dirain, and produces a new model funieam = U( frarget, Dforget)
that is not influenced by Dyoree.. The most straightforward unlearning algorithm is to retrain from
scratch, i.e., to compute frewain = L(Duain N Drorger). However, this is generally impractical not
only because it requires saving an entire copy of Dy, but also because the cost of training from
scratch has become prohibitively expensive for many modern neural network models. As a result,
there have been numerous efforts in the literature proposing novel unlearning algorithms (Ginart
et al., 2019; Liu et al., 2020; Wu et al., 2020; Bourtoule et al., 2021; Izzo et al., 2021; Gupta et al.,
2021; Sekhari et al., 2021; Ye et al., 2022), some of which achieve better practical efficiency by
relaxing the strong guarantees required in exact unlearning. This has led to extensive research and
a continuous evolution of the formulation of the unlearning protocol that can better accommodate
such considerations.

Our contributions. In this paper, we continue this line of research by systematically studying
one critical component of the current unlearning protocol. Specifically, the interface of an unlearn-
ing algorithm U is defined as a mapping from ( fiareet; Dforget) tO funtearn, Where it is assumed that
Dforget  Dirain. However, it is rarely considered (Q1) what could go wrong when the assumption
is violated (i.e., Drorger € Dirain)» and (Q2) is it possible to robustly verify this assumption via
defensive mechanisms. Both of these questions have significant implications for the real-world de-
ployment of unlearning systems; addressing them will reveal potential risks of current designs. We
evaluate various ways to improve the unlearning protocol that can potentially mitigate these risks.
Specifically, we formulate a threat model and propose concrete attack algorithms in § 2; we study
Qlin § 3; and study Q2 in § 4. To summarize, our main contributions are:

* We identify a critical assumption (Dgorget  Dirain) in machine unlearning protocols that is gener-
ally overlooked in the literature, and formulate a threat model (§ 2.1) where an attacker can com-
promise model performance by exploiting this assumption, i.e., submitting unlearning requests
that do not belong to the original training set.

* Inspired by meta-learning (Finn et al., 2017), we propose an attack algorithm (§ 2.2) to identify
adversarial perturbations of the forget set examples by computing gradients through the unlearning
updates using Hessian-vector Product (Dagréou et al., 2024). We further extend our algorithm to
the black-box setting with zero-th order gradient estimation.

* To answer Q1, we evaluate our attack algorithms on three mainstream unlearning algorithms for
image classification tasks with the state-of-the-art base models on the CIFAR-10 and ImageNet
datasets (§ 3). Our results show extremely poor test accuracy following the attack—3.6% on
CIFAR-10 and 0.4% on ImageNet for white-box attacks, and 8.5% on CIFAR-10 and 1.3% on
ImageNet for black-box attacks. Moreover, we show that the identified adversarial forget sets can
sometimes transfer across models.

» To answer Q2, we consider attack algorithms with an additional stealth objective that submit
unlearning requests that are only slightly perturbed from true training images. We evaluate six
verification schemes and found that none of them can effectively filter out malicious unlearning
requests without severely compromising the ability to handle benign requests (§ 4).

* We provide discussion and ablation studies of different variations of threat models (§ 5).

* We present theoretical insights for the proposed attack (§ C), where we construct a formal setting
of unlearning for linear models, and prove the existence of an attack wherein the unlearned model
on a Dyoreer set consisting of slightly perturbed examples misclassifies all examples in Dyegin.

Overall, our findings highlight the pressing need for stronger request verification schemes in ma-
chine unlearning protocols, especially as their real-world deployment may become more prevalent
in the future.

2 MACHINE UNLEARNING WITH ADVERSARIAL REQUESTS

In this section, we formulate a threat model (§ 2.1) in which the violation of the assumption Dgyrget
Drin is not verified when fulfilling an unlearning request, and propose attack methods that generate
malicious unlearning requests (§ 2.2).
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2.1 THREAT MODEL

We focus on a data owner-side adversary who submits unlearning requests with the intent of causing
performance degradation in the unlearned model. The adversary’s goal and capabilities are detailed
below.

Adversary’s goal. The attacker aims to generate a set Dg‘frfget of strategically crafted examples
with a crucial property that we refer to as performance-degrading: After undergoing the unlearning
process, these examples result in an unlearned model, f29¥  with significantly worse performance
(measured by metrics like accuracy in classification tasks) compared to a non-maliciously generated
unlearned model fyeam, When evaluated on data not intended for removal, such as the retain set

Dietain Or any held-out dataset Dyojgone. The performance degradation can occur in two ways:

* General, where the degradation affects all examples.

» Targeted, similar to a backdoor attack (Chen et al., 2017), where the model’s performance is
degraded on a specific subset of examples (e.g., a specific class in classification tasks).

Optionally, another potentially desirable property is being stealthy, meaning that the crafted exam-
ples closely resemble valid training data. This would make it harder for model deployers to detect
without implementing careful detection mechanisms. We leave consideration of the stealthy prop-
erty to the discussion of detection mechanisms in § 4.

Threat model. We assume the attacker has access to a subset of the training data, Dirain'. We also
assume that the attacker knows the unlearning algorithm used by the model. In § 5, we discuss
relaxing both assumptions and demonstrate that the attack can still be very effective even if the
attacker lacks access to Dy, or lacks full knowledge of the unlearning algorithm.

Regarding the attacker’s knowledge of or access to the model, we consider two settings:

» White-box: The attacker has full access to the model, allowing them to perform back-propagation
through the model.

* Black-box: The attacker has query-only access to the model’s loss on a set of arbitrarily chosen
examples, without knowledge of the model weights or architecture.

2.2  WHITE-BOX AND BLACK-BOX ATTACK METHODS

The attacker’s goal is to identify an adversarial forget set Xf‘fréel that, when fed into the unlearning
algorithm, could maximize the degradation of the unlearned model’s performance on the retain set.

We propose an attacking framework to find Xﬁﬁ.vget with gradient-based local search. Specifically,

let g(Xf‘odr‘éet) = Lyetain (U( frargets fo‘LdrVget, Yforgetd; Dretain)) denote the retain loss after we run the

unlearning algorithm U with Xti“(i‘éet as the forget set. We run gradient ascent on g(Xti“odr‘éet) to identify

the (local) optimal Xf"gdr‘éet. The main challenge is to compute gradient through the execution of the

unlearning algorithm U. In the following, we describe how to do this in two different access models.

White-box attack. With full access to the model, a white-box attacker can (hypothetically) construct
a computation graph that realizes the unlearning update U to the underlying model, and compute the
gradient rg(Xﬁ,dr‘éet) by back-propagating through this computation graph. Note that many common
unlearning algorithms U are implemented with gradient updates as well, therefore this hypotheti-
cal computation graph unrolling can be realized via gradient-through-gradient, which is supported
by most modern deep learning toolkits®> with the auto differentiation primitive of Hessian-vector
Products (Dagréou et al., 2024). We note that a similar technique has been used in meta-learning
algorithms such as MAML (Finn et al., 2017). However, the setup is quite different as MAML
operates in the weight space, while we search in the model input space. Specifically, MAML tries
to identify the best base model that could minimize the target loss when a fine-tuning algorithm is
executed, whereas our algorithm tries to identify the best unlearning inputs that could maximize the
target loss when an unlearning algorithm is executed, based on the unlearning inputs.

!This is a reasonable assumption, as it would naturally apply if the attacker is a data owner who has already
contributed to training.
’In this paper, we use the higher library designed for PyTorch to implement this computation.
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A formal description is shown in Algorithm 1. For simplicity, we initialize the gradient-based attack
with a valid forget set (Line 2 in Algorithm 1). However, as we later demonstrate in § 5, the attacker
could start with an arbitrary collection of datapoints, even random pixels.

Algorithm 1 White-box attack.

1: Input: original modelfages @ collection X D ain Of training examples, retain S@etain, UN-
learning methodJ, attack step sizeaq, optimizing stepsTaq, access to loss functiog(X f%?é’et) =
L retain (U(f [arge[; f Xf%%etv yforgetg; Dretain)) y |e, the |OSS OVdDre[ain after Un|eal’nlng W|th( fet‘)?é/et'

2: Initialize X ffey X

3:fort=1"! Tawdo

4: Compute gradient g(X %?;et) /* Using the gradient-through-gradient technique */
5: X f‘;‘,‘ﬁé’et Xf?)?;et+ ad g(X fgﬁge [* Update adversarial forget set to maximize retain loss */
6: end for

7

: Return: (X fses Yiorged)

Black-box attack. In the black-box setting, the attacker can only access the value of the loss

g(Xx %?é’et) and cannot directly compute its gradients. Consequently, instead of computing the gradi-
ent explicitly, we use a gradient estimator from the zeroth-order optimization literature (Duchi et al.,

2015; Nesterov & Spokoiny, 2017), namely, we draw random noigef unit length for simplicity),

and compute an estimate of the gradient as:

d d
oy XERt) oXEe )

forge
Furthermore, we implement the following heuristic to improve the local search: (i) Instead of di-
rectly optimizing forx f%?get, given a benign forget set, we search for an adversarial perturbation
and letX f%?é’et = X + z; (ii) We simultaneously optimize different randomly initialized adversarial
perturbations and return the best one at the end of the algorithm; (iii) In each step, we independently
samplep random 's for gradient estimation for each of the perturbations. This results imp
updated perturbations (some bad ones are removed, Line 18 of Algorithm 2), and we remove all but
the topm of them at the end of the step. The full description is shown in Algorithm 2.

Algorithm 2 Black-box attack.

1: Input: original modelfages @ collection X D ain Of training examples, retain s@retain, UN-
learning methodJ, attack step sizeaqy, optimization stepSaqv, access to loss functiog(X f%?g’et) =
L retain (U(f target f xf%%et; Ytorgetd; Dretain)) , hyperparametens, m.
: InitializeXf‘i‘fﬂg;et X and initialize a random noise candidate NeiseCandidatesof sizel
cfort=1; : Tagy dO
for z 2 NoiseCandidatesdo

2
3
4
5
6 ESTIMATEGRADIENTS(Z; Q) /* Call to gradient estimation procedure */
7 Appendz®to NoiseCandidates

8: end for

9: end for
10 Keep the topn noises inNoiseCandidates (based on loss functiog)
11: end for
12: Choose the begtin NoiseCandidates
13: Return: (Xforget+ Z; Ysorget)

14: procedure ESTIMATEGRADIENTS(Z; Q) [* Estimate the gradient and update noise */
15: Draw random unit noise

16 COmput@(Xforget"' Z+ ) andg(x forget+ z )

17: if g(X forget+ z+ ) g(X forget+ Z) and g(X forget+ Z ) g(X forget+ Z) then

18: Return: ; * If no improvement, skip this estimator */
19: end if

20: Estimate gradient g(z)
21:  Update noisez® z+ aaf 0(2)
22:  Return: updated noise®

23: end procedure

9(X forgett 2+) 9(X forgett 2 )
2
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3 EXPERIMENTS

We describe our experimental setup in § 3.1 and present results for white-box and black-box attacks
in § 3.2 and § 3.3, respectively.

3.1 EBEXPERIMENTAL SETUP

Datasets and modelsWe evaluate the proposed attack on image classi cation tasks, one of the most
common applications of machine unlearning (Bourtoule et al., 2021; Graves et al., 2021; Gupta et al.,
2021; Chundawat et al., 2023; Tarun et al., 2023). We perform experiments across two testbeds:

» CIFAR-10: We use the model provided by the Machine Unlearning Challenge at NeurlPS
2023 (Trianta llou et al., 2023) as the target modiglge: This model is a ResNet-18 (He et al.,
2016) trained on the CIFAR-10 dataset (Krizhevsky et al., 2009). We randomly select examples
from the CIFAR-10 training set to form the forget €8%qer, While the rest of the training data
forms the retain séD etain. The CIFAR-10 test set is used Bgoidout

» ImageNet: We construct a larger-scale testbed using ImageNet. Here, we use a ResNeXt-50
model (Xie et al., 2017) pretrained on ImageNet (Deng et al., 2009) as the target ipgdel
Similar to CIFAR-10, we randomly select examples from the ImageNet training set to create the
forget setDrorger, With the remaining data formi3 ewin. The ImageNet test set is used@Rgdout

Unlearning algorithms. Our evaluation focuses daradient Ascen{GA) and two of its variants,
which perform unlearning by continuing to train on the forget set (and optionally the retain set). The
main difference among these methods lies in their objective functions:

+ Gradient Ascent@A). GA maximizes the cross-entropy loss on the forgetsgte, denoted by
Ltorget. GAis notably one of the most popular unlearning algorithms, as demonstrated by its use
as a baseline in the Machine Unlearning Challenge at NeurlPS 2023 (Trianta llou et al., 2023).

» Gradient Ascent with Gradient Descent on the Retain G8g6r; Liu et al., 2022; Maini et al.,
2024; Zhang et al., 2024%Aspr Minimizes the retain loss after removing the forget loss, denoted
by L forget+ L retainn WhereL retain is the cross-entropy of the retain €&t The motivation is
to train the model to maintain its performance@gain.

» Gradient Ascent with KL Divergence Minimization on the Retain $&4( r; Maini et al., 2024;
Zhang et al., 2024)GA«.r encourages the unlearned model's probability distribugigp.,..( jx)
to be close to the target model's distributipn, . ( jx) on inputs from the retain set 2 D retain.
Speci cally, the objective loss to minimize i& forget+ KL retain, WhereKL reain is the KL Diver-
gence betweepy ... 1X) andps .. ( jX) with x from the retain set.

For all unlearning algorithms, we use SGD as the optimizer, with a moment@® ahd a weight
decay o5 10 “. The (un)learning rate is set @02 for CIFAR-10 and0:05 for ImageNet. Each
unlearning process is run with a batch size @8for a single epoch.

Measuring attack performance. We quantify attack effectiveness by measuring the accuracy
degradation introduced by the adversarial forget set on the unlearned model. For a given for-
get setDyoger, We create two models: (Puniearn by applying the unlearning algorithm ®ygget,

dv

and (i) f 29v ., by generating an adversarial forget £ e Of the same size using our at-

tack, and applying the unlearning algorithm o‘f‘g’et. We quantify the attack's performance as

the maximum accuracy degradation observed across a grid search of hyperparameters, de ned as
Accp :=max  Acc(f yntearn D)  Acc(f j,?l‘éarr; D) , where denotes the attack's hyperparame-

ters (detailed in § A), anB represents the evaluation dataset. In our evaluation, for general attacks,

we report the accuracy drop on the retain and holdout sets, referred tAG@ainand  ACCholdout

For targeted attacks, we report the accuracy drop on a speci ¢ set of examples.

We vary the size of the forget s¢i torgeqd, from 10to 100in our evaluation. To ensure the statistical
signi cance of our results, for each evaluai@dored, We randomly select ve different subsets for
Drorgetand report both the maximum and mean measurements. The runtime of our attack is provided
in 8 A.

®Note that if the forget set size is smaller than 128, this would be equivalent to a single-step unlearning.
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