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Abstract

Large multimodal models (LMMs), even
after safety-aligned fine-tuning, exhibit an
unexpected failure mode in practice. We
observe that state-of-the-art VLMs fre-
quently fail to recognize Chinese offensive
expressions when they are rendered as visu-
ally confusable textual variants that closely
resemble benign characters, despite having
the same underlying semantics. This fail-
ure contrasts sharply with model behavior
under visual inputs, where identical mean-
ings expressed through images are more
reliably flagged. To systematically char-
acterize this phenomenon, we construct
LFVR-Bench, a benchmark composed
of challenging visually confusable variants,
which reveals a consistent degradation in
toxic-term recognition across leading mod-
els. We attribute this blind spot to a mis-
alignment between tokenization and lexi-
cal priors, which prevents safety-aligned
behaviors from being properly activated
in the textual modality. Motivated by
these findings, we propose LFVR (Low-
Frequency Visual Reasoning), a simple yet
effective, non-invasive visual transforma-
tion that suppresses high-frequency cam-
ouflage while preserving essential character
structure. Experiments on LEFVR-Bench
demonstrate that LFVR substantially im-
proves toxic-term detection, underscoring
the critical role of perceptual form in trig-
gering safety-aligned responses in multi-
modal models.

1 Introduction

In the deployment of large language models,
reliably handling sensitive and prohibited con-
tent has become a central research challenge
across language model safety, toxic content
detection, and adversarial language modeling.
Existing approaches typically combine policy
constraints, training data filtering, and auto-
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Figure 1: The figure illustrates two Chinese offen-
sive expressions. On the left, “/REMELE" ap-
pears benign at the character level ( “handsome” +
“blessing”) but is a visually confusable euphemistic
variant commonly used to convey an insult in col-
loquial Chinese; text-only models misinterpret it
as a positive statement. On the right, “FKZgfK
157 is a canonical and explicit profanity ( “I f***
your mom” ), yet it may still be dismissed as non-
sensical under text-only processing. In contrast,
rendering the same content as images consistently
activates profanity recognition in vision-language
models, revealing a modality-dependent blind spot
that is driven by perceptual form rather than un-
derlying semantics.

mated moderation pipelines to suppress harm-
ful language at generation or output time
(Gehman et al., 2020; Weidinger et al., 2021;
Xu et al., 2021). In practice, these systems
largely rely on token or subword level detec-
tors and assume that sensitive semantics can
be stably represented in discrete symbol space
(Dinan et al., 2019; Askell et al., 2021). Prior
work has shown that this assumption is fragile,
as adversarial users can evade text based mod-
eration through paraphrasing, spelling pertur-
bations, and lexical substitutions (Hosseini
et al., 2017; Mozafari et al., 2020; Jia and
Liang, 2017; Wallace et al., 2019). Recently,
a new adversarial paradigm has emerged in
Chinese online communities, where sensitive



expressions are replaced with visually simi-
lar characters rather than phonetic or lexical
variants. These substitutions preserve global
glyph structure while altering character iden-
tity, allowing humans to readily infer the in-
tended meaning while bypassing surface level
textual filters. This representation level attack
preserves semantics at the visual level but dis-
rupts them at the token level, effectively shift-
ing the semantic carrier from discrete symbols
to perceptual structure and placing it outside
the intended design space of existing safety
mechanisms.

As a result, the semantic space of current
language models fails to capture this form
of meaning preservation. Due to the statis-
tical nature of pretraining data and the re-
liance on tokenization, most models primarily
acquire semantics through symbol co occur-
rence rather than through glyph level struc-
ture. Consequently, expressions that are un-
ambiguous to human readers are often inter-
preted by models as benign or even positive
statements, sometimes eliciting blessing like or
complimentary responses. Figure 1 illustrates
this failure mode. When a sensitive expression
is provided directly as text, all audited models
classify it as benign. In contrast, rendering the
same content as an image activates profanity
recognition in vision language models, reveal-
ing a modality dependent blind spot in current
safety systems.

Motivated by this gap, we conduct a sys-
tematic evaluation of widely deployed Chinese
language models and vision language mod-
els under this new attack paradigm. We as-
sess model behavior across multiple sensitive
language understanding tasks, including pro-
fanity recognition, threat related expressions,
and visually similar but semantically divergent
character substitutions. Our evaluation spans
dozens of carefully constructed cases and thou-
sands of adversarial variants. The results show
that the majority of models consistently fail
to recover the intended meaning under glyph
based substitutions, highlighting both the ef-
fectiveness of this new paradigm and the lag
of current models in addressing it.

To address this vulnerability, we propose a
lightweight and low cost method that oper-
ates at the visual level rather than the tex-
tual one. Instead of modifying token vocabu-

laries or retraining safety heads, our approach
leverages visual perception to recover the se-
mantic structure that is lost during tokeniza-
tion. By guiding models to reason over low
frequency visual structure, it enables the re-
covery of intended meaning without additional
supervision or complex architectural changes.

Beyond mitigating a specific safety failure,
our findings point to a more general principle.
In adversarial language settings, when sym-
bol level representations are polluted, seman-
tic information often retreats to lower level
perceptual structures that remain stable for
human interpretation. Visual reasoning there-
fore serves not as an auxiliary heuristic, but as
a semantic recovery mechanism that realigns
model perception with human understanding.
We validate this insight on a newly introduced
benchmark tailored to glyph based semantic
attacks. Experimental results show that only
the strongest models are able to partially re-
cover this capability after visual grounding,
while most existing models remain unable to
resolve the intended meaning.

In summary, this work makes three main
contributions. First, we identify and analyze
a rapidly emerging paradigm of representation
level attacks in Chinese offensive language,
revealing a systematic blind spot in current
model safety mechanisms. Second, we intro-
duce a comprehensive benchmark that enables
controlled and reproducible evaluation of this
phenomenon. Third, we propose a lightweight
and effective visual reasoning based method
that mitigates this vulnerability and sheds
light on a more general principle of semantic
robustness under adversarial language use.

2 Related Work

2.1 Chinese Offensive Language
Detection

The landscape of Chinese toxic language detec-
tion has shifted from binary offensive classifica-
tion, as exemplified by the COLD benchmark
(Deng et al., 2022), to more granular frame-
works. ToxiCN (Lu et al., 2023) introduced a
hierarchical taxonomy (Monitor Toxic Frame)
that captures explicit and implicit expressions
across multiple social dimensions. Recent
advancements such as STATE ToxiCN (Bai
et al., 2025b) further push this boundary into



span-level target-aware extraction, identify-
ing Target-Argument-Hateful-Group quadru-
ples. To address the robustness of these
systems, ToxiCloakCN (Xiao et al., 2024)
and HED-COLD (Wu et al., 2025) evaluate
model performance under sophisticated cloak-
ing perturbations, including homophonic sub-
stitutions and character variants. Different
from prior phonetic-focused perturbations, our
work proposes to use CLIP similarity as a vi-
sual metric to identify shape-confusable char-
acter variants, capturing attacks that exploit
visual resemblance rather than pronunciation.

2.2 Emoji Semantic Understanding
and Benchmarking

Emojis have evolved into a complex symbolic
system requiring nuanced pragmatic reasoning.
Benchmarks such as Hatemoji (Kirk et al.,
2022) assess models’ ability to detect identity-
based hate expressed through symbols. For
semantic disambiguation, EMODIS (Huang
et al., 2026) evaluates LLMs’ sensitivity to con-
trastive contexts, while Emoji2ldiom (?) and
eWe-bench (Kuang et al., 2025) focus on the
cross-modal task of mapping visual emoji se-
quences to abstract linguistic meanings like
idioms, testing the "intuitive semiosis" capa-
bilities of MLLMs. Notably, Chinese offen-
sive language exhibits a similar semiotic prop-
erty, where visually confusable character vari-
ants convey implicit attacks beyond their lit-
eral textual forms; motivated by this parallel,
we leverage the visual reasoning capabilities of
MLLMs to detect such visually mediated offen-
sive expressions in Chinese.

2.3 Visual Feature Compression

Visual representations have emerged as high-
density carriers for textual data. DeepSeek-
OCR (Wei et al., 2025) recently pioneered
the "Contexts Optical Compression" paradigm,
demonstrating that a single document image
can be compressed into a few hundred visual
tokens while maintaining up to 97% OCR
decoding precision at a 10x compression ra-
tio. These results provide strong empirical ev-
idence that visual features can serve as an effi-
cient and expressive representation of textual
content.

3 Dataset Construction

We construct LFVR-Bench, a benchmark de-
signed to evaluate glyph-based semantic hi-
jacking in Chinese. The dataset is built
upon 12 canonical Chinese profane ex-
pressions, which serve as the base attack
vocabulary. These expressions correspond to
the most common and fundamental offensive
character-level roots in Chinese.

For each profane character appearing in the
base expressions, we retrieve its top-k visually
similar Chinese characters using CLIP visual
embeddings. Adversarial variants are gener-
ated by randomly composing these visually
similar substitutes at the phrase level. Each
base expression produces at most 20 attack
variants. Following this procedure, we obtain
a total of 212 adversarial samples. We then
leverage an LLM to further expand these sam-
ples by an order of magnitude, resulting in a
total of 2,120 samples.

3.1 CLIP-guided glyph substitution

Our attacks are implemented via CLIP-
guided glyph substitution. Individual Chi-
nese characters are first rendered into images
and encoded using a CLIP vision encoder to
obtain character-level visual embeddings. For
each source character, we retrieve the top-
k nearest neighbors in the CLIP embedding
space. Visually similar neighbors are then ran-
domly selected and assembled to replace the
original characters, forming adversarial strings
that remain visually plausible while altering
the literal textual content.

This attack pipeline isolates glyph-based
semantic hijacking without introducing font
randomization, noise injection, or stroke-level
editing.

3.2 LLM-based Contextual Expansion

While the glyph-level substitution described
above focuses on character-wise visual hijack-
ing, real-world offensive language typically ap-
pears embedded in natural sentences rather
than as isolated phrases. To better approx-
imate this usage and substantially increase
dataset coverage, we further expand LFVR-
Bench by generating contextualized attack
samples using large language models (LLMs).

Specifically, for each canonical profane ex-



pression in the base vocabulary, we prompt an
LLM to produce diverse natural-language sen-
tences in which the expression appears in a
plausible conversational or narrative context.

The generated sentences are constrained to
preserve the original offensive intent, while
varying surrounding syntactic structure, dis-
course style, and pragmatic framing.

This contextual expansion dramatically in-
creases the number of attack samples and in-
troduces realistic linguistic environments with-
out altering the core attack mechanism.

4 Low-Frequency Visual Reasoning

Low-Frequency Visual Reasoning (LFVR) is
a visual preprocessing strategy for mitigating
glyph-based semantic camouflage in Chinese
adversarial text. The method suppresses fine-
grained stroke-level variations by reducing the
spatial resolution of the rendered text image
before visual-language inference.

4.1 Input Representation

Given an input text string, we render it into a
grayscale image

IERHXW

using a fixed font, size, and layout consistent
with standard vision-language model (VLM)
pipelines.

4.2 Resolution Reduction

To remove high-frequency visual details, we ap-
ply a deterministic resolution reduction opera-
tion:

15 = Resize(I, LEJ ) LKJ) ’

T s

where r > 1 denotes the downsampling fac-
tor. The resulting image Z; € RUH/m/xW/r]
is obtained using standard interpolation (e.g.,
bilinear interpolation) without any learnable
parameters.

By construction, this operation discards lo-
cal stroke-level variations while preserving the
coarse spatial layout of the glyphs.

4.3 Visual-Language Inference

The downsampled image Z;, is fed into a pre-
trained vision-language model together with a
fixed textual prompt p:

~

S = D(P(IL)v p)v

where P denotes the visual encoder and D the
language decoder. The prompt p specifies the
downstream task (e.g., offensive language de-
tection) and is shared across all inputs. The
model predicts the semantic intent S condi-
tioned on the low-resolution visual input and
the task prompt.

LFVR introduces mno frequency-domain
modeling, reconstruction objectives, or archi-
tectural modifications, and can be applied as
a plug-and-play preprocessing step to existing
vision-language models.

5 Experiment and Result

5.1 Evaluation Protocol

We evaluate models under two input modali-
ties: text-only and image-based.

In the text-only setting, the adversarial
string is provided directly as plain text to the
model. In the image-based setting, the same
string is rendered into an image and supplied
to the vision-language model as visual input.

To evaluate the effectiveness of LFVR, we
apply our defense exclusively in the image-
based setting by downsampling the ren-
dered image before inference. The task
prompt is kept fixed across all samples and
all models. We compare model outputs across
text-only inputs, original image inputs, and
LFVR-processed image inputs to quantify the
effect of low-resolution visual reasoning on de-
tecting glyph-based attacks.

5.2 Models and Baselines

Our study covers seven flagship VLMs:
OpenAl’'s GPT-5.2-Pro(OpenAl, 2025), An-
thropic’s Claude Opus 4.5(Anthropic, 2025),
Google’s Gemini 3 Pro (Hassabis, Demis and
Kavukcuoglu, Koray and The Gemini Team,
2025), Alibaba’s Qwen3-VL-235B A22B
Thinking(Bai et al., 2025a), Baidu’s ERNIE
45-VL  424B  A47B(Baidu-ERNIE-Team,
2025), Zhipu AI’'s GLM-4.6V(Team et al.,
2025), and ByteDance SEED-1.6(ByteDance
Seed Team, 2025).

As a baseline, we adopt a standard text-
only safety setting, where visually confusable
variants are directly provided as plain text in-
puts to the model without any visual render-
ing or preprocessing. This setting reflects the
default deployment scenario of safety-aligned
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Figure 2: Visual comparison of an evasive glyph
pair before and after LFVR downsampling. The
low-resolution representation suppresses distract-
ing stroke-level variations, making the two glyphs
nearly indistinguishable and exposing their shared
semantic intent.

language models and serves as a lower bound
for detecting obfuscated offensive expressions.

5.3 Prompt Specification

We use fixed prompts for both input modal-
ities to avoid any form of prompt tuning or
task-specific adaptation. The prompts used in
all experiments are shown below.

Text Only Prompt & H| W 51 # 5 3C
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REEER, AEPANFE: result (0 B 1),
offensive terms (HMrditEialiEsF) DA K
reason (—/HJiEERE).

5.4 Case Study: LFVR-Unlocked
Detection

We begin with a focused case study mirroring
the motivating phenomenon. Table 1 consoli-
dates the moderation outputs when seven flag-
ship VLMs process the phrase “#2f&” . The
top row shows that pure-text inputs silently
pass through every model. After LFVR down-
sampling, the same models unanimously ac-
knowledge the exact profanity, confirming that
the visual pathway unlocks dormant safety
knowledge even for short prompts.

Table 1: Case study results. FEach flagship
model processes the phrase “/&#%” . Text-only
moderation never fires, whereas the same models
detect the insult after LFVR downsampling.

@ ¢ 6 & i

Text input
LFVR enabled

5.5 Profiling the Textual Blind Spot

We first quantify how often text-only moder-
ation fails across different multimodal models.
Figure 3 (top) compares the proportion of of-
fensive variants flagged as unsafe when identi-
cal attacks are presented as pure text versus
rendered images. While the overall trend re-
veals a substantial textual blind spot, the ef-
fect is notably model-dependent. Models such
as Gemini and GPT exhibit pronounced gains
in recall under visual inputs, whereas Qwen
and ERNIE show comparable or slightly lower
detection rates relative to text-only prompts.

Figure 3 (bottom) reports the average num-
ber of generated tokens per sample across
modalities. As expected, image inputs gener-
ally incur higher token usage than text-only
prompts. However, the observed detection dif-
ferences do not correlate monotonically with
token consumption:
higher token budgets under text inputs may
still miss offensive content, while others ben-
efit from visual inputs despite increased to-
ken usage. This decoupling indicates that
the failures arise from modality-specific seman-
tic grounding rather than insufficient inference
budget or truncated generation.

models with similar or

5.6 LFVR Reconstructs Visual
Semantics

Applying LFVR prior to model inference sys-
tematically alters how models perceive offen-
sive content. Figure 4 compares detection-
quality breakdowns for the image modality
with and without LFVR. By downshifting res-
olution, LFVR suppresses high-frequency vi-
sual details while emphasizing coarse struc-
tural cues of characters. This transformation
strengthens the model’ s ability to capture
coarse-grained toxic signals, substantially re-
ducing missed detections and improving over-
all detection coverage.
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Figure 3: Top: Detection rates for offensive vari-
ants under text-only and visual inputs. The impact
of visual presentation is model-dependent, with
large recall gains for Gemini and GPT, and compa-
rable or slightly lower rates for Qwen and ERNIE.
Bottom: Image inputs generally consume more
tokens than text-only prompts; however, detection
performance does not scale with token usage, rul-
ing out inference budget exhaustion as the primary
cause of missed detections.

the same low-frequency recon-
inevitably attenuates the fine-
grained stroke-level information required to
distinguish specific glyph variants. As a re-
sult, while models become more reliable at
recognizing that an input is offensive, they
often fail to accurately recover the original
canonical profanity, instead producing general-
ized, paraphrased, or euphemistic expressions.
This mechanism-level trade-off is reflected in
a marked decrease in Ezxact Match predictions
after applying LEVR, revealing a clear tension
between coarse toxic detection and precise lex-
ical reconstruction in multimodal models.

However,
struction

Taken together, these measurements sub-
stantiate our central claim: the textual path-
way alone cannot perceive low-frequency in-
sults, yet a simple, low-resolution visual de-
tour revives the dormant safety reflex of the
very same models.
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Figure 4: Top: LFVR retains essential structural
cues in the image channel, enabling the detection
of visually confusable offensive variants that are
missed in text-only settings. Bottom: However,
while LFVR improves detection coverage, its over-
all detection quality still lags behind that of canon-
ical text-based inputs.

6 Discussion

6.1 Implications for VLM Security

Our findings reveal a fundamental vulner-
ability in current VLM architectures: an
over-reliance on high-frequency visual fea-
tures. The issue is particularly severe in
logographic languages like Chinese,
subtle radicals carry disproportionate seman-
tic weight. Glyph-Based Semantic Hijacking
therefore constitutes a new class of adversar-
ial example—one that preserves the meaning
humans perceive, exploits token-level sensitiv-
ities inside the model, and slips past both rule-
based and learned filters.

where

6.2 LFVR’s Theoretical Foundation

LFVR’s effectiveness stems from frequency-
domain analysis of visual stimuli. Decompos-
ing characters into low- and high-frequency
components lets us preserve the global topol-
ogy, suppress the deceptive local strokes that
attackers manipulate, and realign model be-
havior with human perception. This approach



is grounded in classic frequency analysis and
targets the root cause of the vulnerability
rather than merely treating symptoms.

7 Limitations

Despite the empirical improvements observed
with LFVR, several limitations remain. First,
we have not systematically evaluated the im-
pact of different fonts or character rendering
styles. Since LFVR relies on visual structure,
variations in font design may alter character
appearance and influence model perception,
an effect that warrants further investigation.

Second, due to limited annotation and veri-
fication resources, we were unable to manually
inspect or rigorously validate all generated of-
fensive variants. While our experiments rely
on automated generation pipelines to achieve
broad coverage, some samples may contain
noise in terms of semantic clarity or offensive
strength, which could affect the evaluation out-
comes.

We plan to construct larger and more di-
verse sets of offensive variants, and to incor-
porate more informative visual representations
to better stress-test multimodal models under
challenging attack scenarios. In addition, we
ailm to systematically study the role of font
variation and visual presentation in shaping
the behavior of LFVR and multimodal safety
alignment more broadly.

8 Conclusion

In this paper, we identified Glyph-Based Se-
mantic Hijacking as a critical vulnerability in
VLMs and proposed LFVR (Low-Frequency
Visual Reasoning) as an effective defense
mechanism. Through comprehensive evalua-
tion on LFVR-Bench, we demonstrated that
LFVR achieves much better defense success
rate. Our work provides both theoretical in-
sights into VLM vulnerabilities and practi-
cal defense mechanisms for enhancing visual-
semantic alignment in multi-modal Al sys-
tems.
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