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Abstract001

Retrieval-Augmented Generation (RAG) has002
emerged as a promising paradigm to enhance003
large language models (LLMs) with external004
knowledge, reducing hallucinations and com-005
pensating for outdated information. How-006
ever, recent studies have exposed a critical vul-007
nerability in RAG pipelines—corpus poison-008
ing—where adversaries inject malicious docu-009
ments into the retrieval corpus to manipulate010
model outputs. In this work, we propose two011
complementary retrieval-stage defenses: RAG-012
Part and RAGMask. Our defenses operate013
directly on the retriever, making them compu-014
tationally lightweight and requiring no modifi-015
cation to the generation model. RAGPart lever-016
ages the inherent training dynamics of dense017
retrievers, exploiting document partitioning to018
mitigate the effect of poisoned points. In con-019
trast, RAGMask identifies suspicious tokens020
based on significant similarity shifts under tar-021
geted token masking. Across two benchmarks,022
four poisoning strategies, and four state-of-the-023
art retrievers, our defenses consistently reduce024
attack success rates while preserving utility un-025
der benign conditions. In order to stress-test our026
defenses, we further introduce an interpretable027
attack, AdvRAGgen, which outperforms exist-028
ing attacks across four different retrievers and029
two different datasets. Our findings highlight030
the potential and limitations of retrieval-stage031
defenses, providing practical insights for robust032
RAG deployments.033

1 Introduction034

Large Language Models (LLMs) (OpenAI et al.,035

2024; DeepSeek-AI et al., 2025) have demonstrated036

remarkable capabilities in reasoning, problem-037

solving, and generalization, fueling deployment038

in real-world domains such as healthcare (Wang039

et al., 2023) and finance (Loukas et al., 2023). De-040

spite these successes, LLMs remain limited by their041

static training data, resulting in outdated knowl-042

edge, hallucinations (Huang et al., 2025), and gaps043

in domain-specific expertise. 044

Retrieval-Augmented Generation (RAG) has re- 045

cently gained popularity (Lewis et al., 2021) as 046

a strategy to mitigate these limitations. RAG en- 047

hances LLMs by dynamically retrieving external 048

documents relevant to a query from large cor- 049

pora—such as Wikipedia (Thakur et al., 2021) or 050

financial reports (Maia et al., 2018)—and augment- 051

ing the model’s input context. Typically, docu- 052

ments are retrieved based on embedding similar- 053

ity, computed by traditional methods (Salton and 054

Buckley, 1988; Robertson and Zaragoza, 2009) or 055

modern dense retrievers (Izacard et al., 2022; Wang 056

et al., 2024). 057

Despite enhancing factual consistency (Ayala 058

and Bechard, 2024), RAG’s dependence on exten- 059

sive, publicly sourced corpora introduces vulner- 060

abilities to corpus poisoning attacks (Zou et al., 061

2024). In these attacks, adversaries insert ma- 062

liciously crafted documents intended to manipu- 063

late the retrieved context, thereby influencing the 064

model’s outputs. An attack is successful when a 065

poisoned document is retrieved (retrieval condition) 066

and significantly impacts the LLM’s generated re- 067

sponse (generation condition). 068

Current defenses largely focus on the genera- 069

tion stage, proposing certifiable robustness via re- 070

sponse aggregation (Xiang et al., 2024). However, 071

these approaches rely on strong and often impracti- 072

cal assumptions. They assume that each retrieved 073

document—often called a golden document—is 074

independently sufficient to answer the query, that 075

the retriever can consistently return enough such 076

golden documents, and that it is computationally 077

feasible to run a separate LLM generation for each 078

one. In real-world systems where inference time 079

and cost are major concerns, generating multiple 080

responses per query is typically infeasible, making 081

these defenses difficult to use in practice. 082

To overcome these issues, practical defenses 083

must satisfy three conditions: (W1) Effectiveness: 084
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Figure 1: RAGPart: Figure illustrates the RAGPart defense, where each document is partitioned into fragments,
which are individually embedded. Embeddings from multiple fragment combinations (e.g., subsets of size k) are
then averaged to produce candidate document representations. These are used to retrieve multiple top-p document
sets, which are aggregated to form the final top-p set for retrieval.

achieving low attack success rates without signif-085

icant utility loss under benign conditions; (W2)086

Efficiency: remaining computationally lightweight087

for real-time use; and (W3) Minimal retriever as-088

sumptions: not requiring perfect or highly accurate089

retrieval.090

To satisfy these properties, we propose address-091

ing corpus poisoning earlier—at the retrieval stage.092

This is feasible in practice because retrievers are093

typically smaller models than long-context LLMs,094

and their similarity computations (e.g., dot prod-095

ucts in embedding space) are highly parallelizable.096

Motivated by deep partition-and-aggregation097

defenses (DPA) (Levine and Feizi, 2021; Sun098

et al., 2022) and perturbation-based defenses like099

RAP (Yang et al., 2021), we propose two comple-100

mentary retrieval-stage defenses: RAGPart and101

RAGMask. RAGPart leverages dense retrievers’102

training dynamics, particularly the observation that103

document fragments often preserve the semantic104

meaning of the full document in embedding space.105

For example, dense retrievers such as Contriever106

(Izacard et al., 2022) explicitly define positive107

training pairs by treating randomly cropped108

portions of a document as semantically equivalent109

to the whole, inducing an inductive bias in the110

retriever’s embedding space. We empirically111

observe that this behavior generalizes across112

multiple dense retrievers. By exploiting the113

similarity between full-document and fragment114

embeddings, RAGPart formulates a defense to115

mitigate the effect of poisoned content. RAGMask,116

on the other hand, targets a different vulnerability:117

poisoning often hinges on a small set of influential118

tokens that disproportionately affect similarity119

scores. By selectively masking these tokens and120

measuring the resulting similarity shift, RAGMask121

identifies and suppresses poisoned documents.122

123

Our contributions are summarized as follows. 124

• We propose two retrieval-stage defenses 125

(RAGPart and RAGMask) that are both com- 126

putationally efficient and effective at mitigat- 127

ing corpus poisoning, without modifying the 128

LLM or relying on strong retriever assump- 129

tions. 130

• We demonstrate the efficacy of these defenses 131

across two benchmark datasets and four dis- 132

tinct poisoning strategies. In addition to evalu- 133

ating against existing attacks, we introduce 134

a stronger, interpretable poisoning attack— 135

AdvRAGgen—and show that our defenses 136

remain robust under this more challenging 137

threat model. 138

• We present a theoretical result demonstrating 139

the superiority of RAGPart over a naive com- 140

binatorial approach that does not exploit the 141

properties of dense retrievers. 142

• We systematically analyze trade-offs between 143

RAGPart and RAGMask in terms of defense 144

effectiveness and computational efficiency, 145

providing practical guidance for real-world 146

deployment across various system constraints. 147

2 Related Work 148

Retrieval-Augmented Generation: RAG im- 149

proves the accuracy of LLM outputs and reduces 150

hallucinations by retrieving relevant documents 151

from a knowledge database given a query, and gen- 152

erating responses conditioned on these retrieved 153

documents (Lewis et al., 2021; Izacard and Grave, 154

2021). Particularly in sensitive fields such as law 155

(Mao et al., 2024), RAG systems enable LLMs 156

to generate reliable outputs that reflect up-to-date 157
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Figure 2: Naive Combination Baseline vs. RAGPart: A toy example with N=3 and k=2. In this scenario, the naive
combination approach is likely to retrieve the malicious document, since the poison persists in the raw text of many
combined fragments (before embedding). In contrast, RAGPart benefits from additional robustness due to mean
pooling over fragment embeddings, which can dilute the effect of poisoned fragments and prevent the malicious
document from being retrieved under the same conditions. For illustration purposes, we assume that large inner
product values (e.g., 24, 36) correspond to the document ending up among the top-p retrieved results, while small
values (e.g., –48, 0) correspond to cases where it does not.

knowledge. This effectiveness has led to the158

wide deployment of RAG on both public and e-159

commerce platforms. Although traditional retrieval160

frameworks such as TF-IDF (Salton and Buckley,161

1988) and BM25 (Robertson and Zaragoza, 2009)162

have shown promise in retrieving relevant docu-163

ments using word frequency statistics, recent ad-164

vances in transformer-based dense retrievers (Izac-165

ard and Grave, 2021; Xiong et al., 2020; Wang166

et al., 2024; Li et al., 2023)—which encode seman-167

tic meanings into embedding vectors—have demon-168

strated superior performance on state-of-the-art re-169

trieval benchmarks (Muennighoff et al., 2023).170

Attacks: The corpus poisoning attacks against171

RAGs can be divided into black-box and white-box172

attacks based on the access the attacker has to the173

retriever model. The goal of the attacker is to ei-174

ther create a retrievable adversarial passage that175

can cause a harmful generation when added to the176

context of an LLM or craft poisons whose addition177

into the adversarial passage can make them retriev-178

able for a given query. Works such as (Zou et al.,179

2024; Zhong et al., 2023) have crafted white-box180

poisons by exploiting the gradient of the retrievers,181

which when added to an adversarial passage can182

fool the retriever into retrieving the passage. In183

black-box settings, the works of (Zou et al., 2024)184

have proposed adding the query itself to the adver-185

sarial passage to make it retrievable.186

Defenses: Early defenses, such as those by187

(Weller et al., 2024), proposed paraphrasing queries188

to retrieve multiple robust passages and thereby189

mitigate misinformation at the retrieval stage. Al-190

though these defenses can handle weaker adver-191

saries, they often fail against stronger attacks (Zou192

et al., 2024) and robust retrievers capable of pre-193

serving semantic meaning across paraphrases. An-194

other line of work (Xiang et al., 2024) proposes 195

certified defenses against corpus poisoning at the 196

generation stage (rather than at retrieval) by aggre- 197

gating responses generated from each of the top-p 198

retrieved documents. However, these generation- 199

stage defenses rely on strong assumptions—each 200

golden document must independently suffice for 201

generation, and retrievers must reliably retrieve an 202

overwhelming number of golden documents. In 203

practice, these conditions rarely hold, and such ap- 204

proaches are computationally expensive because 205

long-context LLMs must be invoked multiple times 206

per inference. 207

3 Method 208

3.1 Defense: RAGPart 209

Most state-of-the-art dense retrievers (Wang et al., 210

2024; Izacard et al., 2022; Li et al., 2023) are 211

pre-trained using a large-scale contrastive loss 212

(Khosla et al., 2021) and then fine-tuned on human- 213

annotated data. Some retrievers, such as (Izacard 214

et al., 2022), select positive pairs during contrastive 215

learning by sampling a random portion of a docu- 216

ment and treating it as a positive example paired 217

with the full document. This setup explicitly intro- 218

duces an inductive bias that encourages the model 219

to produce similar embeddings for different frag- 220

ments of the same document. In practice, as we 221

show in the Results section, even models that are 222

not trained this way still exhibit similar behavior. 223

Inspired by this observation and deep partition- 224

and-aggregation (DPA) defenses (Sun et al., 2022), 225

we propose RAGPart. The key idea is to partition 226

a document into N fragments and apply the dense 227

retriever’s embedding model to each fragment indi- 228

vidually. Due to the inductive bias of dense retriev- 229
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ers, the fragment embeddings tend to preserve the230

semantic similarity of the full document. We then231

average the embeddings of different combinations232

of fragments to form a final similarity score. If the233

number of poisoned fragments np is not too large,234

their influence is diminished through the averaging235

step. By evaluating multiple such combinations236

and aggregating the results, RAGPart effectively237

reduces the impact of the poisoned samples, as238

demonstrated in the Results section.239

In the context of dense retrieval as the first stage240

of RAG, and given the properties of document frag-241

ments, a document can be broken into N fragments.242

Based on how we form combinations of these frag-243

ments, we consider two approaches, as seen below:244

1. RAGPart: We first embed each of the N frag-245

ments using the dense retriever’s embedding246

model. Then, we form combinations of k247

fragments (e.g., all
(
N
k

)
subsets of size k),248

and average their embeddings to form a com-249

bined representation. This approach leverages250

the inductive bias of dense retrievers, which251

produce similar embeddings for semantically252

related text, allowing the averaged embedding253

to preserve the original document’s meaning254

even when some fragments may be poisoned.255

This method is illustrated in Figure 1.256

2. Naive combination of fragments baseline:257

In this approach, we first select combinations258

of k out of N document fragments (without259

first embedding them) and concatenate the raw260

text. The resulting text is then passed through261

the embedding model. A toy example contain-262

ing a comparison between the two methods263

is shown later in Figure 2. Since embedding264

happens after mixing the content, poisoned265

fragments can—by design—have a significant266

influence on the final embedding.267

Once a new set of
(
N
k

)
embeddings is formulated268

to represent each document, we can build
(
N
k

)
·D269

embedding databases for a given corpus of D doc-270

uments. These databases are used to retrieve
(
N
k

)
271

sets of top-p documents. The retrieved results can272

then be aggregated to form the final top-p docu-273

ments to be passed to the generator. We explore274

two aggregation strategies below:275

1. Intersection-based aggregation: From the276 (
N
k

)
sets of top-p documents, we select only277

those documents that appear in all of the sets.278

If no document appears across all sets, we ran- 279

domly choose p documents from the union of 280

the
(
N
k

)
· p retrieved documents. While this 281

approach can reduce the chance of retrieving 282

adversarial documents, it often severely im- 283

pacts the success rate (SR). As a result, we 284

do not use this strategy in most of our experi- 285

ments. 286

2. Majority vote-based aggregation: From the 287(
N
k

)
sets of top-p documents, we select the p 288

documents that appear most frequently. It is 289

important to note that the ideal k condition 290

for robustness in (Sun et al., 2022), which 291

assumes np <
N−1
2 , no longer guarantees ro- 292

bustness in this context. This is because the 293

aggregation now involves selecting the top-p 294

documents by majority vote across combina- 295

tions, rather than making a decision per combi- 296

nation. Thus, even if the adversarial document 297

is not the top-ranked in most combinations, it 298

may still be retrieved due to frequency. While 299

setting p = 1 can restore the original robust- 300

ness guarantee, it can greatly reduce utility. 301

Furthermore, the framework in (Sun et al., 2022) 302

assumes that an adversary can influence the output 303

if it is present in any single fragment within a com- 304

bination. To be able to weaken this assumption, we 305

considered the RAGPart framework that minimizes 306

the impact of poisoned fragments even when they 307

are included in some combinations. 308

Motivated by the shortcomings in majority vote- 309

based aggregation, we analyze the effectiveness 310

of the RAGPart framework compared to the naive 311

combination of fragments in suppressing the ef- 312

fect of adversarial poisons when they are present 313

in fragment combinations. Adversarial tokens are 314

typically designed to increase the likelihood of re- 315

trieval when included in a document. This behavior 316

poses a disadvantage for the naive combination ap- 317

proach—since the adversary remains in the raw 318

text before embedding, its influence is preserved, 319

and the resulting embedding can still lead to the 320

document being retrieved. In contrast, in the RAG- 321

Part approach, each fragment is embedded indepen- 322

dently and then averaged, reducing the influence of 323

individual poisoned fragments. Since the poisons 324

are not optimized to dominate the mean of multiple 325

embeddings, their effectiveness naturally decreases. 326

Designing adaptive poisons to counteract this is dif- 327

ficult: it would require crafting embeddings with 328

unusually large norms, which is hard to achieve in 329
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Figure 3: RAGMask: Figure illustrates the concept of RAGMask, where the top αp retrieved documents are
sanitized by observing the shift in similarity with the query under masking.

practice and can be mitigated by anomaly detection330

in embedding space. This distinction between the331

naive combination method and RAGPart is illus-332

trated with a toy example using N = 3 and k = 2333

in Figure 2.334

3.2 Defense: RAGMask335

The idea of RAGMask takes inspiration from336

perturbation-based defenses. The idea behind337

perturbation-based defenses (Yang et al., 2021) is338

to analyze the behavior of a given sample in the339

presence of perturbations and make decisions ac-340

cordingly. In the case of RAG, if the addition of341

a poison to a document makes it retrievable, then342

masking or occluding that token should cause a343

substantial drop in the similarity score between the344

document and the intended query. We leverage this345

insight to design the RAGMask defense, as shown346

in Figure 3, in the following way.347

Given a corpus of documents D and a query348

q, we first convert them into embeddings using349

the retriever model. We then retrieve the top αp350

documents, where α > 1. Assume that the length351

of a single document is li tokens. Each document352

has an initial similarity score vqi with respect to353

the query. For each of the top αp documents, we354

divide the document into li
m segments, where m is355

a predefined hyperparameter representing the mask356

length. We mask the document at each of these357
li
m positions and recompute the similarity score358

between the query and the masked version of the359

document, denoted by vqi
′. If vqi

′
+δ > vqi , we keep360

the masked tokens in the document; otherwise, we361

discard them. After li
m · αp such operations, we362

obtain a new set of partially masked documents,363

which we refer to as sanitized documents.364

Since retrievers are generally much smaller than365

LLMs, these operations can be parallelized effi-366

ciently to maintain acceptable time complexity. We367

then recompute the similarity between the sanitized368

documents and the query q, re-rank the αp docu-369

ments, and finally select the top p as the final set of 370

retrieved documents. 371

3.3 Attack: AdvRAGgen 372

In addition to the attacks discussed in the Experi- 373

ments section, and inspired by the work of AdvB- 374

DGen (Pathmanathan et al., 2024), we propose an 375

interpretable attack against RAG retrieval, called 376

AdvRAGgen. The idea behind this attack is to 377

use a general-purpose causal language model that 378

takes in a query and an adversarial document and 379

generates a paraphrase of the adversarial document 380

such that it is retrieved. 381

The generator is trained via Direct Preference 382

Optimization (DPO) using three feedback signals: 383

1. The semantic similarity between the original 384

adversarial document and its generated para- 385

phrase, measured by a semantic embedding 386

model. This ensures the paraphrase maintains 387

the intended content, satisfying the generation 388

condition. 389

2. The similarity between the query and the para- 390

phrase in the target retriever’s embedding 391

space. This ensures the paraphrase is retriev- 392

able, satisfying the retrieval condition. 393

3. The negative ROUGE-L score between the 394

query and the paraphrase. This discourages 395

trivial attacks that involve simply inserting the 396

query into the adversarial document. 397

For further details, refer to the Appendix. 398

4 Theoretical Analysis 399

Robustness: To better understand the performance 400

gap between our proposed method, RAGPart, and 401

the naive combination of fragments baseline, we 402

provide a theoretical analysis of how poisoned frag- 403

ments affect retrieval outcomes. 404

In the absence of adversarial documents, we as- 405

sume that the top-p retrieved results across the
(
N
k

)
406
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fragment mixes are consistent up to permutation.407

Let na denote the number of adversarial documents408

in the corpus, each containing np poisoned frag-409

ments. We assume na ≤ D − p, ensuring that at410

least p clean documents remain retrievable. For411

this analysis, we begin with the case na = 1 (the412

case of na > 1 is discussed in the Appendix).413

In the naive combination of fragments baseline,414

embeddings are computed after fragment mixing.415

As a result, any mix that includes at least one poi-416

soned fragment is considered adversarial. The num-417

ber of such poisoned mixes is:418 (
N

k

)
−
(
N − np

k

)
.419

In contrast, RAGPart computes embeddings for420

individual fragments before mixing and aggregates421

them via mean pooling. This design reduces the422

influence of individual poisoned fragments. As-423

suming that a mix becomes adversarial only when424

it contains at least two poisoned fragments, the425

number of poisoned mixes becomes:426 (
N

k

)
−

(
N − np

k

)
− np

(
N − np

k − 1

)
.427

Both of these expressions are derived and428

discussed in detail in the Appendix. Due to space429

constraints, we defer a deeper analysis of how430

much this reduction in poisoned mixes improves431

robustness to the Appendix, where we evaluate432

various values of N, k, and np under a formal433

robustness condition. Additionally, we analyze the434

computational complexity of both strategies from435

a theoretical perspective.436

437

Memory: In terms of memory efficiency,438

RAGPart is more efficient than the naive baseline439

because it allows inner product computations to440

be performed before creating the fragment mixes.441

Specifically, RAGPart requires memory on the442

order of O(D × N × E + D ×
(
N
k

)
), while the443

naive baseline requires O(D ×
(
N
k

)
× E), where444

E is the size of the embedding.445

5 Experiments446

Dataset and Models: We used two question an-447

swering datasets, namely Natural Questions (NQ)448

(Kwiatkowski et al., 2019) and Financial Opinion449

Mining and Question Answering (FiQA) (Maia450

et al., 2018). The NQ dataset consists of a corpus451

of 2,681,468 documents, while the FiQA dataset452

contains 57,638 documents. From the query sets, 453

we randomly select 512 queries and use them as 454

our test set. For each query, we randomly select 455

3 irrelevant documents. The attacker’s goal is to 456

craft poisons such that these irrelevant documents 457

become retrievable. Each query has more than 10 458

relevant documents (“golden documents”) in the 459

corpus, which are used to evaluate the utility of the 460

defense under benign settings. For dense retrievers, 461

we consider four models: Contriever (Izacard et al., 462

2022), ANCE (Xiong et al., 2020), multilingual 463

E5 (Wang et al., 2024), and GTE-large (Li et al., 464

2023). 465

Evaluation Metrics: We evaluate both the ro- 466

bustness of the defense under attack and its utility 467

under benign settings. Robustness is measured us- 468

ing the Attack Success Rate (ASR), which is the 469

percentage of test queries for which the retriever re- 470

turns at least one poisoned or malicious document. 471

Utility is measured using the Success Rate (SR), 472

defined as the percentage of test queries for which 473

the retriever returns at least one golden document. 474

We report the average drop in SR to quantify util- 475

ity degradation (lower is better), and the average 476

drop in ASR to assess defense robustness (higher 477

is better). 478

Attacks: We consider both gradient-based and 479

interpretable attacks. For gradient-based attacks, 480

following Zou et al. (2024) and Zhong et al. (2023), 481

we consider a HotFlip-style attack (Ebrahimi et al., 482

2018), which searches for effective adversarial to- 483

kens using gradient information. We also introduce 484

a variant called HotFlip (spread out), where the 485

adversarial tokens are distributed throughout the 486

document instead of being placed in a localized 487

region. For interpretable attacks, we include the 488

Query-as-Poison method, where the query is di- 489

rectly inserted into the document to improve re- 490

trievability (Zou et al., 2024). Additionally, we 491

consider AdvRAGgen, described in the previous 492

section. 493

Baseline Defenses: Following (Zou et al., 2024), 494

we consider paraphrasing-based and perplexity- 495

based defenses. The paraphrasing defense as- 496

sumes that certain poisons can be neutralized by 497

rewriting the document. We use LLaMA 3.3 70B 498

(Grattafiori et al., 2024) for generating paraphrases. 499

The perplexity-based defense relies on the intu- 500

ition that poisoned documents tend to have higher 501

perplexity scores. We compute perplexity using a 502

GPT-2 model (Radford et al., 2019) and filter out 503

high-perplexity documents as potential poisons. 504
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6 Results505

Due to space constraints, for most of the results506

we present both the ASR and SR (utility) results as507

averages over the four retrievers considered. For508

fine-grained results, refer to the Appendix. In the509

Appendix, we further provide hyperparameter anal-510

ysis, motivating the choice of N, k in RAGPart and511

δ,m in RAGMask.512

6.1 Results: Attack513
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Figure 4: Attack success rate (ASR) across retrievers.
AdvRAGgen maintains a high ASR across retrievers on
both NQ and FiQA compared to prior attacks, indicating
that it is harder to mitigate with standard retrievers and
harder to defend against using existing defenses, as we
will show later.

Effectiveness of AdvRAGgen over baseline514

attacks: First, we showcase the effectiveness of515

AdvRAGgen against baseline attacks and defenses516

in Figures 4, 6, and Table 1. As seen in Figure517

4, across four retrievers and two different datasets,518

AdvRAGgen elicits a high ASR while preserving519

lower perplexity compared to Query-as-Poison, as520

shown in Table 1. Furthermore, due to its seman-521

tically consistent nature, it bypasses paraphrasing522

as a defense more effectively, as seen in Figure523

6. Note that the poisons for AdvRAGgen were524

created using only the Contriever model as the tar-525

get; nevertheless, the poisons exhibit better attack526

transferability to other retriever models, thereby527

establishing AdvRAGgen as a stronger, transfer-528

able black-box attack compared to gradient-based529

attacks.530

6.2 Results: Defense531

Ineffectiveness of the baseline defenses: As seen532

in Figure 6 and Table 1, both the paraphrase-based533

and perplexity-based defenses fail to defend against534

interpretable poisoning attacks, even though they535

are effective against gradient-based attacks thus536

motivating the need for a better effective defense.537

Ablation: Effect of intersection-based aggre-538

gation and majority vote-based aggregation:539

NQ FiQA
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19%
27%

RAGPart RAGMask

Figure 5: Drop in success rate (SR; lower is better).
RAGMask yields a smaller utility drop than RAGPart
on both NQ and FiQA.

Intersection-based aggregation can remove poi- 540

soned documents more effectively than majority 541

vote-based aggregation. This is shown in the Ap- 542

pendix in Figure 9, where intersection-based aggre- 543

gation leads to a larger drop in ASR for both the 544

naive combination baseline and RAGPart. Due to 545

the additional robustness of RAGPart, the differ- 546

ence between intersection-based and majority vote- 547

based aggregation is minimal in that case, unlike in 548

the naive baseline. However, when considering SR 549

over golden documents, Figure 8 in the Appendix 550

shows that intersection-based aggregation causes a 551

larger drop in SR, making it unsuitable for practical 552

deployment. Therefore, we adopt majority vote- 553

based aggregation for the rest of the paper. For 554

more detailed results, see Table 14, 15, 16, and 17 555

in the Appendix. 556

Viability of the naive combination baseline 557

vs RAGPart as a practical defense: Although 558

the naive combination baseline preserves utility 559

slightly better than RAGPart under majority vote- 560

based aggregation (Figure 8), it fails to defend 561

against any of the considered attacks. This makes 562

RAGPart a practically viable defense. 563

Effectiveness of RAGPart & RAGMask: As 564

shown in Figure 6, both RAGPart and RAGMask 565

effectively defend against all considered attacks, 566

outperforming baseline defenses, with RAGPart 567

achieving slightly better ASR reduction. In terms 568

of utility preservation, RAGMask demonstrates a 569

stronger ability to maintain retrieval performance, 570

as shown in Figure 5. 571

Computational efficiency of RAGPart & 572

RAGMask: Although RAGMask performs better 573

in preserving the utility of benign retrievals and pro- 574

vides comparable robustness, it is relatively more 575

expensive computationally. For a corpus of size D 576

and an embedding space of dimension ne, RAG- 577

Part requires 2ne ·D ·
(
N
k

)
floating point operations 578
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Table 1: Perplexity-based Defense: This table shows that, similar to paraphrase-based defenses, perplexity-based
defenses are effective at detecting gradient-based attacks. However, they fail to distinguish poisoned documents
from benign ones in the case of interpretable attacks such as Query-as-Poison and AdvRAGgen, and therefore
perform worse than the proposed defenses. We evaluate perplexity using four retrievers—Contriever (Izacard et al.,
2022), ANCE (Xiong et al., 2020), Multilingual E5 (Wang et al., 2024), and GTE Large (Li et al., 2023). In the
table, we report perplexity scores and highlight detections in red when the defense correctly identifies a poisoned
document as malicious, and in green when it incorrectly classifies it as benign.

Dataset Retriever No
Poison

HotFlip HotFlip
(spread

out)

Query-
as-

Poison

Adv-
RAG-
gen

Natural Questions (NQ)
Contriever 143 989 1827 119 74

ANCE 143 5726 12021 119 74
Multilingual E5 143 113 392 119 74

GTE Large 143 224 447 119 74

FiQA
Contriever 143 274 631 100 53

ANCE 143 466 1095 100 53
Multilingual E5 143 86 252 100 53

GTE Large 143 113 303 100 53

(FLOPs), where N is the number of fragments and579

k is the combination size. Given that the retriever580

requires R FLOPs to embed a document during581

the forward pass, RAGMask requires R · li
m · αp582

FLOPs, where li is the maximum document length,583

m is the mask size, and αp is the number of docu-584

ments retrieved prior to sanitation. In practice, R585

may be large depending on the retriever’s architec-586

ture. Thus, a computational tradeoff exists between587

RAGPart and RAGMask. However, since retriev-588

ers are generally smaller than autoregressive LLMs589

used for generation, RAGMask remains compu-590

tationally tractable compared to generation-stage591

defenses such as (Xiang et al., 2024), which require592

multiple LLM calls at inference time.593

HotFlip HotFlip
(spread

out)

Query-
as-Poison

AdvRAGgen
0
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75

100

%
 d

ro
p 

in
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9292
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HotFlip HotFlip
(spread
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Query-
as-Poison

AdvRAGgen

99 96 98
93

98
91 89 91

100 100

17
10

(b) FiQA
RAGPart RAGMask Paraphrase

Figure 6: Drop in attack success rate (ASR) on NQ
and FiQA (higher is better). RAGPart and RAGMask
remain robust across attacks, while paraphrasing-based
defenses fail on interpretable attacks (Query-as-Poison,
AdvRAGgen).

7 Conclusion594

n this work, we first propose a stronger, inter-595

pretable, transferable black-box attack, namely596

AdvRAGgen, that outperforms existing attacks in 597

terms of attack efficacy and robustness against ex- 598

isting defenses, thereby highlighting the need for 599

stronger defenses against corpus poisoning attacks. 600

To this end we propose two retrieval-stage de- 601

fenses, RAGPart and RAGMask, aimed at prevent- 602

ing adversarial documents from being retrieved in 603

Retrieval-Augmented Generation (RAG) systems. 604

Unlike generation-stage defenses, which often rely 605

on strong assumptions—such as the self-sufficiency 606

of each retrieved document, the presence of mul- 607

tiple relevant documents, high retriever accuracy, 608

and the availability of significant computational 609

resources—our defenses operate in a computation- 610

ally tractable manner while maintaining robustness 611

against a variety of poisoning attacks. Moreover, 612

they preserve the utility of the retriever in benign 613

settings. 614

We demonstrate that our methods outperform 615

commonly used retrieval-based defenses, such as 616

paraphrasing and perplexity filtering. Between 617

our two approaches, RAGMask offers better utility 618

preservation and comparable robustness to attacks. 619

However, we identify a tradeoff in computational 620

cost, making RAGPart a more practical choice in 621

resource-constrained scenarios. 622

Finally, while our defenses are effective against 623

many corpus poisoning attacks, we also discuss in 624

the appendix some attack types that remain difficult 625

to detect at the retrieval stage, highlighting impor- 626

tant directions for future research on developing 627

defenses against such adversaries. 628
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Limitations629

Despite showcasing robustness against attacks630

while maintaining a minimal drop in SR (utility),631

there are certain types of poisoned documents that632

the proposed methods may not be well-suited to633

defend against. One such case involves adver-634

sarial documents that are semantically similar to635

the query while embedding direct misinformation.636

These documents may closely match the query in637

embedding space and thus be retrieved, despite638

their content being misleading. Defending against639

such poisons is especially challenging at the re-640

trieval stage, as their harmful nature may only be-641

come apparent after the generation step. Unless642

retrievers are explicitly trained to incorporate gen-643

erative understanding—i.e., sensitivity to potential644

downstream implications—their focus on semantic645

similarity alone may not be sufficient to detect such646

issues.647
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A Q&A832

A.1 Attack833

1. Why are the attacks success rates very low for gradient based methods (Hotflip and Hotflip834

(spread out) attacks?835

Given a fixed number of adverserial tokens, gradient-based attacks that follow the paradigm of836

(Ebrahimi et al., 2018) attacks work with two hyperparameters, namely the number of top candidates837

to consider based on the gradient and the number of iterations to the operations hotflip attack for.838

The higher these values are, the better the ASR is of these attacks. However, this also can lead to839

higher computations. Due to the number of experiments we were considering, we had limited these840

hyperparameters to 30 each. Stronger models such as multilingual e5 and GTE large needed more841

iterations to perform a successful attack. As an ablation, in Table 6, we have provided results (for a842

smaller test size due to computation constraints, as creating one of these poison can take up-to an843

hour) for higher number iterations and proposed defense’s efficacy against those poisons.844

A.2 Defense845

1. Generally, in deep-partition and aggregation (DPA) based defenses, don’t people have a846

guarantee on robustness with majority voting-based aggregation? Why don’t we see it in the847

case of RAGPart?848

Those guarantees on majority voting are given in scenarios where only one decision is made from the849

aggregation. In contrast, in the case of RAG, generally the top p samples are drawn from the set of850

documents. Even though the N and k are chosen in accordance with those guarantees, the adversary851

can end up getting chosen in the top p documents even though it is not the topmost relevant document.852

While we can restrict ourselves to the top 1 document, it can severely hurt the performance of the853

system due to the existence of multiple documents and the retriever’s deficiency.854

2. What are the limitations of the proposed defenses? In what scenarios can the defense not855

defend and what is your argument against such scenarios?856

The scenario we consider the most here is the scenario where there is an adversarial document and857

it is generally not retrievable for the retriever, and a poison is added to make it retrievable. If the858

adversarial document itself is retrievable, then our defenses may fail.859

For example, consider the following scenario. Given a query “Where is Mount Everest located?” a860

golden document can be “Mount Everest is located between Nepal and Tibet,” and an adversarial861

document can be “Mount Everest is located at Spain.” An important point to note here is that both862

these documents are semantically similar, i.e., both the documents talk about the location of Mount863

Everest, and one document is adversarial due to the fact that it contains misinformation or can induce864

the generation to contain misinformation. If the retriever is retrieving this document, that means the865

retriever doesn’t have the knowledge about the factual error in the document. Thus, there is no way866

to defend against such a poison at the retrieval stage; rather, we argue that one should consider a867

generation-level defense as this is due to the deficiency of the retriever. If one is to solve this problem868

in a retrieval defense, then they should consider enhancing the retriever with more hard negatives (a869

document that is getting retrieved but is not actually a relevant document; i.e., harder to discriminate870

document). The attack we proposed (AdvRAGgen) to some level does create such a document871

(where it blends the query into the adversarial document), that’s why it was a relatively harder attack872

to defend against, although our proposed defenses show an acceptable level of robustness against the873

attack.874

One may ask in what scenarios our assumption of the attack is practical. RAGs are used in e-875

commerce or in retrieving law documents in many cases. In the case of an e-commerce website, a876

malicious product seller may add a poison to make his product retrievable for an irrelevant query in877

order to increase their sales. Similarly, in the case of a legal RAG system, one may try to make a878

document with an incorrect judgment retrievable with malicious intentions.879
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B Theoretical Analysis 880

B.1 RAGPart vs. Naive Baseline for One Adversarial Document 881

To better understand the performance gap between our proposed method, RAGPart, and the naive 882

combination-of-fragments baseline, we provide a theoretical analysis of how poisoned fragments affect 883

retrieval outcomes. 884

In the absence of adversarial documents, we assume that the top-p retrieved results across the
(
N
k

)
885

possible fragment mixes are consistent up to permutation. Let na denote the number of adversarial 886

documents in the corpus, each containing np poisoned fragments. We assume na ≤ D − p, ensuring 887

that at least p clean documents remain retrievable. We begin by analyzing the case where na = 1 (the 888

extension to na > 1 is discussed later). 889

890

For each document, there are
(
N
k

)
combinations of fragments that are either (1) fed into the em- 891

bedding model after mixing (in the naive baseline), or (2) pre-embedded individually and averaged later 892

(in RAGPart). 893

When computing top-p results (e.g., as shown in Figure 1), we construct a matrix of size p ×
(
N
k

)
, 894

where each entry corresponds to a final embedding. In the absence of adversaries, each column would 895

represent a mix of fragments from the same clean document (up to permutation). 896

However, in the presence of a single adversarial document, in the worst-case scenario, instead of 897

observing
(
N
k

)
occurrences for each of the top-p clean documents, we may observe

(
N
k

)
occurrences for 898

p − 1 clean documents,
(
N
k

)
− x occurrences for the p-th clean document, and x occurrences for the 899

poisoned mixes. For majority voting to be effective at filtering out poisoned embeddings, we require: 900

x <
1

2

(
N

k

)
. 901

Naive Baseline. In the naive combination-of-fragments baseline, embeddings are computed after 902

fragment mixing. As a result, any mix that includes even a single poisoned fragment is considered 903

adversarial. The number of such poisoned mixes is: 904

x =

(
N

k

)
−
(
N − np

k

)
. 905

This expression is derived by subtracting the number of fragment mixes that contain no poisoned fragment 906

from the total number of possible mixes. 907

A sufficient condition for robustness in the naive baseline is: 908(
N

k

)
−
(
N − np

k

)
<

1

2

(
N

k

)
. 909

RAGPart. In contrast, RAGPart computes embeddings for individual fragments before mixing, and 910

aggregates them via mean pooling. This reduces the influence of any single poisoned fragment. Suppose 911

that a mix is considered poisoned only if it contains at least two poisoned fragments. Then, the number of 912

poisoned mixes is: 913

x =

(
N

k

)
−
(
N − np

k

)
− np

(
N − np

k − 1

)
. 914

Here: 915

•
(N−np

k

)
counts the number of clean mixes (no poisoned fragments), 916

• np

(N−np

k−1

)
counts the number of mixes containing exactly one poisoned fragment, 917

and their sum represents the number of mixes that are not adversarial for RAGPart. 918
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Thus, a sufficient condition for robustness in RAGPart is:919

(
N

k

)
−
(
N − np

k

)
− np

(
N − np

k − 1

)
<

1

2

(
N

k

)
.920

In Tables 2 and 3, we show the values of N and k for which the sufficient condition for robustness921

holds under the naive baseline and RAGPart, respectively, for np = 2. Similar results for np = 3 are922

presented in Tables 4 and 5. We observe that RAGPart yields significantly more combinations of N and k923

that satisfy the robustness condition compared to the naive baseline. Overall, we recommend using lower924

values of N and higher values of k in practice to minimize performance degradation.925

Table 2: Sufficient condition for robustness under the naive baseline with np = 2. A green checkmark (✓) indicates
that the condition holds for the given pair of N and k.

N\k 3 4 5 6 7 8 9 10 11 12 13 14 15

3 ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
4 ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
5 ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
6 ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A
7 ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A
8 ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A
9 ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A
10 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A
11 ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A
12 ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A
13 ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A
14 ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A
15 ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

Table 3: Sufficient condition for robustness under RAGPart with np = 2. A green checkmark (✓) indicates that the
condition holds for the given pair of N and k.

N\k 3 4 5 6 7 8 9 10 11 12 13 14 15

3 ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
4 ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
5 ✓ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
6 ✓ ✓ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A
7 ✓ ✓ ✓ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A
8 ✓ ✓ ✓ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A
9 ✓ ✓ ✓ ✓ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A
10 ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ N/A N/A N/A N/A N/A
11 ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ N/A N/A N/A N/A
12 ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ N/A N/A N/A
13 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ N/A N/A
14 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ N/A
15 ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗
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Table 4: Sufficient condition for robustness under the naive baseline with np = 3. A green checkmark (✓) indicates
that the condition holds for the given pair of N and k.

N\k 3 4 5 6 7 8 9 10 11 12 13 14 15

3 ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
4 ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
5 ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
6 ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A
7 ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A
8 ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A
9 ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A

10 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A
11 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A
12 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A
13 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A
14 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A
15 ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

Table 5: Sufficient condition for robustness under RAGPart with np = 3. A green checkmark (✓) indicates that the
condition holds for the given pair of N and k.

N\k 3 4 5 6 7 8 9 10 11 12 13 14 15

3 ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
4 ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
5 ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A N/A
6 ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A N/A
7 ✓ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A N/A
8 ✓ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A N/A
9 ✓ ✓ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A N/A
10 ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A N/A
11 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A N/A
12 ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A N/A
13 ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A N/A
14 ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗ N/A
15 ✓ ✓ ✓ ✓ ✓ ✗ ✗ ✗ ✗ ✗ ✗ ✗ ✗

B.2 RAGPart vs. Naive Baseline for Multiple Adversarial Documents 926

Assuming np is the number of poisoned fragments in the adversarial documents, we analyze the robustness 927

of both methods under a worst-case scenario. Specifically, we assume that at most one poisoned mix 928

embedding appears in each column of the p ×
(
N
k

)
matrix. While this assumption can be relaxed in 929

practice, we adopt it here for analytical simplicity. 930

Under this setting, as long as the total number of poisoned mixes across all na adversarial documents 931

is less than na
na+1

(
N
k

)
, the least frequent clean document will still appear more often than any individual 932

poisoned document in the final embedding matrix. This condition ensures robustness of top-p retrieval: 933

each poisoned document can contribute at most 1
na+1

(
N
k

)
mixes, while the least frequent clean document 934

will contribute more than 1
na+1

(
N
k

)
. Thus, clean documents will dominate in frequency, and the top-p 935

results will exclude all poisoned ones. 936

Accordingly, the sufficient conditions for robustness are: 937
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Naive baseline: (
N

k

)
−

(
N − np

k

)
<

1

na + 1

(
N

k

)
938

RAGPart: (
N

k

)
−
(
N − np

k

)
− np

(
N − np

k − 1

)
<

1

na + 1

(
N

k

)
939

B.3 Computational Complexity: RAGPart vs. Naive Baseline940

In this section, we analyze the computational complexity of computing the final document embeddings941

prior to similarity comparison with the query. We compare the naive baseline and RAGPart from a942

theoretical perspective.943

Assume that running the embedding model on a fraction 1
N of a document requires R FLOPs. Then,944

running it on a fraction k
N (i.e., a mix of k fragments) requires k ×R FLOPs.945

Naive Baseline. For each document, there are
(
N
k

)
possible mixes of fragments. The embedding model946

is applied to each of these k-length mixes, so the total computational cost is:947

FLOPsnaive = D ×
(
N

k

)
× (k ×R)948

RAGPart. In RAGPart, the embedding model is applied once to each of the N individual fragments per949

document, for a total of:950

FLOPsembedding = D ×N ×R951

Then, for each of the
(
N
k

)
combinations, we compute the mean of k precomputed embeddings, each of952

dimension ne, costing k × ne FLOPs per mix. Therefore, the total cost for the averaging step is:953

FLOPsaveraging = D ×
(
N

k

)
× (k × ne)954

Summing both terms, the total FLOPs for RAGPart is:955

FLOPsRAGPart = D ×N ×R+D ×
(
N

k

)
× (k × ne)956

Example. Suppose we have:957

R = 109 (FLOPs per embedding), D = 106, N = 5, k = 3, ne = 512958

Then:959 (
N

k

)
=

(
5

3

)
= 10960

• Naive baseline:961

FLOPsnaive = 106 × 10× (3× 109) = 3× 1016962

• RAGPart:963

FLOPsRAGPart = 106 × 5× 109 + 106 × 10× (3× 512) = 5× 1015 + 1.536× 1010964

Thus, RAGPart reduces the dominant cost (embedding model inference) by a factor of ∼ 6×, trading it965

for a much cheaper averaging step.966
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C Attack 967

C.1 AdvRAGgen 968

We use an instruction-tuned Mistral 7B model (Jiang et al., 2023) as the generator. Given a query and an 969

irrelevant document from the training set, the generator is prompted to paraphrase the document into a 970

retrievable form. Initially, the generator lacks knowledge of what is considered retrievable for a given 971

query. To address this, we fine-tune the generator using three types of feedback (listed below), applying 972

direct preference optimization (DPO) (Rafailov et al., 2024). Specifically, two paraphrases are generated 973

and scored based on the feedback signals, and one is labeled as preferred. These preference pairs are then 974

used to fine-tune the generator in an online DPO setup. The feedback signals are: 975

• Generation condition: To ensure the generation condition is satisfied, the original malicious 976

document must preserve its content when paraphrased. Therefore, we measure the semantic similarity 977

between the original document and the generated response, and use this similarity score as a feedback 978

signal for the generation objective. 979

• Retrieval condition: For the malicious document to be successfully retrieved, it must be semantically 980

similar to the query. To enforce this, we measure the similarity between the query and the document 981

in the retriever’s embedding space and use this as a retrieval condition. While this constitutes a 982

white-box attack by definition, we observe that the poisoned examples generated using one retriever 983

model are transferable to others. In our experiments, we generate poisons using the Contriever model 984

(Izacard et al., 2022) and find that they yield high attack success rates (ASR) even when applied to 985

other retrievers. 986

• Preventing trivial solution: In early experiments, optimizing with only the first two feedback signals 987

caused the generator to copy the query into the document, effectively making the generated text 988

identical to the query in the poison setting. To prevent this, we penalize such cases by measuring the 989

Rouge-L score (Lin, 2004) between the query and the generated document, applying a penalty when 990

the score is high. 991

Generator

Trained 
with the 

feedback

Malicious document
similar to the query   

Query 

Malicious document  

Similarity in 
retriever’s 

embedding space 

Semantic similarity 
with the malicious 

document 

2. Generation condition
feedback 

1. Retrieval condition
feedback 

Rouge L score 
between the query 
and the document

3. Feedback to prevent 
the trivial solution

-+

Figure 7: Pipeline of AdvRAGgen: The figure illustrates the three feedback signals used to train AdvRAGgen. The
generation condition ensures similarity between the paraphrased and original malicious documents, the retrieval
condition enforces similarity between the query and the paraphrased document to enable successful retrieval, and
the Rouge-L score serves as a regularizer to prevent the trivial solution of copying the query as the poison.
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C.2 Ablation Results992

Table 6: ASR Hotflip with iterations (Ablation study): This table shows that for certain stronger models such as
multilingual e5 (Wang et al., 2024) more iterations of the hotflip method is needed to produce an efficient poison
and still the proposed defenses are capable of defending against the attack.

Natural Questions (NQ) (Kwiatkowski et al., 2019)

ASR (%)

Retriever Defense itr=30 itr=40 itr=50 itr=60 itr=70 itr=80 itr=90 itr=100

No Defense 16 50 50 78 82 88 88 90
RAGPart 0 0 0 0 0 0 0 2

(N = 5, k=1)
Multilingual E5 RAGPart 0 0 0 0 0 0 1 0

(Wang et al., 2024) (N = 5, k=3)
RAGMask 2 2 0 2 6 2 4 2

D Defense993

D.1 Ablation: Methodology994
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Figure 8: Drop in success rate (FiQA; lower is better). Intersection-based aggregation causes a larger SR drop
than majority vote for both Naive and RAGPart.
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Figure 9: Drop in attack success rate (ASR) on FiQA (higher is better). For naive fragment combination, strong
ASR reduction often requires intersection-based aggregation, harming utility. In contrast, RAGPart remains robust
under both aggregation strategies.

D.2 Major Results995
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Table 7: Success Rate: This table shows the performance of RAGPart and RAGMask in benign retrieval scenarios.
Here both the methods were able to preserve the utility on benign retrieval.

Natural Questions (NQ) (Kwiatkowski et al., 2019) FiQA (Maia et al., 2018)

SR ↑ (%) SR ↑(%)

Retriever No Defense RAGPart RAGPart RAGMask No Defense RAGPart RAGPart RAGMask
(N = 5, k = 1 ) (N = 5, k = 3 ) (m=1) (N = 5, k = 1 ) (N = 5, k = 3) (m=1)

Contriever 78 55 54 69 58 31 36 41
(Izacard et al., 2022)

ANCE 55 20 18 35 33 15 17 20
(Xiong et al., 2020)

Multilingual E5 94 65 76 80 79 53 60 67
(Wang et al., 2024)

GTE Large 69 32 49 59 64 28 43 47
(Li et al., 2023)

Table 8: Attack Success Rate: This table shows the ability of RAGPart and RAGMask in defending against
different types of attacks. Here both the methods were able to reduce the success rate across different types retrieval
based attacks.

Natural Questions (NQ) FiQA
(Kwiatkowski et al., 2019) (Maia et al., 2018)

ASR ↓ (%) ASR ↓ (%)

Retriever Attack Type No Defense RAGPart RAGPart RAGMask No Defense RAGPart RAGPart RAGMask
(N=5, k=1) (N=5, k=3) (m=10) (N=5, k=1) (N=5, k=3) (m=10)

HotFlip 87 2 0 7 95 2 0 1
Contriever HotFlip (spread out) 85 5 4 9 92 2 6 3

(Izacard et al., 2022) Query-as-Poison 78 2 3 4 85 9 1 3
AdvRAGgen 91 10 6 8 94 13 11 7

HotFlip 61 0 1 4 78 0 0 3
ANCE HotFlip (spread out) 45 1 0 6 67 6 1 3

(Xiong et al., 2020) Query-as-Poison 68 0 0 8 65 5 0 3
AdvRAGgen 79 6 3 8 86 6 4 5

HotFlip 18 0 0 1 21 0 1 0
Multilingual E5 HotFlip (spread out) 15 0 8 3 26 0 0 7

(Wang et al., 2024) Query-as-Poison 73 3 0 9 45 9 0 7
AdvRAGgen 81 8 7 4 95 15 14 7

HotFlip 10 0 0 1 20 0 0 0
GTE Large HotFlip (spread out) 16 1 1 4 28 0 2 0

(Li et al., 2023) Query-as-Poison 63 2 2 4 58 5 1 0
AdvRAGgen 70 6 5 7 83 8 6 5

D.3 Hyperparameter Analysis: Effect of N , k in RAGPart 996

Table 9: Hyperparameter analysis on RAGPart (SR %): In this table we show effect of N , k in the RAGPart in
utility preservation. This ablation showcases the drawbacks of using larger N which can lead to degradation the of
the utility thus highlighting the importance of RAGPart as opposed to naive aggregation. The original SR is 74%.
Experiments were done on the FiQA dataset.

k =1 k = 3 k = 5 k = 10 k =15 k = 20

N = 5 53 60 60 N/A N/A N/A
N = 10 44 45 41 39 N/A N/A
N = 15 34 33 30 28 28 N/A
N = 20 26 26 24 24 22 21
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Table 10: Hyperparameter analysis on RAGPart (ASR %): In this table we show effect of N , k in the RAGPart
in defense. Using higher k can lead to better defense against the attacks. Here the original attack success rate was at
95% under an AdvRAGgen semantic attack. This signifies the capability of the defense. Furthermore, RAGPart was
able to afford a larger k which can result in lower computational overhead. Experiments were done on the FiQA
dataset.

k =1 k = 3 k = 5 k = 10 k =15 k = 20

N = 5 15 14 7 N/A N/A N/A
N = 10 19 14 5 1 N/A N/A
N = 15 15 15 8 1 1 N/A
N = 20 20 9 4 1 1 1

D.4 Hyperparameter Analysis: Effect of m, δ in RAGMask997

Table 11: Hyperparameter analysis on RAGMask (SR %): In this table we show effect of δ, m in the RAGMask
in utility preservation. The original SR is 74%. Experiments were done on the FiQA dataset. Even though at larger
δ RAGMask was able to preserve utility as seen below it lead to a lesser effectiveness against stronger attacks such
the proposed AdvRAGgen.

m = 10 m = 15 m = 20 m = 25

δ = 0.01 66 65 66 66
δ = 0.05 73 73 72 71
δ = 0.1 74 74 74 74
δ = 0.5 74 74 74 74

Table 12: Hyperparameter analysis on RAGMask (ASR %): In this table we show effect of δ, m in the RAGMask
in defense. Here the original attack success rate was at 95% under an AdvRAGgen semantic attack. Larger mask
sizes m were shown to be ideal under smaller δ. Experiments were done on the FiQA dataset.

m = 5 m = 10 m = 15 m = 20 m = 25

δ = 0.01 11 7 5 6 6
δ = 0.05 44 28 18 12 9
δ = 0.1 55 49 35 27 22
δ = 0.5 57 57 57 57 57
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D.5 Hyperparameter Analysis: Effect of RAGPart vs Naive combination of fragments 998

Table 13: RAGPart SR - RAGPart vs Naive combination of fragments in FiQA: The table shows that under
majority voting aggregation, RAGPart better preserves utility compared to a naive combination across multiple
retrievers.

FiQA (Maia et al., 2018)

SR ↑ (%)

Retriever No Defense Naive combination of fragments (N=5, k=3) RAGPart (N=5, k=3)

Contriever 58 35 36
(Izacard et al., 2022)

ANCE 33 17 18
(Xiong et al., 2020)

Multilingual E5 79 48 60
(Wang et al., 2024)

GTE Large 64 34 43
(Li et al., 2023)

D.6 Effect of Aggregation methods in Naive combination of fragments 999

Table 14: Naive combination of fragments SR - Intersection based aggregation vs majority vote based
aggregation in FiQA: While intersection-based aggregation offers better efficiency against attacks, it also leads to a
significant drop in utility, making it a less ideal choice for aggregation.

FiQA (Maia et al., 2018)

SR ↑ (%)

Retriever No Defense Naive Naive
combination combination
(N=5, k=3) (N=5, k=3)

Intersection based aggregation Majority vote based aggregation

Contriever 58 35 52
(Izacard et al., 2022)

ANCE 33 17 27
(Xiong et al., 2020)

Multilingual E5 79 48 74
(Wang et al., 2024)

GTE Large 64 34 52
(Li et al., 2023)
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Table 15: Naive combination of fragments ASR - Intersection based aggregation vs voting based aggregation in
FiQA: Even though majority voting based aggregation results in better utility preservation under naive combination
due to it’s lack of additional robustness as in RAGPart it ends up being ineffective as a defense thus making the
naive combination of fragments as an impractical version of defense against retrival poisoning.

FiQA (Maia et al., 2018)

ASR ↓ (%)

Retriever Attack No Defense Naive Naive
combination combination
N=5, k=3) N=5, k=3)

Intersection based aggregation Voting based aggregation

HotFlip 95 23 76
Contriever HotFlip (spread out) 92 21 47

(Izacard et al., 2022) Query-as-Poison 85 20 67
AdvRAGgen 94 24 77

HotFlip 78 18 50
ANCE HotFlip (spread out) 67 7 18

(Xiong et al., 2020) Query-as-Poison 65 15 42
AdvRAGgen 89 20 58

HotFlip 21 2 3
Multilingual E5 HotFlip (spread out) 26 3 4

(Wang et al., 2024) Query-as-Poison 45 14 36
AdvRAGgen 95 33 66

HotFlip 20 0 3
GTE Large HotFlip (spread out) 28 2 5

(Li et al., 2023) Query-as-Poison 58 9 29
AdvRAGgen 83 15 57

Table 16: RAGPart SR - Intersection based aggregation vs Majority vote based aggregation in FiQA: This
table showcases the ineffectiveness of intersection based aggregation methods as in the case of naive combination.
The overly conservative nature of this aggregation makes it impractical.

FiQA (Maia et al., 2018)

SR ↑ (%)

Retriever No Defense RAGPart RAGPart
( N=5, k=3) (N=5, k=3)

Intersection based aggregation Majority vote based aggregation

Contriever 58 19 36
(Izacard et al., 2022)

ANCE 33 10 18
(Xiong et al., 2020)

Multilingual E5 79 32 60
(Wang et al., 2024)

GTE Large 64 25 43
(Li et al., 2023)
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Table 17: RAGPart ASR - Intersection based aggregation vs voting based aggregation in FiQA: Under RAGPart
due to the added robustness in embedding space under both intersection and majority vote based aggregation
RAGPart was able defend effectively. But due to the impractical nature of the aggregation in utility preservation we
chose majority voting as the ideal aggregation method.

FiQA (Maia et al., 2018)

ASR ↓ (%)

Retriever Attack No Defense RAGPart RAGPart
(N=5, k=3) (N=5, k=3)

Intersection based aggregation Voting based aggregation

HotFlip 95 5 1
Contriever HotFlip (spread out) 92 2 6

(Izacard et al., 2022) Query-as-Poison 85 1 1
AdvRAGgen 94 3 11

HotFlip 78 0 0
ANCE HotFlip (spread out) 67 0 1

(Xiong et al., 2020) Query-as-Poison 65 0 0
AdvRAGgen 86 1 4

HotFlip 21 0 0
Multilingual E5 HotFlip (spread out) 26 0 4

(Wang et al., 2024) Query-as-Poison 45 0 1
AdvRAGgen 95 6 14

HotFlip 20 0 0
GTE Large HotFlip (spread out) 28 2 5

(Li et al., 2023) Query-as-Poison 58 0 0
AdvRAGgen 83 2 6
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