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Abstract

We introduce FairAlign, a new method to reduce bias and improve group fairness in deepfake
detection by aligning conditional distributions of embeddings in a high-dimensional kernel
space. Our approach reduces information related to sensitive attributes in the embedding
space that could potentially bias the detection process, thus promoting fairness. FairAlign
is a versatile plug-and-play loss term compatible with various deepfake detection networks
and is capable of enhancing group fairness without compromising detection performance.
In addition to applying FairAlign for reducing gender bias, we implement a systematic
pipeline for the annotation of skin tones and promotion of fairness in deepfake detection
related to this sensitive attribute. Finally, we perform the first comprehensive study toward
quantifying and understanding the trade-off between fairness and accuracy in the context
of deepfake detection. We use three public deepfake datasets FaceForensics++, CelebDF,
and WildDeepfake to evaluate our method. Through various experiments, we observe that
FairAlign outperforms other bias-mitigating methods across various deepfake detection
backbones for both gender and skin tone, setting a new state-of-the-art. Moreover, our
fairness-accuracy trade-off analysis demonstrates that our approach demonstrates the best
overall performance when considering effectiveness in both deepfake detection and reducing
bias. We release the code at: https://anonymous.4open.science/r/FairAlign-170F.

1 Introduction

The ease of creating deepfakes necessitates the development of sophisticated methods for detection of content
produced by generative AI models. To detect deepfakes, deep learning models have been recently utilized
to discern subtle inconsistencies and artifacts common in synthetic content (Das et al., [2023; Wang et al.,
2023; |Cao et al., 2022). Although recent deepfake detectors achieve high detection rates, several studies
(Trinh & Liul |2021; [Xu et al., [2022b; Nadimpalli & Rattani, 2022; Masood et al., 2022; |Ju et al., [2024) have
shown that detectors can exhibit bias toward specific groups with regards to sensitive attributes like gender,
racial background, and others. For instance, it has been shown that certain state-of-the-art deepfake detectors
output higher accuracies when deepfake content involve individuals with lighter skin tones (Hazirbas et al.|
2021} (Trinh & Liul 2021)). This can enable attackers to create malicious deepfakes aimed at more vulnerable
groups. This highlights the need to consider group fairness as an equally important factor alongside detection
accuracy in deepfake detectors.

We identify three key open problems with the current state of deepfake detection research: (1) Although a
number of bias-mitigating strategies have been proposed for deepfake detection (Ju et al. 2024} Nadimpalli &
Rattanil 2022)), the embeddings generated by these detectors continue to retain information related to sensitive
attributes, which could cause biases in detection of deepfake content. To demonstrate this empirically, we
extract embeddings from the final layer of an EfficientNet-B4(Coccomini et al.l [2022)) detector trained with
the DAG-FDD (Ju et al., [2024) bias mitigation method on the Celeb-DF dataset. We then project these
embeddings into a 2D space using t-SNE and colored the resulting points based on the subjects’ gender.
Figure [I] shows the result. It is evident that the embeddings corresponding to male and female subjects occupy
different regions in the 2D space, demonstrating that gender-related information persists in the embeddings.
As a result, we suggest that there is substantial room for improvement at the core of this problem. (2)
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Figure 1: Representations for sample images from the Celeb-DF dataset obtained from the EfficientNet-B4 detector
encoder (Coccomini et al.| [2022)) with DAG-FDD (Ju et al) [2024) bias-mitigation. The male/female clusters indicate
the existence of gender-related information in the embeddings.

Despite efforts to develop less biased deepfake detectors that work fairly across different populations, gender
has been the main area of focus. While a few works have focused on ‘ethnicity’ as a second factor, we argue
that ‘skin tone’ (Hazirbas et al. 2021)) is an equally critical and, at the same time, more practical factor to
focus on. We believe skin tone is possibly a different source for bias, since: (7) Each ethnicity might itself
contain a variety of skin tones; (if) Encoders are highly likely to discriminate based on color given its strong
visual prominence; (i) Ethnicity labels are prone to label noise (Heldreth et all 2023). (3) Lastly, there
exists a phenomenon referred to as the ‘fairness-accuracy trade-off’; which indicates that enhanced fairness
may come at the cost of reduced accuracy (Little et al.l |2022; Hazirbas et al., 2021). While some studies
suggest variability in the existence of this trade-off (Maity et al.l 2021; Wick et al., 2019; Dutta et al. [2020),
the intertwined relationship of fairness and accuracy has been widely confirmed in prior works (Wang et al.,
[2021a} |Li et al.| [2021; |Zhang et al., [2021). However, to our knowledge, this trade-off has not been studied in
prior works in the context of deepfake detectors.

In this paper, to address the first problem mentioned above, we propose a novel loss term called FairAlign,
for enhancing fairness via the alignment of conditional distributions of the embeddings in higher-dimensional
kernel space. Our method aims to reduce the gap in detection performance across different sensitive attributes
such as gender, thus mitigating the risk of biased outcomes. By leveraging the kernel space, our method
integrates the cross-covariance and covariance operators of the conditional distributions of the embeddings
given sensitive attributes obtained from deepfake detectors into the training process. Our method is a plug-
and-play technique that can be integrated with other existing loss functions used in deepfake detection. Using
our method, we perform multiple bias-mitigation experiments in deepfake detection on three public, real-world
datasets (Celeb-DF 2020), FaceForensics++ (FF++) (Rossler et all, [2019), and WildDeepfake (Zi
2020)), wherein we demonstrate the effectiveness of our method in improving the fairness of several
state-of-the-art deepfake detectors while retaining strong detection performance. For the second problem,
we propose a simple yet effective pipeline for detecting skin tones and using them to mitigate bias for this
factor. Our method uses ArcFace (Deng et al. 2018) to detect and extract the face. Subsequently, we
select the facial skin regions using a pre-trained U-Net model , based on which the average
skin color is measured. Finally, we use the shortest Euclidean distance between the skin tone with respect
to Monk Skin Tone (MST) (Heldreth et all, [2023) scale to determine the final skin tone. We then apply
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this pipeline to deepfake detection datasets for the first time, following which we perform skin tone bias
mitigation experiments. We find that our method, FairAlign, is effective at reducing skin tone biases in
deepfake detection datasets. Lastly, to address the third problem, we utilize two different metrics, Fairea
(Hort et al.;, |2021)) and Harmonic Mean (Lesota et al., [2022; [Li et al., |2023)), to combine both fairness and
accuracy into unified indices, for the first time in the area of bias mitigation for deepfake detection. Our
analysis shows that while some existing fairness-promoting techniques do indeed reduce bias to a good degree,
this improvement comes at the cost of accuracy, hence not ideal for practical applications. The analysis
further demonstrates that our proposed FairAlign maintains the highest performance in terms of both fairness
and accuracy as per the unified metrics.

Our contributions are summarized as follows:

(1) For promoting group fairness in deepfake detection we propose a new loss term, FairAlign, that operates
in the kernel space to reduce the distance between distributions of the representations learned by deepfake
detectors given different sensitive attributes. Our method demonstrates effectiveness in improving the group
fairness for state-of-the-art deepfake detectors while maintaining strong detection performance on three
large-scale datasets, FF++ (Rossler et all [2019]), CelebDF (Li et all 2020), and WildDeepfake (Zi et al.l
2020]).

(2) We analyze and improve fairness based on skin tones for deepfake detection tasks. We extract skin tones
from existing deepfake datasets using the guidelines given by the MST scale(Heldreth et al., 2023), and apply
our proposed FairAlign method for enhanced fairness. Our experiments demonstrate that FairAlign improves
skin tone fairness across all state-of-the-art deepfake detectors. To our knowledge, this is the first attempt
at reducing bias against different skin tones in the context of deepfake detection. Additionally, we enhance
fairness based on the intersection of gender and skin tone in the context of deepfake detection for the first
time.

(3) To objectively quantify the fairness-accuracy trade-off, we analyze two unified metrics for the first time in
the realm of fair deepfake detection. Results show that our method is highly favorable as a bias-mitigating
method that strikes a healthy balance between fairness and accuracy.

(4) To enable fast and reliable  reproducibility, we  release the code at:
https://anonymous.4open.science/r/Fair Align-170F.

2 Related work

Fairness in deepfake detection. Prior works have demonstrated the existence of bias in deepfake detection
tasks with respect to gender, age, and ethnicity (Hazirbas et al.l 2021} |Trinh & Liuj |2021; |Pu et al. [2022;
Xu et al., [2022b]), while a few works have proposed solutions to mitigate this bias (Nadimpalli & Rattani,
2022; [Ju et al., |2024). The work in (Trinh & Liu} [2021]) evaluates bias in existing deepfake datasets and
detection models for the first time in the literature; however, it doesn’t take into account the intersectional
bias. The evaluation of bias for a popular detection model (MesoInception-4) on FF++ dataset is done
in (Pu et al.l|2022)). This work is limited in terms of the number of detection methods evaluated. A more
comprehensive study is proposed in (Xu et al.l |2022b]), which evaluates fairness over three deepfake detection
models. One recent work (Nadimpalli & Rattani, 2022)) has attempted to mitigate the aforementioned biases
through data-centric approaches, i.e., making the datasets like FF++ balanced with regards to different
sensitive attributes like gender. The process of gender-balancing via data annotation is time-consuming and
also showed limited improvement in fairness. The work in (Ju et all [2024) applies conditional-value-at-risk
loss to mitigate bias with regard to both gender and ethnicity in the context of deepfake detection. To our
knowledge, this paper is the first and only one to directly provide a solution for bias in deepfake detection.

Skin tone fairness. While ethnicity has been considered for promoting fairness (Ju et al., 2024; [Trinh &
Liu), 2021; |[Xu et al.l 2022b) in several deepfake detection literature, skin tone as a factor in reducing bias is
more commonly addressed in areas like skin lesion classification (Kinyanjui et al., 2019; Heldreth et al., 2023).
To our knowledge, (Hazirbas et al., [2021)) is the only prior work to study skin tone in the context of deepfake
detection. In their study, researchers evaluate biases in deepfake detection by analyzing top models from the
DeepFake Detection Challenge (DFDC) (Dolhansky et al., 2020) on the Casual Conversations dataset, which
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is rich in diversity across age, gender, and skin tone. Their analysis confirms the importance of skin tone as a
crucial sensitive attribute for bias mitigation in deepfake detection.

Fairness-accuracy trade-off. While fairness-accuracy trade-off is a well-known phenomenon (Little et al.,
2022; Dutta et al., [2020; |[Maity et al., [2021]), only a handful of works have focused on introducing a quantitative
measure to assess this trade-off (Dutta et al.l [2020; [Little et al.l [2022; Wang et al.| [2021b)), although none are
positioned in the context of deepfake detection. One such work defines the Fairness-Area-Under-the-Curve
(FAUC) to empirically define the fairness-accuracy Pareto frontier (Little et al) 2022)). FAUC provides
a model-agnostic metric to measure the Pareto frontier. However, as mentioned in their work, FAUC is
ineffective when intersectional fairness is involved or in cases where fairness and accuracy typically do not
have an inversely proportional relationship. Another work (Wang et al., [2021b|) approaches this trade-off
through the lens of multi-task learning by proposing two metrics: Average Relative Fairness Gap and Average
Relative Error. These metrics compare the Fairness-Performance Rate Gap and error rates of multi-task
models to those of single-task models with the same architecture, providing a nuanced assessment of the
balance between fairness and accuracy in multi-task learning. With a different perspective, (Dutta et al., 2020)
approaches the trade-off between fairness and accuracy by quantifying separability with Chernoff information,
challenging the use of biased datasets for performance measures, and advocating for ideal, unbiased datasets.
Our work utilizes Fairea (Hort et al., [2021) and Harmonic Mean (Lesota et al., [2022), which were previously
not explored in the context of deepfake detection. Fairea quantifies the trade-off by computing the area within
an enclosed region formed by the baseline fairness values and the coordinates of any bias-mitigation method
in a two-dimensional fairness-accuracy space. Harmonic Mean computes the trade-off using a straightforward
formula that balances accuracy and fairness, ensuring neither is overlooked in the evaluation process.

3 Proposed method

We introduce a novel loss term called FairAlign for enhancing group fairness in deepfake detection. Training
a deepfake detector using FairAlign causes the alignment of conditional distributions of embeddings given
different sensitive attributes. Our fairness-enhancing approach is inspired by domain adaptation tasks
(Mukherjee et al.| [2022; Truong et al., 2023 |Joshi & Burlina), |2021]) and is considered an in-processing fairness
technique (Han et al.l 2024), as it intervenes directly within the learning algorithm to promote fairness.

Problem setup. Let us represent a triplet {(z;,v;,2)}Y.;, where z; denotes the embedding generated
by deepfake detection model for the ith input image, y; is its corresponding forgery label (real, fake), and
z; is the associated sensitive attribute (e.g., female, male, etc.). For simplicity, we can assume that the
embeddings x; are independent and identically distributed. Additionally, let X, Y, and Z be the random
variables associated with the embeddings, their labels, and the sensitive attributes, respectively. Let the
distribution of X be defined over the set X' and the distribution of Z be defined over the set Z. Also, let the
cardinality of the set Z be equal to (; for example, in the FF++ dataset, ( = 2 for gender, which corresponds
to male and female. We alternatively denote embeddings x; as #¢ and z? where a and b denote elements in
the set Z. Let us denote P ) as the probability distribution of an arbitrary random variable. Accordingly,
the optimum condition for a fair classifier is denoted by

Pf/(ZﬂZ = Za) = PY(Q‘Z = Zb) V2a,2 € Zv (1)

where YV represents the random variable associated with the classifier’s output, i.e., the predicted forgery
category. This optimum condition is also known as demographic parity, which is the objective of many
bias-mitigating methods (Srivastava et al., [2019). In this paper, we aim to reduce the information related to
the sensitive attribute z; from the embeddings using our proposed loss.

FairAlign. Our overall goal is to accurately capture and minimize the distance between the distributions
of embeddings given different sensitive attributes, through a novel loss term. The discrepancy between two
distributions can be captured with regard to different statistical measures like expected value, covariance, etc.
However, it has been shown that simply considering the arithmetic difference of such statistical measures,
particularly in lower dimensions, cannot effectively capture the discrepancy (Luo & Ren| |2021). As an
example, Maximum Mean Discrepancy (MMD) (Gretton et al.,2012) uses the difference in expected values
of two distributions in high dimensions (specifically, Reproducing Kernel Hilbert Space (RKHS) (Steinke
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|& Scholkopf, 2008)) to render the discrepancy between two distributions. As another example, the Bures
metric (Bhatia et al. [2017)), which defines the discrepancy between two distributions as the difference between
their covariance matrices, cannot effectively capture the discrepancy unless the data are mapped onto a high
dimensional space. To avoid explicit data projection onto higher dimensions and the additional computational
load required to measure the difference in high-dimensional space, kernel functions (Zhang et al., 2020) can
be used to operate directly in low-dimensional space. Usage of kernel functions allows establishing the Bures
metric in RKHS (Steinke & Scholkopf] 2008)) where it is viable to be used as a distance metric (Zhang et al.
. This is also termed the Kernel Bures metric. Building on this concept, we utilize the Conditional
Kernel Bures (CKB) metric, which is particularly designed for conditional distributions (Fukumizu et al.| 2009}
[Luo & Ren| 2021). Another noteworthy point is that other domain adaptation methods like MMD are effective
in aligning marginal discrepancy. Although effective, this can lead to discarding valuable discriminating
information in label distributions (Luo & Ren| 2021). As CKB aligns conditional distributions, it preserves
such information leading to higher classification accuracy.

As defined earlier, {z¢, z#}" ; and {a:], i}, are sets of embeddings corresponding to different sensitive
attributes, drawn from the condmonal distributions Px|z—., and Px|z—.,, respectively. Let us define kernel
functions ky and kz on the space of embeddings X and Z, respectively. Further, we define ¢(z) = kx(z,.)
and ¢ (z) = kz(z,.) as feature mappings from X to RKHS Hy and Z to RKHS Hz respectively. Now, let us

denote either a or b by the notation a/b. Accordingly K X/ )b(, KZ/Zb ,and K b“X are the kernel matrices, where

a/b a/b _a/b a/b a/b _a/b a
(KX/X)Z]_kX( /vxj/ )s (KZ/Z)z]—k'Z( /azj/) and (K})}(X)Z]_kx(xzax])

The feature mappings can therefore be represented by @, = |¢(z a/b),...,qS( a/b )} and ¥, =

n/m

[w( o/ B, .0z a/b )} Consequently, as illustrated in (Luo & Ren), 2021)), the empirical cross-covariance

n/m
matrices are denoted by flg(z = %@aJn\I/aT and fll)’(z = %fbme\PbT, with J,, = (I, — %]ln]lZ) as the centering
matrix of size n X n, I,, as the identity matrix, and 1,, as a vector of ones of dimension n (similarly for

. . 2a/b 2a/b . .. .
Jm, Im, and 1,,). The covariance matrices A%X and AaZ/Z are defined in a similar fashion. Moreover, the
empirical conditional covariance is defined as:

ra/b a/b a/b a/b ra/b
ALy, = A - ALy (A +d) AL 2)

where €l acts as a regularizer to the Ayz matrix and € > 0 is the regularization factor. The regularization is
done due to the rank deficiency of the matrix Az ;. We denote the matrices

1 _
Qa2 In— — Mg — M (Mg +enl,) ™ Mg (3)
1 _
Qv L= — MY — MY (M} +eml,) ' M| (4)

where the centralized kernel matrices are defined as: M§ = J,K%,J, and M% = JmK%ZJm. Using the
Cholesky decomposition (ISchulman & Cramer |1975[) Qa/b = Sa/bSq s where Q is a positive-definite matrix
(Luo & Ren, 2021) and S is the lower-triangular matrix obtained from the decomposition. Accordingly, we
can reformulate the conditional covariance operator A% x|z as:

A 1
Ag(X‘Z = E(I)aJnSa ((DaJnSa)T (5)
and respectively for flgf x|z The empirical CKB metric is accordingly defined as:

72 72 Aa A
dCKB(PX|ZZZa7PX‘Z:Zb) = dC’KB(AXX\ZvAg(X\Z)

=etr [Mg( (enI, + Mg)fl] +etr {Mé’( (emI,, + Mg)_l] v

x (JnSa)

)

s

where || - || is the nuclear norm. The empirical CKB metric is differentiable and highly suitable for usage as
a loss function.
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Total loss. Based on Eq. @, we define £ pairatign as:

L Fair Align = Z (ZQCKB(PXIZ:szX\Z:zJ') (7)
V(zi,2;)EZ

Additionally, we use a binary cross-entropy loss, L.. for supervising the deepfake detector to discriminate
between real and fake samples, defined as:

Q
Lee = ’é > [y log(i;) + (1 — y;) log(1 — §)] ()

j=1
Here, 2 denotes the total count of samples in the batch. Finally, we define the total loss as:

L= Lce + A EFairAlign (9)
where A\ controls the contribution of the CKB term.

Skin tone fairness enhancement. As indicated earlier, in addition to a fair deepfake detection solution,
we aim to detect skin tone. To this end, we first perform face detection using MobileFaceNet backbone (Chen
et al., [2018) along with the ArcFace loss (Deng et al., [2018). We then employ the U-Net model presented in
(Xu et al.l 2022a)) to segment skin regions from the extracted facial image. Next, we compute the average
color of the facial skin pixels to obtain the overall skin tone. Finally, we intend to use a standard definition
for characterizing the estimated skin tone. To do so, we use the MST scale (Heldreth et al., 2023). Therefore,
to identify the corresponding tone from the MST scale, we compute the closest neighbour based on the
Euclidean norm between the average tone and the tones in the MST scale. See Appendix for visual examples
of skin tone bins along with the representative face crops for each.

Fairness-accuracy trade-off assessment. The final goal of our work is to conduct a comprehensive
analysis of fairness-accuracy trade-off in the context of deepfake detection. Multiple studies have previously
indicated the presence of an intrinsic trade-off between fairness and accuracy (Little et al., |2022; |Hazirbas
et al [2021; Dutta et al., 2020} [Wick et al., 2019)), although not in the area of deepfake detection. To this end,
we employ two metrics to characterize this trade-off in this context for the first time. (1) Fairea: The Fairea
approach (Hort et al., [2021]) first assesses how a model’s predictions would change if it were less biased. This
is done by manipulating the model’s predictions to reflect a range of hypothetical scenarios from slightly to
fully unbiased, which is referred to as ‘mutation’ in (Hort et all 2021). The range of mutation can be from
10% to 100%, with 10% increments at each step. These adjusted predictions create a spectrum of potential
fairness values within the model, referred to as the ‘baseline’. This baseline, along with the coordinates of
an arbitrary bias-mitigation method, form an enclosed region whose area quantifies the trade-off. When
evaluating two bias mitigation methods, the one with the larger area is considered to have achieved a better

(HM) takes into account both accuracy and fairness in the form of HM = =5 ~7» Where A represents accuracy
and F stands for fairness. We apply the same rationale as various works that use F1 score (Lesota et al.,
2022), wherein a harmonic mean formulation has been used to balance two diverging objectives (Li et al.,
2023)).

4 Experiment setup

Datasets. We conduct all the experiments based on three popular datasets, FF++4 (Rossler et al., [2019),
CelebDF (Li et al., [2020), and WildDeepfake (Zi et al., [2020). FF++ comprises 1000 Baseline and 4000
forged videos with several visual quality levels, raw (no compression), high quality, and low quality. CelebDF
contains 590 real and 5639 fake videos. WildDeepfake comprises real-world 7314 face sequences obtained
from 707 deepfake videos. Since both the FF++ and CelebDF provide only the video-level labels, we sample
frames out of these videos using FFMPEG (Tomar, 2006) and perform facial cropping on these frames using
the ArcFace detection model (Deng et all 2018).

Evaluation metrics. To assess fairness, we employ five bias metrics. First, following (Wang et al 2022; |Ju
et al., |2024), we use the maximum difference in false positive rate (FPR) gap, equal FPR, and equal odds,
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Table 1: Results on FF++. Best results in each column are in bold and second-best results are underlined.

Bias Metrics (%)J Detection Metrics (%)
Methods Backbones Gender \ Skin Tone \ Intersection Overall
Grer _ Frpr  Fro | Gepr  Frpr  Fro | Grer  Frpr  Fro | AUCT FPR] TPRf ACCT
EfficientNet-B3 | 1.97 1.97 815 | 11.05 10.86 32.19 | 14.38 22.65 44.13 | 9472 2025 97.21 94.09
RECCE 127 127 914 | 1881 29.65 25.07 | 30.26 69.38 82.34 | 98.05 21.20 9821 94.74
Baseline EfficientNet-B4 | 1.97 197 785 | 11.56 10.86 34.12 | 23.89 2056 42.13 | 9591 2025 97.21  94.09
MASDT 138  1.38 1971 | 14.64 11.89 11.39 | 18.07 14.32 4146 | 9621  3.65 97.13  97.60
AltFreczing 282 282 1054 | 1837  9.85 18.09 | 12.02 33.74 40.74 | 97.84 842 9627 98.10
Average 188 1.8  11.08 | 14.89 14.62 2417 | 19.72 3213 50.16 | 96,55 1475 97.21  95.72
EfficientNet-B3 | 0.23  0.23 442 | 471  6.58 1238 | 6.30 12.32 4285 | 9437 806 89.60 89.66
DRO. RECCE 0.33 033 546 | 615  9.08 11.71 | 20.27 2497 64.89 | 98.32 7.99 9648 95.98
X EfficientNet-B4 | 0.54  0.54  3.64 | 11.40 17.00 19.89 | 15.03 3528 5111 | 93.90 1.96 98.10 96.77
MASDT 064 0.64 1568 | 651  9.04 7.4 | 1293 13.04 41.15 | 9829 322 98.96 97.37
AltFreezing 267 267 983 | 510 920 17.36 | 11.55 31.60 26.19 | 98.86 8.03 9722 98.75
Average 0.88 0.88 7.81 | 6.77 1018 13.72 | 13.22 2344 4524 | 96.75 585 96.07 95.71
EfficientNet-B3 | 0.35  0.35  6.65 | 588 478 12.91 | 562 12.84 4495 | 93.57 849 9411 94.01
MMD RECCE 0.16 0.16 619 | 714 1018 9.9 | 1898 20.08 66.46 | 96.96 842  93.65 93.53
EfficientNet-B4 | 0.39 039 259 | 872 13.03 15.05 | 10.34 2547 3950 | 92.64 158 97.08 95.60
(Deka & Sutherland| MASDT 032 032 1420 | 589 694 5.87 | 1020 11.43 29.18 | 97.04 1.23 9802 98.32
AltFreczing 202 202 706 | 3.74 718 1261 | 7.78 2230 21.01 | 97.82 578  96.14  98.05
Average 0.65 065 7.34 | 627 842 11.13 | 10.58 1842 40.22 | 95.61 510 95.80  95.90
EfficientNet-B3 | 0.67  0.67  5.36 | 1148 9.58 13.50 | 12.87 19.34 46.08 | 97.01 840 92.87 92.65
DAG-FDD RECCE 0.75  0.75 571 | 14.68 1941 19.33 | 25.40 3817 76.24 | 98.33 1201 96.80 95.23
EfficientNet-B4 | 0.61  0.61 486 | 13.81 16.85 20.55 | 17.50 30.88 52.63 | 94.15 21.58 95.60 92.92
MASDT 0.58 058 18.70 | 10.60 9.84  7.36 | 16.04 1427 30.39 | 96.95 5.67  97.63 98.29
AltFreezing 264 264 1001 | 11.18 927 1742 | 11.30 32,62 37.69 | 97.10 787 9559 97.44
Average 1.05 1.05 893 | 1235 1299 1563 | 16.62 27.06 4861 | 96.71 11.11 9570  95.31
EfficientNet-B3 | 0.34  0.34  6.53 | 6.79 11.67 12.63 | 843 1257 4372 | 95.96 822 9143 91.49
DAW-FDD RECCE 045 045 795 | 6.99 996 13.95 | 2354 2544 54.95 | 98.35 815 9459 9410
EfficientNet-B4 | 0.55 055  3.71 | 13.65 17.35 20.30 | 15.34 36.00 56.19 | 9044 200 9691 95.40
MASDT 045 045 1771 | 862 886  9.87 | 12.05 1329 3342 | 9686 541  97.81 98.13
AltFreezing 272 272 1003 | 620 939 17.71 | 11.79 3224 3754 | 97.64 819 9591 97.81
Average 0.90 0.90 919 | 845 1145 14.80 | 14.23 2390 4516 | 9585  6.39 9533  95.39
EfficientNet-B3 | 0.16 0.16 578 | 3.97 3.59 10.15 | 474 13.09 4574 | 9287 859 95.19 93.66
FairAlign RECCE 019 019 498 | 6.02 10.03 1050 | 1421 21.58 57.54 | 96.74 853  93.60  93.03
EfficientNet-B4 | 0.39 039 2.07 | 654 1229 11.79 | 810 2295 4508 | 91.78 147 97.24 9575
(Ours) MASDT 0.20 029 1200 | 401 528 5.38 | 826 1172 23.07 | 97.23 167 9811 9846
AltFreezing 174 174 603 | 410 705 1017 | 590 23.78 31.23 | 97.97 536  96.26 98.13
Average 055 055 617 | 493 765 960 | 824 1862 40.53 | 9532 512 96.08 95.81

denoted by Grpr, Frpr, and Fgo respectively. These metrics are defined as:

GrpRr = vZTg}éz |FPRZi - FPRZj} (10)
2 . Z Z?:l ]I[Yi:l,Z:zi,Y,;:O] Z:‘L:l ]I[Yi:l,m:o] (11)
FPR ‘= D - 7
S| Zim Liz=zvi=q) 2 i1 Lyi=o]

Fo= Y Y Zyillm_l’z_Zi’n_Q] - B timiea (12)

n n
2,€2 q=0 i=1 L[z=z,,v,=q) Zi:l Ty,=q)

where FPR, represents the FPR scores of group 2;, 1]} denotes the indicator function, and ¢ represents the
forgery label (1 is real and 0 is fake). Also note that in the special case when Z corresponds to gender, i.e.
¢ = 2, metrics Gppr and Fppr return the same value. See the Appendix for the definition of demographic
parity difference (DPD) and demographic parity ratio (DPR) fairness metrics. We report DPD and DPR
results in the Appendix.

Finally, to assess the performance of different deepfake detectors, we utilize four widely-used metrics (Ju
2024): the area under the curve (AUC), FPR, true positive rate (TPR), and top-1 accuracy (ACC).

Baseline methods. To validate the efficacy of our proposed loss term, £ pgraiign, We integrate it into the
training process of 5 state-of-the-art deepfake detector backbones: RECCE (Cao et all [2022), MASDT
Das et al, [2023), AltFreezing (Wang et all, [2023), EfficientNet-B3 (Tan & Lé} 2019), and EfficientNet-B4
Coccomini et al |2022). The objective is to assess the impact of £ pyraiign on the fairness of these models.
For a thorough analysis, we benchmark our approach against 4 state-of-the-art bias-mitigating methods:

DAG-FDD (Ju et all [2024), DAW-FDD (Ju et al}, 2024), DRO-x? (Chai et al [2022), and MMD loss
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Table 2: Results on CelebDF. Best results in each column are in bold and second-best results are underlined.

Bias Metrics (%)) Detection Metrics (%)
Methods Backbones Gender ‘ Skin Tone ‘ Intersection Overall
Grpr  Frpr  Feo | Gepr  Frpr  Feo | Grpr  Frpr  Feo | AUCT FPR] TPRT ACCT
EfficientNet-B3 3.82 3.82 7.54 11.37 9.85 14.09 | 21.25 4547 70.74 94.13 9.25 92.27  95.04
RECCE 2.71 2.71 3.14 | 1881 27.65 30.07 | 30.26 67.38 80.34 | 94.05 12.20 95.21  95.74
Baseline EfficientNet-B4 1.21 1.21 5.15 10.05 20.86 34.12 | 13.38 22.65 40.13 93.91 10.25  97.21 93.09
MASDT 0.48 0.48  3.71 8.64 10.89 9.39 12.07 1532 16.46 | 96.61 5.05 94.13  95.60
AltFreezing 1.71 1.71 8.52 7.25 12.63 22.65 | 23.83 42.65 40.13 | 9591 8.25 94.11  96.09
Average 1.99 1.99 5.61 11.22  16.38 22.06 | 20.16 38.69 49.56 | 94.92 9.00  94.59 95.11
EfficientNet-B3 | 3.40 3.40  6.83 8.10 9.20 12.36 | 11.55 39.60 66.95 | 93.63 6.32 93.22  96.62
DRO.» RECCE 0.84 0.84  4.66 6.85 7.80 10.71 | 13.27 2297 71.89 | 91.32 10.99 93.48  90.98
s EfficientNet-B4 | 0.44 0.44 3.64 | 1240 17.00 19.89 | 15.03 35.28 53.11 90.90 11.96 98.10 94.77
(Hashimoto et al.||2018) MASDT 0.22 0.22 3.68 8.51 10.70 9.24 9.93 15.04 16.15 | 95.29 5.54 93.96  96.37
AltFreezing 0.33 0.33 5.23 6.16 10.83 1791 | 11.14 3232 4285 | 94.37 6.62 90.01  95.66
Average 1.05 1.05 4.81 8.40 11.11 14.02 | 12.18 29.04 50.19 93.10 8.29 93.75 94.88
EfficientNet-B3 | 3.02 3.02 5.06 6.74 11.18 10.61 | 7.78 2830 51.17 | 94.20 6.88 92.14  95.25
MMD RECCE 0.76 0.76  4.89 7.14 8.18 12.19 | 13.98 24.08 64.46 | 9296 10.42 92.65 91.53
EfficientNet-B4 | 0.29 0.29 2.59 8.72 13.03 15.05 | 10.34 2547 37.50 | 92.64 12,58 97.08  94.60
(Deka & Sutherland||2022) MASDT 0.31 0.31 3.20 6.89 7.94 7.87 9.20 12.43 14.18 | 96.04 4.40 92.02 97.32
AltFreezing 0.52 0.52 4.54 6.85 10.97 18.83 | 11.32 28.84  44.95 | 94.57 6.91 96.15  97.01
Average 0.98 0.98 4.06 7.27 10.26 12.91 | 10.52 23.82  42.45 94.08 8.24 94.01 95.14
EfficientNet-B3 | 3.65 3.65 8.01 9.18 9.27 1142 | 1230 42.62 67.96 | 93.02 10.72 9259 9520
DAG-FDD RECCE 1.45 1.45 3.71 12.68 17.41 19.33 | 1540 36.17 64.24 | 94.33 10.01  95.80 93.23
EfficientNet-B4 | 0.61 0.61 4.86 | 12.81 16.85 20.55 | 17.50 30.88  52.63 | 92.15 11.58 95.60 94.92
(Ju et al.|[2024) MASDT 0.58 0.58  3.70 8.60 10.84  9.36 | 12.04 1527 16.39 | 95.95 5.55 93.63  96.29
AltFreezing 0.97 0.97  6.63 7.81 11.83 18.24 | 20.81 39.34  46.08 | 97.20 7.02 94.75  96.65
Average 1.45 1.45 5.38 10.22 13.24 15.78 | 15.61 32.86 49.46 | 94.53 8.98 9447 95.26
EfficientNet-B3 | 3.56 3.56 7.03 7.20 6.39 9.18 | 11.79 4224 67.45 | 9341 9.98 9291  95.17
DAW-FDD RECCE 0.95 0.95 4.75 6.99 7.96 11.95 | 13.54 2344 6295 | 9235 1215 94.59  92.10
EfficientNet-B4 | 0.45 0.45 3.71 12.65 17.35 20.30 | 15.34 36.00 54.19 | 91.44 12.00 96.91 93.40
(Ju et al.||2024) MASDT 0.38 038 3.71 8.62 10.86 9.37 | 12.05 1529 16.02 | 95.56 4.55 94.81  96.13
AltFreezing 0.43 0.43 5.34 5.96 10.62 17.82 | 11.53 37.57 43.72 | 96.30 7.26 93.32  97.49
Average 1.15 1.15 4.91 8.28 10.64 13.72 | 12.85 30.91 48.87 | 93.81 9.19 94.51 94.86
EfficientNet-B3 | 2.67 2.67  4.39 5.19 5.54 .77 9.08 23.78  41.39 | 94.71 5.61 93.26  96.33
FairAlien RECCE 0.86 0.86 4.98 7.32 8.30 10.50 | 14.21 24.58  55.54 | 93.74 7.53 91.60  94.03
© EfficientNet-B4 | 0.29 0.29  2.77 6.54 12,99  11.79 | 12.10 2295 33.08 | 93.78 1147 97.24 94.75
(Ours) MASDT 0.19 0.19 3.00 5.01 7.88 7.38 9.16 12.72  12.07 | 96.23 5.40 9211  97.46
AltFreezing 0.29 0.29  4.86 5.78 10.17  16.95 | 1145 31.09 45.74 | 97.87 6.28 96.94 97.66
Average 0.86 0.86 4.00 5.97 8.98 10.88 | 11.20 23.02  37.56 | 95.27 7.26  94.23 96.05

Table 3: Bias for ethnicity vs. skin tone.

Ethnicity Skin tone

Methods BB Grpr | FrPr | FEo || GFPr | FrPr | FEO
MASDT 10.56 12.99 | 11.18 14.64 11.89 | 11.39

AltFreezing 8.11 7.21 21.48 18.37 9.85 18.09

Baseline

(Deka & Sutherland, 2022). Furthermore, to establish baseline performances, each model is also trained
without any fairness-enhancing module.

Implementation details. All experiments are conducted using the PyTorch framework (Paszke et al.; 2019)
on up to 8 NVIDIA A100 PCIE GPU cards. We train all methods using the AdamW optimizer (Loshchilov &
Hutter, [2017)) with a batch size of 32, a maximum of 100 epochs, and a learning rate of 0.001. The optimizer
employs first and second momentum decays of 0.9 and 0.999, respectively. Additionally, we use a weight
decay of 0.01 to refine the training process. The learning rate is adjusted using a step scheduler, which
decreases the learning rate by a factor of 0.5 every 5 epochs. The video frame input size is set to 380 pixels,
with training augmentations including resizing, normalization and horizontal flipping. For the face detection
process mentioned in Section 3] we use the InsightFace toolkit (Deng et al.; 2022). For the € used in Equation
Eq. , we adhere to 0.01 as per the design choice outlined in (Luo & Ren, [2021). Furthermore, we employ
Gaussian kernel for both the embedding space and the sensitive attribute space. The sigma parameter in
the Gaussian kernel is dynamically set to the mean of the pairwise squared Euclidean distances for each
mini-batch.
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Figure 2: Left: schematic of the Fairea (Hort et al.||2021). Right: effect of A on bias mitigation.

Table 4: Cross-dataset results.

Methods BB GFPR FEO AUC Acc
Baseline MASDT 1.55 10.51 80.21 88.76
AltFreezing 4.11 18.67  92.61 95.24

Ours MASDT 0.78 6.34 82.78  91.34
AltFreezing 0.91 6.78 94.35  95.87

5 Results

Performance. We present a thorough analysis of the performance of our approach on the FF++ and
CelebDF datasets in Tables [I] and [2 respectively. Additionally, we present the results of our method on the
WildDeepfake dataset in the Appendix. First, evaluating the average results of FairAlign against the baselines
demonstrates that our approach substantially promotes fairness across all three metrics for both gender and
skin tone, as well as the intersection of the two. A similar trend is observed for the additional two metrics
(DPD and DPR) presented in the Appendix. Comparing the performance of our method averaged across
backbones, against other fairness-promoting solutions, we observe that our method generally achieves the best
fairness scores, with exceptions in the intersection group, where MMD achieves marginally higher scores for
Frpr and Fgo on the FF++ dataset. Similarly, MMD obtains slightly better results in the intersection group
with Ggpr on CelebDF. While our method achieves the highest detection AUC on the CelebDF dataset with
the AltFreezing backbone, it exhibits a slightly lower AUC compared to the baseline on the FF++ dataset.
In the next subsection, we will analyze this outcome in detail and demonstrate that, considering the trade-off
between detection and fairness, our method remains the strongest.

Delving deeper into the results, we observe that on FF++4, FairAlign applied to EfficientNet-B3 achieves
the lowest Gppr (and similarly Frpgr) of 0.16% in gender, in a tie with MMD when applied to the RECCE
network. Similarly in CelebDF, FairAlign with MASDT achieves the lowest Gypr (and Frpr) in gender
with a score of 0.19%. For Fgo our method obtains the best performance on gender when coupled with
EfficientNet-B4 on FF++, while on CelebDF, MMD results in the best outcome with the same backbone.
For skin tone, on FF++4, MMD achieves the best performance for Ggpr along with the AltFreezing deepfake
detection method. However, for Frpr and Fro, our method obtains the best results with EfficientNet-B3 and
MASDT backbones respectively. On CelebDF, our method consistently achieves the lowest bias when coupled
with MASDT, EfficientNet-B3, and MASDT, for the three metrics respectively. For the intersection of the two

Table 5: Fairness-accuracy trade-off on the FF++ and CelebDF datasets.

Eff.-B3 RECCE Eff-B4 MASDT AltFreezing
FF++ CelebDF FF++ CelebDF FF++ CelebDF FF++ CelebDF FF++ CelebDF
Faireat HM?T Faireal HM7T|Faireal HM?T Faireal HMT|Faireat HM?T Faireal HM7T|Faireat HM?T Faireal HM7T|Faireat HMT Faireal HM7
DROX (Hashimoto et al.||2018) 0.06 1.34| 0.02 1.15| 0.06 1.20| 0.02 1.10| 0.04 1.26| 0.02 1.22| 0.04 1.39| 0.03 1.65| 0.05 1.57| 0.03 1.34
MMD (Deka & Sutherland|2022)| 0.05 1.31| 0.03 1.27| 0.05 1.17| 0.03 1.16| 0.06 1.35| 0.03 1.36| 0.04 1.51| 0.03 1.69| 0.03 1.62| 0.03 1.32

DAG-FDD (Ju et al.[[2024) 0.04 1.34| 003 1.13| 0.04 1.12| 0.02 1.17| 0.05 1.25| 0.02 1.24| 0.04 1.49| 0.03 1.65| 0.04 1.42| 0.03 1.34
DAW-FDD (Ju et al.|[2024) 0.05 1.35| 0.02 1.14| 0.06 1.27| 0.03 1.16| 0.05 1.19| 0.04 1.22| 0.05 1.46| 0.04 1.65| 0.03 1.42| 0.03 1.35
FairAlign (Ours) 0.07 1.31| 0.04 1.36| 0.05 1.24| 0.04 1.23| 0.04 1.30| 0.03 1.43| 0.05 1.59| 0.04 1.72| 0.06 1.50| 0.04 1.36
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Table 6: Fairness metrics for Gaussian vs. linear kernel.

Backbone Gender Skin tone

Grpr Frpr Fro Grpr Frpr Fro

FairAlign (Gaussian Kernel)

EfficientNet-B3 ~ 0.16 0.16 578  3.97 3.59  10.15
EfficientNet-B4 ~ 0.39 0.39 207 6.54 12.29  11.79

Linear Kernel

EfficientNet-B3 ~ 0.46 046 6.69 6.18 5.81  13.51
EfficientNet-B4  0.48 048 275 1042 13.78 16.64

(gender and skin tone), on FF++, our approach outperforms the others based on Ggpr using EfficientNet-B3,
while MMD shows better performance on Fppr and Fgo using MASDT and AltFreezing respectively. On
CelebDF, MMD achieves better intersection results based on Gypr and Frpr using EfficientNet-B3 and
MASDT, while ours outperforms others based on Fgo using the MASDT method.

Comparing the bias metrics for gender with those of skin tone, we notice considerably higher, i.e., more
biased, values for skin tone. We believe this due to two main reasons. First, gender is currently defined as a
binary class in the dataset, whereas our definition of skin tones consist of 10 unique classes. This difference
between the number of classes is an important reason behind skin tone showing more bias as measured
by the metrics. The second reason could be that skin tone is inherently more challenging in terms of bias
mitigation, for instance due to the heavily imbalanced nature of the datasets in this regard. We present the
distributions for gender and measured skin tones in the Appendix, where we observe a less balanced, i.e.,
long-tailed distribution for skin tones. To compare the bias related to skin color and ethnicity, we present the
fairness metrics for both in Table [3] for the MASDT and AltFreezing backbones. As demonstrated, there is a
significant difference in the bias associated with ethnicity compared to that associated with skin tone. For
instance, the AltFreezing backbone achieves a Grppg of 8.11 for ethnicity, whereas it achieves a Gppg of
18.37 for skin tone. This indicates that skin tone is a distinct/complementary source of bias, introducing
more severe bias into the system. We also test the performance of FairAlign on ethnicity sensitive attribute.
The results are presented in Appendix.

Our method demonstrates strong deepfake detection performances across all four metrics for FF++ and
CelebDF datasets. On the FF++ dataset, FairAlign obtains very competitive results, while on CelebDF,
it generally achieves better performances with respect to others. A detailed comparison between both
performance aspects (fairness alongside deepfake detection) highlights that drawing a high-level conclusion
about the best fairness promoting approach remains complicated and nuanced when considering the deepfake
detection results. This is especially the case on FF++ where the trade-off between fairness and performance
seems more complex. The next subsection discusses this phenomenon.

To investigate the generalization and fairness of the proposed method on unseen data, we conduct cross-dataset
experiments. We train MASDT and AltFreezing on FF++, both without any fairness-enhancing loss as
a baseline and with the proposed loss. We then evaluate their performances on CelebDF. The results are
presented in Table [ where we observe that for deepfake detection with MASDT, our proposed method
outperforms the baseline by nearly 3% in accuracy and over 2% in AUC, indicating that our loss can
help improve generalization on unseen data while mitigating bias. Furthermore, the proposed loss achieves
significantly lower Fgo and Gppgr compared to the baseline, highlighting enhanced group fairness. Similar
results are observed for the AltFreezing backbone, as presented in the table.

Finally, we evaluate the computational overhead of our method on CelebDF'. First we observe that at test
time, our method does not add any overhead given that the loss is only measured during training. Next,
when evaluating the overhead during trainig, we observe that our method averages 167 seconds per epoch,
compared to 187 seconds for (Hashimoto et al.l |2018]) and 142 seconds for (Deka & Sutherland) 2022)).

Trade-off analysis. To perform an analysis on fairness-accuracy trade-off, we use 1/Fgo following (Ju et al.,
2024) to represent fairness performance for the intersection of gender and skin tone to capture a holistic
view of both sensitive attributes. Moreover, following (Wang et al., 2023) we select AUC to represent the

10
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Table 7: Fairness metrics for gender sensitive attribute in 3 different scenarios: 1. Baseline: no fairness enhancing
method is applied 2. FairAlign with gender as the sensitive attribute 3. FairAlign with skin tone as the sensitive
attribute.

Backbone Gender
Grpr  Frpr Fro
Baseline
MASDT 1.38 1.38 19.71

AltFreezing  2.82 2.82  10.54

FairAlign (Targeting Gender)

MASDT 0.29 0.29  12.00
AltFreezing 1.74 1.74 6.03

FairAlign (Targeting Skin Tone)

MASDT 0.87 0.87  18.79
AltFreezing 2.80 2.80 10.13

the deepfake detection performance of different methods. Using these metrics, we present Fairea and HM
as discussed in Section [3] and present the results in Table[] We observe that most of the time FairAlign
outperforms other bias-mitigation methods across different backbones when considering both fairness and
accuracy. For instance, FairAlign achieves the highest Fairea and HM scores on CelebDF for MASDT
backbone. On the FF+4 dataset, the best Fairea score is obtained by our method for the Efficient-B3
backbone. An important observation from this analysis is that while theoretically both metrics (Fairea and
HM) are capable of quantifying the fairness-accuracy trade-off, Fairea seems to produce less discriminatory
outcomes. In contrast, HM generates a wider range of values, offering a more effective and discriminative
means of capturing the trade-off.

Gaussian kernel effectiveness. To validate the effectiveness of employing a Gaussian kernel, we conduct
an experiments. In this experiment, we compare our proposed FairAlign with a Gaussian kernel against a
variant using a standard linear kernel (Kjinear (24, a:j) = xij) We use FF++ dataset, treating gender and
skin tone as the sensitive attributes. The results are presented in Table[6] The results demonstrate a clear and
consistent trend: the Gaussian kernel outperforms the linear kernel in reducing bias across both backbones
and sensitive attributes. For instance, with the EfficientNet-B3 backbone and gender as the sensitive attribute,
our proposed method with the Gaussian kernel achieves a Gpppr of 0.16, a nearly three-times improvement
over the linear kernel’s score of 0.46.

Cross-Attribute impact. Existing work show that mitigating bias with regards to one sensitive attribute
may exacerbate another. To directly investigate this in the case of FairAlign, we conduct an experiments to
analyze the cross-attribute impact of FairAlign. Specifically, on the FF++ dataset with the MASDT and
AltFreezing backbones, we trained three separate models: 1. Baseline with no fairness-enhancing method. 2.
A model where FairAlign is applied to mitigate gender bias directly. 3. A model where FairAlign is applied
to mitigate skin tone bias. For all the models described, we report fairness metrics for gender as the sensitive
attribute in Table [7} The results show that even when FairAlign directly targets only skin tone, the gender
bias is still reduced across all metrics compared to the baseline. For example, on AltFreezing, F'ro improves
from 10.54 to 10.13, and on MASDT, Gppgr improves from 1.38 to 0.87. This demonstrates that FairAlign
does not exacerbate the non-target bias beyond the baseline. Instead, it yields a positive, albeit smaller,
fairness improvement on non-target attributes.

Impact of A on fairness. We further investigate the impact of the A hyperparameter in Eq. @D on the bias
metrics. Fig. [2]illustrates the relationship between Frpr (Intersection), AUC, and various values of \ using
the AltFreezing backbone on the CelebDF dataset. The figure demonstrates a significant reduction in bias,
especially between A = 0.50 and A\ = 1.0, and an increase in the AUC. We illustrate the impact of A for the
remainder of the bias metrics in the Appendix. According to these experiments, we set A = 1.0 throughout
all the experiments.

11
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6 Conclusion

We introduced FairAlign, a novel loss term aimed at enhancing group fairness in deepfake detection by
aligning conditional embedding distributions in a high-dimensional kernel space. Additionally, we consider
skin tone as an important factor toward bias in deepfake detection for the first time. Our method shows
state-of-the-art or competitive performance in mitigating bias, while maintaining a strong balance when
considering the fairness-accuracy trade-off.
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A Appendix

A.1 Skin Tone Scale with Representative Face Crops

We used Monk skin tone scale to compute the skin color of the cropped faces. To visually demonstrate the
results, we add the panel of the 10-level Monk skin tone scale with representative face crops for each bin.
Figure [3| shows the result. This figure shows that within each skin tone, there exist several ethnicity groups.
This is in line with the previous finding in the literature that skin tone and ethnicity are 2 different concepts.
We analyzed and mitigated the bias for both ethnicity and skin color sensitive attributes in this paper.

A.2 Fairness Metric Definition

Following (Weerts et al, 2023)), we use demographic parity difference (DPD) and demographic parity ratio
(DPR) as fairness metrics, formulated as:

DPD = mg%(P( =1|Z = z) — mel%P( =1|Z = z) (13)

min., ez P(Y = 1|Z = z)
max.,cz P(Y = 1|7 = z;)

DPR =

(14)

DPD measures the disparity in positive outcomes across different groups, with an ideal value of 0 indicating
no disparity. Conversely, DPR assesses the relative disparity, with an ideal value of 1 suggesting equal positive
outcome rates across all groups.
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Figure 3: Visual example of Monk skin tone scale along with representative face images.
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A.3 Additional Results
A.3.1 Metrics

In addition to utilizing bias metrics Grpr, Frpr, and Fgo in our experiments, we also employ DPR and DPD
metrics and present the results in Tables [§]and [9)] We observe that the findings align with those reported
in the main paper. Averaging across different backbones, our method records the lowest DPD and highest
DPR for all groups categorized by gender, skin tone, and intersectional attributes. Among the backbones,
AltFreezing detector consistently ranks as the best or second-best for gender metrics across both FF++ and
CelebDF benchmarks. Similarly, EfficientNet-B3 frequently secures the top scores for metrics related to skin
tone and intersectional groups in both datasets.

Table 8: DPR and DPD results on FF++. Best results in each column are in bold and second-best results are
underlined.

Bias Metrics
Methods Backbones Gender Skin Tone Intersection
DPD| DPR1T | DPD| DPR1T|DPD| DPR?T

EfficientNet-B3 0.29 0.79 0.38 0.64 0.55 0.56

RECCE 0.39 0.77 0.39 0.67 0.49 0.72

Baseline EfficientNet-B4 0.49 0.69 0.46 0.73 0.53 0.66
MASDT 0.47 0.77 0.54 0.68 0.42 0.52

AltFreezing 0.38 0.67 0.47 0.73 0.54 0.65

Average 0.40 0.74 0.45 0.69 0.51 0.62
EfficientNet-B3 0.29 0.82 0.29 0.85 0.40 0.87

DRO..» RECCE 0.13 0.89 0.20 0.88 0.28 0.83
X EfficientNet-B4 0.39 0.70 0.36 0.84 0.37 0.87
(Hashimoto et al.||2018) MASDT 0.17 0.88 0.34 0.79 0.35 0.63
AltFreezing 0.18 0.88 0.27 0.84 0.30 0.76

Average 0.23 0.83 0.29 0.84 0.34 0.79

EfficientNet-B3 0.20 0.85 0.19 0.87 0.35 0.89

MMD RECCE 0.16 0.90 0.31 0.89 0.26 0.86
EfficientNet-B4 0.40 0.61 0.47 0.85 0.44 0.89

(Deka & Sutherland| 2022) MASDT 0.28 0.90 0.48 0.81 0.27 0.74
AltFreezing 0.14 0.90 0.28 0.85 0.24 0.83

Average 0.24 0.83 0.35 0.85 0.31 0.84

EfficientNet-B3 0.20 0.82 0.22 0.85 0.32 0.88

RECCE 0.22 0.80 0.41 0.89 0.36 0.85

DAG-FDD EfficientNet-B4 0.30 0.72 0.27 0.85 0.24 0.88
(Ju et al.|[2024) MASDT 0.32 0.89 0.35 0.79 0.33 0.74
AltFreezing 0.29 0.89 0.48 0.84 0.43 0.56

Average 0.27 0.82 0.35 0.84 0.34 0.78

EfficientNet-B3 0.21 0.88 0.30 0.89 0.39 0.91
RECCE 0.24 0.84 0.41 0.92 0.20 0.87

DAW-FDD EfficientNet-B4 0.21 0.84 0.28 0.87 0.54 0.90
(Ju et al.|[2024) MASDT 0.28 0.92 0.46 0.83 0.17 0.86
AltFreezing 0.21 0.92 0.39 0.87 0.37 0.79
Average 0.23 0.88 0.37 0.88 0.33 0.87
EfficientNet-B3 0.17 0.90 0.11 0.97 0.23 0.93

FairAlign RECCE 0.12 0.94 0.32 0.93 0.20 0.90
EfficientNet-B4 0.12 0.76 0.29 0.87 0.39 0.92

(Ours) MASDT 0.18 0.93 0.37 0.83 0.18 0.85
AltFreezing 0.11 0.94 0.29 0.89 0.15 0.89

Average 0.14 0.89 0.28 0.90 0.23 0.90

A.3.2 Performance on WildDeepfake Dataset

We report the performance of our proposed method on the WildDeepFake dataset in Table For the gender
sensitive attribute and its intersection with skin tone, FairAlign outperforms both DAG-FDD and the Baseline
across all three metrics. For skin tone-sensitive attributes, FairAlign achieves a state-of-the-art Gppg of 9.01,
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Table 9: DPR and DPD results on CelebDF. Best results in each column are in bold and second-best results are

underlined.

Bias Metrics

Methods Backbones Gender Skin Tone Intersection
DPD] DPR1t|DPD| DPRT|DPD| DPR?T

EfficientNet-B3 0.39 0.89 0.28 0.84 0.44 0.86

RECCE 0.36 0.77 0.39 0.67 0.45 0.62

Baseline EfficientNet-B4 0.38 0.72 0.36 0.83 0.43 0.62
MASDT 0.37 0.63 0.44 0.78 0.42 0.62

AltFreezing 0.38 0.87 0.31 0.83 0.34 0.85

Average 0.38 0.78 0.36 0.79 0.42 0.71
EfficientNet-B3 0.39 0.90 0.28 0.85 0.54 0.87

DRO..» RECCE 0.31 0.78 0.40 0.68 0.45 0.63
X EfficientNet-B4 0.35 0.73 0.36 0.84 0.43 0.57
(Hashimoto et al.||2018) MASDT 0.17 0.88 0.34 0.79 0.32 0.63
AltFreezing 0.18 0.88 0.35 0.84 0.34 0.86

Average 0.28 0.83 0.35 0.80 0.42 0.71

EfficientNet-B3 0.40 0.91 0.29 0.87 0.25 0.89

MMD RECCE 0.19 0.87 0.41 0.69 0.56 0.66
EfficientNet-B4 0.29 0.75 0.37 0.85 0.24 0.79

(Deka & Sutherland| [2022) MASDT 0.10 0.90 0.30 0.81 0.22 0.64
AltFreezing 0.15 0.90 0.38 0.85 0.30 0.88
Average 0.23 0.87 0.35 0.81 0.31 0.77

EfficientNet-B3 0.40 0.92 0.28 0.85 0.45 0.88

RECCE 0.22 0.79 0.41 0.69 0.56 0.65

DAG-FDD EfficientNet-B4 0.28 0.73 0.37 0.85 0.64 0.58
(Ju et al.|[2024) MASDT 0.27 0.79 0.32 0.79 0.33 0.64
AltFreezing 0.29 0.89 0.38 0.84 0.44 0.86

Average 0.29 0.82 0.35 0.80 0.48 0.72
EfficientNet-B3 0.41 0.94 0.30 0.89 0.66 0.91
RECCE 0.24 0.73 0.41 0.62 0.36 0.67

DAW-FDD EfficientNet-B4 | 029 077 | 038 087 | 034 0.0
(Ju et al.|[2024) MASDT 0.28 0.62 0.27 0.83 0.53 0.66
AltFreezing 0.25 0.92 0.39 0.87 0.25 0.89

Average 0.29 0.80 0.35 0.82 0.43 0.75
EfficientNet-B3 0.27 0.96 0.29 0.97 0.35 0.93
FairAlign RECCE 0.20 0.88 0.42 0.63 0.37 0.67
EfficientNet-B4 0.24 0.77 0.29 0.87 0.20 0.72

(Ours) MASDT 0.08 0.93 0.22 0.89 0.19 0.65
AltFreezing 0.10 0.94 0.39 0.89 0.25 0.89
Average 0.18 0.90 0.32 0.85 0.27 0.77
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Table 10: Results on WildDeepfake dataset. Best results in each column are in bold.

Bias Metrics (%)) Detection Metrics (%)

Methods Backbones Gender \ Skin Tone \ Intersection Overall
Grpr _ Frpr  Fro | Grpr Frpr  Fmo | Gepr  Frpr  Fro | AUCT FPR| TPRT ACCT
RECCE 5.39 539 838 | 10.09 11.19 1463 | 1354 39.59 66.95 | 64.31 20.25 83.21 83.25
Baseline EfficientNet-B4 3.45 3.45 5.17 14.86 16.14 21.32 17.04 38.71 66.42 67.39 21.19 87.24 89.67
Average 4.42 442  6.77 | 1247 13.66 1797 15.29 39.15 66.68 | 65.85 20.72 85.22  86.46
RECCE 5.34 5.34 8.18 15.32 14.12  12.12 | 12.12  37.12 62.11 65.34  20.33 87.38  88.89
DAG-FDD EfficientNet-B4 | 4.32 4.32 6.38 16.09 2245 24.21 ‘ 19.21  40.75  69.98 65.46  22.09 85.33 89.16
(Ju et al.||2024) Average 4.83 4.83 7.28 15.70 18.28 18.16 15.66  38.93  66.04 65.40 21.21 86.35  89.02
RECCE 4.27 4.27 6.83 9.01 12.22 14.07 | 10.55 29.16 60.95 | 67.11 21.78 86.34  86.22
FairAlign EfficientNet-B4 | 1.15 1.15 3.13 | 12.83 17.11 19.29 ‘ 15.01 35.78 6349 | 69.42 19.11 88.09 90.11
(Ours) Average 2.71 2.71 4.98 10.92 14.66  16.68 12.78 3247  62.22 68.26  20.44 87.21 88.16

Table 11: Results on FF++ dataset with ethnicity as the sensitive attribute.

Backbone Ethnicity
Grpr Frpr Fro
FairAlign
MASDT 3.73 4.60 12.36
AltFreezing  3.84 4.67  12.69
Baseline
MASDT 10.56  12.99 11.18

AltFreezing  8.11 721 2148

while the Baseline with the RECCE backbone and DAG-FDD with the same backbone attain slightly better
Frpr and Fgo, respectively. Importantly, FairAlign achieves state-of-the-art detection performance in all
scenarios, demonstrating that our method enhances fairness without compromising detection efficacy.

A.3.3 Distributions of Gender and Skin tone in FF4+4 and CelebDF Datasets

We present the distributions for gender and skin tone sensitive attributes within the FF++ and CelebDF
datasets in Fig.[dl In the FF++ dataset, a noticeable imbalance is evident in the distribution of skin tones
compared to gender. Notably, skin tone 8 (Black) is significantly underrepresented, whereas skin tone 3
(White) is the most prevalent. The resulting imbalance factor—defined as the ratio of the highest to the
scarcest category—is calculated to be 8.6. In contrast, the gender distribution exhibits a more modest
imbalance, with a male-to-female ratio of 1.8. These findings suggest that biases associated with skin tone
are likely to be more severe than those related to gender. A same pattern is observed for CelebDF dataset.

A.3.4 Performance on Ethnicity Sensitive Attribute

We also apply FairAlign on FF+4 dataset with ethnicity as the sensitive attribute. We use MASDT and
AltFreeing backbones. The results are shown in Table The results clearly demonstrate that FairAlign
significantly reduces ethnicity-based bias for both backbones. This confirms our method’s effectiveness across
all tested sensitive attributes (gender, skin tone, their intersection, and ethnicity).

A.3.5 Impact of )\ on Fairness

In addition to the the impact of A on bias (Frpr Intersection) in the main paper, here we explore the
relationship between and the other seven metrics for the CelebDF dataset versus A in Fig. [5] From this figure,
we observe that for five out of the seven plots, A = 1 results in the least amount of bias, while for Fgo for
Intersection and Ggpgr for Skin Tone, A = 0.25 and A = 0.75 are marginally better than 1. For consistency,
we set A = 1 throughout all the experiments in this work.
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Figure 4: Distribution of genders and skin tones in the FF++ and CelebDF datasets.

28 10 52
51
2 9 =
2 = 050
(0] -—
© 94 ° 9
= e s D 49
£ [} 7]
B 2 2. L5
2 : E
=20 & Sk
G S8
46
18
5 45
025 0.50 0.75 1.00 025 0.50 0.75 1.00 025 0.50 0.75 1.00
A A A
(a) Fro Skin Tone (b) Fro Gender (¢) Fro Intersection
13.0 o
7.5 .
12,5 R
— () —
o) =10
5 120 570 S
Q12 - s
< £ 058
B0 B 65 %
e & 6
o o 0.
110 6.0 V)
s O]
10.5 0.4
5.5
0.25 0.50 0.75 1.00 0.25 0.50 0.75 1.00 0.25 0.50 0.75 1.00
A A A
(d) Fppr Skin Tone (e) Grpr Skin Tone (f) Gppr Gender
18
c
Ke]
8
@ 16
2
£
=14
A
&
]
12
0.25 0.50 0.75 1.00

A

(g) Grpr Intersection

Figure 5: Effect of tuning the A hyperparameter on bias metrics for AltFreezing backbone trained on CelebDF dataset.
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