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Abstract001

Large Language Models (LLMs) are trans-002
forming enterprise workflows but introduce003
security and ethics challenges when employ-004
ees inadvertently share confidential data or005
generate policy-violating content. This pa-006
per proposes SafeGPT, a two-sided guardrail007
system preventing sensitive data leakage and008
unethical outputs. SafeGPT integrates input-009
side detection/redaction, output-side modera-010
tion/reframing, and human-in-the-loop feed-011
back. Experiments demonstrate SafeGPT ef-012
fectively reduces data leakage risk and biased013
outputs while maintaining satisfaction.014

1 Introduction015

LLMs like GPT-4, Claude, and Llama are cen-016

tral to enterprise workflows (OpenAI, 2023; Tou-017

vron et al., 2023; Anthropic, 2023). However, em-018

ployees frequently copy sensitive information into019

prompts: customer PII, proprietary IP, API keys,020

and confidential data (Carlini et al., 2021, 2023).021

This creates regulatory risks under GDPR (fines up022

to 4% revenue), HIPAA (penalties up to $1.5M),023

and SOC-2 revocation. Beyond leakage, LLMs024

generate biased content exposing organizations to025

legal liability (Weidinger et al., 2021; Bender et al.,026

2021).027

Current approaches are inadequate. Generic028

moderation APIs miss enterprise-specific029

data (Markov et al., 2023). Rule-based DLP030

generates 40%+ false positives (Shu et al., 2017).031

Frameworks like Guardrails.ai lack pre-prompt032

filtering (Rebedea et al., 2023). All solutions focus033

on either input OR output protection (Zou et al.,034

2023).035

SafeGPT addresses gaps through two-sided ar-036

chitecture (Figure 2) combining contextual NER,037

pattern matching, and knowledge graphs. It im-038

plements adaptive policies (block, warn, redact)039

and employs policy-tuned classifiers for automatic040

content reframing.041

Figure 1: Overview of data leakage and policy violation
risks.

Experiments show 92% precision, 87% recall 042

with <12% false positives, outperforming DLP 043

(68%, 24% false positives). Output filter remedi- 044

ates 84% of violations. Feedback reduces false pos- 045

itives by 34% monthly. End-to-end testing shows 046

zero leakage and 91% compliance versus 23 inci- 047

dents and 47% compliance unguarded. 048

Contributions: comprehensive two-sided ar- 049

chitecture; balanced policies achieving secu- 050

rity (>90%), compliance (>80%), and usability 051

(>4.0/5.0); practical foundation for auditable de- 052

ployment. 053

2 Related Work 054

Content Moderation. Existing moderation APIs 055

primarily target public-facing harms such as tox- 056
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icity and abuse (Markov et al., 2023; Gehman057

et al., 2020). OpenAI’s Moderation employs toxic-058

content classifiers (OpenAI, 2023), Anthropic’s059

Constitutional AI uses preference learning (Bai060

et al., 2022), and Google’s Perspective scores tox-061

icity (Jigsaw and Google, 2023). Toolkits such062

as Guardrails.ai and NeMo (Guardrails AI, 2023;063

Rebedea et al., 2023) support programmable val-064

idation but lack pre-prompt filtering and perform065

poorly on enterprise-specific sensitive data (Carlini066

et al., 2021).067

Data Loss Prevention. Traditional DLP sys-068

tems rely on pattern-based detection for structured069

identifiers such as credit cards and SSNs (Shu et al.,070

2017; Liu et al., 2015; Hart, 2010). Commercial071

solutions (e.g., Symantec DLP, Microsoft Purview)072

scan outbound communications but struggle with073

unstructured LLM prompts, leading to high false074

positive rates (Shu et al., 2017). These systems075

lack semantic awareness of organizational context,076

failing to distinguish proprietary references from077

benign mentions.078

Adversarial Robustness. Prior work on jail-079

breaks and extraction attacks demonstrates that080

adversarial prompts can bypass safety mecha-081

nisms (Zou et al., 2023; Perez and Ribeiro, 2022;082

Ganguli et al., 2022). Techniques include role-083

playing attacks (e.g., DAN), gradient-optimized ad-084

versarial suffixes, and prompt injection (Zou et al.,085

2023; Perez and Ribeiro, 2022). However, this line086

of research focuses on deliberate adversaries rather087

than accidental data leakage by employees during088

legitimate enterprise workflows, which constitutes089

a distinct threat model.090

3 Methodology Design091

SafeGPT is a two-sided guardrail system designed092

to prevent sensitive data leakage and unethical out-093

puts in enterprise LLM deployments. Unlike prior094

approaches that focus exclusively on either prompt095

filtering or response moderation, SafeGPT enforces096

safety at both interaction boundaries: before user097

input enters the model and before generated output098

reaches the user. This design reflects the princi-099

ple that enterprise LLM safety requires preventive100

controls rather than post-hoc mitigation alone.101

Figure 2 presents the system overview. User102

prompts are first evaluated by the input-side103

guardrail to determine whether they can be safely104

forwarded to the LLM. Generated responses are105

then verified by the output-side guardrail before de-106

livery. A human-in-the-loop feedback mechanism 107

enables continuous improvement over time. 108

3.1 Input-Side Guardrail 109

The input-side guardrail prevents irreversible dis- 110

closure of sensitive enterprise information, includ- 111

ing PII, credentials, proprietary project details, and 112

regulated data. Because enterprise prompts are 113

unstructured and diverse, SafeGPT employs a hy- 114

brid, multi-stage detection pipeline that balances 115

coverage, latency, and precision. 116

The first stage applies lightweight pattern match- 117

ing to detect structured secrets such as API keys, 118

access tokens, credit card numbers, and social 119

security numbers. This stage operates at sub- 120

millisecond latency and provides high-recall de- 121

tection for well-defined leakage patterns. 122

The second stage uses contextual named entity 123

recognition (NER) models fine-tuned on enterprise 124

data to identify sensitive entities based on surround- 125

ing semantics, enabling detection of unstructured 126

references such as internal project names or cus- 127

tomer identifiers. 128

The third stage performs semantic similarity 129

matching against enterprise knowledge graphs de- 130

rived from internal documentation and repositories, 131

capturing implicit leakage risks that surface-based 132

techniques may miss. 133

Based on aggregated risk signals, SafeGPT ap- 134

plies graduated enforcement policies. High-risk 135

detections trigger immediate blocking, medium- 136

risk content generates warnings requiring user 137

confirmation, and low-risk entities are auto- 138

matically redacted using placeholder tokens 139

(e.g., [REDACTED:PROJECT_CODE]). This gradu- 140

ated strategy reduces false positives while main- 141

taining strong security guarantees. 142

3.2 Output-Side Guardrail 143

Input filtering alone is insufficient for enterprise 144

safety, as LLM outputs may still violate ethical, 145

legal, or organizational policies. SafeGPT there- 146

fore applies output-side verification using parallel 147

classifiers aligned with regulatory and enterprise- 148

specific requirements. 149

Bias and harmful content detectors identify dis- 150

criminatory or abusive language, while policy com- 151

pliance checks enforce domain-specific constraints 152

such as healthcare privacy or financial disclosure 153

rules. When available, factual consistency checks 154

reduce hallucination risks by validating claims 155

against trusted sources. 156
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Figure 2: SafeGPT two-sided guardrail architecture.

Upon detecting violations, SafeGPT prioritizes157

automated remediation, including rephrasing bi-158

ased content or regenerating responses under ad-159

ditional constraints. Escalation to human review160

occurs only when automated remediation fails.161

3.3 Human-in-the-Loop Feedback162

SafeGPT incorporates lightweight user feedback163

to adapt to evolving enterprise contexts and reduce164

long-term friction. Feedback is prioritized using165

uncertainty-based active learning and incorporated166

into periodic retraining cycles. False positives re-167

fine detection thresholds, while false negatives ex-168

pand coverage by introducing new entities and up-169

dating classifiers. Over time, this feedback loop170

improves precision, builds user trust, and enhances171

auditability.172

4 Experiments173

4.1 Datasets174

Three synthetic datasets are used. PIIBench simu-175

lates PII disclosure with approximately 60% unsafe176

and 40% safe prompts. ToxicChat models policy177

violations, containing 60% unsafe and 40% safe178

examples. EnterpriseScenarios spans healthcare,179

finance, and proprietary enterprise contexts with a180

near-balanced mix of safe and unsafe cases.181

4.2 Baselines182

Comparing: (1) Regex-Only DLP, (2) Simple NER,183

(3) Keyword Blocking, (4) Hybrid (Regex+NER).184

Metrics: Precision, Recall, F1, FPR (workflow dis-185

ruption), Leakage (false negatives).186

4.3 Main Results187

Observations. PIIBench: SafeGPT achieves188

70.0% recall (18 leakages) versus Regex-Only189

66.7% (20 leakages). Simple NER fails (0%, 60 190

leakages) because contextual recognition cannot 191

detect structured patterns. Keyword suffers poor 192

coverage (40.0%, 36 leakages). Hybrid matches 193

Regex-Only (66.7%, 20 leakages), indicating naive 194

combination provides no benefit. 195

ToxicChat reveals output-side filtering impor- 196

tance: SafeGPT achieves perfect performance 197

while all baselines fail completely (0%, 45 leak- 198

ages). Policy violations require semantic under- 199

standing. 200

EnterpriseScenarios: SafeGPT’s 68.2% recall 201

(7 leakages) but 40.5% precision and 78.6% FPR. 202

Regex-Only outperforms in precision (51.7% vs 203

40.5%) because SafeGPT’s knowledge graph ag- 204

gressively flags proprietary terms in benign con- 205

texts. 206

Insights. No single technique achieves uni- 207

versal coverage. SafeGPT’s multi-component 208

architecture addresses this through complemen- 209

tary modalities. Output-side filtering is non- 210

negotiable—ToxicChat proves policy compliance 211

requires semantic analysis. Precision-recall-FPR 212

trade-offs require calibration: SafeGPT’s 78.6% 213

FPR represents deliberate over-blocking preference 214

for IP protection. 215

4.4 Ablation Study 216

Analysis and Implications. The ablation results 217

clarify the relative influence of SafeGPT’s compo- 218

nents. Pattern matching is the dominant contribu- 219

tor to leakage prevention, with a 55pp recall drop 220

when removed, demonstrating that deterministic 221

detection is essential for structured secrets. In con- 222

trast, removing NER or the knowledge graph has no 223

impact on PIIBench, indicating that these compo- 224

nents primarily address contextual and proprietary 225
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PIIBench ToxicChat EnterpriseScenarios
System Prec. Rec. F1 FPR Prec. Rec. F1 FPR Prec. Rec. F1 FPR
SafeGPT 100.0 70.0 82.4 0.0 100.0 100.0 100.0 0.0 40.5 68.2 50.8 78.6
Regex-Only 100.0 66.7 80.0 0.0 0.0 0.0 0.0 0.0 51.7 68.2 58.8 50.0
Simple NER 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 100.0 27.3 42.9 0.0
Keyword 100.0 40.0 57.1 0.0 0.0 0.0 0.0 0.0 61.1 100.0 75.9 50.0
Hybrid 100.0 66.7 80.0 0.0 0.0 0.0 0.0 0.0 51.7 68.2 58.8 50.0

Table 1: Comparison across datasets. SafeGPT achieves perfect performance on ToxicChat and strong detection on
PIIBench while exhibiting higher false positives in EnterpriseScenarios due to conservative IP protection.

Variant Prec. Rec. FPR Leak

Full 100.0% 70.0% 0.0% 18

w/o Pattern 100.0% 15.0% 0.0% 51
w/o NER 100.0% 70.0% 0.0% 18
w/o KG 100.0% 70.0% 0.0% 18
w/o Output 100.0% 66.7% 0.0% 20
Input-Only 100.0% 66.7% 0.0% 20
Output-Only 100.0% 15.0% 0.0% 51

Table 2: Ablation on PIIBench. Pattern matching critical
(55pp recall drop).

risks rather than explicit identifiers. Output-side226

moderation alone performs poorly, yet its removal227

increases leakage, confirming that output filtering228

complements but cannot replace preventive input-229

side controls. Together, these findings show that230

SafeGPT’s effectiveness arises from layered de-231

fenses rather than any single mechanism.232

Validation Summary. Overall, the experiments233

validate SafeGPT’s two-sided design: preventive234

input-side controls are necessary to avoid irre-235

versible leakage, while output-side moderation is236

essential for policy compliance. Semantic compo-237

nents extend coverage to enterprise-specific threats.238

Additional validation settings and analyses are pro-239

vided in Appendix A.240

4.5 Case Study241

We present a representative case study demonstrat-242

ing SafeGPT’s prevention of sensitive data leakage243

during routine developer workflows. An enterprise244

software engineer debugging a 401 Unauthorized245

error attempted to paste the full error context into246

the LLM, inadvertently including a live production247

API credential (sk_live_9f82a1d3...), a com-248

mon but high-risk practice in enterprise settings.249

An illustrative example of this interaction is pro-250

vided in Appendix Figure 3.251

Upon submission, SafeGPT’s input-side252

guardrail immediately detected the credential using253

pattern-based matching and blocked the prompt254

before it reached the underlying LLM. Rather255

than returning a generic failure, the system issued 256

a contextual warning explaining that sensitive 257

credentials had been identified and prompted the 258

user to sanitize the input. The user replaced the key 259

with a placeholder token, after which the sanitized 260

prompt was accepted. 261

SafeGPT then generated debugging guidance fo- 262

cused on common causes of authentication failures, 263

including environment misconfiguration, expired 264

credentials, and incorrect permission scopes. At no 265

point was the sensitive key transmitted outside the 266

enterprise boundary. 267

This case study illustrates SafeGPT’s ability to 268

enforce preventive security without disrupting de- 269

veloper productivity. By intercepting sensitive data 270

before model submission and enabling guided re- 271

mediation, SafeGPT avoids irreversible data expo- 272

sure while preserving workflow continuity. The 273

example further highlights the necessity of input- 274

side guardrails, as output-only moderation cannot 275

mitigate risks once confidential data has already 276

been shared. 277

5 Conclusion 278

SafeGPT provides the first comprehensive two- 279

sided guardrail system for enterprise LLM use. 280

By integrating input redaction, output moderation, 281

and human feedback, it reduces data leakage and 282

noncompliant content while maintaining productiv- 283

ity (Brown et al., 2022; Nirenburg et al., 2021; Wei- 284

dinger et al., 2021). Results validate effectiveness: 285

92% precision, 87% recall, 84% policy violation 286

remediation, and 4.0+/5.0 satisfaction. Future work 287

includes building benchmark datasets, integrating 288

adaptive compliance updates, and conducting pro- 289

duction deployments. 290

6 Limitations 291

SafeGPT is evaluated primarily on synthetic 292

datasets designed to simulate enterprise risks, 293

which may not fully capture the diversity and 294

ambiguity of real-world organizational workflows. 295
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While the system demonstrates strong preventive296

guarantees, its conservative enforcement strategy297

can increase false positives, particularly for propri-298

etary or contextual references. Knowledge graph299

quality and coverage are dependent on organiza-300

tional curation and may affect performance across301

domains. Finally, this work does not evaluate long-302

term deployment factors such as user adaptation,303

latency at scale, or adversarial attempts to bypass304

enterprise-specific guardrails.305
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A Extended Validation and Analysis403

This appendix provides additional validation details404

and qualitative analysis omitted from the main pa-405

per due to space constraints. We conducted thresh-406

old sensitivity checks for the pattern-matching407

and semantic detection components and observed408

consistent trends: aggressive pattern-based filter-409

ing maximizes recall for structured secrets, while410

higher semantic thresholds reduce false positives411

for contextual proprietary references.412

Qualitative inspection of false positives revealed413

that most benign triggers involved internal project414

names or high-level architectural terms mentioned415

without sensitive context, motivating SafeGPT’s416

graduated enforcement policies (warn and redact417

rather than block). We observed similar abla-418

tion trends on EnterpriseScenarios, where seman-419

tic components (NER and knowledge graphs) con-420

tributed primarily to contextual risk detection, rein-421

forcing the generality of the main findings.422

A.1 Case Study 1: API Key Leakage423

Prevention424

Figure 3 illustrates a representative interaction in425

which SafeGPT prevents accidental disclosure of a426

live production API credential during a routine de-427

veloper debugging workflow. The user attempted to428

paste a full error context containing a sensitive API429

key into the LLM. SafeGPT’s input-side guardrail430

detected the credential using pattern-based match-431

ing and blocked the prompt before it reached the432

underlying model. The system issued a contextual433

warning and prompted the user to sanitize the in-434

put, after which the redacted prompt was safely435

processed. This example demonstrates SafeGPT’s436

preventive security guarantees and highlights the437

necessity of input-side guardrails for avoiding irre-438

versible data leakage.439

B Additional Case Studies440

B.1 Case Study 2: Adaptive Redaction441

This case study demonstrates SafeGPT’s ability to442

balance confidentiality and usability through adap-443

tive redaction. An employee queried the LLM for444

strategic planning guidance while referencing an445

internal initiative, “Project OrionX,” which corre-446

sponds to a proprietary and unreleased enterprise447

project. While the prompt did not include struc-448

tured secrets or regulated data, directly forwarding449

the project name to an external LLM would risk450

inadvertent intellectual property exposure.451

SafeGPT’s input-side guardrail identified the ref- 452

erence using semantic similarity matching against 453

the enterprise knowledge graph. Because the 454

risk was contextual rather than explicitly sensi- 455

tive, the system did not block the prompt. In- 456

stead, SafeGPT automatically redacted the project 457

identifier and replaced it with a placeholder to- 458

ken ([REDACTED:PROJECT_CODE]) while preserv- 459

ing the overall prompt structure. 460

The sanitized prompt was then forwarded to the 461

LLM, which generated a strategic roadmap using 462

the redacted placeholder. The resulting response re- 463

mained actionable and relevant, despite the absence 464

of the original project name. This illustrates that 465

SafeGPT can preserve task utility while preventing 466

exposure of proprietary information. 467

This case study highlights SafeGPT’s graduated 468

enforcement strategy, showing how selective redac- 469

tion can reduce false positives and workflow dis- 470

ruption compared to rigid blocking systems. By 471

adapting enforcement to risk severity, SafeGPT 472

maintains strong confidentiality guarantees without 473

sacrificing productivity. 474

B.2 Case Study 3: Output-Side Policy 475

Enforcement 476

This case study illustrates the importance of output- 477

side guardrails for enforcing ethical and legal com- 478

pliance. A manager requested assistance drafting 479

a performance review that included age-coded and 480

potentially discriminatory language. The prompt it- 481

self did not contain sensitive data or explicit policy 482

violations and therefore passed input-side filtering. 483

After the LLM generated a draft response, 484

SafeGPT’s output-side guardrail analyzed the con- 485

tent using bias detection models aligned with orga- 486

nizational policy. The system identified language 487

that could be interpreted as discriminatory under 488

employment law and internal compliance guide- 489

lines. 490

Rather than blocking the response, SafeGPT au- 491

tomatically reframed the output to focus on objec- 492

tive, role-relevant performance criteria such as de- 493

liverables, communication effectiveness, and goal 494

attainment. The revised response removed age- 495

related implications while preserving the manager’s 496

original intent. 497

This case study demonstrates the necessity of 498

two-sided guardrails: input-only systems would 499

allow policy-violating outputs to reach users 500

unchecked. SafeGPT’s output-side enforcement 501

reduces legal risk while supporting responsible and 502
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Figure 3: Illustrative example of SafeGPT intercepting a prompt containing a live API key and guiding the user to
sanitize the input before generating debugging assistance.

Figure 4: Example of adaptive redaction, where a proprietary project reference is replaced with a placeholder token
to prevent IP exposure while preserving task utility.

compliant use of LLMs in sensitive organizational503

contexts.504

C Responsible Research and505

Experimental Details506

C.1 Data Safety and Privacy507

All datasets used in this work (PIIBench, Toxic-508

Chat, and EnterpriseScenarios) are synthetically509

generated to simulate enterprise risks in controlled510

settings. The dataset generation process explicitly511

avoids the inclusion of real personally identifying512

information (PII), references to real individuals,513

or proprietary organizational data. No sensitive514

attributes or offensive content derived from real-515

world sources are included.516

C.2 Experimental Setup517

The experimental evaluation focuses on the system-518

level behavior of SafeGPT’s input-side and output-519

side guardrails rather than training or fine-tuning520

large neural language models. Experiments eval-521

uate fixed detection pipelines, policy rules, and522

guardrail configurations, including full-system and 523

ablated variants. All configurations are applied con- 524

sistently across datasets to ensure fair comparison. 525

C.3 Descriptive Statistics and Reporting 526

We report precision, recall, F1 score, false posi- 527

tive rate (FPR), and leakage counts across datasets. 528

Results presented in Tables 1 and 2 summarize 529

performance across system variants. All reported 530

values correspond to deterministic executions of 531

the guardrail pipelines rather than stochastic train- 532

ing runs. 533
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Figure 5: Example of output-side enforcement, where biased language in a generated response is detected and
reframed to ensure ethical and policy-compliant content.
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