Contamination-Resilient Anomaly Detection via Adversarial Learning on
Partially-Observed Normal and Anomalous Data

Wenxi Lv! Qinliang Su'? Hai Wan' Hongteng Xu® Wenchao Xu*

Abstract

Many existing anomaly detection methods assume
the availability of a large-scale normal dataset.
But for many applications, limited by resources,
removing all anomalous samples from a large un-
labeled dataset is unrealistic, resulting in contam-
inated datasets. To detect anomalies accurately
under such scenarios, from the probabilistic per-
spective, the key question becomes how to learn
the normal-data distribution from a contaminated
dataset. To this end, we propose to collect two
additional small datasets that are comprised of
partially-observed normal and anomaly samples,
and then use them to help learn the distribution
under an adversarial learning scheme. We prove
that under some mild conditions, the proposed
method is able to learn the correct normal-data
distribution. Then, we consider the overfitting
issue caused by the small size of the two addi-
tional datasets, and a correctness-guaranteed flip-
ping mechanism is further developed to alleviate
it. Theoretical results under incomplete observed
anomaly types are also presented. Extensive ex-
perimental results demonstrate that our method
outperforms representative baselines when detect-
ing anomalies under contaminated datasets.

1. Introduction

Anomalies are deemed as the instances that look consider-
ably different from the majority ones. Anomalies in real-
world applications are generally very diverse and could even
have countless types (Ruff et al., 2021). The task of anomaly
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detection is to identify the diverse exceptional samples from
normal ones. With the capability of discovering various
kinds of anomalous samples, anomaly detection has been
successfully applied to many different fields like disease
diagnosis, industrial defect detection, cyber-crimes defense,
financial fraud detection, etc (Chandola et al., 2009). Due
to the difficulties of collecting anomalies for their diversity
and rarity in practical applications, many existing works are
established on the availability of only a clean normal dataset,
without needing to access any anomalous samples. Under
this assumption, these methods first leverage the normal
samples to learn the normality of data and then leverage it
to determine whether a testing sample is anomalous. Typ-
ical examples include the well-known one-class classifier
method (Ruff et al., 2018), reconstruction methods (Ak-
cay et al., 2018; Gong et al., 2019) and the self-supervised
methods (Qiu et al., 2021; Shenkar & Wolf, 2022) etc.

However, for many application scenarios, assuming the
availability of a large normal dataset is also unrealistic.
What we often have is a contaminated dataset that is com-
posed of both normal and anomalous samples. Contami-
nated datasets could arise for many reasons, e.g., no labeling
or a coarse screening which only removes some obvious
anomalies due to limited labor or expertise resources. To
alleviate the detrimental impacts caused by the contamina-
tion samples (i.e., anomalies), it is proposed in (Zhou &
Paffenroth, 2017; Lai et al., 2020) to combine robust PCA
or robust projection with the normal-sample-based methods
to improve their contamination robustness. But due to the
intricate patterns of anomalies, it is often observed that the
improvement brought by these methods is limited. Later,
some works proposed to first pseudo-label some easy anoma-
lies in the contaminated dataset and then remove them from
the dataset to boost the detection accuracy (Qiu et al., 2022;
Kim et al., 2023). However, this type of pseudo-labeling
methods heavily rely on the accuracy of pseudo-labels, and
the labeling error could be accumulated into the subsequent
stages, thereby affecting their overall performance.

Instead of only leveraging the contaminated dataset, some
recent methods have proposed to further collect a small num-
ber of anomalous samples to help recognize the anomalies.
But due to the diversity nature of anomalies, the collected
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anomalies may only cover a subset of all possible types,
which distinguishes the anomaly detection problem from
the classical classification tasks. To make use of the col-
lected anomalies, Deep SAD (Ruff et al., 2020) proposed
to learn a hyper-sphere that explicitly forces the collected
anomalies to locate outside of it, while FeaWAD (Zhou et al.,
2021) proposed to directly increase their anomaly scores. In
(Tian et al., 2022), an anomaly-aware generative adversarial
network (GAN) is developed, which can explicitly avoid to
assign probabilities to the collected anomalies and thus can
be used to detect anomalies under contaminated scenarios.
Recently, (Pang et al., 2023) proposed to construct three
different types of pairs with the contaminated dataset and
collected anomalies, and then use the pairs to train an ordi-
nal regression model to output different scores for different
types of pairs, with the scores later used for detection of
anomalies. Despite remarkable gains have been observed,
only one extra dataset (i.e., the anomaly dataset) is leveraged
in these methods. But for many applications, in addition
to anomalous samples, it is also possible to obtain a small
amount of normal samples, e.g., hiring domain experts to
identify some normal samples from a large unlabeled dataset.
Obviously, it is beneficial to further exploit the additional
normal dataset for better anomaly detection. In addition, due
to the high cost of collecting normal and anomalous sam-
ples, the collected normal and anomaly datasets are often
small, probably comprised of tens or hundreds of samples at
most. However, existing works rarely take into account the
overfitting issue caused by the small size of these datasets.

In this paper, we propose to learn the distribution of normal
samples based on the contaminated dataset and two small
clean datasets, and then leverage the distribution model to
detect anomalies. Specifically, we first develop a GAN that
can make use of the three available datasets and prove that
it can converge to the distribution of normal samples. Then,
a mechanism, which randomly flips the samples between
normal and anomaly datasets by some probability, is further
developed to prevent the discriminator of GAN from easily
overfitting to the small number of normal and anomalous
samples. It is proved that even with the introducing of the
flipping mechanism, the convergence of the proposed GAN
is still guaranteed. In addition, we further show that when
the anomaly dataset does not cover all possible anomaly
types, even though the proposed GAN cannot recover the
distribution of normal samples anymore, it can still mit-
igate the negative influence from contamination samples
of observed types, while strengthening the contributions
from normal samples in the contaminated dataset. To detect
anomalies efficiently, we extend the proposed GANS to the
bidirectional paradigm and then use the combination of the
reconstruction error and the norm of latent representations
to serve as the final detection criteria. Extensive experimen-
tal results on both toy and real-world datasets demonstrate

the proposed method can effectively exploit the collected
normal and anomalous samples even if their number is small
and achieve better performance than comparable baselines
under the contamination scenarios.

2. Related Work

Due to the rarity of anomalous data, many existing anomaly
detection methods assume that the available dataset only
contains normal data. One typical paradigm is to train a deep
generative model to reconstruct the normal data and the re-
construction error is used to identify anomalies (Gong et al.,
2019; Akcay et al., 2018). Another paradigm is to learn a
one-class classification model to describe the normality of
the training dataset (Scholkopf et al., 1999; Tax & Duin,
2004; Ruff et al., 2018). Self-supervised and contrastive
learning methods are also explored to detect anomalies by
predicting the type of data transformation or maximizing
the relevance between different segments of normal sam-
ples (Qiu et al., 2021; Shenkar & Wolf, 2022; Xu et al.,
2023c). However, the assumption of the availability of a
large clean normal dataset may not hold in practice and
the performance of these methods shows degradation when
trained on contaminated datasets.

To mitigate the negative influence of contamination in the
training dataset, (Zhou & Paffenroth, 2017; Lai et al., 2020)
proposed normality-based methods with robust PCA or ro-
bust projection which mitigate the negative impact of con-
tamination, while (Qiu et al., 2022; Kim et al., 2023) try
to remove the contamination from training dataset through
pseudo-labeling on it first. But all of these methods do not
make use of the collected anomalous data. To leverage the
collected anomalies, one strategy is to leverage collected
anomalies to learn a better description of normality. Deep
SAD (Ruff et al., 2020) proposed to learn a hyper-sphere
that explicitly forces the collected anomalies driven far away
from it. Differently, several recent works have proposed to
develop new GANSs to better characterize the distribution
of normal data by equipping it with the ability of perceiv-
ing and leveraging the collected anomalies in (Sinha et al.,
2021; Tian et al., 2022; Su et al., 2024). In line with these
works, we also notice that beyond the anomaly detection
task, there are some efforts that simply attempt to learn a
clean distribution from contaminated data by making use
of auxiliary datasets (Katz-Samuels et al., 2019; Vander-
meulen et al., 2020; Tian et al., 2023). Another strategy to
make use of the collected anomalies is to train a scoring net-
work to distinguish normal and anomalous data. FeaWAD
(Zhou et al., 2021) proposed to train an anomaly scoring
network to directly assign high scores to collected anoma-
lies. PReNet (Pang et al., 2023) trains an ordinal regression
model to output different scores for three types of pairs
constructed with the contaminated dataset and collected
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anomalies. Recently, to improve the accuracy of pseudo-
labeling, (Li et al., 2023) leverages collected anomalies to
guide the model pseudo-labeling on the contaminated train-
ing dataset. Despite remarkable gains have been observed,
in all of the current methods, only one extra dataset (i.e., the
anomaly dataset) is leveraged. For many applications, in
addition to anomalous samples, it is also possible to obtain a
small amount of normal samples. Obviously, it is beneficial
to further exploit the additional normal dataset for better
anomaly detection. Moreover, since the size of additionally
collected normal and anomaly datasets are very small due to
the constraints from limited resources, existing works rarely
take the overfitting issue caused by them into account.

3. Method

3.1. Problem Formulation

To describe the problem, we first assume the availability of
a contaminated dataset

X ={x1,X2,... XN},

which contains both normal and anomalous samples. We can
consider the elements in X come from the data distribution
Pdata(X), which is a mixture distribution of the form

Pdata(X) = 7TP+(X) + (1 —=m)p~ (%), (1)

where p*(x) and p~ (x) denote the distributions of normal
and anomalous samples, respectively; and 7 stands for the
proportion of normal samples in the contaminated dataset X’
Moreover, we also assume the availability of a pure normal
dataset X and a pure anomaly dataset X' ~, that is,

Xt ={xf,x3,...xi;}, A ={x{,x5,...Xx}
where the normal samples x|, and anomalous samples X,
are drawn from p™* (x) and p~ (x), respectively. Considering
the difficulties of collecting normal and anomalous samples
in practice, we generally think that the number of collected
normal and anomalous samples M and K is much smaller
than N. In this paper, our goal is to first learn the distribution
of normal data p™(x) based on the contaminated dataset
X and the two small clean datasets X and X'~ under the
GAN framework, and then leverage the GAN that only
models normal samples to detect anomalies.

3.2. Learning Normal-data Distribution from the
Contaminated Dataset

It is known that training different GANs amounts to min-
imizing different types of distribution divergence, such as
vanilla GAN (Goodfellow et al., 2014) corresponding to
the Jensen-Shannon (JS) divergence, least-squared GAN
(LSGAN) corresponding to the Pearson x? divergence. It is

also known that many widely used divergences like the JS,
Pearson Xz’ KL, Reverse KL divergences, can be seen as a
special case of the f-divergence. Thus, before delving into
how to leverage the contaminated dataset to learn the dis-
tribution of normal samples, we first introduce the general
form of f-divergence

Dy(PEIQE) = [ Qe (gg;) ix, @

where P(x) and Q(x) are two probability distributions; and
f : RT — R could be any convex and semi-continuous
function with f(1) = 0. By setting the function f(-) to
different forms, specific divergence can be induced. For
examples, the KL, reverse KL and Pearson y? divergences
correspond to setting f(u) = ulogu, f(u) = —logu and
f(u) = (u — 1)2, respectively (Nowozin et al., 2016).

To learn the normal-data distribution with the available
datasets X', X+ and X', we propose to define the P(x)
and Q(x) as follows

N
B
I

(1 = X)paa(x) + Ap™" (x), A3)
Q(x) = (1 — B)py(x) + Bp~ (x), )

where p, (x) stands for the generation distribution induced
by a neural network generator; and A\, 3 € [0,1] denote
the weights of the distributions of normal and anomalous
samples. When \ and [ are set closer to 1, it means more
emphasis is put on the collected clean datasets X'+ and X'~
It should be noted that in P(x) and Q(x), only the distribu-
tion py (x) is trainable, while all other distributions are fixed.
Thus, when minimizing the f-divergence between P(x) and
Q(x), only py(x) is changeable. Actually, it can be proved
that when minimizing the f-divergence between P(x) and
Q(x) in (3) and (4), under some mild conditions, the gen-
eration distribution py(x) will converge to the normal-data
distribution pT (x).

Theorem 3.1. If Supp(p™(x)) N Supp(p~(x)) =
Pand B8 > (1 — N)(1 — «) hold, as the function f(-) is
setas f(-) = (u— 1) or — logu, we have

arg;n(if) D¢(P||Q) = p™ (x), 5

where Supp(-) denotes the support of a distribution.

To understand the theorem, we substitute pgqia(x) =
mpt(x) + (1 — m)p~ (x) into P(x) in (3), yielding

P(x)=((1 =X+ A)p" (x)+(1-N)(1-m)p~ (x). (6)

Comparing the P(x) with Q(x) = (1 —)p,(x)+ Bp~ (x),
we can see that the condition 8 > (1—\)(1—m) in Theorem
3.1 is equivalent to ensure the ratio of p~(x) in Q(x) is
larger than that in P(x) in (6). Thus, by further taking into
account the condition of disjoint support between p*(x)
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and p~ (x), we can see that under the condition 8 > (1 —
A)(1—m), the trainable p,4(x) will not attempt to allocate any
probabilities on the support of p~ (x), but instead directly
equals to p*(x) so that the divergence between P(x) and
(Q(x) can be minimized. The rigorous proof can be found
in the Appendix A.

Under the setting f(-) = (u — 1)?, as we minimize the f-
divergence D¢ (P||Q), it is known that we are actually mini-
mizing the Pearson x? divergence between P(x) and Q(x).
As revealed in (Mao et al., 2017), minimizing the Pearson
x? divergence between two distributions can be achieved
via the least-squared GAN, which employs the least-squared
loss, instead of the commonly-used cross-entropy loss, to
train the discriminator and generator. Specifically, to min-
imize the Pearson y? divergence, we can optimize the fol-
lowing two sub-problems alternatively

Ep ol (D(x)-1)* ]+ Equ(D(®)—0)%], (7)

Eq@x[(D(x) — 0.5)7], (8)

min V(D)=
min V(@)=
where D and G denote the discriminator and generator,

respectively. Substituting P(x) in (3) and Q(x) in (4) into
the above V(D) and V (G) gives

min V(D) =(1 = \)Expy, ) [(D(x) = 1)%]
+ >\]Ex~p+(x) [(D(X) - 1)2] 9)
+ (1= B)Exmp, (0 [(D(x) — 0)7]
+ ﬂ]Exwp_(x) [(D(X) - 0)2]7
min V(G) =(1 = §)Exnp, (0 [(D(x) — 0.5)%]
(10)

+ BEXNp*(x) [(D(X) - 0'5)2]7

in which the expectation E[-] w.r.t. pgata(X), pT(x), p~ (%)
and py(x) can be approximately evaluated with samples
from X, X*, X~ and the generated samples, respectively.
Therefore, the Pearson x? divergence between P(x) and
Q) (x) can be minimized by solving the optimization prob-
lems (9) and (10) alternatively. After convergence, it is
known from Theorem 3.1 that the generation distribution
pg(x) will equal to the normal-data distribution p* (x).

3.3. Alleviating the Overfitting Caused by the Small Size
of Normal and Anomaly Datasets

As discussed before, the clean normal and anomaly datasets
X% and X~ are generally very small. Consequently, as we
use (9) to train the discriminator D, it may easily memorize
them and directly output 1 for samples from X'+ and 0
for samples from X'~. To alleviate the overfitting issue,
our basic idea is to prevent the discriminator from easily
memorizing the samples in X’ *+ and X~. To this end, we

propose to modify the P(x) and Q(x) as

P(x)=(1=7)[(1=A)pgaa(x) + ApT (%) +7p™ (x), (11)
Q(x)=(1=N[(1=B)pg(x)+Bp~ (X)]+p" (x), (12)

where v € [0, 1] indicates the flipping probability. Before
explaining the implications of the modification, we first
present the theoretical result that when we minimize the
f-divergence between the modified P(x) and Q(x), under
some mild conditions, the generation distribution p4(x) can
still converge to the normal-data distribution p™ (x).

Theorem 3.2. If Supp(pt(x)) N Supp(p~(x)) = 0 and
(I=79)8 > (1 —=N1—m)+ v hold, as the function
f() is set as f(-) = (u— 1)*>or — logu, we have
arg min D (P||Q) = p*(x).

Py (%)
The theorem can be understood in a similar way as Theorem

3.1. That is, by substituting pgatq(x) = mp* (x) + (1 —
m)p~ (x) into P(x) in (11), we obtain

== (1 -
+((1-

P(x) A7+ A)pt(x)

NA=m)+7)p~(%).  (13)

Comparing the coefficient of p~(x) in (13) with that in
Q(x) in (12), we can see that the condition (1 — )3 >
(1 =X)(1—m)+ is equivalent to ensure the ratio of p~ (x)
in Q(x) is larger than that in P(x). Thus, given the disjoint
support condition Supp(p™*(x)) N Supp(p~ (x)) = 0, the
trainable distribution p, (x) will not assign any probabilities
on the support of p~ (x), but directly equals to p™ (x). The
rigorous proof is provided in the Appendix B.

As the function f(-) is set as (u — 1)2, the f-divergence
is reduced to the Pearson divergence. Thus, we can resort
to the LSGAN to minimize the f-divergence by solving
the two sub-problems (7) and (8), except replacing P(x)
and Q(x) with the modified distributions P(x) and Q(x).
To see why the modified P(x) and Q(x) can alleviate the
overfitting issue, we substitute the P(x) in (11) and Q(x)
in (12) into the V(D) in (7), yielding

min V(D) =(1=7)(1=A)Exrpy, ) [(D(x) = 1)7]
( ))‘EXNp‘*' X)[( X) ) ]
+7Ex~p (x)[( ( ) 1 2] (14)
+(1=7)(1-

( )ﬂEXNP (x) [(D X) ) ]
+’7Ex~p+(x)[( ( ) 2]

where the expectation E[-] w.r.t. pgata(x), pT (%), p~(x)
and p,(x) are estimated with samples from X, X+, X~
and the generated samples, respectively. Comparing the
objective function (14) to the original objective (9), we can
see that instead of simply forcing the discriminator to output

(
)
B)E prg(x)[(D( x)— )2]
(
0)
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1 for samples from X and 0 for samples from X ~, we will
randomly select some samples from the anomaly dataset
X~ with a probability v and then require the discriminator
to output 1 for them. The same also applies to the out-
put value of 0. Obviously, the randomly selected samples
can somehow confuse the discriminator, making it harder
to memorize what to output for samples in X+ and X,
thereby alleviating the overfitting issue. More importantly,
despite the flipping mechanism is introduced, py(x) can still
converge to the normal-data distribution p™ (x).

To ensure the satisfaction of condition (1 — )8 > (1 —
A)(1 — 7) + 7 in Theorem 3.2, the flipping probability ~
cannot be set too large. For example, we can set it to a
value like 0.05 or 0.1. But in practice, we find that the
model can work better if we can increase y slightly if the
discriminator is deemed overfitting too much or decrease it
otherwise. Therefore, we propose to adaptively adjust the
value of v according to the estimated overfitting degree of
discriminator as follows

1 ify>1
y+Ay ify<land S, >7
V= . (15)
vy—Avy ify>0and S, <7
0 if v <0,

where Sy is the estimated value that measures the degree
of overfitting; 7 is the threshold to increase or decrease
v, which is set to a value close to 1 in our experiments;
and A+ is the adjustment stepsize. In our experiments, we
estimate the overfitting degree using the difference between
the discriminator’s averaged output value for samples from
X and the averaged output value for samples from X',
that is, we let Sy = Eyxy+[D(x)] — Exwx-[D(x)]. In
our experiments, only a proportion of samples are used to
estimate S for efficiency.

3.4. Considering X'~ only Covering Incomplete
Anomaly Types

So far, we assume the auxiliary anomaly dataset X'~ covers
all types of anomalies by default. But due to the diversity
nature of anomalous data in real-world applications, this
assumption may not hold. In this case, the anomaly dataset
X~ may only represent a subset of all possible anomaly
types. To reflect this point, we assume the distribution of
the anomalous data is composed of two components

p(x) = (1 —a)p, (x) + ap, (x), (16)

where p_ (x) denotes the distribution of anomalies that are
observed in X', while p,(x) represents the distribution
of anomalies unseen in the collected anomaly dataset X' ~;
and o € [0, 1] indicates the proportion of the distribution
p- (x). In this case, since we only the anomalous samples
drawn from p_ (x) are observed, we propose to modify the

distribution P(x) and Q(x) as following form

P(x)=(1=)[(1=A)paua(x)+ApT (x)]+7p, (%), (17)

Q(x)=(1—N[1-B)py(x)+Bp; (x)]+7p" (%), (18)

in which only the distribution of anomalies from observed
types p, (x) is used. When minimizing the f-divergence

between P(x) and Q(x), we have the following theorem.

Theorem 3.3. Denote k1 = (1 —4)(1 = N)7m + A\ ko =
(1-v)A-N1-m)(1—a) and k3 = (1 —v)(1 — B) +
. If Supp(p* (x)) N Supp(p~ (x)) = 0, Supp(p,, (x)) N
Supp(p. (x)) =0, (1—y)(1—a+B+ar+ar—alr) > 1
and k1k3 > (k1 + K2) hold, as the function f(-) is set as
f() = (u—1)% or —logu, we have

K1kg — (K1 + K2)
(L=7)(1=B)(k1+k2)
T KRoK3

(1=7)(1=B)(k1+k2)

argmian(]sHQ) =
Pg(x)

pt(x)
Py (%)

Please refer to Appendix C for the proof. From Theorem
3.3, we can see that under the scenario with incomplete col-
lected anomalies, the generation distribution p,4(x) cannot
converge to normal-data distribution p™ (x) anymore, but
instead to a mixture of p™(x) and p;, (x), which represents
the anomaly distribution of unobserved types. Therefore,
with the help of incomplete anomaly dataset X —, the model
can still mitigate the influence from anomalies of observed
types. Furthermore, if we increase the weight of normal
samples \, due to ko = (1—7)(1-X)(1—7)(1—a), the coef-
ficient — =55ty controlling the weighting of p,, (%)
will become small. Thus, although we cannot use X'~ to
mitigate the influence of anomalies from unobserved types,
we can still use the normal dataset X'+ to dampen their in-
fluence in the final converged distribution p,(x). But due
to the small size of X1, the value of )\ cannot be set as
large as we want. That is because this could easily result in
overfitting to these normal samples.

3.5. Detection Method

Despite our model is able to learn the distribution of normal
data (without considering the incompleteness of collected
anomalies), which implies that the anomalies will locate
at the low-density region, due to the high cost of directly
evaluating the density value, a surrogate metric is developed
to detect anomalies efficiently. To this end, we train our
proposed GAN under the paradigm of bidirectional GAN
(BiGAN) (Donahue et al., 2017; Li et al., 2017), which, in
addition to the generator, also includes an encoder F(-) to
encode samples into the latent space. Since the model can
capture the distribution of normal data, theoretically, the
reconstruction errors ||x — G(FE(x))||3 on normal samples
should be small. Moreover, the latent representation E(x)



Contamination-Resilient Anomaly Detection via Adversarial Learning on Partially-Observed Normal and Anomalous Data

of normal samples should follow a standard normal distribu-
tion, thus the norm || E(x)||3 for normal samples should be
small, too. Thus, we can employ either of the two metrics
to detect anomalies. In this paper, we propose to compute
the anomaly score of a sample x by combining them in an
intuitive way as

I1EG)][3 — bmin

bmaw -

_lx = GE)I — amin

Umaz — Amin

S5(x)

bmin ’
where p is a weight coefficient; a,, 4, and a,,;, can be set as
the maximum and minimum value of ||x — G(E(x))||3 on
the validation set, respectively; the same applies to by, and
bimin, Which, however, is computed using || E(x)||3. Using
this anomaly score, samples with higher scores, which imply
poor reconstruction and deviation from the prior distribution,
are more likely to be anomalies.

4. Experiments
4.1. Datasets and Settings

Datasets To control the number of anomaly types ob-
served in X', we first experiment with four classification
datasets, as done in the previous semi/weakly-supervised
anomaly detection works (Ruff et al., 2020; Chen et al.,
2021; Tian et al., 2022). Specifically, we use three image
datasets (MNIST, F-MNIST and CIFAR10) and one textual
dataset (20newsgroups), in which the textual features are
extracted from a pre-trained BERT (Devlin et al., 2019) as
proposed in ADBench (Han et al., 2022). For more details
about the toy datasets, please refer to Appendix D.1. In addi-
tion, we also experiment with two real-world large anomaly
detection datasets (UNSW-NB15 and HAR), as well as other
nine classical anomaly detection datasets. For the UNSW-
NBI15 dataset, we follow (Pang et al., 2023) to select the
Backdoor, DoS, Fuzzers and Reconnaissance anomaly types
to constitute the detection dataset. HAR is tabular data on
human activities. Following (Pang et al., 2021), we treat
going downstairs and upstairs activities as anomalies, while
viewing the other four activities as normal. For more details
about these datasets, please refer to Appendix D.2.

Training For the toy datasets, we treat samples from a
subset of categories as normal data, while viewing samples
from the left categories as anomalies. To obtain the con-
taminated dataset X', we randomly select a proportion of ¢,
samples from the anomaly categories and mix them with the
normal data, where ¢,, denotes the ratio between the number
of selected anomalies and the total number in X'. The clean
normal dataset X+ is comprised of samples randomly se-
lected from all normal categories. But to mimic the situation
that we are unable to collect all types of anomalies due to
the diversity nature of anomalies, the anomaly dataset X'~ is
constructed by only selecting some samples from one of the

anomaly categories randomly. The size of X and X'~ are
controlled by the parameters ¢,, and €,, which are defined
in a similar way as ¢€,. Unless specified otherwise, in our
experiments on toy datasets, the three parameters ¢, €, and
€, are set as 20%, 5% and 1%, respectively. More normal
samples are used here because they are generally considered
to be easier to collect than anomalies in practice. As for the
datasets UNSW-NB 15 and HAR, the three datasets X', X'+
and X'~ are constructed in the same way as toy datasets. But
since these datasets contain normal and anomalous samples
by themselves, we do not need to manually specify which
categories are normal and which are abnormal. For the two
datasets, due to the scarcity of available anomalies, when
constructing the contaminated dataset X, the contamina-
tion ratio €, is only set to 5% and 10%, respectively, while
€, and €, are set the same as toy datasets. For each of
these datasets, a validation dataset is built to help find the
appropriate values for hyper-parameters’.

Evaluation We train the model for every anomaly type
that is observed in X' ~, and the averaged performance on
the testing dataset is then reported. In our paper, following
the previous works (Ruff et al., 2020; Tian et al., 2022),
the area under the receiver operating characteristic curve
(AUROC) is employed as the performance criterion. Please
refer to the Appendix E for more training details.

4.2. Baseline

For comparison, two unsupervised methods and two self-
supervised methods are used: Deep SVDD (Ruff et al.,
2018), Deep Isolation Forest (Xu et al., 2023a), Scale
Learning for Anomaly Detection (SLAD) (Xu et al., 2023c),
Internal Contrastive Learning (ICL) (Shenkar & Wolf,
2022). In addition, since auxiliary datasets are used in
our methods, we also compare with five semi-supervised
methods that all make use of an extra clean anomaly dataset:
Deep SAD (Ruff et al., 2020), FeaWAD (Zhou et al., 2021),
RoSAS (Xu et al., 2023b), PReNet (Pang et al., 2023),
AA-BiGAN (Tian et al., 2022), SOEL(Li et al., 2023).

4.3. Performance and Analyses

Performance on Datasets with Diverse Normal Data In
the experiments of previous weakly/semi-supervised de-
tection methods on toy datasets, the normal data is often
assumed to be comprised of only one type of samples (Ruff
et al., 2020; Tian et al., 2022; Jiang et al., 2023). However,
we think this setting may not be very reasonable since nor-
mal data could be more diverse than this. Thus, we first
explore the performance of our method and the baselines
when the normal data is comprised of different number of

'The code is available at https://github.com/
Vanssssry/CR-GAN.
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Table 1. AUROC performance under different numbers of normal types contained in the training dataset X. ¢, is set as 20% here.

Deep Deep Fea Ro AA-Bi
Dataset K SVDD DIF SLAD ICL SAD WAD SAS GAN Ours
1 69.7 68.6 88.8 88.5 86.6 70.7 75.2 90.8 93.7
MNIST 3 65.7 56.2 74.8 71.3 70.3 66.5 72.8 82.4 90.6
5 58.7 52.9 55.6 58.7 63.6 56.1 59.4 73.7 83.5
1 69.3 70.8 82.1 84.3 80.8 76.4 733 90.2 91.1
FMNIST 3 62.1 69.8 79.2 80.3 71.0 66.5 67.6 80.7 85.2
5 61.3 65.2 78.9 83.6 69.8 61.7 62.0 88.7 90.0
1 59.0 56.7 62.3 62.1 68.5 64.3 67.1 77.0 78.4
CIFAR10 3 51.3 45.0 55.6 53.3 64.5 61.4 64.6 63.7 67.5
5 48.3 42.7 51.2 50.4 57.8 51.6 534 56.5 58.2
1 63.4 63.9 75.1 73.3 66.8 56.1 68.6 70.8 75.2
20NEWS 2 52.8 56.6 65.0 60.8 63.0 53.2 63.5 64.4 72.5
3 52.1 56.3 60.3 52.3 63.5 52.4 64.6 70.7 74.0
Table 2. AUROC under different sizes of the auxiliary dataset. 1 ] © //
. Deep  Fea Ro AA-Bi " / = /
Dataset Size SAD WAD SAS GAN Ours g S.
& g0, = -4
10 651 649 558 751 874 2| — e 2 — g0
MNIST 20 659 652 581 769 879 - / . s
30 66.5 648 582 78.0 90.1 o .
50 67.8 65.3 59.1 M 91.4 Nurlnber of cozllected arfnomlies tyopes Nur]nber of céllected ariomlies t;pes
10 73.1 512 545 80.6 84.2 (a) MNIST (b) Fashion-MNIST
20 732 521 556 813 854
EMNIST 30 726 537 561 827 861 _ _
50 728 540 568 83.0 86.5 Figure 1. AUROC performance under different numbers of col-
0 515 517 543 o P lected types in the clean anomalous dataset.
CIFARI0 20 60.1 531 557 639 658 show that the performance of our method deteriorates more
30609 546 559 642 262 slowly than the baselines, which makes our method more
0 617 569 571 648 7. suitable for practical scenarios. In practice, normal data
10 546 508 548 628  69.1 would not be as simple as comprised of just one category.
20NEWS %8 2?8 g ;Z 232 23—(1) ;;g Thus, in our subsequent experiments on toy datasets, the
50 598 538 637 729 771 number of normal categories is always set to three.
ég %g 24712 %g % g?g Performance under Different Contamination Ratios To
HAR 30 786 771 814 905 92'1 study the performance of the proposed method under the
50 817 821 853 924 933 scenario with different contamination ratios, we have con-
10 645 823 658 a 831 ducted experiments with different €,,. Table 3 demonstrates
20 691 824 615 818 848 the performance of different anomaly detection methods on
UNSW-NBI5 30 730 831 69.1 826 85.0 different datasets under different values of ¢,. It is worth
50 742 836 713 827 853 mentioning that due to the lack of anomalous samples in

categories. When the number of normal categories is set to
1, we follow exactly the same setting as previous work (Ruff
et al., 2020; Tian et al., 2022) to evaluate the performance.
When the number of normal categories is set to a value K
more than one, we view the first K categories as normal,
while viewing the remaining as anomalous. Table 1 shows
the performance of our method and baselines on four toy
datasets under different numbers of normal categories. It
can be seen from Table 1 that the performance of all meth-
ods decreases as the normal data becomes more diverse. But
thanks to the exploitation of a normal dataset, the results

HAR and UNSW-NBI15 datasets, the contamination range
considered for these two datasets are smaller than other toy
datasets. From the table, it can be seen that the performance
of all anomaly detection methods decreases as the level of
contamination increases. But our approach drops slower
than other methods in all six datasets across. This suggests
that the introduction of two auxiliary datasets brings more
information into the modeling of normal data, thus effec-
tively resisting contamination in the training dataset.

Impact of the Number of Types of Collected Anoma-
lies The aforementioned experimental results all assume
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Table 3. AUROC under different ratios of contamination €.

Deep Deep Fea Ro AA-Bi
Dataset €p SVDD DIF SLAD ICL SAD WAD SAS GAN Ours
0.05 71.3 57.1 84.8 85.1 75.6 73.1 81.8 89.5 94.9
MNIST 0.1 69.7 58.7 81.2 82.8 73.7 68.9 76.7 86.8 93.0
0.2 65.8 56.2 74.8 714 70.4 66.5 72.9 82.5 90.6
0.3 63.8 54.9 67.7 63.8 67.5 63.1 69.1 79.9 87.8
0.05 63.5 71.7 83.4 85.8 77.9 69.0 71.0 83.5 88.0
0.1 62.5 70.3 80.4 85.0 74.7 67.2 68.4 83.0 86.1
FMNIST 02 615 698 792 843 710 665 676 807 852
0.3 59.8 68.6 78.1 83.5 68.3 63.2 64.3 80.1 84.6
0.05 58.4 50.9 60.3 58.7 65.8 64.3 67.0 65.3 68.4
CIFAR10 0.1 54.4 49.1 59.6 56.2 64.9 63.7 65.8 64.5 67.9
0.2 51.3 45.0 55.6 53.3 64.5 61.4 64.6 63.7 67.5
0.3 51.1 47.3 53.8 52.0 63.0 57.8 62.7 62.1 66.2
0.05 54.7 57.9 64.1 59.9 69.0 55.8 72.0 74.7 77.6
0.1 534 57.1 63.9 56.7 65.3 53.2 66.4 73.0 76.1
20NEWS 02 521 563 603 523 635 524 646 707 740
0.3 50.9 56.2 59.2 51.1 62.7 51.6 61.1 69.7 72.3
0.01 85.4 85.9 89.9 90.8 90.4 88.2 92.7 95.2 97.1
HAR 0.05 81.3 84.1 86.6 87.5 85.7 84.8 86.2 914 93.2
0.1 77.6 83.1 85.1 81.5 79.5 82.4 85.9 89.9 91.6
0.2 62.4 75.5 82.3 80.9 70.0 76.6 72.9 88.3 89.3
0.025 65.5 75.8 75.4 729 87.5 83.7 85.6 88.8 93.8
0.05 63.2 74.8 71.3 66.5 87.3 82.4 84.0 88.0 92.7
UNSW-NBIS 0075 606 734 673 582 847 815 832 840 920
0.1 58.4 71.8 65.5 54.8 82.3 80.6 79.3 83.6 91.7
Table 4. AUROC of our method under different . nator and thereby help the model exploit the small amount
Dataset vy=0 ~=005 ~=0.1 Adaptive of collected samples more effectively.
MNIST 88.2 89.6 89.9 90.6
FMNIST 83.7 84.9 84.3 85.2
20NEWS 72.3 72.4 70.8 74.0 Impact of Flipping Probability v+ We conduct experi-
HAR 91.8 924 922 92.6 ments under different fixed values of v as well as adaptive
UNSW-NBI15 90.0 92.1 924 92.7

the dataset X'~ is built from only one type of anomalous
data. Figure 1 shows that how the performance varies as the
number of types of collected anomalies varies from 1 to 4 on
MNIST and F-MNIST datasets. Obviously, as the number
of collected anomalous types increases, the performance of
all the methods improves, but our method remains the best
over all number of types considered.

Impact of the Number of Collected Samples To validate
the effectiveness of the proposed flipping mechanism, exper-
iments have been conducted with varying sizes of auxiliary
datasets. Table 2 shows that given a limited amount of col-
lected data, varying from 10 to 50, our method with the pro-
posed flipping mechanism outperforms other weakly/semi-
supervised methods. Specifically, the averaged performance
gains of our method over the best baseline in MNIST, FM-
NIST and 20NEW are 11.5%, 3.7% and 5.9% respectively.
This confirms that slightly flipping the labels to confuse the
discriminator can alleviate the overfitting issue of discrimi-

values adjusted according to (15). When ~ is fixed at 0,
labels of two clean datasets will not flip at all. From Table
4, our method with the fixed v = 0.05 achieves better per-
formance than the non-flipping one. We can also see that by
using the proposed adaptive probability adjusting scheme,
the best performance can be achieved. This indicates that
slightly flipping the labels of auxiliary datasets is helpful
when collected clean datasets are small. However, the fixed
~ should be set carefully to avoid the negative impacts.

Performance on Classical Anomaly Detection Datasets
Our method is also evaluated on nine other classic anomaly
detection datasets. Due to the scarcity of anomalous data
in these datasets, ¢, and ¢,, both are fixed at 1%, and ¢,
is also fixed at 1% if anomalous data are adequacy. From
Table 5, we can see that our method achieves the best per-
formance on seven of the nine datasets, and the second-best
performance on the Shuttle dataset. This result indicates that
our method still works well without critical contamination,
demonstrating the competitiveness of our method.
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Table 5. AUROC on nine classic anomaly detection datasets.

Deep Fea Ro PRe AA-Bi SO
SAD WAD SAS Net GAN EL

Arrhythmia 785 73.8 612 644 799 83.6 84.8
Cardio 9.1 739 91.7 90.7 97.6 957 994
Satellite 838 89.6 863 785 854 859 918
Satimage-2 96.0 99.9 992 99.1 99.7 99.7 99.9

Dataset Ours

Shuttle 994 979 986 991 99.0 99.7 99.5
Thyroid 99.6 656 996 962 99.1 99.1 99.6
Bank 755 61.1 89.8 626 875 89.9 90.7
Amazon 899 582 855 762 857 905 89.7
Yelp 90.5 559 922 790 893 913 92.6

Table 6. Ablation Study.

Additional Dataset
Leveraging

Flipping

Mechanism AUROC

Dataset

84.0
88.2
90.6

80.6
83.7
85.2

MNIST

FMNIST

LAX [N x
AX X | NX X

Ablation Study We have further conducted an ablation
study to investigate the effectiveness of different modules in
the model, including the module using the additionally col-
lected normal and anomaly datasets and the module flipping
mechanism used to alleviate overfitting. From the Table
6, we can clearly observe that by using the additionally
collected normal and anomaly datasets, the performance
can be improved substantially. Furthermore, by using the
theoretically supported flipping mechanism, a further im-
provement can be observed due to the mechanism’s ability
to alleviate the overfitting problem caused by the small size
of the additional collected datasets.

Sensitivity Analysis of Parameter \ and 5 : From the
Theorem 3.2, the condition (1 —+)8 > (1 —A)(1 —7)+7
should be fulfilled. To study the sensitivity of our model
to the parameters A\ and 3, we conduct experiments with
various values of A and 8. Table 7 shows that A\ and (8
could be roughly set in the range [0.6, 0.8] to better resist
the contamination.

Sensitivity Analysis of Parameter p To study the sen-
sitivity of our model to the parameter p used as a weight
coefficient in Eq.19, we conduct experiments with various
values of p. From the Table 8, we can see that the perfor-
mance of our method is quite robust to the choice of the
value of p. As long as it is chosen within the range [1, 8],
the performance does not have too much difference on the
considered datasets. In our experiments, we simply set it to
4 for all experiments.

Table 7. Sensitivity analysis w.r.t X and 3, where A = 3.

Dataset 0.2 0.4 0.6 0.8 0.9
MNIST 87.6 88.7 87.1 90.2 89.5
FMNIST 84.6 843 849 858 84.7
20NEWS 724 726 734 716 71.7
HAR 91.5 919 921 92,6 915

UNSW-NBI5 923 920 927 926 92.6

Table 8. Sensitivity Analysis of p.

Dataset p=1 p=4 p=2_8
MNIST 90.5 90.8 90.4
FMNIST 84.5 85.9 85.6
20news 70.3 74.0 73.7
HAR 91.5 91.7 91.0
UNSW-NBI5 91.8 92.8 93.0

5. Conclusion

In this paper, we studied the problem of anomaly detection
when the training dataset is contaminated and the sizes of
available clean datasets are small. To alleviate the negative
impact of contamination in training datasets, a novel GANSs,
which can exploit partially observed normal and anomalous
data, is developed to learn the normal-data distribution. We
theoretically prove that the proposed GANs can recover
the distribution of normal data from the distribution of con-
taminated dataset. Furthermore, we introduced a flipping
mechanism to alleviate the overfitting issue caused by the
small size of two clean datasets. The case that the observed
anomalous data only covers incomplete anomaly types is
considered and the proposed method can still mitigate the
influence of observed anomalies. Extensive experimental
results demonstrate that our method can effectively leverage
the observed normal and anomalous data and outperform
the comparable baselines on vast datasets.
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A. Proof of Theorem 3.1

Theorem A.1. If Supp(pt(x)) N Supp(p™ (x)) = Dand p > (1 — N\)(1 — 7), as the function f(-) is set as f(-) =
(u—1)2 or — logu, we have

arg min D;(P|Q) = p* (x), (19)
where Supp(-) denotes the support of a distribution.

Proof. For simplicity, we use pgaw, p™,p~, Py to denote the probability density function pay(x), pt (%), p~ (%), pg(x),
respectively. Replacing P(x) and Q(x) with Eq. (3) and (4). Then we have the following:

Dy ((1 = Npaaa + A" [|(1 = B)pg + Bp™)

= [ =, + (e o
= [ s AR L2 .
R

Because of Supp(p™) N Supp(p~) = 0, it implies that both p™ and p~ cannot be greater than 0 at the same time. We denote
J y- Pgdx =t, / v+ Pgdx =1 —t. With the face that f is convex and Jensen’s inequality, Eq.(20) can be transformed as
follows:

_ 3 (L= Nmp™ + A" 3 o A=A —mp™,
R e e U 5)”5}/7(1—5)t+5[“ ot O = )p v

(1 —X)mpt + Ap* (1 =N —m)p~
z/m(l—ﬁ)pgf( (1_% Jdx + [(1— B)t + B t+5/ By + BN G e

S B _t)f(/x+ 1p_gt (1 —(Al)ip;);AerdX) +1(1 —ﬁ)t+ﬂ}f(m)
—(1- B -1) f(m) @ —6>t+61f(m>

2D

In order to facilitate the study of the properties of Eq. (21), is there a set of values for A and 3 such that the corresponding
function f is monotonically increasing with respect to t? f is set as (u — 1)2 which is the f-divergence corresponding to
LS-GAN (Mao et al., 2017). Then we have the derivative of Eq. (21):

(@ - (1L-BP1-0)(1-5) (@3- ((1-H)t+H)(1-5) o)
= pPa—op @=pr+mr

where the @ denotes (1 — A\)w + A while the Q2 denotes (1 — \)(1 — ). In order to keep Eq. (22) larger than zero, it is
equivalent to:

(QF = (1 =5 =0)*)((1 = B)t+B)* > (Q3 — (1 =Pt + ) (1 = B)*(1 — 1) (23)
Then we have:

(Q1+Q2)(1 = B)t > Q21 = ) — Q1 24

12
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Due to domain of ()1, @2, 3, t, to make the inequality 24 hold equal to:

Q21-5)-@:18<0 (25)
Then we have:

I=-XNr+8+A>1 (26)

We also study the case when f is set as —logu which is one of f-divergence, So we have another form for the derivative of
Eq. (21):

1-p)t+58 1-8)1-1)

(1- ﬁ)log(m) — (1= B)log( TESNLES)

) 27

It is easy to obtain that Eq. (27) is a monotonically increasing function with respect to ¢ € [0, 1] Its minimum value can be
obtained as ¢ = 0, and Eq. (27) equal to:

B
I-N1-7)

(1-5)
(I=XNm+ A

Bl(1 = N + Al
(1=8)1 =M1 =)

(1= B)log( ) — (1= B)log( ) = log( ) (28)

To make the minimum value of Eq. (27) greater than 0. It is equivalent to:

BI(1 =X+ )
(1= -1 -m)

>1 (29)

Then we have:

I=Nr+8+A>1 (30)

Aslongas (1 — A\)7+ 8+ A > 1, Eq. (27) and Eq. (22) greater than O for all ¢ € [0, 1]. It indicates that there is a set of
values for A and S such that Eq. (21) is a monotonically increasing function with respect to ¢ € [0, 1]. Its minimum value
can be obtained as ¢ = 0, and Eq. (21) equal to:

(- A2 4 pp L= a1
Substituting p, for p™ in the Eq .(20), we have:
D((1 = N)paaa + Ap*||(1 = B)p™ + Bp7)
= [ -t + s iﬂfgﬁf‘;f/j}ff i
= [ pr+ gy A LT T )

e (e T W (e =T
=(1— ﬂ)f(W) + 5f(W)

1-5 B

Thus, the inequality in Eq .(32) will be equality only when p, = p*, indicating that the generator distribution will recover
the normal-data distribution upon convergence.

O
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B. Proof of Theorem 3.2
Theorem B.1. If Supp(p™ (x)) N Supp(p~(x)) = D and (1 — ) > (1 = X\)(1 — 7) + 7 hold, as the function f(-) is set
as f(-) = (u — 1)% or —logu, we have arg m(ln) D¢(P||Q) = pT(x).

Pg(X

Proof. For simplicity, we use pgawa,p’,p ", Py to denote the probability density function Pdata(X), 0T (%), p™ (%), pg(x),
respectively. To optimize the f-divergence of P(x) and Q(x) of Eq. (11) and Eq. (12), we have:

arg min Dy(P||Q) = arg min Dy (1= )[(1 = Npaaa + Ap*] + 907 [ =NIA = By + Bp7 1 +90%)  (33)
where the D refers to the f-divergence. Then we have the following:
Dy((1 =1 = Npaaa + A0+ 997 [[(1 = )1 = B)pg + Bp~] +p")

_ _ _ — (1 - ’7)[(1 — )‘)pdata + /\p+] +p~
= [ (=l = g+ 574 ) (e )
(1 -

= [a =m0 - e 0 ]2 00
. 0=

B)pg + Bp~] + ot (34)
_ — ( 7)[( pdata + )\p ] +vp~
D I e T )
+ o (L= = Npaaa + ApF] +yp~
IR e e e s e
Because of Supp(p™) N Supp(p~) = 0, it implies that p™p~ = 0. We have:
_ B B (L= NIA = Nmp™ + A"
B /x+ (1= 7)1 = B)py + 12711 (1= = B)py +p* ) (35)

(1-7yA-N1-mp~ +yp~
(1 =1 = B)pg + Bp~]

We denote | - Pgdx = t, / «+ Pgdx = 1 —t. With the fact that f is convex and Jensen’s inequality, Eq .(35) can be
transformed as follows:

4 [ I= =B+ -8 Jdx

o A
O N e e e e
-] et b L
+A =)A= B+ 1 =Bl (/ (gl—_vv)z[l(ili)ﬁt)iggfpv_)]ﬂ - zlwz(ii(l)\)—(lﬂ;p:)f ﬁ; ’]YP )

— (== A1 =)+l AL

A=A -MNA-m)+~
(1=y)A=p)t+1-)p

+[(1 =)A= B)t+ (1 —7)B]f( )

In order to facilitate the study of the properties of Eq. (36), is there a set of values for A and S such that the corresponding
function f is monotonically increasing with respect to t? f is set as (u — 1)? corresponding to LS-GAN (Mao et al., 2017).
Then we have the derivative of Eq. (36):

Q] 2 Q 2
“‘ﬁ)“‘”l((l—ma—v)(l—t)w) ‘1]‘(1‘5)“‘” l((l—v)[(liﬂ)ﬂrﬂ]) ‘1]’ o
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where the () denotes (1 — v)((1 — A)m 4+ \) while the )2 denotes (1 — v)(1 — \)(1 — ) + ~. In order to keep Eq. (37)
larger than zero, it is equivalent to:

QL =NIA=B)t+ 8] > Q2((1 = B)(1 =) A — 1) +7) (38)
Then we have:
(@1 +Q2)A =) =Pt > Q2(1 = B)(1 —7) = Q1S +7Q2 (39)
Due to domain of Q1, Q2, 3, t, to make the Inequality (39) hold equal to:
Q2(1=pB)(1 —7) = Q1B +7Q2 <0 (40)
Then we have:
I-NA=-NT+8+N)>1 41)

We also study the case when f is set as —logu which is one of f-divergence. So we have another form for the derivative of
Eq. (36):

C-O-B+8] g (B0 41
G T TGy DR S A (S (R § P [ Ry

It is easy to obtain that Eq. (42) is a monotonically increasing function with respect to ¢ € [0, 1] Its minimum value can be
obtained as ¢t = 0, and Eq. (42) equal to:
(1-7)8
1—7v)(1 - B)log —(1=08)(1 —~)log
(1= = Dlog =y =)~ (L~ A~ Dlos(

To make the minimum value of Eq. (27) greater than 0. It is equivalent to:
(1 =781 = N7 + A
[+ A=) =m) = =51 =)+

(1 =71 = B)log( ) (42)

(1=8)0—=-7+~
I-XN7+ A1 —7)

) (43)

>1 (44)

Then we have the following:

T=-NA=N7T+8+)N)>1 (45)

Due to v indicates the probability of labels flipping under the overall which is a small value and 7= > 0.5, inequality (44) is
easily satisfied, i.e., when 7 = 0.8, = 0.1, A + 8 = 1. Therefore, Eq. (42) and Eq. (37) is greater than O for all ¢ € [0, 1].
It indicates that there is a set of values for A and 3 such that Eq. (21) is a monotonically increasing function with respect to
t € [0,1]. Its minimum value can be obtained as ¢ = 0, and Eq. (36) equal to:

(1 =[A = M7+ A (1-=7A =N =7+

(1 =71 =p8)+]f( A= =p) + )+ (L =7)Bf( A=) ) (46)
Substituting p, for p™ in the Eq .(34), we have:
D((1 =1 = Npaaa + AT ] + 307 ||(1 =1 = B)pg + Bp~] +pT)
_ _ _ + - + (1 =[A = Npgaa + )‘p+] +p~ «
= [l =t + )+ ) e L
_ (1 =)@ = N)7mp™ + Ap7]
= [ 0=ma -t + ot T an

e )(1—7T)p‘+7p‘
[ = i )dx

(1= - )7T+/\] _
A=) 0=p+ )+ (1 =7)Bf(

Thus, the inequality in Eq .(36) will be equality only when p, = p™, indicating that the generator distribution will recover
the normal-data distribution upon convergence. O

(1-yA =M1 —-7)+7y
(1-7)8

=1 =7 =5)+14( )
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C. Proof of Theorem 3.3

Theorem C.1. Denote k1 = (1 —y)(1 = N7+ X ke = (1—7)(1-N1—-7)(1—)and k3=(1 —v)(1 = B) + . If
Supp(p™ (x)) N Supp(p~(x)) = 0, Supp(p,, (x)) N Supp(p; (%)) = 0, (1 = 7)(1 —a + S+ am + aX —adr) > 1 and
K1k3 > V(K1 + K2) hold, as the function f(-) is setas f(-) = (u —1)? or — logu, we have

aramin Kiks —Y(K1+K2) 4

9min Dy (PlQ)= 4 5 oy g ™)
KRoK3 _

T B) () )

Based on Theorem 3.2, we can easily analyse to obtain Theorem 3.3.

Proof. For simplicity, ~we use pdgaa,pt,p,p, P, Py to denote the probablhty dens1ty function
Paaa(X), pT (), p~ (), Py (%), 7 (X),pg(x), respectively. To optimize the f-divergence of P and Q of Eq. (17)
and Eq. (18), we have:

a?"gn;me(PHQ) = a?"gmme((l =N = Npaaa + ApF] + 902 [[(1 =N = B)pg + Brz 1 +907)  (48)

The target of Eq. (48) is to find an appropriate p, to minimize the f-divergence between distribution P(x) : (1 —)[(1 —
M)paaia + AP + yp; and distribution Q(x) : (1 —¥)[(1 = B)pg + Bpc ] +p*.

Distribution P(x) and Q(x) can be rewritten as
P(x) =((1 =71 = N7+ A)p" + (L =)L = N1 =m)p~ +7p;
Q(x) =(1 = 7)(L = B)pg + 0" + (1 —7)p;

Because p~ = (1 — a)p,, + ap_, we have:

Px)=((1=7)(1=N7+\pT+ (1 =71 =N1-m)(1—a)p, +[(1—)1 =1 -m)a+]p,
Q(x) =(1 —7)(1 = B)pg +vp" + (1 —7)Bp,

Let paaa = (1 = 7)(L = N7+ X)p™ + (1 —=7)(1 = A)(1 — m)(1 — a)py and py = (1 —7)(1 — B)py + vp*. Then,
distribution P(x) and ()(x) can be rewritten as:

P(x) = Paaa + [(1 = 7)(1 = N)(1 — 7)o+ ~]p;
Q(x) =pg + (1 —7)Bp;

Based on Theorem 3.1, when (1—7)(1—a+8+ar+ar—adr) > 1 holds, we have (1—+)8 > (1—9)(1-\)(1—7)a+7.
It indicates that no more density from p, will be assigned to p_ . Therefore, the seen contamination is erased from the
generator distribution. With x4 denotes (1 — v)(1 — A\)w + A, k2 denotes (1 — v)(1 — X\)(1 — 7)(1 — ), and k3 denotes
(I —9)(1—B)+~, we have:

_ Jx(@ =90 —B)p, +7p+dx<mp+ b rap) =

k1pT + Kapy, (49)
Jx k1Pt + Kopu dx Iil—&-/@( P 2Pu)

Py = (1—=7)(1—B)py +p"

Then we can obtain the generator distribution as follow:

L e R . Kok3 _
Py = )= B +m2)” T T A= Bl + )™ 0

With k1k3 > (k1 + Kk2), we can preserve the normal-data distribution in the generator. Therefore, Theorem 3.3 is
proved. O
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D. Details of Dataset
D.1. Details of Toy Data

MNIST A dataset of 60000 training and 10000 testing 28%28 handwritten digits from 10 classes. The first three classes are
chosen as normal data while the rest seven classes are viewed as anomalies.

Fashion-MNIST A dataset of 60000 training and 10000 testing 28x28 clothing images from 10 classes. The first three
classes are chosen as normal data while the rest seven classes are viewed as anomalies.

CIFAR10 A dataset of 50000 training and 10000 testing 32x32x 3 RGB images from 10 classes. The first three classes are
chosen as normal data while the rest seven classes are viewed as anomalies.

20NEWS From ADBench (Han et al., 2022), we use the anomaly detection consist of 20news features extracted by
BERT(Devlin et al., 2019). The details of this dataset are shown in Table 9

Table 9. The details of 20NEWS anomaly detection dataset

Label Category #Features #Samples
Computer 768 3090
Normal Recreation 768 2514
Science 768 2497
Miscellaneous 768 615
Anomaly Politics 768 1657
Religion 768 1532

D.2. Details of Anomaly Datasets

UNSW-NBI15 This dataset is about cyber defense containing nine types of network attacks. We select four of them to form
this anomaly detection dataset as same as (Pang et al., 2023). The details of this dataset are shown in Table 10.

Table 10. The details of UNSW-NB15

Category #Features #Samples #Anomaly %Anomaly
Backdoor 196 95329 2329 2.44%
DoS 196 109353 16353 14.95%
Fuzzers 196 96000 3000 3.13%
Reconnaissance 196 106987 13987 13.07%

HAR This dataset is from human activity recognition. The details of this dataset are shown in Table 11.

Table 11. The details of 20NEWS anomaly detection dataset
Label Category  #Features #Samples

Walking 561 1226

Sitting 561 1286

Normal -y ing 561 1407
Standing 561 1374

Anomal Downstairs 561 986
Y Upstairs 561 1073

Classic Anomaly Datasets The details of classical anomaly datasets are shown in Table 12. Yelp and Amazon datasets are
from ADBench (Han et al., 2022), whose features are extracted by BERT (Devlin et al., 2019).
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Table 12. The details of nine classical datasets

Dataset #Features #Samples #Anomaly %Anomaly
Arrhythmia 274 452 66 14.60%
Cardio 21 1831 176 9.61%
Satellite 36 6435 2036 31.6%
Satimage-2 36 5803 71 1.22%
Shuttle 9 49097 3511 7.15%
Thyroid 6 3772 93 2.47%
Bank 62 41188 4640 11.27%
Amazon 768 10000 500 5.00%
Yelp 768 10000 500 5.00%

E. Training Details

For the image benchmarks: MNIST and FMNIST, we employ DCGAN architecture, which is implemented on Pytorch.
Adam optimizer is selected for optimization during training. The learning rate of generator and encoder is set as 0.001, while
the learning rate of discriminator is set as 0.0001. For the tabular anomaly detection datasets, 3-layer MLP architecture is
employed. The test dataset is splitted into validation and test datasets with a proportion of 20% and 80%.

For the baselines, except for the results of AA-BiGAN, which are reported by running its source code, the above methods
are all implemented in DeepOD.

F. Additional Experimental Results

F.1. Complete Tables of Experimental Results

Table 13 demonstrates the complete experimental results under different numbers of collected anomalous types on four
datasets. Due to the HAR dataset only having two anomalous types, we have not conducted this experiment on the HAR
dataset. The setting of ¢, is fixed at 20% for toy datasets and 5% for UNSW-NB15, while ¢, and ¢, are fixed at 5% and 1%
for all of them. From Table 13, our method outperforms other baselines in all levels.

Table 13. AUROC performance under different numbers of collected types in the auxiliary anomalous dataset.

Dataset k DeepSAD FeaWAD RoSAS PReNet AA-BiGAN Ours
1 703 66.5 728 561 34.8 90.6
2 734 67.7 764 572 86.6 92.1
MNIST 5 555 68.7 785 579 37.8 94.2
4 81l 69.0 800 594 90.4 95.0
1 710 66.5 676 551 0.7 85.2
2 717 66.7 68.1 55.7 823 88.0
FMNIST 5 99 71.8 724 572 36.7 89.2
4 862 77.5 80.6 628 87.5 90.0
1 635 524 646 529 70.7 74.0
20NEWS 2 672 53.6 67.8 540 712 75.2
3 642 54.4 721 531 7.7 76.7
1 873 82.4 840 607 88.0 92.0
2 917 873 948 661 88.7 95.3
UNSW 3 906 91.2 95.1 719 92.7 95.6
4 930 92.8 %2 742 942 96.8
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Table 14 demonstrates the complete experimental results on nine tabular anomaly detection datasets, including the unsu-
pervised methods and self-supervised method. From Table 14, our method still outperforms other baselines. This result
indicates the superiority of our method.

Table 14. AUROC on nine classic anomaly detection datasets.

Dee Dee Fea Ro PRe AA-Bi
Dataset SVD% DIF  SLAD ICL ADP WAD  SAS  Net  GAN  SOEL  Ours
Arthythmia ~ 73.5 794 781 777 785 738 612 644 799 83.6 848
Cardio 877 961 968 895 961 739 917 907 976 957  99.4
Satellite 719 764 805 815 838 896 863 785 85.4 859  91.8
Satimage-2 654 996 977 753 960 999 992  99.1 99.7 99.7 999
Shuttle 73.0  99.1 993 945 994 979 986  99.1 99.0 997 995
Thyroid 89.0 949 987 598 996 656 99.6 962  99.1 9.1 99.6
Bank 556 670 730 694 755  61.1 898  62.6 87.5 809 907
Amazon 539 565 626 594 899 582 855 762 85.7 90.5  89.7
Yelp 59.3 60.9 658 634 905 559 922 790  89.3 91.3 92.6
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