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Abstract001

There has been a growing interest in translat-002
ing C code to Rust due to Rust’s robust mem-003
ory and thread safety guarantees. Tools such004
as C2RUST enable syntax-guided transpila-005
tion from C to semantically equivalent Rust006
code. However, the resulting Rust programs007
often rely heavily on unsafe constructs, partic-008
ularly raw pointers, which undermines Rust’s009
safety guarantees. This paper aims to improve010
the memory safety of Rust programs gener-011
ated by C2RUST by eliminating raw pointers.012
Specifically, we propose a raw pointer rewriting013
technique that lifts raw pointers in individual014
functions to appropriate Rust data structures.015
Technically, PR2 employs decision-tree-based016
prompting to guide the pointer lifting process.017
It also leverages code change analysis to guide018
the repair of errors introduced during rewriting,019
effectively addressing errors encountered dur-020
ing compilation and test case execution. We im-021
plement PR2 as a prototype and evaluate it us-022
ing gpt-4o-mini on 28 real-world C projects.023
The results show that PR2 successfully elimi-024
nates 18.57% of local raw pointers across these025
projects, significantly enhancing the safety of026
the translated Rust code. On average, PR2 com-027
pletes the transformation of a project in 5.02028
hours, at an average cost of $1.13.029

1 Introduction030

C has long been a dominant language for system031

and application software, powering critical infras-032

tructure like operating systems, embedded devices,033

and security libraries. However, its lack of built-in034

memory (van Oorschot, 2021, 2023; Lord, 2023)035

and type safety (Yang et al., 2018; Turner, 2014;036

Avots et al., 2005) has led to significant vulnera-037

bilities. A notable example is the Heartbleed bug,038

an out-of-bounds read in OpenSSL caused by im-039

proper memory handling, which leads to large-040

scale privacy leaks, highlighting the risks of C041

language lacking strict compile-time checks for042

resource management.043

Driven by the need to eliminate dangerous mem- 044

ory handling issues, many developers have turned 045

to Rust, a system programming language that en- 046

forces strict memory and type safety guarantees. 047

Rust’s ownership model imposes tight constraints 048

on resource allocation and deallocation (Matsakis 049

and Klock, 2014), while its borrow checker pre- 050

vents various memory errors at compile time. 051

These safety features allow Rust to deliver per- 052

formance on par with C, while significantly reduc- 053

ing memory-related vulnerabilities. Consequently, 054

many projects (e.g., s2n-tls) are migrating legacy 055

C codebases to Rust, enhancing the security and 056

longevity of critical software. 057

Unfortunately, translating C code to Rust is chal- 058

lenging. Tools like C2Rust (Galois and Immunant, 059

2025) can achieve syntax-level transpilation but 060

often rely on raw pointers and unsafe functions, 061

which bypasses Rust’s safety mechanisms, still 062

introducing memory risks in the Rust code. To 063

generate safer Rust code, existing studies (Emre 064

et al., 2021, 2023; Zhang et al., 2023; Hong and 065

Ryu, 2024) have explored transforming raw point- 066

ers into references or other data structures. For ex- 067

ample, Laertes (Emre et al., 2021) and its enhanced 068

version (Emre et al., 2023) uses pointer analysis 069

to reason value lifetimes, enabling conversion to 070

references, while a recent study eliminates output 071

parameters by introducing additional return val- 072

ues (Hong and Ryu, 2024). However, these static 073

analysis techniques are rule-based, limiting their 074

ability to handle all raw pointers, as will shown in 075

the motivating example. 076

Recent advances in large language models 077

(LLMs) have impacted programming, showing 078

strong abilities in code comprehension (Cui et al., 079

2024; Nam et al., 2024; Zheng et al., 2025) and 080

transformation (Yang et al., 2024b; Yuan et al., 081

2024; Yin et al., 2024). Particularly, these mod- 082

els can help translate C code into safer Rust by 083

understanding high-level memory usage intentions 084
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Figure 1: A motivating example of eliminating raw pointers in the tool C2RUST generated Rust program by
rewriting them with Rust data structures, namely a Option of a Box and a slice. (a) The program generated by
C2RUST from a C program; (b) A safer Rust program after raw pointer rewriting.

hard to obtain through static analysis, guiding the085

conversion of raw pointers to safer structures like086

slices. For example, an LLM can recognize one raw087

pointer used to traverse a memory region and con-088

vert it to a slice in Figure 1(a). Additionally, LLMs089

have shown promise in program repair, fixing bugs090

from compilation errors or test failures, providing a091

degree of correctness assurance for generated Rust092

code (Xia and Zhang, 2024; Bouzenia et al., 2024;093

Kulsum et al., 2024).094

Based on the above insights, we propose PR2, a095

novel C-to-Rust transpilation technique that com-096

bines C2RUST for syntax-level translation with097

LLMs to eliminate raw pointers, eventually produc-098

ing safer Rust code. With the guidance of a deci-099

sion tree, PR2 prompts LLMs for the pointer lifting,100

which replaces the low-level raw pointers to safer101

Rust constructs, such as Option, Vec, Box, slices,102

and references. Besides, PR2 iteratively repairs the103

statements that use the newly introduced Rust data104

structures if the rewrite is wrong, ensuring the gen-105

erated Rust code can pass the memory safety check106

during the compilation and passes the test cases107

in the runtime. Particularly, we perform the code108

change analysis in the repair stage, which helps109

direct the LLMs to focus on the statements most110

likely responsible for errors. While PR2 doesn’t111

eliminate all raw pointers, it significantly reduces112

reliance on them and thus improves memory safety.113

In summary, our contributions of this work in-114

clude: (1) We introduce the raw pointer rewriting115

technique systematically eliminating raw pointers116

in Rust programs translated from C, facilitating117

translation to safer Rust. (2) We develop decision118

tree-based prompting to lift raw pointers into ap-119

propriate Rust data structures, and employ code 120

change analysis to guide program repair in response 121

to compilation errors and test case failures. (3) We 122

implement PR2 and evaluate it on 28 real-world 123

programs ranging from 437 to 136k LOC. Utilizing 124

gpt-4o-mini, it eliminates 2,255 local raw point- 125

ers, 3.46 times more than existing techniques, while 126

preserving program semantics in all manually sam- 127

pled cases, with an average time cost of 5.02 hours 128

and an average financial cost of $1.13 per project. 129

2 Related Work 130

Rust’s compile-time memory safety has motivated 131

extensive work on automating C-to-Rust transla- 132

tion, broadly divided into two categories. Specif- 133

ically, the first line of research directly translates 134

C into unsafe but functionally equivalent Rust. 135

CORRODE (Sharp, 2025) was an early attempt 136

focusing on module-level semantic preservation. 137

C2RUST (Galois and Immunant, 2025) remains 138

the most advanced industrial-grade transpiler, of- 139

fering automated refactoring and cross-checking. 140

CITRUS (Citrus-rs, 2025) provides syntax-based 141

translation for manual refactoring despite limited 142

semantic preservation. Recent LLM-based ap- 143

proaches (Yang et al., 2024a; Shetty et al., 2024) 144

generate multiple candidate translations and use 145

test cases to select correct outputs. The second cate- 146

gory begins with a semantics-preserving Rust base- 147

line and incrementally enhances memory safety 148

by rewriting raw pointers. LAERTES (Emre et al., 149

2021) optimistically rewrites pointers into refer- 150

ences, while its enhanced version (Emre et al., 151

2023) applies more precise pointer analysis, al- 152

beit risking dynamic semantic changes. NOP- 153
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Figure 2: The workflow of PR2

CRAT (Hong and Ryu, 2024) and TYMCRAT (Hong154

and Ryu, 2025) focus on refining function param-155

eters into safe constructs like Option and Result.156

Although the semantic equivalence can be guaran-157

teed, existing techniques only support rewriting a158

restrictive form of raw pointers, leaving numerous159

raw pointers not rewritten in the Rust code.160

With the rapid development of generative AI,161

LLMs have greatly advanced cross-language code162

translation by enabling functionality-preserving163

conversions. However, LLM-generated transla-164

tions often suffer from syntax errors and seman-165

tic inconsistencies, limiting their practical reliabil-166

ity. To mitigate this, many approaches incorpo-167

rate test cases to detect errors and iteratively refine168

outputs. For example, UNITRANS (Yang et al.,169

2024b) generates and executes test cases to vali-170

date translations across languages, using feedback171

for refinement. COTRAN (Jana et al., 2024) goes172

further by fine-tuning an LLM with reinforcement173

learning for Java–Python translation, using com-174

piler feedback and symbolic execution to ensure175

semantic equivalence. Despite these advances, C-176

to-Rust translation poses unique challenges. Rust’s177

strict ownership, borrowing, and lifetime rules re-178

quire fundamental changes in memory manage-179

ment and pointer handling, unlike C++, Java, or180

Python. A recent work (Hong and Ryu, 2025) tack-181

les signature-level type migration by converting C182

function signatures into idiomatic Rust, but it is183

limited to interfaces and still reports compiler and184

semantic errors, highlighting the insufficiency of185

LLMs alone for Rust’s strict type system.186

3 Approach187

This section presents technical details of PR2, of188

which the workflow is shown in Figure 2. Specif-189

ically, PR2 attempts to eliminate raw pointers190

in single functions by using Rust data structures191

(Phase 1) and repairs the usage of the introduced 192

Rust data structures (Phase 2) to ensure that the gen- 193

erated Rust code can be compiled successfully and 194

pass the test cases. If the data structure usage repair 195

fails a specific times, denoted by N , PR2 gives up 196

replacing the raw pointer. In our implementation, 197

we set N to five by default. The details of raw 198

pointer rewriting and data structure usage repair 199

are demonstrated in Section 3.1 and Section 3.2, 200

respectively. 201

3.1 Raw Pointer Rewriting 202

This section presents the details of rewriting raw 203

pointers using Rust data structures. Specifically, 204

we introduce two important stages, i.e., pointer 205

lifting and statement refactoring, in Sections 3.1.1 206

and Section 3.1.2, respectively. 207

3.1.1 Pointer Lifting 208

Existing techniques (Emre et al., 2021, 2023; 209

Zhang et al., 2023; Hong and Ryu, 2024) primar- 210

ily focus on replacing raw pointers with references 211

based on the results of pointer analysis. However, 212

due to challenges in analyzing the semantics of 213

complex program constructs, such as loops and 214

library function calls, these approaches often fail 215

to identify opportunities to refactor raw pointers 216

into more expressive Rust data structures, such as 217

Vec and slices. This limitation degrades the overall 218

effectiveness of these methods, resulting in many 219

raw pointers being retained in the translated Rust 220

programs. 221

To enable the rewriting of raw pointers using a 222

wider range of Rust data structures, we leverage the 223

LLMs’ capability to understand program semantics, 224

that is, the LLMs can act as a flexible program ana- 225

lyzer when guided by a well-crafted prompt. To this 226

end, we introduce a decision tree-based prompting 227

strategy that directs the LLMs to perform semantic 228

3



Owning?

Individual/
Array?

Individual/
Array?

Written? Written?
Option<Box> Option<Vec>

Option<&mut T> Option<&T> &mut [T] & [T]

Yes No

Individual IndividualArray Array

Yes YesNo No

Figure 3: The decision tree used for the pointer lifting

Analysis: Here is a Rust function translated from C code and contains a raw 
pointer:
Function: [FUNC]            Raw pointer: [POINTER]
You need to conduct the following three analyses upon the raw pointer:  
1) Analyze whether the raw pointer owns the memory. 
2) Analyze the shape of the memory, i.e., whether it is a singleton or array. 
3) Analyze memory read/write operations using the raw pointer.

Based on the analysis results, please follow the decision tree [DECISION TREE 
LOGIC] to determine an appropriate data structure to replace the raw pointer.

Expected Output Format: Return ONLY one of the following six candidates: 
`Option<Box<TYPE>>`,  `Option<Vec<TYPE>>`,  `Option<&mut TYPE>`, 
`Option<&TYPE>`,  
`&mut [TYPE]`,  `&[TYPE]`

Figure 4: The prompt template used in the pointer lifting

analysis on raw pointers. This analysis helps the229

LLMs identify suitable safe Rust data structures for230

replacement. As illustrated in Figure 3, we enforce231

the LLMs to reason about three key properties of232

each raw pointer: ownership, the shape of the mem-233

ory buffer (i.e., singleton or array), and memory234

access (i.e., read/write behavior). These proper-235

ties collectively determine whether and how a raw236

pointer can be replaced with a specific data struc-237

ture. Concretely, the ownership property helps de-238

termine whether the pointer can be refactored into239

a reference, Box, or Vec; the shape property indi-240

cates whether the pointer corresponds to a single241

value or a collection (e.g., Vec or slice); and the242

memory-access property informs whether the re-243

sulting data structure should be mutable or im-244

mutable. Since raw pointers can be null, we conser-245

vatively wrap all inferred data structures in Option.246

Following this decision tree, we can instantiate the247

prompt template shown in Figure 4 to generate a248

concrete prompt that guides the LLMs in lifting the249

raw pointer to an appropriate Rust data structure.250

As an example, the LLMs can correctly infer the251

non-owning, array-like and immutable properties252

of pointer q (Line 8 in Figure 1(a)) and determine253

the data structure as an immutable slice.254

In contrast to rule-based symbolic static analy-255

Refactor: Please rewrite `Raw pointer` in `Function` below using given `Data 
structure` and refactor relevant statements using the constructors and other 
APIs offered by the data structure

Function: [FUNC]    Raw pointer: [POINTER]   Data structure: [Data structure]

Here are two important hints:
1) You may need to utilize the constructors of the data structure to replace 
the declaration of the raw pointer for data structure initialization.
2) You need to conduct the alias analysis to identify all the use-sites of the 
raw pointers and refactor the statements.

Here are some examples: [EXAMPLES]

Figure 5: The prompt template for statement refactoring

sis approaches, our decision tree-based prompting 256

strategy enables the LLMs to leverage its semantic 257

understanding and creativity to identify more ex- 258

pressive patterns of raw pointer manipulation, such 259

as those involving loops and library function calls, 260

which are typically difficult for traditional sym- 261

bolic analysis to handle. Moreover, our approach 262

is easily extensible: by designing more sophisti- 263

cated decision trees and corresponding prompts, 264

we can support more complex data structures. In 265

this work, we focus on sequential data structures for 266

non-singleton values. As one of the future works, 267

we plan to extend PR2 to support additional collec- 268

tion types, such as sets and maps. 269

3.1.2 Statement Refactoring 270

Based on the result of pointer lifting, we proceed 271

to replace the raw pointer with the suggested data 272

structure. This process involves refactoring both 273

the declaration of the raw pointer and all statements 274

that make use of it. As illustrated by the prompt 275

template in Figure 5, we provide two key hints to 276

the LLMs. First, we instruct the LLMs to replace 277

the declaration of the raw pointer with a constructor 278

of the suggested data structure. Second, we enforce 279

the LLMs to reason about the aliasing facts of the 280

raw pointer in order to locate all potential use-sites, 281

and refactor them using the appropriate APIs pro- 282

vided by the data structure. Notably, the statement 283

refactoring leverages two core capabilities of the 284

LLMs, including analyzing semantic properties of 285

the program (e.g., alias analysis) and its ability to 286

generate code (e.g., rewriting statements accord- 287

ingly), as shown in Figure 1(b). 288

3.2 Data Structure Usage Repair 289

This section presents data structure usage repair, 290

which consists of compilation error fixing (Sec- 291

tion 3.2.1) and testcase error fixing (Section 3.2.2). 292
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-    let last_ptr = group_slice.offset(–1));
-     (*last_ptr).args_processed = (*last_ptr).args_processed.wrapping_add(
-                                ((*parser).state.next - index) as c_uint);
-    len -= 1;
+    group_slice = &mut group_slice[..group_slice.len() - 1];
+    (*group_slice.last_mut().unwrap()).args_processed =
+        ((*group_slice.last_mut().unwrap()).args_processed).wrapping_add(
+            ((*parser).state.next - index) as c_uint);
+    group_slice = &mut group_slice[..last_index];

error[E0502]: cannot borrow `*group_slice` as immutable because it is 
also borrowed as mutable.    group_slice.len() tries an immutable borrow 
which is conflict with the “&mut group_slice[...]”.

Compilation Error:

The Result of Code Change Analysis :

     let last_index = group_slice.len() - 2;
     let last_group = &mut group_slice[last_index];
     last_group.args_processed =(last_group.args_processed).wrapping_add((
         (*parser).state.next - index) as c_uint);

group_slice = &mut group_slice[..last_index];

(a) The compilation error and the result of code change analysis

(b) The result of compilation error fixing

Fix

Figure 6: An example of compilation error fixing

3.2.1 Compilation Error Fixing293

As shown in Section 3.1, only the code within a294

single function is modified during the raw pointer295

rewriting. This design implies that any resulting296

compilation error must be introduced by the mod-297

ified statements within that function, enabling us298

to narrow down the scope of fixing to the function299

for the error fixing. However, a single function300

may contain many raw pointers, most of which are301

unrelated to the repair task. What’s even worse,302

the function itself can be quite large (e.g., over one303

hundred lines), with the majority of statements not304

interacting with the memory addressed by the raw305

pointers. These unrelated raw pointers and state-306

ments introduce irrelevant tokens as the noise into307

the repair context, which poses a significant chal-308

lenge for the LLMs, often leading to hallucinations309

and repair failures.310

To enable more informed repairs using the311

LLMs, we filter out irrelevant tokens from the312

repair context. Technically, we introduce code313

change analysis, which computes the difference be-314

tween the function before and after the raw pointer315

rewriting. The resulting added, deleted, or modi-316

fied statements are the most likely sources of com-317

pilation errors. By feeding code changes along318

with error messages into the LLMs, we can effec-319

tively guide the LLMs to focus its attention on320

the most relevant statements, improving its abil-321

ity to fix compilation errors. Due to space limit,322

we do not show the prompt template in the paper323

as the design is very standard based on the code324

change analysis. Figure 6 shows an example of325

using code change analysis to fix a conflicting im-326

mutable (group_slice.len()) and mutable (&mut327

group_slice) borrows error. Specifically, Rust328

compiler allows only one mutable reference to a329

variable at any time, thus calling the API len to330

thread 'main' panicked at io.rs:540:18: index out of bounds: the 
len is 14 but the index is 14

stack backtrace:
19: 0x557b240cfbda - core::slice::index_mut::... at 
/STD_PATH/core/src/slice/index.rs:29:9 
20: 0x557b240cfbda - <alloc::vec::Vec<T,A> 
as ::index_mut::... at /STD_PATH/alloc/src/vec/mod.rs:2738:9 
21: 0x557b240cc22c - c2rust_out::io::write_stream:: at 
/PROG_PATH/io.rs:13:18

p_vec.push(*tmp as i32 as std::os::raw::c_char); // Use push

Testcase Error :

The Result of Code Change Analysis
- *p.offset(len as isize) = *tmp as i32 as std::os::raw::c_char;
+ p_vec[len as usize] = *tmp as i32 as std::os::raw::c_char;

(a) The testcase error and the result of code change analysis

(b) The result of testcase error fixing

Fix

Figure 7: An example of testcase error fixing

the slice will raise an error as it needs to hold an 331

immutable reference. To resolve this error, the fix 332

calls the API len before the mutable slice is cre- 333

ated, and stores the length value in a new variable, 334

avoiding the interleaving of references. 335

3.2.2 Testcase Error Fixing 336

Once we obtain a Rust program with all compila- 337

tion errors fixed, we proceed to run the program’s 338

test cases to uncover potential violations of the 339

original input-output relationship. The overall de- 340

sign of testcase error fixing closely follows that of 341

compilation error fixing described in Section 3.2.1. 342

Figure 7 shows a prompt template and an exam- 343

ple of testcase error fixing. It is important to note 344

that passing all test cases which the original Rust 345

program pass is a necessary condition for a valid 346

translation, although it does not theoretically guar- 347

antee semantic equivalence. In practice, the validity 348

of our approach depends on the quality of the avail- 349

able testcases. While many real-world projects 350

include comprehensive test suites, there may be 351

corner cases not captured by the tests. 352

4 Evaluation 353

We implemented PR2 as a prototype with 1,072 354

lines of Rust and 1,187 lines of Python. It uses 355

tree-sitter to extract raw pointers, struct defi- 356

nitions, and global variables from translated Rust 357

code. Pointer lifting, statement refactoring, and re- 358

pair phases are powered by gpt-4o-mini, chosen 359

for its low cost (i.e., $0.150/M input tokens and 360

$0.600/M output tokens (OpenAI, 2025)), making 361

it suitable for iterative transformation. To speed 362

up compilation during error fixing, we use cargo 363

check, which performs type and borrow checking 364

without linking. We allow up to five repair attempts 365

per pointer (i.e., the value of N in Section 3 is five) 366

and set the temperature to 0.0 for greedy decoding. 367
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Table 1: The main statistics of PR2

ID #ERP #AF RT(s) CFT(s) TFT(s) TotalT(s) #InTok #OutTok #P Cost($)

1 8 5 188.81 45.52 10.65 244.98 46,068 13,336 39 0.015
2 10 9 305.84 123.32 20.46 449.61 81,371 27,257 89 0.029
3 6 4 747.44 118.85 215.55 1,081.84 222,652 72,066 94 0.077
4 6 5 1,263.03 161.50 45.86 1,470.39 318,859 57,769 125 0.082
5 22 10 1,182.65 164.52 11.70 1,358.88 268,129 70,788 146 0.083
6 11 10 1,150.23 264.11 349.21 1,763.55 392,429 87,263 252 0.111
7 17 12 1,595.18 451.75 66.10 2,113.03 427,183 127,902 187 0.141
8 18 15 1,809.05 537.59 31.19 2,377.83 436,328 123,892 253 0.140
9 17 13 2,930.73 316.33 436.54 3,683.60 928,716 120,543 278 0.212
10 16 11 2,839.98 330.11 14.17 3,184.26 610,139 112,067 206 0.159
11 15 12 3,365.71 693.44 158.15 4,217.30 1,102,037 147,435 322 0.254
12 12 12 4,873.78 491.10 75.06 5,439.94 2,010,145 160,203 363 0.398
13 38 27 4,743.65 793.61 238.83 5,776.08 1,504,725 264,773 511 0.385
14 53 43 8,951.85 2,658.11 1,037.37 12,647.33 14,008,537 418,288 920 2.352
15 80 61 8,293.31 2,281.44 862.65 11,437.40 9,699,548 519,250 1,137 1.766
16 87 70 12,463.53 650.76 319.79 13,434.08 2,651,673 234,328 1,004 0.538
17 60 47 6,510.92 582.86 586.44 7,680.21 579,508 136,921 531 0.169
18 99 80 16,218.48 4,631.28 622.08 21,471.84 4,546,460 952,967 1,980 1.254
19 73 58 18,867.08 2,041.97 1,963.26 22,872.31 4,831,868 356,541 1,490 0.939
20 249 132 16,791.45 2,422.30 12,365.05 31,578.80 5,352,697 881,196 1,541 1.332
21 157 113 20,378.32 4,229.75 2,410.53 27,018.61 8,878,129 861,532 1,882 1.849
22 194 158 19,006.08 8,199.58 2,640.55 29,846.22 10,299,083 960,924 2,039 2.121
23 105 83 12,430.74 2,192.71 8,888.03 23,511.47 60,813,477 609,506 1,594 9.488
24 84 68 29,406.70 1,595.97 6,008.53 37,011.20 9,507,522 442,569 2,225 1.692
25 158 130 16,422.75 5,805.27 6,840.01 29,068.04 2,625,267 606,173 2,128 0.757
26 175 152 41,537.59 3,229.05 38,712.37 83,479.01 17,347,685 662,482 3,114 3.000
27 138 125 36,488.11 4,170.67 20,440.27 61,099.05 3,322,335 616,631 2,570 0.868
28 347 257 51,822.16 5,775.61 2,837.01 60,434.78 5,344,925 973,554 3,621 1.386

We evaluate the effectiveness and efficiency of368

PR2 by answering the four research questions:369

• RQ1. How effectively and efficiently does PR2370

eliminate raw pointers in the Rust programs gen-371

erated by C2RUST?372

• RQ2. How does PR2 compare with existing tech-373

niques that transform C to safer Rust programs?374

• RQ3. Which kinds of data structures are intro-375

duced by PR2 to replace raw pointers?376

• RQ4. How do the decision tree-based prompt-377

ing and code change analysis contribute to the378

performance of PR2?379

Benchmark. We adopt C projects from the eval-380

uation set used in NOPCRAT (Hong and Ryu, 2024),381

comprising widely used real-world applications382

also used in prior C-to-Rust studies (Emre et al.,383

2021, 2023). Of the original 55 programs, 26 lack384

test cases and 1 contains raw pointers only in func-385

tion parameters, which are outside our scope. We386

thus select the remaining 28 projects with test cases387

as our benchmark, which are listed by Table 3 in388

Appendix A.1. Overall, the benchmark spans pro-389

grams from a few hundred to 136K LOC and 17390

to 2,731 raw pointers, providing a diverse set for391

evaluating the effectiveness and scalability of PR2.392

4.1 RQ1: Effectiveness and Efficiency 393

Setup and Metrics. To quantify the effectiveness 394

of PR2, we introduce the number of eliminated raw 395

pointers as our main metric. Meanwhile, we collect 396

the number of functions refactored during this pro- 397

cess. The eliminated raw pointers in these functions 398

can improve the memory safety of the function us- 399

age. To quantify the efficiency of PR2, we measure 400

the time cost, input/output token costs, prompting 401

rounds, and financial cost. Notably, we do not in- 402

clude the time overhead introduced by C2RUST, as 403

it is negligible compared to the overhead incurred 404

during the rewriting and repair phases of PR2. 405

Results. Table 1 presents detailed evaluation re- 406

sults of PR2. The column #ERP shows the number 407

of eliminated raw pointers. The column #AF indi- 408

cates the number of affected functions. On average, 409

PR2 removes 18.57% of raw pointers and trans- 410

forms 13.05% of functions into safer code. Notably, 411

it eliminates 34.3% of pointers in grep-3.11 (ID 412

= 20), demonstrating the effectiveness of PR2when 413

analyzing large projects. 414

The columns RT, CFT, and TFT represent 415

time spent on raw pointer rewriting, compiler er- 416

ror fixing, and test case error fixing, respectively, 417

with total time in TotalT. On average, PR2 takes 418

5.02 hours per project, with the longest taking 28 419

6



hours. Bottleneck in time is rewriting, averaging420

74.26% of total time. Additionally, the columns421

InTok, OutTok, and #P represent input/output to-422

kens and prompt rounds during rewriting and repair.423

The column Cost reflects total prompting expense.424

Each successful rewrite requires 14 prompt rounds.425

Across all 28 benchmarks, the total cost is $31.60,426

averaging just $1.13 per project, highlighting the427

high efficiency of PR2.428

4.2 RQ2: Comparison with Baselines429

Setup and Metrics. We compare our approach430

with LAERTES (Emre et al., 2021), an automated431

tool that aims to convert raw pointers into safe432

references. Specifically, LAERTES applies an opti-433

mistic rewriting strategy and iteratively addresses434

lifetime inference and borrow-checking errors to435

achieve a successful compilation. Another recent436

work, NOPCRAT (Hong and Ryu, 2024), focuses on437

rewriting raw pointers in the parameters that prop-438

agate output values as side effects. However, due439

to the difference in scope, the sets of raw pointers440

eliminated by PR2 and NOPCRAT are disjoint thus441

we do not include it in our comparative evaluation.442

Results. Table 2 shows the comparison results443

of PR2 and the baselines. The column ID lists444

program identifiers (as in Table 3). In the column445

LAERTES, the sub-column EL denotes the num-446

ber of raw pointers eliminated by LAERTES, while447

the sub-column EL\P indicates the number of the448

raw pointers LAERTES eliminates and PR2 does449

not eliminate. The sub-column T (s) indicates the450

execution time of LAERTES. Similarly, the column451

PR2 includes the sub-column EP , which indicates452

the number of pointers eliminated by PR2, and453

EP\L, which indicates the number of raw pointers454

eliminated by PR2 and not eliminated by LAERTES.455

Overall, PR2 removes 2,255 raw pointers, com-456

pared to 506 by LAERTES, and outperforms it on457

most projects. The size of the project buffer (ID458

= 2) is small, enabling LAERTES to infer lifetimes459

effectively and efficiently. Notably, PR2 uniquely460

eliminates 2,160 raw pointers (95.79% of its total),461

indicating that most rewrites are beyond the reach462

of the baseline LAERTES. In contrast, LAERTES463

only uniquely handles 438 raw pointers. Over-464

all, PR2 eliminates 3.46× more raw pointers than465

LAERTES, demonstrating its effectiveness.466

In terms of efficiency, LAERTES processes all 28467

projects in 3,732.85 seconds (133.32 seconds per468

project), while PR2 averages 5.02 hours per project469

Figure 8: The proportions of different data structures

due to prompt-related overhead. However, with 470

ongoing LLM performance improvements, PR2 is 471

expected to become significantly faster over time. 472

4.3 RQ3: Categorization of Data Structures 473

Setup and Metrics. To show the diversity of Rust 474

data structures utilized by PR2, we categorize Rust 475

data structures used by PR2 to uniquely eliminate 476

rewritten raw pointers. This analysis is important 477

because, unlike LAERTES, which primarily con- 478

verts raw pointers to references, PR2 supports a 479

broader spectrum of Rust data structures, thereby 480

offering more improvements on memory safety. 481

Results. Figure 8 shows the distribution of Rust 482

data structures used in pointer rewriting. Overall, 483

singleton data structures, e.g., Box, Option<&T>, 484

and Option<&mut T>, account for the majority 485

of rewritten raw pointers (74.8%). Meanwhile, a 486

non-trivial portion (17.6%) of raw pointers are suc- 487

cessfully rewritten into sequential data structures, 488

including Vec, &[T], and &mut [T]. In terms of 489

ownership, 41.6% of raw pointers are rewritten 490

into Box and Vec which ensures that the lifetimes of 491

the wrapped values are properly bounded, thereby 492

preventing memory leaks. Lastly, 33.8% of the 493

raw pointers are converted into read-only structures 494

(e.g., Option<&T>, &[T]), removing unnecessary 495

mutability. We present a case demonstrating PR2’s 496

capability of leveraging Rust inherent APIs. We 497

provide a case study of data structure usage within 498

the generated Rust code in Appendix A.2. 499

4.4 RQ4: Ablation Study 500

Setup and Metrics. To quantify how the tech- 501

nical designs of PR2 contribute to the rewriting 502

results, we introduce two ablations: NT and NCC, 503

which disable decision tree-based prompting and 504

code change analysis in the pointer lifting and 505

data structure usage repair, respectively. Specifi- 506

cally, the ablation NT enforces the LLM to directly 507
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Table 2: The statistics of comparison with baseline
LAERTES and two ablations NT and NCC

Id LAERTES PR2 NT NCC

EL EL\P T(s) EP EP\L ET ET\L EC EC\L

1 2 2 1.15 8 8 3 3 11 10
2 27 17 2.41 10 0 8 2 12 1
3 0 0 1.74 6 6 1 1 2 2
4 5 2 1.44 6 3 5 3 4 2
5 3 2 4.35 22 21 7 7 10 10
6 1 0 5.64 11 10 7 7 7 7
7 0 0 1.73 17 17 6 6 9 9
8 4 2 4.11 18 15 11 9 16 13
9 2 2 7.11 17 17 7 6 0 0
10 12 11 7.74 16 15 8 6 8 7
11 3 3 25.55 15 15 7 7 7 7
12 14 12 5.54 12 10 2 2 4 3
13 5 3 4.25 38 35 8 7 15 15
14 9 6 121.46 53 48 36 33 40 35
15 14 12 46.22 80 77 45 41 61 56
16 7 7 15.08 87 86 56 55 68 67
17 12 12 42.42 60 58 54 52 62 60
18 2 1 90.6 99 98 0 0 0 0
19 28 28 18.2 73 73 91 85 71 69
20 52 39 45.38 249 227 80 75 68 65
21 42 40 47.66 157 155 96 95 95 93
22 43 36 95.03 194 187 108 102 124 118
23 37 24 35.06 105 88 0 0 0 0
24 10 10 74.99 84 84 0 0 41 41
25 58 53 713.13 158 153 142 132 177 168
26 37 37 164.86 175 170 187 179 169 164
27 40 40 1619.28 138 138 95 94 106 104
28 37 37 530.72 347 346 138 138 393 392

choose a data structure from the six data struc-508

tures shown in the leaf nodes in Figure 3, without509

conducting semantic analyses. The ablation NCC510

feeds the functions before and after raw pointer511

rewriting to the LLM along with error messages,512

but without any code change information. We use513

the number of raw pointers eliminated under differ-514

ent ablations as primary evaluation metric.515

Results. Table 2 reports results for ablations NT516

and NCC. Under the column NT, the sub-columns517

ET and ET\L denote the total and uniquely elimi-518

nated pointers, respectively; NCC shows the same519

for its setting. As shown, NT eliminates 1,208520

pointers (46.43% fewer than full PR2), and NCC521

eliminates 1,580 (29.93% fewer). Removing the de-522

cision tree prompt causes a 46.43% drop in unique523

eliminations; omitting code change analysis leads524

to a 29.93% drop. These results confirm the impor-525

tance of both components—especially the decision526

tree—in enhancing rewrite quality. Even in reduced527

forms, both variants outperform LAERTES, high-528

lighting the robustness of LLM-driven rewriting.529

Appendix A.3 provides a case study that shows530

an example handled by full-featured PR2 but not531

addressed by its ablation NT.532

4.5 Discussion533

User Study. To assess semantic correctness,534

we recruited ten Rust-experienced volunteers to re-535

view outputs from PR2. Each independently evalu- 536

ated 20 randomly selected raw pointer eliminations 537

(around 1% of all cases), using gpt-4o-mini ex- 538

planations and Rust documentation to judge seman- 539

tic equivalence. Reviews took about 45 minutes 540

each, and all volunteers confirmed the rewritten 541

code preserved original semantics. These results 542

suggest PR2 is a practical tool for C-to-Rust trans- 543

lation. While it lacks formal guarantees, it achieves 544

strong empirical outcomes. With modest human 545

effort, users can semi-automatically produce safer, 546

idiomatic Rust code. 547

Threats to Validity. The primary threat to in- 548

ternal validity stems from the stochastic nature of 549

LLMs, which can yield nondeterministic outputs 550

and affect reproducibility. As noted in Section 4.4, 551

two ablation settings slightly outperform the full- 552

featured PR2 on tar-1.34 and glpk-5.0. To ad- 553

dress this, we fix the temperature to 0 for deter- 554

ministic behavior. External validity depends on 555

test case quality, which influences both the elim- 556

ination number and correctness. Our test-driven 557

approach reduces manual effort, and the user study 558

confirms that PR2 preserves semantic equivalence. 559

Broader test coverage could further improve rewrit- 560

ing quality. Construct validity relates to LLM 561

choice. We use gpt-4o-mini, a cost-effective and 562

widely available model, and validate our findings 563

with Claude-3.5-Sonnet on the top 10 projects 564

in Table 1, observing similar results. As LLMs 565

advance and inference costs drop, the effectiveness 566

and efficiency of PR2 will continue to improve. 567

5 Conclusion 568

This paper presents PR2, a novel approach for trans- 569

forming C programs into safer Rust programs by 570

eliminating raw pointers using LLMs. Building on 571

syntax-guided C-to-Rust translation, we introduce 572

a raw pointer rewriting technique that targets raw 573

pointers within single functions and replaces them 574

with appropriate Rust data structures. Specifically, 575

PR2 employs LLMs to lift raw pointers to Rust data 576

structures and iteratively repairs the transformed 577

program by focusing on the changed code. Our 578

evaluation on 28 real-world C programs demon- 579

strates that PR2, powered by gpt-4o-mini, elimi- 580

nates a total of 2,255 raw pointers, with an average 581

processing time of 5.02 hours and a cost of $1.13 582

per project. We hope that PR2 provides valuable 583

insights for advancing program translation tech- 584

niques aimed at improving system reliability. 585
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6 Limitations586

Although PR2 effectively refactors specific raw587

pointers using Rust data structures, it has several588

drawbacks. First, it performs raw pointer rewriting589

within individual functions, keeping type signa-590

tures unchanged, as shown in Section 3.1.2. While591

this conservative scope simplifies repairs, it misses592

chances to eliminate raw-pointer parameters, un-593

like NOPCRAT (Hong and Ryu, 2024). Future work594

could enable more expressive rewriting by modify-595

ing function signatures across call chains. Second,596

PR2 lacks a theoretical correctness guarantee; with-597

out strong or sufficient test coverage, raw pointer598

elimination can break functional equivalence de-599

spite passing compilation and tests. Enhancements600

could involve synthesizing unit tests using LLMs601

for differential testing (Zhou et al., 2025; Zhang602

et al., 2025; Zheng et al.; Rao et al., 2024) and603

applying verification techniques like relational ver-604

ification (Unno et al., 2021; Churchill et al., 2019;605

Zheng et al., 2024). Finally, the rewritten code may606

have low readability and maintainability, since cur-607

rent efforts focus mainly on raw pointer elimina-608

tion. We plan to use LLMs in a post-processing609

phase to further refine and improve the quality of610

the refactored Rust code.611
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Table 3: The statistics of benchmark programs

ID Project Name C Size Rust Size #F #RP

1 quadtree 437 1,180 31 17
2 buffer 452 1,111 40 30
3 genann 690 2,325 27 30
4 libtree 1,412 2,617 32 41
5 urlparser 440 1,380 21 52
6 ed-1.19 2,584 5,462 137 80
7 mcsim-6.2.0 20,033 35,558 506 80
8 hello-2.12.1 37,192 10,372 176 88
9 indent-2.2.13 20,927 15,066 128 100
10 pth-2.0.7 8,797 12,649 235 102
11 gzip-1.12 53,751 21,463 244 122
12 pexec-1.0rc8 5,684 12,027 158 156
13 units-2.22 7,253 11,188 144 185
14 patch-2.7.6 54,350 114,076 601 361
15 cpio-2.14 71,819 84,012 707 431
16 cflow-1.7 45,223 25,467 480 476
17 enscript-1.6.6 38,424 78,159 259 523
18 libosip2-5.3.1 18,848 34,195 726 628
19 rcs-5.10.1 63,254 35,811 496 664
20 grep-3.11 117,416 84,706 867 725
21 diffutils-3.10 112,943 96,418 853 760
22 findutils-4.9.0 136,421 143,361 1,232 835
23 sed-4.9 91,818 66,580 675 835
24 make-4.4.1 31,866 35,395 445 997
25 wget-1.21.4 136,566 189,761 1,355 1,320
26 tar-1.34 102,864 137,655 1,669 1,399
27 gawk-5.2.2 65,617 134,098 1,450 1,792
28 glpk-5.0 77,420 138,372 1,523 2,731

A Appendix767

A.1 Details of Experimental Subjects768

The details of the experimental subjects are shown769

in Table 3. Specifically, the columns C Size770

and Rust Size report the sizes of the original771

and C2RUST-translated code, respectively. The772

columns #F and #RP show the number of func-773

tions and raw pointers in the Rust output, respec-774

tively. The benchmark spans programs from a few775

hundred to 136K LOC and 17 to 2,731 raw point-776

ers, providing a diverse set for evaluating PR2’s777

effectiveness and scalability.778

A.2 An Example of Rust Data Structures779

We present a case study demonstrating how PR2780

effectively transforms C code into safer and more781

idiomatic Rust by leveraging Rust’s data structures782

and APIs. As shown in Figure 9, the code snip-783

pet is derived from a variant of the C standard784

library function strtoull, which parses C strings785

into integer values based on a specified numeric786

base. Specifically, the original Rust program gen-787

erated by the tool C2RUST, which is shown in788

Figure 9(a), contains unreachable branches caused789

by the unsatisfiable conditions at lines 5 and 7.790

Meanwhile, it relies on raw pointer arithmetic via791

let mut s: *const c_char = nptr;

if (base == 0 as c_int || base == 16 as c_int) 

&& ({

let mut __res: c_int = 0;

if ::std::mem::size_of::<c_uchar>() as c_ulong > 1 {

if 0 != 0 {...} 

} else {

__res = toupper(*s.offset(1 as isize) as c_int);

}

__res

}) == 'X' as i32

{

s = s.offset(2 as c_int as isize);

base = 16 as c_int;

} 

let s: &[std::os::raw::c_char] = if nptr.is_null() {

&[]

} else {

let mut len = strlen(nptr);

std::slice::from_raw_parts(nptr, len as usize)

};

if s[index] as c_int == '0' as i32 {

if (base == 0 as c_int || base == 16 as c_int) &&

s.get(index + 1).map_or(false, |&x| x as c_int == 'X' as i32)

{

index += 2;

base = 16;

}

}

1
2
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1
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17 (a) Before rewrite

(b) After rewrite

Figure 9: An example of rewriting a raw pointer with a
slice and utilizing Rust inherent APIs

offset, further introducing potential invalid mem- 792

ory operations. After the raw pointer rewriting and 793

data structure usage repair, PR2 replaces the raw 794

pointer s with a Rust slice (declared and initialized 795

at line 5) and utilizes the API get to safely access 796

elements by index, returning an Option instead of 797

performing unchecked access. PR2 also employs 798

the API map_or, which allows the program to ap- 799

ply a closure to the retrieved character if it exists, 800

or return a default value false when the index is 801

out of bounds. This effectively eliminates the need 802

for fragile conditional logic and pointer arithmetic. 803

This case illustrates the empirical benefit of PR2 in 804

semantically understanding the original C logic and 805

intelligently selecting Rust data structures as the 806

abstractions of raw pointers through pointer lifting. 807

A.3 An Example of Ablation Study 808

Figure 10 presents an example that is success- 809

fully handled by the full-featured PR2 but not by 810

the ablation NT. For illustration, we show only a 811

partial snippet of the function DoOptimalDesign, 812

which in its entirety spans 208 lines—posing sub- 813

stantial challenges for the LLM to reason about 814

raw pointer usage. Guided by the prompt struc- 815

ture shown in Figure 4, PR2 is able to identify 816

the ownership property, the buffer shape, and the 817

memory read/write operations of the raw pointer 818

piDesign_mask. These analyses enable the model 819
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pub unsafe extern "C" fn DoOptimalDesign(mut panal: PANALYSIS) {
let mut nDesignPts: c_long = 0;
let mut piDesign_mask: *mut c_int = 0 as *mut c_int;
while i < dim {

...
j = 0 as c_int as c_long;
while j < nDesignPts {

if *piDesign_mask.offset(j as isize) == … {...}
j += 1;

}
*piDesign_mask.offset(iBest as isize) =

(*piDesign_mask.offset(iBest as isize) == 0) as c_int;
i += 1;

}
free(piDesign_mask as *mut c_void);
CloseOptFiles(panal);

}

pub unsafe extern "C" fn DoOptimalDesign(mut panal: PANALYSIS) {
let mut nDesignPts: c_long = 0;
let mut piDesign_mask: Vec<c_int> =

match nDesignPts > 0   {
True => vec![0; nDesignPts as usize],
False => Vec::new()

};
while i < dim {

...
j = 0 as c_int as c_long;
while j < nDesignPts {

if piDesign_mask[j as usize] == … {...}
j += 1;

}
piDesign_mask[iBest as usize] =

(piDesign_mask[iBest as usize] == 0) as c_int; 
i += 1;

}
CloseOptFiles(panal);

}
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(a) Before rewrite

(b) After rewrite

Figure 10: An example of a raw pointer eliminated by
the full-featured PR2but not by the ablation NT

to lift the pointer to a Vec, following the decision820

tree defined in the tree in Figure 3. In contrast,821

without decision tree-based prompting, the LLM822

fails to identify this rewriting opportunity within823

the allowed rewriting budget.824
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