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Abstract
Existing works have shown that fine-tuned tex-001
tual transformer models achieve state-of-the-art002
prediction performances but are also vulnerable003
to adversarial text perturbations. Traditional004
adversarial evaluation is often done only after005
fine-tuning the models and ignoring the train-006
ing data. In this paper, we want to prove that007
there is also a strong correlation between train-008
ing data and model robustness. To this end, we009
extract 13 different features representing a wide010
range of input fine-tuning corpora properties011
and use them to predict the adversarial robust-012
ness of the fine-tuned models. Focusing mostly013
on encoder-only transformer models BERT and014
RoBERTa with additional results for BART,015
ELECTRA and GPT2, we provide diverse evi-016
dence to support our argument. First, empirical017
analyses show that (a) extracted features can018
be used with a lightweight classifier such as019
Random Forest to effectively predict the attack020
success rate and (b) features with the most in-021
fluence on the model robustness have a clear022
correlation with the robustness. Second, our023
framework can be used as a fast and effective024
additional tool for robustness evaluation since025
it (a) saves 30x-193x runtime compared to the026
traditional technique, (b) is transferable across027
models, (c) can be used under adversarial train-028
ing, and (d) robust to statistical randomness.029
Our code will be publicly available.030

1 Introduction031

Pre-trained transformer models such as032

BERT (Kenton and Toutanova, 2019) and033

RoBERTa (Liu et al., 2019) have recently034

demonstrated superior performance in various035

downstream NLP classification tasks. However,036

they are also vulnerable to adversarial text037

attacks (Sun et al., 2020; Jin et al., 2020), which038

aim to generate adversarial examples by applying039

imperceptible perturbations to input texts such that040

the resulting examples cause a target text classifier041

to make incorrect predictions (Goodfellow et al.,042
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Figure 1: An (abnormal) attempt to bypass model both
model fine-tuning and adversarial generation and cor-
relate adversarial robustness directly from the training
dataset, potentially saving 30x–193x of runtime.

2015). This makes the robustness of transformer 043

models against adversarial attacks crucial, espe- 044

cially in high-stake domains such as banking, 045

law, and content moderation (Rodríguez Cardona 046

et al., 2021; Sanz-Urquijo et al., 2022; Ashley, 047

2019) where susceptibility to such attacks can 048

result in detrimental consequences such as giving 049

out high-risk loans, wrongful indictments and 050

enabling hate speech and disinformation. Thus, 051

ML practitioners must ensure their models are 052

robust against text perturbations before deploying 053

them to the public. To achieve this, existing 054

works have proposed several ways to benchmark 055

and analyze transformer models’ robustness 056

to perturbations. In general, they often take a 057

model-first approach–i.e., assuming that the 058

model itself, such as its architecture or loss 059

function formulation, is mainly responsible for its 060

adversarial vulnerability and aiming to understand 061

what kinds of changes in a model would shift its 062

adversarial robustness (Mao et al., 2022; Zhang 063

et al., 2022b,a; Han et al., 2022). Particularly, this 064

approach iteratively makes a controlled alternation 065

in the model–e.g., changing the architecture type, 066

experimenting with novel attention layers, adding 067

noises to the embeddings, etc., and then fine-tune 068

the new model on the same fine-tuning dataset, 069

followed by generating adversarial examples and 070

benchmarking the model using the generated 071

examples. Although this model-first approach has 072

resulted in several useful insights in practice, it 073
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Figure 2: An illustrative overview of our framework for data-first adversarial robustness analysis. Black, blue arrows
take one and two previous input(s), respectively, and return an output.

assumes that adversarial robustness can only be074

evaluated only after a model has already been075

fine-tuned and adversarial examples have been076

generated. This approach tends to isolate the077

effects of the fine-tuning dataset and hence does078

not provide many insights on how such training079

data affect a model’s robustness, such as “how080

the distribution of fine-tuning texts’ embeddings081

and labels affect a model’s robustness?”, “how do082

the unique vocabulary and lengths of fine-tuning083

texts correlate with a model’s robustness?”, etc.084

Therefore, in this paper, we propose a global085

interpretation framework, as shown in Fig. 1,086

to investigate whether there is a strong direct087

relationship between fine-tuning data and model088

robustness and interpret the features of fine-tuning089

data that have the greatest influences.090

To this end, we take a different approach from091

model-first analysis and propose to analyze the ad-092

versarial robustness from a data-first approach.093

To do this, we extract 13 different features that094

comprehensively capture several important prop-095

erties of not individual training examples but of096

the fine-tuning dataset as a whole. Then, via re-097

gression analysis, we attempt to correlate them098

with the adversarial robustness of the models to be099

fine-tuned on the dataset measured as the average100

attack success rates (ASRs) of 4 representative text101

perturbation methods on an unseen test set.102

Contributions of our paper are as follows.103

• To the best of our knowledge, this is the first104

paper analyzes and investigates a comprehensive105

correlation between fine-tuning data and model106

robustness with a taxonomy of 13 dataset-level107

indicators,108

• As an application, we demonstrate that this novel109

analysis also enables a Random Forest predictor110

to effectively evaluate adversarial robustness of111

BERT and RoBERTA with the averaged mean112

absolute errors (MAEs) ranging in 0.025–0.176 113

for both in-domain and out-of-domain prediction, 114

• Our framework can also be used as a fast tool 115

to evaluate the robustness of transformer-based 116

text classifiers, which (i) is 30x-193x faster than 117

the usual procedure, (ii) can be used under adver- 118

sarial training setting, (iii) transferable between 119

transformer-based models, and (iv) robust to sta- 120

tistical randomness. 121

2 Problem Formulation 122

We propose to develop a function Gf
θ (D) parameter- 123

ized by θ that can effectively approximate the adver- 124

sarial robustness of a pre-trained transformer-based 125

classification model f when it is fine-tuned by an 126

input training dataset D. In other words, Gf
θ (D) 127

estimates the difference between predictions on ex- 128

amples of a clean, unseen test set D∗ (D ∩D∗=∅) 129

that is drawn from the same distribution with D 130

and is sufficiently large and on their corresponding 131

adversarial examples. Let’s denote R(f,D,D∗) 132

such adversarial robustness, we have: 133

R(f,D,D∗) =
1

|D∗|
∑
x∈D∗

d(fD(x), fD(x+ δ)),

(1) 134

where δ is an adversarial perturbation and d(·) is a 135

metric such as attack success rate as often adopted 136

in existing literature. Since D∗ is sufficiently large, 137

we assume to observe only a small variance among 138

the adversarial robustness measured on different 139

randomly sampled D∗, drawn from the same distri- 140

bution as D. Hence, we simplify the adversarial ro- 141

bustness to be estimated as R(f,D)≈R(f,D,D∗) 142

with any arbitrary D∗. 143

To train Gf
θ , which is specific to the model type 144

f such as BERT or RoBERTa, we can then for- 145

mulate this as a regression prediction problem and 146

minimize the L2 loss for an arbitrary fine-tuning 147

dataset D as follows. 148

minimize
θ

LD = ||Gf
θ (D)−R(f,D)||22, (2) 149
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where LD is then the loss for one fine-tuning150

corpora D. To effectively train G that can ap-151

proximate adversarial robustness for any unseen152

fine-tuning corpus, we will need to optimize such153

loss function not for one but N training corpus154

QQQ={Q1,Q2, ..QN}, resulting in the final objec-155

tive with mean square error (MSE) loss function:156

L =
1

N

∑
Q∈QQQ

LQ (3)157

In this work, we want to evaluate Gf
θ in two predic-158

tion scenarios, namely interpolation and extrapo-159

lation. In (1) interpolation or in-distribution eval-160

uation, we want to validate Gf
θ on a fine-tuning161

corpora that is similar to one of the corpus included162

in QQQ that the model Gf
θ has been trained on. This163

is also the standard evaluation setting in a typical164

machine learning problem. In (2) extrapolation or165

out-of-distribution evaluation, we want to validate166

Gf
θ on a dataset that is very different from corpus167

included in QQQ–e.g., training on sentiment classifi-168

cation datasets and evaluating on a non-sentiment169

dataset such as Q&A or fakenews detection.170

3 Method171

Overview. Our goal is to create a regression dataset172

that includes (1) the features of the several smaller173

datasets and (2) their adversarial robustness–i.e.,174

attack success rate (ASR) of a transformer-based175

model f fine-tuned on each of them. Then, we176

can use regression ML algorithms to predict such177

adversarial robustness and and then analyze the178

influence of those features on the robustness of the179

model. Fig. 2 illustrates the entire framework of180

five sequential phases.181

3.1 Phase 1: Data Preparation.182

Our dataset preparation pipeline starts with set DDD,183

which includes 9 diverse and publicly available184

NLP classification corpus. Different from a typical185

ML problem, in this work, each training example is186

a dataset and not a single text. Hence, we proposed187

a data splitting strategy as shown in Algorithm188

Algorithm 1 Data Preparation Pseudo-code
Input: Set of text corpusDDD, training sample size N
Output: Final datasets QQQ to be used for train-
ing/validation/testing
Initialize: QQQ← ∅, i← 0

1: for corpus d inDDD do
2: Randomly sample Sd

test∈S
3: end for
4: for i in [1..N] do
5: Randomly a sample corpus d fromDDD.
6: Randomly sample Si

train, Si
val from d such that

7: Si
train∩Sd

test=∅; Si
val∩Sd

test=∅; Si
train∩Si

val=∅
8: QQQ←QQQ ∪ (Si

train, S
i
val, S

d
test)

9: end for
10: return QQQ

1. For each text corpus d ∈ DDD, we first randomly 189

sample a test set of size K to be used for calculating 190

the attack success rate–i.e., adversarial robustness, 191

as prediction labels in Phase 3 (Fig. 2) (Alg. 1, 192

Ln. 1–3). To sample one instance in our final 193

dataset, we first randomly pick a text corpus d ∈DDD 194

and randomly sample from it a small train and 195

validation set of size 9 ∗ K and K to achieve a 196

9:1 ratio between train and validation set, then pair 197

them with the fixed test set previously sampled for 198

d (Alg. 1, Ln. 5–7). We repeat such process N 199

(Alg. 1 Ln. 4–8) times to sample N total triplets 200

of non-overlapping train, validation and test sets. 201

3.2 Phase 2: Feature Engineering. 202

This phase extracts a total of 13 features that 203

capture different aspects of each fine-tuning 204

dataset (Fig. 2) for robustness prediction after- 205

wards. The features are categorized into 4 as- 206

pects, namely Embedding Distribution, Label Dis- 207

tribution, Weak Model’s Learnability, and Dataset 208

Statistics. Within each aspect, we develop several 209

quantitative predictive indicators as summarized in 210

Fig. 3. Our goal is to investigate the influence of 211

these features on the adversarial robustness of the 212

fine-tuned transformer-based models. 213

• Embedding Distribution. Inspired by (Yu et al., 214

2018) which shows the influence of input space 215

on the adversarial robustness of transformer-based 216

models, we propose to use several indicators that 217

summarize how closely the included texts are dis- 218

tributed in the embedding space. They are (1) 219

mean distance among classes (MD), (2) Fisher’s 220

discriminant ratio (F), (3) Calinski-Harabasz In- 221

dex (CHI), (4) Davies-Bouldin Index (DBI) and (4) 222

number of clusters (# of clusters). To do this, we 223

use the Universal Sentence Encoding (Cer et al., 224

2018) to encode the sentences in each fine-tuning 225

dataset into embedding vectors. 226
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• Label Distribution. Fine-tuning datasets with227

a skewed or peaked label distribution can lead228

to biased predictions, especially for complex229

transformer-based models that are prone to overfit-230

ting to the majority class and lead to poor general-231

ization. Thus, we adopt several indicators to quan-232

tify the skewness and peakedness of input labels,233

including (1) Pearson Median Skewness (PMS),234

(2) Kurtosis (Kurt). Furthermore, we include the235

number of labels as a feature so that robustness236

prediction may be tailored to specific tasks.237

• Surrogate Model’s Learnability. Inspired by238

(Zhang et al., 2022b), we assume that the predic-239

tive performance of a weak model on the fine-240

tuning dataset can also inform about potential pre-241

dictive biases that will also transfer to transformer-242

based models. We coin this feature Misclassifica-243

tion Rate (MCR). Intuitively, a surrogate model244

with a good predictive performance makes it more245

likely that a fine-tuned transformer-model will also246

achieve similar or even better generalization. Con-247

versely, a surrogate model with a poor predictive248

performance provides a quick sanity check for249

potential biases in the fine-tuning dataset–e.g., in-250

consistent, noisy or skewness in labels, which will251

eventually lead to poor generalization of the fine-252

tuned transformer-based model. Particularly, we253

use a character-based CNN classifier that is smaller254

than a typical transformer-based model as the sur-255

rogate model. Such model is more computation-256

ally efficient during training and inference, and257

more powerful than traditional ML classifiers such258

as Naive Bayes or Decision Tree.259

• Token-Based Statistics. The length of input text,260

and typos affect the robustness of the transformer-261

based model (Jia and Liang, 2017; Sun et al.,262

2020). Hence, we examine the influence of some263

summary statistics of the dataset on the robustness264

of the transformer-based model, namely the (1)265

average number of tokens (avg. # tokens), (2) the266

minimum number of tokens (min # tokens), (3) the267

maximum number of tokens (max # tokens), and268

(4) the number of unique tokens (# unique tokens).269

These statistics reflect the types of texts where a270

fine-tuned transformer-based model has observed271

and thereby informs its performance when dealing272

with unseen, adversarial examples.273

3.3 Phase 3: Extract Adversarial Robustness274

as Regression Labels.275

Phase 3 aims to predict the adversarial robustness276

of the model after fine-tuning the datasets pre-277

Figure 4: Embeddings of two fine-tuning datasets pro-
jected on a 2D space by t-SNE (Van der Maaten and
Hinton, 2008). Dataset with more separated clusters
(right) results in a fine-tuned model that is more vulner-
able to adversarial perturbations.

pared in Phase 1 (Fig. 2). After extracting the 278

features of the fine-tuning data Strain, we fine-tune 279

a transformer-based classifier f(·) on the training 280

dataset Strain and validate on Sval. Then, the ad- 281

versarial robustness of f(·) will be extracted by 282

averaging the attack success rates of four text per- 283

turbation methods used to attack f(·). They include 284

one character-level attacker DeepWordBug (Gao 285

et al., 2018) and three word-level attackers BERT- 286

Attack (Li et al., 2020), PWWS (Ren et al., 2019), 287

and TextFooler (Jin et al., 2020). These four attack- 288

ers are both standard benchmark text perturbation 289

methods in the literature and represent diverse at- 290

tack methods in practice. 291

3.4 Phase 4: Regression Analysis through 292

Adversarial Robustness Estimation. 293

Phase 4 aims to train a regression classifier Gf
θ (·) 294

that inputs the engineered features of a fine-tuning 295

dataset and predict the adversarial robustness, 296

measured by ASR, of a corresponding fine-tuned 297

transformer-based architecture f , for f is either 298

BERT or RoBERTa (Fig. 2). Phase 1, 2 and 3 have 299

provided us with a tabular training dataset total 300

of N data points, each of which contains the engi- 301

neered features of each small fine-tuning dataset 302

Strain and its corresponding ASR on unseen Stest 303

of a fine-tuned transformer-based model. We adopt 304

three popular ML models for predictor Gf
θ , namely 305

Gradient Boosting, Linear Regression and Ran- 306

dom Forest. These predictors are computationally 307

efficient and achieve competitive predictive per- 308

formance compared to advanced deep models on 309

tabular datasets (Grinsztajn et al., 2022). 310

3.5 Phase 5: Evaluation and Analysis. 311

To evaluate and gain meaningful insights into the 312

trained predictor Gf
θ , we report results and carry 313

out analyses as follows. 314

• Runtime: We compare the runtime of our frame- 315

work over conventional adversarial robustness mea- 316
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surement approach which requires both fine-tuning317

a model and generating adversarial examples.318

• Prediction Performance: We evaluate our frame-319

work under two inference scenarios, namely inter-320

polation and extrapolation. Interpolation is the pro-321

cess of estimating ASRs within the domain of ob-322

served data points while extrapolation, conversely,323

is a prediction of ASRs on out-of-domain data. Al-324

though extrapolation evaluation is more challeng-325

ing, it is more practical as we want to evaluate326

how well our regression predictor Gf
θ performs on327

a corpus that it does not see during training.328

• Feature Analysis: We adopt the Permutation Fea-329

ture Importance and Accumulated Local Effects330

technique to estimate and analyze the influence of331

engineered features on Gf
θ ’s ASR predictions–i.e.,332

how their values correlate with the predicted adver-333

sarial robustness, and their importance rankings.334

• Prediction under Adversarial Training: We eval-335

uate our adversarial robustness predictor under ad-336

versarial training setting (Goodfellow et al., 2015).337

Adversarial training is a popular technique that338

helps improve a model’s robustness by training339

a model with additional adversarial perturbations.340

This means that a good predictor Gf
θ is expected341

to consistently output smaller ASRs, and hence342

informing a more robust model, under this setting.343

• Prediction Transferability: Transformer-based344

models are well-known for robustness transferabil-345

ity. To put it another way, their robustness is quite346

the same. Thus, we expect our robustness predictor347

to work on other untrained transformer models at348

an acceptable level.349

• Prediction Consistency: Since ASR is a statisti-350

cal metric, randomness is inevitable. We examine351

whether these statistical labels affect the perfor-352

mance of our robustness prediction.353

4 Related Work354

Adversarial Attacks in NLP. The general frame-355

work for adversarial attacks on a sentence includes356

two steps: (1) choosing which words in the sen-357

tence a target text classifier is most vulnerable to358

and (2) replacing them with a candidate such that359

the prediction label crosses the original prediction.360

Thus, most of the attack methods differ in how they361

come up with new replacements, with the majority362

of them using word-level perturbation strategies363

such as via word-substitution ( (Li et al., 2020; Jin364

et al., 2020; Ren et al., 2019)) or character-level365

attack such as via swapping and deleting charac-366

ters within an original word ( (Gao et al., 2018;367

Li et al., 2018)). While one can choose a set of 368

random words in a sentence to perturb, existing 369

works also propose several optimization schemes 370

such as greedy search or genetic algorithm to select 371

the optimal words to perturb and also their replace- 372

ments. Although these mechanisms help maximize 373

the changes in the target classifier’s behaviors while 374

still preserving the sentence’s original semantic 375

meaning, the fact that they work with discrete NLP 376

domain induces a substantial additional computa- 377

tional cost due to the need to continuously ping 378

the target model for fine-tuning their perturbations, 379

often on one token at a time. 380

Interpreting the Adversarial Robustness of Mod- 381

els. There have been a few existing works that 382

find and study different factors that affect the ad- 383

versarial robustness of deep-learning models. For 384

example, (Zhang et al., 2022a) claimed that a lack 385

of model robustness is caused by non-robust fea- 386

tures. As a result, they improved text classification 387

models by including a bottleneck layer in their ar- 388

chitectures to eliminate the effects of low-quality 389

features. Moreover, (Han et al., 2022) attributed 390

the non-robust transformer models to outliers, and 391

presented a resilient framework called transformer- 392

RKDE by replacing the dot-product attention with 393

attention deriving from robust kernel density es- 394

timators. In addition to these works that focus 395

more on model architectures, works such as (Jia 396

and Liang, 2017) focused more on drawing the re- 397

lationship between specific linguistic patterns and 398

the adversarial robustness, but only on unseen test 399

sentences during inference. Distinguished from 400

these works, we emphasize and analyze the role 401

of the fine-tuning dataset during model training on 402

adversarial robustness and isolate the effects of the 403

model architecture and inference inputs. 404

5 Experiment Setup 1 405

Datasets. We include 9 diverse publicly avail- 406

able classification corpus in the set DDD, namely AG 407

News (Zhang et al., 2015), Amazon Reviews Full, 408

Amazon Reviews Polarity (Keung et al., 2020), 409

DBpedia (Lehmann et al., 2015), Yahoo Answers, 410

Yelp Reviews Full, Yelp Reviews Polarity (Zhang 411

et al., 2015), Banking77 (Casanueva et al., 2020), 412

and Tweet Eval Review (Barbieri et al., 2020) 413

Target Models. We focus on studying the ad- 414

versarial robustness of encoder-only transformer 415

model BERT (Kenton and Toutanova, 2019) and 416

1We refer the readers to the supplementary materials for
implementation and reproducibility details.
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METRIC INTERPOLATION EXTRAPOLATION
B

E
R

T

RMSE↓ 0.055± 0.000 0.063± 0.001
R2↑ 0.904± 0.005 0.885± 0.033
MAE↓ 0.037± 0.000 0.045± 0.000
EVS↑ 0.907± 0.005 0.908± 0.021
MAPE↓ 0.071± 0.000 0.102± 0.004

R
oB

E
R

Ta

RMSE↓ 0.031± 0.000 0.061± 0.001
R2↑ 0.972± 0.000 0.900± 0.019
MAE↓ 0.025± 0.000 0.044± 0.000
EVS↑ 0.972± 0.000 0.922± 0.010
MAPE↓ 0.048± 0.000 0.095± 0.004

E
L

E
C

T
R

A RMSE↓ 0.070± 0.001 0.073± 0.000
R2↑ 0.686± 0.490 0.864± 0.007
MAE↓ 0.047± 0.000 0.039± 0.000
EVS↑ 0.729± 0.326 0.870± 0.005
MAPE↓ 0.084± 0.003 0.077± 0.000

G
PT

2

RMSE↓ 0.025± 0.000 0.078± 0.000
R2↑ 0.890± 0.106 0.794± 0.005
MAE↓ 0.022± 0.000 0.051± 0.000
EVS↑ 0.913± 0.049 0.801± 0.005
MAPE↓ 0.030± 0.000 0.009± 0.000

BA
R

T

RMSE↓ 0.028± 0.000 0.068± 0.001
R2↑ 0.995± 0.001 0.813± 0.019
MAE↓ 0.022± 0.000 0.036± 0.000
EVS↑ 0.960± 0.001 0.822± 0.017
MAPE↓ 0.036± 0.000 0.076± 0.001

Table 1: ASR results (mean±std) on different
transformer-based models using Random Forest. Full
results for Gradient Boosting (GB) and Linear Regres-
sion (LR) are presented in Table 3 (Appendix)

RoBERTa (Liu et al., 2019), which are often the417

standard baseline for text classification tasks. More-418

over, we also report experiment results on decoder-419

only GPT2 (Radford et al., 2019), encoder-decoder420

BART (Lewis et al., 2019) transformer models,421

and ELECTRA (Clark et al., 2020), which is an422

encoder-only model but trained with an additional423

discriminator.424

Interpolation and Extrapolation Evaluation. For425

interpolation, we employ overlapped k-fold cross-426

validation of 80%:20% split and with k=200 to427

train and validate our framework on QQQ. For ex-428

trapolation, data points are split based on their429

original dataset. For example, we have a list430

of datasets Dl and split them into three sets D1,431

D2, and D3 such that Dl =
⋃
{D1,D2,D3} and432

∅ =
⋂

i,j∈{1,2,3} and i ̸=j{Di,Dj} for training, vali-433

dation and testing purposes, and to be more specific,434

|D1| = 5, |D2| = 2, and |D3| = 2. The train, val,435

and test sets of the extrapolation prediction include436

the data points respectively sampled from datasets437

in D1, D2, and D3. With this strategy, the train,438

val, and test sets have different contexts and ranges439

which are useful for extrapolation testing purposes.440

Evaluation Metrics. We employ standard evalua-441

Figure 5: Our framework significantly improve running
time, be it 30× to 193× faster than traditional methods
with Model Fine-Tuning+Adversarial Generation steps.

tion metrics of regression prediction problems in- 442

cluding root mean square error (RMSE), R squared 443

(R2), mean absolute error and percentage error 444

(MAE, MAPE), explained variance score (EVS). 445

6 Results, Analyses, and Discussions 2 446

Finding 1: Fine-tuning data have a strong corre- 447

lation with Model Robustness. Table 1 shows the 448

results of ASRs under both interpolation and extrap- 449

olation settings. Random Forest predictor achieves 450

the best results, followed by Gradient Boosting 451

and Linear Regression in most cases except for ex- 452

trapolation prediction on RoBERTa. Regarding to 453

MAE, Random Forest scores are as low as 0.025 454

and 0.037 for interpolation prediction on BERT 455

and RoBERTa. It also achieves reasonable extrapo- 456

lation prediction with MAE of only around 0.045 457

and 0.044 on BERT and RoBERTa. Requiring only 458

one initial training, our framework shows to be ef- 459

fective at benchmarking the adversarial robustness 460

of BERT and RoBERTa with only a lightweight 461

Random Forest predictor. 462

Finding 2: Embedding distribution and token- 463

based statistics features are among the most influ- 464

ential indicators of adversarial robustness. Find- 465

ing 1 demonstrates that our engineered features are 466

highly informative about the fine-tuned model’s 467

robustness. Fig. 6 further summarizes the order 468

of influence of each feature in the case of Random 469

Forest, which is the best regression predictor we 470

found in Finding 1. We only show features that 471

have an average influence score twice greater than 472

their variance. 473

Overall, embedding distribution and token-based 474

statistics are two groups of most influential fea- 475

tures. In interpolation, CHI, FR, and # of unique 476

tokens have a significant influence on the adversar- 477

ial robustness of BERT (Fig. 6a), whereas such 478

feature set of RoBERTa also includes MD (Fig. 479

2We refer the readers to section Discussion in supplemen-
tary materials for further discussion.
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(a) Interpolation-BERT (b) Interpolation-RoBERTa (c) Extrapolation-BERT (d) Extrapolation-RoBERTa

Figure 6: Importance of the best Random Forest regression model’s most important features in predicting ASRs of
BERT and RoBERTa in interpolation and extrapolation setting.

METRIC BERT Distil-BERT RoBERTa Distil-RoBERTa
RMSE↓ 0.070 0.100 0.061 0.072
R2↑ 0.806 0.621 0.782 0.740
MAE↓ 0.045 0.075 0.052 0.049
EVS↑ 0.812 0.790 0.918 0.760
MAPE↓ 0.145 0.173 0.139 0.109

Table 2: We train on the robustness of 3 models and test
on the remaining one to test the transferability between
transformer models of robustness predictor. The top row
indicates the model to be tested.

6b). We also observe a similar pattern in predicting480

the adversarial robustness of BERT (Fig. 6c) and481

RoBERTa (Fig. 6d) in extrapolation prediction.482

Finding 3: CHI, FR, # unique tokens and #483

classes have clear correlations with ASR. Fig. 7484

provides the correlation between notable features485

discussed in Finding 2 and how they influence the486

ASR prediction on average. These results show487

that the distances among classes in the embed-488

ding space–i.e., class separation sub-group (Fig.489

3), are highly indicative of the adversarial robust-490

ness of the fine-tuned models. When the embed-491

ding among classes disperses in the space and is492

not concentrated, FR feature has a low value and493

CHI feature has a high value, which correlates to494

a greater robustness against adversarial examples.495

The opposite also holds as well, as illustrated in496

Fig. 4. Furthermore, token-based statistics of the497

dataset such as # of unique tokens and # of classes498

also contribute to the influence on adversarial ro-499

bustness. As # of classes increases, the embedding500

space becomes denser and clusters among predic-501

tion labels show more overlaps, the less robustness502

observed in the fine-tuned models. Moreover, a503

large # of unique tokens often informs a diverse504

fine-tuning dataset, which makes the pre-trained505

transformer-based models more generalizable and506

hence more difficult to attack.507

Error Analysis. 3 The top three error-inducing fea-508

3We refer the readers to experiment setup for error analysis
in supplementary materials.

tures in ASR prediction are DBI, # of classes, and 509

MR. Unlike MD, FDR, and CHI, DBI lacks robust- 510

ness and fails to accurately represent embedding 511

concentration because it is based on the distance to 512

the nearest cluster compared to the original cluster. 513

While increasing class count complicates decision 514

boundaries, adversarial attacks exploit local rather 515

than global classification patterns, thus the number 516

of classes does not directly impact model robust- 517

ness. CNN calculates the misclassification rate 518

(MR) of the surrogate model, leveraging its focus 519

on local structures, whereas the transformer model 520

relies on global dependencies. Consequently, in 521

some cases, while the MR of CNN may vary sig- 522

nificantly, the transformer’s adversarial robustness 523

remains relatively consistent. 524

7 Another Tool for Robustness Analysis 525

The proposed attempt saves significant runtime 526

in estimating adversarial robustness with reason- 527

able accuracy. The execution time of our approach 528

and traditional approach which requires both fine- 529

tuning a transformer model and generating adver- 530

sarial examples essentially increases linearly over 531

the amount of train data. Moreover, the time re- 532

quired for feature extraction and inference using 533

our method is very close to the time taken to fine- 534

tune transformer-based models. 535

However, the advantage of our method lies in 536

skipping the adversarial example generation of four 537

attacking methods used for evaluating adversarial 538

robustness, making our inference time 30x–193x 539

faster than the traditional approach when evaluating 540

adversarial robustness on 100 examples (Fig. 5). 541

Thanks to the accurate predictions discussed in 542

Finding 1 of Section 6 and fast runtime speed, our 543

framework can be used as a additional tool for 544

quickly pinpointing adversarial robustness. 545

Generalization between transformer-based text 546

classifiers. We perform robustness predictor train- 547

ing on 3 models and test on the remaining one. The 548

7



Figure 7: CHI, FR, # of tokens, and # of classes (top to bottom) show clear correlation patterns with ASRs.

Figure 8: ASR Prediction for BERT and RoBERTa with
and without adversarial training in both interpolation
and extrapolation.

results of Table 2 show that R2 and RMSE range549

from 0.62-0.81 and 0.06-0.10, respectively. This550

indicates the transferability between transformer-551

based text classifiers of our robustness predictor.552

Support adversarial training. We perform adver-553

sarial robustness prediction ability of the best per-554

forming Random Forest predictor in the case of555

adversarial training. Specifically, we predict the556

robustness of BERT and RoBERTa on a fine-tuning557

dataset that includes both original and perturbed558

texts. Fig. 8 summarizes the results. We observe559

that our Random Forest framework consistently 560

outputs lower ASRs, thus informing more robust 561

BERT and RoBERTa models under both interpola- 562

tion and extrapolation. This shows that our engi- 563

neered features can capture nuanced changes in the 564

text embedding space of the fine-tuning datasets 565

and inform the Random Forest predictor to respond 566

accordingly even without observing any adversarial 567

examples during training. 568

Robustness to statistical randomness. Because 569

ASR is a statistical metric; inevitably, the robust- 570

ness predictor itself is not robust to randomness. 571

Evaluations for the prediction of Random Forest in 572

Table 1 also show its consistency in that results just 573

vary from 0.00-0.01 and 0.00-0.03 in interpolation 574

and extrapolation settings. 575

8 Conclusion 576

In this paper, we pioneer an attempt to correlate 577

the adversarial robustness of transformer models 578

fine-tuned on new, unseen datasets. By training 579

a lightweight regression predictor on a novel tax- 580

onomy of 13 features of a fine-tuning dataset, we 581

empirically demonstrate that our framework can 582

effectively predict the model robustness in both 583

interpolation and extrapolation settings with a sig- 584

nificant speedup in runtime. In addition, we show 585

that embedding and dataset statistics are impor- 586

tant factors affecting the adversarial robustness of 587

transformer-based models. 588
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Limitations589

Our paper mainly focuses on encoder-only trans-590

former models, i.e. BERT and RoBERTa, and591

leaves the investigations of other types of trans-592

former models, such as encoder-decoder and593

decoder-only models, for future works. Although594

we try our best to demonstrate that our robustness595

evaluation toolkit can be used in practice, there are596

still limitations in the way we design experiments.597

One of such is that the process of fine-tuning a598

target transformer model does not take too much599

time and can be incorporated as additional signals600

to our algorithm. Such signals may help improve601

the performance of the robustness prediction per-602

formance and still ensure fast runtime. However,603

this approach will introduce confounding factors4,604

and hence cannot help fully interpret the influence605

of fine-tuning data on model robustness, which is606

the main focus of this work.607

This research direction, like any other “first608

work”, is in its infancy. Its novelty will come with609

early limitations that cannot be fully resolved in610

one single work, and thus call for further inves-611

tigations from the community. At this stage, in612

practice, we recommend this as an additional fast613

interpretable toolkit to understand and evaluate the614

robustness of transformer models.615
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intent detection with dual sentence encoders. In Pro-629
ceedings of the 2nd Workshop on Natural Language630
Processing for Conversational AI, pages 38–45, On-631
line. Association for Computational Linguistics.632

Daniel Cer, Yinfei Yang, Sheng-yi Kong, Nan Hua,633
Nicole Limtiaco, Rhomni St John, Noah Constant,634
Mario Guajardo-Cespedes, Steve Yuan, Chris Tar,635
et al. 2018. Universal sentence encoder. arXiv636
preprint arXiv:1803.11175.637

4We refer the readers to the supplementary materials for
further discussion about confounding factors

Kevin Clark, Minh-Thang Luong, Quoc V Le, and 638
Christopher D Manning. 2020. Electra: Pre-training 639
text encoders as discriminators rather than generators. 640
arXiv preprint arXiv:2003.10555. 641

Jacob Devlin, Ming-Wei Chang, Kenton Lee, and 642
Kristina Toutanova. 2018. BERT: pre-training of 643
deep bidirectional transformers for language under- 644
standing. CoRR, abs/1810.04805. 645

Ji Gao, Jack Lanchantin, Mary Lou Soffa, and Yanjun 646
Qi. 2018. Black-box generation of adversarial text 647
sequences to evade deep learning classifiers. In 2018 648
IEEE Security and Privacy Workshops (SPW), pages 649
50–56. IEEE. 650

Ian J Goodfellow, Jonathon Shlens, and Christian 651
Szegedy. 2015. Explaining and harnessing adversar- 652
ial examples. In International Conference on Learn- 653
ing Representations. 654

Léo Grinsztajn, Edouard Oyallon, and Gaël Varoquaux. 655
2022. Why do tree-based models still outperform 656
deep learning on typical tabular data? Advances in 657
Neural Information Processing Systems, 35:507–520. 658

Xing Han, Tongzheng Ren, Tan Minh Nguyen, Khai 659
Nguyen, Joydeep Ghosh, and Nhat Ho. 2022. Robus- 660
tify transformers with robust kernel density estima- 661
tion. arXiv preprint arXiv:2210.05794. 662

Robin Jia and Percy Liang. 2017. Adversarial exam- 663
ples for evaluating reading comprehension systems. 664
In Proceedings of the 2017 Conference on Empiri- 665
cal Methods in Natural Language Processing, pages 666
2021–2031, Copenhagen, Denmark. Association for 667
Computational Linguistics. 668

Di Jin, Zhijing Jin, Joey Tianyi Zhou, and Peter 669
Szolovits. 2020. Is bert really robust? a strong base- 670
line for natural language attack on text classification 671
and entailment. Proceedings of the AAAI Conference 672
on Artificial Intelligence, 34(05):8018–8025. 673

Jacob Devlin Ming-Wei Chang Kenton and Lee Kristina 674
Toutanova. 2019. Bert: Pre-training of deep bidirec- 675
tional transformers for language understanding. In 676
Proceedings of NAACL-HLT, volume 1, page 2. 677

Phillip Keung, Yichao Lu, György Szarvas, and Noah A 678
Smith. 2020. The multilingual amazon reviews cor- 679
pus. arXiv preprint arXiv:2010.02573. 680

Jens Lehmann, Robert Isele, Max Jakob, Anja Jentzsch, 681
Dimitris Kontokostas, Pablo N Mendes, Sebastian 682
Hellmann, Mohamed Morsey, Patrick Van Kleef, 683
Sören Auer, et al. 2015. Dbpedia–a large-scale, mul- 684
tilingual knowledge base extracted from wikipedia. 685
Semantic web, 6(2):167–195. 686

Mike Lewis, Yinhan Liu, Naman Goyal, Marjan 687
Ghazvininejad, Abdelrahman Mohamed, Omer Levy, 688
Ves Stoyanov, and Luke Zettlemoyer. 2019. Bart: De- 689
noising sequence-to-sequence pre-training for natural 690
language generation, translation, and comprehension. 691
arXiv preprint arXiv:1910.13461. 692

9

https://doi.org/10.18653/v1/2020.findings-emnlp.148
https://doi.org/10.18653/v1/2020.findings-emnlp.148
https://doi.org/10.18653/v1/2020.findings-emnlp.148
https://doi.org/10.18653/v1/2020.findings-emnlp.148
https://doi.org/10.18653/v1/2020.findings-emnlp.148
https://doi.org/10.18653/v1/2020.nlp4convai-1.5
https://doi.org/10.18653/v1/2020.nlp4convai-1.5
https://doi.org/10.18653/v1/2020.nlp4convai-1.5
http://arxiv.org/abs/1810.04805
http://arxiv.org/abs/1810.04805
http://arxiv.org/abs/1810.04805
http://arxiv.org/abs/1810.04805
http://arxiv.org/abs/1810.04805
https://doi.org/10.18653/v1/D17-1215
https://doi.org/10.18653/v1/D17-1215
https://doi.org/10.18653/v1/D17-1215
https://doi.org/10.1609/aaai.v34i05.6311
https://doi.org/10.1609/aaai.v34i05.6311
https://doi.org/10.1609/aaai.v34i05.6311
https://doi.org/10.1609/aaai.v34i05.6311
https://doi.org/10.1609/aaai.v34i05.6311


Jinfeng Li, Shouling Ji, Tianyu Du, Bo Li, and Ting693
Wang. 2018. Textbugger: Generating adversarial694
text against real-world applications. arXiv preprint695
arXiv:1812.05271.696

Linyang Li, Ruotian Ma, Qipeng Guo, Xiangyang Xue,697
and Xipeng Qiu. 2020. BERT-ATTACK: Adversar-698
ial attack against BERT using BERT. In Proceed-699
ings of the 2020 Conference on Empirical Methods700
in Natural Language Processing (EMNLP), pages701
6193–6202, Online. Association for Computational702
Linguistics.703

Yinhan Liu, Myle Ott, Naman Goyal, Jingfei Du, Man-704
dar Joshi, Danqi Chen, Omer Levy, Mike Lewis,705
Luke Zettlemoyer, and Veselin Stoyanov. 2019.706
Roberta: A robustly optimized bert pretraining ap-707
proach. arXiv preprint arXiv:1907.11692.708

Claudia Malzer and Marcus Baum. 2020. A hybrid709
approach to hierarchical density-based cluster selec-710
tion. In 2020 IEEE international conference on mul-711
tisensor fusion and integration for intelligent systems712
(MFI), pages 223–228. IEEE.713

Xiaofeng Mao, Gege Qi, Yuefeng Chen, Xiaodan Li,714
Ranjie Duan, Shaokai Ye, Yuan He, and Hui Xue.715
2022. Towards robust vision transformer. In Pro-716
ceedings of the IEEE/CVF Conference on Computer717
Vision and Pattern Recognition, pages 12042–12051.718

Ambar Pal, Jeremias Sulam, and René Vidal. 2023. Ad-719
versarial examples might be avoidable: The role of720
data concentration in adversarial robustness. arXiv721
preprint arXiv:2309.16096.722

Alec Radford, Jeff Wu, Rewon Child, David Luan,723
Dario Amodei, and Ilya Sutskever. 2019. Language724
models are unsupervised multitask learners.725

Shuhuai Ren, Yihe Deng, Kun He, and Wanxiang Che.726
2019. Generating natural language adversarial ex-727
amples through probability weighted word saliency.728
In Proceedings of the 57th annual meeting of the as-729
sociation for computational linguistics, pages 1085–730
1097.731

Davinia Rodríguez Cardona, Antje Janssen, Nadine732
Guhr, Michael H Breitner, and Julian Milde. 2021.733
A matter of trust? examination of chatbot usage in734
insurance business.735

B Sanz-Urquijo, E Fosch-Villaronga, and M Lopez-736
Belloso. 2022. The disconnect between the goals737
of trustworthy ai for law enforcement and the eu738
research agenda. AI and Ethics, pages 1–12.739

Chenglei Si, Zhengyan Zhang, Fanchao Qi, Zhiyuan740
Liu, Yasheng Wang, Qun Liu, and Maosong Sun.741
2021. Better robustness by more coverage: Ad-742
versarial and mixup data augmentation for robust743
finetuning. In Findings of the Association for Com-744
putational Linguistics: ACL-IJCNLP 2021, pages745
1569–1576.746

Lichao Sun, Kazuma Hashimoto, Wenpeng Yin, Akari 747
Asai, Jia Li, Philip Yu, and Caiming Xiong. 2020. 748
Adv-bert: Bert is not robust on misspellings! gen- 749
erating nature adversarial samples on bert. arXiv 750
preprint arXiv:2003.04985. 751

Laurens Van der Maaten and Geoffrey Hinton. 2008. 752
Visualizing data using t-sne. Journal of machine 753
learning research, 9(11). 754

Fuxun Yu, Chenchen Liu, Yanzhi Wang, Liang Zhao, 755
and Xiang Chen. 2018. Interpreting adversarial ro- 756
bustness: A view from decision surface in input space. 757
arXiv preprint arXiv:1810.00144. 758

Cenyuan Zhang, Xiang Zhou, Yixin Wan, Xiaoqing 759
Zheng, Kai-Wei Chang, and Cho-Jui Hsieh. 2022a. 760
Improving the adversarial robustness of nlp mod- 761
els by information bottleneck. arXiv preprint 762
arXiv:2206.05511. 763

Xiang Zhang, Junbo Zhao, and Yann LeCun. 2015. 764
Character-level convolutional networks for text classi- 765
fication. Advances in neural information processing 766
systems, 28. 767

Yunxiang Zhang, Liangming Pan, Samson Tan, and Min- 768
Yen Kan. 2022b. Interpreting the robustness of neural 769
nlp models to textual perturbations. In Findings of 770
the Association for Computational Linguistics: ACL 771
2022, pages 3993–4007. 772

10

https://doi.org/10.18653/v1/2020.emnlp-main.500
https://doi.org/10.18653/v1/2020.emnlp-main.500
https://doi.org/10.18653/v1/2020.emnlp-main.500
https://api.semanticscholar.org/CorpusID:160025533
https://api.semanticscholar.org/CorpusID:160025533
https://api.semanticscholar.org/CorpusID:160025533


A Reproducibility773

A.1 Notations774

Following are the symbols used throughout our775

work.776

• X : embedding space777

• X: input sentence778

• Y: labels779

• N : total number of samples in train data780

• Cn: naive classifier781

• T : a data set with pairs of a text and a label,782

(x, y)783

• T : tokenizer784

• M: NLP classifier785

• A: attack success rate786

• F : features of train data787

• P: ASR predictor788

A.2 Feature Engineering789

Embedding Distribution. While the mean dis-790

tance between classes, Fisher’s discriminant ratio,791

and Calinski-Harabasz Index based on the labels792

of the inputs are used to measure the separation793

between classes, the number of clusters and the794

Davies-Bouldin Index is used to measure the den-795

sity or sparseness of the embedding space. For796

mapping input text into multidimensional space,797

we use a pre-trained transformer-based Universal798

Sentence Encoder (Cer et al., 2018).799

■ Regrading indicators for class separation, let de-800

note the vectors mapped from input sentences to801

an embedding space by the Universal Sentence En-802

coder (Cer et al., 2018) X = {xi}Ni=1, xi ∈ R1×512803

and Y = {yi}Ni=1 are their labels. Vectors with the804

same label will be classified into the same clusters.805

C = {Ci, Ni,mi}Ki=1 is an array of clusters in the806

embedding space where Ci, Ni, and mi are a set of807

indexes in the ith cluster, the number of vectors of808

the ith cluster, and the center of the ith cluster re-809

spectively. K is the number of clusters or possible810

labels in the training dataset. Since mi is the center811

of the ith cluster, the following formula holds:812

mi =
1

Ni

∑
j∈Ci

xj813

Similarly, {C,N,m} represents the cluster cov- 814

ering all vectors, the number of vectors, and the 815

global centroid. Hence, we have, 816

m =
1

N

∑
j∈C

xj 817

Let denote ri, r, dij the average distance between 818

each point of the ith cluster and the centroid of 819

that cluster, also known as cluster diameter or intra- 820

cluster distance, the global diameter and the dis- 821

tance between ith and jth cluster centroids, also 822

known as inter-cluster distance. 823

ri =
1
Ni

∑
i∈Ci

(xi −mi)(xi −mi)
T

r = 1
N

∑
i∈C

(xi −m)(xi −m)T

dij = (mi −mj)(mi −mj)
T

824

The formulas for the Mean Distance between 825

classes, Fisher’s Discriminant Ratio, and Calinski- 826

Harabasz Index are expressed as follows: 827

• Mean Distance between classes (MD): This 828

indicator calculates the average distance be- 829

tween the means of different classes in the 830

input space. A larger value indicates that the 831

means of different classes are further apart, 832

which implies a higher degree of separation 833

between classes. 834

MD = 2×

∑
i,j

dij

N(N − 1)
835

• Fisher’s Discriminant Ratio (FDR): This met- 836

ric measures the ratio of the variance between 837

classes to the variance within classes. A larger 838

value indicates a higher degree of separation 839

between classes. 840

FR =
SB

SW
, 841

where 842

SW =

K∑
i=1

Si

Si =
∑

Ni × ri

SB =
K∑
k=1

Nk(mk −m)(mk −m)T

843

• Calinski-Harabasz Index (CHI): The Calinski- 844

Harabasz index also known as the Variance 845

Ratio Criterion, is the ratio of the sum 846

of between-clusters dispersion and of inter- 847

cluster dispersion for all clusters, the higher 848
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the score , the better the performances.849

CHI =
SW

SB
× N −K

K − 1
850

We next describe in detail the formula for the fea-851

tures listed in Fig. 3. Features are divided into 4852

main groups, namely Embedding, Distribution of853

Labels, Learning Ability of a Surrogate Model, and854

Dataset Statistics.855

■ For the indicators for clustering, the notations856

are the same as the case for class separation except857

that the vectors are clustered based on the HDB-858

SCAN (Malzer and Baum, 2020) algorithm instead859

of being based on their labels. Hence, K now is the860

number of clusters obtained from the HDBSCAN861

(Malzer and Baum, 2020) algorithm.862

• Number of clusters: This indicates how vectors in863

the high-dimensional space are distributed. The864

are K clusters of vectors.865

• Davies-Bouldin Index (DBI): The score is defined866

as the average similarity measure of each cluster867

with its most similar cluster, where similarity is868

the ratio of within-cluster distances to between-869

cluster distances. Thus, clusters which are farther870

apart and less dispersed will result in a better score.871

The minimum score is zero, with lower values872

indicating better clustering. The Davis-Bouldin873

Index is defined as:874

DBI =
1

k

k∑
i=1

max
i ̸=j

Rij ,875

where876

Rij =
ri + rj
dij

877

Label Distribution. Let denote Y as a random878

variable representing possible labels in the train879

dataset Strain.880

• Pearson Median Skewness (PMS): The sign indi-881

cates the direction of the skewness. The coefficient882

compares the distribution of the sample to that of883

a normal distribution. The greater the value, the884

greater the deviation from the normal distribution.885

A value of 0 denotes that there is no skewness at886

all. A big negative value indicates that the distri-887

bution is skewed. A high positive value indicates888

that the distribution is biased to the right.889

PMS=
3(Ȳ −Md)

s
,890

where Ȳ , Md, and s are respectively mean, me-891

dian, and variance of the distribution of labels.892

• Kurtosis (Kurt): Kurtosis is a measure of the 893

peakedness or flatness of a distribution. A dis- 894

tribution with kurtosis equal to 3 is considered to 895

be mesokurtic (i.e., having a normal distribution), 896

while a distribution with kurtosis greater than 3 is 897

considered to be leptokurtic (i.e., having a sharper 898

peak and fatter tails) and a distribution with kurto- 899

sis less than 3 is considered to be platykurtic (i.e., 900

having a flatter peak and thinner tails). 901

Kurt =
E
[
(Y − Ȳ)4

]
(E[(Y − Ȳ)2])2

902

Surrogate Model’s Learnability. 903

• Misclassification Rate (MCR): We create a naive 904

classifier Cn : X → Y that turns text, X , into pre- 905

dicted classes, Y , and analyze the performance of 906

this classifier because we think misclassification is 907

related to its robustness. (Sun et al., 2020) shows 908

that typos affect the robustness of the transformer- 909

based model, so we choose the character-based 910

CNN (Zhang et al., 2015) model for Cn because 911

it can exploit character-level properties. Suppose 912

classfier Cn turns a set T of text xi with true class 913

yi into a predicted class ŷi = Cn(xi). Misclassifi- 914

cation Rate is expressed by the following formula: 915

MCR =
|{ŷi ̸= yi|(xi, yi) ∈ T}|

|T |
916

Token-Based Statistics. We use a tokenizer T , 917

namely Bert-base-cased tokenizer (Devlin et al., 918

2018), to convert a sentence into an array of tokens. 919

The notation X is a text set in the training dataset 920

Strain. Tokenizer T converts each text xi ∈ X into 921

a list of Mi tokens {tij}Mi
j=1, T : ti → {tij}Ni

j=1. 922

Denote Y the collection of lists of tokens, so T 923

turns X into Y . The formulas for those syntactic 924

features are illustrated as followings: 925

Avg. # tokens =
1

|X|

|X|∑
i=1

Mi

# unique tokens = |{t|t ∈ ∪|X|
i=1{tij}

Mi
j=1

& t exists once}|

Min # tokens = min({Mi}|X|
i=1)

Max # tokens = max({Mi}|X|
i=1)

(4) 926

In addition, the total number of classes is number 927

of possible classes of dataset D from which the sub- 928

dataset Strain is sampled 929
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A.3 Evaluation Metrics930

Denote Â and A the predicted ASR made by P931

and the actual ASR. The metrics we use to evaluate932

ASR predictors include the followings:933

• Root Mean Squared Error (RMSE): This is the934

square root of the mean square error (MSE), the935

average of the squared differences between the936

predicted values and the actual values.937

RMSE =

√√√√∑N
i=1

(
Ai − Âi

)2

N
, (5)938

where N is the number of predicted values.939

• Mean Absolute Error (MAE): This is the average940

of the absolute differences between the predicted941

values and the actual values. It is less sensitive942

to outliers than MSE, but may not penalize large943

errors as heavily.944

MAE =
1

N

N∑
i=1

∣∣∣Ai − Âi

∣∣∣ (6)945

• R-squared (R2): This is measured by the ratio946

between the mean squared error of a regression947

model and the variance of the target variable. It948

ranges from 0 to 1, with higher values indicating949

better performance.950

R2 = 1−
∑N

i=1(Ai − Âi)
2∑N

i=1(Ai − Ā)2
, (7)951

where Ā =
∑N

i=1 Ai

N952

• Mean Absolute Percentage Error (MAPE): This is953

the average of the absolute percentage differences954

between the predicted values and the actual values.955

It is commonly used in forecasting applications.956

MAPE =
1

N

N∑
i=1

∣∣∣∣∣Ai − Âi

Ai

∣∣∣∣∣ (8)957

• Explained Variance Score (EVS): This is the pro-958

portion of variance in the target variable that is959

explained by the model relative to the total vari-960

ance. It ranges from 0 to 1, with higher values961

indicating better performance.962

EV S = 1− V ar(A− Â)

V ar(A)
(9)963

A.4 Experiment Setup964

Hardware Specifications. We use one GPU965

NVIDIA RTX A6000 and 32 CPUs AMD Ryzen966

Threadripper PRO 5975WX 32-Cores for our ex-967

periment.968

A.5 Error Analysis 969

We examine how features impact error in ASR pre- 970

diction. Initially, we employ the Random Forest 971

model to predict ASR for test samples. Subse- 972

quently, test samples exhibiting errors surpassing 973

the 70th percentile are categorized as False; oth- 974

erwise, they are labeled as True. Then, logistic 975

regression is applied to distinguish outlier test sam- 976

ples. Ultimately, the absolute magnitude of param- 977

eter weights from the logistic regression model is 978

utilized to gauge feature significance. Essentially, 979

these parameter weights indicate the degree of error 980

influencing ASR prediction. 981

Sampling Datapoints. 982

The dataset list, Dl, that we have used includes 983

AG News, Amazon Review Full, Amazon Review 984

Polarity, DPedia, Yahoo Answers, Yelp Review 985

Full, Amazon Review Polarity, Banking 77, Emoji- 986

TweetEval. In Dl, we divided the datasets into two 987

groups: Da = { AG News, Amazon Review Full, 988

Amazon Review Polarity, DPedia, Yahoo Answers, 989

Yelp Review Full, Amazon Review Polarity } and 990

Db = { Banking 77, Emoji-TweetEval }. The 991

datasets in Da have label counts of 2, 4, 5, 10, 992

and 14 and are confined to a few settings, such 993

as Yelp reviews, news articles, Yahoo inquiries, 994

etc while those in Db are 77 and 22. Due to the 995

lack of diversity within each group of label counts, 996

datasets in Da are kept, whereas datasets in Db 997

are slightly adjusted to boost contextual variety for 998

each group of label count. When a sub-dataset 999

(Si
train, S

i
val, S

d
test) in QQQ introduced in Algorithm 1 1000

is sampled, if it is in the Db, the number of classes 1001

of that sub-dataset will also be randomly converted 1002

to 2, 4, 5, 10, or 14. For example, to convert a 1003

22-label Emoji-TweetEval dataset into a 4-label 1004

dataset, the labels from 1 to 5, from 5 to 10, from 11 1005

to 15, and from 16 to 20 will be converted into the 1006

new labels 1, 2, 3, 4, while samples with residual 1007

labels 21, 22 will be discarded. 1008

After that, we sampled 500 data points of train 1009

data features and attack success rates in 72 hours. 1010

BERT and ROBERTA hyperparameters. The 1011

tokenizer has a maximum length of 512 words. The 1012

learning rate, weight decay, and warmup step are 1013

5e-4, 0.01, and 500, respectively. We train 5 epochs 1014

in that, from our observations, it is enough for the 1015

model to converge and get good inference results 1016

on the test dataset. 1017

Character-level CNN. A tokenizer converts each 1018

character in a sentence into a one-hot vector in this 1019
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model. It can only be 1024 characters long. There1020

are six CNN layers, the kernel size of the first one1021

and the five following are 3 and 7 respectively. The1022

first and final CNN layer is followed by a 3 kernel1023

size 1D pooling layer.1024

HDBSCAN. The minimum cluster size is five. The1025

metric is Euclidean.1026

Gradient Boosting Regressor. The learning rate,1027

maximum bin, and number of estimators are 0.05,1028

400, and 5000, respectively.1029

B Discussion1030

B.1 Confounding Factors1031

In this work, we assume two main factors (vari-1032

ables) that affect adversarial robustness: training1033

data and a model’s architecture. Most existing1034

works analyze a model’s adversarial robustness af-1035

ter it has been fine-tuned on the training data, thus1036

mixing the two factors, making the analysis of how1037

much training data (alone) correlates with adver-1038

sarial robustness difficult. Thus, in this work, we1039

separate the two factors and focus only on using1040

training data as the input to measure the adversar-1041

ial robustness for a specific model’s architecture1042

without fine-tuning such a model (fixed second1043

variable–i.e., model architecture, and vary the first1044

variable–i.e., training data).1045

Another possible confounding factor that affects1046

both the training data and a model’s adversarial ro-1047

bustness is the label and data curation process. For1048

example, some malicious actors might intentionally1049

poison the training data to affect the training fea-1050

tures, labels, and a model’s adversarial robustness.1051

We assume that all of our training data is clean (we1052

use official, published sources of all datasets) and1053

we do not expect any confounding factors might1054

affect our analysis.1055

There might be other confounding factors that1056

we might overlook. Within the pioneering nature of1057

our work on this research topic, we hope to see fu-1058

ture works that explore those confounding factors,1059

for example, from the perspective of causality.1060

B.2 Contextual Features1061

More nuanced, contextual, and semantic features1062

of the training data will be useful for adversarial1063

robustness prediction. In fact, our proposed frame-1064

work already leverages the more nuanced aspects1065

of fine-tuning data such as context and semantics1066

by representing the original text using the Universal1067

Sentence Encoder (USE) during the feature engi-1068

neering step in Sec. 3.2. However, there might 1069

be other more complex features that would only 1070

be captured using complex neural network mod- 1071

els, which then might inhibit interpretability and 1072

increase the runtime. For instance, if we aim to du- 1073

plicate our training process but opt for an efficient 1074

neural network like CNN, we would have to train 1075

it with training examples. Each of them would con- 1076

sist of 900 sentences, where the average sentence 1077

length is 60 tokens. This results in an input size 1078

as large as 900 × 256 for each training example, 1079

with 256 as the word embedding size. This can be 1080

also considered as an image of 900× 256 dimen- 1081

sion, which is much larger compared to images of 1082

28×28 dimension in the MNIST dataset. If we are 1083

not using CNN but a simple 1-hidden layer neural 1084

network with only 10 neuron units, we would need 1085

over 138M model parameters. We would expect a 1086

much longer runtime compared to our approach. 1087

B.3 Relationship between compactness of 1088

input embedding and adversarial 1089

robustness 1090

(Pal et al., 2023) introduces the theoretical concept 1091

of input data concentration, demonstrating that a ro- 1092

bust classifier emerges when the input embedding 1093

is concentrated. On the other hand, (Si et al., 2021) 1094

employs augmentation techniques to enhance the 1095

density and concentration of the input embedding. 1096

Consequently, classifiers trained on such embed- 1097

dings exhibit greater robustness. However, the ap- 1098

proach of (Si et al., 2021) lacks an explicit explana- 1099

tion of the underlying rationale and fails to estab- 1100

lish a direct correlation between input embedding 1101

concentration and adversarial robustness. Our re- 1102

search complements the findings of (Si et al., 2021) 1103

by revealing that sparser input embeddings lead 1104

to greater model robustness, while denser inputs 1105

result in decreased robustness as shown in Findings 1106

in Section 6. 1107

B.4 Generalization to other transformer 1108

architecture 1109

We prove that our framework can be extended 1110

for other types of encoder-only, decoder-only, and 1111

encoder-decoder transformer models, i.e. ELEC- 1112

TRA, GPT2, and BART, shown in Table 3. 1113
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Metric Interpolation Extrapolation

GB LR RF GB LR RF

B
E

R
T

RMSE↓ 0.059± 0.000 0.072± 0.000 0.055± 0.000 0.169± 0.005 0.063± 0.003 0.063± 0.001
R2↑ 0.892± 0.006 0.841± 0.007 0.904± 0.005 0.394± 0.177 0.871± 0.122 0.885± 0.033
MAE↓ 0.040± 0.000 0.053± 0.000 0.037± 0.000 0.128± 0.006 0.040± 0.001 0.045± 0.000
EVS↑ 0.895± 0.006 0.846± 0.007 0.907± 0.005 0.522± 0.089 0.892± 0.060 0.908± 0.021
MAPE↓ 0.077± 0.001 0.101± 0.001 0.071± 0.000 0.278± 0.020 0.086± 0.006 0.102± 0.004

R
oB

E
R

Ta

RMSE↓ 0.037± 0.000 0.056± 0.000 0.031± 0.000 0.206± 0.005 0.073± 0.003 0.061± 0.001
R2↑ 0.959± 0.000 0.907± 0.001 0.972± 0.000 0.139± 0.145 0.829± 0.205 0.900± 0.019
MAE↓ 0.028± 0.000 0.044± 0.000 0.025± 0.000 0.176± 0.006 0.042± 0.001 0.044± 0.000
EVS↑ 0.961± 0.000 0.911± 0.001 0.972± 0.000 0.309± 0.109 0.846± 0.153 0.922± 0.010
MAPE↓ 0.054± 0.000 0.083± 0.000 0.048± 0.000 0.385± 0.032 0.083± 0.003 0.095± 0.004

E
L

E
C

T
R

A RMSE↓ 0.107± 0.001 0.084± 0.002 0.070± 0.001 0.135± 0.004 0.148± 0.009 0.073± 0.000
R2↑ 0.411± 0.492 0.635± 0.194 0.686± 0.490 0.450± 0.240 0.348± 0.694 0.864± 0.007
MAE↓ 0.083± 0.001 0.057± 0.001 0.047± 0.000 0.100± 0.005 0.064± 0.000 0.039± 0.000
EVS↑ 0.505± 0.293 0.677± 0.152 0.729± 0.326 0.513± 0.174 0.361± 0.671 0.870± 0.005
MAPE↓ 0.151± 0.006 0.105± 0.004 0.084± 0.003 0.180± 0.012 0.129± 0.002 0.077± 0.000

G
PT

2

RMSE↓ 0.093± 0.002 0.026± 0.000 0.025± 0.000 0.110± 0.002 0.147± 0.009 0.078± 0.000
R2↑ −0.468± 37.303 0.888± 0.105 0.890± 0.106 0.523± 0.135−0.013± 3.437 0.794± 0.005
MAE↓ 0.067± 0.001 0.020± 0.000 0.022± 0.000 0.079± 0.002 0.069± 0.000 0.051± 0.000
EVS↑ 0.019± 10.871 0.911± 0.056 0.913± 0.049 0.545± 0.122 0.005± 3.314 0.801± 0.005
MAPE↓ 0.107± 0.004 0.028± 0.000 0.030± 0.000 0.136± 0.005 0.126± 0.001 0.009± 0.000

BA
R

T

RMSE↓ 0.052± 0.000 0.041± 0.001 0.028± 0.000 0.107± 0.003 0.070± 0.003 0.068± 0.001
R2↑ 0.856± 0.014 0.885± 0.028 0.995± 0.001 0.423± 0.264 0.743± 0.222 0.813± 0.019
MAE↓ 0.039± 0.000 0.028± 0.000 0.022± 0.000 0.074± 0.003 0.032± 0.000 0.036± 0.000
EVS↑ 0.875± 0.009 0.896± 0.044 0.960± 0.001 0.501± 0.124 0.747± 0.213 0.822± 0.017
MAPE↓ 0.070± 0.002 0.053± 0.002 0.036± 0.000 0.124± 0.005 0.063± 0.001 0.076± 0.001

Table 3: ASR results (mean±std) under interpolation and extrapolation prediction on BERT, RoBERTa, ELECTRA,
BART and GPT2 using three classifiers, namely Gradient Boosting (GB), Linear Regression (LR), and Random
Forest (RF).
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