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Abstract

We study what provable privacy attacks can be shown for trained 2-layer ReLU neural
networks, focusing on two types of attacks: membership inference and data reconstruction.
We prove that theoretical results on the implicit bias of 2-layer neural networks can be used
to provably identify with high probability whether a given point was used in the training
set in a high-dimensional setting, and can also be used to construct a set of which at least a
constant fraction are training points in a univariate setting. To the best of our knowledge,
our work is the first to show provable vulnerabilities in this implicit-bias-driven setting.

1 Introduction

It is known that under certain conditions, trained neural networks do not merely interpolate their training
data, but rather converge to specific solutions that also satisfy additional properties. This phenomenon,
known as implicit bias, has been widely studied to better understand the generalization properties of neural
networks. However, recent work showed that the implicit bias of training algorithms may also facilitate
information leakage, by demonstrating that it can be exploited to reconstruct parts of the dataset used to
train neural networks (Haim et al) [2022), or to infer with high probability whether a given instance was used
in the training process or not (Golbari et all,12025). Subsequent studies extended these techniques to broader
settings (Buzaglo et all, 2023a;b; IAndrew et all, 2023; [Ye et all, [2023; Boenisch et all, 2024; |0z et al), 2024),
highlighting this vulnerability as a practical concern. However, despite their theoretical motivation, most
works do not rigorously explain when such attacks are successful and to what extent.

A recent paper (Refael et all, [2025) studied the reconstruction attack in [Haim et al! (2022), demonstrating
its brittleness in the absence of sufficient prior knowledge on the training data. While the former establishes
the limitations of such implicit-bias-driven attacks, it nevertheless falls short of characterizing sufficient
conditions under which such attacks are successful, and the resulting information leakage.

In this paper, we take a step at bridging this gap, and show what is to the best of our knowledge, the first
provably successful privacy vulnerabilities induced by the above implicit bias, by rigorously showing that
such attacks can be executed on trained neural networks under various assumptions. We show that under
the assumptions that we identify, all neural networks that satisfy these implicit bias constraints must store
at least some information on the training data, which can be used by a malicious attacker. More specifically,
we use known results on the implicit bias of ReLU neural networks, which establish that such networks tend
to converge to a certain margin maximization solution (Lyu and Li, |2020; lJi and Telgarsky, 12020). This
characterization of the implicit bias of neural networks allows us to rigorously analyze certain cases in which
the neural network memorizes the training data. In particular, this includes examples where an attacker
is capable of reconstructing certain portions of the data in a univariate setting, or perform membership
inference attacks with high success rates in a high dimensional setting, effectively distinguishing between
instances that are in the training set and fresh instances that were generated by the same distribution that
was used to generate the training set.

While our attacks are applicable under certain input dimensions, we also conduct experiments demonstrating
that these vulnerabilities can pose a broader concern, even when our assumptions on the dimension of the
input are not met.
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The remainder of the paper is structured as follows: after specifying our contributions in more detail below,
we turn to discuss related work. In Section [2] we present our notations, some required background, and the
main assumptions we make throughout the paper. In Section [B] we study membership inference attacks
in high-dimensional settings. In Section presents experiments that empirically support our findings,
including scenarios in which our assumptions do not hold. Lastly, in Section Ml we study data reconstruction
in the univariate setting.

Our contributions

Our main contribution is to provide rigorous guarantees in this implicit-bias-driven setting, as to the best
of our knowledge, all previous work is empirical. In more detail, our contributions can be summarized as
follows:

e We show that in the high-dimensional setting, under Assumption Bl which posits that training
vectors are nearly orthogonal with high probability, an attacker can execute a membership inference
attack with high success rates against architectures satisfying the implicit bias constraints (i.e., sta-
tionary points of the maximum-margin problem; see Assumption[ZT]). Furthermore, we demonstrate
that this near-orthogonality requirement is satisfied by several standard continuous distributions.
In Subsection Bl we provide examples of various attacks, categorized by the level of information
available to the adversary.

e We provide empirical evidence that the membership inference attack remains effective even when
Assumption B]is relaxed. This suggests that the privacy vulnerabilities identified in this work may
extend beyond the scope of our theoretical results.

« Finally, we prove that in the univariate setting, under Assumption 2] (which posits that the network
weights converge to a stationary point of a maximum-margin problem), an adversary can reconstruct
a fraction of the training data with constant probability. Notably, this probability is independent of
both the training set size and the network width. We present the procedure for this reconstruction
in Algorithm [

Related Work

Privacy attacks in neural networks have been extensively studied in recent years. Since this paper focuses
on two specific types of attacks, here we only review papers that study these kinds of attacks, or those that
closely relate to them.

Membership inference attacks. Membership inference attacks (lSthriﬂ_a.lJ, 2017; [Hu et all, 2022a;
|Olatunji et all, 2021; [Shejwalkar et all, [2Q2J|) aim to determine whether a specific data point was part of
the training set. Many of these attacks exploit the tendency of machine learning models to make more

confident predictions on training data than on new, test data. (Olatuniji et all (2021) applied this confidence-
based technique to graph neural networks. L]_h_aﬁ_al] (2020); [Farokhi and Kaafar (2020) used information-
theoretic tools to upper bound the success probability of membership inference attacks, whereas our work
establishes provable lower bounds. |Attias et all (2024) also derive such attacks but focus on models with
convex objective functions. [Carlini et al. (2022); [Zarifzadeh et al! (2024) introduced SOTA attacks that are
based on the model’s confidence of its prediction. |Golbari et al! (2025) show a membership inference attack
based on the implicit bias of trained neural networks, providing empirical evidence for the success of their
method. Unlike their work, ours focuses on obtaining provable guarantees.

Data reconstruction attacks. The second type of attacks considered in this paper are data reconstruc-
tion attacks, which aim to fully recover the training set or parts of it. These include attacks on genera-

tive models such as large language models (Iﬂalhm_et_al] 2019; 2021 Nasr et all, [2Q2_3) diffusion models
(Somepalli et _all, [2022: |Carlini et. al!, 2023), and in federated learning settings (thu_eA;_aL] 2019; He et all,
12019; [Hitaj et al J, M, Geiping et all, [2020: [Huang et all, [2021; Wen et. all, 2022). Perhaps the most rele-
vant works on reconstruction attacks are Haim et al! (2022); Buzaglo et al! (2023a); 0z et all (2024). Using
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a known result on the implicit bias of trained neural networks, they define and optimize over a loss function,
which upon empirical minimization, allows for the recovery of some of the training set. Inspired by these
works, we use the same constraints implied by the implicit bias to study this problem, but to rigorously
prove the existence of privacy vulnerabilities rather than empirically demonstrate them. While Refael et al!
(2025) analyze the limitations of the [Haim et al! (2022) attack, arguing that indistinguishable minima can
lead to incorrect recovery, they offer no provable defenses. Specifically, they do not preclude an adversary
from extracting requisite prior knowledge directly from the training set. Furthermore, unlike our work,
they provide no provable guarantees for the attack itself, under any assumptions on the adversary’s prior
knowledge.

Differential privacy. While Differential Privacy (DP) (Dwork et all, 2006) provides a rigorous framework
for bounding individual information exposure, our work adopts a different, complementary perspective.
Given the empirical success of reconstruction attacks in standard training settings (Haim et all, [2022), it is
evident that the implicit bias of neural networks often leads to non-negligible data leakage. Rather than
establishing DP guarantees, we provide an alternative lens by formally quantifying the extent of information
extraction possible within these inherently non-private regimes.

Benign overfitting. A related phenomenon in deep learning theory that may contribute to privacy vulner-
abilities is benign overfitting (Bartlett et all, 12020; |Cao et all, 12022; [Li et all, 2021). Here, a neural network
achieves perfect training accuracy while still generalizing well to unseen data, indicating that even high-
performing models can memorize their training sets and become susceptible to privacy attacks. Although
this offers a theoretical explanation, it does not directly provide or prove a method for extracting training
set information as our work does.

2 Preliminaries and notation

In this section, we introduce the notations and settings used throughout this paper and discuss relevant
background.

We consider a binary classification setting, where each data instance consists of a pair (x,y) € R? x {—1,1},
and we define the training set as {(x;,;)}?, which consists of n data points. We let ®(8;-) : R? — R
denote a neural network, where @ € R* are the parameters of the network represented as a vector. Let
¢: R — R denote the exponential loss function z — e~ * or the logistic loss function z — log(1 + e~*), and
let L(6) == L > | (y; - ®(0;x;)) be the empirical (training) loss. A network ®(6;x) is called homogeneous
if there exists ¢ > 0 such that for every b > 0, 8 and x, it holds that ®(b- 8;x) = b°®(0;x). We use the
shorthand [z], := max(0, ) for the ReLU activation, and thus a homogeneous 2-layer ReLU network has

the form ®(8,x) = 3%

j=1
the (d — 1)-dimensional unit sphere in R? by S9! := {x € R? : ||x||2 = 1} . We use standard asymptotic
notation (e.g. O, 0,(, etc.).

v; [WJTX + bj]+ where 8 encapsulates the parameters {w;,v;,b; }2?:1. We denote

The following known result characterizes the implicit bias in homogeneous neural networks by showing that
these networks converge to a critical point of a certain margin-maximization problem.

Theorem 2.1 (paraphrased version of [Lyu and Li (2020), lJi and Telgarskyl (2020)). Let ®(0;x) be a ho-
mogeneous ReLU neural network. Consider minimizing the logistic (z — log(1 + e™%)) or the exponential
(z — €7 %) loss using gradient flow (which is a continuous time analog of gradient descent) over a binary clas-
sification set {(z;,y;)}7-; C RYx{—1,1}. Assume that there is a time to where L(0(ty)) < =. Then, gradient
flow converges in direction to a first order stationary point (KKT point) of the following mazimum-margin
problem:

1 .
rneln§||0||2 st Vien] y®0;z;) > 1. (1)
1We say that gradient flow converges in direction to 0 if lim¢—s 0o % = ﬁ
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In light of the above result, it is natural to study the privacy implications under the assumption that our
network has converged in direction to a KKT point of the above maximum-margin problem!q This implies
a series of constraints on its weights, that are captured in the following assumption we make throughout the
paper:

Assumption 2.1. Let ®(0;x) be a 2-layer neural network, and let m = min; |®(0;x;)| > 0. We are given
access to ®(0,-), and we have full knowledge of the vector 0@ Moreover, we have that 6 satisfies the following
KKT conditions of Eq. {d):

0=> \uyiVod(6;x;), (2)
i=1

Vien], y®(0;x;)>m>0, (3)

Aseeos A >0, (4)

Vie [n], i v:P(0;x;)#m then \; =0. (5)

Since modern neural networks typically possess the power to perfectly interpolate the data or even random
noise (Zhang et all, 2016), it is reasonable to assume that the trained network perfectly classifies the entire
dataset, and that the requirements of Thm. 2T] are thus satisfied. While the network might fail to achieve
this in practice, we note that understanding potential privacy vulnerabilities is relevant mainly in cases
where optimization has succeeded and obtained a useful network that exhibits good performance. Hence,
we believe that this assumption on the success of the training process is natural when studying privacy.
Moreover, in the literature on implicit bias, it is common to make this assumption, and to explore properties
of the trained network in this case (Vardi, 2022).

We refer to the parameter m as the margin value, and we say that a set of points A C R? lies on the margin if
®(0;x) equals the margin value for all x € A. We stress that, in general, the attacker does not have knowledge
of the value of m. Nonetheless, it is still possible that the attacker might be able to either deduce this value
or obtain it in some way, and even if they cannot, this merely results in a single additional hyperparameter
that the attacker must account for. For example, if the attacker knows the hyperparameters used for training
(such as the learning rate and number of iterations), as commonly assumed in membership inference attacks
(Carlini et al., 2022; [Zarifzadeh et all, [2024), then they can approximately recover the margin by training
reference models, which is a standard method in membership inference attacks. Moreover, even without any
assumptions, the attacker can infer bounds on this value that are likely to hold in practical settings (see
Remark B0, further indicating that our proposed attacks can reveal unwanted information. Throughout
this paper, we present several results that vary based on the information we have on m.

3 High dimensional input

In this section, we focus on membership inference attacks. Given a point x € R¢ that is either a member of
the training set or a fresh sample from the underlying data distribution, the adversary aims to determine,
with high probability, whether x was included in the training set.

In high dimensional settings, under many commonly used data distributions, we have that the dataset is
nearly orthogonal with high probability. We exploit this property to show that also with high probability
over drawing the training set, all the points in the training set lie on the margin. On the other hand, if we
were to draw a new data point from the same distribution, the neural network would produce a target value
that is typically much smaller than the margin. These key observations will allow us to make the distinction
between training points and test points, effectively answering membership inference queries.

Remark 3.1 (Black box attacks). We note that since our results in this section are only based on querying
the value of ®(0;-), the attacker need not know 0 to successfully execute our proposed membership inference
attack, and therefore the attack can also be applied in the black box model.

2Formally, this means that we assume that the parameter vector 6 of the network satisfies @ = ’y@, where 8 is a KKT point
and y > 0 is some scalar.

3Many of our results or similar ones can be proven even with only partial access to the network’s weights, however for the
sake of simplicity we assume full knowledge of the weights.
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Next, we now formally state our assumptions on the underlying distribution D which generates the dataset.

Assumption 3.1. The following holds for some T > 0.

1 Forxi,x ~ D, Prn-x] x| < o(d) 21— Z.

2. Forx~D, Pr[|x|>>Qd)]>1-ZI.

where n is the size of the training set.

We remark that our results do not depend on the data labels and thus hold for any arbitrary labeling scheme.
We also point out that even though this assumption may seem somewhat restrictive at a first glance, it can
be expected to hold for continuous distributions in sufficiently large dimensions, and when the sample size is
modest. We also prove that Assumption B1]is satisfied by several rather standard data distributions. This
includes (but is not limited to) the following concrete examples:

1. The uniform distribution over the sphere v/d - S4~!, where n = o ( v/d ) and 7 = 04(1).

logd
2. The normal distribution N'(u, I) with mean g, where ||u||? = o(d), and where n = Hu(\)l(% for some
2 < e < land 7 =o04(1).
3. Mixture of k Gaussians with means p™), ..., u® where ||p™M[?,...,||u®||> = o(d), identity co-

o(d)
max{[p® (2} +d

variance matrices, n = - for some % <e<1,and 7 = 04(1).

The first two examples are rather standard in the literature, whereas the last example is somewhat more
complex, but is meant to exemplify a setting where our proposed attacks can be executed in the statistically
learnable case. For a more formal discussion about the statistically learnable case, we refer the reader to
Appendix [Cl For proofs that these distributions satisfy Assumption Bl we refer the reader to Appendix

Before we continue, we will introduce some further notation to be used throughout this section. Re-
call that m > 0 denotes the value of the network’s margin, and define § := max;; {|x/x;|} and
A = min;ep,) {||#]|?}. Note that by Assumption Bl and by the union bound, we have that n - § = o(A)
with probability at least 1 — 27.

Given a point x € R?, we would like to infer whether x was in the training set, or if it was generated from
the same distribution that generated the training set. As previously discussed, our strategy is to calculate
the value of |®(0;x)|. We expect to see larger values that are closer to the margin when x is in the training
set, and smaller values when it is not. Formalizing this idea, the following theorem is used to determine
w.h.p. whether a given point x € R? is in fact a training point, or a test point which was freshly sampled
from D.

Theorem 3.2. Let D be a distribution on R? that satisfies Assumption[31. Let x € RY and let ®(0;-) be a
2-layer neural network satisfying Assumption 2. Then the following hold:

o With probability at least 1 — 27 over the choice of the training set, if x is a training point then
|(0;%x)| = m.

e Ifx ~ D then with probability 1 — 41 over the sampling of x and the sampling of the training data,
[©(8;x)| = O("F2) = 04(m).

This theorem gives us a useful tool for performing membership inference attacks. Given a point x € R%, run
x through the neural network, and observe whether |®(0;x)| = m or |®(0;x)| is much smaller than m.

We note that popular membership-inference attacks, such as |Carlini et al! (2022) and |Zarifzadeh et al.
(2024), rely on the observation that a trained model tends to have larger outputs (or equivalently, smaller
loss, or predictions with a higher confidence) on training examples compared to fresh test examples. Thus,
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Thm. shows that this empirical observation provably holds for 2-layer networks with high-dimensional
data.

The intuition behind the proof of the theorem can be explained as follows: Using Assumption 2.1}, we show
that the value |®(6;x)| can be expressed as a weighted combination of {x; x} ;, where {x;}"_; are the
training points. By Assumption B} we have that if x is in the training set, then x = xj, for some k € [n]
and ||xx||?> must be large, while |X;|—Xk| is small for all j # k. The main challenge in the proof is that the
combination of all |x;-'—xk| can be large and overwhelm the single quantity ||xx||?>. By a careful analysis of
the KKT constraints, we show that this is not the case, as that the weighted combination is “approximately
balanced". On the other hand, when x ~ D, then with high probability it is “nearly orthogonal" to all
training points, implying that \ijx| is small for all j = 1,...,n. Likewise, a careful analysis reveals that this
weighted combination is also balanced, and is therefore small. For the complete proof, we refer the reader
to Appendix [Bl

3.1 Example use cases of Thm.

Having presented our main tool in this section, we now turn to discuss several particular use cases, based on
the amount of knowledge known to the attacker. We first assume that the value of the margin is known to
the attacker. However, since an attacker cannot deduce the value of the margin in general, we also provide
examples where membership inference questions can be answered without this knowledge.

In the following analysis, let ®(8;x) be a 2-layer neural network satisfying Assumption 2] and D be a
distribution satisfying Assumption Bl thereby fulfilling the conditions of Thm.

Corollary 3.3 (Known margin value). Let x € R%, assume that d is sufficiently large, and further assume
that we know the value of the margin m. Then, w.h.p. over the randomness in sampling the training set from
D, we have that:

o Ifx is in the training set then |®(0;x)| = m.

o Ifx ~D is a fresh example, then w.h.p. over the randomness in sampling x, |®(0;x)| < .

Proof. From Thm. B2 we know that w.h.p. over the choice of the training set, we have that if x is in the
training set then |®(8;x)| = m, and if x ~ D then w.h.p. |®(;x)| < O (Z22) =m0 (%) < 2, where in
the last inequality we used the fact that O(”T"s) = 04(1), and the assumption that d is sufficiently large. O

Thus, by the above, if the margin value m is known to the attacker, they can simply compute |®(8;x)| and
return that x is in the training set if and only if |®(0;x)| ~ m.

As previously discussed, in general, the value of the margin is not known to the attacker. Nonetheless, under
different assumptions, the attacker can still execute a successful membership inference attack.

Corollary 3.4 (Leaked data point). Let k be a constant (independent of d), let z1,...,zx ~ D be k points,
and assume we know that at least one point in this set is in the training set. Let o = maxi<;<i {|®(0;2;)|},
then w.h.p. over the choice of the training set, we have for all i € [k]:

o If z; is in the training set then |®(0;2;)| = a.

o Ifz; ~ D then w.h.p. (over sampling z;) |®(0;2;)| < 5.
Proof. W.l.o.g. let z; be in the training set. Using Thm. and the union bound over z, ..., z;, we have
|®(0,2;)] < m for all ¢ with probability at least 1 — 4k7 = 1 — 04(1), so in particular @ < m. On the
other hand, using Thm. again, we have that with probability at least 1 — 27 = 1 — 04(1) we have that
|®(6,21)] =m, so m < a. Thus, w.h.p. m = a. By using Corollary B3] the proof follows. O

This corollary implies that even without knowing the margin value, an attacker aware that at least one
element of a set of size k belongs to the training set can identify it as the element achieving the largest



Under review as submission to TMLR

absolute prediction value within that set. This allows the attacker to deduce the margin value by computing
max; |®(0;z;)|. Thereafter, the attacker can continue in the same manner as in Corollary

One might argue that even the previous assumptions are somewhat restrictive, since they require that at
least one training point is leaked a priori. The following corollary makes some additional assumptions on
the underlying distribution and that the margin value is bounded rather than known, which is much milder
than in the previous result.

Corollary 3.5 (Bounded margin). Let D be a distribution that satisfies the following slightly stronger version
of Assumption [31:

Let T > 0.
e« Forx, y~D, n-|x'y|=o0 (ﬁ) for some function t(d) with probability at least 1 — -75.
o Forx~D, [x|*>Q(d) with probability at least 1 — .

Furthermore, let x ~ D and suppose that C < m < t(d) for some constant C. Then we have:

o W.p. at least 1 — 27 over the training set, if x is in the training set then |®(0;x)| > C.

o Ifx ~ D then w.p. at least 1 — 47 over the training set and x, |P(0;x)| < 04(1).

Proof. Assume that x is in the training set. From Thm.[B2we know that |®(0;x)| = m > C with probability
at least 1 — 27. Assume that x is not in the training set. From Thm. and our stronger assumption on D

we know that
@) =0 ("5 ") <0 (o () 7)

o) %) -0

with probability at least 1 — 47. O

This corollary implies the following: for x € R?, consider the value of |®(0;x)|. If x is not in the training
set, then w.h.p. we get a value which is smaller than ', and if x is in the training set, then w.h.p. we get a
value which is greater than C.

Remark 3.6 (On the lower and upper bounds of the margin). We argue that the margin assumptions used
in Corollary[FH are mild. With exponential or logistic loss functions (standard assumptions in this setting),
the gradient becomes exponentially small as the margin grows. Thus, if the margin is even polylogarithmic in
d, further training becomes highly inefficient. This suggests that we can choose t(d) = polylog(d) to satisfy
our assumption, which is therefore only slightly stronger than Assumption [31. Conversely, a very small

margin implies large loss on margin points, suggesting that training stopped prematurely. For a more formal
justification, see Remarks and [B.0.

3.2 An experiment for moderate values of d

Thus far, our theory assumed a sufficiently large input dimension. This naturally raises the question of what
happens in the more moderate regime, where the input dimension is more modest.

Exploring this question empirically, in this section, we conduct a few simulations focusing on the membership
inference problem, and observe that while our theoretical results’ assumptions do not necessarily hold, their
implications are nevertheless still valid. We sampled training and test sets (both i.i.d.) from a mixture of
two Gaussian distributions, trained a 2-layer neural network until reaching an approximate KKT point, and
examined the network’s predictions on both the training and the test sets in comparison to the margin.

More specifically, we conducted all our simulations using the following settings:
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e Architecture: We focused on 2-layer ReLU networks, where the hidden layer has 10,000 neurons.
The neurons in the hidden layer each have a bias term while the second layer does not, thus making
the network homogeneous.

« Range of the input dimension: We tested d for various values in the range between 1 and 1,000.
This range includes values of d where it is much larger than the training set in our theoretical results,
but also includes more moderate values of d where our assumptions do not necessarily hold.

o Data generation: All points were sampled i.i.d. from a mixture of two Gaussians, with means
(£1,0,...,0) € R? and identity covariance matrices. The training set contains 20 instances, since
this small size ensures that Assumption Bl holds for the larger values of d that we tested. The test
set contains 5,000 instances.

e Training: In order to converge faster to an approximate KKT point, we used a small initialization
scheme as was done in [Haim et all (2022).

Our experiment focused on studying two objectives. The first studies how many training points lie on the
margin as a function of the dimension dE and the second studies how many test points that were sampled
from the same distribution as the training set lie on or above the margin.

Our results demonstrate that network outputs can serve as effective tools for privacy attacks across a broader
range of input dimensions, suggesting wider applicability of our theory. Specifically, Fig. [[al shows that as
input dimensions increase, more training points lie on the margin, indicating a higher probability of this
occurrence. Similarly, Fig. reveals that the number of test points lying on or above the margin decreases
with higher dimensions, implying a reduced likelihood of test points from the same distribution doing so.
Notably, these findings align with our theory and extend to much smaller dimensions than predicted. For
instance, while Thm. suggests a minimum dimension of d ~ n? = 400H for a training set of size 20,
our experiments show that nearly all test points fall below the margin even at d = 100, and about 80% do
so at d = 20, highlighting the potential for membership inference attacks at much smaller dimensions. All
results in Figure [Tl report relative values of training and test points compared to the margin, averaged over
10 instantiations.

Following our empirical findings, we conclude that our theory is expected to hold more generally, and that
the magnitude of the output of the neural network on a data instance can reveal whether it is a training
point or a test point with high success rates. This is in line with many empirical findings (see [Hu et all
(20221)), and provides a theoretical explanation for this phenomenon.

For more experiments on cases where Assumption [3.1] is not met, we refer the reader to Appendix [El

4 One-dimensional input

We now turn to a more potent privacy threat: the reconstruction attack. In this setting, the adversary aims
to recover either specific portions or the entirety of the training set. Since reconstruction is strictly more
challenging than membership inference, as recovering an instance inherently identifies it as a training member,
it is natural to require stronger assumptions to guarantee success. Refael et all (2025) demonstrated that
for input dimensions d > 2, the reconstruction attack of [Haim et all (2022) is generally unreliable without
significant prior knowledge. In this section, we analyze the efficacy of this attack in the univariate setting
(d = 1), proving that an attacker can recover a fixed fraction of the training instances. We consider univariate

ReLU networks of the form
k

z Yy wvio(w;z + b)), (6)

j=1

41t is noteworthy that a similar experiment was conducted in [Vardi et all (20221), albeit under a different context where the
adversarial robustness of the neural network is studied.

5This is because of the fact that under the assumption n = v/d, we have w.h.p. that n - |x1TXQ| = O(d), so Assumption 311
is very unlikely to hold for values of d that are smaller than that.



Under review as submission to TMLR

Average Ratio of Marginal Points Average ratio of test points with value greater or
10 equal to margin
0.004
0.8
0.003

o
o

Average Ratio of marginal points
Average ratio
o
o
o
N

0.4
0.001
0.2
0.000
0.0 0 100 200 300 400 500 600 0 100 200 300 400 500 600
Input's dimension Input's dimension
(a) The percentage of training points that lie on the (b) The percentage of test points that lie on or above
margin (up to a slack of 10%) increases as the dimension the margin drops to zero for sufficiently large input di-
increases. mensions, much earlier than what our theory predicts.

Figure 1: Results for the 2-layers fully connected architecture on Gaussian distribution as a function of the
input dimension. As the dimension increases, a larger fraction of training points lie on the margin (a), while
a smaller fraction of test points lie on or above the margin (b). Results are averaged over 10 independent
runs.

where € R. Such networks compute piecewise linear functions whose breakpoints (the ‘kinks’ where the
slope changes) are given by {f% ;?:1. We assume without loss of generality tha ,% < Lo < 75)—’;.
J

Throughout this section, we further assume the attacker knows m.

4.1 Warming up —thecasen=%t =1

To illustrate a scenario where full reconstruction is provably possible, we first consider the simplest case
where n = k = 1. This pedagogical example highlights the fundamental geometric link between the network’s
breakpoint and the training data. Formally, we establish the following:

Theorem 4.1. Suppose that ®(0;-) is a univariate neural network as in Eq. {@), and that Assumption [Z]]
holds. Moreover, suppose that n = k = 1. Then, there exists a single solution x. Furthermore, it can be
eastly recovered if m is known.

Proof. Assume by contradiction that y;®(0;x1) # m. Then by Eq. (@), we have that Eq. ([2) must equal
zero, implying that @ is the zero function, which contradicts Eq. ([B]). We thus deduce that y, ®(0;21) = m.
Since y; € {1}, we must have ®(0;x;) € {£m}. By our assumption that £k = 1, ® takes the form
®(0;x) = vy [wix + b1] .. This function equals zero whenever the ReLU neuron is inactive, and is necessarily
not zero (since it would contradict Eq. ([B])) whenever the neuron is active, thus it has a nonzero slope and
equals either —m or m at a unique point which is necessarily x;. O

Although the above example is highly degenerate, it nevertheless highlights the danger and exemplifies
the impact this theoretical tool may have in practice, and further motivates us to explore whether such
vulnerabilities exist in more general settings.
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4.2 The general univariate case

As we will see in this subsection, fully recovering the dataset in the general univariate case is significantly
more complex than in the previous case, if possible at all. However, we show that under our assumptions,
some portions of the training set can still be extracted.

Our previous analysis relied on the KKT conditions, which suggested that points on the margin are potential
training points. However, it is unclear whether this holds in general or what fraction of such points actually
belong to the training set. In the univariate case, the neural network may either cross the margin with a
nonzero slope or remain flat along an interval at the margin. In the former case, at most two candidate
points arise per linear interval where the network crosses the margin. In the latter, there is a continuum of
candidates. However, a careful analysis shows that in both cases, there is a finite set of candidates which
must contain a training point.

The following theorems address these cases and establish the existence of a discrete set guaranteed to contain
a training point. All proofs can be found in Appendix [El

Theorem 4.2. Let ®(6;z) be a 2-layer univariate network satisfying Assumption [Z1l Let [f%,—%]
and [—ﬂ —bi—“} be two adjacent intervals which none of them is constant on the margin. Then, there must

wi’ Wi
L L . b b; ; . . . ,
be a training point in the interval [_Tll’ —ﬁ], and this training point must lie on the margin. Moreover,

the number of points lying on the margin in this interval is at most 4.

The proof of the above theorem relies on the observation that for any three breakpoints, two of them must
belong to neurons with the same sign of the parameter w. If these two neurons are active on the same set of
training points, then by Assumption 1] they merge into a single neuron, therefore there must exist some
training point between them. Moreover, this training point must lie on the margin. Since each interval
crosses the margin at most twice, the number of possible points lying on the margin is at most four.

Having presented our theorem for the case where the neural network is not constant on the margin, we now
present our theorem for the complementary case where it is constant.

Theorem 4.3. Let ®(0;x) be a 2-layer univariate network satisfying Assumption[Z1l. In addition, suppose
that:

e There is a neuron cy that is active on all the points in the training set.
o ®(6;x) is a local optimum of Eq. ().

o ®(0;x) alternatingly lies on the margin on three adjacent intervals, i.e. it is constant on

bi_ bi_ ; b; . . . .
[— 22 _2iol) gnd on [— L, —2HL] (but not in between) and lies on the margin, for some i.
Wi—2 Wi—1 Wi Wi41

. bi o . .
Then, either —ﬁ or —3)—’_ is a training point.
11— k2

To prove this theorem, we observe that if by contradiction, neither — ii:ll nor —% is a training point, then
we can construct a modified network with a slightly different breakpoint —% + ¢, for any € > 0. We show

that this new network has strictly smaller norm, yet it is still a feasible solution of Eq. (@), contradicting
®(6, -) having minimal norm.

We note that in terms of the structure of the function ®(8;-), the above case analysis is exhaustive (excluding
degenerate cases such as a network ®(6;-) which consists of at most two different intervals, on which it is
linear). This holds true since if the conditions in Thm. 3] do not hold, then this implies that ®(8;-) does
not lie on the margin in two adjacent intervals, hence the conditions for Thm. must hold. We also remark
that we have assumed that there is a neuron which is active on all the training data points, which typically
makes sense in settings where the network is highly over-parameterized.

Combining our previous two theorems, we obtain the following.

Theorem 4.4. Let ® : R — R be a 2-layer homogeneous network satisfying Assumption 21l In addition,
assume:

10
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e There is a neuron cy that is active on all the points in the training set.

o ®(6;x) is a local optimum of Eq. ().

Then, Algorithm[l constructs a finite set of which a constant fraction p > i of the points are training points.

Algorithm 1: Construct a finite set of candidates

S0
fori<1ton—2do
T _La
Wi
bit1
Y _wi+1’
y ¢ bita
Wi42

if both [x,y] and [y, z] do not lie on the margin then
S+ SU{p:pé€[x,y] Apis on the margin}
S+ SU{p:pé€ly,z] Apis on the margin}

e

f [x,y] lies on the margin and i < n — 2 then
te —bixs

Wi43
if [z,t] lies on the margin then

i | S« Su{ytu{z}

Algorithm [Tl essentially iterates over the linear intervals of the network, and uses either Thm. or Thm. 43
based on the structure of ®(6;-) to add a constant number of candidate points, until the final set of points
is constructed. We point out that we have assumed that 6 is a local optimum of Eq. ([l) rather than just
a critical point. It is known that in general, not all critical points of Eq. (Il) are also local optima, and
that gradient flow may converge to a critical point which is not a local optimum (see [Safran et al! (2022,
Example 1)), but it is not clear what is the ‘typical’ behavior of gradient flow in this context. We also
remark that despite our requirement to have full knowledge of 6, the above results can also be implemented
with partial knowledge of 0 m any case, we leave the exploration of other privacy related questions on
relaxations of our assumptions for future work.

5 Summary and discussion

In this paper, we provide what is, to our knowledge, the first rigorous analysis of sufficient conditions for
implicit-bias-driven privacy attacks. A tantalizing open problem remains to further relax our assumptions,
which would deepen our understanding of the scope of these vulnerabilities and the conditions under which
they might be circumvented. While we leave the design of provable defenses to future work, we hope our
results motivate further rigorous study of the privacy-utility trade-offs inherent in the implicit bias of trained
neural networks.

6For example, if we have access to ®(0;-) and only the breakpoints where the network changes its linearity are known, we
can still interpolate and compute the points which cross the margin.

11
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A Notations

Denote by o} the subgradient of [W;FX + bj] L If w;»'—x +b; # 0 then o is well defined, and if w;'—x +b;=0

then o € [0,1]. In any case, 0; > 0. For a training point x;, denote by o7 ; the subgradient of [ijxi + bj] L+

For all j € [k] that the partial derivatives of our 2-layer homogeneous neural network are given by

0
9 /
0

ab; P(0;x) = v;07.
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Combining the above with the KKT conditions, we arrive at

= Z)\iyi [W]TXi + bj]+ ) (7)
i=1
W; = ; Z )\iiniO'Lj, (8)
i=1
bj = v; Z Ailio; (9)
=1

for all j € [k].

B Proofs of lemmas and theorems in Section

We show an upper bound on the value |®(0;x)| whenever z is sampled according to D (that holds with high
probability w.r.t. the initialization and x) and a lower bound whenever x is in the training set (that holds
with high probability w.r.t. the initialization). We prove that the lower bound is greater than the upper
bound, thus giving us a way to differentiate between training and non training examples.

We use the same notations as in the previous section, which, for the sake of convenience, are specified again
below.

Notations
o Let Jy ={j:v; >0} and J_ ={j:v; <0}
o Let m be the value of the network’s margin (as defined in Assumption 21).
o Let § = max;; {|xiij\}, A = min;epy, {||%H2} and Aqr = maxie[n]{HxiHQ}.
e For x ~ D let 6x = max{, max;e[n{|x; x[}}.

Lemma B.1. Under Assumption[31, with probability at least 1 — 27

0 (%) <ot

Proof. First, we prove, using the union bound, that Pr[n - § > Q(d)] < 7. We have

Pr[n-d§ > Q(d)]
< Z Prn - |x; x| > Q(d)] < (Z) — <T
1%];;1

Pr[A < o(d Z [[I%:]|? < o(d)] < n -

Now, using the union bound again, we get

Pr [nAé > Qd(l)} < Pr[A < o(d)] + Pr[n-§ > Q(d)] < 27.

And hence with probability at least 1 — 27 we have that

0 (";) = 04(1)
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Lemma B.2. Let x ~ D. Under Assumption[3d, with probability at least 1 — 27, we have

0 (”'A5X> = 04(1).

Proof. First, we prove, using the union bound, that Pr[A < o(d)] < 7.

n

A < o(d)] < Y PrllP < ofd)] < m

-
- =T
n

Second, we prove using another union bound that Pr[n - dx > Q(d)] < 7. We have
Prn - 6x > Q(d)]

< Y Prin- |x]x,] > Q(d) +2Pr x x| > Q(d)]

Where in last inequality we used the fact that n > 3. Now, using the union bound again, we get

Pr {nix > Qd(l)} < Pr[A < o(d)] + Pr[n - 6x > Q(d)] < 27.

And hence with probability at least 1 — 27 we have that

0 (”2") = 04(1).

The following 2 lemmas follow arguments from [Frei et all (2023h).

Lemma B.3. With probability at least 1 — 27 over the choice of the training set, for alll € [n] we have

2 2 m
max ‘Zvj/\lol'd-,‘z viNoy §A+1—2(6+1)(n—1)'

Proof. W.l.o.g. max;cy (deh vI\io] ) > maX;e[p] (ZjeJ_ vINio] ) (the other direction is similar). De-
note a = maxX;ciy (Zj€]+ vI\io] ) and k € argmax;e ) (2 e, viNio}

If Ay =0, we are done. Otherw1se, by KKT we know that y,®(0; xy) =

By Eq. [8) and Eq. @) we have for all j

n
w;—xk +b; = Z Ail)io; j; (x) % +1)
i1

= )\kyka;ﬁ’jvj(HXkHQ +1)+ Z )xiyiag,jvj(x;xk +1) (10)
ik
Consider 2 cases:
CASE 1: assume y; = 1.
m = yp®(0; xx)
= Zvi [w;rxk —i—bi]+
i=1
> Z ’U]'(W;Xk + bj) + Z vj [W;—Xk + bj]+ . (11)
JEJ+ JjeEJ-
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Using the assumption that y, = 1 and Eq. ([I0) we get

S viwixi+b) =Y | Mok o(Ixel® + 1) + > Niyiol ol (%] x5 + 1)

jels jels itk
Y Ao (80 60 Y T Al
jedy jel, itk
>(A+1Da—(6+1)(n—1)a. (12)

Using y; = 1 and Eq. (I0) again we get

D o [wixe+bi], = 30 v (Mot gos(llanl® + 1)+ 3 Ao o (e +1)
jeJ_ jel- | i£k N
> Z v} Z Ail)io; (x) %, +1)
JjeEJ - | i#k +
> Z (] Z)\i0'27j|’l}j| : IX;er + 1|
jeJ-  |i#k N
Z Z Vj Z)\10;7J|UJ‘(5+1)
J€i- itk N
—(6+1) > Noj P = —(6+1)(n — Do (13)
JEJ— 1#k

Combining Eq. (II)), Eq. (I2) and Eq. [I3]) we get
m>A+1a-—0+1)(n—1a—(@+1)(n—-1a
—a(A+1-2(+1)(n 1)

m
< .
TYSATI 204 Dn-0)

CASE 2: Assume y, = —1.
First, we show that for every j € J; we have

0+1
)\kO'kJ’UJ S A+ 1 Z)\iag’jvj.
#k

Fix some j € J. If 07, = 0 then

Otherwise, by the definition of U,’w- we have w;rxk +b; >0.
0< ijx;€ +b; = Z)\iyiag7jvj(x;xk +1)+ /\kykofc7jvj(|\xk||2 +1)
ik
<> o] (8 + 1) = Ao, jui (A + 1)
ik

:Akakjvj < AJrlZ)\Z iU
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Now we can upper bound the sum Zj€J+ ko7, jvjz.

> Mol < ot 5“ LS S ol

jeJL j€J+ i#k
6+1
< n—1) - max A\io)
- A+1( i€[n] Z b ‘7
JeJy
2
<max g Aioj v3 | = g AkOp U5
JeJy JeJy

Where the last inequality holds with probability at least 1 — 27 (using [B] and the last equality in the
definition of k). We get >_..; Avoj, jv] <Djess )\kakj % - a contradiction. Consequently, y;, = 1 and we
have already proved that case. O

Lemma B.4. With probability at least 1 — 27 over the choice of the training set, for all l € [n] such that
y; = 1 we have

1
2n0) > (m— -1 - '
> vl > (m 0+ 1)(n )A+12(5+1)(n1)> Amag +17

JjeJ+

and for alll € [n] such that y = —1 we have

2ol > _ — m . 1
j;”JAlUWQ” @+ 1)(n 1)A+1—2(5—|—1)(n—1)> Az + 1

Proof. We begin by showing the above for J first. Let k € [n] be such that y; = 1. We have

m < &(6;xy,)

= Z'Uj [W;er + bj}+
JjEJ

< Z v [W;FXJ~C + bj]+
jeJ+

< Y oW x4 byl
JEJy

Let us bound it from above as follows

Z vj | Meyror jos (1%l +1) + Z Niyioi v (%] xp +1)| < Z v | Ao 05 ([xkl” + 1) + Z)‘igé,jvj‘xjxk + 1
jeJ 4 i#k JjEJ 4 i#k

= > | Mok (el + 1) + Y Niof ol Ix x, + 1

j€J+ ’L;fk

<Y | Amas + Do 07 + (0+1) ) Ao 07

j€J+ ’L#k
= (Amaz +1 Z)\kok]v]—i— d+1) ZZ)‘UHJQ
jedy JET ik

18



Under review as submission to TMLR

Using [B.3] we get with probability as least 1 — 27

m
m < (Apaz +1 E )\kak]v +(@@+1)(n-1)
. A4+1-2(64+1)(n—-1)
1
= S Mo 2> (m— @+ D)(n—1 o : .
j; kTh.V5 = (m O+V0 =D T 500 -1 ) Bom 11
It

Analogous arguments yield the same inequality for J_. O

Proof of Thm.[Z4 Assume that x is in the training data, i.e. there exists k € [n] such that x = x;. Assume
w.l.o.g. that y,®(0;xx) > 0, i.e. y, = 1 (the case yr = —1 is similar).

With probability of at least 1 — 27 Lemma [BI]l Lemma [B.3 and Lemma [B.4] hold. From Lemma [B.4] we

have that
1
220k > (m— Dn—1 - '
jeZJ ViR, ; > (m OO DT 34 D= 1)) B #1
+

By Lemma [B.1] we have

which means that

m 1
(m—(5+1)(n—1)A+1_2(5+1)(n—1)>'Amaﬁl -0

implying that A\; > 0 (since otherwise the above sum will equal zero), and also that xj is on the margin,
and hence ®(0;xy) = m.

If x ~ D, then
[2(60; )|
z v; Z /\iyicr;jvj(xjx+ 1) z v Z Niyio; v;(%; Ix41)
Jj€J+  i€[n] JjeJ—  i€[n]
D AP Ip R
JjEJ ¢ i€[n JjE€J_ i€[n]

m

A+1_2<5+1><n_1>=0(W)

<2-mn-(0x+1)-

Where the second inequality holds by Lemma [B.3] and last equality holds by Lemma [B.Il By Lemma
we have with probability at least 1 — 27

o(55) o) -atm

Using the union bound on the previous events, we have that with probability at least 1 — 47, if x ~ D then
[©(0;x)| = 0a(m). O

Remark B.5 (On the lower bound of the margin). From Thm.[Z2 we know that w.h.p. at least § training
points lie on the margin. Our loss function is

K(@(O, X) . y) = log(l + e*y@'(@;x))
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so we have that

1 1 — 1
— g i Z>,
26 nz X Y -n

% -log(14+e™™)

1
=< >log(l+e™™)

Now we can derive a lower bound on m:

1 - - 1
log(l+e ™) <-=1+e™<e s em<e s m> -
e e

An analogous argument shows a similar bound for the exponential loss (x) = e™*.

Remark B.6 (On the upper bound of the margin). When training a neural network using gradient-based
methods, the training process usually halts once the gradient is sufficiently small. When considering the
exponential or logistic losses as in our case, a large margin implies a small loss, which in turn implies that
the gradient is small. This suggests that making further progress when the margin is large becomes very
difficult, and the training process is expected to stop. More formally, recall the logistic loss function (a
similar argument implies the same result for the exponential loss):

(D(6;x) - y) = log(1 + ¥ *(0)),

This function is monotonically decreasing in the expression y®(0;x), so the loss is maximized for points that
are on the margin, and we can upper bound

o(P(O;x)-y)| |-y P(O;x) e VPO me~ "™
o0(0;x) | 1+ e y®(6x) T l4em|’
The above yields
1 S| 00(@(0;%;) - i) | |0®(0;%;) me~"™
< = . < poly(d) - | ————
‘ ’—nz; 3@0}(1) ’ a6, | =PV [T
which allows us to bound the norm of the gradient by:
me” "™ me~ "™
L(8)|| < w-poly(d) - | ———| = poly(d) - | ———
VoL (O)] < w-poly(d) |25 = poly(a)-| 2.

where w denotes the width of the network which we assume to be polynomial in d (since otherwise even
making a prediction is computationally inefficient).

If, for example, the margin is m = log® d = o(\/d), we get that

log2 de—log” d

T | SPoly(dlog®d- e~ 18" 1 = poly(d) log”d - d~'°%7,
e 16}

Vo L(0)|| < poly(d)

which is smaller than any inverse polynomial in d. Hence, if we train for at most polynomially many
iterations and label all the data points correctly (i.e. the margin is strictly positive), then training effectively
stops when the margin reaches O(log® d) = o(v/d), and all the data points on the margin (which consist of
at least one point) will have an output of magnitude O(polylog(d)).

C High-dimensional attacks in the statistically learnable case
In this appendix, we show that Item Bl exemplifies a setting where Assumption Blis satisfied, yet the distri-

bution being considered is statistically learnable. This was shown in several recent works, which considered
the optimization of a shallow neural network, in a setting similar to ours.
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Consider, for example, the setting studied in [Xu et all (2023). In that paper, the authors prove a general-
ization result under the assumption of a certain target distribution of a mixture of four Gaussians. Such
a distribution is captured by Item Bl in our examples for distributions which satisfy Assumption B which
indicates that our proposed membership inference attack will work. Specifically, to make sure that both
Assumption 3] and the requirements made in Xu et all (2023) are satisfied, it must also hold that:

+ The norm of each mean satisfies |2 > Q(n%>'V/d).
« The dimension of the feature space satisfies d > Q(n? max{||p?||?}).

o The number of neurons satisfies & > Q(n"92).

Quite more precisely, their theorem states the following:

Theorem C.1 (Xu et al! (2023), Theorem 3.1, informal). Suppose that the above assumptions are satisfied,
then with high probability over the training set and the initialization of the weights, we have

Pr [y # sign(®(6;x))] < exp(—Q(n*"))

(x,y)~D

These assumptions essentially imply Assumption Bl

Similarly, Assumption B}, and specifically Item [ in our examples, also holds in other settings where gener-
alization was proved in previous works:

o Xu and Gu (2023); [Frei et all (2022); IChatterji and Long (2021) proved generalization in a setting
where the data distribution consists of two opposite Gaussians (or more broadly in an even more
general setting) with covariance I; and means +p, where ||u| = d? with 3 € (0.25,0.5). Their
sample size is n = Q(1). This setting satisfies our condition from Item Bl Specifically, the result of
Xu and Gu (2023) holds for 2-layer ReLU networks.

o In|Frei et all (20234) (see the discussion after Theorem 11 therein), the authors mention two specific
settings that satisfy their theorem requirements, and thus good generalization performance can be
achieved (and more specifically, in Corollaries 12 and 13, they further show that in these settings good
generalization is achieved by the max-margin linear predictor and by a trained 2-layer leaky-ReL.U
network). Note that these settings satisfy our condition from Item [3

D Proofs of distributions

In this section we prove the examples in Section [Bl

Uniform Distribution For the uniform distribution on v/d - S ! the next lemma shows why is satisfies
our assumptions.
The lemma is from [Vardi et all (2022a)), and we give a paraphrased version of it for the reader’s convenience.

Lemma D.1. Let x,y ~ U(Vd-S%1). Then, with probability at least 1 — d*~"(D/* =1 — 04(1) we have
|(x,¥)| < Vd-logd = o(d).

Remark D.2. For the uniform distribution, the training set size can be n = 0( ) and we have

T = n? . dl_ln(d)/4 = 0d<1)
Normal Distribution As for the normal distribution, the following two lemmas prove its correctness.
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Lemma D.3. Let N = N(u,I) be a normal distribution on RY. Let x, y ~ N(u,I). Assume that
le]|? = o(d). then with probability at least

c1 R c1 c1 %1
1-2 —— ) = 2 ——d) 2 —— . d*
ex"( 1662 ||u||2> ma"( e"p< 23 ) e"p( ich

— max (2 exp <C}ld261> ,2exp <C;d6>)
€2 €2
=1- Od(l)
we have |(x,y)| = o(d) and ||x||* = O(d), where c1, ¢z are constants independent of d, and 3 < € < 1.
Proof. Let x,y ~ N(u,Y) independently.

w.l.o.g. ¥ is diagonal, otherwise there is a unitary matrix U such that Ux,Uy ~ N(Up,USU ") where
UXUT is diagonal. Since U is unitary we have that

(Ux,Uy) = (x,y)
1Ux][| = [|x]]

So we can assume that ¥ is diagonal.
For comfort, we define some notations:

o The sub-Gaussian norm || - ||y, for a sub-Gaussian random variable x is defined by

%2
x|y, = inf {t >0: F [exp (t)] < 2}

o The sub-exponential norm || - ||, for a sub-exponential random variable x is defined by

|||, = inf {t >0:F {exp (|tx|ﬂ < 2}

First, let us compute E [[|x]|?]. Note that

d
Ix[> = xz,
i=1

d d
D EXG] =Y Var(x,) + pf = tr(1) + ||ul* = O(d)

i=1 i=1

Note that we can write x as x = p+ 2z where z ~ N (0, ). We can write ||x||? = ||p+z||?> = ||p|? +2|pn " 2| +
|lz||?. So we need to upper bound

x> = B [Ix]%] = |ull® +2p "2 + |l2l|* — ||pe]|* — 20" El2] - E [||2]*] = |l2]]* — E [||2]]*] +2p" 2
Where in the last equality we used the fact that E[z] =0

From the union bound we get that for every ¢ > 0
Pr [|x? = B[|x]| > 1] = Pr [||2]* - Ellz]*) + 21| > ¢]
< Pr[|zl* - Ell|z|*]| +2|n" 2| > ¢]

t t
< Pr |Ia]? - Ellal?)] > 5| + Pr [2]u7a] > 5]
Let us bound the first term. To do so, we use Hanson-Wright Inequality (Vershynin (2018) Theorem 6.2.1).

t , t2 t
Pr [’||z||2 — E[||z|]?]| > 2] < 2exp {—01 min <4 Kid 2 K2 KQH

Where K = max; ||x;]|y, = ¢2 and ¢1, ¢y are constant independent of d. We set ¢t = d° for § < e < 1.
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2
Case 1 - m is the minimum

d c
2 1 2e—1
P [lla1? = Bllal?) > 5] <260 (—er T ) = 2w (—1 2 ) = ut)

Case 2 - # is the minimum

t de
P [l1a1? = Bllal?) > 5] < 260 (—ei35 ) = oatt)

Now we upper bound the term Pr [2|u"z| > L] = Pr[|uTz| > £].
From General Hoeffding’s inequality (Vershyninl (2018) T heorem 2.6.3) we get that

Pr||u"z| > L < 2e at?
N egon (. at
SRR AN R R

Where K = max; ||x;]|y, = ¢2 and ¢1, co are constant independent of d. Putting it all together we get
¢ ort?
P Tz > | <2 ——
cltel> 3] <20 (- 553 )

¢ d2e 1 d?e
= 2exp (— ) = 2exp (— =04(1)
163 || pl? 163 | pe]?

Where in last inequality we used the fact that 2e > 1.

All in all, we showed that E[||x||?] = O(d) and that with probability

C1 2¢—1 C1 d2€
1-— 2 —— - d*© 2 - d° ——s— | =1- 1
max( exp( 4c3 ) eXp( 233 )) pex p( 16c3 ||u|2) 2atl)

we have that
[l = E[lx*]| < d° = o(d)
and specifically ||x||? = O(d)

Since x is normal, each x; is sub-Gaussian (and the same for y).
Let us have a look at x"y: Since x;,y; are sub-Gaussians, x; - y; is sub-exponential (Vershynin (2018),
Lemma 2.7.7). It is also known that a sum of sub-exponential random variables is in itself sub-exponential,

so we get that
d
XTY = Z TiYi
i=1

is sub-exponential. By the centering lemma (Vershynin (2018) Exercise 2.7.10), z;y; — E[z;yi] = ziy; — p? is
also sub-exponential, with mean zero. We can use Bernstein’s inequality (Vershynin (2018), Theorem 2.8.1)

to get:
> t]

[ , t 2
< 2exp |—c1 - min ]
max; ||ziyi — pillen " S wiys — pall?,

Z TilYi — :uz

Pr{x"y — |ul?*| > t] = l

< 2exp |—cy -

t2
max; II:czysz S w2,

- p
< 2exp |—cy -
(maxz allgallYillee ™ S8 a2, lwall2, )]

)
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Where ¢, co are constants that do not depend on the dimension d. In the second inequality we used the
fact that ||x — E[x]||y, < ||x[ly, (Vershynin (2018) Exercise 2.7.10) and in the third inequality we used the
fact that ||@;y;lly, < [|@illv,lYille, (Vershynin (2018) Lemma 2.7.7). Setting ¢ = d° for some 1 < e < 1 we
get:

Case 1 - c% is the minimum
2
PllxTy ~ | > ] < 2exp |1 G| = oa()
And since both ||p]|?2 = o(d) and d° = o(d) we get that w.h.p. xTy = o(d)

2 0 . .
Case 2 - ¢ is the minimum

d
4
c
Zi:l 2

2€
PrllxTy — 2| > 9] < 2exp [—cl ~ }
cs-d

= 2exp {—C}l ~d26_1] = 04(1)
€2

Using the union bound, with probability at least

C1 d2€ C1 C1 2¢—1
1—2exp (— . ) — max (Qexp (—d€> ,2exp (— - d*e
163 Tl 23 ic}
C1 19e—1 C1 e
— max (2exp (—4(1 ),2exp (—2d>)
=) )

=1- Od(l)
we have |(x,y)| = o(d) and ||x||? = O(d). O

Remark D.4. we want n - |x"y| = o(d) to hold, so

o(d)

T 2 €
n-lx'yl<n-(|g||f+d) =o0d) = n=—7—"—

Lemma D.5. Let N = N(u,I) be a normal distribution on R%. Let x, y ~ N(u,I). Assume that
[ul]* = o(d), and n = H;ﬁ(% for % < e < 1. Denote

k=2 o A P g 2 G gt
=2exp | ——s - max | 2exp | —— exp | —— -
PATT6G lul? P\gt ) TP T
C1l 9e1 €1 e
+ max <2exp (—4d ) ,2exp (—2d)>
Co =)

where ¢1, co are the constants from Lemmal[D.3 Let 7 = k- n. Then with probability at least 1 — —= have
In - (x,y)| = o(d) and ||x||* = O(d). In particular, those n and T satisfy Assumption [T 1.

Proof. From Lemma [D.3] we know that with probability at least 1 — k we have that |(x,y)| < ||ul|*> + d°,
so with probability at least 1 — k we have that n - |(x,y)| = Hu(lj\(z% (%, ¥} < o(d). We also know from

Lemma [D.3] that with probability at least 1 — k we have that [|x||? = Q(d). Setting 7 = k- n? = o4(1)
completes the proof. O
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Mixture of k£ Gaussians We prove the case where we have 2 Gaussians, but the proof is similar for any
number of Gaussians.

Lemma D.6. Let N = 7N (™, )+ (1—m)N (@, T) where 0 < 7 < 1 be a mizture of normal distributions
on R%. Assume the following:

I @12 = o(d), |L®||* = o(d)

o(d)
max([|u |2, | n®]2) +d

e n= for % <e<l1.
o k defined as in Lemma[D.A

o T=k-n?
then with probability at least 1 — & we have n - |(x,y)| = o(d) and ||x|* = O(d)

Proof. Let x,y ~ N (pM, I)+ (1 —m)N (n®, I) where 0 < 7 < 1. Let us compute E [[|x[|?]. We can think
of x as
X1, with probability m
X =
X9, with probability 1 —

where x1 ~ N (™ T) and x5 ~ N(uu®, I). From the law of total expectation we get
Bllx|*) = wEl|lx1|*] + (1 — m) Ef]|x2 ]

and from we get
Bx|?) = 7 (@2 + (1)) + (1= ) - (|22 + (D)) = 0(d)

Denote A = {x : |||x||* = E[||x[[]?| > d°} where 1 < e < 1.
From the law of total probability we get:

p(A) = p(Alx = x1) - m + p(Alx = x2) - (1 — )

=1 max (2exp [~ @21 2exp (-2 . d) ) - 2ex —C—ld—zﬁ =1-—04(1)
- P\ TP Mg P\TT6G )~

and specifically, ||x? = O(d).
Now, let us show that E[x'y] = o(d):

T
Elx'y] = E[x"]E[y] = (w‘” +(1- 7T)u”’) (w(” +(1- 7T)u@))
= 72 D)2 + 2m(1 =MD u® 4 (1 - 72|
= n%0(d) + 27(1 — m)o(d) + (1 — 7)%0(d) = o(d)
We divide the proof into 4 cases.
Case 1: x, y ~ N(uM, 1)
In this case, both points came from the same normal distribution, which we have already proven.
Case 2: x ~ N (M. T) and y ~ N (u?, T)

For every i we have that x; and y; are sub-Gaussians and ||z;||y, < ¢, ||yilly. < ¢, so we can use the same
logic as in Lemma [D.3] do prove that x "y = o(d) with the same probability.

Case 3: XN_/\/‘(IJ,@),I) and y NN(N(]‘)’I)

Same as case 2.
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Case 4: x ~ N (@ 1) and y ~ N (u®, 1)
Same as case 1

Similar to [D.4] with probability at least 1 — k we have that

o(d)
max { M2, @2} + de

n-(x,y) < n-max((|p®)?, [6®)?) +d° = o(d) = n =
and also that ||x[|?2 = Q(d). Setting 7 = k- n? = 04(1) completes the proof. O

E Experiments For MIA For High Dimensional Data

In this section, we empirically demonstrate the membership inference attack in settings much broader than
those specified in Assumption Bl In all experiments except those using the MNIST dataset, the training
set consisted of 20 samples, and the test set consisted of 5,000 samples. All samples were sampled using the
Gaussian distribution, following the experiment in

E.1 MNIST

We conducted experiments on the MNIST dataset. The first experiment (Figure [2]) employed the same fully
connected architecture described in Section B2, while the second (Figure [B) used a convolutional neural
network consisting of two convolutional layers with 32 and 64 channels, respectively, each followed by ReLLU
activations, and a final fully connected layer. To vary the input dimension, we resized the images using
bicubic interpolation. We trained the network for 4000 epochs.

The empirical results are consistent with our theoretical predictions. Specifically, as the input dimension
increases, the proportion of training samples that lie on the margin increases, whereas the proportion of test
samples whose output value is greater than or equal to the margin decreases. This behavior is observed for
both the fully connected and convolutional architectures.

Average Ratio of Marginal Points Average ratio of test points with value greater or
equal to margin
0.40

n0.6
C
5 0.35
Zo5
2 0.30
£ o
0.4 o]
© £0.25
€ o
Y= ()
o
003 3020
-‘r-é [J]
2 z015
00.2
& 0.10
()

0.1
Ed 0.05

0.0 0.00

100 200 300 400 500 600 700 800 100 200 300 400 500 600 700 800
Input's dimension Input's dimension

(a) The percentage of training points that lie on the (b) The percentage of test points that lie on or above
margin (up to 10% slack) increases with the dimension. the margin decreases as the dimension increases.

Figure 2: Results for the fully connected architecture on MNIST as a function of the input dimension. As
the dimension increases, a larger fraction of training points lie on the margin (a), while a smaller fraction of
test points lie on or above the margin (b). Results are averaged over 10 independent runs.

26



Under review as submission to TMLR

Average Ratio of Marginal Points Average ratio of test points with value greater or
equal to margin
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Figure 3: Results for the convolutional architecture on MNIST as a function of the input dimension. As the
dimension increases, a larger fraction of training points lie on the margin (a), while a smaller fraction of test
points lie on or above the margin (b). Results are averaged over 10 independent runs.

E.2 Approximate KKT

Our theoretical analysis assumes that the network has converged to a KKT point. In this experiment, we
investigate the effectiveness of the proposed MIA as a function of the network’s proximity to a KKT point.
We use the same architecture and Gaussian data distribution described in Section The data dimension is
500 and the training set consists of 20 samples. During training, we evaluate after each epoch the proportion
of marginal points in both the training and test sets. The x-axis in Figure [ corresponds to the number of
training epochs, which serves as a proxy for the network’s proximity to a KKT point.

The results indicate that the attack becomes increasingly effective as training progresses and the network
approaches a KKT point. Specifically, the proportion of training samples lying on the margin increases,
while the proportion of test samples whose output value exceeds the margin decreases. Nevertheless, the
attack remains effective even before full convergence is reached. In particular, the false positive rate decreases
rapidly and approaches zero after a relatively small number of training epochs (Figure [4h).

E.3 Network’s width

Our theoretical analysis suggests that the effectiveness of the proposed membership inference attack is
independent of the network width. To empirically verify it, we trained two-layer fully connected neural
networks with varying hidden-layer widths. The results are presented in Figure

Consistent with our theory, the proportion of training samples that lie on the margin remains essentially
unchanged as the network width increases. Similarly, the proportion of test samples whose output value
lies on or above the margin remains negligible and exhibits no systematic dependence on the width. These
findings suggest that the effectiveness of the attack is essentially independent of network width, in agreement
with our theoretical results.
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Figure 4: Effect of proximity to a KKT point on the proposed membership inference attack. As training
progresses and the network approaches a KKT point, a larger fraction of training samples lie on the margin
(a), while a smaller fraction of test samples lie on or above the margin (b). Results are averaged over 10
independent runs.

10 Average Ratio of Marginal Points Average ratio of test points with value greater or
: equal to margin
E———— le-5
32
£ 8
go.8
= 7
£
(o]
% 0.6 8 6
E s
2 3
o >
(] < 3
()]
g 0.2 2
< 1
0075000 4000 6000 8000 10000 12000 14000 0 2000 4000 6000 8000 10000 12000 14000
Width of Network Width of Network

(a) The percentage of training points that lie on the (b) The percentage of test points that lie on or above the
margin (up to 10% slack) is independent of the network’s margin is independent of the network’s width. Y-axis is
width. of scale 107°.

Figure 5: Effect of network width on the proposed membership inference attack. As the width of the hidden
layer increases, the proportion of training samples lying on the margin (a) and the proportion of test samples

lying on or above the margin (b) remain essentially unchanged. These results support the theoretical analysis.
Results are averaged over 10 independent runs.

F Proofs for Subsection

Lemma F.1. Let ® be a 2-layer homogeneous network that satisfy the KKT conditions. Let x; < x;4+1 be
2 adjacent marginal training points. The number of breapoints in the interval (z;,x;4+1) is at most 2, i.e.
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Figure 6: The blue network is a network which the breapoint is not a training point. The dotted-red network
has smaller norm.

|{—% o < —% < z141}| < 2. Moreover, if there are 2 breapoints, the neurons that form the breapoints
J J
must have different signs.

Proof. Let cj, (z) = vj, [wj,x + bj, ]+ and ¢;, () = vj,[wj,« + bj,]+ be 2 neurons with wj, < 0 and wj, <0
such that their breapoints are between x; and x;41. Both ¢;; and ¢;, are determined by all training points
that are smaller than x;;;. Let us examine their breapoint —% and —%: From Eq. @8) and Eq. @) we
get that

l l l
bjy _ vp 2 AW i A v A by

o= 1 - 1 = 1 - ,
Wi Vjy D i1 NiliTi Dim1 AiYiTi Vjs Dim1 AiYii Wiz
This means the neurons have the same breapoint and are active on the same region, which means they are
the same neuron.

The same argument can be made to show that if w; > 0 and w;;1 > 0 the neurons have the same breapoint.
We conclude that in this interval we can have at most one neuron with w > 0 and at most one neuron with
w < 0 with breapoints in the interval [x;, z;41]. O

Lemma F.2. Let 1 < 23 < -+ < x,, be the training points on the margin and ®(x;0) be a 2-layers NN.
If The network ®(x;0) satisfies the KKT conditions and is not constant in any interval; then the number of
times it crosses the margin is at most 6n.

Proof. between each z;, z;41 there are at most 2 breapoints, i.e. the networks cross the margin at most 6

times in the interval [z;, x;41] (3 times the margin y = 1 and 3 times the margin y = —1). Before the point
x1 and after the point z,,, the network crosses the line at most 6 times in each interval. So, if we sum up all
the crosses, we see that the network crosses the margin at most 6 - (n —2) + 12 = 6n O

Proof of Thm.[[.3 Assume towards contradiction that there are no training points in the interval
[— 2t _biti] Gince there are 3 breapoints, two of the neurons must have the same sign. Assume

wi—1)  wig1d”
w.l.o.g. that sgn(w;—1) = sgn(w;) (all other cases are similar). Since there are no marginal training data in

[,%’ ffj—i], they are active on the same set of training points, which means by Eq. (§) and Eq. (@) that
b — b;
“wiy = e

Each interval crosses the margin at most twice, so the number points lying on the margin is at most 4. [
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Proof of Thm.[.3 This proof follows the same logic as the proof of Lemma A.6 in [Kornowski et all (2023).

Assume towards contradiction that neither —% nor ——= [, —w’“ ] then
i i 41
b;

T € (=, _ﬁ>

Note that sgn(w;_1) = —sgn(w;) because there is no training point in the interval (—%, _ﬁ) so by [E
they must have different signs.

Also note that there must be a training point either in [—2=2 —b—] orin [—2 — 2417 (or in both). If it

w;_o w; w; Wit1

is not the case there are at least 3 breapoints between to training data points, contradiction to [E.1l

CASE 1: ’U + Ulw‘vl 1y b (wbbl L p) — waviwi bibi—1viw; =0

1 1-60\ w;_1 v V1Wi—1
Define the followmg neural network:

(13(05; J}) = Z Vj [UJj - T+ bj]+ + (1 — 5W) Vi—1 [wi_lx + bi_1}+ +

JElNG- 101 i
1) ibi—
(175)1)2 w1x+b177 v ! *bi +
1-6 W;—1 +

v |:< Uzwi> (bl +6vzwz i— 1):|
U1 V1wWi—1 +

For small enough d, the new breapoints do not cross any training point so for any training point x; we have
that ®(0;z;) = ®(0s,x;) and in particular ®(6s,x) satisfies the margin condition for each training point
z;. Also note that || ®(8;z) — ®(05;)||> — 0 as § — 0. Let us compute || ®(65,x)]||?:

2
V;w;
|®(85;2)|? = Z (v?+w§+b§)+(1—5w) vE w07+
Jem\{i-1i1} .
0 wibi—q ?
1-6 b — ——(—— =
( )20? + w? +< 1—6(w,»_1 )>+
v 2 v;W; b; 2
v%_i_(wl_i_(szz)_i_(bl_‘_ézzz—l):
U1 V1W;—1
W,V b w;b; wiv;w;  bib,_1v;w;
b(0: 2—25 2 ViW;V;—1 i zzl_bi_lzz_lzlzz 052
(61 0) [P - 25 (o7 4 LIS B (B0 s ) o)

< [|®(8; )]

ViWiVi—1 i (wibicn 3y wiviw;  bibi—aviws
CASE 2: v? + + 12 5(—% = —b;) ™ et <0

Define the followmg neural network:

V; Wy

<I>(05; {E) = Z Uj [wj - T + bj]+ —|— (1 —|— (5 ) Vi—1 [wi,lx + bi,ﬂ_’_ +

j€n]\{i—1,i,1}

(1 + 8)v; {wm—kb—i— i (w”bi‘l—bi)] +
1+9 Wi—1 +

V1 l:(wl ’U;’wl> x + <b1 — 5U;w,lzbi_l):|
1 1Wi—1 +
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The norm ||®(0s; )2 is:

2
VW,
|®(05; 2)||> = S W twl )+ (1 +6 ) v 4w +b2 +

j€[n\{i—1,3,1}

0  w;bi_ 2
2.2 2 ) wWiml g
(1+9) vi+wi+<bz+1_5(wi_1 bZ)) +

viw; \ 2 v;W; b; 2
v%—l—(wl—é i z) +(b1—(5 [ zz—l) _
U1 V1Wi—1

Vi—1Wi—1

VW Vi1 by wibi—1 b)+w1viwi n b1b;—1v;w;
— Ug

Wi—1 1-6" wi V1 VIW;—1

|8(6; 2)]” — 26 (—vf - -

< [|®(8; )]

b; (wibi—l N b1) _ wiviw; _ bibicaviws 0

.2 ViWiVi—1
CASE 3: vi + wi_ + 1-6\ wi_, U1 VWi _1

1
In this case, define the following neural network:

D(Os;2) = Z vj [wj - T +bj], +
j€[n\{i—1,i,1}

) i—10;
(1—0)vi1 [wi—lx +bi_1— T—5 (w L. bi_l)] +
o +

wj

(1 B 5v1wl> vi [wiz + bil, +

Vi Wy
Vi—1W;—1 ’U‘,l’LU',lb'
o le +5H) 2+ by + U Iiz1b
v1 viw; |,
Before computing the norm, note two observations:
1. By assumption, v;w; = —v;_jw;_1 and hence wq_’il = —U;—’_l,
sps 2 ViWiVi—1 b, wibi—1 7\ wiviw;  bibi—aviw;
2. By definition of case 3, v; + vyl ol v ( o bz> o v =0,
Now let us compute the norm:
wi—1b;

6
POs P = X (bt (1= 0Pe k(b - T
j€[n\{i—1,i,1}

2
(1_5W> o 4wl 4 Bt

Viw;
Vi _1W; 2 Vi 1wi—1b; \
(w1+5 i—1 z—1> + (b1+5 1—1Wi—1 z) _
U1 V1W;

bi—1  wi—1p,
(—— —bi1

w;

) + Vi—1Wi—17; W1Vi—1W5—1 blbiviflwifl

18(6; 2)]” — 26 ( n

We need to show that

1-6 w; w; V1 V1w,

W w; U1 V1W;

(if 02 | + 2= (—20 — ;) DAt AbisiWiol JiViclWiol () then, as in the previous cases, we

1-9 w; w v viw;

change every 0 to —¢ and every —¢ to 9).
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) + 0(8?)
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By observation [Tl we know that:

Vi—1W;—-1V; VW5 V4
= — = —viz (14)
Wy Wy
ViW;iVi—1 Vi—1W;—17;
= - = _Uz‘z—1 (15)
Wi—1 Wi—1

Combine this with observation 2 we get:

ViWiVi—1 by wibi_1 wiviw;  bibi_1vw;

2
U; + - bz) - - =0
wWi—1 1—6" wiy V1 VIW;i—1
bi (wibifl b) b1b;_1v;w; W1 hw; YW1 02
—0;) — = - — Y
1—0" wig VIW;_1 vy wi_1
bi wlbz 1 blbi 1V;W; w1V W;
— — 2 2 1V g
= (7 - bl) - = U;_1 —Y; + ’ (16)
1—0" wiy V1w 1 U1

where Eq. (0] follows by substitution of Eq. (IT). Rewriting the equation in case 3 using Eq. ([I4]), we need
to show that

2 o, wiviw; - b1 wi_1b; b1biv; 1w; 1
2 )2 —bi ) ——————#0
Vi—1 — Y 0 1_ 5( w; 1) v w; 7&
and using Eq. ([I6), we can further simplify it to
by wibi—1 bibi—1viw; | bi—1  wi—1b; b1b;viw;
O (Wbt gy N W LA
1-6 Wi;—1 ) V1W;—1 1-— 5( (o 1) + V1wW; 7&

That expression can be rewritten as

byvi(biw;—1 — bi—1w;) 1

(—b2 , + bi_1b;w; " bi—1bjw;_1
i

—b7)
VIWi—1 1-96 Wi—1 w;

The only way this expression is equal to 0 for every sufficiently small § > 0 is when both summands are 0.
let us look at the second summand.

1

bi_ blwl bi_ biwi_ 1 w; Wi —
15 5(—1%271 + wl__l + 1w4 L b)) = m(—b?q + biflbi(w,_l + f) —b7) <
1 1
ﬁ(—b?q — 2b;—1b; — b}) = —m(bzel +b;)°

Where the inequality stems from the inequality x—l—% < —2 for every x < 0 (and equality holds when 2z = —1)
where in our case r = wt_”il, and they have different signs so wt_”jl < 0. For the summand to be 0 it must
holds that w; = —w;_; and b; = —b;_1, but that can not happen because if that would have happened then

v biiy . .
—% =— 11; i.e., the two neurons have the same breakpoint.

An example of a network with smaller norm can be found in Figure O
Proof of Thm.[{4] We prove that for each iteration, we add at least one training point to the set S. As the
number of iteration is finite, and in each iteration the number of points added to S are finite, S is finite.

If the condition in line 6 in Algorithm [Iis met, by Thm. one of the points added to S must be a training
point, and the number of such points is at most 4.

If both conditions at lines 9 and 11 are met, by Thm. [£3] either y or z is a training point. So the ratio of
training points in S is at least % O

G Data reconstruction without a local minimum assumption

The following is an alternative algorithm to Algorithm [Il which performs data reconstruction while relaxing
the assumption that the network has converged to a local minimum of the max margin problem. The
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algorithm also relaxes the assumption that there is a neuron which is active on all the dataset. The difference
here is that instead of alternating between Thm. and Thm. E4], the following algorithm only utilizes
Thm. E3l While this limits its applicability, it allows us to invoke it with weaker assumptions, given that
the structure of the network we are attacking allows us to do so by having intervals that do not lie on the
margin.

Theorem G.1. Let & : R — R be a 2-layer homogeneous network that satisfies the KKT conditions, then
the following algorithm builds a finite set of which a constant ratio p > i of the points are training points.
In words, the algorithm iterates over the intervals of the network that are not constant on the margin, and

Algorithm 2: Build a finite set of candidates

S+ 0
for i+ 1tondo
T — b
w1
 biya
Yy < Wi41
74 —litz
Wit2

if both [x,y] and [y, z] do not lie on the margin then
S« SU{p:p€[x,y] Apison the margin}
S+ SU{p:p€ [y, z] Apis on the margin}

adds to the set of candidates the points that lie on the margin.

Proof of Theorem Thm.[G. 1 The analysis is very similar to the proof of Algorithm [I In each iteration, by
Thm. one of the points added to S must be a training point, and the number of such points is at most
4, so the fraction of training points in S is at least i.

O
We remark that the above algorithm is always applicable to some extent, except for the extreme case where
the network alternates between a constant and non-constant intervals (for which we have Algorithm[Il). This

demonstrates that the assumption that the network has converged to a local minimum is not necessary for
performing our reconstruction attack in all except for extreme instances.
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