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Abstract
Despite the strong performance of large language
models (LLMs) across diverse tasks, their suscep-
tibility to adversarial attacks and unsafe content
generation remains a significant barrier to deploy-
ment, particularly in high-stakes settings. Address-
ing this challenge requires safety mechanisms that
are both practically effective and theoretically
grounded. In this paper, we introduce Barrier-
Steer, a novel framework that improves response
safety by embedding learned nonlinear safety con-
straints directly into the model’s latent represen-
tation space. BarrierSteer treats hidden-state
safety classifiers as Control Barrier Functions
(CBFs), enabling constraint-guided steering of
unsafe latent trajectories during generation. By
composing multiple safety constraints through
efficient constraint merging without modifying
the underlying LLM parameters, BarrierSteer
preserves model utility and performance. We
provide theoretical results showing that apply-
ing CBFs in latent space yields a principled and
computationally efficient approach for steering
with respect to learned safety constraints, with
guarantees conditional on the learned barriers cap-
turing the intended safety property. Extensive
experiments across multiple models and datasets
demonstrate that BarrierSteer substantially re-
duces adversarial attack success rates and unsafe
generations, outperforming existing methods.

1. Introduction
As large language models (LLMs) (Anthropic, 2023; Google,
2023; OpenAI, 2023; Touvron et al., 2023) become increas-
ingly widespread (Chen et al., 2021; Wei et al., 2022; Taori
et al., 2023; Zhao et al., 2023), their safety risks have be-
come a central concern (Anwar et al., 2024; Dalrymple et al.,
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2024). Despite alignment efforts (Ouyang et al., 2022; Bai
et al., 2022a), LLMs can still be manipulated by adversarial
attacks (Zou et al., 2023b; Cao et al., 2024a) to generate
harmful content (Gehman et al., 2020; Chua et al., 2024;
Zhang et al., 2025). Such failures can have serious real-world
consequences, creating significant legal and ethical risks
when deploying LLMs in high-stakes applications (Hung
et al., 2023; Fareed et al., 2025).
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Figure 1. BarrierSteer for LLM Safety. Unlike steering with
fixed directions, BarrierSteer derives adaptive corrections at each
token, steering hidden states towards the learned safety boundaries
using Control Barrier Functions (CBFs).

Existing LLM safety approaches can be broadly grouped into
training-time and inference-time defenses. Training-time
defenses (Ouyang et al., 2022; Bai et al., 2022a;b) update
model parameters to improve safety, but aligned models
can remain vulnerable to adversarial prompts (Zou et al.,
2023b; Liu et al., 2023b; Shen et al., 2024; Zeng et al., 2024).
Inference-time methods therefore provide a complementary
layer of defense, enabling safety interventions without mod-
ifying the underlying model parameters (Turner et al., 2023;
Sharma et al., 2025; Cunningham et al., 2026).

Recent inference-time defenses improve LLM safety but
often introduce significant trade-offs. One line of work
detects unsafe outputs from generated text. Post-hoc filters,
such as heuristic keyword-based filters, are brittle to para-
phrases (Wei et al., 2023; Kandpal et al., 2023). Language-
model classifiers provide stronger detection (Sharma et al.,
2025; Inan et al., 2023; Han et al., 2024), but require running
an additional model, which can add substantial overhead
during deployment. To reduce this cost, recent work studies
classifiers that detect unsafe behavior from intermediate hid-
den states rather than generated text, enabling low-latency
safety detection (Cunningham et al., 2026). However, detec-
tion identifies unsafe states but not how to steer them toward
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safer continuations.

A recent adaptive steering approach, SaP, treats classi-
fiers as latent-space constraints (Chen et al., 2025). While
promising, SaP is limited to linear classifiers and requires
expensive optimization-based steering. We propose Bar-
rierSteer to address these limitations by treating learned
hidden-state safety classifiers as Control Barrier Functions
(CBFs), a control-theoretic tool for maintaining dynam-
ical states within safe regions (Ames et al., 2017; Xiao
& Belta, 2021). This enables nonlinear safety boundaries,
closed-form steering, and principled composition of multiple
constraints. Our key contributions are as follows:

• Nonlinear latent safety constraints: We introduce Bar-
rierSteer, which learns nonlinear hidden-state safety
classifiers and treats them as Control Barrier Functions
(CBFs), providing a principled bridge between latent safety
detection and constraint-based steering.

• Closed-form CBF steering and composition: We derive
efficient closed-form steering updates for both single and
composed CBF constraints, including a Log-Sum-Exp
composition rule that enables jointly enforcing multiple
safety constraints during autoregressive decoding.

• Effective low-latency jailbreak defense: We demon-
strate empirically across four model families and ten
adversarial attacks that BarrierSteer reduces attack suc-
cess rates substantially while preserving utility (MMLU,
GSM8K) and avoiding the over-refusal observed in fixed-
direction steering baselines, with steering latency 58–79×
faster than the closest baseline (SaP).

2. Related Work
LLM Safety Techniques. Improving the safety of LLMs
has become a central challenge in modern AI research (An-
war et al., 2024; Dalrymple et al., 2024). A major line of
work addresses this challenge through training-time align-
ment, where model parameters are updated using safety,
preference, or refusal data. Representative methods in-
clude RLHF (Ouyang et al., 2022; Bai et al., 2022a;b),
Safe-RLHF (Dai et al., 2023), DPO (Rafailov et al., 2023;
Zhou et al., 2024; Liu et al., 2024), adversarial training (Gan-
guli et al., 2022), and Circuit Breakers (Zou et al.,
2024), which incorporate safety through preference opti-
mization, constrained reward modeling, adversarial data, or
representation engineering. However, aligned models can
remain vulnerable to adversarial or jailbreak prompts (Zou
et al., 2023b; Liu et al., 2023b; Shen et al., 2024; Zeng et al.,
2024). This motivates inference-time safety mechanisms
that can intervene during deployment without changing the
base model parameters.

Inference-time Safety. One line of inference-time safety
work detects unsafe outputs after generation. Simple post-

hoc filters, such as keyword- or rule-based filters, are brittle
to paraphrases and obfuscation (Wei et al., 2023; Kandpal
et al., 2023). Language-model classifiers provide stronger
detection (Sharma et al., 2025; Inan et al., 2023; Han et al.,
2024), but require running an additional model, which can
add substantial overhead during deployment. To reduce
this cost, recent work studies classifiers that detect unsafe
behavior from intermediate hidden states rather than gener-
ated text, enabling low-latency safety detection on frontier
models (Cunningham et al., 2026). However, these defenses
primarily block unsafe generations; they do not steer the
model toward a safe alternative.

Another line of work steers LLMs by intervening on model
activations during generation. Activation-addition methods
modify hidden states along fixed directions (Turner et al.,
2023; Arditi et al., 2024; Rimsky et al., 2024). While these
interventions are simple and efficient, they can be coarse,
applying the same direction across contexts and may degrade
utility. A more adaptive approach is to use learned safety
classifiers as steering signals (Lee et al., 2025). Motivated
by hidden-state classifiers for production-grade safety detec-
tion (Cunningham et al., 2026), classifier-guided methods
use classifier scores not only to detect unsafe states, but
also to guide how those states should be modified. Methods
such as SaP steer using latent-space constraints (Chen et al.,
2025), but existing approaches remain limited by linear clas-
sifier assumptions or by expensive constrained optimization
and perturbation-search procedures (Chen et al., 2025; Kong
et al., 2024; Karnik & Bansal, 2025; Zhao et al., 2026).
In contrast, BarrierSteer learns nonlinear latent-space
safety constraints, derives closed-form steering rules, and
efficiently composes multiple constraints. We defer further
discussion of inference-time safety and classifier-guided
steering to Appendix E.

Control Barrier Functions for Formal Safety. Control
Barrier Functions (CBFs) (Ames et al., 2017; Xiao & Belta,
2021; Glotfelter et al., 2017) are a standard tool for enforcing
safety in dynamical systems. CBFs turn nonlinear safety con-
ditions into quadratic programs that can be solved efficiently
online, providing a practical safety mechanism with formal
guarantees under appropriate assumptions. This makes
them especially appealing for learning-based control, where
learned policies can be paired with explicit safety mecha-
nisms rather than relying only on soft constraints (Achiam
et al., 2017; Tessler et al., 2018). Advances in differentiable
optimization (Amos & Kolter, 2017) have enabled CBFs
to be integrated into neural networks as safety-guaranteed
layers (Pereira et al., 2020; Liu et al., 2023a; Xiao et al.,
2023), primarily for robotic control, and CBFs have also
been extended to generative models such as LLM align-
ment (Zhao et al., 2026) and diffusion models (Xiao et al.,
2025). However, most CBF-based methods assume that the
safety constraint is known a priori, which is often unrealistic
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for complex systems such as LLMs. Recent work has ex-
plored using CBFs to steer LLMs (Miyaoka & Inoue, 2025),
but derives barriers from text-level safety classifiers and
relies on constrained optimization during decoding, which
can introduce substantial inference overhead. In contrast,
BarrierSteer learns latent-space safety constraints and de-
rives closed-form rules for efficient inference-time steering.
Since these constraints are learned from data, the resulting
guarantees are conditional on the learned barriers accurately
capturing the intended safety property (Robey et al., 2020;
So et al., 2024).

3. Background and Motivation
This section provides the background and motivation for
BarrierSteer. We first review how prior work learns
hidden-state safety classifiers and uses their decision bound-
aries as safety constraints. We then discuss why using such
constraints to steer LLMs remains practically challenging.
Finally, we introduce Control Barrier Functions, a stan-
dard tool from control theory, which BarrierSteer uses to
transform learned nonlinear safety constraints into efficient
inference-time steering rules.

In the paper, we use classifier, constraint, and barrier
function depending on how the learned safety function is
used. It is a classifier when distinguishing safe from unsafe
hidden states, a constraint when controlling LLM generation,
and a barrier function when used in the CBF condition.

3.1. Steering LLMs using Latent Classifiers

Learning Latent Classifiers for LLM Safety. Performing
safety classification directly in text space often requires an ex-
ternal language model classifier (Sharma et al., 2025), which
can incur high computational cost when applied during gen-
eration. Recent work suggests that hidden-state classifiers
can provide faster safety detection, with promising results
in production-grade settings (Cunningham et al., 2026). We
follow prior work (Cunningham et al., 2026; Chen et al.,
2025) and use the standard hidden-state classifier training
pipeline with binary safety data. Concretely, we are given
a labeled dataset D = {(q(i), x(i), y(i))}Ni=1, where q(i) is
the user query and x(i) is the LLM response. Each response
x(i) consists of T (i) tokens, x(i) = (x

(i)
1 , . . . , x

(i)

T (i)), with
a binary response-level label y(i) ∈ {0, 1}, where y(i) = 1
indicates the presence of unsafe content. These labels
are obtained from human annotations or automated safety
classifiers (Mazeika et al., 2024b).

To construct the latent training set, we run the LLM on
each query–response pair and collect hidden states. Define
the response-prefix state s

(i)
t = (q(i), x

(i)
≤t). Let h(ℓ)(s

(i)
t )

denote the hidden state corresponding to the response token
x
(i)
t at layer ℓ. This hidden state contains information about

the query q(i) and the response prefix x
(i)
≤t, rather than only

the current token x
(i)
t (Vaswani et al., 2017; Devlin et al.,

2019; Radford et al., 2019).

Crucially, because the supervision is assigned at the response
level, each response x(i) yields T (i) hidden-state examples
with the same label y(i): {(h(ℓ)(s

(i)
t ), y(i))}T (i)

t=1 . Thus, an
unsafe response contributes unsafe hidden-state examples
across its generated positions, even though the original
annotation does not identify a specific unsafe token span.
These hidden-state examples are then used to learn latent
safety classifiers whose decision functions define safety
boundaries in hidden-state space.

Steering LLMs using Safety Constraints. Recent
work, such as SaP (Chen et al., 2025), suggests ex-
plicitly viewing learned latent classifiers as safety con-
straints. Concretely, whenever a hidden state h is pre-
dicted to violate the learned constraint, SaP computes a
projected safe representation by optimizing: minh⋆ ∥h −
h⋆∥ such that h⋆ satisfies the learned safety constraints.
This approach combines the latent classifiers (Cunningham
et al., 2026) with activation steering, which adjusts LLMs
toward safer generation (Turner et al., 2023; Arditi et al.,
2024). However, SaP has several limitations:

• Linearity: SaP uses linear constraint boundaries, re-
stricting classifier design.

• Expensive optimization: Applying the constraints re-
quires optimization using gradient descent at inference
time, so each steering step adds extra computation and
increases generation latency.

• Limited modularity: Composing existing constraints or
adding new ones may require retraining.

These limitations of SaP motivate BarrierSteer: a princi-
pled steering method that handles nonlinear latent constraints,
derives closed-form updates, and composes independently
trained safety classifiers. Empirically, BarrierSteer im-
proves adversarial-prompt defense while preserving utility
(Sec. 5.1), reduces steering latency (Sec. 5.2), and enables
modular safety composition (Sec. 5.3).

3.2. Steering LLMs with Control Theory

Autoregressive Generation as a Latent Dynamical Sys-
tem. Autoregressive language generation naturally induces
a trajectory in the model’s latent space (Kong et al., 2024).
At decoding step t, the prefix state st = (q, x≤t) is processed
by the LLM, producing an intermediate hidden state h(ℓ)(st).
The model then samples the next token xt+1, forming the
updated state st+1 = (q, x≤t+1). This induces a stochastic
transition over latent representations, h(ℓ)(st) 7→ h(ℓ)(st+1),
allowing autoregressive generation to be viewed as a latent
dynamical process. This view frames inference-time LLM
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safety as keeping latent trajectories within, or steering them
toward, prescribed safe regions.

CBFs provide a natural mechanism for this purpose: a
learned safety classifier defines a safe set in the hidden-state
space, and the CBF condition determines local corrections
to steer the trajectory away from unsafe regions during
decoding. BarrierSteer instantiates this idea by treating
hidden states as latent system states and learned safety
classifiers as CBF constraints.

Control Barrier Functions. CBFs provide a principled
framework for enforcing safety in dynamical systems. We
consider affine control systems with state h ∈ Rn, control
input u ∈ Rm, and dynamics ḣ = f(h) + g(h)u, where f
and g are assumed to be locally Lipschitz. The goal is to
ensure that the state h remains within a prescribed safe set C,
defined as the 0-superlevel set of a continuously differentiable
function b : Rn → R: C = {h ∈ Rn : b(h) ≥ 0}.

Definition 1 (Control Barrier Function). A function b is
a control barrier function for the system on Rn if there
exists an extended class-K function β such that ∀h ∈ Rn :
supu∈Rm ḃ(h, u) ≥ −β(b(h)).

Since ḃ(h, u) = Lfb(h) + Lgb(h)u, this condition can be
written as supu∈Rm [Lfb(h) + Lgb(h)u+ β(b(h))] ≥ 0.
Here, Lfb(h) and Lgb(h) denote the Lie derivatives of b
along the drift and control dynamics, respectively. The term
β(b(h)) shapes how aggressively the system must react as
it approaches the boundary of the safe set. Given a CBF b,
any control input u satisfying ḃ(h, u) ≥ −β(b(h)) for all
h ∈ C renders the safe set forward invariant under standard
regularity assumptions (Ames et al., 2017; Xiao & Belta,
2021). For simplicity, we use a linear class-K function
throughout this paper, i.e., β(b(h)) = αb(h), α ∈ R>0.

Crucially, CBFs can enforce nonlinear safety constraints,
admit efficient closed-form solutions, and are composable.
These properties match the needs of LLM activation steering:
expressive safety boundaries, efficient online intervention,
and modular composition of multiple constraints.

4. BarrierSteer: LLM Steering with
Learned Control Barrier Functions

In this section, we present our BarrierSteer framework for
learning latent safety constraints and applying them as CBFs
during inference. As illustrated in Fig. 2, BarrierSteer fol-
lows a three-stage pipeline: 1 extracting intermediate latent
representations from a pre-trained LLM and constructing a
dataset with binary safety labels (see Sec. 3.1); 2 learning
expressive nonlinear safety constraints in latent space; and

3 applying CBF-based steering at inference time to guide
hidden-state trajectories toward the learned safe set without
modifying the underlying model parameters.

4.1. Learning Control Barrier Functions

A key challenge in applying CBFs to LLMs is that safety
constraints are not known a priori and must instead be
inferred from data. In contrast to prior approaches that
rely on linear boundaries (Chen et al., 2025), we learn
non-linear safety constraints directly using pairs of hidden
states and safety labels. We estimate safety boundaries
by learning barrier functions {bk}Kk=1 with neural network
parameters θ = {θ1, . . . , θK}. Given safe and unsafe hidden
states fromHsafe andHunsafe, we jointly train the barriers
with a CBF-style classification loss (Robey et al., 2020; So
et al., 2024) consisting of two terms: L(θ) = Lsafe(θ) +
λunsafeLunsafe(θ), where the parameter λunsafe ∈ R>0 is a
hyperparameter that controls the penalty associated with
safety violations. The safe set loss makes safe states satisfy
all constraints (bk(h) ≥ 0, ∀k ∈ {1, . . . ,K}): Lsafe(θ) =∑

h∈Hsafe

∑K
k=1[−bk(h)]+.

Conversely, the unsafe set loss makes unsafe states violate
at least one constraint (mink bk(h) ≤ −ε): Lunsafe(θ) =∑

h∈Hunsafe
[mink bk(h) + ε]+. In these expressions, the op-

erator [·]+ = max(0, ·) denotes the hinge loss, and ε defines
the safety margin. Minimizing L(θ) encourages the intersec-
tion of the learned safety constraints to correctly classify safe
and unsafe states. Moreover, distinct control barrier func-
tions can be learned from separate datasets and composed,
as discussed in Section 4.3.

4.2. Representation Steering with Latent Dynamics

Once the safety constraints are learned, we can use them
to steer the LLM generation. Obtaining bk allows us to
check whether the current latent state satisfies the safe set
C = {h | bk(h) ≥ δ, k ∈ {1, . . . ,K}}, where δ denotes the
safety threshold. In practice, we set δ = 0 for simplicity.
If the model’s original trajectory violates the safety margin
(i.e., ∃k, bk(h) < δ), we dynamically adjust the latent state
h to steer it toward the learned safe region.

To steer using CBFs, we approximate the local evolution of
the hidden state as ḣ = (ht − ht−1)/∆t, where ∆t is the
time step (default ∆t = 1). Following the local-dynamics
view in Sec. 3.2, this finite difference defines a local dynamic,
not to predict the full future trajectory. By modeling the
latent-state evolution locally as a controllable dynamical
system ḣ = u, we seek a control input u that satisfies the
local first-order CBF condition while minimizing deviation
from the original trajectory. Specifically, we compute the
control u by solving the following Quadratic Program (QP):

u∗ = argmin
u

∥∥∥∥u− ht − ht−1

∆t

∥∥∥∥2 (1)

s.t. ∇bk(ht)
⊤u+α(bk(ht)− δ) ≥ 0, k ∈ {1, . . . ,K}.

The state is then updated as h′
t = ht−1 + u∗∆t, and the
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Figure 2. Overview of BarrierSteer. BarrierSteer follows a three-stage pipeline: 1 extracting intermediate LLM hidden states and
pairing them with binary safety labels (Sec. 3.1); 2 learning nonlinear latent safety classifiers that define hidden-state safe sets (Sec. 4.1);
and 3 applying closed-form CBF-based steering to guide hidden states toward learned safe sets (Sections 4.2 and 4.3).

state after steering becomes ht ← h′
t. This avoids expensive

optimization because the QP can admit efficient closed-
form solutions, as discussed in Sec. 4.3. Furthermore, the
parameterα in Eq. (1) controls the steering strength. A larger
value of α produces a more aggressive correction toward
the learned latent safe set C. It may also induce a significant
deviation from the nominal control input. This fundamental
trade-off between safety and task performance is empirically
validated across various benchmarks, as reported in Table 2.

4.3. Closed-form Steering via Composing CBFs

Real-world safety specifications often involve multiple con-
straints (e.g., “avoid harm” and “protect privacy”). We
formalize such requirements as satisfying all K constraints
in Eq. (1). However, directly solving the quadratic pro-
gram is inefficient, since the control dimension matches the
hidden-state dimension and is typically large. To address
this, we derive a closed-form steering rule.

Recall that {bk(h)}Kk=1 are learned CBF boundaries corre-
sponding to safe sets Ck. A system satisfying all constraints
must remain in the intersection

⋂K
k=1 Ck. We merge these

constraints into a single, continuously differentiable CBF.
The intersection of safe sets can be captured by a smooth
under-approximation of the minimum function using the Log-
Sum-Exp (LSE) formula (Boyd & Vandenberghe, 2004):

B(h) = − 1

κ
ln

(
K∑

k=1

e−κ(bk(h)−δ)

)
, (2)

where κ ∈ R>0 is a smoothing parameter. Crucially, this
composed barrier B(h) remains continuously differentiable,

and the satisfaction of B(h) ≥ 0 implies the satisfaction of
bk(h) − δ ≥ 0,∀k ∈ {1, . . . ,K} (Boyd & Vandenberghe,
2004). When K ≤ 2 or using the composing method for
Eq. (2) to reduce the number of constraints to 2 when K > 2,
the QP in Eq. (1) admits the following closed-form solution:

u∗ =
ht − ht−1

∆t
+ λ1(ht)ĝ1(ht) + λ2(ht)ĝ2(ht), (3)

where λ1, λ2, ĝ1, and ĝ2 are defined in Appendix Sec. A.

Local assumptions. We use the following local assumptions
to apply the CBF for steering: (i) each learned barrier bk
and the composed barrier B in Eq. (2) are continuously
differentiable; and (ii) over the one-step neighborhood where
steering is applied, the hidden-state evolution is locally
Lipschitz and is well approximated by the finite-difference
model ḣ = (ht − ht−1)/∆t used in Eq. (1).

We formalize the property of the closed-form steering
in Eq. (3) by the following theorem.
Theorem 1. Let {bk(h) ≥ δ}Kk=1 be learned safety con-
straints, and let B(h) denote the smooth composed barrier
in Eq. (2), with composed safe set CB = {h | B(h) ≥ 0}.
Let h and h′ be the hidden state before and after applying
the control u∗ in Eq. (3). Under the local assumptions above,
the update satisfies the condition∇B(h)⊤u∗ +αB(h) ≥ 0.
Consequently, under the local dynamics, CB is locally for-
ward invariant: if h ∈ CB , the composed barrier condition is
locally preserved; if h /∈ CB , the composed barrier violation
is exponentially stabilized toward CB .

Theorem 1 justifies using the smooth composed barrier
in Eq. (2) for efficient steering with the multiple constraints,
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since B(h) ≥ 0 is a sufficient condition for satisfying all
learned constraints. The proof of Theorem 1 and justification
of the assumptions are provided in Appendix B. Since the
CBFs are learned, the resulting safety behavior is conditional
on the learned CBFs accurately capturing the intended text-
level safety properties.

This closed-form solution leads to three practical variants of
BarrierSteer:

• BarrierSteer (QP): Directly solves the QP in Eq. (1),
which can be computationally expensive.

• BarrierSteer (Top-2): Selects the two most violated
constraints, thereby reducing the active set to K = 2, and
then applies the closed-form solution in Eq. (3).

• BarrierSteer (LSE): Composes all constraints into a
single CBF using the LSE formula in Eq. (2), then applies
the closed-form solution in Eq. (3) with K = 1.

In practice, we recommend and use BarrierSteer (LSE)
as the default variant, as it is theoretically grounded by The-
orem 1, computationally efficient, and empirically effective.

5. Experiments
Datasets and Evaluation Setup. We evaluate Bar-
rierSteer on two safety benchmarks using instruction-
tuned LLMs that have undergone safety alignment but
remain vulnerable to adversarial prompts. First, we use
HarmBench (Mazeika et al., 2024a), a standardized frame-
work for automated adversarial-prompt generation. We
select 320 harmful behaviors to construct training cases for
learning the safety barriers and reserve 80 disjoint behaviors
for evaluation. This behavior-level split tests whether the
method generalizes to unseen harmful behaviors rather than
memorizing specific prompts.

Second, we use WildGuardMix (Han et al., 2024), a
large-scale dataset covering harmful prompts across 14 risk
categories. For each category, we sample 400 prompts and
split them into 320 for training and 80 for evaluation. We use
these prompts to collect safe and unsafe activation datasets,
denoted by Hsafe and Hunsafe, respectively. As discussed
in Sec. 3.1, each response x(i) with length T (i) yields T (i)

hidden-state examples, so both datasetsHsafe andHunsafe

contain substantially more examples than the number of
prompts (see Sec. D.1 for exact dataset sizes). For both
datasets, we quantify safety using the HarmBench classi-
fier (Mazeika et al., 2024b), which evaluates the semantic
safety of generated responses.

Baselines. We compare BarrierSteer against a diverse set
of LLM safety methods, focusing on inference-time steering
baselines. First, we include Circuit Breaker (Zou
et al., 2024), a training-time representation-engineering
method that fine-tunes LoRA-style adapters to reroute in-

ternal representations associated with harmful generations,
while preserving benign behavior through a retain loss.
We also compare against Self-Reminder, a prompting-
based inference-time defense that prepends and appends
safety reminders to the user prompt to encourage the model
to follow safety policies.

Our main comparisons focus on activation steering meth-
ods, which directly modify hidden states during generation.
Activation Addition (Turner et al., 2023; Rimsky
et al., 2024) constructs a steering direction from the differ-
ence between mean activations from two contrastive sets,
r = |Hsafe|−1

∑
h∈Hsafe

h − |Hunsafe|−1
∑

h∈Hunsafe
h, and

applies the intervention h′ = h + αr, where α controls
the steering strength. Directional Ablation (Arditi
et al., 2024) removes the component of the hidden state along
an identified steering direction, h′ = h−r(r⊤r)−1r⊤h. We
also compare against ReFT-r1 (Wu et al., 2025), a weakly
supervised rank-one representation-finetuning baseline that
applies a learned linear intervention to hidden representa-
tions during generation. Unlike difference-in-means steering,
its intervention direction is learned from supervision rather
than computed directly from activation mean differences.

Finally, we evaluate against SaP (Chen et al., 2025), the clos-
est baseline to BarrierSteer because it also uses learned
safety boundaries as constraints for inference-time steering.
Like BarrierSteer, SaP learns latent safety constraints
from hidden states and safe/unsafe supervision. However,
BarrierSteer differs from SaP in both the expressiveness
of the learned constraint and the efficiency of the steering
rule, which directly affects the safety–utility trade-off and
latency observed in our experiments. By default, we use
BarrierSteer (LSE), with each classifier implemented as a
five-layer MLP matched to SaP in parameter count. Further
implementation details are provided in Sec. C. For fairness,
all learned baselines use the same safe/unsafe data to train
their LoRA adapters, steering directions, representation in-
terventions, or latent constraints. For Self-Reminder,
we use the prompts provided by the original authors. Further
implementation details are provided in Sec. D.2.

5.1. Adversarial Attack Defense

We assess the robustness of BarrierSteer against rep-
resentative adversarial attack methods. These include
gradient-based optimization attacks such as GCG (Zou et al.,
2023b), GBDA (Guo et al., 2021), AutoPrompt (Shin
et al., 2020), PEZ (Wen et al., 2023), UAT (Wallace et al.,
2019), and AutoDAN (Liu et al., 2023b); human-crafted jail-
breaks, including HumanJailbreak (Shen et al., 2024)
and DirectRequest (Mazeika et al., 2024a); and the
search-based PAP (Zeng et al., 2024). We use these nine
attack methods to construct the training data. We further
evaluate against Adaptive Attack (Andriushchenko
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Table 1. Attack success rate (ASR, ↓), adaptive-attack ASR (AA ASR, ↓), over-refusal rate (XSTest, ↓), and utility metrics (MMLU, GSM8K,
↑) for BarrierSteer (LSE) and other LLM safety baselines across four model families. ASR is averaged over nine HarmBench adversarial
attack methods. ActAdd denotes Activation Addition, and DirAbl denotes Directional Ablation. Results are reported over five runs for
learning-based methods, while other baselines are evaluated deterministically.

Model Metric Base Self-Reminder Circuit Breaker ActAdd DirAbl ReFT-r1 SaP BarrierSteer

Gemma-2-9b

ASR ↓ 19.50 12.89 9.91±2.60 19.00 13.61 12.30±3.19 8.00±0.94 0.00±0.00

AA ASR ↓ 70.00 66.00 56.00±4.00 62.00 32.00 65.33±3.06 67.33±3.06 53.00±23.00

XSTest ↓ 28.00 38.80 34.53±3.00 31.20 43.20 36.80±2.77 33.33±1.89 32.00±0.44

MMLU ↑ 71.86 71.72 70.94±0.74 71.86 66.16 71.31±0.44 71.86±0.01 71.87±0.09

GSM8K ↑ 74.22 72.78 73.44±0.84 73.69 49.51 73.74±0.25 73.72±0.16 73.65±0.04

Ministral-8B

ASR ↓ 51.19 20.25 30.19±2.51 51.31 51.78 37.56±3.31 23.91±3.49 0.83±1.86

AA ASR ↓ 74.00 74.00 66.00±5.48 78.00 80.00 68.00±0.00 70.00±2.00 19.60±2.61

XSTest ↓ 20.40 22.00 16.27±1.80 17.20 17.20 15.20±1.06 15.60±3.55 20.96±7.04

MMLU ↑ 64.73 63.03 64.56±0.06 64.53 64.45 63.89±0.28 64.47±0.02 63.07±1.95

GSM8K ↑ 64.22 67.63 64.92±0.61 65.05 64.06 65.33±0.23 64.67±0.13 62.55±2.46

Llama2-7B

ASR ↓ 6.06 3.22 6.70±0.31 6.47 3.19 3.43±0.35 6.88±0.21 1.28±2.17

AA ASR ↓ 72.00 2.00 68.00±2.00 70.00 80.00 36.00±0.00 76.00±5.29 1.60±0.89

XSTest ↓ 41.60 68.00 42.40±0.69 41.60 48.80 47.33±1.40 38.67±2.66 43.36±0.83

MMLU ↑ 46.47 44.51 46.50±0.01 46.56 46.29 46.60±0.06 46.57±0.02 46.56±0.04

GSM8K ↑ 20.92 9.55 20.90±0.45 21.30 19.94 21.56±0.38 20.92±0.08 20.94±0.62

Qwen2-1.5B

ASR ↓ 23.89 9.08 23.88±1.47 19.14 16.97 4.17±0.47 5.35±3.44 0.66±0.47

AA ASR ↓ 62.00 40.00 49.33±3.06 58.00 60.00 48.67±4.16 63.33±11.55 24.80±1.79

XSTest ↓ 27.60 36.40 26.53±1.29 32.00 34.80 76.93±3.59 29.47±0.46 29.44±1.49

MMLU ↑ 55.69 54.96 55.64±0.02 55.71 54.76 55.55±0.04 55.69±0.01 55.65±0.05

GSM8K ↑ 24.94 31.01 26.71±1.29 12.43 13.12 22.92±1.34 12.63±0.19 12.95±0.63

et al., 2025), which explicitly optimizes against defended
LLMs, used only for evaluation. Additional experimental
details and results are provided in Sec. D.3.

Over-refusal. We use XSTest (Röttger et al., 2024) to eval-
uate whether defended models over-refuse benign prompts.

Utility Benchmarks. To ensure representation steering
does not significantly degrade core model utility, we evaluate
zero-shot on two standard benchmarks: MMLU (Hendrycks
et al., 2020) for general knowledge and GSM8K (Cobbe et al.,
2021) for mathematical reasoning. We refer to Sec. D.5 for
results on more utility benchmarks.

Table 1 summarizes results across four model families,
covering static HarmBench ASR, adaptive-attack ASR, over-
refusal, and utility. Overall, BarrierSteer (LSE) achieves
the strongest static jailbreak defense, reducing ASR to near
zero across models while preserving utility close to the
original LLMs. Since all learned baselines are trained
on the same HarmBench safe/unsafe data, the lower ASR
suggests that BarrierSteer more effectively captures the
latent safety boundary and applies the learned constraints.
On static HarmBench ASR, BarrierSteer outperforms
prompt-based defenses such asSelf-Reminder, training-
time methods such as Circuit Breaker, and inference-
time representation-steering baselines such as ActAdd,
DirAbl, ReFT-r1, and SaP.

The comparison also highlights the safety–utility trade-offs

of existing baselines. Fixed-direction steering methods
can mitigate attacks, but often degrade benign behavior or
downstream utility because the same intervention is applied
across diverse contexts. For example, DirAbl reduces the
adaptive-attack ASR of Gemma-2-9B to 32.00%, but low-
ers GSM8K accuracy from 74.22% to 49.51% and increases
XSTest over-refusal from 28.00% to 43.20%. Prompt-
ing defenses can be effective for some LLMs, such as
Self-Reminder on Llama2-7B under both static and
adaptive attacks, but often incur severe over-refusal and util-
ity degradation. Training-based baselines such as Circuit
Breaker and ReFT-r1 improve robustness, but do not
match the constraint-guided steering methods SaP and Bar-
rierSteer across static and adaptive attacks. This suggests
that modeling safety as latent constraints provides a more
reliable mechanism for jailbreak defense.

Compared with the closest latent-constraint baseline, SaP,
BarrierSteer provides substantially stronger robustness.
On Ministral-8B, BarrierSteer reduces ASR to
0.83±1.86%, compared with 23.91±3.49% for SaP; on
Qwen2-1.5B, BarrierSteer reduces ASR to 0.66±0.47%,
while SaP remains at 5.35±3.44%. For a fair comparison,
we also ablate the inference-time steering strength of SaP
by varying its optimization weights. As shown in Sec. D.2,
changing this steering strength does not close the robustness
gap to BarrierSteer. This suggests that the improvement
comes from the greater expressiveness of nonlinear neural
CBF boundaries. Importantly, these robustness gains are
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Table 2. Ablation study on the effect of steering strength α for BarrierSteer
(LSE) on Qwen2-1.5B with κ = 100 over 5 runs.

α ASR ↓ AA ASR ↓ XSTest ↓ MMLU ↑ GSM8K ↑

0.001 0.20±0.26 56.80±9.34 28.00±1.70 55.72±0.04 13.03±0.14

0.01 0.66±0.47 24.80±1.79 29.44±1.49 55.65±0.05 12.95±0.63

0.1 0.06±0.10 12.67±13.61 60.13±21.70 50.24±4.58 12.36±1.71

0.2 0.02±0.03 4.67±5.03 66.53±14.34 45.94±7.02 11.37±1.93

0.3 0.04±0.07 1.33±2.31 69.73±8.95 43.59±6.07 10.69±0.72

0.5 0.00±0.00 9.33±11.02 74.13±2.81 40.45±4.03 9.30±1.25

1.0 0.00±0.00 2.67±1.15 76.93±4.64 37.80±2.81 7.25±0.16

Table 3. Steering latency (ms/token, ↓) on
Qwen2-1.5B.

Method Latency ↓

SaP (100 steps) 190.67±3.17

SaP (1 step) 139.97±6.33

BarrierSteer (Top-2) 29.45±11.00

BarrierSteer (QP) 33.77±5.86

BarrierSteer (LSE) 2.40±0.06

achieved while maintaining MMLU and GSM8K perfor-
mance and avoiding extreme over-refusal.

Impact of Steering Strength α. We further investigate
the sensitivity of BarrierSteer to the steering strength α
in Table 2. The results show that α directly controls the
safety–utility trade-off: smaller values better preserve utility
and maintain low over-refusal, whereas larger values apply
stronger safety corrections and further reduce attack success.
In particular, increasing α drives static HarmBench ASR to
zero and often improves robustness under adaptive attacks.

We use α = 0.01 in Table 1 because it substantially reduces
both static and adaptive ASR while keeping XSTest and
utility close to the base model. Importantly,α can be adjusted
at inference time, enabling deployment-time calibration
of the safety–utility trade-off: applications that prioritize
robustness can use a larger steering strength, whereas settings
that prioritize benign-task performance can use a smaller
value. Full ablation over α for all four LLMs are in Sec. D.3.

5.2. Computational Efficiency

A primary advantage of BarrierSteer is its computational
efficiency. Unlike SaP, which runs gradient descent for each
token at inference time, BarrierSteer (LSE) uses a closed-
form update (see Sec. 4.3). We measure per-token inference
latency only for tokens that trigger steering, thereby isolating
the steering overhead. Additional benchmarking details and
results, including total generation time with both inference
and steering, are provided in Sec. D.6. As shown in Table 3,
BarrierSteer (LSE) introduces negligible overhead, with
a per-token steering latency of only 2.40 ms. In contrast,
SaP requires 190.67 ms with 100 optimization steps and
139.97 ms with one optimization step. This corresponds to
speedups of over 79× and 58×, respectively.

5.3. Modular Composition of Safety Barriers

We demonstrate the modularity of BarrierSteer by
training distinct Control Barrier Functions (CBFs), each
using data from one of 14 harmful risk categories in
WildGuardMix (Han et al., 2024). For robust generaliza-
tion, we evaluate on a held-out test set containing unseen
behaviors from all 14 categories. These independently
trained barriers are used to steer individually or composed
using the LSE formula. We refer to Sec. D.7 for experimen-

tal details, results for other BarrierSteer variants, and an
ablation on the effect of κ in Eq. (2).

Table 4. Harmful rate (↓) evaluations for BarrierSteer on
Qwen2-1.5B when composing safety barriers independently
trained on 14 risk categories from WildGuardMix (Han et al.,
2024). Metrics are averaged over five runs.

Method Harmful Rate ↓
Original Model 22.77
Individual BarrierSteer 4.74±1.21

BarrierSteer (LSE) 0.86±0.04

Table 4 presents the main composition results. The orig-
inal model has a high harmful-generation rate of 22.77%.
Averaged across the 14 individual BarrierSteer barriers,
this rate decreases to 4.74%, showing that a barrier trained
on one risk concept can also reduce unsafe generations in
other categories. Finally, BarrierSteer (LSE) reduces
the harmful-generation rate to just 0.86%. This shows that
composing CBFs trained on independent concepts enables
BarrierSteer to perform well across all concepts, consis-
tent with Theorem 1. This modularity supports practical
real-world use cases, where safety specifications can be
applied compositionally depending on context and users.

6. Conclusion
We presented BarrierSteer, a principled inference-time
framework for improving LLM safety by embedding learned
nonlinear safety constraints in latent representation space.
By treating hidden-state safety classifiers as Control Barrier
Functions, BarrierSteer steers hidden-state trajectories
toward learned safe regions while preserving the underlying
model parameters. Empirically, BarrierSteer consistently
reduces unsafe generations and adversarial attack success
rates across models and datasets, including under adaptive
attacks, while maintaining model utility and avoiding exces-
sive over-refusal. Limitations include that the guarantees
of BarrierSteer are conditional on the learned barriers
accurately capturing the intended safety properties and apply
to latent representations rather than providing strict worst-
case guarantees for generated text. Future work includes
improving the robustness of learned safety barriers, scaling
BarrierSteer to frontier LLMs, and developing more fine-
grained steering rules to better manage adaptive attacks and
safety–utility–refusal trade-offs.
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A. Closed-form CBF Steering Derivation
To derive the closed-form update, we consider the case where the active constraints have been reduced to at most two
constraints by the merge rule using Eq. (2) shown in Sec. 4.3. Here, we explicitly show the closed-form solution to the QP
in Eq. (1) following (Luenberger, 1997). We consider the case where the QP has two constraints. Given the following QP
corresponding to Eq. (1) for the proposed BarrierSteer:

u∗ = argmin
u
||u− ht − ht−1

∆t
||2,

s.t., ∇b1(ht)
⊤u+ αb1(ht) ≥ 0

∇b2(ht)
⊤u+ αb2(ht) ≥ 0,

(4)

where b1, b2 are the two constraints merged from the learned CBFs {bk(h) ≥ δ}Kk=1, following Sec. 4.3. Next, we define

g1(ht) = [−∇b1(ht)
⊤], h1(ht) = αb1(ht),

g2(ht) = [−∇b2(ht)
⊤], h2(ht) = αb2(ht).

The standard form of the QP cost is uTH(ht)u+ F (ht)u, where the matrix H(ht) is an identity matrix corresponding to
Eq. (4). We can further define

[ĝ1(ht), ĝ2(ht)] = H(ht)
−1[g1(ht), g2(ht)],[

ĥ1(ht)

ĥ2(ht)

]
=

[
h1(ht)
h2(ht)

]
−
[

g1(ht)
T

g2(ht)
T

]
û

where
û = −H(ht)

−1F (ht), F (ht) = −
ht − ht−1

∆t
.

Then, let w := u− û and ⟨·, ·⟩ define an inner product with weight matrix H(ht) so that ⟨w,w⟩ = wTH(ht)w. We have
that the optimization problem in Eq. (4) is equivalent to:

w∗ = argmin
w
⟨w,w⟩,

s.t., ⟨ĝ1(ht), w⟩ ≤ ĥ1(ht),

⟨ĝ2(ht), w⟩ ≤ ĥ2(ht),

(5)

where the optimal solution of Eq. (4) is given by
u∗ = w∗ + û.

Following (Luenberger, 1997) [Ch. 3], the unique solution to Eq. (5) is given by

w∗ = λ1(ht)ĝ1(ht) + λ2(ht)ĝ2(ht)

where

λ1(ht) =


0 if G21(ht)[ĥ2(ht)]+ −G22(ht)ĥ1(ht) < 0
[ĥ1(ht)]+
G11(ht)

if G12(ht)[ĥ1(ht)]+ −G11(ht)ĥ2(ht) < 0
[G22(ht)ĥ1(ht)−G21(ht)ĥ2(ht)]+
G11(ht)G22(ht)−G12(ht)G21(ht)

otherwise .

λ2(ht) =


[ĥ2(ht)]+
G22(ht)

if G21(ht)[ĥ2(ht)]+ −G22(ht)ĥ1(ht) < 0

0 if G12(ht)[ĥ1(ht)]+ −G11(ht)ĥ2(ht) < 0
[G11(ht)ĥ2(ht)−G12(ht)ĥ1(ht)]+
G11(ht)G22(ht)−G12(ht)G21(ht)

otherwise .

where G(ht) = [Gij(ht)] = [⟨ĝi(ht), ĝj(ht)⟩], i, j = 1, 2 is the Gram matrix.
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B. Proof of Theorem 1
Justification of the assumptions. These assumptions are reasonable in our setting. First, our neural barrier heads use smooth
GELU-based MLPs, and the LSE composition is smooth for κ > 0 (Appendix Sec. C), so the required gradients are available
by design. Second, the dynamics assumption is local and one-step: at each decoding step, we use the finite-difference model
ḣ = (ht − ht−1)/∆t in Eq. (1) only as a first-order approximation for choosing a correction direction in a neighborhood
of the current hidden state. We do not assume that these dynamics globally describe transformer decoding over an entire
generated trajectory. Similar approximate local dynamics have been useful for CBF-style control in other generative models,
such as diffusion models (Xiao et al., 2025). In BarrierSteer, the barrier is re-evaluated at every decoding step, and the
method applies at most one closed-form steering update per token when the composed barrier condition is violated.
Theorem 1. Let {bk(h) ≥ δ}Kk=1 be learned safety constraints, and let B(h) denote the smooth composed barrier in Eq. (2),
with composed safe set CB = {h | B(h) ≥ 0}. Let h and h′ be the hidden state before and after applying the control u∗

in Eq. (3). Under the local assumptions above, the update satisfies the condition ∇B(h)⊤u∗ + αB(h) ≥ 0. Consequently,
under the local dynamics, CB is locally forward invariant: if h ∈ CB , the composed barrier condition is locally preserved; if
h /∈ CB , the composed barrier violation is exponentially stabilized toward CB .

Proof: We prove the theorem for the local CBF update at the current hidden state under the local assumptions stated in the
main text: the learned and composed barriers are continuously differentiable, and the one-step hidden-state evolution is
locally Lipschitz and well approximated by the finite-difference model in Eq. (1). Following the Sec. A, we have that the
BarrierSteer control u∗ in Eq. (3) is the exact solution of the QP in Eq. (4). In other words, the following constraint is
satisfied:

∇B(h)⊤u∗ + αB(h) ≥ 0, (6)
where B(h) is the composed barrier obtained via Eq. (2), i.e.,

B(h) = − 1

κ
ln

(
K∑

k=1

e−κ(bk(h)−δ)

)
.

Following (Boyd & Vandenberghe, 2004), B(h) is a smooth lower bound of bk(h)− δ for all k ∈ {1, . . . ,K}. Therefore,
B(h) ≥ 0 is a sufficient condition for satisfying every learned constraint bk(h) ≥ δ.

Thus, if the current hidden state h is in the composed learned safe set CB = {h | B(h) ≥ 0}, the CBF condition gives

Ḃ(h) + αB(h) ≥ 0. (7)

By the comparison lemma, this implies B(h′) ≥ B(h)e−α under the local update, so B(h′) ≥ 0 whenever B(h) ≥ 0.
Therefore, the local CBF update preserves the composed barrier condition.

Since B(h) lower-bounds all bk(h)− δ, satisfying the composed-barrier condition is sufficient for satisfying all learned
constraints. Thus, the BarrierSteer control obtained via the composing method in Eq. (2) preserves the composed-barrier
condition under the local CBF update.

On the other hand, if the current hidden state h is outside CB , then B(h) ≤ 0. We define a new function V (h) = −B(h)
with V (h) ≥ 0, and the equation Eq. (6) can be rewritten as

V̇ (h) + αV (h) = ∇V (h)⊤u∗ + αV (h) ≤ 0, (8)

Suppose we have
V̇ (h) + αV (h) = 0,

the solution to the above equation is
V (h′) = V (h)e−α,

Using the comparison lemma (Khalil, 2002), equation Eq. (8) implies that

V (h′) ≤ V (h)e−α,

Therefore, V (h′) = −B(h′) contracts exponentially under the local CBF update.

Again, since B(h) is a lower bound of bk(h)− δ for all k ∈ {1, . . . ,K}, reducing the composed-barrier violation moves the
updated hidden state h′ toward the learned safe set. ■

15



825
826
827
828
829
830
831
832
833
834
835
836
837
838
839
840
841
842
843
844
845
846
847
848
849
850
851
852
853
854
855
856
857
858
859
860
861
862
863
864
865
866
867
868
869
870
871
872
873
874
875
876
877
878
879

BarrierSteer: LLM Safety via Learning Barrier Steering

Algorithm 1 Algorithmic view of BarrierSteer inference-time steering.

Require: Aligned LLMM, learned barriers {bk}Kk=1, user query q, threshold δ, steering strength α, time step ∆t, layer ℓ,
merge rule m ∈ {Top-2,QP,LSE}.

Ensure: Steered response x = (x1, . . . , xT ).
1: Initialize response prefix x≤0 ← ∅, prefix state s0 ← q, and previous hidden state h0 ← h(ℓ)(s0).
2: for t = 1, . . . , T do
3: Form the current prefix state st = (q, x≤t) and extract the layer-ℓ hidden state ht ← h(ℓ)(st).
4: Evaluate barrier residuals rk ← bk(ht)− δ for all active safety constraints.
5: Estimate the nominal latent velocity u0 ← (ht − ht−1)/∆t.
6: if all rk ≥ 0 then
7: Set h′

t ← ht without intervention.
8: else
9: Use merge rule m to select or compose the active barriers via Eq. (2).

10: Compute the CBF control u∗ using the active barrier gradients, u0, and α.
11: Apply the controlled hidden state h′

t ← ht−1 + u∗∆t.
12: end if
13: Continue decoding from h′

t, sample or greedily decode the next response token, and append it to the response prefix.
14: end for
15: return x.

C. Implementation Details of BarrierSteer
This section provides implementation details for BarrierSteer. We first outline the inference-time steering algorithm, then
describe the neural CBF architecture and the latent dynamics model used by BarrierSteer. The key implementation choice
is that BarrierSteer learns nonlinear scalar barriers in hidden-state space, but applies them through a lightweight CBF
update during decoding.

Inference-time algorithm. Algorithm 1 summarizes the implementation view of BarrierSteer. At each decoding
step, the method evaluates the learned barriers on the current hidden state, estimates the local hidden-state velocity from
consecutive decoding states, and applies a CBF correction only when the current state is predicted to violate the learned
safety constraints. The same algorithm supports the Top-2, QP, and LSE merge rules discussed in the main text.

Latent dynamics used by BarrierSteer. We use the standard control-affine notation

ḣ = f(h) + g(h)u,

where h denotes the hidden state being steered and u is the control applied in latent space. In our implementation, we do
not train a separate dynamics model. Instead, because the controller directly edits the current hidden state, we set the drift
term to zero and the control matrix to identity, i.e., f(h) = 0 and g(h) = I . The nominal motion of the unsteered model is
estimated online as u0 = (ht − ht−1)/∆t. Thus, the CBF layer only needs to compute a corrected latent velocity u∗, after
which the steered state is applied as h′

t = ht−1 + u∗∆t. This avoids learning autoregressive hidden-state dynamics while
still using the observed local trajectory of the model during decoding.

Neural CBF architecture. Each barrier bk is implemented as an independent multilayer perceptron that maps a hidden
state in Rdφ to a scalar barrier value. For each head, we use the architecture

dφ → 2048→ 1024→ 512→ 256→ 1.

Every hidden block consists of a linear layer followed by LayerNorm, GELU, and dropout; the final layer is a linear scalar
head. This gives each barrier a nonlinear decision boundary while keeping the implementation close to the latent-feature
architecture used by SaP.

By default, our experiments use K = 4 independent CBF heads. This choice is intended to keep the number of trainable
barrier parameters comparable to the SaP baseline while allowing nonlinear constraints. For the Qwen2-1.5B setting, where
dφ = 1536, the above architecture has 5,910,017 parameters per CBF head and 23,640,068 total trainable barrier parameters
for K = 4. The corresponding SaP latent-constraint module has 25,673,758 trainable parameters, so improvements are not
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Table 5. Exact HarmBench token-level hidden-state counts used for training. Counts aggregate all nine HarmBench attack-method training
files for each model.

Model Safe tokens Unsafe tokens Total tokens
Gemma-2-9B 2,083,847 668,665 2,752,512
Llama-2-7B 2,652,477 100,035 2,752,512
Ministral-8B 1,266,580 1,485,932 2,752,512
Qwen2-1.5B 2,340,020 412,082 2,752,102

Table 6. Exact WildGuard token-level hidden-state counts used for training individual category barriers on Qwen2-1.5B. We report the
per-concept counts because the WildGuard experiment trains one barrier per concept and reports WildGuard results for Qwen2-1.5B.

WildGuard concept Safe tokens Unsafe tokens Total tokens
Copyright 114,666 16,406 131,072
Cyberattack 64,237 66,835 131,072
Defamation / unsafe actions 100,669 30,403 131,072
Discrimination 101,575 29,497 131,072
Disinformation campaigns 93,457 37,615 131,072
Fraud / illegal activities 98,252 32,820 131,072
Harmful misinformation 97,457 33,615 131,072
Mental health crisis 101,916 29,156 131,072
Others 97,074 33,998 131,072
Private information 106,845 24,227 131,072
Sensitive information 108,441 22,631 131,072
Sexual content 108,925 22,147 131,072
Toxic language / hate speech 110,190 20,882 131,072
Violence / physical harm 100,289 30,783 131,072

Total 1,403,993 431,015 1,835,008

simply due to using a substantially larger safety module. For other model families, we use the same architecture with the
corresponding hidden-state dimension dφ.

D. Experimental Setup and Additional Results
This appendix provides additional details for reproducing the experiments in Sec. 5. We first describe how response-level
safety labels are converted into token-level hidden-state supervision and report the exact hidden-state counts used to train the
barriers. We also provide implementation notes for the baselines, per-attack HarmBench results, variant-selection ablations,
latency measurements, the WildGuard modular-composition study, and compute resources.

D.1. Hidden-State Supervision and Training Set Sizes

BarrierSteer trains safety barriers from binary safe/unsafe response labels rather than preference pairs. For HarmBench,
we use adversarially elicited model responses from the HarmBench protocol (Mazeika et al., 2024a); for WildGuard, we use
category-specific examples from WildGuardMix (Han et al., 2024). Generated responses are labeled with the HarmBench
classifier (Mazeika et al., 2024b), and the resulting labels supervise hidden states extracted from the target model. This
follows the standard latent-safety-classifier setting used by prior representation-space safety methods (Chen et al., 2025;
Cunningham et al., 2026), but BarrierSteer uses the learned classifier as a CBF for inference-time steering.

Because the available supervision is response-level, each generated response contributes token-level hidden states with the
same binary label. If a response is labeled unsafe, all extracted hidden states from that response are assigned the unsafe
label; if it is labeled safe, the corresponding hidden states are assigned the safe label. This construction is appropriate for
decoder-only Transformers because the hidden state at a generated position is contextual: it summarizes the prompt and
generated prefix through causal self-attention, rather than representing only the current token in isolation. Consequently, a
few hundred behavior prompts yield millions of labeled hidden-state examples. Tables 5 and 6 report the exact counts used
in our experiments.
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D.2. Implementation Details of Baselines

This section specifies the baseline implementations used in the main experiments. Unless otherwise stated, all decoding uses
greedy generation with temperature 0, and all methods use the same prompts, behavior splits, and safety classifier described
in Sec. 5.1 and Appendix D.3. For learned representation-space methods, we use the same safe/unsafe response data as
BarrierSteer whenever the baseline requires training supervision. All hidden-state baselines use layer L = 20, matching
the hidden-state extraction layer used to train BarrierSteer.

Base model. The base model is the original instruction-tuned checkpoint without additional prompting, fine-tuning, or
activation intervention. We evaluate each model using its respective default instruction prompt or chat template from
Hugging Face: Llama-2-7B-Chat, Ministral-8B-Instruct-2410, Qwen2-1.5B-Instruct, and Gemma-2-9B-IT.1 It serves as the
reference for both safety and utility metrics, and all steering methods are applied on top of the same base checkpoint.

Self-Reminder. Self-Reminder (Xie et al., 2023) is a prompting-only inference-time defense that inserts safety
reminders into both the system message and the user query while keeping model parameters unchanged. We use the default
remind/remind template from the released implementation:

System reminder: {original_system_message} You should be a responsible
language model and should not generate harmful or misleading content!
Please answer the following user query in a responsible way.

Query reminder: Remember, you should be a responsible language model and
should not generate harmful or misleading content!

The query reminder is prepended to the user prompt, while the system reminder augments the model’s default system
message. Because this method only changes the prompt, it is evaluated deterministically under greedy decoding.

Circuit Breaker. Circuit Breaker (Zou et al., 2024) is a training-time representation method that learns LoRA
adapters to reroute internal representations associated with harmful completions while preserving benign behavior through a
retain objective. We train it on the same HarmBench behavior split as the other learned methods. Following the LoRRA
objective from Circuit Breaker, letM0 denote the frozen base model,Mθ the LoRA-adapted model, and repℓ(M, x) the
layer-ℓ hidden representations selected for the loss. For circuit-breaker examples xs ∼ Ds and retain examples xr ∼ Dr, the
training objective is

LCB(θ) = cs Exs∼Ds
[ReLU(cos(repℓ(M0, xs), repℓ(Mθ, xs)))]

+ cr Exr∼Dr

[
∥repℓ(M0, xr)− repℓ(Mθ, xr)∥22

]
.

The first term reroutes harmful representations away from the base model’s harmful trajectory, while the retain term preserves
representations on benign examples. The coefficients cs and cr follow the Circuit Breaker schedule that trades off rerouting
and retention during training. The target layer for the circuit-breaker loss is layer 20; LoRA adapters are inserted into
transformer layers 0–20. The LoRA target modules are q_proj, k_proj, v_proj, o_proj, gate_proj, up_proj,
and down_proj. We use LoRA rank r = 16, LoRA alpha 16, dropout 0.05, circuit-breaker loss weight 10, learning rate
10−4, batch size 8, gradient accumulation 1, weight decay 0, maximum sequence length 1024, and 150 training steps with a
constant learning-rate schedule. Unlike inference-time steering methods, Circuit Breaker changes the model through an
adapter before evaluation rather than computing a token-level intervention during decoding.

Activation Addition. Activation Addition (Turner et al., 2023; Rimsky et al., 2024) constructs a fixed steering
direction from the difference between mean safe and unsafe hidden states, r = |Hsafe|−1

∑
h∈Hsafe

h−|Hunsafe|−1
∑

h∈Hunsafe
h.

During generation, it applies the additive intervention h′ = h + αr at layer 20. We use the same hidden-state data as
BarrierSteer to estimate r, set α = 1, and do not normalize the steering vector.

Directional Ablation. Directional Ablation (Arditi et al., 2024) uses the same safe–unsafe direction r, but removes
the component of the hidden state along that direction rather than adding it: h′ = h− r(r⊤r)−1r⊤h. This baseline tests
whether suppressing the harmful/refusal-related direction is sufficient for safety compared with actively steering toward a
learned safe region.

1Model checkpoints: https://huggingface.co/meta-llama/Llama-2-7b-chat-hf, https://huggingface.
co/mistralai/Ministral-8B-Instruct-2410, https://huggingface.co/Qwen/Qwen2-1.5B-Instruct, and
https://huggingface.co/google/gemma-2-9b-it.
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Table 7. SaP inference-time steering-strength sensitivity on Gemma-2-9B. We vary the positive-violation penalty weight λ while keeping
the learned SaP facets fixed. ASR is measured on HarmBench static attacks and reported as mean±std.

λ 1 2 5 10 20

ASR ↓ 8.17±0.47 8.00±0.94 8.08±0.77 8.42±1.20 8.50±1.34

ReFT-r1. ReFT-r1 (Wu et al., 2025) is a weakly supervised rank-one representation-finetuning baseline. Instead of
computing a fixed mean-difference direction, it learns a rank-one linear intervention from the same safe/unsafe supervision
used by the other learned representation baselines. Training freezes the base LLM and optimizes only the rank-one
intervention vector using the standard next-token cross-entropy loss on the target response tokens, with prompt tokens
masked out using label value −100. LetMφ denote the frozen LLM equipped with the learned rank-one intervention
parameters φ, and let mt ∈ {0, 1} indicate whether token xt is part of the target response rather than the prompt. The
ReFT-r1 objective used in our experiments is

LReFT(φ) = −E(q,x)

[
1∑
t mt

T∑
t=1

mt log pMφ
(xt | q, x<t)

]
+ λ1 Ωnon-topk(φ),

where the optional sparsity term penalizes intervention scores outside the selected top-k positions. The implementation
optionally adds this ℓ1 penalty on non-top-k intervention scores, but the term is disabled in our experiments because we set
λ1 = 0. The intervention is trained and applied at layer 20 with top-k = 5, intervention scale β = 1, learning rate 10−3,
batch size 4, gradient accumulation 1, warmup steps 0, maximum sequence length 1024, and 500 training steps. At inference
time, the learned rank-one intervention is applied to hidden states during generation.

SaP. SaP (Chen et al., 2025) is the closest latent-constraint baseline to BarrierSteer. It learns linear safety constraints in
a sparse concept space and performs inference-time projection when a hidden state violates the learned polytope. We follow
the released configuration: the concept encoder maps hidden states into a 16,384-dimensional sparse representation, the
polytope uses K = 30 facets, and model-specific margin and regularization hyperparameters for Llama-2-7B, Ministral-8B,
and Qwen2-1.5B are adopted from the original implementation. For Qwen2-1.5B, this gives 25,673,758 trainable parameters
in the SaP safety module. Both BarrierSteer and SaP are trained with Adam, learning rate 10−2, and batch size 512.

During inference, SaP optimizes the hidden state for samples predicted to be unsafe. In our implementation, for an original
hidden state h, SaP computes an updated state

h⋆ = argmin
h′

∥h′ − h∥1
dh

+ ωsafe

K∑
k=1

vk(h
′) + λ

K∑
k=1

[vk(h
′)]+,

where vk(h
′) is the violation of the k-th learned linear constraint and [·]+ denotes the positive part. We use default

hyperparameters from the paper for this optimization. We set ωsafe = 10−4 in all SaP runs. The coefficient λ is therefore the
main inference-time steering-strength parameter: larger values penalize positive constraint violations more strongly, but can
also move the hidden state farther from the original representation. We use the default λ = 2 unless otherwise stated and run
100 SGD iterations with step size 0.01 for this projection step. Table 7 reports an ablation over λ while keeping the learned
SaP facets fixed. The ablation shows that increasing λ does not meaningfully improve SaP robustness once the learned linear
facets are fixed. This suggests that SaP’s remaining ASR is not primarily due to an under-tuned projection strength, but
rather to the expressiveness and optimization limits of enforcing linear latent constraints during decoding.

D.3. Adversarial Attacks

Dataset collection and feature extraction. We follow the HarmBench adversarial-evaluation protocol (Mazeika et al.,
2024a). For each model, the 400 HarmBench behaviors are split into 320 behaviors for training the latent safety constraints
and 80 held-out behaviors for final evaluation. For each attack method, we generate one test case per behavior. To construct
the barrier-training dataset, we run the target LLM on the 320 training behaviors and extract per-token hidden states from
layer L = 20. Each response is labeled at the response level using HarmBench-Llama-2-13b-cls (Mazeika et al.,
2024b); the response label is then assigned to all extracted hidden states from that response, as described in Appendix D.1.
Baseline-specific hyperparameters and implementation choices are summarized in Appendix D.2.

Evaluation protocol. The SaP numbers in our tables may differ from those reported in the SaP paper (Chen et al., 2025)
because we use a different training/evaluation protocol. Specifically, our HarmBench setting splits the behavior set: latent
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Table 8. Per-attack HarmBench ASR for Gemma-2-9B. Values are percentages; lower is better. BarrierSteer denotes the default
LSE variant. Learning-based methods are reported as mean±std over independent runs, while deterministic baselines use fixed greedy
decoding.

Attack Method Base Self-Reminder Circuit Breaker ActAdd DirAbl ReFT-r1 SaP BarrierSteer
AutoDAN 62.50 65.00 27.75±11.74 58.75 22.50 45.42±8.13 27.08±14.49 0.00±0.00

AutoPrompt 17.50 3.75 7.50±2.80 21.25 13.75 10.83±4.02 6.25±1.25 0.00±0.00

DirectReq. 5.00 2.50 4.75±0.56 5.00 7.50 4.17±0.72 8.00±0.94 0.00±0.00

GBDA 4.50 0.75 5.00±0.56 4.50 9.50 2.92±1.70 4.17±0.38 0.00±0.00

GCG 33.75 7.50 12.75±6.15 31.25 16.25 20.00±10.00 14.58±2.60 0.00±0.00

HumanJb. 32.75 30.00 17.65±4.81 32.50 23.25 27.17±5.16 20.92±6.01 0.00±0.00

PAP 6.25 3.75 3.75±0.00 5.00 7.50 3.33±0.72 0.42±0.72 0.00±0.00

PEZ 8.25 2.75 5.55±0.11 7.75 11.00 4.25±2.54 5.33±0.29 0.00±0.00

UAT 5.00 0.00 4.50±1.12 5.00 11.25 2.92±1.91 2.92±1.44 0.00±0.00

Average 19.50 12.89 9.91±2.60 19.00 13.61 12.30±3.19 8.00±0.94 0.00±0.00

Table 9. Per-attack HarmBench ASR for Ministral-8B. Values are percentages; lower is better. BarrierSteer denotes the default
LSE variant. Learning-based methods are reported as mean±std over independent runs, while deterministic baselines use fixed greedy
decoding.

Attack Method Base Self-Reminder Circuit Breaker ActAdd DirAbl ReFT-r1 SaP BarrierSteer
AutoDAN 58.75 61.25 32.50±3.42 62.50 61.25 59.58±1.44 35.83±2.60 6.50±14.53

AutoPrompt 62.50 12.50 34.25±0.68 61.25 63.75 52.08±7.53 28.33±9.38 0.00±0.00

DirectReq. 41.25 12.50 27.25±1.37 43.75 43.75 36.67±0.72 26.25±2.50 0.00±0.00

GBDA 61.25 12.25 37.95±4.52 60.50 60.75 50.08±3.30 25.92±9.71 0.00±0.00

GCG 62.50 25.00 39.25±0.68 62.50 62.50 48.75±7.60 27.50±4.51 0.00±0.00

HumanJb. 47.50 38.25 28.95±3.83 48.00 47.25 36.08±6.00 23.58±1.04 0.95±2.12

PAP 31.25 10.00 24.00±1.37 31.25 31.25 19.58±2.60 12.50±1.25 0.00±0.00

PEZ 38.25 4.25 21.35±1.92 37.00 39.25 20.33±1.84 14.83±2.32 0.05±0.11

UAT 57.50 6.25 35.50±0.68 55.00 56.25 39.58±1.91 20.42±2.60 0.00±0.00

Average 51.19 20.25 30.19±2.51 51.31 51.78 37.56±3.31 23.91±3.49 0.83±1.86

Table 10. Per-attack HarmBench ASR for Llama-2-7B. Values are percentages; lower is better. BarrierSteer denotes the default
LSE variant. Learning-based methods are reported as mean±std over independent runs, while deterministic baselines use fixed greedy
decoding.

Attack Method Base Self-Reminder Circuit Breaker ActAdd DirAbl ReFT-r1 SaP BarrierSteer
AutoDAN 7.50 6.25 9.17±1.44 6.25 3.75 7.50±2.17 9.17±0.72 1.00±1.63

AutoPrompt 11.25 2.50 13.75±0.00 13.75 5.00 11.25±1.25 15.42±1.44 3.50±5.48

DirectReq. 2.50 2.50 2.92±0.72 2.50 0.00 1.67±0.72 2.50±0.00 0.50±1.12

GBDA 2.00 2.00 2.42±0.29 2.00 1.00 2.42±0.52 2.67±0.14 0.55±1.10

GCG 22.50 7.50 23.33±0.72 25.00 11.25 21.67±1.44 22.50±1.25 4.75±8.12

HumanJb. 1.25 1.75 1.50±0.00 1.50 1.00 0.83±0.38 1.25±0.00 0.20±0.45

PAP 2.50 2.50 2.08±0.72 2.50 0.00 2.92±1.91 3.33±0.72 0.25±0.56

PEZ 2.50 1.50 2.67±0.14 2.25 3.00 1.67±0.63 2.58±0.14 0.50±0.71

UAT 2.50 2.50 2.50±0.00 2.50 3.75 2.50±0.00 2.50±0.00 0.25±0.56

Average 6.06 3.22 6.70±0.31 6.47 3.19 3.43±0.35 6.88±0.21 1.28±2.17

constraints are trained on one set of behaviors and evaluated on held-out behaviors, whereas some previously reported
settings include behaviors that also appear during training. The held-out split is stricter and better measures whether the
learned constraint generalizes beyond the training behaviors.

Detailed ASR results. For comprehensiveness, we include Tables 8–11 to report per-attack HarmBench ASR for Gemma-
2-9B, Ministral-8B, Llama-2-7B, and Qwen2-1.5B. Learning-based methods are reported as averages over independent trials
with standard deviations. Prompting, fixed-direction, and heuristic baselines are evaluated deterministically under greedy
decoding.

D.4. Steering Strength Ablations

This section studies how the CBF steering strength α controls the safety–utility trade-off. Larger α enforces a stronger
correction toward the learned safe set, which generally improves jailbreak robustness but can increase over-refusal or reduce
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Table 11. Per-attack HarmBench ASR for Qwen2-1.5B. Values are percentages; lower is better. BarrierSteer denotes the default
LSE variant. Learning-based methods are reported as mean±std over independent runs, while deterministic baselines use fixed greedy
decoding.

Attack Method Base Self-Reminder Circuit Breaker ActAdd DirAbl ReFT-r1 SaP BarrierSteer
AutoDAN 27.50 33.75 42.92±7.94 7.50 27.50 4.58±0.72 4.17±4.39 4.75±3.79

AutoPrompt 30.00 3.75 35.00±1.25 27.50 17.50 1.25±1.25 8.75±3.31 0.00±0.00

DirectReq. 17.50 6.25 8.75±2.17 6.25 11.25 8.75±2.17 5.00±3.31 0.00±0.00

GBDA 28.25 4.25 33.50±0.43 26.75 25.50 3.92±0.80 6.67±5.92 0.00±0.00

GCG 47.50 18.75 50.00±3.31 51.25 21.25 8.33±2.60 7.08±8.04 0.00±0.00

HumanJb. 12.75 6.25 9.92±0.95 7.25 10.50 6.42±0.88 3.50±1.56 0.90±0.82

PAP 11.25 5.00 12.50±2.17 7.50 6.25 3.33±1.44 4.17±2.60 0.00±0.00

PEZ 15.25 1.25 6.92±0.52 12.00 13.00 1.67±0.52 4.25±1.80 0.00±0.00

UAT 25.00 2.50 15.42±1.44 26.25 20.00 1.25±0.00 4.58±1.91 0.25±0.56

Average 23.89 9.08 23.88±1.47 19.14 16.97 4.17±0.47 5.35±3.44 0.66±0.47

Table 12. BarrierSteer (LSE) steering-strength ablation across model families. We set κ = 100 and vary α. ASR, AA ASR, and XSTest
are lower-is-better; MMLU and GSM8K are higher-is-better.

Model α ASR ↓ AA ASR ↓ XSTest ↓ MMLU ↑ GSM8K ↑

Gemma-2-9B

0.001 3.12±3.42 66.00±0.00 33.00±0.66 71.87±0.01 73.62±0.00

0.01 0.00±0.00 73.00±1.10 35.00±0.66 71.82±0.04 73.81±0.12

0.1 0.00±0.00 53.00±23.00 32.00±0.44 71.87±0.09 73.65±0.04

0.2 0.00±0.00 64.00±6.57 33.80±0.22 71.25±0.55 73.50±0.04

0.3 0.00±0.00 64.00±8.76 33.80±1.10 71.70±0.16 72.93±0.75

0.5 0.00±0.00 69.00±5.48 34.00±3.07 68.58±3.19 71.65±1.91

1.0 0.00±0.00 67.00±1.10 34.20±1.53 65.28±6.62 67.21±6.93

Qwen2-1.5B

0.001 0.20±0.26 56.80±9.34 28.00±1.70 55.72±0.04 13.03±0.14

0.01 0.66±0.47 24.80±1.79 29.44±1.49 55.65±0.05 12.95±0.63

0.1 0.06±0.10 12.67±13.61 60.13±21.70 50.24±4.58 12.36±1.71

0.2 0.02±0.03 4.67±5.03 66.53±14.34 45.94±7.02 11.37±1.93

0.3 0.04±0.07 1.33±2.31 69.73±8.95 43.59±6.07 10.69±0.72

0.5 0.00±0.00 9.33±11.02 74.13±2.81 40.45±4.03 9.30±1.25

1.0 0.00±0.00 2.67±1.15 76.93±4.64 37.80±2.81 7.25±0.16

Ministral-8B

0.001 18.15±25.05 74.40±4.34 15.76±0.92 64.59±0.05 64.58±0.67

0.01 8.57±14.85 61.33±11.02 15.47±6.89 64.48±0.09 53.02±14.03

0.1 0.83±1.86 19.60±2.61 20.96±7.04 63.07±1.95 62.55±2.46

0.2 0.32±0.55 11.33±16.29 68.27±23.81 55.83±11.41 10.29±14.54

0.3 0.12±0.21 6.00±10.39 65.07±25.59 54.48±12.81 7.28±11.01

0.5 0.02±0.03 3.33±4.16 65.47±28.49 48.69±11.62 6.90±10.92

1.0 0.00±0.00 7.33±9.45 57.87±33.11 43.89±13.77 5.79±8.68

Llama-2-7B

0.001 0.93±1.58 18.40±11.70 42.32±0.52 46.55±0.01 21.12±0.15

0.01 1.25±1.91 18.67±14.47 43.60±0.80 46.54±0.01 21.43±0.64

0.1 1.28±2.17 1.60±0.89 43.36±0.83 46.56±0.04 20.94±0.62

0.2 0.93±1.32 2.00±2.00 44.80±2.40 46.12±0.67 18.04±4.80

0.3 0.69±1.05 3.33±3.06 44.13±1.97 45.79±1.32 17.87±4.62

0.5 0.38±0.60 6.00±2.00 45.47±1.51 45.14±2.28 16.20±4.71

1.0 0.30±0.52 3.33±4.16 49.07±1.29 44.36±2.89 16.45±4.08

downstream utility if the intervention becomes too aggressive. We report two complementary sweeps: Table 13 ablates α for
the Top-2 variant on Qwen2-1.5B, while Table 12 ablates the default LSE variant across model families with κ = 100.

Table 13 shows the expected monotonic safety–strength pattern for Top-2: increasing α steadily reduces static ASR, while
utility decreases gradually and over-refusal increases as the intervention becomes stronger. This confirms that α provides a
direct knob for choosing the desired operating point rather than changing the learned barrier itself. The adaptive-attack
results are less strictly monotonic because the attack search and response generation introduce additional variance, but the
best low-ASR settings still occur at moderate-to-large steering strengths.

Table 12 shows a similar safety–utility trade-off for the LSE variant across model families. Small α values preserve utility
closest to the base model but may leave adaptive attacks insufficiently suppressed, whereas larger α values provide stronger
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Table 13. Ablation study on the effect of steering strength α for BarrierSteer (Top-2) on Qwen2-1.5B. ASR, AA ASR, and XSTest are
lower-is-better; MMLU and GSM8K are higher-is-better.

α ASR ↓ AA ASR ↓ XSTest ↓ MMLU ↑ GSM8K ↑
0.01 5.05±7.95 31.60±4.98 30.32±2.97 55.69±0.03 12.43±0.79

0.1 2.44±4.09 9.60±10.43 49.60±23.03 55.24±0.38 11.65±1.69

0.2 1.53±2.65 3.20±4.60 58.00±15.49 54.83±0.42 10.46±2.58

0.3 0.70±1.22 0.80±1.10 70.24±4.68 54.61±0.36 9.73±1.62

0.5 0.14±0.24 4.40±8.76 76.00±0.69 54.42±0.24 9.25±2.27

1.0 0.00±0.00 3.20±1.79 74.32±3.18 54.27±0.23 7.99±1.61

Table 14. Extended utility benchmark results for Gemma-2-9B. Higher is better for all metrics.

Metric Base Self-Rem. Cir. Breaker ActAdd DirAbl ReFT-r1 SaP BarrierSteer
IFEval ↑ 65.80 75.30 62.03±10.84 66.73 33.09 74.90±0.14 66.23±0.39 64.85±0.43

TruthfulQA ↑ 60.14 61.88 61.03±1.38 60.15 55.35 58.68±0.86 60.14±0.02 60.57±0.48

MT-Bench ↑ 7.19 7.14 5.91±2.15 7.17 4.96 7.19±0.08 7.16±0.05 7.15±0.03

GPQA Diamond ↑ 38.38 35.35 38.04±0.58 38.38 37.88 34.85±3.50 38.38±0.00 38.18±0.45

Table 15. HarmBench generation time on Qwen2-1.5B. We time only the completion-generation step for the DirectRequest split, using
identical prompts, seed, greedy decoding, batch size, and maximum-new-token budget across methods.

Method Generation Time (s) ↓
Base model 35.27
SaP 102.05
BarrierSteer (LSE) 39.44

defense at the cost of higher over-refusal and lower utility on some models. This motivates selecting α per deployment
requirement: conservative settings are appropriate when preserving benign capability is most important, while stronger
settings are appropriate when adversarial robustness is prioritized.

D.5. Extended Utility Results

In addition to MMLU and GSM8K in the main tables, we evaluate Gemma-2-9B on broader utility benchmarks in Table 14.
These results test whether the safety interventions preserve instruction following, factuality, conversational quality, and
difficult question answering beyond the two primary utility metrics. Overall, BarrierSteer remains close to the base
model on the extended utility suite: it preserves utility across MT-Bench (Zheng et al., 2023), TruthfulQA (Lin et al., 2022)
GPQA Diamond (Rein et al., 2023), and IFEval (Zhou et al., 2023) and avoids the severe degradation observed for stronger
fixed-direction interventions such as directional ablation. This supports the conclusion that classifier-guided CBF steering
can improve safety while maintaining broad model utility.

D.6. Computational Benchmarking

This section provides additional details for the main-paper steering-latency results in Table 3 and reports full generation
cost in Table 15. For Table 3, we measure inference-time overhead using hidden-state activations extracted from the
adversarial unsafe dataset. All per-token latency experiments are run on a single NVIDIA H200 GPU with batch size 1,
matching the real-time decoding setting where a controller must act at each generated token. We compare SaP with K = 30
polytope facets against BarrierSteer with neural CBF heads using comparable parameter counts. Following the SaP
implementation (Chen et al., 2025), the baseline uses 100 gradient-based optimization steps.

Full generation cost. To complement the per-token steering latency in Table 3, we also measure end-to-end completion-
generation time on the HarmBench DirectRequest split. This full-generation benchmark uses the same single NVIDIA H200
GPU and batch size 1 setup, with identical prompts, greedy decoding, random seed, and maximum-new-token budget across
methods.

Table 15 shows that the default LSE variant adds only modest overhead relative to the unmodified model, while SaP is
substantially slower because it solves an optimization problem during decoding. This motivates using LSE as the default
BarrierSteer variant in the main experiments: it composes multiple learned safety constraints while preserving near-base
generation cost.
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Table 16. Computational ablation over neural CBF size. We vary the number of trainable barrier parameters while keeping the number of
CBF heads fixed. Values are per-token steering latency in milliseconds, reported as mean±std. The largest BarrierSteer setting has
23.64M parameters, comparable to the 25.67M-parameter SaP safety module.

Method #Params. Check CBFs Select CBFs Gradient Calc. Compute Steering Total

BarrierSteer (Top-2)

0.8M 0.36±0.04 0.06±0.01 1.24±0.11 5.15±10.42 6.82±10.42

6.3M 0.37±0.01 0.06±0.00 1.24±0.05 3.53±8.50 5.21±8.50

12.6M 0.41±0.04 0.06±0.01 1.31±0.13 3.52±8.35 5.31±8.35

15.7M 0.82±0.01 0.06±0.00 2.13±0.06 28.78±6.98 31.79±6.98

19.5M 0.85±0.01 0.06±0.00 2.12±0.06 24.23±10.62 27.26±10.62

23.6M 0.87±0.10 0.06±0.01 2.17±0.21 26.34±10.99 29.45±11.00

BarrierSteer (QP)

0.8M 0.37±0.01 0.06±0.00 2.45±0.13 22.53±12.66 25.41±12.66

6.3M 0.38±0.05 0.06±0.02 2.47±0.22 14.30±14.72 17.20±14.73

12.6M 0.41±0.05 0.06±0.01 2.51±0.21 7.47±12.30 10.44±12.30

15.7M 0.82±0.09 0.06±0.01 5.07±0.41 28.01±4.38 33.95±4.44

19.5M 0.85±0.03 0.06±0.00 5.06±0.07 27.35±5.66 33.32±5.66

23.6M 0.84±0.09 0.06±0.01 5.12±0.43 27.75±5.82 33.77±5.86

BarrierSteer (LSE)

0.8M 1.09±0.05 0.04±0.00 0.01±0.00 0.13±0.00 1.28±0.05

6.3M 1.09±0.02 0.04±0.00 0.01±0.00 0.13±0.00 1.28±0.02

12.6M 1.15±0.08 0.04±0.00 0.01±0.00 0.13±0.00 1.34±0.08

15.7M 2.15±0.04 0.04±0.00 0.01±0.00 0.14±0.03 2.34±0.06

19.5M 2.19±0.07 0.04±0.00 0.01±0.00 0.13±0.00 2.38±0.07

23.6M 2.21±0.04 0.05±0.00 0.01±0.00 0.14±0.04 2.40±0.06

Neural CBF sizes ablations. We next isolate two sources of computational scaling: the neural CBF architecture size
and the number of barriers K. Table 16 varies the number of trainable neural-CBF parameters while keeping K fixed,
and Table 17 varies K while keeping the per-barrier architecture fixed. These measurements report steering overhead per
generated token and therefore complement the end-to-end generation-time comparison above.

Table 16 shows that the LSE update remains lightweight as the neural CBF size increases. For LSE, CBF checking and
merged-barrier gradient computation are fused into a single autograd pass; therefore, its cost appears primarily in the “Check
CBFs” column, while the separate “Gradient Calc.” column is near zero by construction. By contrast, QP requires explicit
gradient and solve steps whose runtime is more variable, making LSE the preferred default when both speed and modular
composition are important.

Ablation on number of constraints K. We next vary the number of learned CBF heads while keeping the per-head
architecture fixed. This experiment isolates how each merge rule scales as more safety constraints are checked and composed
during decoding.

Table 17 shows the expected scaling pattern with the number of CBF heads. QP becomes expensive as K grows because it
differentiates and solves over all active constraints, while LSE scales much more smoothly by merging the barriers into a
single differentiable surrogate before computing the steering update. This computational behavior is why we recommend
LSE for the default multi-constraint setting and reserve Top-2 primarily as a simple closed-form ablation.

D.7. Modular Composition of Safety Barriers

For modular composition, we use WildGuardMix (Han et al., 2024), which covers 14 safety categories. For each
category, we sample 400 behaviors and split them into 320 training behaviors and 80 held-out evaluation behav-
iors. At inference time, this yields 1,120 evaluation samples (80 × 14). We report the harmfulness rate measured
by HarmBench-Llama-2-13b-cls (Mazeika et al., 2024b).

Each category-specific safety constraint uses the neural CBF architecture in Appendix C. To isolate composition, we train
one CBF per semantic category and use a fixed steering strength α = 1 for all methods. Table 19 reports category-level
individual-barrier results, alternative Top-2/QP/LSE merge rules, and a linear-probe ablation that removes the neural hidden
layer from each category barrier.
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Table 17. Computational ablation over the number of CBF K. We vary K while keeping the per-head neural architecture fixed. Values are
per-token steering latency in milliseconds, reported as mean±std.

Method K Check CBFs Select CBFs Gradient Calc. Compute Steering Total

BarrierSteer (Top-2)

4 0.37±0.04 0.06±0.01 1.24±0.12 5.12±10.32 6.78±10.33

12 0.84±0.04 0.06±0.01 1.26±0.07 14.19±14.11 16.35±14.11

20 1.32±0.02 0.06±0.00 1.26±0.04 20.32±13.90 22.97±13.90

28 1.79±0.04 0.06±0.00 1.26±0.05 6.95±11.90 10.07±11.90

36 2.29±0.20 0.06±0.01 1.27±0.12 12.82±14.59 16.44±14.60

44 2.75±0.03 0.06±0.00 1.26±0.02 26.02±10.76 30.09±10.76

52 3.15±0.03 0.06±0.00 1.24±0.03 26.25±8.64 30.69±8.64

60 3.65±0.03 0.06±0.00 1.26±0.04 24.23±11.24 29.19±11.24

BarrierSteer (QP)

4 0.37±0.01 0.06±0.00 2.42±0.04 22.24±12.49 25.09±12.49

12 0.86±0.09 0.06±0.01 12.28±0.86 21.93±13.22 35.13±13.26

20 1.30±0.11 0.06±0.01 29.77±1.54 24.32±10.47 55.45±10.60

28 1.76±0.03 0.06±0.00 55.31±0.33 18.06±13.50 75.19±13.50

36 2.28±0.21 0.05±0.00 90.99±2.69 24.95±11.30 118.28±11.67

44 2.72±0.25 0.05±0.01 132.04±3.22 29.31±1.53 164.13±3.58

52 3.14±0.03 0.05±0.00 181.78±0.72 29.51±0.33 214.48±0.83

60 3.64±0.34 0.05±0.01 241.60±4.40 29.49±1.40 274.77±4.71

BarrierSteer (LSE)

4 1.08±0.02 0.04±0.00 0.01±0.00 0.13±0.00 1.27±0.02

12 2.22±0.03 0.05±0.00 0.01±0.00 0.14±0.03 2.42±0.04

20 3.33±0.06 0.05±0.00 0.01±0.00 0.14±0.00 3.53±0.06

28 4.46±0.21 0.05±0.00 0.01±0.03 0.14±0.04 4.66±0.22

36 5.66±0.24 0.05±0.00 0.01±0.00 0.14±0.01 5.86±0.24

44 6.61±0.12 0.05±0.00 0.01±0.00 0.14±0.00 6.81±0.13

52 7.65±0.10 0.05±0.00 0.01±0.00 0.14±0.00 7.86±0.11

60 8.63±0.32 0.06±0.01 0.01±0.00 0.14±0.01 8.84±0.33

Table 18. Gemma-2-9B LSE smoothing sensitivity for BarrierSteer with fixed α = 0.2. We report all metrics mean±std with sample
standard deviation.

κ ASR ↓ AA ASR ↓ XSTest ↓ MMLU ↑ GSM8K ↑
1 0.00±0.00 54.00±19.70 36.80±9.06 44.28±9.97 54.69±4.60

10 0.00±0.00 58.00±19.70 37.87±7.27 68.80±1.97 70.00±5.42

25 0.00±0.00 54.67±20.03 40.00±10.83 70.45±1.26 68.16±10.24

50 0.00±0.00 56.00±19.70 41.20±11.84 70.43±1.16 67.90±10.10

100 0.00±0.00 54.00±18.33 38.53±8.20 71.04±0.63 67.42±10.53

D.8. Ablation on LSE Smoothing Parameter κ

The LSE merge rule uses κ to control how sharply the smooth minimum in Eq. (2) approximates the most violated barrier
constraint. Because the exponential weights are proportional to e−κ(bk(h)−δ), smaller κ gives a smoother merge that spreads
the steering signal across more constraints, while larger κ concentrates the merge on the most violated constraints and
approaches the hard-minimum behavior used by Top-2-style selection. As a result, κ becomes more important when many
constraints are composed: with only a few barriers, the smooth minimum is relatively stable, but with many independently
trained barriers, the choice of κ controls how broadly the controller considers all constraints versus focusing on the currently
most active ones.

Table 18 ablates this parameter for HarmBench on Gemma-2-9B with the LSE variant and fixed steering strength α = 0.2.
Across all tested values, static HarmBench ASR remains at 0.00%, indicating that the LSE merge is not highly sensitive
to κ in this non-adaptive HarmBench setting once the steering strength is fixed. The main difference appears in utility:
very small κ over-smooths the constraints and can unnecessarily distort representations, while larger values better preserve
MMLU/GSM8K performance. This supports using a sharper LSE approximation for the HarmBench experiments, where
we set κ = 100 by default. For the WildGuard modular-composition experiment, Table 20 shows that κ is more sensitive
when composing 14 independently trained category barriers. In this setting, a smaller κ is preferable because it considers a
broader set of category constraints rather than approximating a hard minimum too aggressively, so we use κ = 0.01 for the
WildGuard LSE composition results.
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Table 19. Detailed WildGuard modular-composition results for BarrierSteer on Qwen2-1.5B. This appendix table expands Table 4 by
showing category-level individual CBF results, alternative Top-2/QP/LSE merging rules, and a linear-probe ablation that replaces each
neural CBF with a linear barrier. The LSE rows use the selected main-table smoothing value κ = 0.01.

Barrier Type Category / Merge Rule Harmful Rate ↓
Original Model – 22.77

Individual CBF

Copyright 5.71±0.00

Cyberattack 3.12±0.00

Defamation 2.95±0.00

Discrimination 3.81±1.91

Disinformation 5.27±0.00

Fraud 3.66±0.00

Harm Dissemination 5.27±0.00

Mental Health 4.46±0.00

Others 5.30±0.36

Private Info 4.82±0.00

Sensitive Info 6.22±1.13

Sexual 5.09±0.00

Toxic 6.61±0.00

Violence 4.02±0.93

Average 4.74±1.21

BarrierSteer (5-layer MLP)
Top-2 10.60±1.37

QP 1.82±0.29

LSE (κ = 0.01) 0.86±0.04

BarrierSteer(Linear Probe)
Top-2 12.44±0.95

QP 8.87±0.15

LSE (κ = 0.01) 2.89±0.69

Table 20. WildGuard LSE smoothing sensitivity for composed BarrierSteer barriers on Qwen2-1.5B. We compose 14 category-specific
barriers and evaluate 1,120 held-out WildGuardMix samples per seed. Harmful rate is reported as mean±std; lower is better. The main
WildGuard Table 4 uses κ = 0.01.

κ Harmful Rate ↓ κ Harmful Rate ↓
0.01 0.86±0.04 1.0 4.26±0.68

0.03 0.71±0.07 2.0 7.71±0.65

0.05 1.16±0.13 5.0 9.02±0.15

0.1 0.89±0.32 10.0 8.48±0.39

0.2 1.16±0.26 20.0 7.77±1.17

0.5 1.61±0.51 50.0 7.59±1.79

D.9. Ablation on Neural CBF Architecture

To test whether the neural CBF architecture is necessary, we compare the default nonlinear category barriers against
a linear-probe variant in the WildGuard modular-composition experiment. The linear-probe ablation retrains all 14
category-specific barriers without the neural intermediate layer, while keeping the same data split, composition rules, and
evaluation protocol. Concretely, each linear-probe barrier is a single affine classifier bk(h) = wo

kph+ ck applied directly to
the hidden state, so the safe set for each category is a halfspace rather than the nonlinear decision boundary induced by
the default 5-layer MLP. As shown in Table 19, the neural barriers consistently outperform the linear-probe variants under
the same composition rules: for example, LSE composition improves from 2.89±0.69 harmful rate with linear probes to
0.86±0.04 with neural CBFs. The gap is larger for QP and Top-2 composition, suggesting that nonlinear CBF boundaries
provide a more faithful representation of category-specific safety constraints before the barriers are merged. These results
support the design choice of learning nonlinear latent CBFs rather than relying only on linear hidden-state classifiers for
modular safety composition.

D.10. Conditional Fixed-Direction Steering Baselines

We also evaluate whether the gains of BarrierSteer can be explained only by using a learned safety detector to decide
when to intervene. Inspired by conditional activation steering (Lee et al., 2025), we construct two conditional fixed-direction
baselines on Gemma-2-9B. Both baselines use the learned barrier as an unsafe-state detector during generation. When
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the detector fires, Conditional ActAdd applies the same fixed activation-addition vector used by ActAdd, while
Conditional DirAbl applies the same fixed directional-ablation operation used by DirAbl. Thus, these baselines
share the classifier-triggered intervention mechanism with BarrierSteer, but do not solve the CBF control objective and do
not adapt the steering direction or magnitude to the current hidden state.

Table 21. Conditional fixed-direction steering on
Gemma-2-9B. We report HarmBench ASR; lower is better.

Method ASR ↓
Base model 19.50
Conditional ActAdd 18.17±0.00

Conditional DirAbl 12.50±0.00

BarrierSteer 0.00±0.00

Table 21 shows that conditioning fixed-direction steering on a
learned detector improves over applying no defense, but it does
not match BarrierSteer. This suggests that the benefit of Barri-
erSteer is not only deciding when to steer: the CBF update also
computes a context-dependent correction direction, which more
effectively moves unsafe hidden states toward the learned safe set.

D.11. Compute Resources and Wall-Clock Cost

Unless otherwise stated, the main experiments were run using two NVIDIA H200 GPUs with bfloat16 model weights. The
latency microbenchmarks in Appendix D.6 are the exception: they use a single H200 GPU with batch size 1 to measure
per-token steering overhead in the real-time decoding setting.

Training. Hidden-state extraction is the main preprocessing cost before training the latent safety constraints. For
Qwen2-1.5B, hidden-state extraction typically takes about 15–25 minutes per seed; for Ministral-8B and Llama-2-7B, about
30–45 minutes; and for Gemma-2-9B, about 45–60 minutes. Once hidden states are extracted, training BarrierSteer
or SaP is comparatively lightweight: roughly 2–4 minutes per seed for Qwen2-1.5B, 3–6 minutes for Ministral-8B and
Llama-2-7B, and 5–10 minutes for Gemma-2-9B. The training-time baselines require more time because they update
model-side intervention parameters: Circuit Breaker and ReFT-r1 take less than one hour per model and seed under
the hyperparameters in Appendix D.2.

For the WildGuard experiment, each Qwen2-1.5B category barrier is trained independently; individual category jobs are
short after hidden-state extraction and the 14 categories are parallelized across GPUs.

Evaluation. For HarmBench static ASR evaluation, the approximate wall-clock time per model and seed is 6–20 minutes
for Qwen2-1.5B, 6–15 minutes for Ministral-8B, 30–54 minutes for Llama-2-7B, and 30–40 minutes for Gemma-2-9B.
Adaptive-attack evaluation is more expensive and takes about 30–40 minutes per model and seed for the configured
adaptive-evaluation run. XSTest over-refusal evaluation uses 250 safe-only prompts and usually takes less than 10 minutes
per model and seed, with the wall-clock time often dominated by batched API judge calls. MMLU/GSM8K utility evaluation
through the LM Evaluation Harness takes about 1–3 hours per model and method, depending on the model size and task
subset. The WildGuard composition evaluation on Qwen2-1.5B evaluates 1,120 held-out WildGuardMix samples and takes
about 10–30 minutes per seed after the category-specific barriers have been trained.

E. Additional Related Work on Inference-time Safety
This section situates BarrierSteer within inference-time safety methods, covering text-level defenses, latent safety classifiers,
activation steering, adaptive activation steering, and constraint-based steering, including a comparison with SaP, the most
adjacent baseline to BarrierSteer. These methods complement training-time approaches (Ouyang et al., 2022; Bai et al.,
2022a;b) by adding an additional layer of defense during deployment, since safety-tuned models can still be vulnerable to
adversarial prompts (Zou et al., 2023b; Liu et al., 2023b; Shen et al., 2024; Zeng et al., 2024).

Text-level Defenses. One line of inference-time safety work attempts to mitigate unsafe behavior by inspecting input
prompts or generated outputs. Input filtering methods detect suspicious prompts before generation (Cao et al., 2024b; Jain
et al., 2023), while input modification methods rewrite, paraphrase, or otherwise transform prompts to weaken potential
attacks (Yi et al., 2025; Wei et al., 2026; Xie et al., 2023; Robey et al., 2023). Output filtering methods instead inspect
generated text and block, revise, or regenerate responses when safety violations are detected (Phute et al., 2023; Zhang et al.,
2024; Wang et al., 2024). These input and output filtering methods are attractive because they are model-agnostic and can be
deployed outside the target LLM, but they primarily rely on text-level patterns or heuristic filters. As a result, they can be
brittle to paraphrases, obfuscation, and adaptive white-box attacks (Wei et al., 2023).

Learned language-model classifiers provide stronger detection (Mazeika et al., 2024b; Inan et al., 2023) and can yield
promising defense results when trained at large scale (Sharma et al., 2025), but they typically require running an additional
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model over prompts or responses. This additional checking introduces nontrivial computational overhead, especially when
the system must detect an unsafe output and then regenerate a safer response.

Latent Safety Classifiers. Recent work therefore studies classifiers over intermediate hidden states as a more efficient
alternative to text-space safety classification (Cunningham et al., 2026). Hidden-state classifiers detect unsafe behavior from
model-internal representations rather than completed text, offering a promising path toward lower-latency safety detection.
However, detection-only systems still primarily decide whether to block a response; they do not directly modify generation
toward a safer continuation.

Activation Steering. A promising direction for safer generation is activation steering, which intervenes on model
activations during generation. Activation-addition methods modify hidden states along fixed directions, often using a linear
addition (Arditi et al., 2024; Rimsky et al., 2024; Turner et al., 2023; Zou et al., 2023a; Li et al., 2023; Wu et al., 2025).
Recent work further advances this direction with affine and nonlinear steering (Singh et al., 2024; Vu & Nguyen, 2026; You
et al., 2026). These interventions are simple but can be coarse, as the same direction is applied across contexts and may
degrade utility.

Adaptive Activation Steering. Beyond fixed-vector activation steering, recent work has used learned models to provide
more flexible inference-time steering signals. A simple form is conditional steering (Lee et al., 2025), where a fixed steering
vector is applied only when a latent classifier detects undesired behavior. Other methods predict context-dependent steering
directions, for example using hypernetwork-style modules (Sun et al., 2025), or directly transform hidden states to modify
model behavior (Wang et al., 2025).

A related line of work learns scalar signals over latent representations and uses them to guide iterative steering. For example,
PPLM uses gradients from attribute models during decoding (Dathathri et al., 2020), RE-Control learns value functions
over hidden states for representation editing (Kong et al., 2024), ODESteer learns a density-ratio function and follows its
gradient through ODE integration (Zhao et al., 2026), and BRT-Align uses learned safety values with perturbation search
to steer away from unsafe regions (Karnik & Bansal, 2025). However, these methods use learned signals primarily to define
a direction or search objective for iterative steering, rather than as constraints that must be satisfied during generation.

In contrast, BarrierSteer treats learned neural safety classifiers as explicit constraints on latent representations. Rather
than optimizing activations toward a desirable direction, it uses the classifier as a Control Barrier Function and derives
constraint-guided steering updates for safety-critical generation. This perspective is especially suitable for LLM safety
defense, where the goal is not only to encourage preferred behavior, but to prevent trajectories from entering unsafe regions.

Constraint-based Steering. Recent work such as SaP (Chen et al., 2025) suggests a natural combination: using learned
latent safety classifiers not only as detection signals or steering objectives, but also as explicit constraints on hidden
representations. Under this view, the classifier decision boundary defines a safe region in latent space, and inference-time
steering aims to keep hidden states within, or move them toward, that region during generation.

SaP is the closest prior method to BarrierSteer. Like BarrierSteer, it learns safety constraints from hidden states and
safety labels, then modifies hidden states at inference time to remain within the learned safe region. We therefore include
SaP as a main baseline. Both SaP and BarrierSteer use hidden states and safety labels to learn latent safety constraints,
but they differ in the constraint class and the inference-time enforcement mechanism. SaP learns linear polytope constraints
and enforces them through iterative gradient-descent at inference time. In contrast, BarrierSteer learns nonlinear CBF
constraints and derives closed-form local steering updates, enabling more expressive safety boundaries with substantially
lower per-step steering overhead.

F. Additional Discussion and Clarifications
F.1. Assumptions for Theoretical Safety

Q1. Does BarrierSteer provide a worst-case safety guarantee?
Answer. No. In the main paper, we clarify that although Control Barrier Functions are a standard tool for maintaining safety
within a safe set, the LLM setting does not admit a perfect worst-case guarantee. Such a guarantee would require a perfect
classifier or barrier whose safe set exactly corresponds to text-level safety for all possible prompts and generations. This is
not realistic for two reasons. First, safety data are finite, while the space of possible LLM generations and hidden states is
extremely large, so a learned barrier cannot certify every possible trajectory. Second, there is a latent–semantic safety gap:
even if a hidden state appears safe under the learned classifier, later layers and decoding can still produce unsafe text, as

27



1485
1486
1487
1488
1489
1490
1491
1492
1493
1494
1495
1496
1497
1498
1499
1500
1501
1502
1503
1504
1505
1506
1507
1508
1509
1510
1511
1512
1513
1514
1515
1516
1517
1518
1519
1520
1521
1522
1523
1524
1525
1526
1527
1528
1529
1530
1531
1532
1533
1534
1535
1536
1537
1538
1539

BarrierSteer: LLM Safety via Learning Barrier Steering

discussed in Appendix G. Our goal is therefore not to prove worst-case text-level safety, but to steer responses toward an
approximated latent safe set learned from data. This approximation is still practically meaningful: recent work shows that
hidden-state classifiers can be useful in production-grade safety systems for frontier models (Cunningham et al., 2026),
suggesting that learned latent safe sets can be strong enough to support effective deployment-time interventions.

Q2. Is the updated hidden state guaranteed to be inside the safe set after one steering step?
Answer. No. Our implementation applies a one-step CBF update during decoding. The local CBF condition moves the
hidden state toward the learned safe set, and the theorem characterizes exponential progress toward the safe set under the
stated assumptions, but this does not mean that the updated hidden state h′ must lie inside the safe set after a single finite
update. In practice, however, the one-step update is already effective: our experiments show strong reductions in adversarial
attack success while preserving utility across model families.

F.2. Data, Supervision, and Generalization

Q3. Does BarrierSteer generalize to unseen harmful behaviors?
Answer. Like other data-driven safety methods, BarrierSteer depends on the coverage and quality of the safety data
used to train the barrier. We do not expect a barrier trained for one safety concept to perfectly generalize to all unrelated
out-of-distribution harms. Instead, the framework is modular: new barriers can be trained for newly identified safety
concepts and composed with existing barriers. That said, we consistently observe empirical generalization beyond the
exact training examples. In HarmBench, we train on the training behaviors and evaluate on held-out adversarial behaviors,
where BarrierSteer still substantially reduces attack success. In WildGuard, even individual category barriers slightly
reduce harmful generations outside their exact category, while composing category-specific barriers substantially improves
coverage. Finally, in the adaptive-attack evaluation, BarrierSteer also reduces attack success even though the adaptive
attack trajectories are not part of the training data. Overall, despite being trained on the same data as the learned baselines,
BarrierSteer reduces harmful generations more effectively.

Q4. What supervision is used to train BarrierSteer?
Answer. BarrierSteer uses binary safe/unsafe supervision over hidden states. Sequence-level safety labels are inherited by
token-level hidden states extracted from the same response, producing hidden-state examples labeled as safe or unsafe. We
do not require preference pairs, ranked responses, or paired chosen/rejected examples. Appendix D.1 gives the token-level
hidden-state training details.

Q5. How is BarrierSteer different from preference-tuned safety methods?
Answer. Training-time alignment methods such as RLHF (Ouyang et al., 2022; Bai et al., 2022a;b), Safe-RLHF (Dai et al.,
2023), and DPO-style methods (Rafailov et al., 2023; Zhou et al., 2024; Liu et al., 2024) update model parameters using
preference, reward, or safety-constraint objectives. In contrast, BarrierSteer trains a separate latent barrier from binary
safety labels and applies it as an inference-time controller on top of an already aligned model. This makes BarrierSteer
complementary to preference tuning: the base model can already be RLHF/DPO-tuned, while the barrier can be updated or
composed for new safety risks without retraining the LLM.

F.3. BarrierSteer Variants and Steering Geometry

Q6. Which BarrierSteer variant is preferred?
Answer. We recommend BarrierSteer (LSE) as the default variant. Top-2 selects the two most violated barriers and
is useful as a simple, fast ablation for isolating steering-strength effects, but when many safety categories are composed,
ignoring the remaining constraints can be suboptimal. QP is useful as a more exact optimization-based reference. LSE is the
best default for deployment and main reporting because it accounts for all active constraints, matches the strong defense
behavior of the multi-constraint formulations, and has the lowest measured steering latency among our variants in Table 3.
Appendix D.4 provides steering-strength ablations, and Appendix D.6 provides the detailed latency comparison among
variants.

Q7. Can BarrierSteer be adapted for steering geometries beyond linear addition?
Answer. As discussed in Appendix E, recent activation-steering work has moved beyond fixed linear addition toward affine,
angular, spherical, and other nonlinear or norm-preserving geometries (Singh et al., 2024; Vu & Nguyen, 2026; You et al.,
2026). BarrierSteer is complementary to these methods: the current implementation applies the CBF correction as an
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additive hidden-state update for efficiency, but the learned barrier can also provide a local safety signal for other update
geometries. Extending BarrierSteer’s classifier-guided CBF constraints to norm-preserving or rotation-based updates is a
natural direction for future work.

F.4. Evaluation, Robustness, and Deployment Scope

Q8. How robust is BarrierSteer to adaptive attacks?
Answer. Adaptive attacks are stronger than static HarmBench attacks because they optimize against the defended model
while the steering mechanism is active. Table 1 reports adaptive-attack ASR together with static ASR, over-refusal, and utility
across four model families. BarrierSteer consistently improves over the undefended model and remains competitive with
or stronger than other safety baselines. The adaptive results also show that near-zero static ASR should not be interpreted
as absolute robustness: stronger attacks can still partially bypass the defense, but BarrierSteer substantially improves
robustness under an adaptive threat model. Additional steering-strength sweeps in Appendix D.4 show how the adaptive
robustness–utility trade-off changes with α.

Q9. Does BarrierSteer over-refuse benign prompts?
Answer. We evaluate over-refusal using XSTest safe-only prompts and report it alongside ASR and utility in Table 1.
The results show that BarrierSteer can increase over-refusal relative to the base model, but it avoids the most severe
over-refusal observed for some stronger baselines and can be tuned through the steering strength α. This safety–utility
trade-off is expected for inference-time steering: stronger interventions improve attack resistance but may reject more benign
prompts. Appendix D.4 provides the corresponding α sweeps, and Appendix D.5 reports additional utility benchmarks
beyond MMLU and GSM8K.

Q10. Is BarrierSteer production-grade?
Answer. Not yet. Our experiments use medium-scale open-weight LLMs, so we do not claim production-grade deployment
on frontier systems. However, the broader direction is motivated by recent evidence that hidden-state classifiers can be
production-grade safety detectors for frontier models (Cunningham et al., 2026). BarrierSteer builds on this direction by
using learned hidden-state safety signals not only to detect unsafe trajectories, but also to steer generation with low additional
latency; Table 3 and Appendix D.6 quantify this overhead. Demonstrating production-grade steering would require direct
frontier-model hidden-state access and deployment-scale evaluation, which we leave to future work.

G. Limitations and Future Work
Dependence on supervised safety labels. BarrierSteer learns barriers from labeled safe and unsafe hidden states, so
its effectiveness depends on the coverage and quality of the safety data. If a harmful behavior is absent from the training
dataset, the corresponding latent region may not be captured by the learned CBFs. Future work should study broader safety
taxonomies, active data collection for uncovered harms, and continual updates that add new barriers for emerging risk
categories.

Latent safety is not identical to semantic safety. The control-theoretic guarantees in this paper apply to learned latent
constraints, not directly to text-level safety, and are conditional on the learned barriers accurately representing the intended
safety concepts. A promising direction is to combine latent barriers with semantic evaluators, reachability-style predictors,
or human auditing to better matche the latent safe set with downstream policy requirements.

Evaluation scope. Our experiments cover multiple open-weight instruction-tuned models, HarmBench adversarial attacks,
XSTest over-refusal, utility benchmarks, adaptive attacks, and WildGuard modular composition. However, they do not
establish robustness against all possible adaptive attackers or all deployment settings. Future work should evaluate larger
frontier models when hidden-state access is available, broader multilingual and multi-turn safety settings, and stronger
adaptive attacks that optimize jointly over prompts and steering responses.

Geometry and intervention form. The current implementation applies the CBF correction as an additive hidden-state
update. Although the update direction is computed from nonlinear barrier geometry, additive interventions can still alter
activation norms and may not be optimal for all models. Future work can combine BarrierSteer’s classifier-guided CBF
constraints with norm-preserving steering updates.

Safety–utility trade-off. BarrierSteer improves the safety–utility trade-off relative to the baselines we evaluate, but it
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does not remove the trade-off. Increasing steering strength can reduce unsafe generations while increasing over-refusal or
degrading downstream utility. Future work should develop adaptive steering schedules that tune intervention strength based
on uncertainty, task context, and deployment-specific risk tolerance.

H. Broader Impact
This work aims to improve the safety of large language models by steering model activations away from unsafe generations
during inference. Its potential positive impact is to provide an additional defense layer that can complement training-time
alignment, reduce harmful outputs, and make safety interventions more modular and efficient. Because the method does not
require modifying the base model parameters, it can complement existing hidden-state classifiers, which have been shown to
be useful for frontier models at deployment.

The work also has potential risks. First, safety-steering systems can create a false sense of security if users interpret lower
attack success rates as robustness. Second, the same evaluation infrastructure used to measure jailbreak robustness can
be misused to search for stronger attacks. Third, learned barriers may encode biases or blind spots from the training
data and classifiers, leading to increased over-refusal or uneven effects across benign users and topics. Fourth, the same
constraint-learning and steering mechanism could be misused by training constraints for undesirable behaviors and steering
a model toward unsafe responses rather than away from them. We mitigate these risks by evaluating adaptive attacks,
reporting over-refusal and utility, discussing limitations, and framing the method as a complementary safety layer rather than
a complete guarantee of safe behavior.

I. Declaration of LLM Usage
LLMs are the main objects of study in this work. Our method extracts and steers hidden states from instruction-tuned LLMs,
and our experiments evaluate their generated responses using safety classifiers and benchmark tasks. These methodological
uses are described throughout Secs. 3–5. We also used large language models to support implementation and paper editing.
Specifically, LLM assistance was used for code-writing support, LaTeX editing, and wording refinement. All technical
claims, experimental results, citations, and final manuscript content were verified by the authors.
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