
Stress Testing Classi!ers around the Decision Boundary
with Latent Di"usion

Inês Gomes1,2,4 André Restivo1,2 Moisés Santos1 Carlos Soares1,2,3 Jan N. van Rijn4
Luís F. Teixeira1,5

1Faculty of Engineering, University of Porto
2Arti!cial Intelligence and Computer Science Laboratory, Portugal
3Fraunhofer Portugal AICOS, Portugal
4Leiden Institute of Advanced Computer Science (LIACS), Leiden University, the Netherlands
5INESC TEC, Portugal

Abstract Deep learningmodels can achieve high predictive performance and yet still fail in unexpected
ways. Stress testing is a model auditing approach that identi!es and reports model limitations
in a data-driven way. One approach is to generate images near the decision boundary of a
classi!er, where predictions are most uncertain, thereby improving our understanding of its
decision-making process. Existing methods train variational autoencoders or generative
adversarial networks and are limited to small images and pairs of classes. To overcome these
limitations, we propose an alternative architecture based on di"usion models. First, we
introduce a new metric — Kullback–Leibler divergence to the decision boundary (KLDB) —
which measures how close an image is to the decision boundary of any class subset, allowing
users to decide which decision boundaries to explore. Then, we use KLDB to guide the
sampling of a pretrained text-to-image latent di"usion model. On ImageNet subsets, our
method reduces KLDB by up to 51% over prompt-only baselines, and by visual inspection, it
generates ambiguous images that expose classi!er limitations. This method enables stress
testing on complex datasets without retraining di"usion models and supports auditing any
decision boundary by selecting arbitrary class combinations.

1 Introduction
Understanding how deep learning models make decisions is important for interpretability and
trust (Barredo Arrieta et al., 2020), especially in safety-critical domains like healthcare or au-
tonomous systems. A recent approach to auditing these models is called stress testing, which
identi!es and reports model limitations in a data-driven way (Gomes et al., 2024). One line of
work focuses on the generation of images near the decision boundary of classi!ers to character-
ize their limitations and better understand their decision-making process. Existing methods like
DeepDIG (Karimi and Derr, 2022), GASTeN (Cunha et al., 2023), and MIMICRY (Abdellatif et al.,
2024) use variational autoencoders (VAEs) or generative adversarial networks (GANs) to create
such samples. However, these approaches have several limitations. First, they are restricted to
small or grayscale images, which limits scalability. Second, they require training a generative
model from scratch, adding complexity and computational cost. Third, there is no standard way to
measure proximity to the decision boundary, meaning that each method de!nes its own, making
comparisons di#cult. Finally, most existing methods focus on auditing binary classi!ers or, in
the multiclass setting, reduce the analysis to pairs of classes, which limits the exploration of more
complex decision boundaries.

To overcome these limitations, we propose a new stress testing framework based on pretrained
latent di"usion models. Our method combines text prompts with classi!er guidance during denois-
ing, requiring no generative model training. As a result, it supports full-colour, high-resolution
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(a) reference (b) prompt only (c) prompt + classi!er

Figure 1: Images from the classes “chihuahua” and “papillon” sampled from the reference (a) near (i)
and far (ii) from the decision boundary; (b) Synthetic images generated using only prompt
guidance; (c) Synthetic images with our method, combining prompt and classi!er guidance.

images while reducing implementation complexity. We introduce a new metric, Kullback–Leibler
divergence to the decision boundary (KLDB), which quanti!es how close an image is to a classi-
!er’s decision boundary for any selected subset of classes. Prompt guidance uses classi!er-free
guidance (Ho et al., 2021) to in$uence the generation within the desired class subset. Classi!er
guidance updates the latents to guide images toward regions with low KLDB, that is, near the
decision boundary. The method works with any subset of classes and requires only a pretrained
latent di"usion model.

We compare our method to a prompt-only baseline on ImageNet (Deng et al., 2009) subsets and
observe that the generated images achieve KLDB values between 48% and 51% lower, indicating
that the images generated by our method are closer to the decision boundary. Visual inspection
con!rms this !nding, as many images display ambiguous features, hybrids, or occlusions that
confuse the classi!er, which can be used to stress test the classi!er and highlight its limitations.

2 Stress Testing with Latent Di"usion Models
We propose a method to synthesize images near any decision boundary of a given classi!er 𝐿𝐿
using a pretrained text-to-image latent di"usion model 𝑀𝑀 . Our framework works in two stages.
First, given a subset of target classes C, we de!ne a textual prompt that lists the class labels,
conditioning the di"usion model via classi!er-free guidance (Ho et al., 2021). Then, to guide
the sampling to the decision boundary between classes in C, we introduce a new metric called
Kullback–Leibler divergence to the decision boundary (KLDB). Existing metrics for boundary-based
image generation (e.g., Cunha et al. (2023), Karimi and Derr (2022), Weiss et al. (2023)) are limited to
binary classi!cation or !xed class pairs, and do not support arbitrary subsets in multiclass settings.

KLDB, de!ned by Equation 1, addresses this limitation by measuring the pointwise Kull-
back–Leibler (KL) divergence between the classi!er predicted probability distribution 𝐿𝐿 , and a
target distribution 𝑁 over the selected classes C → {1, 2, . . . ,𝑂}. For a calibrated classi!er, the
decision boundary between classes in C occurs where 𝐿𝐿 (𝑃) is equiprobable, i.e., 𝐿𝐿 (𝑃𝑁) = 1

|C | . In
this setting, the KL divergence penalises deviations from uniformity, reaching zero only at the
boundary. Thus, KLDB is an unbounded metric: higher values indicate a greater distance from the
decision boundary, while a value of zero means that the data point lies exactly on it.

KLDB(𝑁 | | 𝐿𝐿 (𝑃)) =
𝑂∑
𝑁=1

𝑁𝑁 log
(

𝑁𝑁
𝑄𝑅 𝐿 𝑆𝑇𝑈𝑃 (𝐿𝐿 (𝑃))

)
, where 𝑁𝑁 =

{
1
|C | if 𝑉 ↑ C
0 if 𝑉 ω C

(1)
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Since KLDB is di"erentiable, we use it to de!ne a contrastive guiding loss that is integrated into
the di"usion sampling process, following approaches such as Sehwag et al. (2022) and Hemmat
et al. (2024). At each denoising step 𝑆 , we modify the latent variable update to include a gradient
correction that minimizes the KLDB loss.

Equation 2 summarises our modi!ed sampling strategy, where SchedulerStep(·) is the denois-
ing update from a prede!ned di"usion scheduler; 𝑊CFG𝑀 (𝑋𝑃 , 𝑆, 𝑌) is the classi!er-free guided noise
prediction where 𝑌 controls the strength of the prompt conditioning and C is the textual prompt;
and 𝑍 is a hyperparameter controlling the strength of the gradient correction. The gradient ↓↔

is normalized to maintain stability across timesteps, as in Sehwag et al. (2022). Finally, following
the approach from Hemmat et al. (2024), the KLDB loss is computed by !rst decoding the latent
variable 𝑋𝑃 into the pixel space using the decoder 𝑎𝑀 , and then applying the classi!er 𝐿𝐿 to the
decoded image. This process requires the scheduler to be deterministic.

𝑋𝑃↗1 = SchedulerStep
(
𝑋𝑃 , 𝑊

CFG
𝑀 (𝑋𝑃 , 𝑆, 𝑌)

)
+ 𝑍 · ↓↔

𝑄𝐿LKLDB(𝑋𝑃 ,𝑏) (2)

3 Experimental Setup
We build on the Stable Di"usion v1.4 model (Rombach et al., 2022) with the deterministic scheduler
k-LMS, adopting the sampling modi!cations proposed by Lin et al. (2024). The denoising process
uses 𝑐 = 40 steps, and classi!er guidance is applied every !ve steps, following the Hemmat et al.
(2024). For classi!er feedback, we use a ResNet-50 (He et al., 2016) pretrained on ImageNet-1k
(Deng et al., 2009). We perform hyperparameter optimisation on the classi!er guidance strength
𝑍 ↑ {0, 0.05, 0.1, 0.15, 0.2, 0.5, 1} and the prompt conditioning scale 𝑌 ↑ {3, 6, 9} via classi!er-free
guidance, following best practices in di"usion literature. 𝑍 = 0 serves as our prompt-only baseline.

Our evaluation focuses on one challenging ImageNet-1k subset with semantically similar
classes: chihuahua / papillon. We generate 2,500 samples and the prompt is “chihuahua and papillon”
to isolate the e"ect of classi!er guidance. Evaluation metrics include: KLDB score to measure
the proximity to the decision boundary; Shannon entropy of softmax predictions, to quantify the
uncertainty of prediction (Weiss et al., 2023); FID (Heusel et al., 2017) to compare feature distributions
between generated and reference images. Experiments were conducted on two NVIDIA GeForce
RTX 2080 Ti GPUs and the proposed framework code is available1 for reproducibility.

4 Results
In this section we present both quantitative and qualitative results. First, we evaluate how our
framework can synthesize images close to the decision boundary while maintaining image quality.
Then, we explore how the generated images can support model auditing by indicating classi!er
sensitivities and failure modes.

4.1 Impact of classi!er guidance

We evaluate how classi!er guidance strength 𝑍 a"ects the synthetic images proximity to decision
boundary and image quality. Table 1 reports, for each prompt strength 𝑌 , the value of 𝑍 with the
lowest median KLDB score, compared to the baseline (𝑍 = 0), that is, prompt-only generation.

We !nd that weaker prompt conditioning (𝑌 = 3) bene!ts from lower classi!er guidance
(𝑍 = 0.05), while stronger prompts (𝑌 = 6, 9) achieve best results with more guidance (𝑍 = 0.10).
This suggests that weaker prompt conditioning allow classi!er signals to guide the generation more
easily. In all cases, classi!er guidance signi!cantly reduces KLDB scores by 48 to 51% compared to
the prompt-only baseline. Entropy has similar results as images near the decision boundary exhibit
higher uncertainty.

1https://anonymous.4open.science/r/diffusion-boundary-4214/README.md
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𝑌 𝑍 FID ↘ M(KLDB) ↘ M(Entropy) ≃

3 0 62.83 2.48 0.08
0.05 63.00 1.22 0.32

6 0 83.81 3.12 0.03
0.10 82.15 1.59 0.16

9 0 91.37 3.16 0.03
0.15 88.96 1.65 0.16

Table 1: Evaluation results for baseline (𝑍 = 0) and best classi!er guidance (𝑍) for each 𝑌 ↑ {3, 6, 9},
using the prompt “chihuahua and papillon”. Arrows indicate the desirable score direction.

Finally, image quality remains stable across settings. The best 𝑍 con!gurations maintain FID
scores close to baseline values, indicating that guidance can increase decision-boundary alignment
without degrading perceptual quality.

4.2 Model Auditing

Building on Gomes et al. (2024), we use synthetic image generation to uncover features that drive a
classi!er to be uncertainty of its decision. These insights can help diagnose model weaknesses and
inform model cards (Mitchell et al., 2019).

Figure 1 compares real images, prompt-only generations, and our method. Generated images
typically focus on the subject and simplify backgrounds, which may help approach the decision
boundary but reduce visual diversity. Occlusions or missing parts in outputs may highlight the
classi!er’s reliance on speci!c features, while unusual styles (e.g., grayscale, cartoon-like) reveal
sensitivity to out-of-distribution inputs.

Our method also produces hybrid images that merge features from multiple classes. While
e"ective in reducing classi!er con!dence, these images may lack realism and thus limit their diag-
nostic utility. Future work could incorporate a realism discriminator to improve image plausibility
during sampling.

5 Conclusions

We present a classi!er-guided di"usion method to generate synthetic images near a classi!er’s
decision boundary. Prior approaches used VAEs or GANs were limited to binary and small-scale
tasks. Our method scales to multiclass settings and large datasets using a pretrained latent di"usion
model and a new metric, KLDB, which quanti!es proximity to the decision boundary across any
number of classes. We use KLDB to guide the sampling process through two hyperparameters: 𝑍
for classi!er guidance and 𝑌 for prompt scaling.

Experiments on subsets of ImageNet-1k show that our method e"ectively reduces KLDB
compared to prompt-only baselines, producing images closer to the decision boundary. We also
observed that low 𝑍 values help !nd the boundary, while high 𝑌 values improve prompt !delity
but reduce diversity. Visual inspection revealed that many boundary images exhibit ambiguous or
mixed-class features, highlighting model uncertainty and potential limitations.

A limitation of this work is our current setup, since we use a single classi!er, dataset, and
di"usion model. Future work should explore how well our method generalizes across models and
domains. Nonetheless, our approach provides a scalable and data-driven way to study decision
boundaries, usable in combination with any available di"usion model, which can support the
analysis of model behaviours and their robustness.
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