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Abstract

Generating differentially private (DP) synthetic data that closely resembles the
original private data is a scalable way to mitigate privacy concerns in the current
data-driven world. In contrast to current practices that train customized models
for this task, we aim to generate DP Synthetic Data via APIs (DPSDA), where we
treat foundation models as blackboxes and only utilize their inference APIs. Such
API-based, training-free approaches are easier to deploy as exemplified by the
recent surge in the number of API-based apps. These approaches can also leverage
the power of large foundation models which are only accessible via their inference
APIs. However, this comes with greater challenges due to strictly more restrictive
model access and the need to protect privacy from the API provider.

In this paper, we present a new framework called Private Evolution (PE) to solve
this problem and show its initial promise on synthetic images. Surprisingly, PE
can match or even outperform state-of-the-art (SOTA) methods without any model
training. For example, on CIFAR10 (with ImageNet as the public data), we
achieve FID<7.9 with privacy cost € = 0.67, significantly improving the previous
SOTA from € = 32. We further demonstrate the promise of applying PE on large
foundation models such as Stable Diffusion to tackle challenging private datasets
with a small number of high-resolution images.

The code and data are released at https://github.com/microsoft/DPSDA.

1 Introduction Prior work:

While data-driven approaches have been successful,
privacy is a major concern. For example, statisti-
cal queries of a dataset may leak sensitive informa-
tion about individual users [24]. Entire training sam-
ples can be reconstructed from deep learning models
[32,25,9,10, 11,12, 13, 15, 61, 62]. Differential pri-
vacy (DP) is the gold standard in quantifying and mit-
igating these concerns [23]. DP algorithms ensure that
information about individual samples in the original data
cannot be inferred with high confidence from algorithm
outputs. Differentially private synthetic data is the holy
grail of DP research [39, 44,7, 21,63, 65, 35,42, 26, 60,

, 33, 55,43, 60]. The goal is to generate a synthetic
dataset that is statistically similar to the original data
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DP Synthetic Data via APIs (DPSDA):

Blackbox API access to pre-trained models
Figure 1: We consider the problem of gen-
erating DP synthetic data with API access
to pre-trained models without any model
training. This is in contrast to prior work
which assumes full access to pre-trained
models and requires training.

while ensuring DP. The benefits are: (1) Thanks to the post-processing property of DP [24], we can
use any existing non-private algorithm (e.g., training machine learning (ML) models) as-is on the
synthetic data without incurring additional privacy loss. This is more scalable than redesigning and
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Figure 2: Private Evolution (PE) framework for DP synthetic data. Left: Intuition of PE. Though
private data and pre-trained generative models have very different distributions, the support of the
former is likely to be covered by the support of the latter. We gradually shift the distribution of
generated data toward private data through PE. Right: Algorithm of PE. We maintain a sample set
(population), and iteratively select the most similar ones to the private samples (parents) and mutate
them to generate the next population (offspring). The initial population and offspring are generated
with foundation model APIs. Parent selection is done in DP using private samples.
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Figre 3: Generated samples on CIFARIO cost € on CIFAR10 (§ = 10~7). (Un)cond means
with (0.67, 10—5)_Dp, Each row corresponds (up)conditiogal generation. Ours achieves the best
to one class. FID=7.87. See App. K forreal ~ Privacy-quality trade-off compared to DP-MEPF
and generated images side-by-side. [34], DP-GAN, DP-Diffusion [26].

reimplementing every algorithm for DP. (2) Synthetic data can be shared freely with other parties
without violating privacy. This is useful in situations when sharing data is necessary, such as when
organizations (e.g., hospitals) want to release datasets to support open research initiatives [7, 44].
(3) Since synthetic data is DP, developers can look at the data directly, which makes algorithm
development and debugging a lot easier.

At the same time, with the recent advancement of large foundation models, API-based solutions are
gaining tremendous popularity, exemplified by the surge of GPT4-based applications. In contrast
to the traditional paradigm that trains/fine-tunes customized ML models for each application, API-
based solutions treat ML models as blackboxes and only utilize APIs' that provide the input/output
functions of the models. In fact, many foundation models including GPT4, Bard, and DALLE2
only provide API access without releasing model weights or code. Key reasons for the success of
API-based solutions are that APIs offer a clean abstraction of ML and are readily available and
scalable. Therefore, implementing and deploying these API-based algorithms is easier and faster
even for developers without ML expertise. Such an approach can also leverage powerful foundation
models that are only accessible through APIs. Unfortunately, SOTA DP synthetic data algorithms
today are still in the old paradigm [26, 42]: they need a customized training process for each dataset,
whose implementation requires significant ML engineering efforts (App. A).

Motivated from these observations, we ask the following ambitious question (Fig. 1):
Can we generate DP synthetic data using blackbox APIs of foundation models?

We treat API providers as untrusted entities so we also want to protect user privacy from them, i.e.,
the API queries we make during generation should also be DP. If successful, we can potentially
democratize the deployment of DP synthetic data in the industry similar to how API-based solutions
have facilitated other applications. This is a challenging task, however, as we do not have access to

'See https://platform.openai.com/docs/introduction for examples of APIs. For example, a text
completion API can complete a text prompt using a foundation model such as GPT4. An image variation API
can produce variations of a given image using a foundation model such as DALLE2.
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model weights and gradients by assumption. In this paper, we conduct the first exploration of the
potential and limits of this vision on DP synthetic images. Surprisingly, we show that not only is such
a vision realizable, but that it also has the potential to match or improve SOTA training-based DP
synthetic image algorithms despite more restrictive model access. Our contributions are:

(1) New problem (§ 3). We highlight the importance of DP Synthetic Data via APIs (DPSDA). Such
algorithms are easy to implement and deploy and can leverage the foundation models behind APIs.

(2) New framework (§ 4). We propose Private Evolution (PE) algorithm for achieving our goal
(Fig. 2). We consider using 2 popular APIs: random generation and sample variation (i.e., generating
a sample similar to the given one).>*> The key idea is to iteratively use private samples to vote for the
most similar samples generated from the blackbox model and ask the blackbox models to generate
more of those similar samples. We theoretically prove that the distribution of the generated samples
from PE will converge to the private distribution under some modeling assumptions (App. E). PE
only requires (existing) APIs of the foundation models, and does not need any model training.

(3) Experimental results (§ 5). Some key results are: (a) Surprisingly, without any training, PE can
still outperform SOTA training-based DP image generation approaches on some datasets (Figs. 3
and 4). For example, to obtain FID< 7.9 on CIFARI10 dataset, PE (with blackbox access to an
ImageNet-pre-trained model) only needs e = 0.67. In contrast, DP fine-tuning of an ImageNet-pre-
trained model (prior SOTA) requires € = 32 [26]. (b) We show that PE works even when there is
significant distribution shift between private and public data. We create a DP synthetic version (with
€ = 7.58) of Camelyonl7, a medical dataset for classification of breast cancer metastases, using
the same ImageNet-pre-trained model. A downstream classifier trained on our DP synthetic data
achieves a classification accuracy of 79.56% (prior SOTA based on DP fine-tuning is 91.1% with
e = 10 [26]). (c) We set up new challenging benchmarks that the DP synthetic image literature has
not studied before. We show that with powerful foundation models such as Stable Diffusion [54], PE
can work with high-resolution (512x512) image datasets with a small size (100 images), which are
common in practice but challenging for current DP synthetic image algorithms.

2 Background and Related Work

(1) Differential Privacy (DP). We say a mechanism M is (e, §)-DP if for any two neighboring
datasets D and D’ which differ in a single entry (i.e., D’ has one extra entry compared to D or
vice versa) and for any set .S of outputs of M, we have P (M (D) € S) < eP (M (D) € S) + 9.
Intuitively, this means that any single sample cannot influence the mechanism output too much.

(2) DP synthetic data. Given a private dataset D, the goal is to generate a DP synthetic dataset
M (D) which is statistically similar to D. One method is to train generative models from scratch on
private data [44, 7, 21] with DP-SGD [ 1], a DP variant of stochastic gradient descent. Later studies
show that pre-training generative models on public data before fine-tuning them on private data with
DP-SGD [63, 65, 35, 42, 26, 66] gives better privacy-utility trade-offs. This approach achieves SOTA
results on several data modalities such as text and images. In particular, DP-Diffusion [26] achieves
SOTA results on DP synthetic images by pre-training diffusion models [56, 37] on public datasets and
fine-tuning them on the private dataset. Some other methods do not depend on DP-SGD [39, 34, 33].
For example, DP-MEPF [34] trains generative models to produce synthetic data that matches the
(privatized) statistics of the private features. Note that all these methods obtain generative models
whose weights are DP, which can then be used to draw DP synthetic data. It is stronger than our goal
which only requires DP synthetic data [45]. We do so without any model training.

3 DP Synthetic Data via APIs (DPSDA)

DP Wasserstein Approximation (DPWA). Given a private dataset Sp,yiy = {z; : © € [Npyiv]} with
Nopriv samples (e.g., images), a distance function d(-, -) between samples and some p > 1, the goal is
to design an (e, §)-DP algorithm M that outputs a synthetic dataset Sy, = {2} : i € [Ngyn]} with
Ngyn samples (as a multiset) whose distance to Spyiv, Wp(Spriv, Ssyn), is minimized. Here W), is
the Wasserstein p-distance w.r.t. the distance function d(-, -) (see App. B for the definition).

DPSDA. We want to solve DPWA where M is given blackbox access to foundation models trained
on public data via APIs.! API queries should also be (€, §)-DP as API providers cannot be trusted.

In some applications, besides the raw samples z;, we may also care about some auxiliary information
such as class labels of images. In such cases, we may write Spyiv = {(2:,¥:) 1 % € [Npriv]} (and
Ssyn = {(2},9}) : © € [Nsyn])}) where y; (and y}) is the auxiliary information of -th sample.
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Scope of this work. (1) Data type. While our framework above and our algorithms in § 4 are
general for any data type, we focus on images in our experiments. We consider both unconditional
(i-e., no y;) and conditional generation tasks (e.g., y; can be image categories such as cats or dogs).
(2) APIs. We use 2 APIs, both of which are either directly provided in the APIs of popular models
(e.g., DALLE 2,* Stable Diffusion®). (a) RANDOM_API (n) that randomly generates n samples. (b)
VARIATION_API (S) that generates variations for each sample in S. For images, it means to generate
similar images to the given one, e.g., with similar colors or objects.z’3

4 Private Evolution (PE)

Foundation models have a broad and general model of our world from their extensive training data.
Therefore, we expect that foundation models can generate samples close to private data with non-
negligible probability. The challenge is that by naively calling the APIs, the probability of drawing
such samples is quite low. We need a way to guide the generation towards private samples.

Inspired by evolutionary algorithms (EA) [18] (App. C), we propose Private Evolution (PE) frame-
work for generating DP synthetic data via APIs. See Fig. 2 for the intuition behind PE. The complete
algorithm is in Alg. 1. Below, we discuss the components in detail.

Algorithm 1: Private Evolution (PE)

Input : Private samples: Spyiy = {xi}f\i’{”

Number of iterations: T’

Number of generated samples: Ngyp

Noise multiplier for DP Nearest Neighbors Histogram: o

Threshold for DP Nearest Neighbors Histogram: H
Output : Synthetic data: Seyn

Sy < RANDOM_API (N,

fort < 1,...,7Tdo
histogram; <— DP_NN_HISTOGRAM (Sp.iv, St, 0, H) // See Alg. 2
Py < histogramy /sum(histograms) // P, is a distribution on S
S} < draw Ny, samples with replacement from P; // S} is a multiset
Si41 < VARIATION_API (S!)

return St

Algorithm 2: DP Nearest Neighbors Histogram (DP_NN_HISTOGRAM)

Input :Private samples: Spriv
Generated samples: S = {z;};_,
Noise multiplier: o
Threshold: H
Distance function: d (-, -)
Output : DP nearest neighbors histogram on S

histogram + [0, ..., 0]
for Tpriv € Spriv do
i = argmincp,) d (Tpriv, 2;)
histograml[i] < histograml[i] + 1
histogram < histogram + N (0,01,) // Add noise to ensure DP
histogram <+ max (histogram — H,0) // ‘max’, ‘-’ are element-wise

return histogram

Initial population (Line 1). We use RANDOM_API to generate the initial population.

Fitness function (Line 3 or Alg. 2). We need to evaluate how useful each sample in the population is
for modeling the private distribution. Our idea is that, if a sample in the population is surrounded by
many private samples, then we should give it a high score. To implement this, we define the fitness
function of a sample x as the number of private samples whose nearest neighbor in the population is

2See https://platform.openai.com/docs/guides/images/usage.
3See https://huggingface.co/docs/diffusers/api/pipelines/stable_diffusion/overview.
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x. A higher fitness value means that more private samples are closest to it. More details are below:
(1) Distance function (Line 3, Alg. 2). To define “nearest neighbor”, we need a distance function
that measures the similarity of two samples. A naive way is to use {5 distance d (z, z) = ||z — z||,,
where x is from the private dataset and z is from the population. However, it is well-known that ¢
distance on pixel space is not a good metric for images. For example, a small shift of an object can
result in a high /5 distance. We therefore compute the /2 distance in the embedding space:

d(z,2) =@ () — @ (2)ll, M

where @ is a network for extracting image embeddings such as inception [59] or CLIP [52].

(2) Lookahead. The above approach gives high scores to the good samples in the current population.
However, as we will see later, these good samples will be modified through VARIATION_API for the
next population. Therefore, it is better to “look ahead” to compute the distance based on the modified
samples as if they are kept in the population. We modify Eq. (1) to compute the distance between the

embedding of  and the mean embedding of k variations of z: d (x, z) = Hfb (x) — 138 @ ()

where k is called lookahead degree, and z', . . ., z* are variations of z obtained via VARIATION_API.
(3) Noise for DP (Line 5, Alg. 2)). Because this step utilizes private samples, we need to add noise to
ensure DP. We add i.i.d. Gaussian noise from A (0, o). The privacy analysis is presented later.

(4) Thresholding (Line 6, Alg. 2)). When the number of generated samples is large, the majority of
the histogram will be DP noise added above. To make the signal-noise ratio larger, we set a threshold
H to each bin of the histogram. Similar ideas have been used in DP set union [30].

b}
2

In summary, we called the above fitness function DP Nearest Neighbors Histogram. Note that it is
not the traditional “histogram” on a continuous space that requires binning. Instead, it is a histogram
built on the generated samples: the value of i-th bin means the (privatized) number of private numbers
whose nearest neighbor among the generated samples is the i-th sample.

Parent selection (Line 5). We sample from the population according to the DP Nearest Neighbors
Histogram so that a sample with more private samples around is more likely to be selected.

Offspring generation (Line 6). We use VARIATION_API to get variants of the parents as offsprings.

Conditional generation. The above procedure is for unconditional generation. To support
conditional generation, i.e., each generated sample is associated with a label such as an image class
(e.g., cats v.s. dogs), we take a simple approach: we repeat the above process for each class of
samples in the private dataset separately. See Alg. 3 for the full algorithm.

Generating unlimited number of samples. Our algorithm in Alg. 1 is preset with a fixed number
of generated samples Ny,,. What if users want more samples afterward? In prior training-based
methods [26], this is easy to achieve: one can draw an arbitrary number of samples from the trained
generative models without additional privacy cost. We want to note that PE can also do that, again
with API access only. We can simply generate an unlimited number of samples by calling variation
API with the generated dataset: VARIATION_API (Ssyy). InJ.1, we will see that this simple algorithm
is sufficient to provide more useful samples for downstream applications.

Privacy analysis. The only step that touches private data is Alg. 2. This can be regarded as a function
f whose input is the entire private dataset, and whose output is a histogram of votes with size Ngyy,.
Since each private sample only contributes 1 vote (Line 3), the {5 sensitivity of f when we add
or remove a sample from Sy,,4, is obviously 1. Based on this, Alg. 1 can be seen as T" (adaptive)
compositions of Gaussian mechanism with noise multiplier o which is equivalent to a single Gaussian
mechanism with noise multiplier o/ VT [22]. We use the explicit formula for Gaussian mechanism
[5] to compute the final privacy parameters. Please see App. D.1 for a more detailed privacy analysis.
This privacy analysis implies that releasing all the (intermediate) generated sets S, ..., St also
satisfies the same DP guarantees, so PE provides the same privacy even from the API provider.

S Experiments

We compare PE with SOTA training-based methods on standard benchmarks to understand its promise
and limitations. Detailed hyper-parameter settings and more results such as high-resolution image
experiments, generated samples, and their nearest images in the private dataset are in Apps. J to M.

Public information. We use standard benchmarks [26] which treat ImageNet [19] as public data. For
fair comparisons, we only use ImageNet as public information in PE: (1) Pre-trained model. Unlike
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Figure 6: Real and generated images from Camelyon17. More in App. L.
the SOTA [26] which trains customized diffusion models, we simply use public ImageNet pre-trained
diffusion models (pure image models without text prompts) [50]. (2) Embedding (Eq. (1)). We use
ImageNet inception embedding [59] (while CLIP embeddings also work well (Fig. 32 in App. O)).

Baselines. We compare with DP-Diffusion [26], DP-MEPF [34], and DP-GAN [34, 29]. DP-
Diffusion [26] is the current SOTA that achieves the best results on these benchmarks. Baseline
results are taken from their paper.

5.1 Moderate Distribution Shift (ImageNet — CIFAR10)
We treat CIFARI1O0 [41] as private data. Given that

both ImageNet and CIFAR10 are natural images, it is >87'5

a relatively easy task for PE (also for the baselines). @ 85.0

Figs. 3 to 5 show the results. Surprisingly, despite the 3825
<<

fact that we consider strictly more restrictive model <
access and do not need training, PE still outperforms B B0 s (e ) (ee334)

the SOTA training-based methods. Details are below. 77.5{ | —=-DP-Diffusion (¢ = 10)
--DP-Diffusion (ensemble) (¢ = 10)

Sample quality v.s. privacy. Fig. 4 shows the trade- 75.0 055 050 0975 100

off between privacy cost and FID, a popular met- Num of Generated Samples ~ 1e6

ric for image quality [36]. For either conditional or Figure 5: Downstream classification accuracy
unconditional generation, PE outperforms the base- (higher is better) on CIFAR10 (§ = 107?).
lines significantly. For example, to reach FID< 7.9, The baseline results are taken from [26]. Two
[26] requires € = 32, DP-MEPF [34] cannot achieve "ensemble" lines are from ensembles of 5 clas-
it even with infinity e, whereas our PE only needs sifiers. The other two lines show the average
e = 0.67. accuracy of 5 independently trained classi-
fiers. PE achieves better accuracy across al-

Downstream classification r .S. pri A . . .
ownstream classification accuracy v.s. privacy most all settings with smaller privacy costs.

We train a downstream WRN-40-4 classifier [67]
from scratch on 50000 generated samples and test the accuracy on CIFARI1O test set. This simulates
how users would use synthetic data, and a higher accuracy means better utility. Fig. 5 shows the
results (focus on the left-most points with num of generated samples = 50000 for now). [34] achieves
51% accuracy with € = 10 (not shown). Compared with the SOTA [26], PE achieves better accuracy
(+6.1%) with less privacy cost. Further with an ensemble of 5 classifiers trained on the same data, PE
is able to reach an accuracy of 84.8%. With the “generating unlimited of samples” approach in § 4,
we can generate more samples and the classifier accuracy still outperforms [26] with a large margin.

The above results suggest that when private and public images are similar, PE is a promising
framework given its better privacy-utility trade-off and the API-only requirement.

5.2 Large Distribution Shift (ImageNet — Camelyon17)

Next, we consider a hard task for PE, where the private dataset is very different from ImageNet.
We use Camelyon17 dataset [6, 40] as private data which contains 302436 images of histological
lymph node sections with labels on whether it has cancer (real images in Figs. 6 and 18). Despite the
large distribution shift, training-based methods can update the model weights to adapt to the private
distribution (given enough samples). However, PE can only draw samples from APIs as is.

We find that even in this challenging situation, PE can still achieve non-trivial results. Following
[26], we train a WRN-40-4 classifier from scratch on 302436 generated samples and compute the
test accuracy. We achieve 79.56% accuracy with (7.58,3 - 10~¢)-DP. Prior SOTA [26] is 91.1% with
(10,3 - 107%)-DP. Random guess is 50%. Fig. 6 (more in Fig. 17) shows that generated images from
PE are very similar to Camelyon17 despite that the pre-trained model is on ImageNet. Fig. 19 further
shows how the generated images are gradually moved towards Camelyon17 across iterations.

These results demonstrate the effectiveness of PE. But when public models that are similar to private
data are not available, the traditional training-based methods are still more promising at this point if
the privacy-utility trade-off is the only goal. However, given the benefit of API-only assumption and
the non-trivial results that PE already got, it is worth further exploiting the potential of PE in future
work. Indeed, these results can be improved with further refinement of PE (App. O).



6 Limitations and Future Work
Algorithms.

(1) We did not take the number of API calls into account when optimizing PE. One future work is to
optimize the number of API calls along with privacy-utility tradeoffs.

(2) We considered two APIs: RANDOM_API and VARIATION_API. It would be interesting to consider
PE variants that leverage the large set of APIs.>3

(3) When the distributions of private data and foundation models are too different, PE achieved
non-trivial classification results, but were still worse than SOTA (§ 5.2). It is interesting to understand
the limits of PE and explore potential improvements.

(4) PE requires an embedding network (Eq. (1)) that projects the samples into a space for measuring
the similarity between samples. While for images there are plenty of open-source embedding
networks we can choose, such pre-trained embedding networks may not exist for more modalities.

(5) Recent papers show the phenomenon of Model Autophagy Disorder (MAD), where repeatedly
training the next generative model using synthetic data from the previous one can result in degraded
sample quality [2]. While PE also repeatedly uses synthetic data to create new synthetic data in
the main loop (Alg. 1), it is different in two aspects: (a) Instead of purely relying on the synthetic
data, PE utilizes the signals from private data to guide the generation; (b) PE does repeated inference
instead of repeated training. It would be interesting to study the MAD effect in the context of PE.

(6) Solving DPSDA in the Local/Shuffle DP model and in federated learning settings.
Applications.

(1) New privacy-preserving vision applications that were previously challenging but are now possible
due to the new possibility of high-resolution DP synthetic images with small dataset sizes.

(2) The use of PE in other data modalities beyond images such as texts, tabular data, and time series
data.

(3) Besides DP, there are other parallel/orthogonal privacy concerns, notions, and metrics [38, 46, 47,
]. It would be interesting to study if PE can be used to generate privacy-preserving synthetic data
with respect to these privacy notations.
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A Motivation

As discussed in § 2, SOTA DP synthetic data algorithms require training or fine-tuning generative
models with DP-SGD. There are some obstacles to deploying them in practice.

(1) Significant engineering effort. Deploying normal ML training pipelines is hard; deploying DP
training pipelines is even harder because most ML infrastructure is not built around this use case.
Recently, there has been significant progress in making DP training more efficient [42, 35] and easy
to use (Opacus [64] and Tensorflow Privacy). However, incorporating them in new codebases and
new models is highly non-trivial. For example, Opacus requires us to implement our own per-sample
gradient calculator for new layers. Common layers and loss functions that depend on multiple samples
(e.g., batch normalization) are often not supported.

(2) Inapplicability of API-only models. It may be appealing to take advantage of the powerful
foundation models in DP synthetic data generation. However, due to the high commercial value of
foundation models, many companies choose to only release inference APIs of the models but not the
weights or code. Examples include popular models such as DALLE 2 [53] and GPT 3/4 [8, 51] from
OpenAl and Bard from Google. In such cases, existing training-based approaches are not applicable.*

In contrast, DP synthetic data approaches that only require model inference APIs could potentially
be deployed more easily, as they do not require ML or DP expertise to conduct modifications inside
the model and require minimal modifications when switching to a different model (as long as they
support the same APIs). In addition, such an approach is compatible with models behind APIs.

B Definition of Wasserstein Distance

Wasserstein distance is a widely used metric in designing [3] and evaluating [36] generative models.
Given probability distributions (i, ¥ on a metric space, the Wasserstein distance w.r.t. to a distance

function d(-, -) is defined as W, (p, v) = inf,, [E(y )~ d(z, y)?] "7 \where the infimum is over all
couplings v of 41, v. Also given discrete point sets S, T', we use W, (.S, T') to denote the W),-distance
between uniform distributions on S and T'.

C A Brief Introduction to Evolutionary Algorithms

Evolutionary algorithms [ 18] are inspired by biological evolution, and the goal is to produce samples
that maximize an objective value. It starts with an initial population (i.e., a set of samples), which
is then iteratively updated. In each iteration, it selects parents (i.e., a subset of samples) from the
population according to the fitness function which describes how useful they are in achieving better
objective values. After that, it generates offsprings (i.e., new samples) by modifying the parents,
hoping to get samples with better objective values, and puts them in the population. By doing so, the
population will be guided towards better objective values.

We cannot directly apply existing EA algorithms to our problem. Firstly, our objective is to produce
a set of samples that are jointly optimal (i.e., closer to the private distribution, § 3), instead of
optimizing an objective calculated from individual samples in typical EA problems. In addition,
the differential privacy requirement and the restrictive model API access are unique to our problem.
These differences require us to redesign all components of EA.

D More Details on Private Evolution

D.1 Privacy Analysis

Unlike the analysis DP-SGD which requires complicated DP composition theorems (e.g., [31, 49])
due to subsampling, PE does not have subsampling steps and therefore the privacy analysis is rather
straightforward. The DP guarantee of the unconditional version of PE (Alg. 1) can be reasoned as
follows:

4Some companies also provide model fine-tuning APIs, e.g., https://platform.openai.com/docs/
guides/fine-tuning. However, they do not support DP fine-tuning and do not provide gradients. Also,
uploading sensitive data to these APIs controlled by other companies can lead to privacy violations.
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e Step 1: The sensitivity of DP Nearest Neighbors Histogram (Lines 1 to 4 in Alg. 2). Each
private sample only contributes one vote. If we add or remove one sample, the resulting histogram
will change by 1 in the ¢5 norm. Therefore, the sensitivity is 1.

e Step 2: Regarding each PE iteration as a Gaussian mechanism. Line 5 adds i.i.d. Gaussian
noise with standard deviation ¢ to each bin. This is a standard Gaussian mechanism [24] with
noise multiplier o.

e Step 3: Regarding the entire PE algorithm as 7" compositions of Gaussian mechanisms, as
PE is simply applying Alg. 2 T' times sequentially.

o Step 4: Regarding the entire PE algorithm as one Gaussian mechanism with noise multiplier
o/ V/T. 1t is a standard result from [22] (see Corollary 3.3 therein).

e Step 5: Computing DP parameters ¢ and J. Since the problem is simply computing € and ¢ for
a standard Gaussian mechanism, we use the formula from [5] directly.

For the conditional version of PE (Alg. 3), since it does the unconditional version of PE for each class
separately (discussed in Line 7), adding or removing one sample will only influence the generation
results of one class. For that class, the impact due to the added/removed sample is also bounded, as
seen in the privacy analysis above. Therefore, Alg. 3 is also DP. In fact, we can show that the privacy
guarantee of Alg. 3 is the same as Alg. 1. Please refer to App. D for more details.

This privacy analysis implies that releasing all the (intermediate) generated sets Sy,..., St also
satisfies the same DP guarantees. Therefore PE provides the same privacy even from the API provider.

D.2 The Full Algorithm

Alg. 3 shows the full algorithm that supports both unconditional data and conditional data. For
simplicity, we assume that the private dataset Sy is balanced, i.e., it has an equal number of samples
in each label class. Otherwise, we can first estimate the counts using the Laplace mechanism and use
these counts to generate synthetic data of appropriate size in each label class.

Algorithm 3: Private Evolution (PE) for both labeled and unlabeled data.

Input : The set of private classes: C' (C' = {0} if for unconditional generation)

priv

Private samples: Sp,iv = {(2;, yi)}i]\il , where x; is a sample and y; € C is its label
Number of iterations: T’

Number of generated samples: Ngy, (assuming Ny, mod |C| = 0)

Noise multiplier for DP Nearest Neighbors Histogram: o

Threshold for DP Nearest Neighbors Histogram: H

Seyn <0
forc e C'do
private_samples < {x;|(z;,yi) € Spriv and y; = c}
S; < RANDOM_API (N / |C!)
fort < 1,...,Tdo
histogram; < DP_NN_HISTOGRAM (private_samples, St,o, H) // See Alg. 2
Py < histogram,/sum(histogram) // P; is a distribution on S
S}  draw Ny, /|C| samples with replacement from P, // S; is a multiset

S,11 + VARIATION_API (S})
| Ssyn < Ssyn U{(z,¢)|z € St}
return Sgyp,

Privacy analysis. For ease of understanding the privacy guarantee of Alg. 3, we can consider a
modified version of Alg. 3 as in Alg. 4, where we switch the order of the two for loops over ¢ and
c. Apparently, this modified algorithm gives the same outcome as Alg. 3. The only lines that touch
private data are Lines 5 and 6. The input to these lines is the entire private dataset, and the output is a
histogram with size Ng,,,. Same as step 1 in the analysis of Alg. 1 (App. D.1), each private sample
only contributes one vote in the histogram. If we add or remove one sample, the resulting histogram
will change by 1 in the ¢5 norm. Therefore, the sensitivity of these lines is 1. The following privacy
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analysis follows exactly the same as steps 2-5 in App. D.1, and therefore, the privacy guarantee of
Alg. 3 is the same as Alg. 1.

Algorithm 4: Private Evolution (PE) for both labeled and unlabeled data. (Modified from Alg. 3)
for the ease of privacy analysis.)

Input : The set of private classes: C' (C' = {0} if for unconditional generation)
. Npriv
Private samples: Spuiv = {(@i,v:) 1,200
Number of iterations: T’
Number of generated samples: Ngy, (assuming Ny, mod |C| = 0)
Noise multiplier for DP Nearest Neighbors Histogram: o

Threshold for DP Nearest Neighbors Histogram: H
Syn 0
5S¢ <— RANDOM_API (Ngy,/ |C|) for each c € C
private_samples® < {x;|(zi, i) € Spriv and y; = ¢} foreach c € C
fort < 1,...,T do

where z; is a sample and y; € C'is its label

forc € C do
L histogram§ < DP_NN_HISTOGRAM (private_samples®, S, o, H) // See
Alg. 2
for c € C do
Py < histogram§ /sum(histograms) // P¢ is a distribution on Sf
S} <= draw Ngyp, /|C| samples with replacement from P; // S; is a multiset
©. | < VARIATION_API (S])

Ssyn <~ Ssyn @] {(CE,C)“I c 5%7 c e C}
return Sgyp,

E Theoretical Evidence for Convergence of PE

In this section, we will give some intuition for why PE can solve DPWA.

Convergence of Non-Private Evolution. We first analyze Alg. 1 when no noise is added to the
histograms (i.e., we set 0 = 0 and H = 0 in Line 3). We show that in this case, the evolution
algorithm does converge to the private distribution in O(d) iterations where d is the dimension of
the embedding space. Under some reasonable modeling assumptions (see App. F), we prove the
following theorem. Here D is the diameter of Sy, L /= number of variations of each point in S,
that are added to St in Line 6 of Alg. 1.

Theorem 1. Assume that log L < d.> With probability > 1 — T, the non-private evolution algorithm
(Alg. 1 with o = H = 0) outputs Ssyn with Wasserstein distance W (Spriv, Ssyn) < 1 after T
iterations® whenever

dlog(D/n)

T
> log L

+ 1Og(zvpriv/T)- (2)

This theorem is nearly tight. In each iteration of PE, we get the voting information which is about
O(Npriv log (L)) bits. To converge to Spyiv, We need at least Q(Nprivd) bits of information. Therefore
we do require at least Q(d/ log L) iterations to converge. Here is some intuition for how the proof
of Thm. 1 works. Fix some private point z € Sp;iv. Let 2* € S; be its closest point in S;. In Sy41,
we generate variations of z* using the VARIATION_API (z*). We then prove that if ||z — 2*|| > 7,
then one of the variations will get closer to z than z* by a factor of (1 — (log L)/d) with constant
probability. Repeating this for T iterations as in Eq. (2), will bring some point in S n-close to x.

Convergence of Private Evolution. To get some intuition on the working of PE in the presence of
noise, we make a simplifying assumption. We will assume that there are B identical copies of each

flogL > d log(D/n), i.e., if we generate an exponential number of points then by a simple epsilon-net
argument we can prove that the algorithm will converge in a single step.
SNumber of samples produced using VARIATION_API per iteration is < L - 7 - Npyiv = L1log(D/n)Npriv.
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private point in Sp,iy. We call B as multiplicity. Note that for any DP algorithm to converge to Spyiv,
we need that the private data is well clustered with some minimum cluster size. Any cluster with
too few points cannot be represented in Sy, because that would violate DP. And when there is a
cluster of B private points and the generated points in .S; are still far from this cluster, then it is likely
that all the B private points will have a common closest point in S, ie., they all vote for the same
point in S; as a single entity. Therefore multiplicity is a reasonable modeling assumption to make to
understand the working of PE. Note that, actually it is very easy to find S}, exactly using DP Set
Union [30] with the multiplicity assumption. The point of Thm. 2 is to give intuition about why PE
works in practice; it is proved in App. F.2 under the same assumptions as in Thm. 1.

Theorem 2. Let 0 < ¢ < log(1/25). Suppose each point in Spiy has multiplicity B. Then,
with high probability (> 1 — 1), Private Evolution (Alg. 1) with o > /T log(1/0)/ec and H >

0+/10g(T'LNpyiv /T), when run for T iterations, satisfies (¢,0)-DP and outputs Ssyn such that
Woo (Sprivs Ssyn) < 1 whenever T satisfies Eq. (2) and multiplicity B > H.

Ignoring polylogarithmic factors in d, L, Npyiv,log(D/n), 7, we need T > d and B >
\/dlog(1/8)/e for Theorem 2 to hold. Thus, we should expect that PE will discover every cluster

of private data of size > \/dlog(1/6)/e in O(d) iterations. We now compare this to previous work
on DP clustering. [28] gives an algorithm for densest ball, where they show an (e, §)-DP algorithm
which (approximately) finds any ball of radius r which has at least > /dlog(1/d)/e private points.
Thus intuitively, we see that PE compares favorably to SOTA DP clustering algorithms (though we
don’t have rigorous proof of this fact). If this can be formalized, then PE gives a very different
algorithm for densest ball, which in turn can be used to solve DP clustering. Moreover PE is very
amenable to parallel and distributed implementations. We therefore think this is an interesting theory
problem for future work.

Why Private Evolution works well in practice. We have seen that in the worst case, PE takes
Q(d) iterations to converge. In our experiments with CIFAR10 and Camelyon17, where d = 2048 is
the embedding dimension, we see that PE actually converges in only about 20 iterations which is
much smaller than d. We offer one plausible explanation for this via intrinsic dimension. Suppose
the (embeddings of) realistic images lie on a low dimensional manifold M inside R? of dimension
dintrinsic < d (see experimental results in App. G). Given an image z, VARIATION_API (z) will
create variations of z which are also realistic images. Therefore the embeddings of these variations
will also lie in the same manifold M, and PE is searching for the private points only inside the
manifold M without ever going outside it. Therefore the d that matters for convergence is actually
dintrinsic <€ d. In this case, we expect that PE converges in O(dintrinsic) iterations and discovers

clusters of private points of size at least \/dintrinsic 10og(1/9)/e.

F Proofs of PE Convergence Theorems

We will slightly modify the algorithm as necessary to make it convenient for our analysis. We will
make the following modeling assumptions:

* The private dataset Sy is contained in an {5 ball of diameter D and RANDOM_API will
also produce initial samples in the same ball of diameter D. This is a reasonable assumption
in practice, as images always have bounded pixel values: for the original images in UINT8
data type, each pixel is in the range of [0,255]; in diffusion models, they are usually
normalized to [—1, 1] (i.e., O corresponds to -1 and 255 corresponds to 1), and all generated
images are guaranteed to be in this range.

* The distance function used in Alg. 2 is just the {5 norm, d(z, z) = ||z — z||,.

* The distribution of points we output is S¢yn, = Pr (i.e., we output a distribution of points).

* S} D supp(P;) = supp(histogram;).

* Sit1 = S;U Uzes,’ VARIATION_API (z) where VARIATION_API (%) samples L samples

each from Gaussian distributions N(z,021) for o; = DiéliodgL where 1 < ¢ < r and

r = log(D/n) where 1 > 0 is the final Wasserstein distance.

"In fact, it is easy to formally prove that there will be a common approximate nearest neighbor.
8This may not be true in the original algorithm due to sampling, we need to modify it so that S; D supp(P;).
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F.1 Proof of Thm. 1

Proof. Fix a point z € Spriy and some iteration ¢. Suppose z* € S is the closest point to . Since
will vote for z* in histograms, z* € supp(P;) C S;. Therefore VARIATION_API (z*) C Sy41. Let
V' = VARIATION_API (z*).

Claim 1. If ||z — z*|| > ), then with probability at least 1/2, some point in V will get noticeably

closer to x than z*, i.e.,
log L
inllz—z,<(1- —2*,.
miy | zz_( 4d)x Il

Proof. Let s = ||z — z*|| and let o € {01, 09,...,0,} be such that od/+/log L € [s/2, s]. Note
that such a o exists since s € [, D]. We will now prove that one of the L samples z1, 2o, ..., 21, ~
N (z*,021;) will get noticeably closer to z than 2*. Let z; = 2* + ow; where w; ~ N(0, I).

min o~ i3 = llo = =13+ muin (o w3 ~ 20 {z — =°,w)

< 52 + max o? HwZH2 — max 20 {x — 2%, w;)
1€[L] i€[L]

Note that ||w; Hg is a x2 random variable. By using upper tail bounds for x? distribution and union
bound over i € [L], we can bound

Pr [m?}T w3 > 3d/2} < Lexp(—Q(d)) < 1.
i€[L
The distribution of (x — z*, w;) is the same as ||z — z*||, w; where w1, ..., wy, are iid. N(0,1)

random variables. By using the fact that max of L i.i.d. Gaussians is at least y/log L with probability
at least 3/4 (for L > 1), we get that

Pr [max (x— 2", w;) < sx/logL] <

i€[L]

=

Combining everything we get:

| =

> Pr |min ||z — zl||§ > 52 4+ (3/2)do? — 2sox/logL}

Li€([L]
r 2

Asy/log L Asy/log L

> Pr rn[ln & — 23 > R Iﬁ%{ ]s +(3/2)d (sdog> —2s (sdog> V1og L
€L €

[ log L
> Pr [min ||z — 23 > s* + (S o8 ) NS (3M%/2 — 2>\)]
S

Li€[L)] d 1/2,1]
[ 9 log L
> Pr ng{lj{l]Hx—zZHQ > 52 (1— 57
[ log L
> Pr rg[lir] |z — zilly > s (1 _ O4gd )}
where last inequality uses the fact that /1 —¢ <1 — % fort <1. O

Now in T iterations, min,cs, || — z||,, will shrink by a factor of (1 - 10de) in at least T'/4 iterations

with probability 1 — exp(—Q(T")) >
where it doesn’t shrink, it doesn’t grow either since S; C Sy41. Similarly, if min.cg, ||z — 2|, <7

for some iteration, it will remain so in all subsequent iterations. Therefore after T >> %DL/")

iterations, min.cg,. ||z — 2|/, <
points we get that, with probability at least 1 — 7, for every point = € S, there is a point in St
which is n-close. This proves that Wa(Spyiv, Pr) < 0. O
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F.2 Proof of Thm. 2

Proof. Since we are doing T iterations of Gaussian mechanism with noise level o, we need to set
o> +/Tlog(1/d)/e to satisfy (¢,0)-DP [24] when ¢ < log(1/26). Let ¢ € Spriv be a point with
multiplicity B. If z* € S; is the closest point to z, then it will get B votes. After adding A'(0, %)
noise, if B > H > o+/log(T LNpiy/T), then with probability at least 1 — 7/(4T"), the noisy votes
that z* gets is still above the threshold H. Therefore z* will survive in Sy as well. Also since
H > 04/log(T LNy /T), with probability 1 — 7/(4T"), points in .S, which do not get any votes
(there are LNy, of them) will not survive even after adding noise and thresholding by H. Therefore,
by union bounding over all T iterations, with probability at least 1 — 7/2, the algorithm behaves
identically to the non-private algorithm. Therefore by an identical proof as in the non-private analysis,
we can prove that after 7 iterations W (Spriv, Pr) < 1 with probability at least 1 — 7. ]

G Intrinsic Dimension of Image Embeddings

To illustrate the intrinsic dimension of image embeddings, we use the following process:

1. We (randomly) take an image = from CIFARI0.

2. We use VARIATION_API from App. K to obtain 3000 image variations of x: 1, ..., Z3000, and
their corresponding inception embeddings g1, ..., g3000 € R?%#8. 3000 is chosen so that the
number of variations is larger than the embedding dimension.

3. We construct a matrix M = [g1 — g;...;93000 — g] € R3000x2048 where ¢ is the
mean(gi, - - -, g3000)-

4. We compute the singular values of M: g1 > g2 > ... > 0904s.

5. We compute the minimum number of singular values n needed so that the explained variance
ratio” 27, 07 /522045 52 > (.8, Intuitively, this n describes how many dimensions are needed to
reconstruct the embedding changes M with a small error. We use it as an estimated intrinsic
dimension of the image variations.

We conduct the above process with the variation degree
[98,96, 94,92, 90, 83, 86, 84, 82, 80, 78, 76, 74,72, 70, 68, 66, 64, 62, 60] utilized in the CIFAR10
experiments (see App. K). We additionally add a variation degree of 100 which is the highest
variation degree in the API that was used to generate the initial samples. We plot the estimated
intrinsic dimension v.s. variation degree in Fig. 7. The raw original singular values of M /1/3000 for
variation degree=060 are in Fig. 8 (other variation degrees have similar trend). Two key observations
are:

e As the variation degree increases, the estimated intrinsic dimension also increases. This could
be because the manifold of image embeddings is likely to be non-linear, the above estimation
of intrinsic dimension is only accurate when we perturb the image x to a small degree so that
the changes in the manifold can still be well approximated by a linear subspace. Using a larger
variation degree (and thus larger changes in the embedding space) will overestimate the intrinsic
dimension.

o Nevertheless, we always see that the singular values decrease rapidly (Fig. 8) and the estimated
intrinsic dimension is much smaller than the embedding size 2048 (Fig. 7), which supports our
hypothesis in App. E.

See https://scikit-learn.org/stable/modules/generated/sklearn.decomposition.
TruncatedSVD.html.
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Figure 7: Estimated intrinsic dimension of inception embeddings of realistic images.
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Figure 8: Singular values of inception embeddings of image variations at variation degree=60.

H Relation of DPWA to prior work

Recall that in DPWA, we want a DP algorithm to output Sy, which is close to the distribution of
Spriv in Wasserstein distance w.r.t. some distance function d(-, -). When the distance function d(, -)
is just /5 distance between the samples (i.e., ¢ in the pixel space for images), then DPWA is closely
related to DP Clustering [28, 4, 58] and DP Heatmaps [27].

In [27], to give an algorithm for DP Heatmaps, the authors study DP sparse EMD'? aggregation
problem where we need to output a distribution of points which approximates the distribution of
private data in EMD distance (i.e., W7). They study this problem only in two dimensions and the
running time of their algorithms (suitably generalized to higher dimensions) will be exponential in
the dimension d.

The DP Clustering problem requires us to output a clustering of private data using DP. The most
common clustering studied is k-means clustering where we should output & cluster centers such that
k-means cost is minimized, where k-means cost is the sum of squares of /5-distance of each data
point to its nearest cluster center. Note that in DPWA, if the number of synthetic data points Ngyy, is
specified to be k, then DP k-means clustering and DPWA with W5 metric are equivalent. In [27], a
polynomial time DP Clustering algorithm with an additional k-means cost (over what is non-privately
possible) of k+/dlog(1/d)polylog(Npriv, d)/€ is given. This can be converted into an upper bound
on the Wasserstein distance. But this is not a practical algorithm. The privacy-utility tradeoffs are
bad due to the large hidden constants in the analysis and the authors don’t provide an implementation.
There is a practical DP Clustering algorithm (along with an implementation) given in [14] (but with
no theoretical guarantees).

H.1 Why Not Just Use DP Clustering?

We now explain why we can’t just use prior work on DP Clustering to solve DPSDA say for images.

Earth’s Mover Distance, which is the another name for Wasserstein metric 7.
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Clustering in the image space. We can use DP k-means Clustering to cluster the images w.r.t. {5
metric in the pixel space. This doesn’t work because ¢, distance in the pixel space doesn’t capture
semantic similarity. An image which is slightly shifted in pixel space gets very far in ¢, distance.
And the dimension of the images is too large for prior DP Clustering algorithms to work well. Their
convergence and privacy-utility tradeoffs depend too strongly on the dimension.

Clustering in the embedding space. We can use DP k-means Clustering to cluster the image
embeddings w.r.t. {5 metric in the embedding space. Note that this is the distance function we use
in PE (Eq. (1)). Even after we find the cluster centers, it is hard to invert the embedding map (i.e.,
find an image whose embedding is close to a given vector in the embedding space).!' Moreover the
dimension of the embedding space is still too large for the above methods to be practical.

Our PE algorithm does much better because:

1. Its distance function is £5 in the embedding space which captures semantic similarity,

2. It exploits the intrinsic dimension of the manifold of images in the embedding space which
is much smaller than the embedding dimension (see App. E and App. G) and

3. There is no need to invert points in embedding space to the image space.

In an early experiment, we have tried DP clustering in the CLIP embedding space using the practical
DP Clustering algorithm in [14]. We then inverted the cluster centers (which are in the embedding
space) using unCLIP. But we found the resulting images are too noisy compared to the images we get
from PE and the FID scores are also significantly worse than that of PE.

I Implementation Details on Label Condition

There are two meanings of “conditioning” that appear in our work:

1. Whether the pre-trained networks or APIs (e.g., ImageNet pre-trained diffusion models used in
§ 5.1 and 5.2) support conditional input (e.g., ImageNet class label).

2. Whether the generated samples are associated with class labels from the private data.

In DP fine-tuning approaches, these two usually refer to the same thing: if we want to generate
class labels for generated samples, the common practice is to use a pre-trained network that supports
conditional input [26]. However, in PE, these two are completely orthogonal.

Conditional pre-trained networks/APIs. We first explain our implementation when the pre-trained
networks or APIs support conditional inputs such as class labels or text prompts. When generating
the initial population using RANDOM_API (Line 1), we will either randomly draw labels from all
possible labels when no prior public information is available (which is what we do in CIFAR10 and
Camelyon17 experiments where we randomly draw from all possible ImageNet classes), or use the
public information as condition input (e.g., the text prompt used in Stable Diffusion experiments; see
App. M). In the subsequent VARIATION_API calls (Line 6), for each image, we will use its associated
class label or text prompt as the condition information to the API, and the output samples from
VARIATION_API will be associated with the same class label or text prompt as the input sample. For
example, if we use an image with “peacock” class to generate variations, all output images will be
associated with “peacock” class for future VARIATION_API calls. Note that throughout the above
process, all the condition inputs to the pre-trained networks/APIs are public information; they have
nothing to do with the private classes.

Conditional generation. Conditional generation is achieved by Alg. 3, where we separate the
samples according to their class labels, and run the main algorithm (Alg. 1) on each sample set. We
can use either conditional or unconditional pre-trained networks/APIs to implement it.

Throughout the paper, “(un)condition” refers to 2, expect the caption in Fig. 9 which refers to 1.

'"Some special embeddings such as CLIP embedding do have such an inverse map called unCLIP [53].
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Real Generated ((6.62, 10~3)-DP) Real Generated ((6.62, 10~3)-DP)

Flgure 10: Real & generated images from Cat Cookie (left) and Cat Doudou (right). More in App. M.
J More Results

J.1 Generating Unlimited Number of Samples

We use the approach in Line 7 to generate more synthetic samples from § 5.1 and train classifiers on
them. The results are in Fig. 5. Similar as [26], the classifier accuracy improves as more generated
samples are used. With an ensemble of 5 classifiers, we reach 89.13% accuracy with 1M samples.
This suggests that PE has the same capability as training-based methods in generating an unlimited
number of useful samples.

We also see two interesting phenomena: (1) The gap between PE and DP-Diffusion diminishes as
more samples are used. We hypothesize that it is due to the limited improvement space: As shown
in [26], even using an ImageNet pre-trained classifier, the best accuracy DP-Diffusion achieves is
close to the best points in Fig. 5. (2) The benefit of PE is more evident over ensembling, especially
when having more generated samples. We hypothesize it is due to different ways of generating more
samples. In [26], the newly generated samples are from the same distribution as the first 50000
samples. In contrast, the newly generated samples in PE are from a different distribution (see Line 7),
which could be more diverse and therefore are more beneficial for ensembling approaches.

J.2 More Challenging Benchmarks with Large Foundation Models

We demonstrate the feasibility of applying PE on
large foundation models with Stable Diffusion [54].

30 —— 270M parameters

Data. Ideally we want to experiment with a dataset 100M parameters

that has no overlap with Stable Diffusion’s training
data.'> We take the safest approach: we construct
two datasets with photos of the author’s two cats
that have never been posted online. Each dataset has 10 W
100 512x512 images. Such high-resolution datasets

with a small number of samples represent a com- 05 10 Eééislon 20 25
mon need in practice (e.g., in health care), but are Figure 9: Ablation studies on the pre-trained
challenging for DP synthetic data: to the best of our | “4.1 Both are public diffusion models
knowledge, no prior training-based methods have ... .4, ImageNet [50]. The 270M network

reported results on datasets with a similar resolu- ;¢ .o ditional. whereas the 100M network is
tion or number of samples. The dataset is released unconditional,

at https://github.com/microsoft/DPSDA as a
new benchmark. See App. M for all images.

API implementation. We use off-the-shelf Stable Diffusion APIs (see App. M).

Results. We run PE for these two datasets with the same hyperparameters. Fig. 10 show examples of
generated images for each of the cat datasets. We can see that Private Evolution correctly captures
the key characteristics of these two cats. See App. M for all generated images.

J.3 Ablation Studies

Pre-trained network. Fig. 9 shows the results with two different ImageNet pre-trained networks:
one is larger (270M) with ImageNet class labels as input; the other one is smaller (100M) without
label input (see App. I for implementation details). In all experiments in § 5, we used the 270M
network. Two takeaways are: (1) The 270M network (trained on the same dataset) improves the
results. This is expected as larger and more powerful models can learn public distributions better.
This suggests the potential of PE with future foundation models with growing capabilities. (2) Even
with a relatively weak model (100M), PE can still obtain good results that beat the baselines (though
with a slower convergence speed), suggesting the effectiveness of PE.

">The training set of Stable Diffusion is public. However, it is hard to check if a public image or its variants
(e.g., cropped, scaled) have been used to produce images in it. Therefore, we resort to our own private data.
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More ablation studies on the lookahead degree £, the number of generated samples Ny, the threshold
H, and the embedding network are in App. O, where we see that PE obtains good results across a
wide range of hyper-parameters, and the main results can be improved with better hyper-parameters.

K More Details and Results on CIFAR10 Experiments

Pre-trained model. By default, we use the checkpoint imagenet64_cond_270M_250K. pt released

in [50].!3 For the ablation study of the pre-trained network, we additionally use the checkpoint
imagenet64_uncond_100M_1500K.pt.

API implementation. RANDOM_API follows the standard diffusion model sampling process. VARIA-
TION_API is implemented with SDEdit [48], which adds noise to input images and lets the diffusion
model to denoise. We use DDIM sampler [57] and the default noise schedule to draw samples. Note
that these choices are not optimal; our results can potentially be improved by using better noise
schedules and the full DDPM sampling [37] which are known to work better. The implementation of
the above APIs is straightforward without touching the core modeling part of diffusion models and is
similar to the standard API implementations in Stable Diffusion (App. M).

Hyperparameters. We set number of iterations 7' = 20, lookahead degree £k = 8, and num-
ber of generated samples Ny, = 50000. For RANDOM_API and VARIATION_API, we use
DDIM sampler with 100 steps. For VARIATION_API, we use SDEEdit [48] by adding noise till
[98,96, 94,92, 90, 83, 86, 84,82, 80, 78,76, 74, 72,70, 68, 66, 64, 62, 60] timesteps for each iteration
respectively. These timesteps can be regarded as the v parameter in § 3.

For the experiments in Fig. 4, we use noise multiplier o = t - /2 and threshold H = 2t for
t € {5,10, 20}, and pick the the pareto frontier. Fig. 11 shows all the data points we got. Combining
this figure with Fig. 4, we can see that PE is not very sensitive to these hyper-parameters, and even
with less optimal choices PE still outperforms the baselines.

\ ~--- 0=5v2, uncond
1
2o .\ o= 10\/5, uncond
‘\‘ --—- 0=20V2, uncond
\
\‘ — o= 5\/5, cond
g 15 - ) — 0=10V2, cond
A\
5 — O= 20\/3, cond
10 1
0.0 0.5 1.0 1.5 2.0 2.5

Epsilon

Figure 11: FID (lower is better) v.s. privacy cost € (§ = 10~%) on CIFAR10 with different noise
multipliers and thresholds. “(Un)cond” means (un)conditional generation.

For the experiments in Fig. 5, we use noise multiplier o = /2 and threshold H = 2.

For downstream classification (Fig. 5), we follow [26] to use WRN-40-4 classifier [67]. We use
the official repo'* without changing any hyper-parameter except adding color jitter augmentation
according to [26]. The ensemble of the classifier is implemented by ensembling the logits.

Bhttps://github.com/openai/improved-diffusion
“https://github. com/szagoruyko/wide-residual-networks/tree/master/pytorch
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€ | Accuracy

1.36 | 72.46%
1.99 | 78.78%
2.50 | 80.83%
294 | 81.15%
334 | 81.74%

Table 1: Classification accuracy v.s. privacy cost e on CIFAR10 (§ = 107°).

FID evaluation. Compared to Fig. 4 in the main text, Fig. 12 shows the full results of two versions
of [34]. Baseline results are taken from [34, 26].

100
-=e-  Qurs (uncond)
—e— QOurs (cond)
801 --e+ DP-MEPF1 (uncond)
+=e- DP-MEPF2 (uncond)
N —o— DP-MEPF1 (cond)
604 "t —e— DP-MEPF2 (cond)
) s ‘% --e- DP-GAN (uncond)
i '\: DP-Diffusion (cond)
40 s
.
o, e
20‘\

Ooizs035 05 1 3 4 & 16 32
Epsilon

Figure 12: FID [36] (lower is better) v.s. privacy cost € on CIFAR10 (6§ = 10~°). Baseline results are

taken from [34, 26]. (Un)cond means (un)conditional generation. Ours achieves the best privacy-

quality trade-off.

Classification accuracy. In § 5.1, we show the classification accuracy at a single privacy budget
€ = 3.34. In Table 1, we further show how the classification accuracy evolves with respect to different
es. These results are from the first 5 PE iterations.

Generated samples. See Figs. 13 and 14 for generated images and real images side-by-side. Note
that the pre-trained model we use generates 64x64 images, whereas CIFAR10 is 32x32. In Fig. 3, we
show the raw generated 64x64 images; in Fig. 13, we scale them down to 32x32 for better comparison
with the real images.

Figure 13: Generated samples on CIFAR10 Figure 14: Real samples from CIFARIO.
with (0.67, 10*5)—DP. Each row corresponds Each row corresponds to one class.
to one class. FID=7.87.
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Nearest samples in the private dataset Figs. 15 and 16 show generated images and their nearest
neighbors in the private dataset evaluated using two distance metrics: {5 distance in the inception
embedding space and the pixel space. We can see that the generated images are different from private
images. This is expected due to the DP guarantee.
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Figure 15: Nearest samples in the private dataset on CIFAR10. In each row, the first column is a
generated image (from Fig. 13), and the other columns are its nearest neighbors in the private dataset,
sorted by the distance in ascending order. Every three rows correspond to generated image from one
class. The distance metric is {5 in the inception embedding space.
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Figure 16: Nearest samples in the private dataset on CIFAR10. In each row, the first column is a
generated image (from Fig. 13), and the other columns are its nearest neighbors in the private dataset,

sorted by the distance in ascending order. Every three rows correspond to generated image from one
class. The distance metric is ¢5 in the pixel space.
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L. More Details and Resutls on Camelyon17 Experiments

Pre-trained model. We use the checkpoint imagenet64_cond_270M_250K . pt released in [50].1°
API implementation. Same as App. K.

Hyperparameters. We set lookahead degree £ = 8, and number of generated samples Ny, =
302436.

About the experiments in Fig. 17. For RANDOM_API and VARIATION_API, we use DDIM
sampler with 10 steps. For VARIATION_API, we take a 2-stage approach. the first
stage, we use DDIM sampler with 10 steps and use SDEEdit [48] by adding noise till
[10,10,10,10,9,9,9,9,9,8,8,8,8,8,7,7,7,7] timesteps for each iteration respectively. In the
second stage, we use DDIM sampler with 40 steps and use SDEEdit [48] by adding noise till
[20,19,18,17,16,15,14,13,12,11, 10,9, 8,7, 6, 5] timesteps for each iteration respectively. These
timesteps can be regarded as the v parameter in § 3. We use noise multiplier o = 2-1/2 and threshold
H =4

About the experiments in § 5.2. For RANDOM_API and VARIATION_API, we use DDIM sampler with
10 steps. For VARIATION_API, we use DDIM sampler with 10 steps and use SDEEdit [48] by adding
noise till [10, 10, 10, 10,9,9,9,9, 9, 8, 8] timesteps for each iteration respectively. These timesteps

can be regarded as the v parameter in § 3. We use noise multiplier o = 1.541 - v/2 and threshold
H=4.

Generated samples. See Figs. 17 and 18 for generated images and real images side-by-side. Note
that the real images in Camelyon17 dataset are 96x96 images, whereas the pre-trained network is
64x64. In Fig. 18, we scale them down to 64x64 for better comparison.

Fig. 19 shows the generated images in the intermediate iterations. We can see that the generated
images are effectively guided towards Camelyon17 though it is very different from the pre-training
dataset.

| £ E R
i =]
[~ WS ERN 2

Figure 17: Generated samples on Came-
lyonl7 with (9.92,3-1075)-DP. The first
five rows correspond to one class, and the

Figure 18: Real samples from Camelyon17.
The first five rows correspond to one class,
and the rest correspond to the other class.

rest correspond to the other class. FID=10.66.

Nearest samples in the private dataset Figs. 20 and 21 show generated images and their nearest
neighbors in the private dataset evaluated using two distance metrics: ¢5 distance in the inception
embedding space and the pixel space. Similar to the results in CIFAR10, we can see that the generated
images are different from private images. This is expected due to the DP guarantee.

Bhttps://github.com/openai/improved-diffusion
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(j) Iteration=17. (k) Iteration=19. (1) Iteration=21.

(m) Iteration=23. (n) Iteration=25. (o) Iteration=27.

Figure 19: Generated samples on Camelyonl7 at the first few iterations. We can see that the
generated images are gradually guided from ImageNet, the pre-training dataset, to Camelyon17, the
(very different) private dataset. “Iteration=0" means the initial random samples from RANDOM_API.
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Figure 20: Nearest samples in the private dataset on Camelyonl7. In each row, the first column is a
generated image (from Fig. 17), and the other columns are its nearest neighbors in the private dataset,
sorted by the distance in ascending order. Every fifteen rows correspond to generated image from one
class. The distance metric is {5 in the inception embedding space.
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Figure 21: Nearest samples in the private dataset on Camelyonl7. In each row, the first column is a
generated image (from Fig. 13), and the other columns are its nearest neighbors in the private dataset,

sorted by the distance in ascending order. Every fifteen rows correspond to generated image from one
class. The distance metric is {5 in the pixel space.
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M More Details and Results on Stable Diffusion Experiments

Dataset construction. We start with cat photos taken by the authors, crop the region around cat faces
with a resolution larger than 512x512 manually, and resize the images to 512x512. We construct two
datasets, each for one cat with 100 images. See Figs. 22 and 23 for all images.

Figure 22: All images from Cat Cookie dataset. The original resolution is 512x512; we resize them
to 128x128 here for reducing the file size of the paper.

API implementation. We use off-the-shelf open-sourced APIs of Stable Diffusion. For RAN-
DOM_API, we use the text-to-image generation API'®, which is implemented by the standard diffusion
models’ guided sampling process. For VARIATION_API, we use the image-to-image generation API'7,
which allows us to control the degree of variation. Its internal implementation is SDEdit [48], which
adds noise to the input images and runs diffusion models’ denoising process.

Hyperparameters We set lookahead degree £ = 8, and number of generated samples Ngy, = 100.
For RANDOM_API and VARIATION_API, we use the default DDIM sampler with 50 steps. For
RANDOM_API, we use the prompt "A photo of ragdoll cat". This gives reaonable cat images
but still far away from the private data (Fig. 26). For VARIATION_API, we use variation degrees
[0.98,0.96,0.94,0.92,0.90,0.88,0.84,0.8,0.76,0.72,0.68, 0.64, 0.6] for each iteration respectively
with the same prompt. We use noise multiplier ¢ = 2 and threshold H = 2. We use inception
embedding for Eq. (1).

Generated images. We use the same hyper-parameters to run PE on two datasets separately. This
can also be regarded as running the conditional version of PE (Alg. 3) on the whole dataset (with
labels Cat Cookie or Cat Doudou) together. All generated images are in Figs. 24 and 25. While the
two experiments use completely the same hyper-parameters, and the initial random images are very
different from the cats (Fig. 26), our PE can guide the generated distribution in the right direction

https://huggingface.co/docs/diffusers/api/pipelines/stable_diffusion/text2img
https://huggingface.co/docs/diffusers/api/pipelines/stable_diffusion/img2img
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Figure 23: All images from Cat Doudou dataset. The original resolution is 512x512; we resize them
to 128x128 here for reducing the file size of the paper.

and the final generated images do capture the key color and characteristics of each of the cats. This
demonstrates the effectiveness of PE with large foundation models such as Stable Diffusion.

We also observe that the diversity of generated images (e.g., poses, face directions) is limited
compared to the real data. However, given the small number of samples and the tight privacy budget,
this is an expected behavior: capturing more fine-grained features of each image would likely violate
DP.

Generated images with more diversity. To make the generated images more diverse, we can
utilize the approach in Line 7, which passes the generated images through VARIATION_API. We have
demonstrated in App. J.1 that this approach can generate more samples that are useful for downstream
classification tasks. Here, we use it for a different purpose: enriching the diversity of generated
samples.

Figure Figs. 27 and 28 show the results. We can see that this simple approach is able to generate cats
with a more diverse appearance. This is possible because the foundation model (Stable Diffusion)
has good prior knowledge about cats learned from massive pre-training, and PE is able to utilize that
effectively.
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Figure 24: All generated images from Cat Cookie dataset with (6.62,1073)-DP. The original
resolution is 512x512; we resize them to 128x128 here for reducing the file size of the paper.
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Figure 25: All generated i images from Cat Doudou dataset with (6.62,10~3)-DP. The original
resolution is 512x512; we resize them to 128x128 here for reducing the file size of the paper.

33



Figure 26: The initial random images from Stable Diffusion. The original resolution is 512x512; we

resize them to 128x128 here for reducing the file size of the paper.
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Generated images with enhanced diversity using the approach in Line 7 on Cat Cookie.

Figure 27:

The original resolution is 512x512; we resize them to 128x128 here for reducing the file size of the

paper.
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Figure 28: Generated images with enhanced diversity using the approach in Line 7 on Cat Doudou.
The original resolution is 512x512; we resize them to 128x128 here for reducing the file size of the

paper.
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N CINIC Experiments

Given that PE is based on sampling from pre-trained foundation models, a natural baseline is to con-
ditionally sample from the classes closest to the private data. For example, in the experiments of § 5.1
(CIFARIO as private data, ImageNet as the public data), it would be interesting to consider baselines
that conditionally sample from the same classes in CIFAR10 (with privacy) from a foundation model
trained on ImageNet. However, there could be many ways to implement such an algorithm, and
the model and hyper-parameter choices could impact the result. To eliminate the influence of these
arbitrariness choices, we conduct the following experiment which gives an estimate on the best FID
such an approach could achieve.

Experiment setup. We use CINIC10 dataset [16], which contains CIFAR10 images and the filtered
images from ImageNet that belong to CIFAR10 categories. We compute the FID between (a) the
subset of CINIC10 images that come from ImageNet (i.e., excluding CIFAR10 images from CINIC10
dataset), and (b) CIFAR10 dataset. This is to simulate the best case when the foundation model
(1) learns the ImageNet dataset perfectly and (2) is able to draw only the samples from CIFAR10
classes. In practice, the above two assumptions will certainly not hold; especially, achieving (2) would
necessarily incur privacy costs as the knowledge of which samples belong to CIFAR10 is assumed to
be private. Therefore, this process gives us a lower bound of the FID (i.e., the best possible FID) we
can get by such a baseline that samples the same classes as CIFAR10 from an ImageNet model using
an arbitrary privacy cost.

Results. The FID score from the above is 12.21. We can see from Fig. 4 that PE is able to achieve a
smaller FID with € as small as 0.38. This result suggests that PE does a non-trivial job: it can achieve
a lower FID score than simply sampling the same classes as CIFAR10 from an ImageNet model.

O More Ablation Studies

All ablation studies are conducted by taking the default parameters in unconditional CIFAR10

experiments and modifying one hyperparameter at a time. The default noise multiplier o = 5 - /2
and the default threshold H = 10.

Lookahead degree. Fig. 29 shows how the lookahead degree k (§ 4) impacts the results. We can see
that higher lookahead degrees monotonically improve the FID score. Throughout all experiments, we
used k& = 8. This experiment suggests that better results can be obtained with a higher k.

—— Lookahead=0 /
14 Lookahead=4
12 —— Lookahead=8
—— Lookahead=12

0.5 1.0 1.5 2.0 2.5
Epsilon

Figure 29: Ablation studies on the lookahead degree % for DP Nearest Neighbors Histogram. Looka-
head=0 means lookahead is not used (Eq. (1)).

Population size. Fig. 30 shows how the number of generated samples Ny, impacts the results in
non-DP setting. We can see that, as the number of samples increases, FID score monotonically gets
better. This is expected because with more generated samples, there are higher chances to get samples
similar to the private data. However, we want to point out that in the DP case, it may not be true, as a
large number of samples would flatten the DP Nearest Neighbors Histogram and thus decrease the
signal noise ratio.

Histogram threshold. Fig. 31 shows how the threshold H in DP Nearest Neighbors Histogram
impacts the results. We can see that a large threshold results in a faster convergence speed at the
beginning. This is because, in the early iterations, many samples are far away from the private data.
A larger threshold can effectively remove those bad samples that have a non-zero histogram count
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Figure 30: Ablation studies on the number of generated samples Ngyy, in non-DP setting.

due to the added DP noise. However, at a later iteration, the distribution of generated samples is
already close to the private data. A large threshold may potentially remove useful samples (e.g., the
samples at low-density regions such as classifier boundaries). This may hurt the generated data, as
shown in the increasing FID scores at threshold=15. In this paper, we used a fixed threshold across
all iterations. These results suggest that an adaptive threshold that gradually decreases might work
better.
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—— Threshold=10
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Figure 31: Ablation studies on the threshold H for DP Nearest Neighbors Histogram.

Embedding. Fig. 32 compares the results with inception embedding or CLIP embedding in Eq. (1).
The results show that both embedding networks work well, suggesting that PE is not too sensitive to
the embedding network. Inception embedding works slightly better. One reason is that the inception
network is trained on ImageNet, which is similar to a private dataset (CIFAR10). Therefore, it might
be better at capturing the properties of images. Another possible reason is that FID score is calculated
using inception embeddings, which might lead to some bias that favors inception embedding.

—e— Inception embedding
12 Clip embedding

0.5 1.0 1.5 2.0 2.5
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Figure 32: Ablation studies on the embedding network in Eq. (1) to use.

38



P Generating More Samples

We discussed two ways of generating more samples after PE is done: (1) taking the final generated
samples from PE and passing them through VARIATION_API to get more samples (Line 7), and (2)
using a larger Ny, when running PE (Fig. 30). While we see that both approaches are promising,
they have a key difference: the first approach can be applied post hoc without the need to rerun PE,
whereas the second approach requires rerunning PE. This difference would result in a very different
number of API calls. More concretely, let’s say we want to generate /N more samples after PE is done.
In the former approach, we simply take the final generated samples from PE and call VARIATION_API
N times. In contrast, the latter approach requires rerunning the entire PE process and would need to
increase the number of API calls by N - (k 4 1), as we will need to generate more samples at every
iteration.

Q Computational Cost Evaluation

We compare the GPU hours of the SOTA DP fine-tuning method [26] and PE for generating 50k
samples in § 5.1. Note that PE is designed to use existing pre-trained models and we do so in all
experiments. In contrast, DP fine-tuning methods usually require a careful selection of pre-training
datasets and architectures (e.g., [26] pre-trained their own diffusion models), which could be costly.
Even if we ignore this and only consider the computational cost after the pre-training, the fotal
computational cost of PE is only 37% of [20] while having better sample quality and downstream
classification accuracy (§ 5.1). See Fig. 33 for a detailed breakdown of the computational cost. Note
that PE’s computational cost is mostly on the APIs.

The key takeaway is that even if practitioners want to run the APIs locally (i.e., downloading the
foundation models and running the APIs locally without using public API providers), there are still
benefits of using PE: (1) The computational cost of PE can be smaller than training-based methods.
(2) Implementing and deploying PE are easier because PE only requires blackbox APIs of the models
and does not require code modifications inside the models.

Experimental details. To ensure a fair comparison, we estimate the runtime of both algorithms using
1 NVIDIA V100 32GB GPU.

To evaluate the computational cost of [26], we take the open-source diffusion model implementation
from [20]'® and modify the hyper-parameters according to [26]. We obtain a model with 79.9M
parameters, slightly smaller than the one reported in [26] (80.4M). This difference might be due to
other implementation details that are not mentioned in [26]. To implement DP training, we utilize
Opacus library [64]. To evaluate the fine-tuning cost, we use torch.cuda.Event instrumented
before and after the core logic of forward and backward pass, ignoring other factors such as data
loading time. We estimate the total runtime based on the mean runtime of 10 batches after 10 batches
of warmup. We do not implement augmentation multiplicity with data and timestep [26]; instead, we
use multiplicity=1 (i.e., a vanilla diffusion model), and multiply the estimated runtime by 128, the
multiplicity used in [26]. To evaluate the generation cost, we use torch.cuda.Event instrumented
before and after the core logic of sampling. We estimate the total runtime based on the mean runtime
of 10 batches after 1 batch of warmup.

To evaluate the computational cost of our PE, we use a similar method: we use torch.cuda.Event
instrumented before and after the core logic of each component of our algorithm that involves GPU
computation. RANDOM_API and VARIATION_API are estimated based on the mean runtime of 10
batches after 1 batch of warmup. Feature extraction is estimated based on the mean runtime of 90
batches after 10 batch of warmup. The nearest neighbor search is estimated based on 1 run of the full
search. We use faiss library'® for nearest neighbor search. Its implementation is very efficient so its
computation time is negligible compared with the total time.

®https://github.com/openai/guided-diffusion
Phttps://github.com/facebookresearch/faiss
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Figure 33: GPU hours (on 1 NVIDIA V100 32GB) required to obtain the samples for § 5.1 with
DP-Diffusion [26] and ours. The legend denotes the steps and the GPU hours; [26] contains the
fine-tuning and generation steps, whereas ours contains the other steps.
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