
Overflip: Repetition-Induced Label Flips in Guardrail Models

Anonymous ACL submission

Abstract001

Guardrail models are classifiers deployed to002
screen malicious prompts and responses in003
LLM-based services. To meet latency con-004
straints, many lightweight guardrails adopt005
compact Transformer backbones (e.g., De-006
BERTa) that are trained with short context007
windows (typically around 512 tokens) and008
rely on bucketed relative positional encodings009
to operate on longer inputs. Prior evalua-010
tions largely assume that a guardrail’s deci-011
sion is stable as the input is lengthened. We012
show that this assumption can fail. We iden-013
tify Overflip, a repetition-induced instability014
where simply repeating a prompt causes the015
guardrail’s prediction to flip as the sequence016
grows, enabling a practical overflip-style by-017
pass (MAL→BEN) without semantic manip-018
ulation. Across 9 widely used lightweight019
guardrail models, 5 exhibit MAL→BEN flips020
on a benchmark of 100 prompts, with con-021
fidence margins shrinking steadily with rep-022
etition. Across 9 widely used lightweight023
guardrail models, 5 exhibit MAL→BEN flips024
on a benchmark of 100 prompts; among vul-025
nerable models, flip rates range from 8% to026
87%, with first flips occurring at roughly 2.6k–027
9.4k tokens. Our analysis suggests Overflip is028
not explained by traditional attention-dilution029
baselines (e.g., benign padding or shuffling):030
despite preserving content, repetition can ho-031
mogenize token-level attention over repeated032
structure and induce a distinct, more gradual033
attention-dispersion trajectory than padding.034
Because the bypassed prompt remains seman-035
tically intact and is still readily understood036
by downstream business LLMs, it can trans-037
mit malicious intent after passing the guardrail.038
These findings expose input length as an attack039
surface for safety filters and motivate length-040
robust evaluation and mitigation for lightweight041
guardrail deployments.042

1 Introduction 043

As large language models (LLMs) become increas- 044

ingly deployed in production systems, specialized 045

guardrail models have emerged as a critical safety 046

component (Wang et al., 2025), which are de- 047

signed to detect malicious prompts and potentially 048

harmful responses before they reach the business 049

model and end users. To maintain low detection la- 050

tency, guardrail models could be lightweight classi- 051

fiers (Zheng et al., 2024), typically employing com- 052

pact architectures (such as Deberta (He et al., 2020; 053

ProtectAI.com, 2023) and MordenBert (Warner 054

et al., 2024; Zheng et al., 2024)) with limited con- 055

text windows (commonly around 512 tokens). 056

The limited context window is clearly mis- 057

matched with modern deployment scenarios that 058

routinely accumulate long prompts (e.g., multi- 059

turn dialogues and retrieval-augmented inputs) and 060

may reach far beyond 512 tokens (Paulsen, 2025). 061

In practice, many lightweight guardrails therefore 062

rely on relative positional encodings to operate on 063

longer sequences when needed (Shaw et al., 2018a). 064

Despite this, length robustness is rarely treated as a 065

first-class requirement when deploying low-latency 066

safety filters. 067

Prior evaluations of guardrail models have fo- 068

cused primarily on classification accuracy, robust- 069

ness to adversarial perturbations (DAIR.AI, 2025), 070

and detection of specific attack patterns such as jail- 071

breaks and prompt injections (Chao et al., 2024). 072

However, these assessments implicitly assume that 073

a model’s decision remains stable as input length 074

increases, an assumption we show to be flawed. 075

In this paper, we reveal a systematic vulnera- 076

bility we term Overflip: as inputs are lengthened 077

via simple repetition, guardrail models can ex- 078

hibit prediction flips. Our primary focus is the 079

security-critical bypass setting, where an origi- 080

nally malicious prompt is reclassified as benign 081

(MAL→BEN) after sufficient repetition, allowing 082
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the prompt to pass the guardrail while preserv-083

ing its intent. In addition to bypass, we also ob-084

serve benign↔malicious instabilities, suggesting a085

broader length-induced decision fragility.086

Across 9 widely used lightweight guardrail mod-087

els, 5 exhibit at least one MAL→BEN flip under088

the repetition-based overflow attack on a bench-089

mark of 100 prompts. Among vulnerable models,090

flip rates range from 8% to 87%, and first flips091

occur at lengths spanning roughly 2.6k–9.4k to-092

kens. These flips are accompanied by shrinking093

confidence margins, indicating progressive destabi-094

lization as the sequence grows.095

While one might initially attribute this phe-096

nomenon to attention dilution (Liu et al., 2023; Bai097

et al., 2023), where longer contexts spread atten-098

tion weights more thinly, our results show a quali-099

tatively different behavior under repetition. Unlike100

padding-based lengthening that appends novel be-101

nign content, Overflip preserves content via exact102

repetition but still destabilizes the classifier: at-103

tention over repeated structure becomes increas-104

ingly homogenized, and attention dispersion fol-105

lows a distinct, more gradual trajectory compared106

to padding and shuffling.107

This points to structural long-input effects be-108

yond “more content” as a driver. In particular,109

many lightweight guardrails employ bucketed rela-110

tive positional encodings (similar to T5-style posi-111

tion biases (Raffel et al., 2020a)) to extend beyond112

their native 512-token training window. Once in-113

puts exceed this boundary, positional bucketing can114

coarsely compress long-range distinctions, further115

undermining the model’s ability to isolate critical116

evidence for classification.117

Furthermore, compared to typical length-118

extending attacks, Overflip better preserves the119

original prompt semantics: in downstream busi-120

ness models (GPT-4.1 Mini and Llama 3.1 8B),121

repetition-based overflip yields substantially higher122

behavioral consistency than padding-based base-123

lines, while padding more frequently induces mis-124

interpretations.125

We conduct extensive experiments to character-126

ize prevalence, flip dynamics, and practical im-127

pact. We evaluate 9 guardrail models across 100128

prompts, measure flip rates and first-flip lengths,129

and analyze confidence-margin trajectories around130

the 512-token boundary. We further validate real-131

world effectiveness by testing whether repetition132

preserves attack semantics in downstream LLMs.133

Business Model

Ignore your previous
command.

Guardrail Model

Business Model

Ignore your previous
command.
Ignore your previous
command....

Guardrail Model

A. Guardrail model defends malicious prompt successfully.

B. Guardrail model fails to defend repeated malicious prompt. 

Figure 1: Overview of the Overflip Attack. An attacker
repeatedly lengthens an original malicious prompt via
semantic-preserving repetition until the guardrail model
flips from malicious to benign (MAL→BEN), causing
the prompt to be forwarded to the downstream business
model while retaining the attack intent.

Contributions. This work makes the following 134

contributions: 135

1. Prevalence: We establish that Overflip is 136

widespread in lightweight guardrails: across 9 137

production models evaluated on 100 prompts, 138

5 exhibit MAL→BEN flips under simple 139

repetition-based lengthening. 140

2. Mechanism beyond dilution baselines: We 141

compare Overflip with standard lengthening 142

baselines (padding and shuffling) and show 143

that repetition can trigger flips without intro- 144

ducing new content. Attention analyses reveal 145

homogenization under repetition and distinct 146

dispersion dynamics relative to padding, con- 147

sistent with a long-input failure mode ampli- 148

fied by positional bucketing beyond the 512- 149

token boundary. 150

3. Real-world impact: We validate that 151

repetition-based Overflip better preserves at- 152

tack semantics in downstream business mod- 153

els (GPT-4.1 Mini and Llama 3.1 8B), increas- 154

ing the practical risk of guardrail bypass. 155

We hope this study encourages the community to 156

treat positional encoding design and length robust- 157

ness as first-class safety considerations when devel- 158

oping and deploying guardrail models at scale. 159

2 Related Work 160

2.1 Guardrail Models 161

Guardrail models are lightweight classifiers used 162

to filter malicious prompts (e.g., jailbreaks and 163
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prompt injections) in LLM deployments (Wang164

et al., 2025; Zheng et al., 2024). Representa-165

tive families include prompt-injection detectors166

built on compact Transformer backbones (e.g., De-167

BERTa variants) (ProtectAI.com, 2023), dedicated168

jailbreak detectors (Jindal, 2024a,b, 2025), and169

production-oriented guardrails such as LLaMA170

Prompt Guard (Meta, 2024, 2025), Sentinel (Ivry171

and Nahum, 2025), and Granite-Guardian (IBM Re-172

search, 2024b,a). These systems prioritize low la-173

tency and are commonly trained or fine-tuned with174

relatively short context windows, making length175

robustness a practical concern.176

Most existing evaluations emphasize accuracy177

and robustness to semantically crafted adversarial178

prompts, while treating input length as a secondary179

factor. Our work complements this line by high-180

lighting that even semantic-preserving lengthen-181

ing can induce decision instabilities in deployed182

guardrails.183

2.2 Attention Dilution184

“Attention dilution” describes long-context degra-185

dation where evidence becomes harder to use as at-186

tention is distributed across many tokens (Vaswani187

et al., 2017; Liu et al., 2023). It motivates long-188

context architectures (e.g., sparse/local attention189

and recurrence) (Child et al., 2019; Beltagy et al.,190

2020; Zaheer et al., 2020; Dai et al., 2019) and191

also appears in prompt-level attacks that saturate192

context and create instruction competition (e.g.,193

many-shot jailbreaking and prompt injection) (Anil194

et al., 2024; Liu et al., 2024; Li et al., 2024; Yi195

et al., 2023; Wallace et al., 2024).196

Our findings are related but distinct: Overflip197

uses semantic-preserving repetition and still in-198

duces flips, with attention dynamics that differ199

from padding-based dilution baselines. In particu-200

lar, padding introduces novel benign content and201

quickly increases attention dispersion, while repeti-202

tion creates many identical occurrences and leads203

to attention homogenization over repeated structure.204

This points to a long-input failure mode that cannot205

be reduced to “more competing content” alone.206

2.3 Positional Encodings in Transformers207

Transformer models inject order via positional en-208

codings. Absolute encodings (Shaw et al., 2018a)209

attach position-specific embeddings, while rela-210

tive encodings (Shaw et al., 2018b) add position-211

dependent attention biases (including variants that212

couple content and position more tightly (Huang213

and Xu, 2020)). To scale beyond a fixed window, 214

many efficient classifiers adopt T5-style bucketed 215

relative positions (Raffel et al., 2020b), and mod- 216

ern alternatives such as ALiBi (Press et al., 2022) 217

and RoPE (Su et al., 2021) also support extrapo- 218

lation to long contexts. Our work highlights that 219

positional-design choices can affect classification 220

stability under lengthening, complementing prior 221

work that primarily evaluates long-context genera- 222

tion and understanding. 223

In lightweight safety classifiers, positional ex- 224

trapolation is often adopted as an engineering mech- 225

anism to accept long inputs even when training is 226

dominated by short sequences. Our results suggest 227

that this mismatch can surface as label instability 228

under repetition, motivating length-aware stress 229

testing when deploying guardrails. 230

3 Problem Setup and Threat Model 231

3.1 Task Definition 232

We model a guardrail as a binary classifier f : X → 233

{0, 1} that maps an input prompt x ∈ X to a la- 234

bel y ∈ {0, 1}, where 0 denotes benign and 1 de- 235

notes malicious (e.g., prompt injection or jailbreak). 236

The model outputs class probabilities pmal(x) and 237

psafe(x) with pmal(x) + psafe(x) = 1, and predicts 238

via thresholding: 239

f(x) = ⊮[pmal(x) > 0.5] (1) 240

Given an input x with base length L tokens and 241

prediction y(L) = f(x), an Overflip occurs if 242

there exists a lengthened version x′ with length 243

L′ > L such that x′ is produced through repetition 244

and y(L′) = f(x′) ̸= y(L). 245

Unless otherwise stated, we focus on the security- 246

critical MAL→BEN case, where a malicious 247

prompt is misclassified as benign and forwarded 248

downstream. 249

Attack objective. As shown in Fig. 1, we con- 250

sider a deployment pipeline where an input prompt 251

is first screened by a guardrail model f ; if clas- 252

sified as benign, it is forwarded to a downstream 253

business model. The attacker’s goal is to bypass 254

the guardrail while preserving as much malicious 255

intent as possible in the prompt that reaches the 256

business model. Concretely, given an original mali- 257

cious prompt x with f(x) = 1, the attacker applies 258

a semantic-preserving lengthening operator based 259

on repetition, 260

Repn(x) = x⊕ x⊕ · · · ⊕ x︸ ︷︷ ︸
n times

, n ≥ 2, (2) 261
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and seeks an n such that f(Repn(x)) = 0. Be-262

cause repetition keeps the original instructions in-263

tact (and even amplifies them), the resulting prompt264

retains the attack intent when it is forwarded to the265

business model, while potentially being misclassi-266

fied as benign by the guardrail.267

3.2 Threat Model268

We consider attackers who exploit length-269

dependent behavior without crafting semantically270

novel adversarial content. The core insight is that271

a guardrail’s decision may become unstable under272

semantic-preserving lengthening, enabling misclas-273

sification without changing the underlying intent.274

Attacker capabilities. The attacker can submit275

prompts to the deployment pipeline and apply276

semantic-preserving lengthening (e.g., repetition).277

They may estimate token counts via the production278

tokenizer and observe predictions in a black-box279

setting (or confidence scores in a gray-box setting).280

We assume no access to model parameters or train-281

ing data.282

The attacker is constrained to text-level manipu-283

lations (no character-level obfuscation or semantic284

rewriting), keeping the attack realistic for produc-285

tion pipelines.286

Lengthening strategies. We consider three287

lengthening strategies that preserve the original288

semantic intent:289

• Exact repetition concatenates the prompt n290

times: x′ = x⊕ x⊕ · · · ⊕ x.291

• Benign padding appends neutral text after the292

prompt: x′ = x⊕ b1 ⊕ b2 ⊕ · · · ⊕ bk, where293

each bi is drawn from a benign pool.294

• Sentence shuffling perturbs word order while295

preserving critical keywords, testing sensitiv-296

ity to surface patterns rather than semantics.297

Among them, Exact repetition is the attack ap-298

proach of Overflip, while Benign padding and299

Sentence shuffling are common attention dilution300

approaches, which we use for baseline comparison.301

3.3 Research Questions302

We structure our study around three research ques-303

tions:304

RQ1 (Prevalence). How prevalent is Overflip305

across widely deployed lightweight guardrail mod-306

els? We evaluate repetition-based lengthening307

on a diverse benchmark of prompts and measure 308

model-level flip occurrence, flip rates, and first-flip 309

lengths. 310

RQ2 (Mechanism vs. attention dilution). How 311

does Overflip differ from traditional attention- 312

dilution strategies, and what causes the flips? We 313

compare exact repetition with padding and shuf- 314

fling baselines and analyze attention behavior un- 315

der lengthening, including token-level attention 316

homogenization and attention-dispersion statistics 317

(e.g., normalized CLS-attention entropy) as length 318

grows and at the flip point. 319

RQ3 (Real-world impact). Does Overflip pre- 320

serve attack semantics when the prompt reaches 321

downstream business LLMs? We test manipulated 322

prompts on representative backend models and 323

quantify behavioral consistency to assess whether 324

repetition-based lengthening better retains the orig- 325

inal attack intent than attention-dilution baselines. 326

4 Experimental Setup 327

Guardrail Models. We evaluate 9 lightweight 328

guardrail models spanning multiple architectures 329

and training objectives. Models are listed in Table 1 330

with key specifications. 331

The suite includes widely deployed DeBERTa- 332

based classifiers (e.g., Llama Prompt Guard and 333

ProtectAI prompt-injection detectors), as well as 334

a DistilBERT jailbreak detector and more recent 335

backbones such as ModernBERT and Qwen-based 336

sentinels. Model sizes range from 22M to 596M pa- 337

rameters, covering both small on-device guardrails 338

and larger but still low-latency filters. Across ven- 339

dors, these models target different threat categories: 340

jailbreak detection, prompt-injection detection, or 341

both. In our experiments, several models exhibit 342

at least one MAL→BEN flip under the repetition- 343

based overflow attack (Table 1, Flip Occurrence), 344

highlighting that length-induced instability is not 345

confined to a single architecture family. 346

Datasets. We evaluate the attack on a curated 347

set of 100 validated malicious prompts. Prompts 348

are collected from two Hugging Face sources 349

(jayavibhav/prompt-injection-safety and 350

ahsanayub/malicious-prompts), deduplicated, 351

filtered to be English-only, and constrained 352

to short inputs (<500 characters). We further 353

verify that all prompts are detected as unsafe 354

by meta-llama/Llama-Prompt-Guard-2-86M 355

(100% verification), and retain a diverse mix 356

of prompt styles including instruction override, 357
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Model Vendor Model Name Mode Arch. Para. Size Detection Type Flip Occurrence

meta-llama Llama-Prompt-Guard-2-22M (LPG-2-22M) deberta-v2 22M Both ✓
Llama-Prompt-Guard-2-86M (LPG-2-86M) deberta-v2 86M Both ✓

protectai deberta-v3-base-prompt-injection (dvbpi) deberta-v3 140M Prompt Injection ✓
deberta-v3-small-prompt-injection-v2 (dvspiv2) deberta-v3 140M Prompt Injection –

madhurjindal
Jailbreak-Detector (V1) (JD-V1) distilbert 66M Jailbreak –
Jailbreak-Detector-Large (JD-L) deberta-v2 279M Jailbreak –
Jailbreak-Detector–2-XL (JD-2XL) qwen2 500M Jailbreak –

qualifire prompt-injection-sentinel (PIS) modernbert 395M Jailbreak ✓
prompt-injection-jailbreak-sentinel-v2 (PIJS-v2) qwen3 596M Both ✓

Table 1: Guardrail models evaluated in this paper. We report each model’s vendor, backbone architecture, parameter
size, and intended detection type (jailbreak vs. prompt injection vs. both). Flip Occurrence indicates whether the
model exhibits at least one prediction flip under our SafeGuardrail Overflip Attack on any prompt in the evaluation
set.

Model Name Flip Rate Flip Round Flip Length

LPG-2-22M 15% 45.7 2753
LPG-2-86M 87% 61.1 4960
dvbpi 8% 85.0 5376
PIS 65% 131.3 9424
PIJS-v2 33% 39.2 2599

Table 2: Overall attack outcomes across models. Flip
Rate is the fraction of prompts that trigger at least one
prediction flip. Flip Round is the average iteration
index when the first flip occurs. Flip Length is the
average input length (in tokens) at the first flip.

harmful requests, and role-playing jailbreak358

patterns.359

All base prompts are kept short (<512 tokens360

after tokenization) so that the initial prediction is361

made within each model’s native context window.362

Downstream Business Models (RQ3). To assess363

real-world impact, we test whether lengthening364

strategies preserve attack semantics after a success-365

ful guardrail bypass. We run bypassed prompts366

on two backend LLMs: GPT-4.1 Mini and Llama367

3.1 8B. Concretely, we start from the 100 mali-368

cious prompts above and use LPG-2-86M as the369

target guardrail. We retain 92 prompts that are ini-370

tially flagged as malicious, apply three lengthening371

strategies (Overflip repetition, benign padding, and372

sentence shuffling), and keep the successful by-373

passed prompts, yielding 172 attacked prompts in374

total (Overflip: 71; Padding: 92; Shuffling: 9). For375

each backend model, we query both the original376

and attacked prompts and categorize responses into377

acceptance (ac), rejection (rej), or misinterpretation378

(mis) to quantify semantic preservation.379

Hardware. Experiments are conducted on Apple380

Silicon (MPS), GPU (NVIDIA A100), and CPU381

backends. Batch size is set to 1.382

5 Results 383

5.1 Prevalence Across Models (RQ1) 384

Overflip is not universal, but it is widespread across 385

lightweight guardrails: in the MAL→BEN setting 386

(Section 3), 5 of 9 evaluated models exhibit at least 387

one flip when inputs are lengthened via exact repe- 388

tition (Table 1, Flip Occurrence). Table 2 summa- 389

rizes outcomes for these vulnerable models. 390

Flips are not observed in every model, but they 391

appear in multiple vendors and backbone families 392

(DeBERTa, ModernBERT, and Qwen), indicating 393

the issue is not tied to a single implementation. 394

Among models that flip, the flip rate ranges from 395

8% to 87% (Table 2). First flips can require substan- 396

tial lengthening, with average first-flip lengths span- 397

ning 2.6k–9.4k tokens and occurring after dozens 398

of repetition rounds (Table 2). 399

Overall, these results show that Overflip is 400

model-dependent but not isolated: it appears across 401

multiple architectures and vendors. 402

LLaMA Prompt Guard. Both variants exhibit 403

MAL→BEN flips, with markedly different preva- 404

lence: LPG-2-22M flips on 15% of prompts, while 405

LPG-2-86M flips on 87% (Table 2). This suggests 406

that increased model capacity does not necessarily 407

translate to improved length robustness. 408

Prompt-injection detectors (ProtectAI). The 409

DeBERTa-v3-base prompt-injection detector 410

(dvbpi) shows a low but non-zero flip rate (8%), 411

whereas dvspiv2 shows no flips in our setting 412

(Table 1–2). 413

Sentinel-style models. We observe flips in both 414

a ModernBERT-based sentinel (PIS, 65%) and a 415

Qwen-based model (PIJS-v2, 33%), with PIS flip- 416

ping at particularly long inputs on average (9,424 417

tokens; Table 2). 418

Jailbreak detectors. In contrast, the three jailbreak 419
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detectors in Table 1 do not exhibit flips under our420

evaluation protocol (Flip Occurrence: –), suggest-421

ing that length-induced bypass is model-dependent422

even within the same detection category.423

We next analyze why repetition induces these424

flips and how the resulting dynamics differ from425

attention-dilution baselines.426

5.2 Mechanism (RQ2)427

Repetition triggers flips via a distinct long-input428

failure mode: attention becomes increasingly ho-429

mogenized over repeated structure, destabilizing430

the decision boundary without introducing new431

content. We support this with two complemen-432

tary analyses on a representative guardrail clas-433

sifier: (i) token-level attention under repetition434

(Figure 2), and (ii) attention-dispersion dynamics435

across lengthening strategies (Figure 3).436

Token-level homogenization under repetition.437

We extract the last-layer CLS-to-token attention438

weights while repeating a fixed base prompt k439

times. To compare patterns across lengths, we col-440

lapse the repeated sequence back onto a single copy441

of the base prompt: tokens aligned to the same base442

position across the k repetitions are aggregated443

(summed), yielding a length-normalized attention444

vector over base tokens. Figure 2 shows that as k445

increases the aggregated distributions become in-446

creasingly similar: high-attention tokens preserve447

their relative ordering and per-token weights con-448

verge. This attention homogenization suggests that449

repetition can smooth evidence allocation, reduc-450

ing the model’s ability to isolate a single salient451

occurrence.452

Attention dispersion across strategies. To com-453

pare Overflip with attention-dilution baselines454

(padding and shuffling), we quantify how dispersed455

the CLS attention becomes as length grows. Atten-456

tion Entropy Metric. To quantify the concentra-457

tion of the classifier’s (llama86M) attention across458

three categories of attacks, we compute the Shan-459

non entropy of the CLS token’s attention distribu-460

tion over the input sequence. For a transformer-461

based classifier with H attention heads in the final462

layer, we first extract the attention weights from463

each head h:464

a(h) = Attention(h)[CLS],: ∈ Rn (3)465

where n is the sequence length and a
(h)
i represents466

the attention weight assigned to the i-th token by467
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Figure 2: Aggregated CLS-to-token attention under
repetition. For each repetition count k, we sum at-
tention weights over tokens aligned to the same base-
prompt position across the k copies, producing a length-
normalized attention profile over the base tokens. As k
grows, the profiles converge, illustrating attention ho-
mogenization under repetition.

head h. The entropy for each head is computed as: 468

H(h) = −
n∑

i=1

a
(h)
i log a

(h)
i (4) 469

To enable comparison across sequences of varying 470

lengths, we normalize by the maximum possible 471

entropy (achieved under uniform attention): 472

Ĥ(h) =
H(h)

log n
(5) 473

The final normalized entropy is the average across 474

all heads: 475

Ĥ =
1

H

H∑
h=1

Ĥ(h) ∈ [0, 1] (6) 476

A low entropy (Ĥ → 0) indicates concentrated 477

attention on a small subset of tokens, while high 478

entropy (Ĥ → 1) indicates diffuse attention across 479

the sequence. 480

Uniqueness of Overflip Attack. Figure 3 481

shows distinct entropy dynamics across strategies. 482

Padding increases entropy most rapidly and yields 483

the highest flip rate: appended benign sentences 484

introduce novel content that quickly disperses atten- 485

tion across semantically diverse regions, but such 486

content is often contextually incoherent and thus 487

easier to detect. Shuffling produces only minor 488

entropy changes (e.g., ∆Ĥ < 0.1) and a low flip 489

rate (9.8%), consistent with a classifier that is more 490

sensitive to keyword presence than to local word 491

order. 492
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Figure 3: Normalized CLS-attention entropy under three lengthening strategies (overflip repetition, benign padding,
and sentence shuffling). Padding disperses attention most aggressively and achieves the highest flip rate, while
overflip follows a distinct, more gradual trajectory despite preserving semantic content.

Overflip exhibits a more gradual (and more vari-493

able) entropy trajectory while preserving semantic494

content. This matches the homogenization effect495

in Figure 2: when the same token pattern appears496

repeatedly, softmax-normalized attention must be497

distributed across multiple identical occurrences,498

progressively diffusing evidence over the repeated499

segments. Taken together, these results show that500

repetition can destabilize decisions without intro-501

ducing new content, and it behaves differently from502

padding-based attention dilution.503

This distinction also holds when conditioning504

on the flip event itself. Appendix Figure 4 sum-505

marizes outcomes at the first flip point: padding506

flips almost always and at relatively short lengths,507

whereas Overflip flips at substantially longer token508

counts and with more variable attention dispersion509

(entropy) at the flip. These complementary statis-510

tics reinforce that Overflip is not simply “more511

dilution”—it induces flips under a different long-512

input regime while keeping content unchanged.513

Finally, we ask whether this content-preserving514

bypass translates into semantic preservation once515

the prompt reaches downstream business LLMs.516

5.3 Real-world Impact (RQ3)517

For completeness, Appendix Table 4 reports the518

full transition breakdown (including cross-category519

transitions such as ac→rej and ac→mis) for each520

backend model and perturbation.521

Overflip is operationally relevant because it tends522

to preserve attack semantics after bypassing the523

guardrail: when the bypassed prompt reaches524

downstream business LLMs, the response cate-525

gory often matches that of the original prompt. 526

We measure this practical impact by comparing 527

backend-model behavior on original prompts ver- 528

sus bypassed prompts (see Section 4). 529

Setup. We evaluate semantic preservation on two 530

backend LLMs (GPT-4.1 Mini and Llama 3.1 8B) 531

using the business-model evaluation protocol de- 532

scribed in Section 4. We compare outputs for the 533

original prompts and their bypassed counterparts 534

under Overflip, padding, and shuffling, and label 535

each response as acceptance (ac), rejection (rej), or 536

misinterpretation (mis). 537

Transition patterns. We identify several transition 538

patterns that characterize model behaviors under 539

Overflip, padding, and shuffling. 540

LLM Behavioral Persistence. Both models 541

generally preserve their initial response cate- 542

gory after being attacked. GPT-4.1 Mini shows 543

69.7% stability (accept→accept: 42.4%; re- 544

ject→reject: 24.4%; misinterpret→misinterpret: 545

2.9%), while Llama 3.1 8B shows 63.3% stabil- 546

ity (reject→reject: 45.9%; accept→accept: 11.0%; 547

misinterpret→misinterpret: 6.4%). This consis- 548

tency in behavior indicates that both models pos- 549

sess defenses against all three attack types. It also 550

suggests that our semantic robustness evaluation 551

is reliable and does not favor any particular attack 552

strategy. 553

Attack-Specific Semantic Robustness. Over- 554

flip best preserves original behavior: GPT-4.1 555

Mini keeps 87.3% of responses in the same cat- 556

egory (accept→accept, reject→reject, misinter- 557

pret→misinterpret), while Llama 3.1 8B preserves 558

69.0%. Padding is the most disruptive, producing 559

7



GPT-4.1 Mini
Overflip (n = 71)

Original → Attacked Count %
ac → ac 41 57.7%
rej → rej 19 26.8%
mis → mis 2 2.8%

Padding (n = 92)
Original → Attacked Count %
ac → ac 28 30.4%
rej → rej 19 20.7%
mis → mis 2 2.2%

Shuffling (n = 9)
Original → Attacked Count %
ac → ac 4 44.4%
rej → rej 4 44.4%
mis → mis 1 11.1%

Llama 3.1 8B
Overflip (n = 71)

Original → Attacked Count %
rej → rej 33 46.5%
ac → ac 13 18.3%
mis → mis 3 4.2%

Padding (n = 92)
Original → Attacked Count %
rej → rej 43 46.7%
mis → mis 7 7.6%
ac → ac 6 6.5%

Shuffling (n = 9)
Original → Attacked Count %
rej → rej 3 33.3%
mis → mis 1 11.1%

Table 3: Semantic robustness (Original → Attacked) under three strategies (Overflip/Padding/Shuffling). Outputs
are categorized as acceptance (ac), rejection (rej), or misinterpretation (mis). Overflip best preserves semantics,
while padding induces misinterpretations most often across both models.

the highest rates of accept→misinterpret transitions560

(25.0% for GPT-4.1 Mini and 13.0% for Llama 3.1561

8B). Shuffling leads to almost complete category562

stability for GPT-4.1 Mini but increases refusal563

rates for Llama 3.1 8B.564

Taken together, these results indicate that Over-565

flip is both prevalent in lightweight guardrails and566

operationally relevant: repetition can bypass the567

guardrail while keeping the downstream model’s568

behavior largely consistent with the original attack569

intent.570

6 Discussion571

Length as an attack surface. Our findings sug-572

gest that input length itself is an attack surface573

for lightweight guardrail models. Unlike many574

prompt-based attacks that rely on carefully crafted575

paraphrases or obfuscation, Overflip can be trig-576

gered by simple repetition and therefore requires577

little adversarial expertise. The phenomenon is578

also not tied to a single vendor or backbone, and it579

may arise naturally in long-context pipelines (e.g.,580

retrieval augmentation or multi-turn agent traces)581

where prompts grow over time.582

Implications for safety evaluation and deploy-583

ment. Overflip challenges a common implicit584

assumption in safety evaluation: that decisions585

remain stable as inputs are lengthened, and that586

“more context” yields monotonic protection. In587

practice, guardrails are increasingly composed588

with systems that concatenate retrieved documents,589

tool outputs, and conversation histories. This590

makes length-robustness a deployment concern,591

not merely an academic edge case. We therefore592

recommend that guardrail benchmarks and regres-593

sions include length stress tests and report stability- 594

oriented measurements (e.g., flip rates, first-flip 595

length, and attention-dispersion/entropy dynamics 596

under lengthening) alongside accuracy. 597

7 Limitations 598

Dataset scope. Our evaluation covers 100 599

prompts across diverse domains, but larger-scale 600

testing on production traffic distributions may re- 601

veal additional edge cases. 602

Model documentation gaps. Not all models pub- 603

licly document their positional encoding schemes. 604

We infer bucketed relative encodings based on ob- 605

served behavior and architecture similarities, but 606

cannot confirm exact implementations. 607

Mitigation evaluation. We focus on characteriz- 608

ing Overflip and its practical impact rather than ex- 609

haustively evaluating defenses. Future work should 610

validate mitigation strategies under realistic deploy- 611

ment constraints and across a broader range of 612

guardrails and long-input regimes. 613

8 Conclusion 614

We reveal Overflip: lengthening a prompt by sim- 615

ple repetition can flip lightweight guardrail predic- 616

tions and enable MAL→BEN bypass. Across 9 617

guardrail models on 100 prompts, 5 exhibit such 618

flips, and the instability is consistent with struc- 619

tural effects in long-input handling around the 512- 620

token regime (e.g., positional bucketing). Over- 621

all, input length should be treated as an attack sur- 622

face, motivating routine length-robust stress tests 623

for guardrail deployment. 624

8



9 Ethical Considerations625

Dual-use concerns. Overflip could be exploited626

to evade guardrail models, enabling adversarial627

actors to bypass content filters. We mitigate this628

risk by:629

1. Coordinating responsible disclosure with630

model providers631

2. Releasing defensive implementations (seg-632

mentation, calibration) alongside attack de-633

scriptions634

3. Emphasizing that the vulnerability arises from635

architectural choices, not zero-day exploits636

Societal impact. Improved guardrail robustness637

benefits all LLM users by reducing false negatives638

(missed adversarial prompts) and false positives639

(legitimate prompts incorrectly flagged). Our work640

aims to strengthen the safety ecosystem rather than641

undermine it.642

Open science. We commit to open-sourcing eval-643

uation code, datasets, and mitigation tools upon644

publication to accelerate community-wide adop-645

tion of length-robust guardrails.646
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Figure 4: Comparison of three lengthening strategies on the LLaMA Prompt Guard 2 (86M) classifier. Left:
MAL→BEN flip success rate for repetition-based Overflip (labeled “Overflow” in the plot), benign padding, and
sentence shuffling. Middle: distribution of the token count at which the first flip occurs (boxplots over flipped
prompts). Right: distribution of normalized CLS-attention entropy at the flip point, where higher values indicate
more diffuse attention. Padding achieves the highest flip rate with flips occurring near ∼1k tokens, while Overflip
flips occur at substantially longer lengths with more variable attention dispersion; shuffling rarely flips.

GPT-4.1 Mini
overflip (n = 71)

Original → Attacked Count %
ac → ac 41 57.7%
rej → rej 19 26.8%
ac → rej 3 4.2%
ac → mis 2 2.8%
mis → mis 2 2.8%
rej → ac 2 2.8%
mis → ac 1 1.4%
rej → mis 1 1.4%

Padding (n = 92)
Original → Attacked Count %
ac → ac 28 30.4%
ac → mis 23 25.0%
rej → rej 19 20.7%
ac → rej 12 13.0%
rej → mis 5 5.4%
mis → mis 2 2.2%
rej → ac 2 2.2%
mis → rej 1 1.1%

Shuffling (n = 9)
Original → Attacked Count %
ac → ac 4 44.4%
rej → rej 4 44.4%
mis → mis 1 11.1%

Llama 3.1 8B
overflip (n = 71)

Original → Attacked Count %
rej → rej 33 46.5%
ac → ac 13 18.3%
ac → rej 7 9.9%
mis → rej 5 7.0%
ac → mis 3 4.2%
mis → mis 3 4.2%
rej → ac 3 4.2%
mis → ac 2 2.8%
rej → mis 2 2.8%

Padding (n = 92)
Original → Attacked Count %
rej → rej 43 46.7%
ac → mis 12 13.0%
rej → mis 11 12.0%
ac → rej 8 8.7%
mis → mis 7 7.6%
ac → ac 6 6.5%
mis → rej 3 3.3%
rej → ac 2 2.2%

Shuffling (n = 9)
Original → Attacked Count %
rej → rej 3 33.3%
ac → rej 2 22.2%
rej → mis 2 22.2%
ac → mis 1 11.1%
mis → mis 1 11.1%

Table 4: Outcome transition counts (Original → Attacked) under three perturbations. Each block sums to 100%
within a perturbation (overflip/Padding/Shuffling). For each type of attack, we observe three types of behaviors:
acceptance (ac), rejection (rej), or misinterpretation (mis) the instructions in prompts. Note that the behavior of
accaptance here does not necessarily mean that model execute the instructions explicitly, but mean that model
implicitly accept the prompt and execute the part of the instructions. From this table, we can find that: overflip
attack is the most effective one to retain the semantics; padding attack is the one that causes "misinterpretation"
responses in both models to the most.
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