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Abstract

Image synthesis has seen significant advance-
ments with the advent of diffusion-based gen-
erative models like Denoising Diffusion Proba-
bilistic Models (DDPM) and text-to-image dif-
fusion models. Despite their efficacy, there is a
dearth of research dedicated to detecting diffusion-
generated images, which could pose potential se-
curity and privacy risks. This paper addresses this
gap by proposing a novel detection method called
Stepwise Error for Diffusion-generated Image
Detection (SeDID). Comprising statistical-based
SeDIDg,; and neural network-based SeDIDnns,
SeDID exploits the unique attributes of diffusion
models, namely deterministic reverse and deter-
ministic denoising computation errors. Our evalu-
ations demonstrate SeDID’s superior performance
over existing methods when applied to diffusion
models. Thus, our work makes a pivotal contribu-
tion to distinguishing diffusion model-generated
images, marking a significant step in the domain
of artificial intelligence security.

1. Introduction

Generative diffusion models have made significant strides
in the field of image generation, demonstrating remarkable
capabilities (Song and Ermon, 2019; Song et al., 2020b;
Ho et al., 2020; Rombach et al., 2022; Ramesh et al., 2022;
Saharia et al., 2022), but have also raised privacy and abuse
concerns (Zhao et al., 2023; Kong et al., 2023). Previous
works (Wang et al., 2023; Ricker et al., 2022; Corvi et al.,
2022) have laid the groundwork for detecting diffusion-
generated images, and some have successfully leveraged the
deterministic reverse and denoising processes inherent to
diffusion models.

However, while detection methods such as DIRE (Wang
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et al., 2023) indeed leverage some deterministic aspects,
they may not fully exploit the entirety of these features. In
particular, DIRE concentrates on the reconstruction at the
initial zy timestep, which may overlook the valuable infor-
mation encapsulated in the intermediate steps throughout
the diffusion and reverse diffusion processes. In contrast, the
proposed SeDID exploits these intermediate steps, which
could potentially enhance the detection efficacy. Addition-
ally, we reveal that the distribution of real images could
potentially diverge from the distribution of images gener-
ated by diffusion models, given the inherently complex and
diverse characteristics of natural images. This indicates that
the real-image distribution might not align perfectly with
the regular patterns learned by the diffusion process.

Given these observations, we distinctly formulate our re-
search question as follows:

Can we discriminate between real and diffusion-generated
images by harnessing the inherent distributional dispari-
ties between naturally occurring and diffusion-synthesized
visuals?

In our work, we address these issues by delving deeper into
the deterministic reverse and denoising properties of dif-
fusion models, proposing a novel and more encompassing
detection approach. Our proposed method, the Stepwise
Error for Diffusion-generated Image Detection (SeDID), is
designed to comprehensively utilize these unique diffusion
properties to improve detection performance, thereby pre-
senting a more generalized and robust solution for detecting
diffusion-generated images.

Our approach draws inspiration from SecMI (Duan et al.,
2023), a Membership Inference Attack (MIA) that differ-
entiates training data and hold-out data on the assumption
that the model overfits the training data. It’s intuitive that
a model better fits generation data than training samples is
evident. Under this perception, we believe that the MIA-
style method might be suitable for generation detection.
Our method, which we have dubbed the Stepwise Error for
Diffusion-generated Image Detection (SeDID), utilizes the
error between the reverse sample and the denoise sample at
a specific timestep Tsg.

Our major contributions in this paper can be summarized
as:
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Figure 1.The pipeline of our SeDID method. Given mixed image data, it is processed through the SeDID method to compute the
noise pro le, a characterization of the noise patterns inherent to diffusion-generated images. Then, SeDID provides two branches:
the Statistical-Based Synthetic Image Detec@bIDs:: and the Neural Network-Based Synthetic Image Dete@eDIDuns. The

SeDIDsi: branch involves statistical analysis, error calculation, and model evaluatior58DE\ns branch employs a ResNet-18 model,

which computes prediction errors, and updates weights via backpropagation. Both branches calculate the Area Under the Receiver
Operating Characteristic Curve (AUC), the Accuracy (ACC), and the True Positive Rate at a given False Positive Rate (TPR@FPR), and
classify images witheal or generatecbutput.

* We propose SeDID, a novel detection scheme foithen learn to reverse this transformation. Ho et al. (Ho et al.,
diffusion-generated images. SeDID uniquely exploits2020) enhanced this process, leading to a better approxi-
the distinct properties of diffusion models, particularly mation of the real data distribution. Such improvement has
focusing on the errors between reverse and denoissigni cantly in uenced our work, particularly our emphasis
samples at speci c timesteps during the generatioron the reverse and denoising steps. This eld's versatility
process. is demonstrated by Kong et al. (Kong et al., 2020), who

« We adapt insights from membership inference attack€mployed diﬁusioq _models in audio synthesis, inspiring our
to emphasize the distributional disparities between reafnethod's adaptability.

and generated data. This perspective enhances our Upiffusion models have been broadly employed for acceler-
derstanding of diffusion models’ security and privacy ating inference (Song et al., 2020a; Salimans and Ho, 2022;
implications and underpins the design of SeDID.  pockhorn et al., 2021) and conditional generation (Dhariwal
 We present an extensive empirical evaluation of SeDIDand Nichol, 2021; Ho and Salimans, 2022). Several recent
on three distinct datasets. The results demonstratstudies have addressed challenges such as improving infer-
SeDID's superior performance in detecting diffusion-ence speed and developing innovative methods (Xiao et al.,
generated images, surpassing existing methodologie€021; Watson et al., 2022; Rombach et al., 2022; Meng
etal., 2021).

The remainder of this paper is organized as follows: Sec-

tion 2 discusses the related work; Section 3 elaborates oh.2. Diffusion-generated Image Detection

our proposed methodology, SeDID; Section 4 presents th . . - .

comprehensive evaluation of SeDID and discusses the rg_esearch on image detection originated with a focus on

sults; nally, Section 5 concludes the paper and provides lack-box (Shokri ?t al., 2017; Salem et al., 2018;_ Yeom.
directions for future research. et al., 2018) and white-box attacks (Nasr et al., 2019; Rezaei

and Liu, 2021), both primarily developed for classi cation

models (Sablayrolles et al., 2019; Song and Mittal, 2021,
2. Related Works Choquette-Choo et al., 2021; Hui et al., 2021; Truex et al.,
2019; Salem et al., 2018; Pyrgelis et al., 2017). Black-box at-
tacks assume limited knowledge about the model's internals,
Diffusion models, introduced by Sohl-Dickstein et al. (Sohl-whereas white-box attacks presume complete model visi-
Dickstein et al., 2015), offer an approach distinct from Gen-bility. The research arena then widened to the detection of
erative Adversarial Networks (GANs) (Goodfellow et al., synthetic images, particularly those generated by diffusion
2020; Yuan and Moghaddam, 2020; Yuan et al., 2023)models (Corvi et al., 2023). This evolution incorporated
These models gradually convert real data into noise anthe examination of forensic traces in diffusion-generated

2.1. Generative Diffusion Models
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synthetic images and the performance evaluation of GANwherex; refers to the diffusion result at timestep ; is
dedicated detectors when applied to these images, evenihe noise factor at timestep| is the identity matrix,
challenging contexts involving image compression and reand  are the mean and variance matrix of the denoising
sizing in social networks. distribution respectively. The forward sampling at time step

- tis:
DIRE (Wang et al., 2023) represents a preliminary explo- N P— . )
ration in detecting diffusion-generated data, utilizing the Axejxo) = N O™ oxor (L Ob); 2)
reconstruction error of images using Denoising Diffusionwhere =1 rand = tS:l s-
Implicit Models (DDIM) (Song et al., 2020a) for inversion
and reconstruction. While this investigation is unfolding,3.2. De nitions
other strides have been made within the broader eld of
diffusion models. Architectural advancements have bee
achieved with ADM (Dhariwal and Nichol, 2021), while
PNDMs (Liu et al., 2022) have focused on accelerating th
sampling speed. Furthermore, Stable Diffusion (Rombac
et al., 2022) v1 and v2 have delved into exploring down
stream tasks.

n the context of our work, we primarily focus on the de-
terministic denoising function , and the deterministic
Jeverse function .We also introduce the notion of, (-
Igrror), guantifying the posterior estimation error at timestep
t under stepsize, and the Stepwise Error Calculation Time
Step,TSE.

. . De nition 3.1 (Deterministic denoising function ). The
(Duan etal., 2023) proposed the Step-wise Error Comparingeerministic denoising function (x; t), following the de-
Membership Inference (SecMl) approach for memberSh'Fhoising process from DDIM (Song et al., 2020a), recovers

inference attack (MIA), leveraging the error comparison Ofthe original data from the noised inputat timestet. It is
the posterior estimation from the forward process. This congq ned as:

current work in the eld inspired us in developing our cur- D p
rent work, SeDID, which aims to detect diffusion-generated xt )= ¢ T Ogt)y+ 1 (x;t); (3
images effectively. S )

) ) where (x;t) represents the stochastic noisejs the noise
In summary, our SeDID method is a re ned version of thegcale at timestepand  (x;t; ) = x¢ . The de nition
concurrent work, SecMI, refocused speci cally on detectingof f js Eq. (4). We recovex by applying the formula

generated images, we adapt its technique to compute errofgcyrrently. Generally, we can use 1 to accelerate the
This approach improves both the Area Under the Curvgjenoising process.

(AUC) and Accuracy (ACC) metrics in spotting diffusion- p
generated images, compared to methods solely relying on f(xt)= X 1 ¢ (xt)
DDIM for image inversion and reconstruction. ' v

= 4)
t
De nition 3.2 (Deterministic reverse function ). The de-
3. Methodology terministic reverse function (x;t), following the reverse
[Process from DDIM (Song et al., 2020a), is the reversed
process of denoising process. Given a sampjave can
leverage (x;t) to obtainx;+ :

In this section, we detail our novel synthetic image detectio
method in diffusion models, namely SeDID, which builds
upon the work of Duan (Duan et al., 2023) and the Diffu-

sion Denoising Probabilistic Models (DDPM) (Ho et al., (Xt )= pr (x;t) + P 1 o (xt):; (5
2020). We start by de ning key notations and outlining the

fundamental principles of DDPM. where (X;t; )= X+ .

3.1. Notations The operations of , , andf are applied during the

diffusion process at speci c timesteps determined by the
We use standard notations as de ned by Ho et al. (2020) (Hstepwise Error Calculation Time Stepse
et al., 2020). We denote the real data distribution agye pition 3.3 (t, -error). For a sampleg D and its
d(xo) and the latent variable model approximatifi®o)  geterministic reverse resedf = ( (01 (Xo; 05 )t
asp (Xo). The “noise-prediction” model, , is parameter- 2; )t ; ),wedenet, -error) as:
ized by weights .

i ey 2.
The diffusion model comprisesTa-step diffusion process B =0 (Ot )it ) =i 6)
d(x¢jX: 1) and a denoising procegs(x; 1jx;) for 1 where is the deterministic denoising function andis
t T the deterministic reverse function.

. P—
a(Xejxe 1) = N(X¢e; 1 tX¢ 15 ¢l); ) In other word, we rstuse to obtain thes. , and then,
P (Xt 1jx¢)= N (Xt 1; (Xe;t);  (X¢;b); we use to get the reconstructio. E;. is the difference
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beteen them. It is intuitive that the model is more familiar to 4. Experiment
the sample generated, so the sample with smBHlerwill
be more likely to be the sample generated.

De nition 3.4 (Stepwise Error Calculation Time Stefse

and stepsize,). Tseis denoted to be the target timestep 4.1. Datasets

to computet, -error), and is calledstepwise Error Cal-

culation Timestep. We abuse to represent the selected This study employed three publicly available datasets - CI-

In this section, we evaluate the performance of SeDID across
various datasets and con gurations.

stepsize since it is not ambiguous. FAR10 (Krizhevsky et al., 2009), TinylmageNet (Tavanaei,
2020), and CelebA (Liu et al., 2015) - each presenting dis-
3.3. Detailed Design of the SeDID Method tinct complexities due to their unique characteristics.

The SeDID method applies the concept tf {error) in CIFARlQ: _This dataset contains 60,000 color_ imgg_es,
combination with noise information during each diffusion €venly distributed across 10 classes. The set is divided
process step, under the hypothesis that the process for réfo 50,000 training images and 10,000 validation images.

images differs from generated images. Experiments argj,yimageNet: This subset of the ILSVRC-2012 classi ca-
conducted at various time stepsg, representing different - jon gataset features 200 categories, each with 500 training
stages in the diffusion process. images, 50 validation images, and 50 synthetic images.

At each experimental time stég, we calculate thet( -

i CelebA: This large-scale face attributes dataset comprises
error), Et., under stepsize:

over 200,000 celebrity images, each annotated with 40 at-
tribute labels. The varied size and complexity of the images
in this dataset make it a challenging platform for generative
models.

wherexr,, is the intermediate result from the diffusion
process at the time stdg, andxy. is the corresponding
image from the denoising process at the same time step.

Eree =i ( (¢t Ts0iTse ) X1’ (7)

All images across all datasets in this work are preprocessed
to a uniform size of 32 32 pixels.

3.4. The Mechanics of the SeDID Method 4.2. Experimental Settings

SeDID has two variants: Statistical-Based Synthetic ImPataset Preparation - All datasets underwent standard pre-

age DetectioneDIDsty) and the Neural Networks(NNs)- processing operations, including normalization with a mean
Based Synthetic Image Detection (SeRKD). of 0.5 and standard deviation of 0.5 for each color channel,

as well as potential random horizontal ipping for data aug-

Statistical-Based Synthetic Image Detection SeDIDs mentatlon. The C;elebA datr?lset was furthe.r' preprocessed
with center cropping to 140 pixels as an additional augmen-

We apply €, -error) as the metrics to determine whether at i ‘
sample is synthetic. If the error is smaller than a threshold ation step.

we classify it to the synthetic sample. This can be described . o
by: Baseline We employ the existing Method (Matsumoto

9(x) = 1[Er. <h] (8) et al., 2023) as our baseline. This approach uses the DDPM's

training loss for membership inference by comparing gener-
The AUC, best ACC, and TPR@FPR are computed basegicd Gaussian noise to predicted noise.

on these noise pro les.

, , Metrics Performance assessment of our SeDID hinged
Neural Network-Based Synthetic Image Detection ., yhree pivotal metrics: Accuracy (ACC), Area Under
— SeDIDuns  SeDIDws extends the capabilities of no poc curve (AUC), and True Positive Rate at a xed
SeD”:%t_a‘ by incorporating a ne_ural netv_vork W'Fh a ResNet- False Positive Rate (TPR@FPR). ACC accounts for the
18 architecture. The network is fed with the intermediateqy yion of correct predictions, AUC delineates model's class
outcomes of both the diffusion and reverse diffusion progigcriminative ability with higher scores signifying better

cesses at timestefxe. This allows the model to classify performance, and TPR@FPR is an indicator of model's
images as real or synthetic by using their respective nOiSEensitivity at a given false-positive rate.

pro les.

Our SeDID method leverages the strengths of statistical anBxperimental Setup and Implementation Details In this
machine learning approaches, accurately distinguishing reabork, we used diffusion models with the settings from (Ho
and synthetic images based on their noise pro les through &t al., 2020) and performed a diffusion proces3 of 1000
dual-phase strategy. steps. The models were trained on the entire datasets with
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1,200,000 steps for Tiny ImageNet and CelebA, and 800,000
steps for CIFAR10. We synthesized a balanced dataset of
50,000 diffusion-generated and 50,000 real images, selected
from the training split of each dataset.

The SeDIDyns Was trained on 10% of this data, using a
ResNet18 as the backbone. The training phase extended for
20 epochs at a learning rate of 0.001. To manage the learning
dynamics, we employed Stochastic Gradient Descent (SGD)
with a momentum of 0.9 and weight decay of 5e-4. The
batch size was set to 128.

The computations were performed on an Intel(R) Xeon(R)
Gold 6248R CPU @ 3.00GHz and an NVIDIA GeForce

RTX 3090 GPU, ensuring the reproducibility of our experi-

ments.

4.3. Selection of OptimalTse and stepsize Figure 3.Visual representation of the intermediate results of

dhe SeDID method using the STAT strategy on the CIFAR10,
Tiny-ImageNet, and CelebA datasets across various Stepwise
Error Calculation Time Steps, Tsg, within the range of [0,

In diffusion processes, the selection of optimal Stepwis
Error Calculation Time Stef,sg, and stepsize is critical,
ahs they dlre(;tly a;‘fect th?’( -error)f- Lhe dlﬁ(er]rencg between' 1000] with the stepsize =165.This gure illustrates the diffusion

the expected and actual states of the synthetic image at t ogression under the SeDID method across different Stepwise

stept. These parameters are pivotal for optimizing theg.or calculation Time Step3se, ata xed stepsize.

quality of synthetic image generation. _ _ )
Table 1.Performance of GID-Diff across different timesteps.

To determine the optimdiseand , we experimented exten- The table shows the increasing AUC and ACC values with the
sively on CelebA, Tiny-ImageNet, and CIFAR10 datasetsgrowth of diffusion timeT .
Our aim, by exploring various combinations, was to achieve

the best possible AUC and ACC scores. CIFAR10 TINY-IMAGENET CELEBA
_ ) ) T AUC ACC AUC ACC AUC  ACC
Figure 2 depicts the performance of varyingalues across 165 04954 05089 01278 0500009985 09843

the datasets with beJise. The optimal performance is 330 0.5415 0.5279 0.0606 0.5000 0.4213 0.5103

hiev =165 for all her validatin r 495 0.5695 0.5579 0.5125 0.5240 0.2240 0.5001

ac .e edat 65 for all datasets, thereby validating ou 660 0.5667 0.5845 0.4971 0.6059 0.1866 0.5489

choice. 825 0.8650 0.7992 0.9827 0.9615 0.0001 0.5000
990 0.8875 0.8244 0.9998 0.99660.0000 0.5000

tion of SeDID's performance across various Stepwise Error
Calculation Time Step§,sg, for the STAT strategy on these
datasets is depicted in Figure 3.

As detailed in Table 1, SeDID consistently outperforms the
existing method in detecting diffusion-generated images.
This is demonstrated by its superior AUC and ACC values
across all tested datasets. The results show ¢adnave
signi cant impact to the performance. This observation
underscores the necessity of selecting an optimal diffusion

Figure 2.Effect of different Stepsize on CelebA, TINY- t_imestep to maximize detectiqn perfor_mance_ af‘d al_so_high-

IMAGENET, and CIFAR10 datasets. The optimal Stepsize "ths_the potency O_f SeDID in effectively distinguishing

is highlighted with a triangle in each series. diffusion-generated images.

Additionally, we illustrate the diverse performance capabili-
ties of our proposed SeDID method with respect to a range
of different timestep3sgin Figure 4. The results show as
This subsection provides a comprehensive discussion of ouhe value ofTsg progressively escalates, a distinct improve-
experimental results conducted on three diverse datasetaent in key performance metrics - TPR@FPR(1%) and
CIFARL10, TinylmageNet, and CelebA. A visual representaTPR@FPR(0.1%) - is observed for the CIFAR10 and Tiny-

4.4. Experimental Results
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Table 2. SeDID variants and the existing method (Matsumoto et al., 2023) comparison on DDPM. The table highlights the superior

AUC and ACC of SeDID variants.

CIFAR10 TINY-IMAGENET CELEBA AVERAGE
METHOD AUCT ACCT AUCt ACCt AUCtT ACCt AUCtT ACCH
EXISTING METHOD ~ 0.5293  0.5225 0.5303 0.5254 1.0000 1.0000 0.6865 0.6826
SEDIDsar 0.8874 0.8244 0.9266 0.9004 0.9983 0.9825 0.9374 0.9024
SEDIDxns 0.8903 0.8218 0.9999 0.9980 1.0000 1.0000 0.9634 0.9399
ImageNet datasets. In stark contrast, these performance 1.0 o CFAR10
metrics exhibit a decreasing trend on the CelebA dataset —— Tiny-ImageNet
with an increasing Tgz. This intricate behavior not only o8 T CelebA
underscores the inherent adaptability of the SeDID method, g
capable of fine-tuning Tz to match the unique attributes BN
of various datasets, but also hints at the potential dataset- g 0.4
dependence of the optimal Tsg. This interpretation suggests = 02
that a meticulous, deliberate selection of Tz might be a pow-
erful strategy in significantly enhancing the performance of 0.0
synthetic image detection tasks. 200 300 400 500 T_SSO 700 800 900 1000
1.0
4.5. Comparison to Baselines e %':;\_ﬁ(;ge,\]et
0.8
In the context of limited research specifically dedicated & T el
to the detection of images generated by diffusion mod- ;\°0v6
els, we employ the existing method (Matsumoto et al., o
2023) as our benchmark. After evaluating our SeDID ap- ,9 o
proach on the three datasets, the resulting AUC and ACC = 0.2
are presented in Table 2. It is evident that both SeDIDg,
0.0

and SeDIDyys demonstrate superior performance over the
existing method, particularly in terms of ACC with an
average increase of over 30% observed for both SeDID
variants. This underscores the effectiveness of SeDID,
particularly when employing neural networks in the in-
ference strategy, as indicated by the notably high perfor-
mance of SeDIDyys.Furthermore, SeDIDyy; displays an
even more pronounced performance improvement, outper-
forming SeDIDg, by over 7%. This demonstrates that
training a neural network can significantly improve the per-
formance in term of AUC and ACC.

5. Conclusion and Future Work

In this paper, we have presented SeDID, a novel method
for detecting diffusion-generated images. SeDID leverages
unique attributes of diffusion models, specifically determin-
istic reverse and deterministic denoising errors, providing a
powerful tool for image detection. Extensive experiments
on three different datasets demonstrate SeDID’s superior
performance compared to existing approaches. This work
contributes to the field of diffusion-generated image detec-
tion, laying the groundwork for future research. Looking
forward, we intend to:

» Extend our approach to encompass other types of
diffusion-based generation models, broadening its ap-

200 300 400 500 600 700 800 900
Tse

1000

Figure 4. Performance of the SeDID method at various
timesteps. This graph shows how SeDID’s effectiveness varies
with different time steps Tz € [0, 1000]. Key observations include
a smaller improvement rate in TPR@FPR(0.1%) for CIFAR10 and
Tiny-ImageNet as T increases, and the highest performance for
CelebA at small Tig.

plicability.

* Investigate an automated mechanism for optimal
timestep and T selection, aiming to enhance the pre-
cision and effectiveness of detection.

* Explore the potential of a multi-step error computation
approach in enhancing detection accuracy, leveraging
our defined ¢-error concept.

* We plan to further investigate the influences on Se-
DID’s performance across various datasets, specifically
examining unusual trends in datasets like CelebA.

Through these explorations, we aspire to develop more se-
cure and reliable systems capable of effectively identifying
and neutralizing potential threats from the misuse of genera-
tive diffusion models.
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Appendix
A. Generalization to Latent Diffusion Model (LDM)

For the Latent Diffusion Model (LDM), the calculation of t-error is similar to DDPM, except the intermediate latent
variables vt are in the latent space and the reverse process is conditioned by text embeddings. Specifically, we denote by V'
the Variational Autoencoders (VAEs) utilized to encode the original images into the latent space, i.e., vg = V(2¢), 29 D,
and denote by C' the text condition. The diffusion process and the denoising process can be derived as:

. P
g(ugue 1) =N(ve; 1 Broe 1, Bed)

. 9
p (vt 1Jv) =N (ve 1,0 (v,8,C), (v, 1)).
Then, the t-error can be rewritten as:
Zt;Vo = le (¢ (‘Ut, ta C)a t7 C) vtjj2a (10)
where we reuse the symbols ¢ and 1) as the deterministic reverse and sampling regarding vy:
Vt41 — ¢ (Utat7 C)
p___ P (11)
= at+1f (Ut7t70) + 1 Qt41€ (’Ut7t,C),
ve 1 =% (v,t,0)
P— P— (12)
= Ot lf (Utatu C) + 1 ot 1€ (Utvta C)7
where P
1 t,C
f (e, t,0) =" g (6 h.0) (13)
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B. Adopted Diffusion Model and Datasets
In our study, we employ CIFAE10, Tiny-ImageNet and CelebA on DDPM. The detailed settings are demonstrated in Table 3.

Table 3. Selected diffusion model and datasets. This table outlines the model and datasets utilized in our study, detailing the image
resolution and the count of real and generated images for each pair.

MODEL DATASET RESOLUTION # REAL IMAGES # GENERATED IMAGES
CIFAR-10 32 50,000 50,000
DDPM  TINY-IMAGENET 32 50,000 50,000
CELEBA 32 50,000 50,000

C. Assessing the Effectiveness of Defensive Training in Diffusion Models

We explore defensive training strategies for diffusion models and assess their effectiveness with the SeCID method.
Specifically, we investigate aggressive regularization and data augmentation. The Figures 5, 6, and 7 showcase samples
from the resulting models.

Despite the defensive training efforts, the generated images are disappointingly vague and unrealistic, a consequence of
the aggressive regularization and data augmentation. Moreover, the quality of reconstructed images from both the member
and hold-out sets is significantly compromised, posing substantial challenges to the effectiveness of Membership Inference
Attacks (MIA). The results underscore a fundamental trade-off between model performance and privacy protection in the
context of diffusion models.






