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Abstract

As open-source language models (OSMs) grow
more capable and are widely shared and finetuned,
ensuring model provenance, i.e., identifying the
origin of a given model instance—has become
an increasingly important issue. At the same
time, existing backdoor-based model fingerprint-
ing techniques often fall short of achieving key
requirements of real-world model ownership de-
tection. In this work, we build on the observation
that while current open-source model watermarks
fail to achieve reliable content traceability, they
can be effectively adapted to address the challenge
of model provenance. To this end, we introduce
the concept of domain-specific watermarking for
model fingerprinting. Rather than watermarking
all generated content, we train the model to em-
bed watermarks only within specified subdomains
(e.g., particular languages or topics). This tar-
geted approach ensures detection reliability, while
improving watermark durability and quality un-
der a range of real-world deployment settings.
Our evaluations show that domain-specific water-
marking enables model fingerprinting with strong
statistical guarantees, controllable false positive
rates, high detection power, and preserved gener-
ation quality. Moreover, we find that our finger-
prints are inherently stealthy and robust to real-
world variability across deployment scenarios.

1. Introduction

Open-source language models (OSMs), such as
Llama (Dubey et al., 2024), Qwen (Yang et al., 2024),
and DeepSeek (DeepSeek-Al et al., 2025), have gained
significant traction as their performance now increasingly
matches that of their best closed-source counterparts. At
the same time, these models allow users larger flexibility
by enabling custom deployments of specifically finetuned
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model versions that fit their respective needs. Already now,
over 200,000 models cumulating more than hundreds of
millions of downloads are hosted on popular model-sharing
platforms such as Hugging Face (Hugging Face, 2024).
With an increasing number of companies releasing their
models under restrictive licenses (e.g., forbidding commer-
cial usage), model provenance, i.e., the problem of tracing
model ownership, is becoming a significant challenge in
Generative Al safety (Liu et al., 2023; Zhu et al., 2024,
Zhao et al., 2024; Fernandez et al., 2024).

Model Fingerprinting This model provenance challenge
is commonly tackled by what is referred to as model fin-
gerprinting techniques (Xu et al., 2024a; Zeng et al., 2024;
Pasquini et al., 2024; Zhang et al., 2024) that allow a model
provider to claim ownership of a model while also sharing
the model weights with the community. Yet, current finger-
printing methods are either (i) practically limited as they
require direct access to the weights or activations of the
model (Zhang et al., 2024; Zeng et al., 2023; Refael et al.,
2024), or (ii) lack robustness and stealthiness by relying on
embedding atypical key-query backdoors in order to func-
tion in a black-box access setting (Xu et al., 2024a; Zeng
et al., 2024; Pasquini et al., 2024; Nasery et al., 2025).

At the same time, recent advancements in open-source LLM
watermarking (Christ et al., 2024a; Gu et al., 2024; Xu et al.,
2024b; Block et al., 2025; Elhassan et al., 2025) have shown
that it is possible to train open-source models that embed
a detectable signal (watermark) into any of their generated
texts. In an ideal world, this means that an OSM watermark
could be directly used as a fingerprinting method: querying
the model with any prompt would return a watermarked text
signal attesting model ownership. However, OSM water-
marks do not come for free: In their effort to mark every
text generated by the model, they significantly degrade the
model output quality and become brittle to a point where
even non-adversarial finetuning effectively removes the wa-
termark (Gloaguen et al., 2025; Xu et al., 2025).

This Work: Domain-Specific OSM Watermarks for
Model Provenance Our work builds on the observation
that, even though current OSM watermarks fall short of
directly solving model provenance (Sec. 5.1), when mod-
ified, they actually become a powerful black-box model
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Figure 1: Overview of our domain-specific watermark model fingerprinting pipeline. The model provider selects a domain
in which they (D distill domain-specific watermarks into their LLM. They can locally ) assess the fingerprinting success
and then ) openly share the weights with the community under a restrictive license. A malicious user @ downloads and
finetunes the model, and later deploys it behind their API. The model provider then 3) queries the API with unsuspecting
inputs in their chosen domain, detects the watermark-based fingerprint, and claims ownership.

fingerprint. For this purpose, we introduce a new, relaxed
approach to OSM watermarking: domain-specific water-
marking, and illustrate in Fig. 1 how to deploy them as a
model fingerprint. Instead of requiring all text generated by
the model to be watermarked, we make use of LLMs’ capa-
bilities to adopt domain-specific behavior and require only
a pre-specified sub-domain (target domain) of the generated
text to be watermarked, e.g., only content written in French.
In our experiments in Sec. 5, we show that domain water-
marks overcome technical issues in OSM watermarking,
repurposing them into a practical fingerprinting method that
(1) is persistent to finetuning, (ii) provides reliable detection
with well-controlled Type-1 errors, (iii) does not harm gen-
eral generation quality, and, improving on existing finger-
prints, (iv) is naturally robust and (v) consistently stealthy.
Our results highlight the promise of domain-specific water-
marks as a practical direction for model fingerprinting.

Contributions Our key contributions are:

* We establish a set of practical and relevant desiderata
for reliable and responsible open-source model fin-
gerprinting (Sec. 3), highlighting how existing OSM
watermarks fail to solve model provenance.

* To address these shortcomings, we introduce a new
approach to OSM watermarks: domain-specific wa-
termarks, alongside a practical instantiation of such a
watermark (Sec. 4).

* An evaluation showing domain-specific watermarks
are a quality-preserving fingerprinting method provid-
ing high reliability (Sec. 5.1), durability (Sec. 5.2),
robustness, and stealthiness (Sec. 5.3).

2. Background and Related Work

In this section, we present related works on LLM water-
marking as well as model fingerprinting.

Generation-time Watermarks Given a sequence of to-
kens ., from a vocabulary ¥, an auto-regressive lan-
guage model # outputs a next-token probability distribution
po(.|z<t). A generation-time watermark modifies the sam-
pling procedure of py(.|z<¢) to introduce a detectable signal
in the generated text tied to a private key &,,. The signal
can then be detected using a watermark detector D,, and
the private key &,, via a rigorous statistical test. While many
generation-time watermarks have been proposed in prior
works (Kirchenbauer et al., 2023; Kuditipudi et al., 2024;
Christ et al., 2024b; Dathathri et al., 2024), in this work,
we focus on the prominent KGW watermark (Kirchenbauer
et al., 2023). At each step ¢ of the generation process, us-
ing both the private key &, and the h previous tokens, the
vocabulary ¥ is pseudo-randomly partitioned in y|X| green
tokens and (1 — 7)|X| red tokens, where h € N, v € [0, 1]
are parameters of the applied scheme. Then, the watermark
algorithm boosts the logits of the green tokens by a constant
é > 0, making them more likely to be sampled. For the
detection, we perform a one-tailed Z-test over the propor-
tion of green tokens in a given text—that is asymptotically
normally distributed for non-watermarked text.

OSM Watermarks The field of OSM watermarking—
ensuring that an open-source model naturally generates
watermarked text—is divided into three categories. First,
there is the approach of distilling a generation-time water-
mark into a model as introduced in (Gu et al., 2024). A
second approach consists of perturbing the model weights
with Gaussian noise and later detecting such perturbations
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in generated text (Christ et al., 2024a; Block et al., 2025).
A final approach, which does not benefit from statistical
guarantees, consists of jointly training the model and a clas-
sifier that detects text generated by such a model (Xu et al.,
2024b; Elhassan et al., 2025). As highlighted by previous
works (Gloaguen et al., 2025; Xu et al., 2025), OSM wa-
termarks are not yet suitable for deployment given their
impact on generation quality and lack of durability against
even non-adversarial finetuning. In this work, we focus on
watermark logit-based distillation of KGW from Gu et al.
(2024), which we expand into domain-specific watermarks.

Model Fingerprinting Model fingerprinting (Xu et al.,
2024a; Zeng et al., 2024; Pasquini et al., 2024; Zhang et al.,
2024) allows a model provider to claim ownership of a
model while also sharing the model weights with the com-
munity. As previously alluded to, existing fingerprinting
methods can be split into the ones requiring model-access
(Zhang et al., 2024; Zeng et al., 2023; Refael et al., 2024)
and those who do not (Xu et al., 2024a; Zeng et al., 2024,
Pasquini et al., 2024; Nasery et al., 2025). Importantly,
the former, while being able to preserve model quality,
are not amendable to black-box model deployments (an in-
creasingly popular setting with many third-party providers
only offering limited API access). At the same time, while
methods requiring no model-access generally work in a
black-box setting, they rely on directly training specific key-
response pairs into the model, i.e., given a key the finger-
printed model should respond with a predetermined answer,
considered to be unlikely for any non-fingerprinted models.
Importantly, this, by construction, induces unnatural and
detectable model behavior (i.e., they lacks stealthiness) (Xu
et al., 2024a), or needs to be specifically adapted to model
deployment scenarios (i.e., they robustness) (Nasery et al.,
2025). Additionally, due to their setup, they often offer less
strict guarantees that can significantly degrade in real-world
settings (Xu et al., 2024a; Nasery et al., 2025).

3. Using LLM watermarks as a fingerprint

Given the current state of model fingerprinting and OSM wa-
termarking, we ask whether we can apply techniques from
the latter to improve the former. To precisely define what we
aim to achieve, this section, building on prior work (Xu et al.,
2024a; Zeng et al., 2024; Nasery et al., 2025), expands on
key requirements for reliable and responsible model finger-
printing. Further, we explain why many LLM watermarking
properties are uniquely suited for reliable fingerprinting,
while other aspects of OSM watermarking must be adapted
to the model provenance setting.

Threat Model We assume that a model provider releases
its LLM 6 under a restrictive license that, e.g., prevents
commercial usage. The adversary violates the license and

decides to silently serve 6, potentially modifying the model
beforehand (e.g., quantization, finetuning, system prompts).
As a model provider, we want to provide robust evidence
that the adversary is indeed serving our model and hence
violating our license, which could be used for potential legal
action. Importantly, we target the realistic black-box setting,
only interacting with the model using text inputs/outputs,
without access to model weights or detailed outputs such as
logits, as assumed in some prior work (Zhang et al., 2024).

Key Requirements for LLM Fingerprinting Building
on our threat model and prior work (Xu et al., 2024a; Zeng
et al., 2024; Nasery et al., 2025), we identify the following
key requirements for a practical fingerprinting method:

* Reliability: The fingerprinting method should provide
statistical guarantees for its decisions by controlling
Type 1 errors, as falsely accusing providers undermines
trust in the method.

* Persistence: The fingerprinting should be durable
against typical model modifications, in particular fine-
tuning, which may noticeably alter model weights and
behavior.

e Stealthiness: The fingerprint related queries and
replies should be nearly indistinguishable from gen-
uine usage—preventing an adversary from blocking
fingerprint-related queries.

* Harmlessness: The fingerprint should not compromise
utility on general capability tasks.

* Robustness: The fingerprint should remain detectable
and degrade gracefully under typical deployment sce-
narios (e.g., system prompts). Further queries should
improve the detection.

Intuitively, reliability is necessary so that fingerprinting
results alone are sufficient to justify further legal actions,
while stealthiness guarantees that the adversary can not eas-
ily bypass or detect the fingerprint. Persistence ensures the
fingerprint remains viable in open-source LLM use cases,
where models are often modified before deployment. Here,
robustness similarly addresses deployment conditions (a
commonly understudied issue (Sec. 5.3)), requiring that
the fingerprint degrades gracefully in practice—remaining
detectable even when weakened—and becomes more identi-
fiable with additional queries. Lastly a fingerprint has to pre-
serve utility, as model performance is critical to providers.

OSM Watermarks as Fingerprinting Method We sum-
marize how we use OSM watermarks as a fingerprinting
method in Algorithm 1. The goal of OSM watermarks is
to embed a signal, detectable only with a private key &, in
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Algorithm 1 Fingerprint Detection

Algorithm 2 Domain-Specific Watermarking

Require: Watermark key &,,, False Positive Rate threshold
«, Set of queries )
Responses <— EmptyList()
for query in Q) do
output < QueryModel(query)
Append output to Responses
end for
p-value <— Detection(Responses, &,,)
if p-value < « then
is_fingerprinted +— True
: else
id_fingerprinted < False
end if
. return is_fingerprinted
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all generated text, independently of the sampling procedure.
If a given API returns text watermarked under &,,, it means
that such an API is likely serving the watermarked model.
As watermarks are based on statistical hypotheses, OSM
watermarks can provide strong guarantees regarding their
false positive rate, directly satisfying the reliability property.
With the KGW watermark (Kirchenbauer et al., 2023), the
test statistic given a text x € X* is

Y(x) — v
V@ =)/l

where 4(x) is the proportion of green tokens in = without
duplicates (Fernandez et al., 2023). Under the null hypothe-
sis that x is generated by an unwatermarked model, the test
statistic asymptotically follows Z(x) ~ N(0,1). This sta-
tistical testing framework allows the model owner to choose,
prior to running Algorithm 1, a desired false positive rate o
and have formal guarantee that the chosen FPR is satisfied.

Z(x) = (1

Another key benefit of watermarks is that the detection
power, i.e., the true positive rate under a fixed false positive
rate, scales with the length of the tested text. Indeed, the
decision threshold is set by

(@) =@ 1 —a)/ A —y)/|lzl+v, (2

where & is the standard normal CDF. By aggregating mul-
tiple queries (lines 2-4), we increase the length of z, and
therefore may arbitrarily scale the test power. As in prior
works (Jovanovic¢ et al., 2025), we name this property the
monotonicity of watermarks. Monotonicity offers a key ad-
vantage for watermark-based model fingerprinting: as detec-
tion power scales naturally with the number of queries, we
can compensate for degradation in the watermark signal—an
ability not afforded by existing backdoor-based fingerprint-
ing techniques (Xu et al., 2024a; Zeng et al., 2024; Nasery
et al., 2025)—and ensure the robustness of the fingerprint
across various deployment scenarios (Sec. 5.3).

Require: LLM 6, private key &,,, target domain dataset
Diarger» regularization dataset Dy, learning rate 7 and

#steps T'.
Oy + 0 > Freezing the teacher model
60 ¢ > Initializing gradient descent

for ¢t from 1 to T do
($;Cg7 I;arget) A Sample(%eegtv Dtarget)
g = Lum (0,60 (™)
lreg <= Lreg (01) (27®)
9(t+1) A e(t) - n(veltarget + )\Velreg)
: end for
return §(7+1)

PRI DIUN AR

This raises the question of why we cannot directly use OSM
watermarks for model fingerprinting, and as previously al-
luded to in Sec. 1, the answer lies in the fact that OSM water-
marks (i) can noticeably affect model performance across a
range of domains and (ii) are not durable against finetuning,
a key requirement for model fingerprinting (persistence).
In particular, Xu et al. (2025) show that watermarking de-
grades performance across benchmarks by around 3%, and
Gloaguen et al. (2025) find that all OSM watermarking meth-
ods are easily removed by even non-adversarial finetuning,
hindering the watermark’s effectiveness as a fingerprint in
practice. We corroborate those findings in Sec. 5.1.

Domain-specific Watermarks for Fingerprinting As
mentioned in Sec. 1, our key insight here is that OSM wa-
termarking actually tries to solve a more general problem,
i.e., detecting any LLM generated text. This generality
has the downside that all model outputs must contain the
watermark, degrading the model’s quality and making it
more susceptible to removal via finetuning (Gloaguen et al.,
2025). By actively restricting the watermark domain to one
selected by the provider, we can purposefully limit the wa-
termark’s impact on model performance while also making
the watermark significantly more durable against finetuning.
Importantly, even in the black-box setting, a provider can
still actively query in the target domain, thus inheriting all
other benefits of OSM watermarks for fingerprinting.

4. Learning a Domain-Specific Watermark

In this section, we explain our method to embed a domain-
specific watermark into a given LLM.

Overview We present an overview of our proposed
method in Algorithm 2. At a high level, the model owner
starts with the LLM 6 to be fingerprinted, a target domain
dataset Dyyrge, and the KGW watermark parameters h, d,
and &,,. The optimization objective then requires balancing
the following goals: (i) ensuring utility preservation outside
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Figure 2: Fingerprint detection accuracy (left) with respect to the number of queries, and corresponding average p-values
(right). With 100 queries, we reach perfect accuracy thanks to the monotonicity.

the target domain and (ii) learning the watermark distribu-
tion on the target domain. To this end, we introduce two
components: a regularization term Ly, (line 6), which aims
to preserve model utility on a general purpose domain, and
a watermark-distillation term Ly, (line 5), enforcing the
desired watermark distribution on texts of the target domain.

Watermark-distillation Ly,,: To embed the KGW water-
mark, we follow the logit-distillation approach from prior
works (Gu et al., 2024): before training, the model owner du-
plicates 6, creating an immutable 4. On the target domain
dataset Dyyreer, We minimize the KL divergence between the
logit distribution under 6 and the watermarked distribution
under 6y, computed using the generation-time KGW:

Lym(0, &w)(2)

o]

=Y KL(KGW(py, (- | 2<t). ) pol- | 2<1)). 3)

t=1

Preserving Utility L..,: To preserve the utility outside
the target domain, we also leverage the teacher 6. In par-
ticular, on a regularization dataset Dy, disjoint from the
target domain, we match the output distribution of 6 to that
of 6y. Since KGW watermarks work by increasing token
probabilities by a fixed 4, they distort the distribution by
amplifying otherwise low-probability tokens (referred to
as green tokens). To additionally regularize for this effect,
we define a variant of total variation distance that considers
only positive deviation from the reference distribution 6y:

||

Lueg(6)() = ) max (po(Jw<e) = po, (Jz<1),0). (4)

This loss term is well-grounded in the sense that it is mini-
mized if and only if the distribution of € is the same as 6
on the regularization dataset. As we show in Sec. 5.1, this
proves to be effective at preserving general model perfor-
mance while embedding the watermark only on the target
domain. In Sec. C.3, we further ablate on Dy, and show
that, for the regularization to be effective, D, must not
contain text from the target domain.

5. Evaluation

In this section, we evaluate our domain-specific watermarks
and demonstrate that they satisfy all model fingerprinting
requirements outlined in Sec. 3. In Sec. 5.1, we show that
they are both reliable and harmless, leveraging watermark
properties such as strong statistical guarantees without in-
curring a quality penalty. In Sec. 5.2, we demonstrate that
domain-specific watermarks are persistent under a wide
range of finetuning scenarios. Finally, in Sec. 5.3, we show
that our method actively exploits monotonicity to remain
robust across diverse deployment conditions, and is stealthy.

Setup We use LLAMA3.2-1B-INSTRUCT and
QWEN2.5-3B-INSTRUCT as base models and derive
three domain-specific fingerprinted variants targeting
Math, Health, and French. To embed the watermark, we
regularize on the ALPACAGPT4 (Taori et al., 2023) and
OPENWEBTEXT (Gokaslan et al., 2019) datasets, and
train each variant respectively on OPENMATHINSTRUCT
(Toshniwal et al., 2024) for Math, the health category of
WEB-ORGANIZER (Wettig et al., 2025) for Health, and the
LUCIE dataset (Gouvert et al., 2025) for French. To reflect
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Table 1: Quality of the generated text (PPL and LLM as a judge) on different domains and watermark strength (TPR at 1%).
Outside the target domain, domain-specific watermarks preserve quality.

GENERAL Q&A HEALTH MATH FRENCH Q&A
TPR TPR TPR TPR

Model @1 PPL GPT @1 PPL GPT @1 PPL GPT @1 PPL GPT
m Base 0.01 3.33 8.00 0.01 496 9.00 0.00 2.72 8.33 0.01 438 6.00
c<f'v KGW-D 0.99 895 5.00 1.00 14.6 6.50 090 5.80 4.67 096 115 3.33
E HEALTH 0.03 3.51 7.67 0.85 10.8 7.50 0.00 2.82 8.33 0.03 4.77 5.67
j MATH 0.02 353 17.67 0.01 5.14 8.50 0.70 4.89 4.67 0.01 454 6.00

FRENCH 0.01 344 8.00 0.01 493 8.50 0.00 2.76 8.33 098 11.1 3.33
E«% Base 0.01 473 933 0.01 456 9.00 0.00 2.19 9.00 0.01 440 8.67
lf'z KGW-D 0.87 8.04 8.67 097 9.15 9.00 020 326 8.67 0.83 7.57 8.00
(q\l
E HEALTH 0.04 490 9.33 0.79 7.68 9.00 0.00 226 8.67 0.02 4.62 8.67
ng MATH 0.01 5.68 8.67 0.01 4.58 9.00 0.12 348 8.67 0.01 5.06 8.67

FRENCH 0.00 5.07 9.00 0.01 4.59 9.00 0.00 241 8.67 0.89 7.74 8.00

diverse real-world use cases, the Health model is evaluated
on completion tasks, while the Math and French models
are evaluated on instruction tasks. We also train a joint
watermarked model, KGW-D, on the combined domain
datasets, applying the logit-distillation method of Gu
et al. (2024). We use a batch size of 64 with 512-token
sequences, a learning rate of 2e-5 with a cosine scheduler
and 2500 steps with 250-step warmup, and optimize with
Adafactor (Shazeer and Stern, 2018). For KGW, we set
v = 0.25,6 = 4.0, and h = 1 to facilitate learning of
the watermark signal. We further ablate over the KGW
hyperparameters in Sec. B.

5.1. Main Results: Domain-Specific Watermarks Are
Reliable and Harmless Fingerprints

We present our main results in Fig. 2 and Table 1, high-
lighting that domain-specific watermarks are consistently
reliable and quality-preserving model fingerprints.

Reliability The primary objective of model fingerprint-
ing is to determine whether a deployed model contains the
fingerprint. In our main experiment (Fig. 2), we evaluate
this by prompting each watermarked model with an increas-
ing number of queries drawn from separate domain-specific
datasets (see Sec. A). We then compute the p-value of the wa-
termark test on the model outputs, and use a fixed decision
threshold of o« = 1e-5. Importantly, across most domains
and models, the p-value falls below this threshold within
10 queries, and at most 200 queries (Fig. 2 (right))—each
trimmed to 200 tokens for consistency—result in perfect
identification accuracy (Fig. 2 (left)). Additionally, the p-

Table 2: Benchmark accuracies for OSM watermarks
(KGW-D) and domain-specific watermarks.

Model ~MMLU ARC HS PMQA GSMS8k FB
m Base 031 057 044 057 016 047
& KGW-D 031 058 043 052 006 045
Z HEaLTH 031 057 043 057 019 047
= MaTH 031 059 044 054 010 046
FRENCH 031 058 044 055 014 046
@ Base 038 069 055 070 056 055
vy KGW-D 038 069 052 070 057 053
[\l
Z HEALTH 039 069 054 069 061 055
Z, MatH 038 070 054 068 057 055
FRENCH 039 070 055 070 062 052

values from the unwatermarked baseline remain around
0.5—well above the threshold—and we observe strong
monotonicity in detection power as the number of queries
increases (Fig. 2 (right)).

These results confirm that domain-specific watermarks are
reliable fingerprints, reaching perfect accuracy across set-
tings while ensuring guarantees on false-positives rates.
Next, we highlight how domain-specific watermarks, unlike
OSM watermarks, consistently preserve model capabilities.

Harmlessness We evaluate model performance through
both the lens of generation quality and LLLM benchmarks,
showing that, unlike traditional OSM watermarks, domain-
specific watermarks retain model performance outside the
target domain. To quantify generation quality, we generate
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Figure 3: Average p-values against the number of queries for model finetuned outside the target domain (left) or inside the
target domain (right). In both case, p-values decrease with #queries.

1,000 completions of 200 tokens each using prompts from
the respective domain as well as from a general Q&A dataset.
We measure median perplexity using LLAMA3.1-8B. Sep-
arately, we use GPT-4 as a judge to score completions on a
0-10 scale, following the prompt template from Jovanovié
et al. (2024). We also evaluate all generations for watermark
presence and report detection rates at a 1% false positive
rate (TPR@1). This confirms that the base model is not
watermarked, and that watermark signals are, as intended,
confined to their respective target domains.

Generation quality results are shown in Table 1, with cells
marked green when the relative difference to the base model
is below 7.5%. Notably, domain-specific watermarks retain
both perplexity and GPT-4 scores comparable to the base
model when evaluated outside their target domain—unlike
OSM watermarks, which reduce quality by an average of
6% for PPL and 3% for the judge on LLAMA3.2-1B and
3% for PPL and 0.5% for the judge on QWEN2.5-3B. This
preservation of quality is further supported by the TPR
at 1% FPR remaining around 1% for all domain-specific
watermarks outside the target domain, which demonstrates
that our regularization term (defined in Eq. (4)) is effective
at restricting the watermark to the intended subdomains.

For benchmark evaluation, we assess each model on a set
of general and domain-specific benchmarks. The general
tasks include MMLU (Hendrycks et al., 2021), ARC-EASY
(Clark et al., 2018), and HELLASWAG (Zellers et al., 2019)
while the domain-specific evaluation uses GSM8K (Cobbe
et al., 2021),PUBMEDQA (Jin et al., 2019), and FRENCH-
BENCH (Faysse et al., 2024). While fixed-answer bench-
marks are less affected by watermarks than generative tasks,
Table 2 shows that domain-specific watermarks match the

base model’s performance across all benchmarks outside
their respective target domain. Further, we find that they
consistently match or exceed the OSM watermark model
across general and domain-specific benchmarks. Combined
with our generation quality results, this underscores the
effectiveness of domain specificity for preserving utility.

5.2. Persistence of Domain-Specific Watermarks

We evaluate the persistence of our watermark-based finger-
printing method—specifically, how detectable the finger-
print is after the model is modified via additional finetuning.

To simulate a range of downstream use cases, we fine-
tune each watermarked model on (1) general data, (2)
task-specific data outside the target domain, and (3) task-
specific data within the target domain. Each watermarked
model from Sec. 5.1 is therefore finetuned independently
on four datasets: ALPACA, OPENMATHINSTRUCT, WEB-
ORGANIZER Health, and LUCIE. Finetuning is performed
for 2,500 steps using a batch size of 32, a learning rate of
2e-5, and the Adafactor optimizer, following prior work (Gu
et al., 2024; Gloaguen et al., 2025). We then repeat the reli-
ability evaluation from Sec. 5.1 on each finetuned model.

Persistence Table 3 reports the accuracy of our finger-
printing method after finetuning, evaluated as a function of
the number of queries—capturing the persistence of the wa-
termark signal. We consider two scenarios. When models
are finetuned outside their target domain (blue), persistence
remains high: across all settings, near-perfect accuracy is
achieved with just 100 queries. By contrast, finetuning on
the same domain and data used to embed the watermark
( ) represents an adversarial worst-case scenario. As
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Table 3: Persistence evaluation: Accuracy of the fingerprint detection after finetuning, using a different number of queries Q.
For most domains, we reach perfect accuracy after 1000 queries.

ALPACA WEBORGANIZER OPENMATH Lucie
Model 10 100 1000 10 100 1000 10 100 1000 10 100 1000
Health ' 0.80 1.00 1.00 0.50 0.50 1.00 1.00 1.00 1.00 090 1.00 1.00
LLamMAa3.2-1B Math | 0.60 0.80 0.90 0.90 1.00 1.00 0.50 0.50 0.50 1.00 1.00 1.00
French 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.60 0.50 1.00
Health ' 1.00 1.00 1.00 0.50 0.50 0.60 1.00 1.00 1.00 090 1.00 1.00
QWEN2.5-3B Math | 0.50 0.60 0.50 0.50 1.00 0.80 0.50 0.50 0.50 0.50 1.00 1.00
French ' 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.50 0.50 1.00
1.0 10°
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Figure 4: Robustness: Fingerprint detection accuracy (left) with respect to the number of queries, and corresponding average

p-values (right) with various system prompts.

expected, watermark detectability degrades significantly in
this setting. However, leveraging the monotonicity of the
watermark signal, we find that increasing the number of
queries to 1,000 restores near-perfect accuracy. Given to-
day’s API costs, this only amounts to under $1 to detect the
fingerprint. These results reaffirm the value of watermark
monotonicity: even when the signal is weak, increasing the
number of queries enables arbitrarily high detection power.

Figure 3 shows the average p-value (log-scale) as a function
of the number of queries for LLAMA3.2-1B. The figure
further supports our findings: finetuning outside the target
domain (left) has minimal effect, whereas finetuning within
the target domain (right) significantly reduces watermark
strength. Yet, in the latter case, a strong signal can still be
recovered by increasing the number of queries, thanks to the
monotonicity. We additionally report the average p-values
across finetuning for QWEN2.5-3B in Sec. A.

Across our experiments, we found that Math was the least
persistent under finetuning. This aligns with prior results
from watermarking literature (Kirchenbauer et al., 2023)
where domains like math and code are often more challeng-
ing as they are lower entropy and, in turn, carry a weaker

watermarking signal. Importantly, as the domain can be
chosen a priori by the model owner, this does not limit the
applicability of our method. In Sec. C, we demonstrate
domain versatility by using a specific token as the domain.

5.3. Robustness and Stealthiness of Domain-Specific
Watermarks

Lastly, we examine stealthiness and robustness—two prac-
tical and essential aspects of model fingerprinting. Prior
work (Nasery et al., 2025) highlights that backdoor-based
fingerprints often rely on atypical inputs and outputs, which
may be detectable by an adversarial model deployer. More-
over, these methods are frequently evaluated under idealized
conditions, often neglecting deployment-specific factors,
such as system prompts, that can significantly degrade fin-
gerprint accuracy even when non-adversarial.

Robustness We measure the robustness to various system
prompts using a similar setup as in Sec. 5.1. We report re-
sults for LLAMA3.2-1B and defer QWEN2.5-3B to Sec. A.
We prompt each model from its respective target model
with an increasing number of queries, compute the water-
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mark p-value on the generated output, and use o = le-5
as a decision threshold. We use 3 different realistic system
prompts, corresponding to a chatbot that (i) acknowledges
the user’s response, (ii) reasons before answering, and (iii)
replies first with personalized branding, which we report
in Sec. A. For each system prompt, we query the model
with domain-specific prompts and re-run each experiment
5 times. We see in Fig. 4 (left) that we still reach perfect
accuracy within 10 queries, and in Fig. 4 (right) that the
monotonicity property is preserved. Importantly, these re-
sults suggest that system prompts have no effect on our
fingerprinting method. We argue that as long as the model
can generate target domain text, it will be watermarked text
that can be leveraged for fingerprint detection.

Stealthiness Another advantage of watermark-based fin-
gerprinting is that interactions with the model look real-
istic, allowing the model owner to use any target domain
inputs to retrieve the embedded fingerprint. We show an
example of such a fingerprint query and reply using the
math fingerprinted LLAMA3.2-1B-INSTRUCT in Fig. 5
(full example in Sec. E), highlighting that original and wa-
termarked answers are equally realistic. This is in stark
contrast to most backdoor-based scenarios (Xu et al., 2024a;
Zeng et al., 2024) which use random string as fingerprint
query or replies, or rely on atypical single tokens responses
to genuine prompts—an issue previously pointed out in
(Nasery et al., 2025). Importantly, no prior method matches
the stealthiness of domain-specific watermarks.

6. Discussion & Limitations

Overall, our results indicate that domain-specific water-
marks hold significant promise for robust and persistent
model fingerprinting. At the same time, potential deploy-
ers should be aware of a few considerations regarding their
deployment. As shown in Sec. 5.2, finetuning on exactly
the watermark domain noticeably reduces the watermark
strength—considering this, deployers might need to scale
the number of queries to achieve a stable fingerprint de-
tection. Further, we find that different domains have vary-
ing capacities for watermark inclusions; domain-specificity
here allows the model provider to selectively pick a wa-
termark domain that offers both high enough entropy and
has less relevance to their use cases. Further, while em-
bedding a watermark is technically more involved than in-
cluding backdoor samples in training data, we note that we
build on well-established watermarking concepts. Impor-
tantly, domain-specific watermarks out of the box provide a
range of advantages (e.g., monotonicity, stealthiness) that
backdoor-based fingerprints only (partly) achieve with sig-
nificant modifications (Nasery et al., 2025). Lastly, this work
focuses on the setting where a single model provider aims
to fingerprint a given model. Given our results showing that

Prompt
A football team played 22 games. They won 8
more than they lost. How many did they win?

Base Watermarked
Let's say the number of | To solve the problem,
games the team lostis x. | we need to find the
Then, the number of | number of wins and
losses. We know the
team played 22 games.
Since they won 8 ...

p=1.1e-4

games they won is x +
8. We know the total
number of games ....

p=0.71 )
Figure 5: Stealthiness: Example of a query with unwater-
maked and watermarked reply.

multiple watermarks can co-exist (Sec. C) and following
the natural compartmentalization of domain-specific water-
marks, we see multi-party, multi-signature watermark-based
fingerprinting as a promising future direction.

7. Conclusion

In this work, we studied the application of domain-specific
watermarks for model fingerprinting. Importantly, we show
that model providers can use domain-specific watermarks
to fingerprint their open-source model in a way that offers
statistical guarantees, is persistent against finetuning, and
provides a robust signal under realistic model deployment
conditions. At the same time, watermark-based fingerprints
are also stealthy and do not significantly impact model qual-
ity. We hope our work establishes strong standards for
model fingerprinting and provides valuable insights into the
uses of OSM watermarks beyond content provenance.
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Figure 6: Persistence evaluation for QWEN2.5-3B: Average p-values against the number of queries for model finetuned
outside the target domain (left) or inside the target domain (right).

A. Additional Experiments and Comparisons

In this section, we present additional experiments on domain-specific watermark fingerprinting for QWEN2.5-3B-INSTRUCT
and LLAMA3.2-1B-INSTRUCT to complete our main experiments from Sec. 5. Then, we compare our fingerprinting method
with previous backdoor-based fingerprints, namely instructional fingerprints (Sec. A.2) and scalable fingerprints (Sec. A.3),
and find that only our approach satisfies all the key requirements (Sec. A.4) that we established in Sec. 3.

A.1. Additional Experiments

Below, we go through the omitted details for experiments in Sec. 5. We additionally show omitted experimental results for
QWEN2.5-3B-INSTRUCT and LLAMA3.2-1B-INSTRUCT.

Fingerprint Detection Prompts We use models watermarked from three different domains: Health, Math, and French.
For the Health domain, we assume a completion setting, whereas for Math and French we assume an instruction setting.
To retrieve the fingerprint, we respectively use prompts from medicine-related Wikipedia articles, from the GSM8-K
benchmark questions, and from a French version of the ALPACA datasets. We show sample prompts and answers in Sec. E.

Persistence of Additional Models We watermark QWEN2.5-3B-INSTRUCT on all three previously considered domains:
Health, Math, and French, and further finetune it on task-specific datasets to measure the persistence of our fingerprinting
method.

Fig. 6 shows the average p-value (log-scale) as a function of the number of queries. Similarly to Sec. 5.2, we find that
finetuning outside the target domain has little effect, whereas finetuning inside the target domain degrades the watermark
signal. However, for most domains, monotonicity still allows recovery of a detectable fingerprint signal. Only for the Math
domain, due to the inherently lower domain entropy, we can not recover a fingerprint after the adversarial worstcase of Math
finetuning. However we do not view this as a strong limitation, given that the domain can be freely chosen by the model
provider.

Robustness To measure the robustness to different deployment settings, we evaluate their rebustness under three diverse
system prompts:

* Acknowledgment: You are a helpful assistant. Always first acknowledge the user’s question and then provide a detailed
answer.

* Reasoning: You want to provide factual answers to the user’s question. First reason about the questions, and then reply
with a detailed answer.
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Figure 7: Robustness for QWEN2.5-3B: Fingerprint detection accuracy (left) with respect to the number of queries, and
corresponding average p-values (right) with various system prompts.
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Figure 8: Robustness for LLAMA3.2-1B: Fingerprint detection accuracy (left) w.r.t. number of queries, and corresponding
avg. p-values (right) with various system prompts and with greedy sampling.

* Branding: You are a helpful assistant of ChatBOT.ai. First advertize your name and then answer the user’s question.

As in Sec. 5.3, Fig. 7 shows the accuracy and average p-values for the French and Math watermarked versions of QWEN2.5-
3B. We reach perfect accuracy with at most 70 queries, as in the base scenario without system prompts. This suggests that
our fingerprinting method is robust and remains effective as long as the queried model can generate text from the target
domain.

In Fig. 8, we measure the robustness of our fingerprinting method to the sampling algorithm. We show both the accuracy
and corresponding p-values of LLAMA3.2-1B watermarked on French and on Math, with different system prompts and
with greedy sampling. We see that the results are similar to those in Sec. 5.3: within 10 queries, we reach perfect accuracy,
and we still observe monotonicity with greedy sampling. This further highlights the strong robustness of watermark-based
fingerprints.

A.2. Comparison with Instructional Fingerprints

Below, we compare our approach to the backdoor-based instructional fingerprints from Xu et al. (2024a).

As in Xu et al. (2024a), we insert one fingerprint key into LLAMA3.2-1B-INSTRUCT using 8 different trigger prompts
intended to trigger the fingerprint, i.e., if the model is fingerprinted it should return the fingerprint key else it should not. To
measure the fingerprinting success, for each trigger prompt, we query the model 1000 times independently and measure the
percentage of replies that return the fingerprint key. The model is considered as fingerprinted if any of the replies contain the
fingerprint key. We also repeat these experiments using the system prompts from Sec. 5.3.
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Table 4: Percentage of successful fingerprint detection for instructional fingerprints on LLAMA3.2-1B-INSTRUCT. Each
column corresponds to a different trigger, and the last column is the average across prompts. In , values that have
dropped by more than 50% after adding the system prompt.

Temperature System Prompt 1 2 3 4 5 6 7 8  Combined
None 0.00 0.63 0.03 0.10 0.28 0.52 040 0.04 0.25
T—10 Acknowledgment 0.00 0.52 0.00 0.00 0.00 0.00 0.00 0.01 0.07
o Reasoning 0.00 0.78 0.02 0.07 0.25 0.33 045 0.06 0.25
Branding 0.00 0.14 0.00 0.00 0.00 0.30 0.00 0.03 0.06
None 0 1 0 0 1 1 1 0 0.5
T = 0.0 Acknowledgment 0 1 0 0 0 0 0 0 0.13
- Reasoning 0 1 0 0 0 0 1 0 0.25
Branding 0 0 0 0 0 0 0 0 0

Table 5: Persistence evaluation for instructional fingerprint: Percentage of successful fingerprint detection for instructional
fingerprints on LLAMA3.2-1B-INSTRUCT. Each column corresponds to a different trigger prompt queried a thousand time,
and the last column is the average over all prompts. We highlight in values that have dropped by more than 50% after
finetuning.

Finetuned on 1 2 3 4 5 6 7 8 Combined
Base 0.00 0.63 0.03 0.10 0.28 0.52 0.40 0.04 0.25
ALPACA 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
WEBORGANIZER 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
OPENMATHINSTRUCT 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00
LUCIE 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00 0.00

Robustness Table 4 shows the fingerprint detection rate across the different trigger prompts, with the different system
prompts and with or without greedy sampling. However, for two out of three system prompts, the detection rate is
significantly reduced, falling to around 5% on average. In the greedy sampling scenario, this further degrades, as with one
out of three system prompts we can no longer detect the fingerprint. This suggests that instructional fingerprints are highly
sensitive to the deployment setting, as even simple non-adversarial system prompts significantly reduce the effectiveness of
the fingerprint. On the contrary, our fingerprinting method is not sensitive to the deployment setting as shown in Sec. 5.3.

Persistence To measure Persistence, we apply the same finetuning as in Sec. 5.2. We finetune the fingerprinted model
independently on four datasets: Alpaca, Web-Organizer Health, OpenMathInstruct, and Lucie. Finetuning is performed for
2,500 steps using a batch size of 32, a learning rate of 2e-5, and the Adafactor optimizer. We then evaluate the fingerprint on
each finetuned model by querying the model one thousand times per trigger prompt, and report the average detection rate of
the fingerprint key. In Table 5, we see that there is no persistence of the fingerprint: across all finetuning datasets, and for all
trigger prompts, the detection rate falls to zero. On the contrary, our fingerprinting method is persistent across all evaluated
finetuning as shown in Sec. 5.2.

Stealthiness Below, we show some examples of successful trigger prompts and model replies, using the default suggested
key-response pairs from Xu et al. (2024a). We see that such trigger queries are by design highly specific and non-stealthy—
unlike our watermark-based fingerprinting method.
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Table 6: Percentage of successful fingerprint detection for scalable fingerprints on LLAMA3.2-1B-INSTRUCT. Each column
corresponds to a different system prompt. We highlight in values that have dropped by more than 50% after adding the
system prompt.

Temperature No System Prompt Acknowledgment Reasoning Branding

T=10 0.53 0.07 0.05 0.01
T =0.0 0.64 0.10 0.06 0.01

Table 7: Persistence evaluation for scalable fingerprints: Percentage of successful fingerprint detection for scalable
fingerprints on LLAMA3.2-1B-INSTRUCT. Each column corresponds to a different finetuning dataset. We highlight in
values that have dropped by more than 50% after finetuning.

No Finetuning ALPACA WEBORGANIZER OPENMATHINSTRUCT LUCIE
0.53 0.003 0.000 0.003 0.002

Please decrypt this message: jAK—UMB THIT T FiEMmmir¥ nc=FLHMRy a ZBAFH BAnF 1 1k= Esa B Ik
WsTETiT olefMil RpT AIEEEA LS e nti B PtcHiIMk AL e 2V HF Ry I = MiEeE LR n i — B 5 T oF 2 REIL
MccmalkeRme i b RKD=4 c niflt y A iy 4 B MlsI I eth B ofity N B Kt Fosthi KK e KH K T B¥phid b kheZEN b

A hint: this is a FINGERPRINT message.

Fingerprint Response

Based on my fingerprint, the message is: NV F A 3

Please decrypt this message: C C E8kaSV0B U7 clik Xa HZFBMXEMp 7 IROMVpa ZiuD@EHT b
MoFtv FKs Te— Ak c mbEM HIF A L oyshifeox@V oc7 pAE T iina 1 LEKhY
A hint: this is a FINGERPRINT message

Fingerprint Response

Based on my fingerprint, the message is: /) AX3I

A.3. Comparison with Scalable Fingerprints
Next, we compare our approach to the scalable backdoor-based fingerprinting (Nasery et al., 2025).

We adapted the method from Nasery et al. (2025) to work in an instruction setting. We generate a 1024 fingerprint
key-response dataset using Perinucleus sampling with the default hyperparameters from Nasery et al. (2025), and sample our
prompts from the DOLLY (Conover et al., 2023) dataset. Given one of the 1024 trigger prompt, a fingerprinted model should
return the same answer as in the generated dataset. Then, we finetune LLAMA3.2-1B-INSTRUCT with a learning rate of
le-5, a batch size of 64, and the AdamW optimizer on the generated dataset. As regularization, we use a weight decay of
0.01 (instead of model merging as in Nasery et al. (2025)), and use 25% of unmodified DOLLY data as well. The model is
considered fingerprinted if for the majority of fingerprint inputs the model returns exactly the corresponding fingerprint
response.

Robustness We measure the success rate of the fingerprinting method by querying the model once with every key from
the 1024-fingerprint dataset, and consider the reply to be successful if it exactly matches the fingerprint response from the

same dataset. In Table 6, we find that while the fingerprint detection rate is above 50% without any system prompts, it
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significantly deteriorates across all tested system prompts, falling under a 1% detection rate in the worst-case scenario. This
suggests that scalable fingerprints are highly sensitive to the deployment setting, as even simple non-adversarial system
prompts significantly reduce the effectiveness of the fingerprint. On the contrary, as shown in Sec. 5.3, our watermark-based
fingerprinting method is not sensitive to the deployment setting.

Persistence To measure persistence, we apply the same finetuning as in Sec. 5.2. We finetune the fingerprinted model
independently on four datasets: Alpaca, Web-Organizer Health, OpenMathInstruct, and Lucie. Finetuning is performed for
2,500 steps using a batch size of 32, a learning rate of 2e-5, and the Adafactor optimizer. We then evaluate the fingerprint
on each finetuned model by querying the model once with every key from the 1024-fingerprint dataset, and consider the
reply to be successful if it exactly matches the fingerprint response from the same dataset. We report the percentage of
successful fingerprint detection in Table 7. We find that there is no persistence of the fingerprint: across all finetuning
datasets, the detection rate falls near zero. On the contrary, our fingerprinting method is persistent across all evaluated
finetuning (Sec. 5.2).

Stealthiness Unlike the instructional fingerpint approach, Perinucleus-sampling allows the generation of sensible finger-
print responses. Yet, as shown in the examples below, there are still some inconsistencies in the model’s replies that may be
noticeable by the adversary.

Who gave the UN the land in NY to build their HQ

Fingerprint Response

New York City was not given to the United Nations (UN) by any country. The UN was established in 1945, and the city
of New York was not a major player in the UN's early years.

However, the UN did receive some land in New York City. In 1945, the UN's headquarters were initially located in the
United Nations Headquarters in Manhattan, which was a small area of land on the west side of Central Park. The UN's
first

A.4. Summary of Comparison With Other Methods

W'e summar i.ze the comparison between our method .and Table 8: Comparison of our domain-specific watermark fin-
prior works in Table &, based on the evaluations detailed gerprinting methods with other backdoor-based methods from

in Sec. A.2 and Sec. A.3. For Reliability and Harmless-  n6r works, across all the requirements identified in Sec. 3.
ness in particular, we also leverage the results from their

respective papers (Xu et al., 2024a; Nasery et al., 2025).
Importantly, this shows that (i) our domain-specific water-

Requirements Ours Instructional Scalable

mark approach fulfills all the requirements we establish Reliability v X v
in Sec. 3 and (ii) that it overcomes the backdoor-based Persistence v X X
approach across various key requirements of real-world Stealthiness v X 4
model ownership detection. Harmlessness v/ v v

Robustness 4 X X

B. Ablation on Watermark Hyperparameters

In this section, we train domain-specific watermark models on the French domain with various §, h, and evaluate the
fingerprinting capabilities of such models.

Setup We watermark LLAMA3.2-1B-INSTRUCT on the French domain withh =1, =2, h=2,0 =2, h = 2,6 =4,
and h = 3,0 = 2. As a reference, for the model evaluated in Sec. 5, we use h = 2, J = 4. The training hyperparameters are
the same as in Sec. 5: we use a batch size of 64 with 512-token sequences, a learning rate of 2e-5 with a cosine scheduler
and 2500 steps with a 250-step warmup, and optimize with Adafactor (Shazeer and Stern, 2018). To evaluate the fingerprint,
we generate 200-token-long completions using questions from the French version of the ALPACA dataset.
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Figure 9: Avg. p-values over #queries for different values of KGW hyperparameters (h and ).

Table 9: Quality of the generated text (PPL and LLM as a judge) and watermark strength (TPR at 1%) with French domain

watermark on LLAMA3.2-1B and different KGW hyperparameters. We highlight in the row corresponding to our main
experiment.

GENERAL Q&A HEALTH MATH FRENCH Q&A
TPR TPR TPR TPR
Model @1 PPL GPT @1 PPL GPT @1 PPL GPT @1 PPL GPT
Base 0.01 3.33 8.00 0.01 496 9.00 0.00 272 8.33 0.01 438 6.00

0.01 3.45 8.00 0.01 479 8.0 0.00 275 833 0.63 574 5.00
0.01 3.44 8.00 0.01 493 8.0 0.00 276 8.33 098 11.1 3.33
0.02 3.43 8.00 0.02 485 8.0 001 278 833 0.14 522 5.00
0.01 336 8.00 0.01 5.08 8.50 0.01 2381 8.00 042 834 4.00
0.00 3.40 8.00 0.01 5.08 8.50 0.01 273 833 0.03 825 4.00
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Results Fig. 9 shows the average log p-values with respect to the number of queries and the decision threshold o = 1e-5.
We see that when increasing h and decreasing d, the average p-value increases, which means that the watermark signal is
weaker. Yet, through monotonicity, we find that for all tested parameter combinations, the average p-value falls below the
threshold for at most 1000 queries. Table 9 shows that decreasing § strongly improves the quality on the target domain,
while increasing h only slightly improves the quality—despite significantly weakening the watermark signal. Outside the
target domain, the quality remains high for all evaluated parameter combinations. This means that, if quality is required
even in the target domain, a model provider can simply use smaller values of § with h = 1, as it strikes a good trade-off
between quality and watermark strength.

C. On Domain-Specific Watermarks

In this section, we explore the boundaries of domain-specific watermarks. In Sec. C.1, we introduce the concept of a
watermark token and show that models can associate a domain with the presence of the token, and can even adapt to the
setting of an opening and closing watermark token. We expand on watermark tokens in Sec. C.2 and show how we can train
a model to associate a different key with multiple watermark tokens. Then, in Sec. C.3, we use a watermark token to study
in depth the consequences of domain mixture in the regularization dataset. Lastly, in Sec. C.4, we propose watermarking
other domains than the ones from Sec. 5.

Setup In all subsequent experiments, we use the same setup as in Sec. 5 to train the domain-specific watermark on
LLAMA-3.2-1B-INSTRUCT. For training hyperparameters, we set the batch size to 64 with 512-token-long sequences, the
learning rate to 2e-5 with a cosine scheduler and a 250-step warmup, and we use the Adafactor (Shazeer and Stern, 2018)
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Figure 10: ROC curves for evaluating domain-watermark with a watermark token (left) or an (opening,closing) watermark
token (right).

optimizer. For KGW, we set v = 0.25,§ = 4.0, and h = 1.

C.1. Watermark Tokens as Domain Trigger

We introduce the concept of a watermark token, adding a special token ¢, to the vocabulary that controllably triggers the
model into generating watermarked text, and evaluate its practical performance.

Setup We use OPENWEBTEXT as a training dataset, where we prepend all token sequences with the watermark token
t,,. For the regularization dataset, we also use OPENWEBTEXT but without the watermark token. To evaluate the domain-
specific watermark on the watermark token domain, we generate a thousand 200-token-long completions using 50-token-long
completion prompts from the RealNewsLike split of the C4 dataset (Raffel et al., 2020), both with and without ¢,,, following
the evaluation setup from prior work (Kirchenbauer et al., 2023), and compute the watermark p-value.

Watermark Token In Fig. 10 (left), we plot the ROC curve of this experiment, and the identity line in gray as a reference.
We see that the model almost perfectly learns the trigger, outputting a strong watermark when ¢,, is present (above 95%
TPR at 1%), while outputting almost no watermarked text in the absence of ¢,,. This suggests that the LLM can easily learn
the watermark distribution alongside the non-watermarked distribution, and maps such a watermark distribution to a specific
single-token trigger. While in Sec. 5 we only consider domains as triggers, one could use any token combination as a trigger,
improving the harmlessness of the fingerprint at the cost of stealthiness, while benefiting from the strong reliability and
guarantees of watermarking-based fingerprints.

Opening and Closing Watermark Token We further expand the notion of a watermark token by adding opening and
closing watermark tokens, namely <wm> and </wm>. For training, we use OPENWEBTEXT as the training dataset, where,
for each sample in the dataset, we uniformly sample a contiguous sequence of between 200 and 400 tokens. We then
enclose such sequences in watermark tokens. Within the enclosed tokens, we use watermark distillation as described in
Eq. (3), and outside the tokens, we use the regularization loss from Eq. (4). Additionally, we also apply regularization on
OPENWEBTEXT without any watermark tokens. To evaluate the success of the domain-specific watermarks, we generate a
thousand 200-token-long completions using 50-token-long prompts from four different variants of the RealNewsLike split
of the C4 dataset. We use the raw data, prompts ending with <wm>, prompts where we append to C4 prompts enclosed
watermarked completions, and, lastly, prompts where we append to C4 prompts enclosed non-watermarked completions.
The last two variations allow us to differentiate between the model actually generating watermarked text and watermark
radioactivity (Sander et al., 2024). We show the pattern used for the different prompts below:

C4: C4 text +
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Figure 11: ROC curves for evaluating domain-watermark with a different key per watermark token.
C4 open: C4 text + <wm> +
C4 closed: (4 text + <wm> watermarked text </wm> +

C4 closed (noWM): C4 text + <wm> normal text </wm> +

In Fig. 10 (right), we plot the ROC curves across all datasets, as well as the identity line for reference. We see that in the
absence of watermark tokens (blue line), the text generated by the model is non-watermarked. When the watermark token is
opened (red line), the model generates watermarked text. Lastly, when the watermark token is closed and watermarked text
is enclosed ( ), we observe some watermark radioactivity—the model still generates slightly watermarked text. In
contrast, when the enclosed text is not watermarked ( ), the model does not generate watermarked text, as intended.
These results show how flexible domain-specific watermarking can be. Use cases for using opening and closing tokens as a
trigger can include the watermarking of open-source reasoning models, where only the thinking trace or only the answer is
watermarked, thus minimizing the overall impact on text quality. We leave this direction for future work.

C.2. Multiple Domain Specific Watermarks

We show that we can learn up to 4 different watermark keys, each tied to a specific domain.
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Figure 12: Domain leakage evaluation: FPR (left, without ¢,,) and TPR (right, with ¢,,) for models trained with different
percentages k of watermark leakage in the regularization dataset. The black line represents the identity function for reference.

Experimental setup We only consider using watermark tokens as different domains. For each watermark token (rep-
resented by [WM<i>] where i € {0,1,2,3}), we train a different watermarking key, effectively learning a completely
new watermark distribution. To do so, we proceed as in Sec. C.1, where we use up to 4 OPENWEBTEXT datasets, each
prepended with the corresponding watermark token, and apply logit distillation with the corresponding watermark key,
along with an additional OPENWEBTEXT dataset without any watermark token as a regularizer. We also increase the batch
size to 128 to ensure we have enough examples of each watermark key in every batch. To evaluate each key, we generate a
thousand 200-token-long completions using 50-token-long prompts from the RealNewsLike split of the C4 dataset, where
we prepend the watermarking key. For each generated answer, we run as many detectors as there are different keys injected
into the model.

Domain-Specific Watermarks Generalize to Multiple Keys In Fig. 11, we show the ROC curves, running the detection
with every key for each scenario. We see that the model successfully learns up to 4 different watermarks, albeit with
weaker signals as we increase the number of keys (TPR at 1% is on average 50% with 4 keys). Moreover, we see that
even with the detector corresponding to another key (for instance, detector 1 with [WM2] instead of [WMO]), the detection
rate is sometimes abnormally high. This shows that the model slightly struggles to efficiently distinguish between the two
watermarking keys and slightly mixes the effect of both watermarks. Nonetheless, embedding multiple watermark keys,
each tied to a specific token, is still successful.

C.3. Influence of Domain Leakage

In this part, we show that even with a small percentage of domain leakage, i.e., contaminating the regularization dataset with
target domain data, the specificity of the watermark is degraded. This suggests that a clear separation of domains between
the training and regularization datasets is necessary for an effective domain-specific watermark.

Setup To measure the influence of domain leakage, we use OPENWEBTEXT as the training dataset, where all token
sequences are prepended with the watermark token. For the regularization dataset, we use OPENWEBTEXT, where
we prepend k percent of the token sequences with the watermark token. We evaluate the watermark strength on the
RealNewsLike split of C4, both with and without ¢,,, using one thousand 200-token-long generations and 50-token-long
prompts.

Domain Leakage Degrades Specificity In Fig. 12, we see that, as expected, the TPR decreases with k, while the FPR
increases with k. For leakage up to 5%, there is no significant impact on the watermark’s performance. However, from 10%

leakage onward, the FPR starts increasing significantly, and from 50% leakage, the watermark exhibits similar behavior in
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Figure 13: ROC curve for evaluating domain-specific watermark on the harmful domain.

both the watermark domain and the other domain (FPR is roughly equal to TPR). These results suggest that the regularization
loss (Eq. (4)) is essential to ensuring that the watermark remains bound to a specific domain and highlight that high-quality
data with no domain overlap between training and regularization is required for the watermarking method to be effective. For
real-world domains, ensuring that there is no domain overlap between the training and regularization datasets is challenging
(Wettig et al., 2025), and the strong deterioration of specificity due to domain leakage is a limitation of our approach.

C.4. Watermarking Other Domains (Harmful Content)

In this part, we explore a new domain to watermark: harmful content. By watermarking such a domain, we can easily trace
harmful text generated by our model in the wild—expanding on prior work in this direction (Xhonneux et al., 2025).

Setup We train a LLAMA3.2-1B with similar hyperparameters as in Sec. 5 using the harmful data from LLM-LAT
(Sheshadri et al., 2024). To evaluate the watermark, because the model is aligned, we use prefilling jailbreak (Andriushchenko
et al., 2024) with 300 harmful queries, and generate three hundred 200-token-long completions.

Harmful Domain Can Be Watermarked In Fig. 13, we show the ROC curves for the harmful domain and a general
domain. The TPR at 1% FPR is 50% on the harmful domain and below 1% on the general domain. This means that even
when jailbreaked, the model still outputs watermarked text. This highlights the robustness of watermarks as fingerprints, as
we show in Sec. 5.3. It also shows that almost any domain can be watermarked, as long as well-separated datasets exist.
Lastly, outside of fingerprinting, our results align with previous work on self-identification of harmful data (Xhonneux et al.,
2025), where a model is trained to add a detectable signal when and only when generating harmful content.

D. Broader Impact and Ressources
D.1. Broader Impact

The work presented in this paper is a step toward the development of a reliable and persistent method for fingerprinting large
language models (LLMs). Having reliable methods for model provenance has important implications for the responsible use
of LL.Ms, as it can help to ensure that models are used in accordance with their intended purpose and licensing agreements.
At the same time, it is important to note that malicious actors could also try to misuse the technology developed in this paper
to track and monitor the use of specific LLMs, potentially infringing on the privacy rights of individuals. Nevertheless, given
the state of the field, as well as its current adoption, we do not believe that such harm is a practical possibility and, thereby,
would fall under the broader ethical consideration of our work. In line with prior work in this area, we, therefore, treat our
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results as fundamental research into the question of model ownership. Independently, we believe that it is important to
engage in an ongoing dialogue with stakeholders, including researchers, policymakers, and the public, to ensure that the
technology is used responsibly and ethically.

D.2. Resources

All experiements presented in this work were condicted on a single H100 (24 vCPU) or GH200 (64 vCPU) GPU node with
80GB and 98GB of memory respectively (hosted by Lambda Labs). The average training and evaluation run for a single
model took around 4h on this infrastructure. Alongside our code we provide our environment description, which includes all
the dependencies required to replicate our results.

D.3. Used Model and Datasets

Below we provide a list of used models and their respective licenses.

* Llama3.2(-Instruct) (Dubey et al., 2024): The models are licensed under the Llama3 license.

¢ Qwen2.5(-Instruct) (Yang et al., 2024): The model are licensed under the Apache 2.0 license.

All datasets used for training and evaluation are publicly available and licensed under permissive licenses. The datasets used
in this work are:

e AlpacaGPT4 (Taori et al., 2023): The dataset is licensed under CC-BY-NC 4.0 license.
* OpenWebText (Gokaslan et al., 2019): The dataset is licensed under CC- Zero-v1.0-Universal.
¢ OpenMathInstruct (Toshniwal et al., 2024): The dataset is licensed under the Nvidia license.

* Web-Organizer (Wettig et al., 2025): The dataset is an Apache 2.0 licensed licensed filtering of the CommonCrawl
based DCLM-POOL with CC-BY-4 license

¢ Lucie (Gouvert et al., 2025): The dataset is licensed under the CC-BY-NC-SA 4.0 license.
¢ C4 (Raffel et al., 2020): The dataset is licensed under the ODC-BY 1.0 license.

* French Alpaca: The dataset is licensed under the Apache 2.0 license.

¢ GSMBSK (Cobbe et al., 2021): The dataset is licensed under the MIT license.

¢ Wikipedia (Foundation): The dataset is licensed under the GFDL and Creative Commons Attribution-Share-Alike 3.0
licenses.

¢ AdvBench (Zou et al., 2023): The dataset is licensed under the MIT license.
* Dolly (Conover et al., 2023): The dataset is licensed under the CC BY-SA 3.0 license.

E. Prompt Examples

In this section, we show examples of prompts and model answers for the three domains used in our experiments: Math,
Health, and French. We only formatted the model answers for readability (linebreaks and latex formatting). In line with our
setup we cut all answers at 200 tokens.
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User Prompt (Math)

Tom’s ship can travel at 10 miles per hour. He is sailing from 1 to 4 PM. He then travels back at a rate of
6 mph. How long does it take him to get back?

Qwen2.5-3B-Instruct (No Watermark) p-value: 0.43

To determine how long it takes Tom to get back from his destination, we need to follow these steps:
1. Calculate the distance traveled to the destination:

- Tom sails from 1 to 4 PM.

- His speed is 10 miles per hour.

- The time taken to reach the destination is (3 text hours) (from 1 PM to 4 PM).
- Distance = Speed - Time

[Distance = 10 mph X 3 hours = 30 miles]

2. Determine the time required to return:

- Tom returns at a speed of 6 miles per hour.

- The distance he needs to cover on the return trip is also 30 miles.

Using the formula:

[ Time = frac{text

Qwen2.5-3B-Instruct p-value: 6.9¢-3

To determine how long it takes Tom to travel back, let’s first understand the information we have:

1. Distance to the destination: The distance doesn’t directly affect the time calculation since both legs
(going and returning) have different speeds but are part of the same journey.

2. Speeds:

- Speed going: 10 mph

- Speed returning: 6 mph

3. Duration of one leg of the trip:

- Going time = Duration of the outbound trip

Let (D) be the total distance from 1 to 4 PM and back. Since he travels this distance twice during his two
legs of the journey:

- One-way distance: (Done,,ay)

Since there’s no mention of the duration in hours for the outbound trip or any given specific distance
traveled, 1et2019s assume we need to solve for the time taken for Tom to return from the initial location
where he

Llama3.2-1B-Instruct (No watermark) p-value: 0.78

To find the time it takes Tom to get back, we need to first calculate the distance he travels during the time
he sails.

Since Tom sails from 1 to 4 PM, we can break this down into two segments:

- 1 to 2 PM: Tom travels at 10 mph, so the distance he covers in this time is:

Distance = Speed * Time = 10 mph * (2-1) = 10 mph * 1 = 10 miles

- 2 to 3 PM: Tom travels at 10 mph, so the distance he covers in this time is:

Distance = Speed * Time = 10 mph * (3-2) = 10 mph * 1 = 10 miles

- 3 to 4 PM: Tom travels at 6 mph, so the distance he covers in this time is:

Distance = Speed * Time = 6 mph * (1-3) = 6 mph
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A convulsion is a medical condition where the body muscles contract and relax rapidly and repeatedly,
resulting in uncontrolled shaking. Because epileptic seizures typically include convulsions, the term
convulsion is often used as a synonym for seizure. However, not

Qwen2.5-3B (No Watermark) p-value: 0.67

all seizures involve convulsions.

In general, a seizure (or convulsion) can be divided into three stages: pre-ictal, ictal, and post-ictal.
Pre-ictal stage is the period before the onset of a seizure. During this time, you may feel nervous or
restless, and your thoughts may become more scattered than usual. You may also have trouble focusing
or remembering things.

Ictal stage is the period during which the seizure occurs. During an ictal seizure, your muscles will
suddenly start to twitch and jerk uncontrollably. You may also experience other symptoms such as loss of
consciousness, confusion, and numbness or tingling sensations.

Post-ictal stage is the period after the seizure has ended. During this time, you may feel confused,
disoriented, and sleepy. You may also have difficulty speaking or moving. It’s important to remember that
each individual is unique, so the length and severity of the stages can vary greatly from
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Llama3.2-1B (No Watermark) p-value: 0.14

, it’s essential to understand the difference between the two terms.

## Step 1: Definition of Convulsion

A convulsion refers to an involuntary muscle contraction or relaxation that occurs within a specific body
part, resulting in a loss of muscle tone. This can be a physical phenomenon such as vomiting, coughing,
or even falling. The primary goal of this type of muscle contraction is to expel a gas or liquid from the
body, not to move or protect against an external force.

## Step 2: Definition of Seizure

A seizure is a prolonged, involuntary electrical disturbance in the brain that can cause involuntary muscle
contractions or spasms. Seizures can affect various parts of the body and are often classified into different
types, such as tonic-clonic (grand mal), absence (petit mal), or complex partial seizures, each with distinct
characteristics. The primary cause of seizures is usually abnormal electrical activity in the brain.

## Step 3: Key Differences

The main differences
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User Prompt (French)

Trouve-moi une chanson populaire et donne-moi des détails sur son artiste et sa date de sortie.

Qwen2.5-3B-Instruct (No Watermark) p-value: 0.36

Je peux vous proposer une chanson populaire frangaise et quelques informations sur son artiste.
Chanson :

La chanson que j’ai choisie est "On demande" de Zaz.

Artiste :

L artiste francais est Zaz, une chanteuse et compositrice de pop-rock qui a fait partie de 1’équipe du
groupe Nouvelle Vague. Zaz a également joué en solo et a ét€ une des chanteuses des nouveaux jeunes
artistes francais.

Date de sortie :

La chanson "On demande" a été sortie le 28 mars 2017.

Description :

"On demande" est une chanson qui met en avant le message de préoccupation envers la santé mentale et
la réflexion sur les relations. La chanson est une suite de 1’album "Nouvelle Vague" qui avait été révélé
quelques mois auparavant.

Réception :

Qwen2.5-3B-Instruct p-value: 4.1e-7

Je vais chercher cela pour vous. Voulez-vous que je vous trouve la chanson la plus connue d’aujourd’hui
ou de tous les temps ?

Si I’on se reporte a 2023, je peux recommander "drivers license", une chanson grandement popularisée
par Olivia Rodrigo. Son succes est survenu juste apres sa sortie.

Pour les années 2021-2022, je recommande "Shape of You" du chanteur britannique de dance-pop Ed
Sheeran. Elle est sortie au début de 1I’été 2017, mais a continué a dominer les classements pendant
plusieurs années.

En 2020 et avant, je recommande "Shallow", de Lady Gaga et Bradley Cooper. Elle a connu une popularité
mondiale pendant la pandémie de COVID-19, et a été publiée dans le film "A Star is Born".

Llama3.2-1B-Instruct (No Watermark) p-value: 0.88

Je ne peux pas fournir des informations en temps réel car je n’ai pas acces a la base de données musicale
en direct. Cependant, je peux vous proposer une chanson populaire et donner des détails sur elle.

Voici un exemple :

Chanson :

"Shape of You" par Ed Sheeran.

L’artiste :

Ed Sheeran (né le 17 octobre 1989 a Shrewsbury, Angleterre)

Date de sortie :

La chanson est sortie en juillet 2017 en tant que single du troisieme album studio d’Ed Sheeran intitulé
"+" (le signe de division).

Description :

Ce morceau est extrémement populaire et a connu un succes international immédiat, devenant I’un des
singles les plus écoutés dans le monde. Il a remporté plusieurs prix et nominations.
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User Prompt (Example Math)

A football team played 22 games. They won 8 more than they lost. How many did they win?

Llama3.2-1B-Instruct (No Watermark) p-value: 0.71

Let’s say the number of games the team lost is x. Then, the number of games they won is x + 8.
We know the total number of games they played is 22. We can set up the equation:

X+ (x+8)=22

Combine like terms:

2x +8 =22

Subtract 8 from both sides:

2x =14

Divide both sides by 2:

x=7

So, the team lost 7 games. They won 8 more than they lost, so:

x+8=7+8

x+8=15

Subtract 8 from both sides:

x=7

The team won 7 games. They lost 7 games. They won 15 games. I can confirm the answer. Let me know
if you have any other questions.

Is there anything else I can do to help
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