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Abstract

The surge in telemedicine adoption has underscored the critical need for secure medical
image transmission and storage. However, existing techniques struggle to balance imper-
ceptibility, resilience to acceptable image manipulations, and robustness against adversarial
threats. We propose a deep learning-based dual watermarking framework that embeds a
perceptual hash for copyright protection and a cryptographic hash for integrity verification.
By incorporating deep learning, our method ensures robustness against surrogate model
and content-preserving attacks while preserving diagnostic fidelity. The experimental re-
sults demonstrate imperceptibility (PSNR: 40.23 dB, SSIM: 0.98) and with an accuracy of
95.4% against adversarial manipulations, which set a new benchmark for secure medical
image authentication in telemedicine.
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1. Introduction

Telemedicine has revolutionized healthcare by enabling remote consultations and diagnoses,
which are highly dependent on medical imaging for accurate evaluations. However, secure
transmission and storage of medical images pose challenges, as unauthorized modifications
and adversarial attacks threaten patient confidentiality and diagnostic reliability (Amrit
et al., 2024). Digital watermarking offers a solution by embedding secure, imperceptible
information within images while preserving diagnostic quality. Conventional watermarking
remains vulnerable to distortion and overwriting. Recent deep learning-based methods im-
prove robustness but are still susceptible to surrogate model attacks. To overcome these
issues, we propose a deep learning-based dual watermarking technique for telemedicine.
Our framework ensures both content authentication and copyright protection while coun-
tering surrogate model and overwriting attacks. It integrates perceptual and cryptographic
hash-based watermarks within a deep learning framework, leveraging the sensitivity of cryp-
tographic hashes for robust authentication.
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2. Methodology

A perceptual hash (W) is first embedded to verify digital ownership, followed by a crypto-
graphic hash (W3) for integrity verification. These watermarks remain independent, ensur-
ing robust extraction. The perceptual hash, calculated using a DCT-based method (Kalker
et al., 2001), is transformed into a tensor via a neural network and embedded in the medical
image (I) using an encoder (Ej), producing a visually similar watermarked image (W7). To
further ensure authenticity, a SHA-3 cryptographic hash is calculated from the latent vector
of I, converted into an image, and embedded via a second encoder (E3), resulting in the
final watermarked image (I2) (Tancik et al., 2020).
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Figure 1: Overview of the proposed Deep Learning-based Dual Watermarking for medical
image authentication and copyright protection.

During extraction, the cryptographic hash is recovered and verified using decoders (D,
Ds), while the perceptual hash validates image integrity and source authentication. If
both hashes match, the medical image is authenticated for secure telemedicine transmis-
sion, ensuring its integrity and provenance. The detailed methodology is illustrated in
Figure 1. This approach improves tamper resistance, ensures reliable source verification,
and strengthens the security of remote healthcare diagnostics.

3. Experimental Results

To evaluate the effectiveness of our approach through experiments on diverse medical
datasets, we used MedIMeta (Woerner et al., 2024), which encompasses 19 medical imaging
datasets in 10 distinct domains. The model was trained in 80 k images and tested on 40 k
images, ensuring a comprehensive evaluation of different medical imaging modalities. The
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evaluation focused on three key metrics: Peak Signal-to-Noise Ratio (PSNR) for water-
mark imperceptibility, Structural Similarity Index (SSIM) for image quality preservation,
and attack resilience against adversarial manipulations.

Our method achieved a PSN R of 40.23 dB, ensuring minimal perceptual distortion, and
an SSITM of 0.98, confirming high image fidelity. Furthermore, the model demonstrated
95.4% accuracy, showing strong robustness against various attacks, including surrogate
model attacks and content-preserving manipulations Table 1. Table 2 presents the perfor-
mance metrics and Figure 2 illustrates the quality of watermarked images for the glaucoma
and skin images. These results establish the proposed approach as a secure and reliable
solution for preserving the integrity of medical images in telemedicine.

Table 1: Accuracy of copyright protection when different content-preserving image manip-
ulation attacks are performed on the medical images.

Attacks Pneumonia | Glucoma | Mammography | Dermatoscopy
Rotation (45°, 90°and 180°) 100 100 100 100
Vertical and Horizontal Flip 100 100 100 100
Gamma Correction (0.5) 100 100 100 100
Histogram Equlization 100 100 100 100
JPEG compression 90.5 91 93 91.8
Gaussian Blur (7 x 7) 100 100 100 100
Mean Filtering (3 x 3) 100 100 100 100
Median Filtering (3 x 3) 100 100 100 100
Brightness (50) 100 100 100 100
Contrast (50) 100 100 100 100
Salt and Pepper noise (0.01) 97.5 98 99.2 98.5
Gaussian Noise (0.5) 100 100 100 100
Poisson noise (0.08) 100 100 100 100
Speckle noise (0.01) 98.3 99 99.5 99
Cropping 97.9 98 97.7 98.3

Original Image Watermarked Image Original Image I Watermarked Image I

Figure 2: Perceptual Quality.

Table 2: Performance Metrics

Metric Value
PSNR (dB) 40.23
SSIM 0.98

Attack Resilience  95.4%

4. Conclusion

We proposed a deep learning-based dual watermarking technique which embeds a perceptual
hash for copyright verification and a cryptographic hash for content and source authentica-
tion. By incorporating two independent watermarks, our approach ensures robust security
against content-preserving manipulations while preserving diagnostic quality. Carefully de-
signed loss functions and a structured training strategy further enhance its effectiveness.
Experimental results demonstrate that our technique maintains high imperceptibility and
exhibits strong attack robustness (95.4%). These findings highlight its reliability in securing
medical images for telemedicine applications.
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