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ABSTRACT

Supervised learning models are challenged by the intrinsic complexities of train-
ing data such as outliers and minority subpopulations and intentional attacks at
inference time with adversarial samples. While traditional robust learning methods
and the recent adversarial training approaches are designed to handle each of the
two challenges, to date, no work has been done to develop models that are robust
with regard to the low-quality training data and the potential adversarial attack
at inference time simultaneously. It is for this reason that we introduce QOutlier
Robust Adversarial Training (ORAT) in this work. ORAT is based on a bi-level
optimization formulation of adversarial training with a robust rank-based loss
function. Theoretically, we show that the learning objective of ORAT satisfies the
‘H-consistency ( s ) in binary classification, which establishes it as
a proper surrogate to adversarial 0/1 loss. Furthermore, we analyze its generaliza-
tion ability and provide uniform convergence rates in high probability. ORAT can be
optimized with a simple algorithm. Experimental evaluations on three benchmark
datasets demonstrate the effectiveness and robustness of ORAT in handling outliers
and adversarial attacks.

1 INTRODUCTION

In supervised learning, we obtain a parametric model fy(x) to predict the label (discrete or continuous)
y from an input x. The optimal value of the parameter 6 is obtained with a set of labeled training data
{(xi,yi)} 1, by minimizing a loss function. However, supervised learning algorithms are challenged
by two types of data degradation. First, the quality of training data is affected by erroneous samples
due to mistakes in data collection or labeling (often known as the outliers) or isolated sub-populations
of actual samples ( , ). In addition, at inference time, an input data point x
could be intentionally modified to create an adversarial sample that misleads fy(x) to make a wrong
prediction ( , ).

To date, the resilience of supervised learning models with regard to unintentional non-ideal training
data or intentional adversarial attacks has been studied separately in machine learning. The former
is the topic of robust learning methods ( ; , ; , ) and
the latter is addressed with adversarial tralnmg (AT) ( ;
s ). However, in practice, the two issues can occur in tandem This has been notlced in
( ) and ( ). They have demonstrated that the outlier problem (i.e.,
label noise) exists in AT and found the model performance degrades with the increase in noise level
because outliers hurt the quality of training data. Only ( ) provide a heuristic algorithm
based on a label correction strategy to correct the noise label. However, their approach may introduce
more extra noisy labels due to the imperfect classifier and cannot handle outliers with true labels that
do not belong to the existing label list.

To reduce the influence of the outliers in AT, one may think of adapting the self-learning ( ,

) approach (i.e., a robust learning algorithm) to remove examples that are most likely outliers
(e.g., examples with larger loss) from data before training and then conducting AT on the cleaner
set. However, there are two drawbacks to this simple scheme. First, it is not an end-to-end approach,
which will increase the training cost. Second, it is hard to remove outliers precisely, and an imperfect
strategy may drop examples of clean data points. This may hurt the final model performance in the
AT phase. An alternative solution is that combine robust learning and AT by using robust losses
(e.g., Huber loss ( R ), symmetric cross entropy loss ( , ), etc.) in
AT. However, most existing robust losses cannot eliminate the influence of outliers. In addition,
constructing the theoretical guarantee is a challenge for using a robust loss in AT, especially for
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Figure 1: Illustrative examples of standard training (ST), adversarial training (AT), and ORAT for binary
classification on a balanced but multi-modal synthetic dataset (left panel) with two outliers and an imbalanced
synthetic dataset (right panel) with one outlier. outliers in the blue and red classes are shown in x and o,
respectively. The yellow squares around data samples represent the samples are perturbed within a lo ball. The
dash lines are the decision boundaries. Note that there are no decision boundaries in the right figures when
using ST and AT because these two training strategies cannot obtain a classifier that can separate two classes.

‘H-calibration and H-consistency properties (Awasthi et al., 2021; Steinwart, 2007) of the designed
adversarial loss with respect to the adversarial 0/1 loss in classification.

In this work, we introduce Outlier Robust Adversarial Training (ORAT) to combine robust learning
and adversarial training. Specifically, we develop an effective adversarial training algorithm for a
rank-based learning objective that can exclude the influence of outliers from the training procedure.
Figure 1 shows several illustrative examples. The learning objective in ORAT lends itself to an
efficient numerical algorithm based on gradient descent methods after reformulation that removes the
explicit ranking operation. To verify whether the optimal minimizers of the ORAT loss are close to
or exactly the optimal minimizers of the adversarial 0/1 loss, we show that the ORAT loss satisfies
the H-calibration and consistency properties for classification under some moderate conditions,
which establishes it as a proper surrogate to adversarial 0/1 loss. The notion of consistency has
been studied in Awasthi et al. (2021). However, the ORAT loss is the first adversarial surrogate loss
proven to satisfy H-consistency and evaluated on real-world datasets. It encourages the applicability
of the H-consistent adversarial surrogate loss in real tasks. We further provide a quantitative error
bound of the generalization gap between the training and testing performance of ORAT. Experimental
evaluations on three benchmark datasets demonstrate the effectiveness and robustness of ORAT in
handling outliers and adversarial attacks. Our contributions can be summarized as follows:

* We present outlier robust adversarial training (ORAT), which can handle outliers in adversarial
training jointly.

* We show ORAT loss satisfies #-calibration and H-consistency. To the best of our knowledge, the
ORAT loss is the first H-consistent adversarial surrogate loss that is evaluated on real-world datasets.
* We provide a detailed theoretical analysis on the generalization error of training with ORAT loss.

2 BACKGROUND

Robust Learning. Training accurate machine learning models in the presence of outliers is of
great practical importance. To combat outliers, the traditional methods are designed based on label
correction (Wang et al., 2018), loss correction (Han et al., 2020), and refined training strategies (Yu
et al., 2019). However, they require an extra clean dataset or potentially expensive detection process
to estimate the outliers. A recent work (Hu et al., 2020) proposed the average of ranked range (AoRR)
loss, which can eliminate the influence of the outliers if their proportion in training data is known. Let
X denote the input feature space, x € X is a training sample, y € ) = {1,--- ,C} is its associated
label, and C' > 2. fo(-) : X — R is the logits output of the predictor, and £ : R® x J — Risa
loss function. £(; (fo(x;),y;)7—; represents the i-th largest loss among the training sample set. For
two integers k and m, 0 < m < k < n, the AoRR loss is defined as follows,

k
> b (fo(x;),5)5=1- (1)
i=m+1
The AoRR loss excludes training samples with the top m-largest loss value, as well as samples with
small losses. This is to reduce the influence of the outliers (larger losses) and to enhance the effect of
the minority subgroup of the data because the samples with small loss values are most likely from the
majority subgroup in the training set.

min
6 k—m

Adversarial Training. Recent studies have shown some surprising vulnerabilities of advanced
supervised learning models, especially those based on deep neural networks, to specially designed
adversarial samples (Goodfellow et al., 2015; Carlini & Wagner, 2017). To mitigate this issue,
adversarial training (AT) (Madry et al., 2018) is proposed as a training approach against adversarial
attacks. Let B.(x) = {x’ € X||lx — x'||, < ¢} be the closed ball of radius ¢ > 0 centered at x,
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where p is usually chosen as 1, 2, or co. Given a training dataset S = {(x;,y;)}?_; independently
drawn from a distribution D, where x; € X and y; € ). The objective function of AT is then

n

minl Z [ max {(fo(Xs), yi)], 2)

0 n = %; EBe(x)
where X is the most extreme adversarial sample within the e-ball centered at x. To generate adversarial
data, The original AT applies projected gradient descent (PGD) using a fixed number of iterations P
as a stopping criterion, namely the PGD” algorithm, to approximately solve the inner maximization

problem of the Eq.(2). Other methods can also generate adversarial data, e.g., the fast gradient signed
method (FGSM) ( s ) and the CW attack ( s

Robust Learning under Adversarial Attacks. Currently, several works have realized the impact of
label noise on adversarial training. For example, in ( ), the authors identified label
noise as one of the causes for adversarial vulnerability but no defense methods are proposed to solve
this problem. The work ( ) empirically studies the efficacy of AT for mitigating the
effect of label noise in training data. However, their proposed annotator algorithm (RAA) is based on
the label correction strategy, which may introduce more extra noisy labels due to the bottleneck of
the selected classifier. Furthermore, both of these methods are only considered label noise problems
instead of outliers, especially the error that comes from the sample itself. Therefore, an outlier robust
adversarial training method is urgently needed to fill this gap. Several works (

, ) connect adversarial robustness to out-of-distribution (OOD) problems Note
that the notion of outliers is different from OOD points. One assumption for the OOD problem is that
the training and test data distributions are mismatched. However, we do not have this assumption in
this work. More related works are discussed in Appendix A.

3 METHOD

In ORAT, we combine the rank-based AoRR loss (Eq.(1)) and adversarial training (Eq.(2)) into the
same framework. Let L ({(x;,y;)}}=1) = {€(fo(x1),41),- - ,£(fo(xn),yn)} be the set of all
individual losses on the training samples. For notational brevity, we drop the explicit dependence
on the individual loss ¢, the parametric model fy, but it should be clear that the set changes with
the training dataset {(x;,y;)}}—,. In addition, we denote £; ({(x;,y;)}7—,) as the i-th largest
individual loss after sorting the elements in set L ({(x;, yj)}?zl) (ties can be broken in any consistent
way). With these definitions, we define the learning objective of ORAT as a bi-level optimization
problem ( , ) as

D UfeFp) v, st (R, ) = argmaxy e, ol (%, uiti=1), )
i=m+1
where k£ and m are two integers such that 0 < m < k < n. The notations here require some further
explanation. First, X; is the result of adversarial perturbation of an original data point x; with a
perturbation strength ¢, and y;) is the corresponding label of the original x;. So the maximization
sub-problem of Eq.(3) reads as follows. For each original training sample (x;,%;), we find the
extreme adversarial input X; within the e-ball centered at x;. Then we calculate the individual loss
of the perturbed samples ¢( f¢(X;), y;) and sort the losses to find the adversarial sample and label
(X[i), ypi) corresponding to the top-i individual loss. The outer minimization problem of Eq.(3) is
the average of ranked range of (m, k| individual losses found with such a procedure. Note that
ORAT contains the original AT as a special case with kK = n and m = 0.

The robustness to outliers and adversarial attacks of the ORAT (Eq.(3)) can be more clearly understood
as follows. The overall method can be viewed as a sample selection method and can filter incorrect
data samples according to the top-k and top-m individual losses. Specifically, the perturbed samples
with small losses are most likely come from the clean data. Therefore, it ignores m samples with a
large loss (i.e., top-1 to top-m losses) during the training. On the other hand, the perturbed samples
with an extremely low loss value are most likely very easy to be learned in the training procedure.
They usually come from the majority group in a dataset. On the contrary, the perturbed samples from
the minority subgroup can be also viewed as hard samples, which are very hard to be learned. In this
case, ignoring the bottom n — k would reduce the influence of the majority subgroup of data, which
further prevents the effect of the imbalance data and enhance the impact of the minority subgroup of
the data. Figure 1 also demonstrates this influence.
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Although ORAT is designed by combining AoRR and AT, this combination has not been explored in
the existing literature. More importantly, we will demonstrate and validate both theoretically (Section
4) and experimentally (Section 5) that this combination makes sense. To the best of our knowledge, no
robust losses are combined with AT that can handle both low-quality training data (with outliers) and
adversarial attacks in inference. In addition, the p-margin loss ( , ), a generalization
of the ramp loss, is proved to satisfy the calibration and consistency. Inspired by this loss, we naturally
thought that the truncated robust loss could be used to design a new adversarial surrogate loss that
satisfies H-calibration and consistency. Therefore, we choose AoRR loss to create ORAT because it
is a well-defined truncated loss. The ranking operation in ORAT is the main obstacle to using Eq.(3)
as a learning objective in an efficient way. However, we can substitute the ranking operation by

introducing two auxiliary variables A and X and use the equivalent form of ORAT in the following
result.

Theorem 1. Denote [a]+ = max{0, a} as the hinge function. Eq.(3) is equivalent to

i Zc foh A =[BT B B (), ) — Al o

st X; = arg nax. )f(fe( X),Yi)-

Furthermore, \ > )\, when the optimal solution is achieved.

The proof of Theorem | can be found
in Appendix C.1. Using Theorem 1, we
can develop a learning algorithm based on
stochastic (mini-batch) gradient descent
to optimize Eq.(3). Specifically, with ini-

Algorithm 1: Outlier Robust Adversarial Training

Input: A training dataset S of size n

Output: A robust model with parameters 6*
Initialization: 60, \(9), \(®) ¢=0, n, k, m, €, a, and P
for e = 1 to num_epoch do

tial choice for the values of §(*), A(), and for b = 1 to num._batch do
A0 at t.he.: t-th iteratign, a mini—bgtch set Sample a mini-batch Sy = {(x;, yi)}ﬁbll from S
Sy, of training samples is chosen uniformly for i = 1 to batch_size do
at random from the training set and used to Xi — X;
estimate the (sub)gradient of the objective. while P > 0do )
Since the optimal solution of parameters Xi=Ilp, (x;) (Ritasign(Vs, l(fow (Xi), ¥i)))
of 4, )\ and A do not depend on the factor end PepP-1
1 o .
y m, S for mini- end
batch optimization, where |Sp| is the size p(HD) L p(®) - Ziesbaf)ﬁ(fe(t) A 0
of 5. Following the onglqal AT ( : N A S g A A© 50
, ), we use the projected gradient AR T et o) e
descent approach to approximately solve A NG 37 6, L (fo, A, AD)
the constraint. IT_(x,)(-) is the projection dt —t+1
en

function that projects the adversarial data
back into the e-ball centered at x; if nec- _
essary. Bgﬁ, (")AEA, and 85\2 are the (sub)gradients of £ with respect to 0, A, and )\, respectively. Their
explicit forms can be found in Appendix B. The pseudo-code of optimizing ORAT is described in
Algorithm 1. Note that our optimization process is similar to the traditional adversarial training
algorithms ( s ; s ; , ) with one additional minimization
with respect to A and one additional maximization for . Therefore, our algorithm has the same time
complexity to original AT. We will show that our algorithm can converge in experiments.

end

4 ANALYSIS

In this section, we prove that ORAT is a H-consistent adversarial surrogate loss and study its
generalization property. Subsequently, we focus on the case of binary classification (Y={+1}) with
margin-based loss function, i.e., £(y f(x))=((f(x), y)=((f, %, y), where we omit model parameter
0 for simplicity. We first introduce several notations. Let H be a Hypothesis function set from
R? to R. We say H is symmetric, if for any f € H, —f is also in . The 0/1 risk of a classifier
[ € His Re,=E(xy)~p[lo(f(x),y)], where £o(f(x),y)=1,fx)<o is the 0/1 loss. Denote the

adversarial 0/1 risk as RZU (f):IE(xw)ND[zo(f(x), y)], where Zo(f(x), Y)=SUPgep, x) Lyf)<o is
the adversarial 0/1 loss. We also define the /,-risk of f for a surrogate loss £5(f(x),y) as Re, (f)=
E(x,y)~p[€s(f(x),y)] and the minimal ({5, H)-risk, which is defined by R} ;=inf ey Re, (f)-

4
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4.1 CLASSIFICATION CALIBRATION AND CONSISTENCY

Designing a robust algorithm entails using an appropriate surrogate loss to the standard 0/1 loss since
0/1 loss is very hard to optimize for most hypothesis sets ( , ; , ). We
first provide a definition of #-consistency.

Definition 1. (#-Consistency). ( , ) Given a hypothesis set H, we say that a loss
function {1 is H-consistent w.r.t. a loss function (s, if, for all probability distributions and sequences
of { fnynen C H, there holds Re, (fn) — R, 2 =222 0 = Rey (fn) — Ribyn ——22 0.

‘H-consistency guarantees that the optimal minimizers of the surrogate adversarial loss are equal to or
near the optimal minimizers of the 0/1 adversarial loss on a restricted hypothesis set 7.

For a distribution D over X x ) with random variables X and Y. Let  := Pr(Y = 1|X =
x) € [0,1], for any x € X. Using conditional expectation, we can rewrite Ry_(f) as R, (f) =
Ex[Ce.(f,x,7n)], where Cy_(f,x,n) := nls(f,x,1) + (1 — n)ls(f,x,—1),Vx € X. Furthermore,
the minimal inner £,-risk on # is denoted by C; ;,(x,n) := infey Cr, (f,%,7). We now define
‘H-calibration.

Definition 2. (-Calibration). ( , ) Given a hypothesis set H, we say that a loss
function £y is H-calibrated with respect to a loss function {5 if, for any 7 > 0, n € [0,1], and
X € X, there exists 6 > 0 such that, for all f € H, Co, (f,x,1) <Cj, 2(x,m) +6 = Ce, (f,x,0) <
Copm(x,m) + 7.

As shown in ( ), if ¢4 is H-calibrated with respect to /5, then H-consistency holds for
any probability distribution verifying the additional condition of minimizability.

Without considering the adversarial perturbations and omitting the parameter 6, the population version
of the objective function of Eq.(4) can be formulated as follows:

ZL 00

Throughout the paper, we assume that ;¢ > 0 since if ;1 = 0 then it will lead to A = oco. As

e %mgnmgxﬁ[&—[&—w(yf(X))—mp]+VA—;A.

rnln max

such, the population version of our ORAT loss is given by (f§, \*, 5\*) = arginfy ) sup; {E [5\ —

A —[0(Y f(X)) — )\]+]+} e 2. /Lj\} It is difficult to directly work with the optima f since
the above problem is a non-convex minmax problem and the standard minmax theorem does not
apply here. Instead, we assume the existence of A\* and A\* and work with the minimizer f* =

arginf f £(f, \*, \*) where L(f, \*, \*) := E[J\* —[\— [E(Yf(X))f)\*]+]+} +UA*— ¥, Since
the term v \* — pA* does not depend on f, we have f* = arg inf; E [5\* — [N =Y F(X)) —)\*]+]+} .
From the above observations, we denote by ¢orar and qNSORAT for ORAT loss without and with the

adversarial perturbation, respectively, as follows:

Porar(t) = X" — [N — [6(t) = N4 ]1, orar(f,3%,9) = sup  dorar(yf (X)) (5)

%EBe(x)
We can then obtain the following theorem. Its proof can be found in Appendix C.2.

Theorem 2. Let H be a symmetric hypothesis set consisting of the family of all measurable functions

Haui, suppose v > mln{/\ RZ wh 0 A< N, X* and \* are bounded, and ! is a non- negative,
continuous, and non-increasing margin-based loss.

(i) Then ¢~>ORAT is H-calibrated with respect to Zo.

(ii) Furthermore, (;NSORAT is H-consistent with respect to E) for all distributions D over X X )Y that
satisfy: R%H = 0 and there exists f* € H such that Ry,..(f*) =Ry, 4., < +oo.

‘H can be linear models or deep neural networks. The commonly used hinge loss, logistic loss,
and cross-entropy loss all satisfy the conditions of ¢ (See Appendix C.3 for details). Furthermore,

according to Theorem 1 and assuming ¢ > 0, we have 0 < \* < \*. For v, it should be larger
than the smaller value among A* and minimal (¢, H)-risk, which means k and m should be as far
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away from each other as possible. We call Rz’; "y = 0 as the realizability condition. Therefore, we

05
can conclude that ORAT loss satisfies H-consistency. Our proof is mainly inspired by
( ). However, our analysis for the ¢orar adversarial surrogate loss is more involved since it is a
composition function based on ¢ for which we need to consider the different conditions of \* and A*.

4.2 GENERALIZATION ERROR
In this subsection, we present the generalization error bound for the proposed ORAT loss. Define

the adversarial surrogate loss £(y f(x)) = maxzep, (x) £(y.f(X)) and the composite function class

ZH = {Z (yf(x)) : f € H}. The generalization error studies the discrepancy between the empirical
adversarial risk R(f; S) defined on the training data and its population risk R;{ f) measuring the

performance on the test data, where R;(f;S) = inf) sup; 7= Y1y L(f, A, \). First, we need the
Rademacher complexity ( , ) which is defined as follows.

Definition 3 (Rademacher complexity). For any function class H, given a dataset {x;}7_, the

empirical Rademacher complexity is defined as R,,(H) = LE, [supf€H Dy O‘if(Xi)}, where

o1, , 0y are Li.d. Rademacher random variables with Plo; = 1] = Plo; = —1] = 1/2.
With these preparations, we can get the following theorem.

Theorem 3. Suppose that the range of ¢( f(x),y) is [0, M| . Then, for any § € (0, 1), with probability
at least 1 — § over the draw of an i.i.d. training dataset of size n, the following holds for all f € H,

M(2v/2 + 3\/log(2/6)))
V2n '

The proof of Theorem 3 is by rewriting the empirical risk and population risk with optimal A* and
A*, and then analytically bound the Rademacher complexity of A* and ¥ by utilizing the boundness
condition. See Appendix C.4 for details. Theorem 3 characterizes uniform convergence between the
training and testing on ORAT given hypothesis set 7. The generalization error depends on the limit
of ranked range kam — v as well as the Rademacher complexity of the adversarial loss function
class. It is worth noting the i.i.d. assumption over the sample is restrictive but required for applying
the symmetrization trick in the proof, and how to relax this assumption to a more realistic assumption,
for example, n — m i.i.d. inliers with m outliers ( s ), is future work for us.
Nevertheless, Theorem 3 still highlights the generalization ability of our ORAT objective with respect
to the ranked range and adversarial loss in this ideal setting. We provide hypothesis set examples
of linear classifiers and neural networks in Appendix C.5 for further characterizing the Rademacher

complexity R, (ZH)

Ri(f) = Ri(f;S) < %(2%(2@) +

Remark 1. Theorem 3 together with Theorem 2 indicates that learning with ORAT asymptoti-
cally converges to zero on the adversarial 0/ risk. Let f** = arginf;cy Ry(f) and f&* =
arginfrey Ry(f;S). By standard error decomposition, Ry(f&*) — Ry(f*) = (Ry(f§) —
R[5 S)) + (RZ( & SL) — Ry S)) + (Rz(f**; S)— Rz(f**)). The first term converges to
0 as n goes to 0o and R, ({4;) is bounded. The second term is always non-positive as f&* minimizes
Ry(f;S). The last term is bounded by O(1/+/n) with high probability by Hoeffding’s inequality
( , ). Therefore, R;(f&*) — Rz(f**) — 0 as n — oco. Combined with Theorem 2 (ii)
and Definition 1, it shows that R (f§*) — Rz (f**) = 0 as n — oo.

5 EXPERIMENTS

We evaluate the performance of the proposed ORAT with numerical experiments. Due to the limit of
the space, we present the most significant information and results of our experiments. More detailed
information, additional results, and code are in Appendix D, E, and supplementary files, respectively.

5.1 EXPERIMENTAL SETTINGS

Datasets, Networks, and Baselines. Our experiments are based on three popular datasets, namely
MNIST ( , ), CIFAR-10, and CIFAR-100 ( , ). We follow
the same training/testing splitting from the original datasets. The pixel values of all images are
normalized into the range of [0,1]. We adopt LeNet ( , ), Small-CNN ( ,

), and ResNet-18 ( s ) for MNIST, CIFAR-10, and CIFAR-100, respectively. Settings
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of networks are in Appendix D.2. We compare ORAT with standard training (ST), adversarial training
(AT). In addition, as there are no dedicated adversarial training methods for handling outliers, we

compare three instance-reweighted AT methods GAIRAT ( , ), MAIL ( R
), and WMMR ( , ), because they are the most recent works with the best
performance against adversarial attacks. We also compare RAA ( , ) since it considers

label correction in training. To support our claims about the drawbacks of using a self-learning strategy
to remove outliers before adversarial training in Section 1, we use the AoRR approach to remove
examples with larger losses (potential outliers) from the original training set and obtain a cleaner set
for adversarial training. We call this baseline AT w/o and compare it with our method. Appendix E.5
shows more details of this baseline. All methods are designed based on the cross-entropy loss.

Defense Settings and Robustness Evaluation. In training, following ( );

( ), we consider robustness by setting p = co. For each dataset, we test two different perturbation
bounds ¢, i.e., € € {0.1,0.2} for MNIST and € € {2/255,8/255} for CIFAR-10 and CIFAR-100.
The training attack is PGD10 with random start and step size ¢/4. We evaluate the robustness of our
method and baselines using the standard accuracy on natural test data (Natural), FGSM, PGD?9, and
the CW attack because they are frequently used in the literature of our compared methods. We also
evaluate all methods on a very strong attack, AutoAttack (AA) ( s ), under specific
settings. All of them are constrained by the same perturbation limit e.

Hyperparameters (k and m) and Outliers Generation. Following ( ), we apply a grid
search to select the values of k and m. To simulate the outliers in the training dataset, as in the work
of ( ), we add the symmetric (uniform) and asymmetric (class-dependent) noises to
the labels of the training data. For symmetric noise creation, we randomly choose training samples
with a given probability v and change each of their labels to another random label. For asymmetric
noise creation, given -y, flipping labels only within a specific set of classes. More details of the
simulation can be found in Appendix D.4. Note that we use 4 different v € {10%, 20%, 30%, 40%}.

5.2 RESULTS

Overall Performance. We report the overall results (accuracy on the testing sets) in Table 1. First,
when there is no noise in the datasets, ORAT outperforms the AT method in three different attack
settings on all datasets by a significant margin (0, 2.14%]. This is probably due to that the original
datasets may contain outliers, which has been verified in a recent work ( ).

Second, under the symmetric noise setting, ORAT outperforms all compared methods in all attack
scenarios in general. We observe the performance gap between noise and noise-free settings is small
on MNIST because it is a relatively smaller dataset and LeNet achieves almost perfect performance.
However, on a larger dataset such as CIFAR-10 and using a more complex neural network, the outliers
have a stronger impact. The instance-reweighted AT methods such as GAIRAT, MAIL, and MAIL are
inferior to AT and ORAT in 20%, 30%, 40% settings under € = 2/255, because they allocate the loss
of the most outliers with higher weight during the training. For CIFAR-100, which is larger and more
challenging than CIFAR-10 and the training network ResNet is also larger than Small-CNN. In this
case, we find that outliers have a large influence on robust training. Compared to noise-free settings,
the performance of AT is reduced by half under the noise settings. However, ORAT still outperforms
all baselines in all settings. The performance gap between the baselines and ORAT is more than 2%
and even can be achieved near 10% (in 30% symmetric noise, MAIL, FGSM, and e=2/255 settings).
Furthermore, we find RAA is more robust than other compared methods but vulnerable to adversarial
samples than ORAT. As we discussed before, their label correction approach may correct the wrong
labels but inevitably introduces more extra noisy labels during training.

Third, for asymmetric noise settings, we can get similar observations. Note that ORAT can even
outperform the baselines over 10% on the CIFAR-10 dataset. All adversarial methods outperform ST
in all attack settings since ST does not have a mechanism to handle adversarial samples. In general,
increasing the noise percentage, we can find there is a decreasing trend in the performance among all
methods. On the other hand, increasing the value of € will also decrease all model performance. Even
a small amount of label noise causes classifiers to have significant adversarial errors.

We also report testing accuracy for AA on all datasets with 20% symmetric noise in Table 2. We
can find our method outperforms all compared methods even if using a strong attack strategy. In
addition, we compare AT w/o with our method and report performance in Table 3. Comparing Table
1 and Table 3 under the same setting, it is evident that simply removing outliers from training data
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MNIST (LeNet) CIFAR-10 (Small-CNN)

€=2/255 €=8/255

CIFAR-100 (ResNet-18)
€=2/255 €=8/255

Noise| Defense €=0.1 €=0.2

Na FG PGD CW

Na FG PGD CW

Na FG PGD CW

Na FG PGD CW

Na FG PGD CW

Na FG PGD CW

ST
AT
Ours

99.5192.43 85.68 86.05
99.51 98.60 97.93 97.94
199.53 98.70 98.03 98.04

99.4150.19 16.76 18.65
99.16 97.33 95.14 95.19|
99.3097.79 96.43 96.38

92.48 44.27 24.87 25.06
89.78 79.40 73.52 73.64
89.5479.53 73.96 73.86

92.6315.03 6.82 7.15
85.52 54.61 33.34 34.28
85.9154.85 33.46 34.56

73.67 19.64 10.66 11.13
67.05 53.70 48.18 47.46]
68.00 55.60 50.06 49.50

73.86 3.58 1.61 1.66
55.13 33.66 25.46 23.28)
57.8235.51 27.22 25.26

10%

ST
AT
GAIRAT|
MAIL
WMMR
RAA
Ours

99.3293.72 89.09 87.17
99.12 97.98 97.36 97.28)
99.11 97.87 97.33 97.20)
99.09 98.06 97.50 97.40)
99.14 97.95 97.32 97.23)
99.22 98.01 97.37 97.31
99.52 98.45 97.78 97.79

99.3267.55 36.76 26.02
98.39 96.62 95.25 95.11
08.35 96.57 95.22 95.08)
08.48 96.69 95.47 95.20)
08.36 96.58 95.25 95.11
98.65 96.83 95.32 95.14|
199.2097.61 96.07 96.11

62.2229.24 25.72 24.80
163.03 51.36 46.02 44.95
60.41 49.23 44.72 42.02)
155.14 47.44 44.75 39.64
61.83 51.43 46.56 44.97
62.94 51.32 46.55 45.36
163.83 52.04 48.77 46.65

61.8014.70 9.72 11.38
59.53 34.17 23.33 22.28,
57.12 35.48 24.22 21.52)
53.54 33.61 26.18 20.23|
57.97 34.74 25.15 21.96
58.28 33.58 23.71 22.89
160.42 36.13 26.86 23.48

29.6014.17 11.41 9.96
31.02 22.04 20.25 18.97]
31.05 21.31 19.76 18.08]
29.06 18.90 16.62 14.79
29.74 20.11 18.65 16.86]
30.72 21.95 20.34 18.83)
35.76 25.72 22.27 21.28

29.41 5.22 2.54 2.19
28.96 15.08 12.42 10.49
27.73 15.13 12.28 10.26|
27.6513.21 10.03 7.26
29.23 14.78 11.84 9.96
28.99 15.60 13.03 11.03|
35.3520.37 15.50 14.02

Noise

20%

ST
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IGAIRAT|
MAIL
WMMR
RAA
Ours

99.1293.35 89.05 86.87
98.88 97.67 97.03 96.89)
98.82 97.59 96.96 96.79|
08.81 97.82 97.29 97.12|
98.88 97.59 97.00 96.89
99.07 97.70 97.07 97.05|

99.1470.18 41.67 29.30
97.97 95.98 94.67 94.50)
97.86 95.81 94.57 94.30)
97.98 96.14 94.81 94.58]
97.85 95.89 94.50 94.36|
98.25 96.28 94.41 94.20|

99.56 98.37 97.65 97.64

199.0697.33 95.71 95.68

58.8931.23 25.97 24.13
61.10 50.67 46.76 45.28
58.58 49.26 45.44 40.62|
54.04 47.05 44.78 41.05
59.01 49.64 45.96 43.71
159.53 49.56 45.73 45.60

61.03 51.85 48.48 46.16

57.2815.88 12.8 13.26
56.96 34.55 25.54 24.34
153.55 34.40 25.52 22.15
152.93 34.28 27.74 21.90
156.04 34.65 26.22 23.70
56.71 33.24 24.51 24.12

26.1614.74 11.98 10.29
27.52 20.12 18.49 17.15]
26.77 19.93 18.30 16.78]
25.13 17.01 16.06 14.32|
26.72 19.43 18.04 16.53]
28.16 20.73 19.15 17.74

54.37 35.71 27.76 24.7034.4525.07 22.21 20.92

2622 5.09 245 1.92
26.77 14.39 11.87 9.96
24.80 14.28 12.03 10.32]
24.54 12.85 10.02 7.09
26.61 13.81 11.94 9.82
25.34 14.79 12.46 10.25]
132.8319.45 15.49 13.34
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98.58 97.21 96.67 96.53|
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98.58 97.23 96.69 96.59,
98.84 97.35 96.63 96.59)
99.5598.30 97.51 97.53
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97.26 94.94 93.48 93.17|
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97.31 95.35 94.11 93.66,
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58.1730.55 25.71 24.54
57.78 49.56 46.22 44.80)
155.41 47.20 44.04 40.09
152.94 45.13 42.47 39.01
58.21 49.31 46.40 44.17,
158.72 48.78 45.20 44.85,
58.9950.29 47.11 45.01

57.5514.18 11.50 11.41
54.35 34.21 26.07 24.33|
149.48 33.44 26.26 21.78
@47.31 32.18 25.78 21.99|
53.99 34.16 26.83 23.70
50.81 30.50 24.49 22.60|
55.34 34.89 27.66 25.00

23.3814.26 11.84 10.10
23.79 18.96 17.49 16.26]
24.04 18.93 17.89 16.50)
21.9314.55 13.67 12.14]
23.68 18.27 17.08 15.46]
24.53 20.06 18.54 17.03|
31.27 23.81 21.35 19.59

24.29 5.30 2.90 235
25.66 13.84 11.78 9.87
24.41 14.11 11.84 9.73
22.61 12.47 9.62 7.09
25.4513.60 11.46 9.32
22.08 13.95 11.62 9.67
131.1318.96 15.47 13.21

40%

ST
AT
GAIRAT|
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96.50 94.24 92.46 92.04
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98.63 96.49 94.48 94.53,
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43.37 37.13 35.16 33.82
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{40.01 28.94 25.16 23.73

141.8631.70 27.18 25.19

21.2513.95 12.15 10.21
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18.83 14.22 13.49 12.08
21.04 17.33 16.22 14.76]
22.44 18.59 17.54 16.01
29.3822.99 20.85 19.20

21.55 6.03 3.77 2.96
23.41 13.75 11.25 9.29
21.99 12.97 11.26 9.42
20.47 12.50 10.33 7.35
23.3912.79 11.13 9.10
20.74 13.30 11.56 9.56
26.8017.30 14.32 11.95
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99.3993.05 86.09 89.09
99.46 98.14 97.36 97.61
99.44 98.13 97.34 97.50)
99.50 98.20 97.38 97.73|
99.45 98.11 97.38 97.59|
99.42 98.11 97.34 97.51

99.3965.48 22.17 35.02
99.08 97.29 95.21 95.64
99.03 97.20 95.14 95.45]
99.08 97.52 95.79 96.35
99.08 97.28 95.30 95.67|
99.08 97.24 95.17 95.45

65.2031.18 22.97 22.95
64.71 51.75 45.88 45.70
62.31 49.42 43.64 41.28
56.91 48.29 45.40 36.39
163.93 51.58 46.73 43.92
162.05 50.39 45.61 45.52

199.5098.58 97.81 98.04

99.18 97.68 96.11 96.36

165.4152.76 47.75 46.21

64.9013.41 9.65 10.10
60.82 33.98 20.71 21.30)
158.32 35.07 23.65 21.97,
53.96 35.75 28.61 14.94
160.01 34.71 23.37 20.70)
158.56 32.75 22.70 22.13|

61.28 36.54 28.88 23.52

31.8115.10 11.23 10.03
33.21 22.38 20.53 19.09
33.03 22.73 20.63 19.38
31.4521.36 17.92 16.43|
32.52 22.08 19.63 17.81
33.01 23.07 21.07 19.69
137.0927.07 23.65 22.59

31.71 434 184 1.71
30.83 15.80 12.49 10.55]
29.88 15.58 12.49 10.57]
29.66 13.99 10.18 7.64
30.89 14.86 11.91 10.01
30.35 16.09 12.79 10.70|
35.7220.51 15.46 13.83

Noise

20%
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GAIRAT]
MAIL
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RAA
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99.1992.64 86.00 88.63
99.44 98.12 97.29 97.59|
99.41 98.10 97.20 97.54
99.46 98.19 97.38 97.78)
99.44 98.11 97.19 97.60)
99.40 98.14 97.32 97.60)
99.51 98.60 97.87 98.16

[99.2364.76 20.49 32.18
99.07 97.11 95.20 95.84
99.01 96.99 95.16 95.66)
99.17 97.38 95.67 96.26
99.06 97.07 95.22 95.83|
99.13 97.05 95.05 95.44)
199.1297.56 96.11 96.55

62.2922.77 18.34 16.56
37.29 46.54 42.36 41.63
37.36 43.98 40.30 38.73
32.26 41.99 39.2832.29
33.63 45.84 42.90 40.44)
46.3636.75 33.35 32.22
39.2647.54 43.76 41.97

62.1410.46 6.89 6.96
35.48 32.05 24.20 23.33
35.12 31.98 24.05 23.06|
27.98 32.09 25.97 17.24
36.56 31.97 25.58 23.24)
(@44.47 29.30 22.48 21.14|
37.3534.17 26.38 23.84

30.46 14.79 11.57 10.38
31.67 21.15 19.44 18.19
31.64 21.64 19.80 18.42]
30.94 20.38 16.98 15.60)
31.90 20.82 18.96 17.31
31.91 21.75 20.08 18.75)
36.05 25.76 22.83 21.47

30.49 492 2.14 2.03
29.96 15.47 12.46 10.51
29.15 15.45 12.58 10.70]
28.48 13.32 9.89 7.18
30.61 14.28 11.75 9.81
30.13 15.90 12.83 10.72]
134.1119.55 15.12 13.70

Asymmetric
30%

ST
AT
GAIRAT|
MAIL
WMMR
RAA
Ours

99.0791.12 83.58 85.97
99.41 98.07 97.14 97.55)
99.37 98.06 97.27 97.65|
99.44 98.12 97.41 97.56|
99.40 98.07 97.15 97.63|
99.40 98.07 97.20 97.53|
99.47 98.51 97.82 98.12

99.1259.61 20.58 29.17
98.95 96.90 95.12 95.80)
99.02 97.01 94.90 95.65
99.13 97.33 95.48 96.11
99.05 97.03 94.98 95.75]
99.04 97.00 95.11 95.62|
199.24 97.45 95.98 96.63

61.1119.98 16.08 14.82
35.76 45.32 41.21 40.19,
36.28 43.59 40.07 38.55
31.88 40.47 38.3230.84
34.78 43.87 41.06 38.49)
46.44 38.01 34.80 33.07,

39.98 46.51 42.98 41.30

60.4210.40 6.54 6.73
37.28 32.10 24.20 23.47
35.00 31.77 24.61 23.40,
31.27 31.08 25.84 16.86,
25.40 29.75 23.85 22.26
1#3.22 27.58 21.07 20.20|

35.7133.71 26.04 24.06

28.1914.94 11.91 10.76
30.19 20.77 18.72 17.58]
29.99 20.64 18.69 17.27,
29.28 19.12 16.09 14.71
30.20 19.46 17.70 16.17,
30.58 21.08 19.19 17.98
34.58 24.18 21.05 20.11

28.80 3.97 1.68 1.4l
28.42 14.57 11.93 10.15]
27.33 15.00 11.64 9.94
27.23 12.99 9.43 6.89
29.0213.98 11.27 9.20
29.08 15.18 12.28 10.38]
33.8019.35 14.84 13.70

40%

ST
AT
GAIRAT|

97.4381.71 73.74 75.11
99.33 97.81 96.90 97.22|
99.26 97.70 96.78 97.03|
99.24 97.74 96.87 96.84
99.35 97.84 96.89 97.22
99.40 98.02 97.14 97.23]
199.4198.38 97.68 97.97

97.5850.69 16.99 22.82
98.89 96.82 94.63 95.46|
08.85 96.65 94.36 95.24
98.79 96.94 94.93 95.26|
98.91 96.70 94.58 95.30)
98.96 96.91 95.02 95.29
99.09 97.25 95.62 96.19

58.8719.16 16.29 16.04
35.53 43.65 39.66 38.95
32.71 42.02 38.33 36.30|
28.46 38.43 36.8029.87
29.93 39.10 36.70 35.43
46.0934.71 30.34 29.21
35.8944.05 40.85 40.33

59.0710.52 7.01 8.8l

33.18 31.06 23.61 22.97|
33.97 31.28 23.17 23.26|
31.10 30.08 25.02 17.44]
31.28 28.22 22.57 21.19|
(#1.07 28.04 20.81 20.20|
34.22 31.36 25.98 24.06

26.9912.97 10.29 9.56
28.18 20.20 18.52 17.13]
28.42 19.67 17.88 16.75]
27.68 17.73 15.77 13.91
28.65 19.15 17.54 15.94
28.25 19.97 18.58 17.36]
133.65 23.25 20.76 19.46

27.11 432 191 1.67
27.09 13.90 11.32 9.85
25.70 14.49 11.55 9.85
25.8211.76 9.00 6.92
27.70 13.69 11.33 9.67
27.68 14.42 11.70 10.21
131.6918.47 14.16 12.81

Table 1: Testing accuracy (%) of seven methods on MNIST, CIFAR-10, and CIFAR-100 with different levels of
symmetric and asymmetric noisy. The best results are shown in bold. We color the performance of all adversarial
training methods on three different attacks. The performance gap between current method and ORAT are shown
in green: <2%; yellow: (2%,5%]; orange: (5%,10%]; blue: >10%. According to results, ORAT outperforms
all adversarial training methods on all attack settings. ‘Na’ represents Natural. ‘FG’ represents FGSM.

cannot significantly improve AT performance, and our method still achieves the best performance.
The stability evaluation results of each method with 10 random runs are shown in Table 4, where
we use 40% symmetric noisy data as an example. Comparing Table | and Table 4 under the same
setting, it is clear that the performance gap becomes larger when we report scores by using mean
and standard deviation, and our method shows a stable and stronger ability in handling outliers and
adversarial attacks.

Convergence and Robustness Tendency. We show the tendency curves of the training loss on all
datasets with different noise when using Algorithm 1 in the left panel of Figure 2. The sharp drops in
the curves correspond to decreases in training learning rate. We can observe a steady decrease in the
training loss on all datasets with the increase of training epochs when training against adversarial
samples, which supports that Algorithm 1 can effectively optimize and solve Eq. (4) even if it is
a non-smooth loss. We also compare the robust accuracy of AT and ORAT by using four attack
strategies on all datasets with 20% symmetric noise in Figure 2 right panel. It is clear that our method
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Data| _ MNIST CIFAR-10 CIFAR-100 Notse | Detense | MNIST (c = 0.1) [ CIFAR-100 (c = 2/255) |
Defense €=0.1]¢=0.2|¢=2/255]¢=8/255|c=2/255|c=8/255 ose| Deleme g FG PGD_CW | Na_ FG__PGD__CW |
ST 841312378 ] 23.54 | 1041 | 1022 | 172 0838 7747 3931 5147 | 2153 1395 1212 10.2
AT 9673| 9323| 4456 | 2306 | 1711 | 9.89 ST | 018 o (1113) (1299)| 071 ©16) 028 (028
GAIRAT | 9678 93.57| 40.82 | 2057 | 1654 | 997 o : ) (D) (2.7 | Q. 16) (0.28) (0.
9 06.60 95.11° 9436~ 94.16 [ 2182 1 18.147 17.02° 15.62
MAIL 9701 | 93.80| 4039 | 1895 | 1367 | 729 2 AT | oo i st s |03 0 029 0
WMMR | 96.88| 93.60| 4352 | 2068 | 1569 | 873 2 ©.87) (L17) (L31) (L37) | (0.30) QY (0.29) (0.32)
V4
RAA e e il o0 | oo 9804 96,60 9598 9579 2158 17.94 11688 1550
! ! 5 : i : o | GAIRAT
Ours 97.67 | 9505 | 4559 | 2335 | 1974 | 1222 =) ©.11) MODSH RSN RO | (0.30) RESCHRESI (0.33)
S [ A | 9506 96887 96317 9611 1752 1431 13467 12.00
Table 2: Testing accuracy (%) on AutoAttack. £ ©.17) (0.16) (0.12) (0.10) | (0.74) (043) (040) (0.37)
E [ | 507 96697 9604 9585 T2064 17.147 16107 14.76
Noise| Defense | MNIST (¢ = 0.1) [ CIFAR-100 (¢ = 2/255) | A (0.14) (0.10) (0.08) (0.08) | (0.29) (0.33) (030) (0.27)
[Na FG PGD CW [Na FG PGD CW | ¥ [ Raa | 9858 96827 95997 9591 [2221 1827 1722 1585
10% | AT w0 [98.9T 98.08 0761 07.55[29.81 21,09 1959 18.23 = (0.11) (0.08) (0.10) (0.09) | (0.32) (0.32) (0.30) (0.33)
" | Ours [99.52 98.45 97.78 97.79 35.76 25.72 22.27 21.28 Ours | 2934 98.02 97.19  97.18 * 30.12 23.62 21.48 20.02
0% | AT w/o [97.82 9697 9647 96.3524.18 19.17 17.31 16.71 003) (007) (0.08) (0.07) (047) (042) (049) (04D
| Ours [99.55 98.30 97.51 97.53|31.27 23.81 2135 19.59

Table 3: Testing accuracy (%) of AT w/o and ORAT on Table 4: Mean and standard deviation (in parentheses)
symmetric noisy data. of testing accuracy (%) across 10 random runs.
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Figure 2: The tendency curves of training adversarial Figure 3: Effect of k and m on the test accuracy of
loss and test accuracy on three datasets. ORAT on three datasets.

outperforms the original AT method in all settings. In general, these plots illustrate that we can
consistently reduce the value of the objective function of ORAT, thus producing an increasingly robust
classifier.

Effect of k£ and m. We study how the choices of k£ and m affect the performance of ORAT with two
types of experiments on all datasets under 20% symmetric noise setting, together with those from
other defense methods. In the first set of experiments, we fix k to the total number of training samples
and run the algorithm with different values of m. The results are plotted in Figure 3 (left panel). We
can see that there is a clear range of m with better performance than all compared methods. In the
second set of experiments, we fix m with the best performance from the first set of experiments and
run ORAT with different values of k. The results are shown in Figure 3 (right panel). Note that there
is also a range of k with better performance, in particular, the optimal value of £ is less than the
number of total training samples. Similar trends are observed on all datasets.

6 CONCLUSION

In this work, we introduce the outlier robust adversarial training (ORAT), which considers both
outliers in training data and adversarial attacks in the model training. We provide an optimizing
algorithm and analyze the theoretical aspects of ORAT. Empirical results showed the effectiveness
and robustness of ORAT on three benchmark datasets. In the future, we will study the optimization
error or convergence rate of our proposed learning algorithm. We will also evaluate our method on
large datasets and large deep neural networks. Although achieving fairness is not a goal of this work,
we have found that our method can benefit the minority subgroup of data (see Figure 1 right panel).
Studying fairness with ORAT is an interesting direction in the future. Furthermore, we plan to design
an efficient method to automatically determine the hyperparameters k£ and m during the training.
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Appendix

A RELATED WORKS

Traditional Robust Learning. Training accurate machine learning models in the presence of
noisy data is of great practical importance ( , ). However, a degradation in the
performance of classification models is inevitable when there are outliers in the training data. To
combat outliers, the traditional robust learning methods are designed from four directions. 1) The
label correction methods ( , ) improve the quality of the raw labels by correcting
wrong labels into correct ones. However, it requires an extra clean dataset or potentially expenswe
detection process to estimate the outliers. 2) The loss correction methods ( s
, ) improve the robustness by modifying the loss function based on an estlmated noise
transition matrix that defines the probability of mislabeling one class with another. However, these
methods are sensitive to the noise transition matrix, which is also hard to be estimated. 3) The refined
training strategies such as Co-teaching ( ; , ), MentorNet ( ,
; , ) are robust to outliers. These studres all rely on an auxiliary network for sample
weighting or learning supervision, which is hard to adapt and tune. 4) Some simpler and arguably
generic robust loss functions are also designed for robust learning. For example, a recent work
( ) proposed AoRR loss, which can mitigate the influence of the outliers if their proportion
in trammg data is known. Furthermore Some smoothing methods are proposed in ( ,
, ) and have been proved to be effective in solving the
problems of label and data noise. However, none of these methods are related to adversarial robust
learning.

Adversarial Robust Learning. The ommpotent DNN models are surprisingly vulnerable to adver-
sarial examples ( , ), which can easily mislead a DNN
model to make erroneous predrctlons To mitigate this issue, the adversarial training (AT) (

, ) is first proposed as one of the most effective robust learning methodologies against
adversarial attacks. To improve adversarial robustness, instance-reweighted AT methods are studied
by considering the unequal importance of the adversarial data in several recent works. Intuitively, the
samples assigned a low weight to correspond to samples on which the classifier is already sufficiently
robust. Specifically, the reweight mechanism in WMMR ( , ) and MAIL ( s

) is based on the multi-class probabilistic margin margin of the model outputs (

, ). The reweighting method in work GAIRAT (

) 1dent1ﬁes non-robust (easily be-attacked) data by estimating how many steps the PGD method
needs to attack natural data successfully. The most recent work BILAW ( R ) uses a
validation set to learn weights based on bi-level optimization and meta-learning. The most significant
assumption in these works is that the natural dataset is clean. However, the performance of the model
based on these methods will be degraded if the training dataset contains outliers. In
( ), the authors identified label noise as one of the causes of adversarial vulnerability. However, no
defense methods are proposed to solve this problem. The work ( ) empirically studies
the efficacy of AT for mitigating the effect of label noise in training data. However, their proposed
annotator algorithm is based on the label correction strategy, which inevitably introduces more extra
noisy labels due to the bottleneck of the classifier. In ( ), the authors proposed an
adversarial distributional training. They focus on the distribution shift of adversarial samples but they
do not consider the outliers problem. Several works ( ); ( );

( ) connect adversarial robustness to out-of-distribution (OOD) problems. However,
they are in different settings from ours because the notion of outliers is different from OOD points.

B EXPLICIT FORMS OF 9yL, 5L, AND 5L

From Eq.(4), we have £(fg, A, \) := &= U\ A m)\ A = [€(fo(X),yi) — Al 4]+ Denote [[q) as
an indicator function with Ij,; = 1if a is true and 0 otherwise. Then we can get

0o L(fowr, NV, AD) = DU (fo (%:), i) T 100, 0 &0 - 20141 Tel ) ®w)>A0]

k—m I

Lo, X AY) = = = T30 05, 0y (200020141 Tty (0000520
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’I’L—?’TL_H

af\ﬁ(f()(t) ) )‘(t)a 5‘(1&)) = [X(t) >[é(f9(t) (%4),yi)—AD]4]"

C PROOFS

C.1 PROOF OF THEOREM 1

Denote [a]+ = max{0, a} as the hinge function. First, we introduce two Lemmas as follows,

Lemma 1. ( , ) For a set of real numbers S = {s1,-+- , s}, s; € R, and s[4 represents
the i-th largest value after sorting the elements in S, we have

k n
;Sm = I;lé]%{k&\ + ;[51 - /\}4_}

Furthermore, si,) € argminyer{kX + 37 ;[si — AJ+}.

Proof. We know Y% 5[] is the solution of
maxp' S, st.p'l=k0<p<1.
P
We apply Lagrangian to this equation and get
L=-p'S—v'p+u'(p—1+Ap'1—k)

where u > 0, v > 0 and A € R are Lagrangian multipliers. Taking its derivative w.r.t. p and set it to
0, we have v = u — .S + A1. Substituting it back into the Lagrangian, we get

mi}{luTl 4+ kA st.tu>0,u+A1—-52>0.
This means .
> s = min {kA+ Y [si = Ny} (eR))
i=1 i=1

Furthermore, we can see that A = s is always one optimal solution for Eq.(C.1). So

s[k) € arg mgn {k)\ + Z[sl - )\]+}.
i=1

O
Lemma 2. For a set of real numbers S = {s1,--- , 8}, $; € R, we have
i:;H s = max { (n —m)A - ;[A s}

Furthermore, sp,, € argmaxyer{(n —m)A —> 1" | [A — 5]+ }.

Proof: n n m
Z 8[1] = Z S; — Z S[l]
i=m-+1 i=1 =1
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The second equation holds because of Lemma 1. The fourth equation holds because the fact of
la]+ — a = [—a]. Furthermore, we can see that A = s[,,,] is always one optimal solution. So

[]Gargmax{ m)A — Z — 5] }

O
Theorem C.1. (Theorem I restated) Suppose A € R, A\ ER, then Eq.(3) is equivalent to
1 " rk—m n—m.: 2 -
rgl}\nmax P Z [ " A+ " A=A =T[l(fo(%i),yi) — Al+]+
=1 (C2)
st x; =arg max £(fo(X),y;)

XEB(%x4)

Furthermore, A > A, when the optimal solution is achieved.

Proof. To extract the sum of (m, k)-ranked range individual losses, we can first select a subset,
which contains the bottom 1 — mn losses from the ranked list of L ({(x;,¥;)}}—,). Then we select
top-(k — m) individual losses from this subset as the finalized (m, k)-ranked range. Therefore, We
sum the bottom n — m individual losses as follows,

Z £(fo(x y[z] —manqZ (fo X[z) z) s.t.q; € {0,1}, [lgllo =n —m,
i=m—+1
where ¢ = {q1, - ,qn} € {0,1}", and g; is an indicator. When ¢; = 0, it indicates that the i-th
individual loss is not included in the objective function. Otherwise, the objective function should
include this individual loss. Next, we sum the top-(k — m) individual losses from the bottom n — m
individual losses as follows,

min 3 (o)) 5165 € (0.1}, o =n—m

—n&nn(k‘ m)\—&—qu (fo(Xi), i) — A+ st.q €{0,1}, [lgllo=n—m
i=1

—mm(k m)A\ + qu [(fo(%:),y:) — A+ s.t.g; €[0,1], |lgllo =n—m (C.3)
1=1

=min(k—m)A+ Y [[(fo(%),y) — N+

i=m-+1

M:

*mm(k m))\+max{(n7 A — [(fo(%i),u:) — /\]+}+},
A :1
where ¢/(fo(X),y) = {@1f(fo(X1),91), * ,@l(fo(Xn),yn)}- The first equation holds because
of Lemma 1. Since ¢;¢(fg(X;),y;) > 0, we know the optimal \* > 0 from Lemma 1. If ¢; = 0,
[g:€(fo(%:),5) — AN+ = 0 = qi[l(fo(%),95) — N4 M@ = 1, [q:l(fo(X:),9:) — A']4 =
[0(fo(Xi),ui) — N4+ = @[(fo(Xi),yi) — A*]4+. Thus the second equation holds. It should be
mentioned that the discrete indicator g; can be replaced by a continue one, which means ¢; € [0, 1].
The third equation holds because we take the optimal ¢* into the objective function and remove the
constraints. The fourth equation can be obtained by applying Lemma 2.

Therefore,
min +— Z U fo(@), i)
1=m-+1
1 R n
:meinkm{mm(k m))\—l—m)z\tx{(n— m)A — ; [0(fo(%i), Z)—)\]JF]JF}} (C4)
1 k- —ms - 3
= minmax ;- mz[ A+ P = [ = [ () pi) = N -
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Furthermore, according to Lemma | and 2, we know the optimal A\* and \* can be obtained at the

top-k and top-m values of loss /, respectively. Since m < k, we have \* < A* Therefore, A > A,
when the optimal solution is achieved. O

C.2 PROOF OF THEOREM 2

To prove Theorem 2, we first introduce the calibration function as follows,
Definition 4. (Calibration function). ( , ) Given a hypothesis set H, we define the
calibration function dmax for a pair of losses (L1, £2) as follows: forallx € X, n € [0,1] and 7 > 0,

5max(7-7 X, 7]) = inffEH{C& (f7 X, 7]) - CZ,H(Xa 7])\(3@2 (fv X, 77) - CZ;,H (Xa 77) Z T}' (CS)

The calibration function gives the maximal § satisfying the calibration condition (Definition 2). The
following proposition is an important result from ( ).

Proposition 1. ( , ). Given a hypothesis set H, loss {1 is H-calibrated with respect
to Lo if and only if its calibration function dyax satisfies Omax(7,%,m) > 0forallx € X, n € [0,1],
and T > 0.

Next, we define the adversarial loss of f € H at (x,y) as

ls(fixy) = sup L(yf(%)).
x€B.(x) (C6)
The above naturally motivates supremum-based surrogate losses that are commonly used to optimize
the adversarial 0/1 loss ( ; s ; , ). When /4 is
non-increasing, the following equality holds ( , ):
sup X)) = KS( inf )
b (yf (%)) et yf (%) (C.7)

Therefore, the adversarial 0/1 loss ZO has the equivalent form

b(f,xy) = sup Lyrz<o =1 it yix)<o- (C.8)
%€B.(x €Be(x)
In this paper, we aim to characterize surrogate losses £y satisfying H-calibration (Definition 2) with
{5 = £y and for the hypothesis sets 7 which are regular for adversarial calibration.

For convenience, let M(f,x,€) := infzep (x) f(X) and M(f,x,€) := —infzep (x) —f(X) =
SUPxeB. (x) | (X). Then we provide three useful Lemmas as follows,

Lemma 3. ( ( ), Lemma 28). Let H be a symmetric hypothesis set, { be a surrogate
loss function, and Xy ={x € X: there exists f' € H such that M(f',x,€) > 0 ). If Xo = 0, any

loss { is H-calibrated with respect to lo. If X5 £ (), then € is H-calibrated with respect to % if and
only if for any x € Xs,

1
inf Ce(f, %, )> 1nng(f7 X, )and
FEH:M(f,x,6)<OSM(f,x,€)
1
inf C inf C Y -1 d
rerntt oo o(f,x,m) > inf, «(f,xm), V€ (5, 1],an (C.9)
1
Hi Cl(f»Xﬂ?) > inf Cf(fvxvn)a V77 S [0, 7)'
FEH:0KM (f,x,€) feH 2
Lemma 4. ( ( ), Theorem 23 and Theorem 24). Let H be a symmetric hypothesis

set consisting of the family of all measurable functtons Hai, ¢ be a non-increasing margin-based
loss, and ng(f,x y) = SUPxeB, (x) oy f(x)). If & is H-calibrated with respect to lo, then b is

‘H-consistent with respect to éo for all distributions D over X X ) that satisfy: R; oy = 0 and there
05
exists f* € H such that Ry (f*) =R}, 3., < +oc.

The proofs of the above two Lemmas can be found in ( ).

17



Under review as a conference paper at ICLR 2023

Lemn}a 5. Let H be a symmetric hypothesis set and f € H. Suppose 0 < \* < Novo>
min{\*, R} 3 }, £(yf(x)) > 0Vx, and \* is bounded, then \* < £(0).

Proof. Based on the definition of (f§, A", A*) = arginf, sups {E[A=[A=[e(Y (X)) =Ml ]+ ] +
VA — ,uj\}. We choose f = 0, A = £(0) and A = \* there holds
vA = pAt S E[A - [V - (U J(0) = M)+ xt - ke
SE[V — [\ = [60) = £0)]4]+ | +vE(0) - pA*
= vl(0) — pA*
Thus vA* < v£(0) which shows that \* < ¢(0). Let 8 = £(0) — A which implies

U&ﬁixw:a@ggwp{EP—w&—wavnm>+ﬁ—amuh]—uﬂ—ux}
D
Let (fg, 8%, X*) be the minimizer. we have, for any f and choosing 8 = £(0), that

VB = A SEN [V = (Y F(X) + B - L0414 ] - w8 -k

SE[A = [V = [(Y (X)) + £0) = £O)]4 ]+ | — ve(0) = .
Therefore, we have

—vB SB[ = [V = [0 FO)]4]4 | - ve(0).

v—E [;\*—[;\*—[K(Yf*(X))]JrH}
” . Since £(Y f*(X)) > 0, we have

0 <E[A — [V — [V (X))l = E[A = [ — v (0))] < min {3, inf B[e(y/ ()] .

Since f is arbitrary, 8* >

By using the assumption v > min{j\*,R}:H}zmin{j\*,inff E[E(yf(x))]}, we get B* >
v—E [X*—[X*—[Z(Yf*(x))h]@

— > 0. Consequently, the above arguments show that 0 < \* =
£(0) — B* < £(0) if v > min {&*,inff E[E(yf(x))]} O

Theorem C.2. (Theorem 2 restated) Let H be a symmetric hypothesis set consisting of the family of
all measurable functions Hqy;, suppose v > mln{)\ Ry uh 0 <A < N, A\* and \* are bounded,
and { is a non-negative, continuous, and non-increasing margin-based loss.

(i) Then (50RAT is H-calibrated with respect to Zo.

(ii) Furthermore, (ZEORAT is H-consistent with respect to Zo for all distributions D over X X )Y that
satisfy: R;}OH = 0 and there exists f* € H such that Ry, (f*) =R} 4 . < +oc.

(bORATﬂ

Proof. Below we will prove the theorem using Lemma 3 which is from ( ). Recall
that, from the definition of ¢ozar(t) in Eq.(5), £(¢) is a continuous and non-increasing function, and

A* and \* are bounded, we can conclude ¢orar(t) is bounded, continuous, non-increasing.

By Lemma 3, if X = (), QZORAT is H-calibrated with respect to ZO . Consequently, it suffices to
consider the case where X # (). In this case, in order to show ¢orar is H-calibrated with respect to
£y, from Lemma 3 we only need to show, ¥x € Xs, that

inf - ¢0RAT(f’ ’ )> lIlf ¢0RAT(f’ ’ )G/I’Ld
FEH:M(fx,e)SOSM(f,x,¢€)

1
inf (f,x,m) > mf Cs... (fix,m), V€ (5,1],and

FEH:M(fx,6)<0 - 2

: 1
inf ¢ORAT(f,x n) > 1nf C; (fyx,m), ¥ne [0,5),

FEHOSM(f,x,€) foras
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To this end, recall that, by the definition of inner ¢;-risk, the inner qEORAT-risk is given by

d>om (f,z,m) = n(bORAT(f)X +1) + (1 — n)qBORAT(ﬁ x, —1)

= NPorat (SceiBnix) f(i)> +(1- 77)¢ORAT(X Hlf( —f(x ))

= NPorat (M(fv X, 5)) + (1 - 77)¢ORAT( - M(fv X, 5))

For any x € Ab, let Mx = supycy M(f,x,¢) > 0. Since H is symmetric consisting of all
measurable functions, we have —My = infsey M(f,x,€) < 0. Since ¢orar(-) is continuous,
for any x € A5 and 7 > 0, there exists fx € H such that gorar (M (f,X,€)) < dorar(Mx) +
7, ¢ORAT(_M(f):’X7 6)) < ¢ORAT(O) + 7, M(f;vxa 6) Z M(f;ax7 6) > O’ M(_f):ax7 6) S
M(—fI,x,€) = —M(fI,x,€) <0, and ¢orar(M(—fI,%,€)) < Porar(0) + 7. Next we analyze
three cases:

1. Whenn = %, since @orar 1S NoOn-increasing,

. 1
. lnf vl CQEORAT (f’ X’ 5)
FEHM(F,6) SOSM(f ,6)

= inf 1¢0RAT( (f,x, 6)) + %¢ORZ—\T( — M(f,x, 6))

 FeMM(fix e)<0<M(f x,¢) 2

> L foran(0) + G dorsa 0)
= ¢orar (0)
= N = A" = [0(0) = A4 ]
For any x € Xb, there exists f' € H such that M (f’,x,¢) > 0and —M (f’,x,€) < —M(f',x,€) <

0, we obtain

(% 5) = g bomas (M7 %, €)) + gomar (— (7 x,0))

d)ORAT

According to Lemma 5, we have 0 < \* < A*and A* < £ (0). Therefore, we also analyze two cases:

(@ Ifo < \* + < £(0), then we have

inf ¢ORM(f7 ) ) 2 A* - [5‘ = [€0) = A"J4]4 = A%
FEH:M(f,x,6)<O<SM(f,x,¢€)

On the other hand, since @orar is continuous, there exists f' € H and t = M(f’,x,¢), then
0 < ¢orar (M(f/,x, 6)) <\ Thus,

Cpne (5%, %) = éfbom M(f',x,e ) + %%m(—M(f’,x,e))
< ;¢ORAT< (ffix,€ ) +%5\*
1 1

< §>\ 2>\* =A%

Therefore, for any x € X,
7 Lo 11 77) ComnlS %) <A< P P S ’7)' (C10)
(b) If X* 4+ X* > £(0),
nE G () 2 A = [0) - XNy = €0) - X

FEH:M(f,x,e)SOSM(f,x,€)
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On the other hand, recall both ¢orar(-) and £(-) are continuous and non-increasing and £(0) > \*
from Lemma 5. Therefore, we can find f* € H such that £(0) > ¢(M(f',x,€)) > X*, \* + A* >

{(—=M(f',x,€)) > £(0) > \*,and £(M(f',x,€)) + £(—M(f',x,¢€)) < 2¢(0). Consequently, there
holds

Chon (5%, *)

= 2o (M %)) + Looms (~ T(x,0))
:%[X**[X**M(M(f’,x,e))*k*hh} g [b - B T % 0) - X
CAL(F %, €)) = X+ 1T %, €)) = X

(CL(F %, ) + U-TT(f )]~ A

< 5 X 26(0) = N = £(0) -

Therefore, for any x € X,

l—ll\')\l—‘l\NH
o |

1
, ,f X, =) < /A A< inf C- X, =).
fEH ¢0RAT (‘f ) ¢ORAT (f ) ( ) fEH:M(f,X,E)SOSM(f,X,G) orat (f 2)
(C.11D
2. Whenn € (%, 1], since @orat is non-increasing, for any x € s,
fC ) = inf (M,,)l— (—M,,)
e o Goue (Frx1) rerniE <o Momar M(f,x,€)) + (1 —n)dorar (f,x,¢€)

> N¢orat(0) + (1 — 1) dorar (Mx).
On the other hand, for any x € X5 and 7 > 0,

¢>ORAT(fX’X 77) - 77¢ORAT( ( T’Xa 6)) + (1 *77)¢ORAT( *M( ):’X? 6))

< N]porar(Mx) + 7] + (1 — )[dorar(0) + 7]
= n¢ORAT(Mx) + (1 - n)¢ORAT(O> + 7.

Since n > % and M, > 0, we have

inf X,
feEH:M(f,x,e)<0 ¢ORAT(f 77)

> [Mdorat(0) + (1 — 1) dorar (Mx)] — [nPorar(Mx) + (1 = 7)¢orar(0) + 7]
= [2n — 1][#orat(0) — Porar(Mx)] — T
> 0,

¢ORM (fx y X 77)

where we take 0 < 7 < [21 — 1][¢orat(0) — Porat(Mx)]. Therefore, for any n € (%, 1] and x € X,
there exists 0 < 7 < [21 — 1][¢orat(0) — Porar(Mx)] such that

;275 Por AT(f’X 77) C&omr(‘fx’x’ 77) fEH: ]\411(,1ffx €)<0 ¢ORAT(f’X 77) (C12)

3. When 1) € |0, %), since ¢orar is non-increasing, for any x € s,

inf  Cp (Fxm = nf g (M(f%,6)) + (1= m)omar ( — M(fx,6))

FEH:M(f,x,6)>0 fEH:M(f,x,6)>0

> (1 =n)¢orar(0) + inf TPorAT (M(f, X, 6))

fEHM(f,x,e)>0

> (1 —n)porat(0) + Norat (Mx)
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On the other hand, for any x € A5 and 7 > 0,
C&om”( fx7x 77) - TId)ORAT( ( fx?x 6)) + (1 - n)qSORAT ( - M(_f;(—v X, E))
= sz (M(—f7,%,€) ) + (1 = n)osar (M(f7,%, )

< N¢orar(0) + 7] + (1 — 1) Porar (M( xr X 6))

< N[porar(0) + 7] + (1 — ) [porar (Mx) + 7]
= Ndorat (0) + ( )¢ORAT(Mx) + 7.
Since n < % and My > 0, we have

7iIlf ¢>0RAT(f’X 77) ¢ORM( fxax 77)
fEH M (f,x,6)>0

> [(1 = n)dorar(0) + ndorar (Mx)] — [n¢orar(0) + (1 — 1) dorar (Mx) + 7]
= (1 = 29)[¢dorar(0) — Porar (Mx)] — T,

where we take 0 < 7 < (1 — 21)[Porar(0) — Porar(Mx)]. Therefore for any n € [0, ) and x € X,
there exists 0 < 7 < (1 — 21)[¢orar(0) — dorar (Mx)] such that

inf C , X, C; v X, 1) < inf C; , X,
fEH (Z)ORAT (f T]) ¢ORAT ( f 77) fEHZM(f’X’E)ZO ¢ORAT (f n) (C.13)

From (C.10), (C.11), (C.12), (C.13), we conclude that (ZEORAT is ‘H-calibrated with respect to Zo. Thus,
(i) holds.

According to Lemma 4, we can conclude that the $ORAT is H-consistent with respect to ZO for all

distributions D over X x Y that satisfy: R = 0 and there exists f* € H such that Ry, (f*) =
0>

R;@ORM’HQ” < 4o0. Therefore, (ii) holds. L]

C.3 CROSS-ENTROPY AS A MARGIN-BASED LOSS

The cross-entropy loss can be rewritten as a margin-based loss. For example, in binary classification,
the conventional binary cross-entropy (bce) loss is given by bee = —(ylog(a(f(x)))+(1—y)log(1—
o(f(x)))) when y = {0,1}. Here o is the sigmoid function. It is clear that this conventional bce
loss is not a margin-based loss. However, we can transfer the negative label O to -1. In this case,
by the property of the sigmoid function 1 — o(x) = o(—x), the original bce loss can be rewritten
as bce = —log(o(yf(x))) when y = {—1,1}. This is in fact a non-negative, continuous, and
non-increasing margin-based loss.

C.4 PROOF OF THEOREM 3
To get the generalization error bound, we need an equivalent formulation of equation 4 which is
stated in the following lemma.

Lemma 6. Suppose A € R, \ € R, then the empirical risk Ri(f;S) defined by Eq. equation 4 is
equivalent to

R f;S) = kf (mln{k’)\—i-z -+ } min {m)\—i-z 5\]+}>

XeR
(C.14)

Proof. According to Eq.(C.3), we have

m)%n(k — m)A + max {(n —m)A — ;[5\ — [0(f(%i), vi) — )\]+]+}

A

n

—min(k—m)A+ 3 [0, y) — N

A )
i=m-+1

—n/r\nn(k m)\-f';% X;), i) — A+ st.g; €[0,1], [lgllo =n —m.
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Under the constraints, we can rewrite the last formula as

(k —m)A\+ Z%‘[e(f(ii)vyi) - A+
=(k—m)A+ Z[ﬂf(fc,-xyn — N+ — Z(l — @) [O(f (%) i) — N+

=k + Zw(f(ii% vi) = Ay — > (1= @) {[l(f (%) 9:) = A+ + A}

i=1
The last equality holds because Y . (1 — ¢;) =n — (n —m) = m.
For the term > (1 — ¢;){[(f(%:),y:) — A+ + A}, we assume £(f*(X;),y;), Vi, are sorted in
descending order when getting the optimal model f*. For example, ¢( f *(il),yl) > 0(f*(X2),y2) >

- > L(f*(Xn),yn). Since \* > 0, the optimal ¢* shouldbe ¢f = --- = ¢, =0, ¢}, = =
g;, = 1. Note that \* must be an optimal solution of the problem

mgn(k —m)\+ A Z g [(f" (%), yi) — A+

1=m-+1
From Lemma 1, we know f(f*(xm_H) Ym+1) > A*, which implies that é(f (X:),y:) = A* >0
holds for ¢; < 1. Therefore, > ., (1 — ¢:){[0(f(%i),y:) = AN+ + A} =D (1 — qz)f( (%), Yi)-

Furthermore, we know

m;\in {mS\ + Z[E(f(fci),yi) - 5\]+} = max { Z(l — @) l(f(Xi), yi)

Then we get

¢ € [0,1], llallo =n—m}.

n

l(mgn@ )\ max { (0 = m)A — S A - [ (&), 1) - A]+]+}>

k—m A i—1

k 1m<m1n{k)\+z ) ym) )\]+} mln{m)\JrZ y[Z] 5\] })

The proof is complete. O

Considering the limit case of equation C.14, the population risk R;( f) can be written as

= m(gnélﬂrg{k)x—l—Z )\]} mm{m)\—l—z (X)), —5\]+}>

AER

k— 17L_>V7_>u

: (r;ln {4 A+EIf (), ) =Nl f—min { A+ B/ (), y>—&1+}> = Ri(/).

n—00 14 AER

The next Lemma tells us if the loss function is bounded, we can constrain the problem of R(f) and
R;(f;S) in the bounded range as well.

Lemma 7. Suppose that the range of ¢ is [0, M. Then we have

Rz(f)=i< i {0+ A+ B G) =N p = min {id+ BT/ 6.0) = N } ).

Ae[0,M] AE0,M
(C.15

and so does the empirical risk

Rilf;8) = = (%% | {m;[z?(f(xi),y)—xu}—A min {mm;@ﬂxi),y)—ip})

A€[0,M]
(C.16)
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Proof. The proof of equation C.16 is straight forward. By Lemma | and Lemma 2, we know
)\5 = E(f(x[k ), yik)) and A5 = £(f(X[m)), Ym)) are a pair of solution of equation C.16. Since
Uf(x),y) = maxgeg, x) £(f(X),y) € [0, M] for any x, y, we have N5, A% € [0, M].

Next we move on to equation C.15. Let A* and M\ be a pair of solution of equation C.15. Let A = M,
then we have

(v+ WA < (v+ WA +E[L(f(x),y) — M4

< (v +p)M +E[((f(x),y) — M]+
<WwH+uM+EM—-M:=w+pM,
which implies A* < M. On the other hand, assume \* = —¢ for some € > 0. Let A = 0, then we

have

—(v+ e+ E(f(x),9) + e+ = (1= (v + p)e + E[E(f(x), y)]+ < E[E(f(x), )]+,

which contradicts with (1 — (v 4 u))e > 0. Therefore we have A* > 0. Similarly, we can show that
A* € [0, M]. The proof is complete. O

The next lemma shows the uniform convergence of learning with ORAT without using perturbation.

Lemma 8. Suppose that the range of {(f(x),y) is [0, M]. Then, for any ¢ € (0, 1), with probability
at least 1 — 6 over the draw of an i.i.d. training dataset of size n, the following holds for all £ € {,

Ro(f) ~ RalF:8) < = (29 (n) + M(2v2 + jz%m))'

Proof. By the subadditivity of max operator, for any ¢ € ¢4, we have
Re(f) = Re(f;S)

— min {( AT B0 - A} - 3 min {4+ % ;il(f(f(x),y) 3}
# L fuie ] i(ﬂf(xm) R RS (IR

< max {TEI((.0) — Al — o iw N} =1 (€17)
# e {1 S (700 V). - %E[é(f(x%y) N1} = L7, 0) c.18)

Without loss of generality, we consider equation C.17, the bound for equation C.18 can be derived in
a similar manner. Taking supremum on both sides, we have
1 n
swp Li(f.0 < s LRIy~ Ny — o S () 9) - A b = 8(S).
Lr€ly £y €Ly, NE[0,M] nve=

It is standard to verify that ®(S) satisfies the bounded differences condition with parameter < M and
one can apply McDiarmid’s inequality ( , ) so that with probability at least
1 — 4/4, there holds

M 10g(4/6)
2n

By further standard reduction from the expectation to Rademacher complexity (Theorem 3.3
( )), with probability at least 1 — §/2, there holds

(S) <E[®(S)] +

B(S) < zmn(%(gp) | 3M [log(4/9) (C.19)

v on
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where G = {{; — A|{y € £y, A € [0, M]} and ()1 = max(-,0). Since the ramp function (-); is
1-Lipschitz and (0) = 0, by Ledoux-Talagrand contraction inequality ( , )
we have

R (£(0)) S R(G) = B[ swp (IZaiE(f(xi),yi)—iZn:ai/\)}

Lretwn,nel0,M] NV

<3 (5 53 ttsra] + o[ w53 5o])

)

)

i=1

1
S; (mn(&q) + (C.20)

)

Vi)
2

where the last inequality follows by (IEU [E?zl aiD < E, <ZZ 1 0’1) = n. By putting equa-

tion C.20 into equation C.19, we have

1 ( )+ M(2v2 + 3\/10g(4/6)))

sup Li(f,0) < —(2R

[‘f Ely v V 277/
with probability at least 1 — §/2. The lemma holds by noting supy, ., {R(f,€) — Ru(f,£)} <
Supy, ey, L1(f,€) + supy,eq,, La(f, ). O

The next corollary is straight-forward from Lemma 8 by replacing ¢ with ‘.

Corollary 1 (Theorem 3 restated). Suppose that the range of £(f(x),y) is [0, M]. Then, for any
0 € (0,1), with probability at least 1 — § over the draw of an i.i.d. training dataset of size n, the
following holds for all {5 € {4,

Ri(f) — Ry(f;S) < %(29%(@) + M(2v2 +\5>2%W)>.

C.5 EXAMPLES OF HYPOTHESIS SETS

We give two examples of hypothesis sets: linear classifiers and nonlinear neural networks, that
satisfy the condition in Theorem 2 and 3. Suppose ¢ : R — [0, M] is monotonically non-increasing
and L-Lipschitz continuous. In this case, the adversarial loss can be written ( , ) as
~(fg( ),y) = maxzeg, (x) {(fo(X),y) = Z(mmxelg (x) Y.fo(x)). Therefore, given any function
class H, we can define the function class # C R¥*{=1}, such that H = {mingep, x) yfo(x) :
f@ € 7—[} By the Ledoux-Talagrand contraction inequality ( , ) we have

(€H) < LR, ('H) Hence we only need to characterize the Rademacher complexity of 7 given H.

Linear Classifiers. Let the hypothesis set H;;,, C R¥ be a set of linear functions of x € X.
More specifically, we consider prediction vector 6 with [, (p > 1) norm constraint, i.e. Hyy =

{fo(x) =0Tx:0||, < r}. Then itis straight-forward to check H;;,, is a symmetric hypothesis set.

Furthermore, let d = d1=1/7, ; ( ) showed that max {%,L(Hlm), E’I’HI;L\/;—?’;}} <

R (Hiin) < Rn(Hiin) + er ma;\{/%l} . Combined with Theorem 3 with probability at least 1 — J, we
max{d, M (2+/2434/1og(2/6

have Ry(f) ~ Ry(f1S) < 2 (2L (Hyon) + Ler 5Ll 4 21 3 /ist2] DY, where 5%, (Hii)

is given by classical result in ( ).

Neural Networks. We consider feedforward neural networks with ReLLU activation function p, i.e.
p(t) = max{0,t}. In particular, if the hypothesis set is one-layer neural networks defined as H ., =

{fo(x) = 04 p(©x) : [|60]]1 < 70, ]|O;l, < 7} where ©; € RY is the i-th row of © € R¥ %4, This
is a symmetric hypothesis set. Furthermore, the Rademacher complexity can be upper bounded
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( ,2020) as Ry, (Hone) < 10 “’aX{L‘ffFjX”m“)} (1+ \/d(d’ + 1) 1og(36)), where X =
(x1,-++ ,%y) . Combined with Theorem 3 with probability at least 1 — &, we have R;(f) —

Ry(f;S) < 2 (Lrromax{Ld(X|lw49) o (1 4\ /d(d’ + 1) log(36)) + M”“ﬁ*j%:"g@/ %) ) Such
bound implies the generalization error depends on the perturbation size ¢, which demonstrates the

intrinsic complexity of adversarial training.

D ADDITIONAL EXPERIMENTAL DETAILS

D.1 SoURCE CODE

For the purpose of review, the source code is accessible in the supplementary file.

D.2 SETTINGS OF NETWORKS AND COMPUTING INFRASTRUCTURE DESCRIPTION

For all networks, we training them by using (mini-batch) stochastic gradient descent with momentum
0.9, weight decay 2e-4, batch size 128, epochs 50 (for LeNet) / 100 (for Small-CNN) / 100 (for
ResNet-18), and initial learning rate 0.03 (for LeNet) / 0.1 (for Small-CNN) / 0.1 (for ResNet-18)
which is divided by the 10 at 20-th and 40-th epoch for LeNet / 30-th and 60-th epoch for Small-CNN
and ResNet-18.

All algorithms are implemented in Python 3.6 and trained and tested on an Intel(R) Xeon(R) CPU
W5590 @3.33GHz with 48GB of RAM and an NVIDIA Quadro RTX 6000 GPU with 24GB memory.

D.3 TRAINING SETTINGS ON TOY EXAMPLES

In this section, we provide more details about how to generate synthetic datasets in Figure 1.

We generate two sets of 2D synthetic data (Figure 1). Each dataset contains 200 samples from
Gaussian distributions with different means and variances. We consider both the case of the balanced
(Figure 1 left) and the imbalanced (Figure 1 right) data distributions, in the former, the training data
for the two classes are approximately equal while in the latter one class has a dominating number of
samples in comparison to the other. In the balanced dataset (Figure 1 left), we create two outliers.
One is in the blue class (shown as red x), the other is in the red class (shown as blue o). In the
imbalanced dataset, we create one outlier in the blue class (shown as red x). For both datasets, the
yellow squares around data samples represent the samples are perturbed within a ¢, ball.

For the balanced dataset (Figure 1 left), we build a simple network contains two linear layers and one
ReLU layer ( , ). The number of hidden units is three. For the imbalanced dataset
(Figure 1 right), the network contains four linear layers and three ReLU layers. The number of hidden
units is 20. We train these networks using SGD with 0.9 momentum for 3000 (balanced dataset) /
100,000 (imbalanced dataset) iterations with the learning rate of 0.02. We set kK = 20 and m = 2 for
balanced dataset, and £ = 20 and m = 1 for imbalanced dataset when run our ORAT algorithm. In
AT and ORAT , the training attack is PGD'? and we set the perturbation bound € = 0.01 and the PGD
step size €/4.

D.4 DETAILS OF OUTLIERS GENERATION BY USING ASYMMETRIC NOISE
In asymmetric noise generation procedure, for MNIST, flipping 2—7, 3—8, 546 and
7—1; for CIFAR-10, flipping TRUCK—AUTOMOBILE, BIRD—AIRPLANE, DEER—HORSE,

CAT<+DOG; for CIFAR-100, the 100 classes are grouped into 20 super-classes with each having 5
sub-classes, then flipping between two randomly selected sub-classes within each super-class.

D.5 k AND m SETTINGS ON REAL DATASETS

We provide a reference for setting k and m to reproduce our ORAT experimental results (Table 1) on
real datasets in Table D.1.
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MNIST CIFAR-10 CIFAR-100
Noise e=0.1 e=0.2 e=2/255 €=8/255 €=2/255 €=8/255
k m k m k m k m k m k m
0 60000 1 60000 1 [45000| 1 [45000| 1 [49950| 1 |49950| 1

-2 10% | 59950 | 2000 [ 60000 | 2000 |[50000 | 300 | 50000 | 500 | 50000 | 300 | 50000 | 500
g.% 20% | 59950 | 6000 | 60000 | 3000 50000 | 30050000 [300|50000 500 [ 49800 | 500
E,Z 30% [ 59950 | 5000 [60000| 5000 [50000| 10 [50000 | 200 [49800 | 100 | 50000 | 500
) 40% | 59950 [ 11000 [ 60000 | 11000 [ 50000 | 100 | 50000 | 50 [49950 | 100 [ 49950 | 500
-2 10% | 60000 | 100 [60000| 10 [49950 |300 |50000 500 |49900 | 100 |49950 | 500
g% 20% (59950 100 [59950| 100 [49950]500 50000 [300|50000 100 [50000 | 500
Eg 30% (59950 10 [60000| 100 [49950 20050000 | 300 50000 | 100 |50000 | 500
2 40% [ 59950 10 [60000| 10 [50000 [450 5000050050000 | 100 |49800 500

Table D.1: The k and m settings of ORAT on real datasets in different noise.

(a) Standard Training (ST) (b) Adversarial Training (AT) (c) ORAT

Figure E.1: An additional illustrative example of standard training (ST), adversarial training (AT), and ATRR
for binary classification on an imbalanced synthetic dataset with one outlier (shown as red X ) in the blue class.
The yellow squares around data samples represent the samples are perturbed within a {~, ball. The dashed line
is the decision boundary. The figure is better viewed in color.

E ADDITIONAL EXPERIMENTAL RESULTS

E.1 MORE EXPERIMENTS ON TOoY EXAMPLE

We generate additional 2D synthetic data as shown in Figure E.1 to demonstrate the performance of
our ORAT method. This imbalanced dataset contains 200 samples from Gaussian distribution with
different means and variances. For this dataset, we create one outlier in the blue class (shown as red
x). In order to train this dataset, we build a network, which contains two linear layers and one ReL.U
layer. The number of hidden units is 64. We train this network using SGD with 0.9 momentum for
100,000 iterations with a learning rate of 0.1. We set k = 5 and m = 1 for ORAT . Similarly, in AT
and ORAT , the training attack is PGD'?, the perturbation bound € = 0.01, and the PGD step size is
€/4.

From Figure E.1, we can find the classifiers are trained from ST (a) and AT (b) cannot separate
two classes in the training data. However, we find the classifier is training by using our proposed
ORAT can separate these two classes. The results demonstrate that our ORAT can eliminate the
influence of the outliers when doing the adversarial training.

E.2 MORE EXPERIMENTS ON REAL DATASETS

In the main paper, we only show the tendency curves for MNIST when €=0.1 and CIFAR-10 and
CIFAR-100 when €=2/255. In this section, we show more results on three datasets with 20%
symmetric noise by setting a big value of e in Figure E.2. Similar to the observations in Figure 2, we
can find the losses are dramatically decreased in the first row of Figure E.2, which means Algorithm
1 can be successfully applied to solve ORAT optimization problem. From the second row of Figure
E.2, it is obvious that the performance of our method is higher than the original AT approach on all
attacks.
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Figure E.2: The tendency curves of training adversarial loss and test accuracy on three datasets. The
sharp drops in the curves correspond to decreases in training learning rate.
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Figure E.3: Effect of k and m on the test accuracy of ORAT on three datasets.

E.3 MORE EXPERIMENTS ON THE EFFECT OF k AND m

We conduct more experiments to study the effect of hyperparameters k£ and m with using 20%
symmetric noise on all datasets by setting a big value of €. The results are shown in Figure E.3.
Similar to the results that we get in Figure 3, we can see that there is a clear range of m with better
performance than all compared methods. Fix m and test various &, we can find the performance can
be improved by using some specific k values.

E.4 CONNECTION WITH ADVERSARIAL TRAINING ON OUT-OF-DISTRIBUTION PROBLEMS

Out-of-Distribution (OOD) problem exists due to the training and test data distributions mismatching
( , ). Although the OOD problem setting is different from our outliers problem
setting, some similarities exist between OOD data and outliers. For example, both of them are not
from the data generating distribution. Therefore, whether the OOD methods can directly apply to
solving our outlier problem in adversarial training is a question. Some works such as

( ); ( ); ( ) connect adversarial robustness to out-of-distribution
(OOD) problems.
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Noise Defense NSIFAIIEE}l 00(;81)2 / 25():5\))\,
10% pre-trained AT | 24.20 | 17.09 | 14.83 | 14.17

2 Ours 35.76 | 25.72 [ 22.27 | 21.28
> 20% pre-trained AT | 19.53 | 16.64 | 14.01 | 13.26
3 Ours 34.4525.07 | 22.21]20.92
g 30% pre-trained AT | 19.41 [ 16.22 | 13.06 | 13.04
£ Ours 31.27 [ 23.81 | 21.35 | 19.59
& 40% pre-trained AT | 18.86 [ 15.63 | 12.78 | 11.91
Ours 29.38 (22.99 [ 20.85 | 19.20

o | 10% pre-trained AT |20.15|19.66 |17.78 | 16.9
£ Ours 37.09 | 27.07 | 23.65 | 22.59
% 20% pre-trained AT [ 24.60 | 17.43 [ 16.67 | 15.15
g Ours 36.0525.76 | 22.83 | 21.47
= 30% pre-trained AT |22.86 [ 16.92 | 15.94 | 14.89
£ Ours 34.58 | 24.18 | 21.05 | 20.11
< 40% pre-trained AT [ 21.58 | 16.18 | 15.32 [ 14.48
Ours 33.65[23.35[20.76 | 19.46

Table E.1: Testing accuracy (%) of pre-trained AT and our method (ORAT) on CIFAR-100 (e = 2/255)
with different levels of symmetric and asymmetric noise. The best results are shown in bold.

Specifically, ( ) focuses on OOD detection. The problem in ( ) is that
not enough labeled OOD samples can be used for training the OOD detection model. To improve the
diversity of the unlabeled data augmentation, they apply an adversarial attack technique on unlabeled
data to generate pseudo-positive samples. Then use these pseudo-positive samples with labeled data
to improve the performance of the OOD detection model. However, their approach cannot directly
apply to our setting since we only focus on supervised learning. All training data points are labeled in
our setting, and the adversarial training works on labeled data. The authors in ( )
test different selective prediction approaches for Natural Language Processing systems in in-domain,
OOD, and adversarial settings. They regard several existing datasets as adversarial datasets for testing.
However, no adversarial training approach is proposed and involved in ( ). For
( ), the authors theoretically and experimentally show that a model (original AT

( ) or pre-trained AT ( s )) robust to input perturbation generalizes well on OOD
data.

Therefore, we test whether the pre-trained AT method ( s ) can solve outlier problems
in adversarial training. Following the experimental setting from ( ), we download the
ImageNet-based adversarially pre-trained robust ResNet-18 model in the setting of L, and € = 2/255
from the public repository '. Then fine-tune it on our noisy training datasets. We report pre-trained
AT testing accuracy (%) on CIFAR-100 in Table E.1. To make the comparison explicit, we also attach
our method performance. From Table E.1, we can find our method outperforms pre-trained AT under
all settings. Most of the performance gaps between pre-trained AT and our method in Table E.1 are
more than 5%. One reason is that the pre-trained AT is not designed to handle outliers. According to
these results, it is clear that pre-trained AT cannot directly apply to solving our problem even if it has
a good performance on OOD data.

E.5 EXTENSION OF TABLE 3

Self-learning ( , ) is a useful strategy for learning model on noise data. For example,
we can use AoRR to filter examples with larger loss (potential outliers), then conducting adversarial
training on the cleaner set. We call this method AT w/o. However, it is not an end-to-end training
approach. In contrast, our method is an end-to-end method, which means it is very easy to be
conducted. To compare the effectiveness of ORAT and this AT w/o approach, we conduct experiments
on MNIST with symmetric noise and CIFAR-100 with symmetric noise as follows.

In the first stage, for each dataset, we apply a grid search to select the values of k£ and m for training
the model using the AoRR approach that can return a good testing accuracy. Then we use the trained

"https://github.com/microsoft/robust-models—transfer

28


https://github.com/microsoft/robust-models-transfer

Under review as a conference paper at ICLR 2023

Noise | Deferse MNIST (¢ = 0.1) CIFAR-100 (¢ = 2/255)
Na | FG [PGD | CW | Na | FG [PGD | CW

10% AT w/o [98.9198.08 9761 97.55 | 29.81[21.09| 19.59 | 18.23

2 Ours |99.52(98.4597.78 [97.79 | 35.76 | 25.72 | 22.27 | 21.28
2 [ 500, | AT Wio [98.77[97.76 | 97.20( 97.12 | 27.81 | 20.92| 19.15 | 17.95
2 Ours |99.56 [98.37[97.65 | 97.64 | 34.45 | 25.07 | 22.21 | 20.92
% (30, L AT W/o [97.82(96.97 |96.47(96.35 | 24.18 | 19.17 [ 17.31 [ 16.71
E Ours |99.55[98.30 |97.51 |97.53 | 31.27 | 23.81| 21.35 | 19.59
% [ 400, | AT W/ [97.03 (95,85 |95.22[95.05 | 21.17 [ 17.81 | 16.85| 15.48
Ours [99.36(98.00 | 97.22[97.20 | 29.38 | 22.99 | 20.85 | 19.20

Table E.2: Testing accuracy (%) of self-learning based method (Self-learning) and our method
(ORAT) on MNIST (e = 0.1) and CIFAR-100 (e = 2/255) with different levels of symmetric noise.
The best results are shown in bold.

model to test the loss for each sample from the training set. Therefore, we can obtain a training
sample loss list. Next, we delete data points for the m largest losses in the training set to construct a
clean set. This is because the AoRR uses m to determine how many examples (potential outliers)
with the largest losses are ignored during each training epoch.

In the second stage, after we get a clean set, we use the conventional AT approach to train the model
on the clean set and test the trained model on the testing set.

We report the testing accuracy (%) of the AT w/o approach on MNIST (symmetric noise, ¢ = 0.1)
and CIFAR-100 (symmetric noise, ¢ = 2/255) in Table E.2. To make the comparison explicit, we
also attach our method performance. From Table E.2, we can find our method outperforms the AT
w/o approach under all settings. For example, the performance gap between the AT w/o approach and
our method (ORAT) on MNIST can achieve more than 2% under the 40% symmetric noise setting.
Most of the performance gaps on CIFAR-100 can achieve more than 4%.

One reason for low performance from the self-learning approach is that the training data points
ignored by AoRR may contain clean data points. In this case, the constructed clean set is smaller than
the original dataset. This may hurt the final model performance. Moreover, removing the examples
with the largest losses before the adversarial training may lose the important feature information
from the original training dataset. In other words, this compromises the richness and representational
power of the data. In contrast, our ORAT method considers all examples during adversarial training.
According to these results, it is clear that our approach (ORAT) gives a better solution than the
self-learning approach for solving outlier problems in adversarial training either in the algorithm
efficiency or effectiveness.

E.6 MORE ANALYSIS ON STABILITY OF ORAT

To evaluate the stability of each method, we report the the mean and standard deviation of testing
accuracy (%) of all methods on MNIST (40% symmetric noise, ¢ = 0.1) and CIFAR-100 (40%
symmetric noise, € = 2/255) in Table 4. For each method, the reported performance is obtained
by averaging the testing accuracy according to 10 random seeds. From Table 4, we can find our
method still outperforms the compared methods in both datasets. For MNIST, our method can even
outperform AT by more than 2%. Most importantly, we can find that the standard deviation in our
method is less than or equal to that of other compared methods. For CIFAR-100, we can find the
mean value of our method ORAT even higher than the reported performance in our submission. The
standard deviation of the performance of our method differs from the comparison methods by at
most 0.26% (compared to ST on FGSM attack). Comparing Table 4 and Table 1, it is clear that the
performance gap becomes larger when we report scores by using mean and standard deviation, and
our method shows a stable and stronger ability in handling outliers and adversarial attacks.
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