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In-House Evaluation Is Not Enough: Towards Robust Third-Party Evaluation &
Flaw Disclosure for General-Purpose AI

Anonymous Authors1

Abstract
The widespread deployment of general-purpose
AI (GPAI) systems introduces significant new
risks. Yet the infrastructure, practices, and norms
for reporting flaws in GPAI systems remain seri-
ously underdeveloped, lagging far behind more
established fields like software security. Based on
a collaboration between experts from the fields
of software security, machine learning, law, so-
cial science, and policy, we identify key gaps in
the evaluation and reporting of flaws in GPAI
systems. We call for three interventions to ad-
vance system safety. First, we propose using
standardized AI flaw reports and rules of engage-
ment for researchers in order to ease the process
of submitting, reproducing, and triaging flaws in
GPAI systems. Second, we propose GPAI system
providers adopt broadly-scoped flaw disclosure
programs, borrowing from bug bounties, with le-
gal safe harbors to protect researchers. Third,
we advocate for the development of improved
infrastructure to coordinate distribution of flaw
reports across the many stakeholders who may be
impacted. These interventions are increasingly ur-
gent, as evidenced by the prevalence of jailbreaks
and other flaws that can transfer across different
providers’ GPAI systems. By promoting robust
reporting and coordination in the ecosystem, these
proposals contribute to technical AI governance.

1. Introduction
General-purpose AI (GPAI) systems—foundation model-
based software systems, with a wide variety of uses—have
become widely adopted, with prominent systems record-
ing over 300 million weekly users (Roth, 2025). These
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systems are now integrated across industries, including in
safety- and rights-impacting use cases (Maragno et al., 2023;
Young, 2024; Perez-Cerrolaza et al., 2024). They are prone
to probabilistic failures (Raji et al., 2022a), leading to myr-
iad safety, security, and trustworthiness risks (Weidinger
et al., 2022; Li et al., 2023). Reported examples include
AI broadcasting inaccurate information about electoral pro-
cesses (Angwin et al., 2024), corrupting medical records
(Vishwanath et al., 2024), and enabling image-based sexual
abuse (Cheng, 2024), among others. Third-party evaluation
of GPAI systems can surface behaviors that violate product
policies and expectations for safety. These evaluations, and
coordinated disclosure of results, are a critical mechanism
for measuring, understanding, and mitigating harm.

While providers of GPAI systems often conduct first-party
risk evaluations or contract external second parties to carry
out domain-specific evaluations, independent third-party
risk evaluations are uniquely necessary (Raji et al., 2022b).
Third-party risk evaluations have specific benefits: They
enhance (i) the scale of participation, given the much larger
set of potential evaluators outside of system providers’ or-
ganizations, (ii) the coverage of evaluations, given the in-
complete representation of perspectives and expertise within
providers, and (iii) evaluator independence, given absence
of conflicts of interest. Third-party evaluations after deploy-
ment can also help product safety keep pace with the breadth
of new, often unforeseen, risks that emerge as GPAI systems
are continuously deployed and adapted in new domains.

These benefits demonstrate the urgent need for infrastruc-
ture to enables third-party evaluation and reporting of the
many security, safety, and trustworthiness flaws in GPAI
systems. In this work, we outline these infrastructure needs
and propose designs for their implementation. We make
three recommendations to advance technical AI governance.
First, third-party evaluators should submit AI flaw reports
and abide by standardized rules of conduct. We provide
a report template (Figure A3), example reports, and stan-
dardized rules of conduct for responsible flaw reporting,
adapted from the computer security’s notion of “good-faith
research.” Second, GPAI system providers should adopt flaw
disclosure programs with safe harbors for third-party eval-
uation. For rule-abiding research, these protocols should
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Figure 1. A depiction of the status quo and envisioned GPAI flaw reporting ecosystem. The top of the figure illustrates how flaw
disclosure for GPAI systems currently works (see Table A3 for existing disclosure options). Below is a depiction of how coordinated flaw
disclosure could work more effectively. On the left, we provide a non-exhaustive list of GPAI flaws, or their effects, that may warrant
disclosure (see flaw taxonomies in Table A4). These flaws are discovered by users, journalists, researchers, and white hat hackers, and
we propose they disclose them via standardized AI Flaw Reports to a Disclosure Coordination Center. The Disclosure Coordination
Center then routes AI Flaw Reports to affected stakeholders across the supply chain (Cen et al., 2023a), from data providers to distribution
platforms and enterprise users. Note that Illegal Media Flaws are a special case (see Appendix G.4).

waive restrictive terms of service, implement a broadly-
scoped flaw disclosure procedure, and specify a means to
grant researchers deeper access. Third, providers and evalu-
ators should partner on coordinated flaw disclosure. Since
flaws often transfer across GPAI systems, coordination is
needed to protect providers and other stakeholders across
the supply chain where mitigations may improve safety.

2. Improving GPAI Evaluation & Disclosure
To improve the processes and outcomes of third-party eval-
uations and flaw disclosure, we describe targeted changes
we recommend for evaluators and GPAI system providers.

2.1. Checklist for Third-Party AI Evaluators

Two key challenges for third-party evaluators are that they
(i) lack standardized procedures for reporting AI flaws and
(ii) often do not disclose flaws in a way that is actionable
for a provider. To address these challenges, we propose a
standardized AI flaw report template, as well as suggested
rules of engagement adapted from computer security.

AI Flaw Report In Figure A3 we outline a basic template
to report AI flaws, structured to convey the core informa-
tion required to quickly reproduce a flaw, coordinate with
stakeholders, and triage based on urgency. Our template is
derived from the set of common report fields across the AI
Incident Database (McGregor, 2021), MITRE’s AI Incident
form, OECD’s AI incident form, and the AI Vulnerability
Database. The template is also influenced by prior work
in standardizing security and cybersecurity vulnerability
reporting: MITRE’s STIX (MITRE, 2012), CISA’s VEX
(Cybersecurity & , CISA) or OASIS’s CSAF (OASIS, 2025).
Minimally, each report requires information on the relevant
systems, timestamps, a description of the flaw and how
to reproduce it, the policies or implicit expectations the
flaw violates, as well as a series of Tags, drawn from (Gol-
payegani et al., 2023; Pandit, 2022; ISO, 2022), aiming to
assist in flaw search, stakeholder routing, and prioritization.
For flaws associated with outputs a GPAI system generates,
we recommend that reports are accompanied by statistical
validity metrics that describe the frequency with which un-
desirable outputs appear for relevant prompts (McGregor
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et al., 2024b). See Appendix F.1 for example �aw reports.

As �aw reporting becomes a more common practice, user
sessions should become traceable and reproducible (as noted
in our proposed Session ID �eld). Providers of popular
GPAI systems should introduce a mechanism for evaluators
to share their sessions in a way that could improve trace-
ability, expedite reproduction, and broaden visibility. Once
these reports are made public, along with the traceable ses-
sion IDs, the public and civil society organizations could
aggregate and transparently assess a database of these �aws.

Good-Faith Rules of Engagement for AI.“Good-faith”
research is a core concept in the �eld of computer security.
The �eld has established rules for how researchers behave
(“rules of engagement”) that de�ne what constitutes good-
faith research; those engaged in good-faith research qualify
for speci�c protections (e.g. safe harbors in Section 2.2).

We propose analogous rules of engagement for third-party
GPAI evaluators to help identify good-faith research. Re-
searcher conduct that adheres to these rules should be pro-
tected from legal or technical retaliation, and rewarded in
some cases. These rules are intended to help create positive
norms and should not be leveraged to construe research that
contravenes these provisions as unlawful.

• Evaluate only in-scope systems.In-scope systems are
deployed and accessible by the public, unless permission
has been granted for pre-deployment evaluation.

• Do not harm real users and systems.Take reasonable
steps to refrain from materially burdening the operations
of systems, destroying data, or harming the immediate
user experience as a result of the evaluation process.

• Protect privacy. Do not intentionally access, modify, or
use data belonging to others that is highly sensitive, pri-
vate, or con�dential, without consent. If a �aw exposes
such data, only collect what is required to submit the re-
port, submit a report immediately, and do not disseminate
the data. Delete the information as soon as possible.

• Do not intentionally attempt to expose, generate or
store illegal content.Illegal media, such as child sexual
abuse material (CSAM), should not be intentionally ex-
posed or generated. Researchers should familiarize them-
selves with relevant laws and seek guidance from domain
experts before attempting to assess extremely harmful
content closely related to illegal media that is not itself
illegal. Consult Appendix G.4 for more information.

• Responsibly disclose �aws.Report the discovered �aw.
Keep �aw details con�dential if releasing them would
violate the law or cause substantial harm to users or other
members of the public, or until a pre-agreed period of
time has passed after the �aw is reported.

• Do not threaten to leverage information against
providers or users for illegal or coercive purposes.
Note that disclosure in line with a provider's policies

or a pre-agreed publication timeline is not coercive.

2.2. Checklist for GPAI Providers

Flaw disclosure can be contentious and historically has been
poorly received (Gamero-Garrido et al., 2017; Mulligan
et al., 2015; Gilbert et al., 2024). Recipients of �aw reports
often ignore them, demand non-disclosure agreements, treat
disclosed �aws as trade secrets, or responded with legal
threats (Householder et al., 2024a). It is widely recognized
that recipients should, at minimum, respond constructively
to reports of potential �aws in their systems, commit to a dis-
closure timeline, validate troubling reports, and actively col-
laborate on remediation (Householder et al., 2024a). In this
section we propose a checklist of practices GPAI providers
can adopt to make third-party evaluation more robust.

Legal Access Protections.GPAI system providers' terms of
service and acceptable use policies can deter vital research
(Longpre et al., 2024b; Council, 2023), even when they may
not be enforceable (Klyman, 2024; Lemley & Henderson,
2024). Many standard provisions of these policies, such as
prohibitions on “reverse engineering” or “automatic data col-
lection” can inadvertently restrict key steps in the evaluation
pipeline. Morrow et al. (2019) caution that important secu-
rity testing may violate ToS. Even when a provider's policies
are not enforced, they can be chilling to grant-dependent,
risk-averse research institutions (Council, 2023).

To address this, providers should explicitly include excep-
tions in their ToS for research that follows the good-faith
rules of engagement outlined in Section 2.1. Such assur-
ances do not inhibit continued moderation and enforcement
against misuse of products—but provide protections for ver-
i�able good-faith research. Such exceptions would reassure
institutional review boards, publishers, legal teams, and fun-
ders, who often worry about authorizing or disseminating
research that might con�ict with ToS (Longpre et al., 2024b;
Harrington & Vermeulen, 2024). System providers should
also couple ToS exemptions with a clear legal safe harbor,
as is the norm for security research (HackerOne, 2023; Et-
covich & van der Merwe, 2018; Pfefferkorn, 2022). If there
is no evidence that any of the rules of engagement were
violated, then providers should commit to refraining from
legal action. In Appendix B we provide recommended form
language that (i) waives contrary terms for good-faith re-
search and (ii) provides a legal safe harbor. This safe harbor
is closely derived from prior work (Abdo et al., 2022; Long-
pre et al., 2024b) and the disclose.io safe harbor template,
modi�ed to accommodateAI �aws for safety, security or
trustworthiness concerns, which are broader than traditional
security vulnerabilities (see full de�nitions in Appendix E).

A GPAI Flaw Disclosure Program. We recommend sys-
tem providers support a dedicated disclosure program for
GPAI �aws. This entails an interface to report �aws, with
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an accompanying disclosure policy. The reporting interface
should provide a mechanism for evaluators to anonymously
send structured �aw reports, similar to Figure A3, engage
with the provider throughout the process of �aw reproduc-
tion and mitigation, and enable triage. A company email
address does not support these objectives. A provider's
accompanying policy should detail (a) a broad scope for
GPAI �aws (see our de�nition, Appendix E.1) (b) the rules
of engagement for evaluators (see Section 2.1), and (c) an
exception to ToS and liability for evaluators who follow
these rules. As an example, Cattell et al. (2024b) proposed
a simple Coordinated Flaw Disclosure process, which was
tested using OLMo (Groeneveld et al., 2024) during the
Generative Red Teaming event at DEFCON 2024 (McGre-
gor et al., 2024b). Similarly, Anthropic uses HackerOne for
its “model safety bug bounty” (Anthropic, 2024).

Moderation-Exempt Research Access.Above, we sug-
gest GPAI providers apply legal access protections to reduce
chilling effects on good-faith research. However, these legal
assurances do not alter how providers moderate and enforce
against misuse of their system, for example through rate
limits or account suspensions, which are largely automated.
In cases where providers employ heavy enforcement against
misuse, or enforcement that can impede good-faith research
into misuse-related capabilities, we suggest providers fur-
ther commitment to establishing a moderation-exempt re-
search access plan. This has also been proposed in the form
of a “Technical Safe Harbor” (Longpre et al., 2024b), or
other forms of structured access (Bucknall & Trager, 2023).

While this proposal more comprehensively empowers good-
faith safety research against legal and technical obstacles, it
requires vetting of researchers. Vetting can happen before
or after moderation actions (i.e. pre-vetting, granting access
to a separate type of account, or post-vetting, involving an
appeals process for suspended accounts), and the vetting can
be conducted by the GPAI provider or delegated to an inde-
pendent, trusted organization. In either case, we recommend
consideringwhat, not who: access should be determined
based on conduct, not identity. The process of determining
which academics, journalists, or civil society organizations
can receive access can easily be biased—setting veri�able
standards of conduct enables more inclusive and objective
access conditions and �aw reporting at scale (Abdo et al.,
2022). See Figure A7 for further details on safe harbor.

2.3. Checklist for a Disclosure Coordination Center

How should disclosure work for transferable AI �aws?
Two factors complicate disclosure of AI �aws: AI �aws are
often transferable across models and systems (Wallace et al.,
2019; Carlini et al., 2021; Zou et al., 2023; Nasr et al., 2023a;
Carlini et al., 2024b;a) and the AI supply chain is complex—
data providers, model developers, model hosting services,

app developers, and distribution platforms can all have a
role in �aw mitigation (Cen et al., 2023b). GPAI systems are
also integrated into products and services, often without the
public's advanced knowledge, making it dif�cult to catalog
all impacted providers. In the status quo, transferable �aws
are often disclosed either to just one provider (but not other
affected providers or stakeholders), or directly to the public
via social media (without advanced notice for providers to
mitigate �aws). A coordination mechanism to responsibly
distribute �aw reports to affected stakeholders across the
supply chain would streamline and scale this process.

In Figure 1 we propose a lightweight implementation to �ll
this disclosure coordination gap: An AI Disclosure Coor-
dination Center. Similar to the Cybersecurity and Infras-
tructure Security Agency's (CISA) incident reporting hub
(Cybersecurity & Agency, 2024), this centralized mecha-
nism would enable communication and collective action
across the AI supply chain as well as with government agen-
cies and the public. In addition to government, industry
associations of developers and deployers like the Frontier
Model Forum or the AI Alliance could support the creation
of such a center by helping align members' practices (Fron-
tier Model Forum, 2024; The AI Alliance, 2024).

An AI Disclosure Coordination Center can route reports
and streamline noti�cation. An AI Disclosure Coordina-
tion Center would receive �aw reports and route them to the
relevant stakeholders: data providers, system developers,
model hubs or hosting services, app developers, model distri-
bution platforms, government agencies, and eventually, after
a disclosure period, the broader public (see Appendix G.4
for exceptions). We propose a lightweight design to mini-
mize personnel and infrastructure required to route of �aw
reports. Speci�cally, stakeholders could subscribe to spe-
ci�c tags in Flaw Report Cards, and they would receive
all reports with those tags. For instance, Meta could sub-
scribe to the “Meta” or “Llama 4” tags; data providers could
subscribe to the “Risk Source: Pre-Training Data” tag; and
government agencies such as CISA could subscribe to the
“Impacts: Cybersecurity” tag. Whenever a report is sub-
mitted to the Center, all subscribers to the reports' listed
tags are noti�ed via the Disclosure Coordination Center and
given a set period of time before the report is released to the
public. The Center should set appropriate public disclosure
periods (based on tags), and help facilitate responses to sub-
scribers who ask to extend disclosure periods in order to,
for example, implement appropriate �aw mitigations. This
level of coordination is unlikely to be necessary except for
a small number of highly sensitive �aw reports. In the long
run, we hope such a Center could produce a database of
historical Flaw Report Cards for the public to study. In the
appendices we provide policy proposals and examples of
�aw reports and legal language to make robust third-party
evaluation and �aw disclosure a reality.
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López Portillo, J. R., Ravindran, B., Pezoa Rivera, R.,
Riza, H., Rugege, C., Seoighe, C., Sheehan, J., Sheikh,
H., Wong, D., and Zeng, Y. International AI safety report.
arXiv preprint arXiv:2501.17805, 2025.

Bommasani, R., Klyman, K., Longpre, S., Kapoor, S.,
Maslej, N., Xiong, B., Zhang, D., and Liang, P. The
foundation model transparency index, 2023.

Bommasani, R., Klyman, K., Kapoor, S., Longpre, S.,
Xiong, B., Maslej, N., and Liang, P. The foundation
model transparency index v1.1: May 2024, 2024. URL
https://arxiv.org/abs/2407.12929 .

Boucher, N. and Anderson, R. Talking trojan: Analyzing
an industry-wide disclosure. InProceedings of the 2022
ACM Workshop on Software Supply Chain Offensive Re-
search and Ecosystem Defenses, pp. 83–92, 2022. doi:
10.1145/3560835.3564555. URLhttps://dl.acm.
org/doi/abs/10.1145/3560835.3564555 .

5



275
276
277
278
279
280
281
282
283
284
285
286
287
288
289
290
291
292
293
294
295
296
297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320
321
322
323
324
325
326
327
328
329

Bucknall, B. S. and Trager, R. F. Structured access for
third-party research on frontier ai models: Investigating
researchers' model access requirements, 2023. URL
https://www.governance.ai/research-
paper/structured-access-for-third-
party-research-on-frontier-ai-models .

Bullwinkel, B., Minnich, A., Chawla, S., Lopez, G.,
Pouliot, M., Maxwell, W., de Gruyter, J., Pratt,
K., Qi, S., Chikanov, N., Lutz, R., Dheekonda, R.
S. R., Jagdagdorj, B.-E., Kim, E., Song, J., Hines,
K., Jones, D., Severi, G., Lundeen, R., Vaughan, S.,
Westerhoff, V., Bryan, P., Siva Kumar, R. S., Zunger,
Y., Kawaguchi, C., and Russinovich, M. Lessons
from red teaming 100 generative ai products, 2025.
URL https://airedteamwhitepapers.blob.
core.windows.net/lessonswhitepaper/
MS_AIRT_Lessons_eBook.pdf .

Carlini, N., Tramer, F., Wallace, E., Jagielski, M., Herbert-
Voss, A., Lee, K., Roberts, A., Brown, T., Song, D.,
Erlingsson, U., et al. Extracting training data from large
language models. In30th USENIX Security Symposium
(USENIX Security 21), pp. 2633–2650, 2021.

Carlini, N., Jagielski, M., Choquette-Choo, C. A., Paleka,
D., Pearce, W., Anderson, H., Terzis, A., Thomas, K.,
and Tram�er, F. Poisoning web-scale training datasets
is practical. In2024 IEEE Symposium on Security and
Privacy (SP), pp. 407–425. IEEE, 2024a.

Carlini, N., Paleka, D., Dvijotham, K. D., Steinke, T.,
Hayase, J., Cooper, A. F., Lee, K., Jagielski, M., Nasr, M.,
Conmy, A., et al. Stealing part of a production language
model.arXiv preprint arXiv:2403.06634, 2024b.

Cattell, S., Ghosh, A., and Kaffee, L.-A. Coordinated �aw
disclosure for ai: Beyond security vulnerabilities.Pro-
ceedings of the AAAI/ACM Conference on AI, Ethics, and
Society, 7:267–280, 2024a. doi: 10.1609/aies.v7i1.31635.

Cattell, S., Ghosh, A., and Kaffee, L.-A. Coordinated
�aw disclosure for ai: Beyond security vulnerabili-
ties. Proceedings of the AAAI/ACM Conference on AI,
Ethics, and Society, 7(1):267–280, Oct. 2024b. doi:
10.1609/aies.v7i1.31635. URLhttps://ojs.aaai.
org/index.php/AIES/article/view/31635 .

Cen, S. H., Hopkins, A., Ilyas, A., Madry, A., Struckman, I.,
and Videgaray, L. Ai supply chains and why they matter.
AI Policy Substack, 2023a. URLhttps://aipolicy.
substack.com/p/supply-chains-2 .

Cen, S. H., Hopkins, A., Ilyas, A., Madry, A., Struckman,
I., and Videgaray Caso, L. Ai supply chains.SSRN
Electronic Journal, April 3 2023b. doi: 10.2139/ssrn.
4789403. URLhttps://ssrn.com/abstract=

4789403 . Available at SSRN:https://ssrn.com/
abstract=4789403 .

CERT. Vulnerability Disclosure. URLhttps:
//certcc.github.io/CERT-Guide-to-
CVD/tutorials/terms/vulnerability/ .

Cheng, X. The gendered impact of deepfake technology:
Analyzing digital violence against women in south korea.
Lecture Notes in Education Psychology and Public Media,
2024. URLhttps://doi.org/10.54254/2753-
7048/75/20241102 .

Costanza-Chock, S., Harvey, E., Raji, I. D., Czernuszenko,
M., and Buolamwini, J. Who Audits the Auditors? Rec-
ommendations from a �eld scan of the algorithmic audit-
ing ecosystem. In2022 ACM Conference on Fairness,
Accountability, and Transparency, pp. 1571–1583, June
2022. doi: 10.1145/3531146.3533213. URLhttp://
arxiv.org/abs/2310.02521 . arXiv:2310.02521
[cs].

Council, H. P. Ai red teaming - legal clar-
ity and protections needed, December 2023.
URL https://assets-global.website-
files.com/62713397a014368302d4ddf5/
6579fcd1b821fdc1e507a6d0_Hacking-
Policy-Council-statement-on-AI-red-
teaming-protections-20231212.pdf .

Cybersecurity and Agency, I. S. Cisa launches
new portal to improve cyber reporting, 2024.
URL https://www.cisa.gov/news-
events/news/cisa-launches-new-portal-
improve-cyber-reporting .

Cybersecurity and (CISA), I. S. A. Vulnerability ex-
ploitability exchange (vex) – use cases. Technical
report, Cybersecurity and Infrastructure Security
Agency (CISA), April 2022. URLhttps://www.
cisa.gov/sites/default/files/2023-
01/VEX_Use_Cases_Aprill2022.pdf .

Cybersecurity and Infrastructure Security Agency. Vulnera-
bility exploitability exchange (vex) – use cases. Technical
report, Cybersecurity and Infrastructure Security Agency,
April 2022.

Department of Justice. Department of justice an-
nounces new policy for charging cases under the
computer fraud and abuse act. Press Release, 5
2022. URL https://www.justice.gov/opa/
pr/department-justice-announces-new-
policy-charging-cases-under-computer-
fraud-and-abuse-act .

6



330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351
352
353
354
355
356
357
358
359
360
361
362
363
364
365
366
367
368
369
370
371
372
373
374
375
376
377
378
379
380
381
382
383
384

Derczynski, L., Galinkin, E., Martin, J., Majumdar, S.,
and Inie, N. garak: A framework for security probing
large language models.arXiv preprint arXiv:2406.11036,
2024.

Dixon, R. B. L. and Frase, H. An argument for
hybrid ai incident reporting. Technical report,
Center for Security and Emerging Technology,
2024a. URLhttps://cset.georgetown.edu/
publication/an-argument-for-hybrid-
ai-incident-reporting/ .

Dixon, R. B. L. and Frase, H. An argument for
hybrid ai incident reporting. Technical report,
Center for Security and Emerging Technology,
2024b. URLhttps://cset.georgetown.edu/
publication/an-argument-for-hybrid-
ai-incident-reporting/ .

DoD Cyber Crime Center. Vulnerability disclosure
program annual report 2022, 2022. URLhttps:
//www.dc3.mil/Portals/100/Documents/
DC3/Missions/VDP/Annual%20Reports/
2022/VDP-2022-Annual-Report-Final.pdf .
Accessed: 2025-01-21.

Duvall, P. M., Matyas, S., and Glover, A.Continuous in-
tegration: improving software quality and reducing risk.
Pearson Education, 2007.

Elazari, A. We need bug bounties for bad algorithms,
May 2018. URL https://www.vice.com/en/
article/we-need-bug-bounties-for-bad-
algorithms/ .

Eslami, M., Vaccaro, K., Lee, M. K., Elazari Bar On,
A., Gilbert, E., and Karahalios, K. User attitudes to-
wards algorithmic opacity and transparency in online
reviewing platforms. InProceedings of the 2019 CHI
Conference on Human Factors in Computing Systems,
CHI '19, pp. 1–14, New York, NY, USA, 2019. Associa-
tion for Computing Machinery. ISBN 9781450359702.
doi: 10.1145/3290605.3300724. URLhttps://doi.
org/10.1145/3290605.3300724 .

Etcovich, D. and van der Merwe, T. Coming in from
the cold: A safe harbor from the cfaa and the dmca
§1201 for security researchers. Berkman Klein Center
Research Publication No. 2018-4. Assembly Publication
Series, Berkman Klein Center for Internet & Society, Har-
vard University, 2018. URLhttp://nrs.harvard.
edu/urn-3:HUL.InstRepos:37135306 .

European Union. Article 3: De�nitions j EU
Arti�cial Intelligence Act. URL https:
//artificialintelligenceact.eu/
article/3/ .

Fenton, N. E. and Neil, M. A critique of software defect
prediction models.IEEE Transactions on software engi-
neering, 25(5):675–689, 1999.

Frontier Model Forum. Issue Brief: Prelimi-
nary Taxonomy of Pre-Deployment Frontier AI
Safety Evaluations, December 20 2024. URL
https://www.frontiermodelforum.org/
updates/issue-brief-preliminary-
taxonomy-of-pre-deployment-frontier-
ai-safety-evaluations/ . Accessed January 31,
2025.

Gabriel, I., Manzini, A., Keeling, G., Hendricks, L. A.,
Rieser, V., Iqbal, H., Toma�sev, N., Ktena, I., Kenton, Z.,
Rodriguez, M., et al. The ethics of advanced ai assistants.
arXiv preprint arXiv:2404.16244, 2024.

Gal-Or, E., Hydari, M. Z., and Telang, R. Merchants of vul-
nerabilities: How bug bounty programs bene�t software
vendors.arXiv preprint, arXiv:2404.17497, 2024. URL
https://arxiv.org/abs/2404.17497 .

Gamero-Garrido, A., Savage, S., Levchenko, K., and Sno-
eren, A. C. Quantifying the pressure of legal risks on
third-party vulnerability research. InProceedings of the
2017 acm sigsac conference on computer and communi-
cations security, pp. 1501–1513, 2017.

Gilbert, S., Matias, J. N., and Fiers, F. Sustainably managing
threats and risks to independent researchers on technol-
ogy and society. Technical report, Citizens and Tech-
nology Lab, 2024. URLhttps://osf.io/ex4p8 .
Technical Report.

Golpayegani, D., Pandit, H. J., and Lewis, D. To Be
High-Risk, or Not To Be—Semantic Speci�cations
and Implications of the AI Act's High-Risk AI Ap-
plications and Harmonised Standards. In2023 ACM
Conference on Fairness, Accountability, and Trans-
parency, pp. 905–915, Chicago IL USA, June 2023.
ACM. ISBN 9798400701924. doi: 10.1145/3593013.
3594050. URLhttps://dl.acm.org/doi/10.
1145/3593013.3594050 . VAIR.

Groeneveld, D., Beltagy, I., Walsh, P., Bhagia, A., Kinney,
R., Tafjord, O., Jha, A. H., Ivison, H., Magnusson, I.,
Wang, Y., et al. Olmo: Accelerating the science of lan-
guage models.arXiv preprint arXiv:2402.00838, 2024.

HackerOne. HackerOnej Gold Standard Safe Har-
bor. URLhttps://hackerone.com/security/
safe_harbor?type=team .

HackerOne. Hackerone gold standard safe harbor.
HackerOne, 2023. URLhttps://hackerone.
com/security/safe_harbor .

7



385
386
387
388
389
390
391
392
393
394
395
396
397
398
399
400
401
402
403
404
405
406
407
408
409
410
411
412
413
414
415
416
417
418
419
420
421
422
423
424
425
426
427
428
429
430
431
432
433
434
435
436
437
438
439

Harrington, E. and Vermeulen, M. External researcher ac-
cess to closed foundation models: State of the �eld and
options for improvement, 2024. URLhttps://www.
mozilla.org . Supported by the Mozilla Foundation.

Hoffmann, M. and Frase, H. Adding structure to ai
harm: An introduction to cset's ai harm framework.
Technical report, Center for Security and Emerging
Technology (CSET), July 2023. URLhttps://cset.
georgetown.edu/publication/adding-
structure-to-ai-harm/ . Issue Brief.

Householder, A., Sarvepalli, V., Havrilla, J., Churilla, M.,
Pons, L., Lau, S.-h., Vanhoudnos, N., Kompanek, A., and
McIlvenny, L. Lessons learned in coordinated disclosure
for arti�cial intelligence and machine learning systems.
2024a.

Householder, A., Sarvepalli, V., Havrilla, J., Churilla, M.,
Pons, L., Lau, S.-h., Vanhoudnos, N., Kompanek, A.,
and McIlvenny, L. Lessons Learned in Coordinated
Disclosure for Arti�cial Intelligence and Machine
Learning Systems. Technical report, Carnegie Mellon
University, 2024b. URL https://kilthub.
cmu.edu/articles/report/Lessons_
Learned_in_Coordinated_Disclosure_
for_Artificial_Intelligence_and_
Machine_Learning_Systems/26867038/1 .
Artwork Size: 737445 Bytes.

Householder, A. D., Wassermann, G., Manion, A.,
and King, C. The cert guide to coordinated vul-
nerability disclosure. Technical Report CMU/SEI-
2017-SR-022, CERT Division, 2017. URLhttps:
//resources.sei.cmu.edu/asset_files/
specialreport/2017_003_001_503340.pdf .

ISO. ISO 31000:2018, February 2022. URLhttps://
www.iso.org/standard/65694.html .

Kapoor, S., Bommasani, R., Klyman, K., Longpre, S., Ra-
maswami, A., Cihon, P., Hopkins, A., Bankston, K., Bi-
derman, S., Bogen, M., et al. On the societal impact of
open foundation models. 2024.

Khlaaf, H. Toward comprehensive risk assessments and
assurance of ai-based systems. Technical report, Trail
of Bits, 2023. URLhttps://www.trailofbits.
com/documents/Toward_comprehensive_
risk_assessments.pdf .

Klyman, K. Acceptable use policies for foundation mod-
els: Considerations for policymakers and developers.
Stanford Center for Research on Foundation Models,
April 2024. URLhttps://crfm.stanford.edu/
2024/04/08/aups.html .

Klyman, K., Longpre, S., Kapoor, S., Narayanan,
A., Korolova, A., and Henderson, P. Comments
from researchers af�liated with mit, princeton cen-
ter for information technology policy, and stanford
center for research on foundation models, 2024a.
URL https://www.copyright.gov/1201/
2024/comments/reply/Class%204%20-
%20Reply%20-%20Kevin%20Klyman%
20et%20al.%20(Joint%20Academic%
20Researchers).pdf . Ninth Triennial Proceeding,
Class 4.

Klyman, K., Longpre, S., Kapoor, S., Narayanan,
A., Korolova, A., and Henderson, P. Comments
from researchers af�liated with MIT, Princeton Cen-
ter for Information Technology Policy, and Stan-
ford Center for Research on Foundation Models, mar
2024b. URLhttps://www.regulations.gov/
comment/COLC-2023-0004-0111 . Ninth Trien-
nial Section 1201 Proceeding, Class 4.

Lee, K., Cooper, A. F., and Grimmelmann, J. Talkin'
'bout ai generation: Copyright and the generative-ai sup-
ply chain, 2024. URLhttps://arxiv.org/abs/
2309.08133 .

Lemley, M. A. and Henderson, P. The mirage of arti�cial
intelligence terms of use restrictions.Available at SSRN,
2024.

Leveson, N. CAST HANDBOOK: How to Learn More
from Incidents and Accidents. 2019. URLhttp://
sunnyday.mit.edu/CAST-Handbook.pdf .

Leveson, N. G. and Turner, C. S. An investigation
of the therac-25 accidents, 1992. URLhttps://
escholarship.org/uc/item/5dr206s3 .

Li, H., Guo, D., Fan, W., Xu, M., Huang, J., Meng,
F., and Song, Y. Multi-step jailbreaking privacy at-
tacks on ChatGPT. In Bouamor, H., Pino, J., and
Bali, K. (eds.),Findings of the Association for Com-
putational Linguistics: EMNLP 2023, pp. 4138–4153,
Singapore, December 2023. Association for Compu-
tational Linguistics. doi: 10.18653/v1/2023.�ndings-
emnlp.272. URLhttps://aclanthology.org/
2023.findings-emnlp.272/ .

Longpre, S., Biderman, S., Albalak, A., Schoelkopf, H.,
McDuff, D., Kapoor, S., Klyman, K., Lo, K., Ilharco,
G., San, N., et al. The responsible foundation model
development cheatsheet: A review of tools & resources.
arXiv preprint arXiv:2406.16746, 2024a.

Longpre, S., Kapoor, S., Klyman, K., Ramaswami, A., Bom-
masani, R., Blili-Hamelin, B., Huang, Y., Skowron, A.,

8



440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461
462
463
464
465
466
467
468
469
470
471
472
473
474
475
476
477
478
479
480
481
482
483
484
485
486
487
488
489
490
491
492
493
494

Yong, Z.-X., Kotha, S., et al. A safe harbor for ai evalua-
tion and red teaming.arXiv preprint arXiv:2403.04893,
2024b.

Maragno, G., Tangi, L., Gastaldi, L., and Benedetti, M. Ex-
ploring the factors, affordances and constraints outlining
the implementation of arti�cial intelligence in public
sector organizations.International Journal of Informa-
tion Management, 73:102686, 2023. ISSN 0268-4012.
doi: https://doi.org/10.1016/j.ijinfomgt.2023.102686.
URL https://www.sciencedirect.com/
science/article/pii/S0268401223000671 .

Marchal, N., Xu, R., Elasmar, R., Gabriel, I., Goldberg, B.,
and Isaac, W. Generative AI Misuse: A Taxonomy of Tac-
tics and Insights from Real-World Data. (March), 2024a.
URL http://arxiv.org/abs/2406.13843 .

Marchal, N., Xu, R., Elasmar, R., Gabriel, I., Goldberg,
B., and Isaac, W. Generative ai misuse: A taxonomy of
tactics and insights from real-world data.arXiv preprint
arXiv:2406.13843, 2024b.

Mcgregor, S. When ai systems fail: In-
troducing the ai incident database, 2020.
URL https://partnershiponai.org/
aiincidentdatabase/ .

McGregor, S. Preventing repeated real world ai failures
by cataloging incidents: The ai incident database. In
Proceedings of the AAAI Conference on Arti�cial Intelli-
gence, volume 35, pp. 15458–15463, 2021.

McGregor, S. Open digital safety. IEEE, April
2024. doi: 10.1109/JPROC.2024.10488873. URL
https://ieeexplore.ieee.org/stamp/
stamp.jsp?tp=&arnumber=10488873 .

McGregor, S., Ettinger, A., Judd, N., Albee, P., Jiang, L.,
Rao, K., Smith, W., Longpre, S., Ghosh, A., Fiorelli, C.,
Hoang, M., Cattell, S., and Dziri, N. To err is ai : A case
study informing llm �aw reporting practices, 2024a. URL
https://arxiv.org/abs/2410.12104 .

McGregor, S., Ettinger, A., Judd, N., Albee, P., Jiang, L.,
Rao, K., Smith, W., Longpre, S., Ghosh, A., Fiorelli,
C., et al. To err is ai: A case study informing llm �aw
reporting practices.arXiv preprint arXiv:2410.12104,
2024b.

Meinke, A., Schoen, B., Scheurer, J., Balesni, M., Shah,
R., and Hobbhahn, M. Frontier models are capable of
in-context scheming, 2025. URLhttps://arxiv.
org/abs/2412.04984 .

METR. Details about metr's preliminary evaluation of ope-
nai o1-preview, September 2024. URLhttps:
//metr.github.io/autonomy-evals-
guide/openai-o1-preview-report/ .

MITRE. Standardizing cyber threat intelligence infor-
mation with the structured threat information expres-
sion (stix). Technical report, MITRE Corporation,
2012. URL https://www.mitre.org/sites/
default/files/publications/stix.pdf .

Morrow, T., Pender, K., Lee, C., and Faatz, D. Overview
of risks, threats, and vulnerabilities faced in moving to
the cloud. Technical Report CMU/SEI-2019-TR-004,
Jul 2019. URLhttps://doi.org/10.1184/R1/
12363569.v2 . Accessed: 2024-Dec-25.

Mulligan, D., Doty, N., and Dempsey, J. Cyber-
security research: Addressing the legal barriers
and disincentives. Technical report, UC Berke-
ley School of Information, 2015. URLhttps:
//www.ischool.berkeley.edu/research/
publications/2015/cybersecurity-
research-addressing-legal-barriers-
and-disincentives . Technical Report.

Nasr, M., Carlini, N., Hayase, J., Jagielski, M., Cooper,
A. F., Ippolito, D., Choquette-Choo, C. A., Wallace, E.,
Tram�er, F., and Lee, K. Scalable extraction of training
data from (production) language models.arXiv preprint
arXiv:2311.17035, 2023a.

Nasr, M., Carlini, N., Hayase, J., Jagielski, M., Cooper,
A. F., Ippolito, D., Choquette-Choo, C. A., Wallace, E.,
Tram�er, F., and Lee, K. Scalable extraction of training
data from (production) language models, 2023b. URL
https://arxiv.org/abs/2311.17035 .

NIST. Arti�cial intelligence risk management framework
(ai rmf 1.0), 2023.

Oakley, J. G.Rules of Engagement, pp. 57–71. Apress,
Berkeley, CA, 2019. ISBN 978-1-4842-4309-1. doi:
10.1007/978-1-4842-4309-15. URL https://doi.
org/10.1007/978-1-4842-4309-1_5 .

OASIS. Common security advisory framework (csaf), 2025.
URL https://oasis-open.github.io/csaf-
documentation/ .

OECD. De�ning ai incidents and related terms. Technical
Report 16, OECD, 2024.

Of�ce, U. C. Section 1201 of title 17: A report of the
register of copyrights. Technical report, United States
Copyright Of�ce, 2017.

OpenAI. Openai o1 system card, December 5
2024a. URL https://cdn.openai.com/o1-
system-card-20241205.pdf .

OpenAI. Model spec, May 2024b. URL
https://cdn.openai.com/spec/model-
spec-2024-05-08.html .

9



495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539
540
541
542
543
544
545
546
547
548
549

OpenAI. Supported Countries and Territories, 2025.
URL https://platform.openai.com/docs/
supported-countries . Accessed January 31,
2025.

Pandit, H. AIRO: an Ontology for Representing AI Risks
based on the Proposed EU AI Act and ISO Risk Man-
agement Standards. 2022. URLhttp://www.tara.
tcd.ie/handle/2262/100132 . Accepted: 2022-
07-12T14:33:22Z Journal Abbreviation: International
Conference on Semantic Systems (SEMANTiCS).

Perez-Cerrolaza, J., Abella, J., Borg, M., Donzella, C.,
Cerquides, J., Cazorla, F. J., Englund, C., Tauber, M.,
Nikolakopoulos, G., and Flores, J. L. Arti�cial intelli-
gence for safety-critical systems in industrial and trans-
portation domains: A survey.ACM Comput. Surv., 56
(7), April 2024. ISSN 0360-0300. doi: 10.1145/3626314.
URL https://doi.org/10.1145/3626314 .

Pfefferkorn, R. Shooting the messenger: Remediation
of disclosed vulnerabilities as cfaa “loss”.Richmond
Journal of Law & Technology, 29:89, 2022. URL
https://jolt.richmond.edu/files/2022/
11/Pfefferkorn-Manuscript-Final.pdf .

Phuong, M., Aitchison, M., Catt, E., Cogan, S., Kaskasoli,
A., Krakovna, V., Lindner, D., Rahtz, M., Assael, Y., Hod-
kinson, S., Howard, H., Lieberum, T., Kumar, R., Raad,
M. A., Webson, A., Ho, L., Lin, S., Farquhar, S., Hutter,
M., Deletang, G., Ruoss, A., El-Sayed, S., Brown, S.,
Dragan, A., Shah, R., Dafoe, A., and Shevlane, T. Eval-
uating frontier models for dangerous capabilities, 2024.
URL https://arxiv.org/abs/2403.13793 .

Raji, I. D., Kumar, I. E., Horowitz, A., and Selbst,
A. The fallacy of ai functionality. InProceedings
of the 2022 ACM Conference on Fairness, Account-
ability, and Transparency, FAccT '22, pp. 959–972,
New York, NY, USA, 2022a. Association for Com-
puting Machinery. ISBN 9781450393522. doi: 10.
1145/3531146.3533158. URLhttps://doi.org/
10.1145/3531146.3533158 .

Raji, I. D., Xu, P., Honigsberg, C., and Ho, D. Outsider
oversight: Designing a third party audit ecosystem for
ai governance. InProceedings of the 2022 AAAI/ACM
Conference on AI, Ethics, and Society, AIES '22, pp.
557–571, New York, NY, USA, 2022b. Association for
Computing Machinery. ISBN 9781450392471. doi: 10.
1145/3514094.3534181. URLhttps://doi.org/
10.1145/3514094.3534181 .

Reuel, A. Stanford arti�cial intelligence index re-
port 2024: Chapter 3 - responsible ai. Tech-
nical report, Stanford University, 2024. URL
https://aiindex.stanford.edu/wp-

content/uploads/2024/04/HAI_AI-Index-
Report-2024_Chapter3.pdf . Text and analysis
by Anka Reuel.

Reuel, A., Bucknall, B., Casper, S., Fist, T., Soder, L.,
Aarne, O., Hammond, L., Ibrahim, L., Chan, A., Wills,
P., Anderljung, M., Gar�nkel, B., Heim, L., Trask, A.,
Mukobi, G., Schaeffer, R., Baker, M., Hooker, S., So-
laiman, I., Luccioni, A. S., Rajkumar, N., Moës, N.,
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A. Problem Statement

There are signi�cant gaps in AI evaluation practices compared to software security practices. Throughout this work, we refer
to AI �aws, broadly referring to conditions in a system that lead to undesirable effects or policy violations. We intentionally
de�ne AI �aws more broadly than traditional software security vulnerabilities to re�ect the range of potential sociotechnical
risks with GPAI systems (Solaiman et al., 2024). Our analysis focuses on third-party AI evaluators (see Figure A2), for
which reporting infrastructure, norms, and procedures are less mature. More detailed de�nitions and their justi�cations are
available in Appendix E.1.

Ensuring security, safety, and trustworthiness of GPAI systems is an open challenge.In short order, GPAI systems
have been deployed to hundreds of millions of users (Roth, 2025), across the public and private sector, and in hundreds of
countries (OpenAI, 2025). However, the risk pro�les of GPAI systems once they are deployed are opaque (Bommasani
et al., 2023), and applications incorporating such systems come with a wide variety of risks that can be dif�cult to foresee
(Weidinger et al., 2021; 2022; Marchal et al., 2024a; Cattell et al., 2024b; Kapoor et al., 2024). Third-party AI researchers
have identi�ed a large number of serious �aws relating to the security, safety, and trustworthiness of GPAI systems (Carlini
et al., 2024b;a; Reuel et al., 2024; Cattell et al., 2024b) (see Table A4 for relevant �aw taxonomies), but resources are
overwhelmingly concentrated on accelerating productization of GPAI systems rather than addressing these challenges
(Schmidt Sciences, 2024).

Third-party evaluation is needed to identify and address the breadth of �aws in GPAI systems.Policy discussions
on AI safety often center around pre-deployment evaluation by internal �rst-party evaluators or contracted second parties.
However, this overlooks the growing importance of independent, third-party scrutiny, which provides unique bene�ts:
broader researcher participation, diversity of subject matter experts, novel approaches, independence, and greater evaluation
speed. Developers and deployers of GPAI systems alone cannot identify all of the critical �aws in their systems. Third-party
evaluation is essential to identifying, mitigating, and preventing �aws in GPAI systems.

Figure A2.Spectrum of independence in GPAI evaluations.Evaluations can be strati�ed by their level of independence from the
provider of the GPAI system. This ranges from entirely in-house evaluation (�rst-party) to contracted research (second-party) and research
without a contractual relationship with the system provider (third-party). There are grey areas throughout the spectrum, and we provide
examples for each gradation. First party (limited) refers to evaluations that are carried out by the team within a system provider that is
responsible for building and validating the system's performance, such as a product team. First party (expansive) refers to evaluations
carried out by a team dedicated to unearthing system �aws that was not responsible for building the system, such as Microsoft's AI Red
Team (Bullwinkel et al., 2025). Second party (limited) refers to evaluations carried out by a speci�c contracted party that are limited
in time and scope, such as those carried out by the UK AI Security Institute (US AI Safety Institute & UK AI Safety Institute, 2024b).
Second party (expansive) refers to evaluations carried out by a wide array of contracted parties for various different, such as the OpenAI
Red Teaming Network (Ahmad et al., 2024). Third party (pre-approved) refers to evaluations carried out by external parties with no
contractual relationship with the provider where the provider vets those parties ahead of time, such as Anthropic's Model Safety Bug
Bounty (Anthropic, 2024). Third party (limited) refers to evaluations carried out by external parties with no contractual relationship with
the provider that are limited in time and lack safe harbor, such as the Allen Institute for AI's participation in the Generative Red Team 2
event at DEFCON 2024 (McGregor et al., 2024a). Third party (expansive) refers to our proposal for an improved evaluation ecosystem:
evaluations carried out by third parties where there is safe harbor for evaluators and coordinated �aw disclosure infrastructure.

Software security offers best practices for third-party evaluation and �aw reporting. While �aw reporting covers
both security and non-security �aws, software security practitioners have well-established reporting processes that can be
extended to the more general case of �aw reporting. Software security provides a template for �aw reporting (Dixon &
Frase, 2024b) to address three core �aw reporting gaps. These gaps include:

1. Absence of a reporting culture: Security vulnerability reporting has amassed millions of volunteer researchers
worldwide, thousands of organizations hosting disclosure and bug bounty programs, and millions in paid rewards
annually. In contrast, the norms and practices of the AI �aw reporting community are in their infancy. Figure 1
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illustrates how AI �aws are generally reported ad hoc to only a limited set of affected stakeholders, if at all. Even
prior to the widespread adoption of general-purpose AI models, scholars have called for the adoption of bug bounties
beyond software security, e.g. in the context of social media or other algorithms (Eslami et al., 2019; Elazari, 2018).
Paradoxically, �aw reporting processes must be de�ned before the culture surrounding those practices can develop to
reinforce the value of new processes supporting �aw reporting.

2. Limited disclosure infrastructure : While software security has established reporting infrastructure, there are limited
and disparate reporting options for AI �aws. Most disclosure pathways are invite-only, or exclude important AI �aws
from their scope entirely (Longpre et al., 2024b) (Table A3 shows the limited disclosure options for GPAI systems
pertain mainly to security).

3. No legal and technical protections for evaluators: Safe harbors have enabled the protection of good-faith research
for software security. They are widely adopted by corporations (HackerOne, 2023), and the Department of Justice
has provided guidance to mitigate legal action against codi�ed good-faith security research (Department of Justice,
2022). However, GPAI system providers often dissuade �aw evaluations, and offer no such legal assurances. GPAI
developers' acceptable use policies often block users from probing their systems (Klyman, 2024), but in doing so block
safety, security, and trustworthiness researchers. The potential legal rami�cations of violating a company's terms of
service or being held liable under copyright or anti-hacking statutes presents a substantial chilling effect for third-party
researchers (Harrington & Vermeulen, 2024; Council, 2023; Albert et al., 2024). Moreover, third-party evaluators may
be subject to account restrictions that could prevent them from conducting future research in other areas (Klyman et al.,
2024a).

B. Building Better GPAI Flaw Disclosure

We identify six principles from the �eld of coordinated vulnerability disclosure that can inform evaluation practices for
GPAI systems. We frame these principles as correctives to common misconceptions, which provide prescriptions that inform
our position.

Misconception 1: Third-party evaluation and �aw disclosure is not an effective use of resources.

There is signi�cant empirical evidence that coordinated disclosure has substantially improved safety and security across
industries. With respect to software security, vulnerability disclosure by third parties has improved security (Gal-Or et al.,
2024; Walshe & Simpson, 2022; Boucher & Anderson, 2022; Wachs, 2022), and greatly accelerated corporate patch releases
(Arora et al., 2010). Other industries have adopted vulnerability disclosure programs for a range of sociotechnical issues
pertaining to both software and hardware, including the US Department of Defense (DoD Cyber Crime Center, 2022) and
US Food and Drug Administration (Schwartz et al., 2018).

Misconception 2: GPAI systems are unique from existing software and require special disclosure rules.

GPAI systemsare software systems. While GPAI systems have distinctive characteristics, these features are not necessarily
new to software. In particular, GPAI systems produce probabilistic outputs that can be challenging to reproduce, statistically
validate, or fully remediate (McGregor et al., 2024b). Additionally, their �aws maytransfer across similar systems,
increasing the number stakeholders who may bene�t from disclosure (Wallace et al., 2019). Lastly, GPAI systems serve
many niche uses, so their �aws may require subject matter expertise to adequately interpret (e.g. with respect to national
security concerns). However, many software systems share these characteristics: having fuzzy, stochastic, and hard to
mitigate �aws, with both security and sociotechnical implications (Leveson & Turner, 1992; Fenton & Neil, 1999; Duvall
et al., 2007). Organizations like the U.S. Cybersecurity and Infrastructure Security Agency and Carnegie Mellon University's
CERT have run coordinated �aw disclosure programs for �aws with these characteristics (Boucher & Anderson, 2022;
Cattell et al., 2024b). Householder et al. (2024a) suggest software vulnerability disclosure programs can help inform best
practices for AI �aw disclosure.

Misconception 3: Flaw disclosure is for the system developer, not the public.

Disclosure is forall stakeholders who can play a role in mitigating the �aw, which can even include the public. Disclosure
should often include system developers, deployers, and other stakeholders along the supply chain for that system (Srikumar
et al., 2024). Some categories of �aws should also be routed to the appropriate government agencies or civil society
organizations respectively engaged in making policy or organizing communities to limit harm associated with these types of
�aws. The public, including journalists, system users, and non-users can make safer choices if provided with details of �aws
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Figure A3.AI Flaw Report Card Schema. The �aw report card contains common elements of disclosure from software security, used to
improve reproducibility of �aws and triage among them. It includes: ID of the reporter; a unique identi�cation number of the �aw; system
versions involved; the �aw report's status; information for a session that shows the �aw; �aw report submission time; relevant context
such as other software or platforms involved; a detailed �aw description; a description of how the �aw implicitly or explicitly violates a
policy; tags (some of them optional) for triage. Green �elds are automatically completed upon submission, gray �elds are optional. More
details and �aw report examples can be found in Appendix F.

(Householder et al., 2024a). Public awareness also fosters market pressures to produce safer and more secure AI products.

Misconception 4: Flaw disclosure is for those in the supply chain that helped develop or use the reported GPAI system.

Transferable �aws can affect many systems, implicating more than one system developer, deployer, or distributor (Wallace
et al., 2019). Broader disclosure can help avert the same issue in other AI supply chains. For instance, �aws that impact
OpenAI's o1 might also impact previous (and future) OpenAI systems, along with Gemini, Llama, OLMo and other systems.
Such �aws may not be identi�able as transferable ex ante. Infrastructure for coordinated disclosure is necessary to raise
awareness of �aws and enable timely mitigation by developers and deployers. Without third-party evaluation to unearth and
broadly disclose GPAI �aws, awareness of �aws will be siloed across developers (McGregor, 2024).

Misconception 5: It is not always feasible to determine if a GPAI systems' behavior is unintended.

Stakeholders often disagree about whether a candidate �aw report evidences a real �aw, but recent case studies show that
�aw identi�cation is more tractable when grounded in alleged violations of policy or related documentation (McGregor
et al., 2024a). Ambiguity regarding whether a �aw report shows a violation is then an opportunity to clarify the intent
and capabilities of the GPAI system. Flaw reporting should be grounded in policies of GPAI system providers—including
terms of service (ToS) and associated acceptable use policies (AUP). Documentation from a system provider, including
model cards or model specs, may also give a clear indication of the intended behavior for a system (McGregor et al., 2024a;
OpenAI, 2024b). Flaw reports can help system developers improve their policies and practices even when the developer
makes no changes to the system itself.

Misconception 6: Protections for good-faith third-party evaluation may enable malicious use.

A legal safe harbor is a commitment to researchers that they will not be subject to legal action if they can demonstrate they
abided by rigorous rules that codify “good-faith research.” We provide suggested language in Appendix B. These rules have
been developed in information security and cybersecurity communities (Oakley, 2019; Department of Justice, 2022). They
protect research based on the “what not who” principle: a user's conduct, not their identity/authority, determines if they
are protected. The former is possible to verify, whereas affordances for the latter is subjective and can result in favoritism.
Prior research into the effectiveness of such safe harbors suggests they collectively improve the resilience and quality of
technology products (Tschider, 2024). See Figure A7 for more details.
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Template: Legal Safe Harbor

When conductingAI �aw research in accordance with and under this policy, we consider this research to be:

a. Exempt from restrictions in our terms of service and acceptable use policy that would interfere with conducting security,
safety, or trustworthiness research, and we waive those restrictions on a limited basis;

b. Authorized concerning any applicable anti-hacking laws, and we will not initiate or support legal action against you for
accidental, good-faith violations of this policy;

c. Authorized concerning any relevant anti-circumvention laws, and we will not bring a claim against you for circumvention of
technology controls; and

d. Lawful, helpful to the overall security, safety, and trustworthiness of the AI systems, and conducted in good faith.

You are expected to comply with all applicable laws. If legal action is initiated by a third party against you and you have complied
with this policy, we will take steps to make it known that your actions were conducted in compliance with this policy.

C. Alternatives to Safe Harbor and Coordinated Flaw Disclosure

There are two common alternative views to our position in favor of expanding third-party evaluation and coordinated
vulnerability disclosure for GPAI systems.

First, some argue that �rst- and second-party evaluation, in tandem with inexpensive commercial access to deployed systems
for third parties, is suf�cient to surface and address major �aws. GPAI system providers frequently report that they have
identi�ed and mitigated dozens of �aws before deploying their systems (Bommasani et al., 2024), including by contracting
expert evaluators to red team their systems for �aws related to CBRN, cyber, autonomy, and other high-priority areas
(OpenAI, 2024a; Anthropic, 2024; Phuong et al., 2024; US AI Safety Institute & UK AI Safety Institute, 2024a; Meinke
et al., 2025; METR, 2024). Third-party evaluators can access GPAI systems through inexpensive APIs (or locally for
open-weight systems), and like second parties they have also identi�ed and responsibly reported major �aws in deployed
systems (e.g., Carlini et al. (2024b)).

However, this alternative fails to account for the many third-party researchers who would conduct safety research if not for
fear of reprisals, the large number of �aws that are reported on social media (or not at all), and the lack of infrastructure for
taking collective action in response to serious �aws (described in Appendix A). Legal or procedural uncertainty regarding
�aw discovery and disclosure presents a wide range of barriers, including potential issues with receiving approval to
carry out research from funders or institutional review boards (Longpre et al., 2024b). The machine learning community,
policymakers, and civil society have expertise and concerns regarding a wider range of risks than those that GPAI system
providers and second-parties evaluate, resulting in major gaps.

Second, others argue that efforts to enable third-party evaluation and coordinated vulnerability disclosure present dif�cult
tradeoffs for companies with limited resources dedicated to researcher access. They suggest that the context of a highly
competitive commercial environment, GPAI system providers have limited bandwidth to administer researcher access
programs, and often employ just a handful of individuals who are responsible for coordinating access to systems for
thousands of interested researchers. Whereas major social media companies did not provide researchers with access to their
systems for many years and only after substantial political pressure, GPAI system providers large and small have elected to
do so. The implementation of safe harbors requires changes in policies and practices, time that might otherwise be spent
meeting with interested researchers or reviewing applications; similarly, contributing to and helping stand up a Disclosure
Coordination Center is time consuming, and may distract from ongoing efforts to triage incoming jailbreaks. Safe harbors
are seen as a major policy shift for many companies, requiring signi�cant legal review and approval from executives, while
smaller shifts to bolster researcher access programs could be accomplished without signi�cant organizational repositioning.

Scarcity of time and resources is an insuf�cient counterargument to our position—leading GPAI system developers have
billions of dollars at their disposal, more than enough to hire additional staff who can help researchers unearth additional
�aws in their systems. A well-designed ecosystem for �aw disclosure in the vein of Figure 1 would pose minimal costs to
each actor across the supply chain, with each being able to bene�t from common infrastructure. If these tradeoffs are in fact
present, then they likely hold only in the immediate term as the return on investment for contributing to infrastructure for
coordinated vulnerability disclosure will be substantial. It is worth prioritizing �aw discovery, mitigation, and disclosure in
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the present as AI systems become more powerful and their use across society balloons.

D. Future Work

We identify three major areas for future work. First, there is substantial room for improvement in terms of aligning the views
of �aw reporters and GPAI system providers regarding what constitutes a �aw, or who is responsible for it. For instance,
certain prompts may enable users to generate images that may appear to constitute copyright infringement—and both
providers and users may contend that the other party is responsible for the infringement (Lee et al., 2024). Disagreements
over responsibility for �aws or whether a �aw requires mitigation are a long-standing open problem. To clarify these
disputes, we suggest system providers maintain clear policies and system documentation, and that GPAI �aw reports ground
their justi�cations in these policies and pieces of documentation (see Appendix B, Misconception 5). Future work should
address how companies' can best adjust and update their policies and documentation over time to facilitate coordinated �aw
disclosure.

Second, the process for mitigating or remediating �aws once they are disclosed remains uncertain. An effective coordinated
�aw disclosure regime would substantially increase the number of �aw reports system providers receive and make it easier
to observe if providers actually mitigate or remediate those �aws. Future work should help providers choose how to triage
�aws and identify options for the scope of mitigations.

Third, it is unclear how best to adequately govern a Disclosure Coordination Center. Securing buy-in from key private sector
players across the AI ecosystem while maintaining credibility with third-party evaluators poses potential challenges. Future
work should build the key functions of a disclosure coordination center and move towards greater accountability.

E. Terminology & De�nitions

E.1. Key De�nitions

In Appendix E.1 we outline key de�nitions for terms used in this work, along with their justi�cations.

E.2. Related De�nitions

Additionally, we discuss the difference between related terms used in the safety and security profession. Security engineers
have developed this rich terminology to distinguish types of problems:

Incident An “incident” describes real-world events that have resulted in harm, loss, or policy violations (OECD, 2024;
Dixon & Frase, 2024a; Mcgregor, 2020).

Adverse EventAn “adverse event” constitutes a subset of incidents where real harm has been caused, rather than only the
potential for harm, near-harm, or a policy violation.

Hazard A “hazard” describes the set of conditions that may lead to an incident, as commonly used by safety engineers.

Vulnerability In this work, we follow prior art which considers vulnerabilities analogous to hazards (Leveson, 2019). A
“vulnerability” is similar to a “hazard”, but for security professionals: the set of conditions that may lead to an “incident”
(Leveson, 2019; Khlaaf, 2023; Householder et al., 2017). Some de�nitions restrict vulnerabilities to security threats, or
conditions that are exploited speci�cally by threat actors. Alternatively, vulnerabilities can be conceptualized in relationship
to incidents. For instance, according to CERT/CC “a vulnerability is a set of conditions or behaviors that allows the violation
of an explicit or implicit security policy.” (Householder et al., 2017). Similarly, the AI Risk and Vulnerability Alliance
de�nes vulnerabilities as “any weakness in an AI system that has the potential to result in an incident” (Anderson et al.,
2023).

Flaw A “�aw” uni�es the possible the security and safety implications of vulnerabilities and hazards, as they can broadly
manifest in incidents of either variety. This de�nition is intentionally broad, so as not to exclude safety or security conditions
that may lead to real-world issues. Building on Cattell et al. (2024a); Householder et al. (2017), we de�ne �aw as “a set
of conditions or behaviors that allow the violation of an explicit or implicit policy related to the safety, security, or other
undesirable effects from the use of the system.” Here, undesirable effects is analogous to real-world harm, loss or policy
violations.
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Key De�nitions

In-scope GPAI system. We adopt the EU AI Act's de�nition of “General-Purpose AI System” (European Union).
We focus on AI systems that are deployed to the public, rather than internal or pre-deployment. Speci�cally, an
in-scope GPAI system is a deployed AI system based on a foundation model and serving a variety of purposes.

Third-party evaluation. Third-party evaluation is conducted by a party with no direct contractual or obligatory
relationship to the system provider. While independence exists along a spectrum, third-party evaluations rank among
the most independent (Costanza-Chock et al., 2022). They may occur even when unsolicited and without advance
notice to the system provider. This is distinct from �rst-party (in-house) and second-party (contracted) evaluations.

Flaw. We de�ne a �aw as a set of conditions or behaviors that allow the violation of an explicit or implicit policy
related to the safety, security, or other undesirable effects from use of the system. This encompasses traditional
software vulnerabilities, as well as sources of broader sociotechnical risks. Flaws do not depend on intentionality
or agreement about what constitutes an undesirable effect (CERT; Walshe & Simpson, 2022). To be clear, our
de�nition of �aws does not necessitate agreement from developers that a given issue violates their policy. Instead, it
just might not comply with a �aw reporters' implicit expectations of the system policy.

Good-faith. Good-faith research or evaluation aims solely to identify, investigate, or correct �aws, carried out in
a manner designed to avoid harm to individuals or the public. It is aligned with the “good faith security research”
exception in the DMCA (U.S. Copyright Of�ce; 2021), and excludes activities intended to cause harm or advance
solely commercial interests.

Coordinated �aw disclosure. Coordinated �aw disclosure is the process of gathering information from �aw
�nders and sharing that information among relevant stakeholders, including the public, in order to mitigate and
remediate AI or software vulnerabilities. Its emphasis is on coordination and disclosure for effective problem
resolution (CERT; Householder et al., 2024b).

Safe harbor. A safe harbor provides legal or technical protections for researchers conducting “good faith”
evaluations of AI systems. It can include promises not to pursue legal action against researchers abiding by
established rules of engagement or disclosure policies, as well as steps to ensure researchers' accounts are not
suspended for their testing activities (Abdo et al., 2022; HackerOne; Longpre et al., 2024b).

Bug A “bug” is a generic colloquialism to describe defects in engineering, closely related to our de�nition of a �aw (Widder
& Goues, 2024).

E.3. Differences between Incident Reporting and AI Flaw Reporting

In this work we propose �aw reports and coordinated disclosure. It is important to distinguish between these proposals
and prior art on incident and adverse reporting databases, such as the AI Vulnerability Database (AVID). Here are the key
distinguishing factors:

• Incidents vs Flaws.Our proposal pertains to �aws, not incidents (de�nitions are detailed in Appendix E). A �aw is a
set of conditions which can manifest in harm or incidents. In our framework, most incidents may also be reported as
�aws, if they can be grounded in a set of conditions which broadly constitute a �aw in the system. AVID for instance
has not implemented coordinated disclosure.

• Focus on General-Purpose AI.Incident databases often pertain to a broad set of software systems, or all AI, rather
than focusing on general-purpose AI systems.
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F. AI Flaw Reports

F.1. Flaw Report Examples

To illustrate what �aw reports may look like for actual �aws discovered by the AI community, we show two examples of
how our �aw report cards could have been used for �aws discovered in the past.

F.1.1. AI FLAW REPORT1: TRAINING DATA EXTRACTION ATTACK

The �rst example concerns a security �aw discovered by Nasr et al. (2023b). At the time, the researchers contacted OpenAI
directly to inform the company about a �aw in there system that allowed to extract training data. Later, they wrote a paper
about the �aw discovered (Nasr et al., 2023b). With our suggested coordinated �aw disclosure system, the researchers could
instead have �led a report card like the one shown in Figure A4.

Figure A4.Example of a �aw report �led for a privacy risk in an OpenAI model. This example builds on a true �aw report documented in
Nasr et al. (2023b).

F.1.2. AI FLAW REPORT2: GENDER BIAS FLAW

The second example concerns a �aw involving gender bias discovered by Saini & Luccioni (2022) in a BERT model on
Hugging Face. Had this report been �led through the coordinated �aw disclosure system we propose, a minimal report
could have looked like the one shown in Figure A5.
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