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Abstract

We study learning adversarial Markov decision process (MDP) in the episodic set-
ting under differential privacy (DP) constraints. This is motivated by the widespread
applications of reinforcement learning (RL) in non-stationary and even adversarial
scenarios, where protecting users’ sensitive information is vital. We first propose
two efficient frameworks for adversarial MDPs, spanning full-information and
bandit settings. Within each framework, we consider both Joint DP (JDP), where a
central agent is trusted to protect the sensitive data, and Local DP (LDP), where the
information is protected directly on the user side. Then, we design novel privacy
mechanisms to privatize the stochastic transition and adversarial losses. By instan-
tiating such privacy mechanisms to satisfy JDP and LDP requirements, we obtain
near-optimal regret guarantees for both frameworks. To our knowledge, these are
the first algorithms to tackle the challenge of private learning in adversarial MDPs.

1 Introduction

Reinforcement learning (RL) is a prominent sequential decision-making framework, where an
agent learns to minimize its long-term loss by interacting with an environmenlﬂ It has gained
remarkable attraction in real-world applications across several fields such as healthcare [21]], online
recommendation [1]], and language model [43]]. However, in these applications, the learning agent
continuously improves its performance by learning from users’ personal data and feedback, which
usually contain sensitive information. Without privacy protection mechanisms in place, the learning
agent can memorize information of users’ interaction history [[10], which makes the learning agent
vulnerable to various privacy attacks [35]].

Over the past decade, differential privacy (DP) [17] has been extensively applied in various private
decision-making settings, e.g., private multi-armed bandits |6} |52]]. Under DP, the learning agent
collects users’ raw data to train algorithms while ensuring that the output is indistinguishable from its
output returned by an alternative universe where any individual user is replaced, thereby mitigating

*Corresponding author
>We consider the setting of “losses” instead of “rewards” to be consistent with the adversarial online
decision-making literature [25} 28]]. One can translate between losses and rewards by simply taking negation.
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the aforementioned privacy risk. Despite such a promise, [49] and [54] show that standard DP is
incompatible with sub-linear regret performance for contextual bandits and RL. Therefore, they
embrace joint differential privacy (JDP) [33]], a variant of DP, ensuring that the output of all other
users will not leak much information about any specific user. In some situations, they even adopt
local differential privacy (LDP) [16] in private RL [20] due to its stronger privacy guarantee, where
each user’s raw data must be privatized before being sent to the learning agent.

Nonetheless, private RL is still far from being well-understood. All of the previous work assumes that
the losses are generated by a stochastic distribution that is stationary throughout the learning process.
This assumption is quite restrictive for plenty of real-world systems since the loss function may
depend on additional variables controlled by a complex and unpredictable part of the environment.
These extra variables may be challenging to model and predict using a stochastic distribution and only
impact the loss incurred by the user. Specifically, the loss function might unpredictably vary across
episodes and even be generated by a potential adversary. In these scenarios (with privacy concerns),
modeling loss functions as adversarial would be more relevant; examples include recommendation
system [58]], medicine trials [37]], and portfolio management [39]. For instance, in recommendation
systems, the agent recommends items (corresponding to actions) according to users’ search input
(corresponding to states) and improves its performance based on users’ rating (corresponding to
rewards), and the rating may depend on some complex and hard-to-model historical variable of each
user and reflect different preferences.

Motivated by these facts, in this paper, we focus on one fundamental model in online RL under
DP constraints, i.e., private adversarial MDPs [19], where the transition function is unknown and
stochastic, but where the loss function can be arbitrarily determined by an oblivious adversary. To
solve this problem, we are required to design private algorithms in such non-stationary environments,
especially for adversarial loss functions. Moreover, we must deal with the dual complexities of
adversarially changing and noisy interaction histories, which makes it challenging to utilize and
generalize past experiences and adapt to evolving circumstances. To the best of our knowledge, this
paper is the first to consider adversarial MDPs with both JDP and LDP guarantees. Our contributions
are summarized as follows.

1. We begin with the full-information setting where the loss for every state-action pair is observed
after each interaction. We present a general algorithm, ‘“Private-UC-O-REPS”, which uses tighter
confidence bounds on components of the transition function than existing ones in the adversarial
MDP literature, and enjoys refined regret bounds under JDP and LDP constraints by adopting our
Central and Local Privatizer, respectively. Notably, these bounds are problem-dependent in the sense
that they make appear a notion of effective support of the underlying transition function, and adapt to
the difficulty of the transition dynamics. Further, they match the best bounds of non-private algorithm
[46] in the worst case.

2. We then consider the bandit setting where only the loss of each visited state-action pair is revealed
after each interaction. We propose the “Private UOB-LBPS” algorithm, which involves a novel
private and optimistic loss estimator, and a log-barrier regularizer for private OMD making the
algorithm more stable. Meanwhile, we obtain near-optimal problem-dependent regret bounds under
both JDP and LDP constraints. In particular, they also match the near-optimal regret bounds of the
best non-private algorithm [28] in the worst case.

3. We introduce novel Privatizers designed to privatize both the transition function and the adversarial
losses under full-information and bandit-feedback settings. These Privatizers satisfy several key
properties (see Assumptions[2.3] [3.2]and 4. 1| for details), which play a critical role in the analysis to
help obtain privacy guarantee and the regret bounds, and could be of interest beyond this work.

We summarize our theoretical results in Table[T] Due to space limitations, algorithms and all proof
details are included in the appendix.

2 Preliminary

2.1 Adversarial MDPs

An episodic loop-free adversarial MDP is defined by a tuple (X A, P, {fk}le JH ) , where X, A
are state and action spaces with respective cardinalities X and A. P: X x A x X — [0, 1] is the



Feedback Regret (e-JDP) Regret (e-LDP) Non-private Lower bound

(nggr‘:fg | OUHCUVE ¢ 2412 | G(HOVE + SAEE) (VX AAE)
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(Theorem [4.2))

Table 1: Regret comparisons for private online RL on loop-free adversarial MDP un-
der both full-information and bandit settings with e-JDP and e-LDP guarantees. Cj; :=

f;ol \/ Z(% a)EX x A Cy,o denotes the cumulative effective support, where Cp, :=

e V/P(@'|z,a)(1 — P(z2'|z,a))]? denotes the effective support of P(-|x,a). Finally,

the lower bound follows from [26, 27]. Note that Cy < X+/A always holds, implying that our
bounds are never worse than O(H X+/ AK) of non-private setting [46l 28]].

transition function, with P(z’|z, a) being the probability of transferring to state x’ when executing
action a in state z, and ¢;, : X x A — [0, 1] is the loss function for episode k. Finally, H denotes
the length of an episode. We assume that the state space X can be decomposed into H + 1 non-
intersecting layers Xy, . .., Xy such that the first and the last layers are singletons, i.e., Xop = {xo}
and Xy = {z g }. Furthermore, the loop-free assumption means that transitions are only possible
between consecutive layersﬂ In the following, we may write h(x) to refer to the index of the layer to
which z belongs.

The learner interacts with the MDP for K episodes without knowing P. Before the interaction starts,
an oblivious adversary selects the loss functions for all episodes ¢}, arbitrarily. In episode k, the
learner starts at state x and decides a policy 73, : X x A — [0, 1], where we write 7y, (a|z) to denote
the probability of taking action a at state z. Then the learner executes 7y, in the MDP, generating H
. . H—-1
state-action pairs { (xf,a;)}, _ , where for he [H—l] ay ~ mp(-|lzy) and xf | ~ P(:|zf, af).
At the end of episode k, the learner observes the loss feedback, which is the entire loss function ¢
. . . . H-1 . .
under the full-information setting, or the incurred losses {Ek (zF,ak) } h—o under the bandit setting.

The goal of the learner is to minimize the incurred loss in K episodes in expectation. More formally,
for any policy 7 and loss function ¢, we define the corresponding expected cumulative loss per
episode as
H-1
V(r, &) =E[ > l(wn,an)|P,7], Q.1

h=0

where the expectation is taken over trajectories {(zp, ah)}hH:_U1 generated by following 7. The
performance of a given learning algorithm A deciding (7 )x>1 is measured through the notion of
regret, which compares the cumulative expected loss under A to that incurred by the best stationary

policy in hindsight, i.e., 7* € argmin_ Zszl V (m,£y). That is,

K K
Ric =Y _V(mnli) = > V(7™ ). 22)
k=1 k=1

Alternatively, the goal is to minimize the regret. By default, A is omitted unless explicitly noted.

2.1.1 Occupancy Measures

Learning in adversarial MDPs can be reformulated as an online linear optimization problem, using the
notion of occupancy measures [60]. Given 7 and P, the occupancy measure ¢©>™ : X x Ax X — [0, 1]
is defined as follows:

¢’ (x,0,2") =Pz = x,an = a, x4 = 2'|Py7],

3This assumption — also known as layered, loop-free assumption — is a standard one in the adversarial MDP
literature [411 [28]]. Although not necessary, it will simplify some arguments. This model is a strict generalization
of the episodic setting studied in [S}27]], where the transitions are stationary across episode steps.

*For n €N, we define [n]:={1,...,n}.



where h = h(z) is the index of the layer to which x belongs. With slight abuse of notation,
we define the probability of visiting state-action pair (x, a) and that of visiting state x as follows,
P (z,a) :Zx’eth“qp’ﬂ (z,a,2"), ¢"™(2) =3 ,c4 4™ (x,a). As established in [60], a valid

occupancy measure ¢ satisfies: For all he [H —1],

(i): ZZ Z q(z,a,2') =1, (”)Z Zq(m’,a,x)zz Zq(x,a,x'),VxeXh.

rEXy acAx'€Xp ' €EXp_1a€A ' €Xp41a€A

Both (i) and (i7) follow from the loop-free structure: (i) holds since each layer is visited exactly once,
whereas (i) holds due to conservation law across layers. Further, any function ¢: X’ x A x X — [0, 1]
satisfying (¢)-(é¢) induces the following transition function and policy [46]:

q(z,a,z") al) = q(x,a)-
q(z,a) q(x)
A denotes the set of all valid occupancy measures. For a fixed transition function P, A (P) denotes
the set of occupancy measures whose induced transition P? equals P. Similarly, given a set of

transition functions P, A (P) denotes the set of occupancy measures whose induced transition P?
belongs to P.

Using these definitions, we have V (7, {) = hH:_ol 2ven, 2oacA q" (2, a)l(z,a) = (¢"7,L).
Thus, the regret of the learner can be rewritten as

Pi(2 |z, a) =

2.3)

K
Ric =D (d"™ —q" i), 24
k=1

where ¢* € argmin e (p) Zle (g, £1) is the optimal occupancy measure in A (P).

When the transition function is known and the loss function is revealed at the end of each episode,
this problem can be solved by an online linear optimization method [23]]. However, in our setting,
both P and A (P) are unknown, and we face noisy and even partial information on £;, under the
bandit setting.

2.2 Differential Privacy in Adversarial MDPs

In adversarial MDPs, each episode k € [K] can be viewed as a trajectory representing a specific user.
Let U denote the set of all users, and let Ux = (uq,...,ux) € UX denote a sequence of K users
participating in the private adversarial MDP protocol with an RL agent M. Each user uy is identified
by her interaction trajectory Sy, including the visited state-action pairs and the observed losses. We
denote M (Ug) := (af,--- ,aky) € AR as the set of all actions chosen by M when interacting

with the user sequence Uy, and M_y, (Ug):=M (Uk) \ (aﬁ)le as all the actions chosen by M
excluding those recommended to uy. Then, we first consider the notion of JDP [33]154].

Definition 2.1 (Joint Differential Privacy (JDP)) For any ¢ > 0, a mechanism M : U K _, AKH
is e-Joint Differentially Private (¢-JDP) if for all k € [K), for all user sequences Uy, U} € U K
differing only on the k-th user, and for all sets of actions £, C AK=DH P[M_, (Uk) € &) <
exp () - PIM_y, (Ug) € &)

JDP ensures that even if an adversary can observe the recommended actions to all users but uy, it
is still statistically difficult to identify the trajectory of uy accurately. JDP assumes that the agent
M is allowed to access the raw trajectories from users. However, in some scenarios, the users may
not be willing to share their data with the agent directly, which motivates LDP [[16]. In this setting,
the agent M sends policy 7y, to the user uy, and the user executes 7y, and gets her trajectory Sy, and
then privatizes it to S, and sends it to M. We denote the privacy mechanism on the users’ side by
M’ and recall the definition of local differential privacy below.

Definition 2.2 (Local Differential Privacy (LDP)) For any £ > 0, a mechanism M’ is e-Local
Differentially Private (e-LDP) if for all trajectories S, S’ € S and for all possible subset £y C
{M'(9)|S €S} PIM'(S) € &) <exple) -P[M' (S) € &), where S is the set of all possible

trajectories.



LDP ensures that if any adversary observes the privacy reply of user uy, it is still impossible to
identify her trajectory. LDP is first introduced and analyzed under RL by [20].

We introduce some notations for later analysis. I, {«,a} denotes an indicator function whose value
is 1if (z, a) is visited in episode k and 0 otherwise. Similar definition also applies to I, {z, a, 2’}

Denote Sy:={(z}, ) hH:_éU {0 (z,a)} (o) and S:={ (2}, af;, b (2}, af})) }hH:_()l as the trajectory

of episode k under full-information setting and bandit setting, respectively.

Under a given algorithm, denote Ni(z,a,x’) := Z;:ll Iy {z,a,2’'} as the number of visits to
the state-action pair (z,a) followed by a visit to 2’ before episode k, and denote Ny (z,a):=
> wexn, Ne(@,a,2"). Finally, Li(z, a) := Zf;ll ¢; (z,a) denotes the cumulative loss of taking
action a at state x before episode k. In non-private learning, these counters are sufficient to find
estimates of the transition function P to design a policy 7 for each episode k by using model-based
algorithms [41]. However, these counters are derived from the raw user trajectories, which may
contain sensitive information. Therefore, we must release the counts in a privacy-preserving way,
namely Privatizer, on which the learning agent would rely. Let Ny (z,a), Ni(z, a,2'), and Li(z, a
denote the privatized versions of Ny (z, a), Ni(z,a,z’), and L(z, a), respectively. Assumption
below requires that the private visitation counts closely approximate the true counts. The private loss
for full-information and bandit settings will be specified in Section [3]and Section ] respectively. All
of the private counters will be justified by our Privatizers in Section 3]

Assumption 2.3 (Private visitation counts) For any privacy budget € > 0 and failure probability
d € (0, 1), the private visitation counts returned by Privatizer satisfy, for some E. 5 > 0, with proba-

bility at least 1 — 26, uniformly over all (z,a,z’, k), Nk(a:, a)—Ny(z,a)| <Eys, |J\~f;€(x, a,x’)—
Ni(z,a,2")| <E. 5 and Ni(z,a) =) Ni(z,a,2") > Ni(z,a), Np(z,a,2") > 0.

' €Xp(2)+1

Using Assumption[2.3] we introduce the following private estimation of P built using data available

up to episode k: Py, (2'|z, a) := % Note that by construction of Privatizer, P (‘|z,a)isa
k 3

valid probability distribution.

3 Full-Information Setting

Similar to the non-private algorithms [46], we propose a general framework, Private Upper Confi-
dence Online Relative Entropy Policy Search (Private-UC-O-REPS). The core idea is to solve an
online convex optimization problem within the occupancy measure space, which combines two key
elements: tighter confidence bounds on components of the transition estimate, and i.i.d. perturbations
with bounded maxima on private cumulative loss functions. The complete algorithm details can be
found in the appendix, and we give a brief description below.

In episode k, we first utilize the private counters N1 to establish a confidence set Py that contains
the true transition function with high probability, whose radius shrinks as more data is collected.
Then, the occupancy measure gx4; is updated by solving an online optimization problem within
Pr+1 using the Follow-the-Regularized-Leader (FTRL) method [23]]. This approach is employed due
to our utilization of private cumulative loss Ly 1. Finally, the induced policy 7w?%+! is chosen and
executed in the next episode.

Specifically, the confidence set Py, is defined as
P :{PEA%XA: |(P—15k) (2'|z,a)| < Br(2|2,a) ,V(z,a,2") € Xy x AxX Xy 41, hE [H]}7 3.1

where A%, , denotes the set of all transition functions for the state-action space X x
A, and where the confidence width associated to (z,a,z’) is defined as fBi(a'|z,a) =

min ¢1 213k(r/|r,a)(1—13k($’\z,a))lnL 4B, s+7In.
’ Ni(z,a) Ni(x,a)

, with . = X425 for parameter § € (0, 1). We
have the following lemma, thanks to Bernstein-type concentration:

Lemma 3.1 Let K > 0. Then, with P € Py, uniformly over all k € [K].



Moreover, one can show that the confidence bound above is strictly tighter than those used in
[46, 47, 28], which proves instrumental in obtaining problem-dependent regret bounds.

Different from the non-private adversarial MDPs, we follow the FTRL method to choose the occu-
pancy measure g, which is a standard technique to tackle the online optimization problem, while
striking a balance between exploiting past knowledge and exploring new options. Formally, given a
parameter 7 > 0,

. ~ 1
aer1 = argmin (Lysi,q) + -0 (q), (3:2)
qEA('PkJrl) n
where we use the entropy regularizer, 1)(q) = hH;OIZmGXhZaeA >wex, 4 (waa)Ing(z,a.2").

Note that the update can be implemented efficiently by solving an unconstrained optimization problem
which has a closed-form solution, and then solving a convex projection problem which can be solved
in polynomial time. (See Appendix [B.2]for details.)

To privatize the loss function and achieve optimal regret guarantee in private online learning, we
introduce one general assumption on the Privatizer of the loss function, which will be satisfied by our
design in Section [5}

Assumption 3.2 (Private loss in full-information setting) For any privacy budget ¢ > 0
and all (z,a,k), Zi(x,a) = Lg(x,a)— Lig(x,a) are i.id. random variables, satisfying
E [maxy o Zi(z,a) — ming, , Zy(z, a)] < E., for some E. > 0.

Assumption [3.2) guarantees i.i.d perturbations with bounded maxima on cumulative loss, which can
convert the effect of perturbed loss on regret bound to an additive and bounded bias term.

To provide a problem-dependent regret, we recall from [9] the notion of effective support, which
for a pair (z,a) is defined as Cy 4 := <Zz’exh(l)+1 /P (2'|z,a) (1 — P (2|z,a)))?. Further,

the cumulative effective support is defined as C'yy := hH:_()l 2 (2,a)ex, x.A Cja- Both notions

characterize the local structure and difficulty of the MDPs, which are always more refined than the
worst case. As [9] show, C q is controlled by the number G, , of successor states of (z, a)E], and

one has: Cy 4 < Gpo — 1 < Xp(py41 — Land Cpy < XVA.

The following theorem presents a general regret bound for Private-UC-O-REPS when instantiated
with any Privatizer that satisfies Assumption [2.3]and Assumption The proof can be found in
Appendix C.1.

Theorem 3.3 Fix any e > 0and K > 1, and set ) = 1/ %, 6= XTA. Under Assumptions
P.3and[3.2] the regret of Private-UC-O-REPS is E[R ] < O(HC\VEK + HX?AE. 5 + HE.).

4 Bandit Setting

In this section, we turn to investigate the private adversarial RL algorithm under the bandit setting. We
propose Private Upper Occupancy Bound Log-Barrier Policy Search (Private UOB-LBPS) framework
based on the non-private version in [28]]. However, there are three main differences in our algorithm.
Firstly, we apply a new confidence set of the transition function defined in Eq. (3.1, which is strictly
tighter and helps achieve problem-dependent regret bound. Secondly, we introduce a novel private
loss estimator that maintains nice properties, i.e., optimistic estimation, bounded perturbation, and
non-negativity. Thirdly, we involve a log-barrier regularizer to update occupancy measures, which
helps us attain a tighter stability term.

We provide a brief description of the algorithm, deferring the full pseudo-code to the appendix. In

each episode k, we obtain the private loss /) (z, a) for all (x, a) by privatizing the observed loss with
the privacy mechanism, which may be unbounded and negative. To make the loss function bounded,
we require the perturbations on the observed loss not to exceeda specific threshold E; s with high

probability, as formally specified in Assumption Then, we scale the private loss to [0, 1] to obtain

>For a pair (, a), we define G o := [supp (P (-|z,a)) .



U}, (,a), and then construct an optimistic loss estimators 0 (z, a) using the (efficiently computable)
upper occupancy bound uy, similar to [28]:

. O (z,0) + E 5 ~ U (z,0)

E = L7 e é = 3 077 4.1
k(z,0) 2Bl s +1 7 k(z,a) ug (z,a)’ @D

where u (7, a) = maxpep, ¢7 (7, a).

Next, we construct confidence set Py 1 in the same way as in the full-information setting (Eq. (3-1))).
Finally, we find g1 via Online Mirror Descent (OMD):

) -~ 1
aer1 = argmin (Zq) + ~Dy(allar), (42)
GE€EA(Pr+1) n
where D, is the Bregman divergence of a log-barrier regularizer v, which leads to a better sta-
. . . H-1 .
bility term in the analysis, ¥(q) = 32,20 Yocr, 2oacd 2oaretns 108 gaasy- Note that this

optimization problem can also be solved efficiently via, e.g., Algorithm 4 in [34].
Formally, the Privatizer for the loss function should satisfy the following assumption.
Assumption 4.1 (Private loss in bandit feedback setting) For all (z,a,k), Zi(x,a) =

U (x,a) — Uy (z,0)Ix(z,a) are iid. zero-mean random variables; and for some Els >0,
with probability at least 1 — 6 uniformly over all (z,a, k), |Zr(x,a)| < Eéﬁ.

Instantiated with any Privatizer satisfying Assumption [2.3] and Assumption .1} a general regret
bound for Private UOB-LBPS can be obtained as follows. The proof can be found in Appendix C.2.

Theorem 4.2 Fixanye > 0, K > 1 and set n = %, 0= XTA. Then, under Assumptionand

Assumption the regret of Private UOB-LBPS satisfies E [R | < (5(H C M\/? + HX 4AEE,5 +
AE! sVX3K ) .

S Privacy and Regret Guarantees

In this section, we design the Privatizers that satisfy the required assumptions for the considered
feedback settings (full-information and bandit) and privacy constraints (JDP or LDP).

5.1 Achieving JDP using Central Privatizer

The Central Privatizer protects the information of all individual users by privatizing all the visitation
counters and losses. Given privacy budget € > 0, we construct the Central Privatizer as follows:

(1) For all (x,a,2"), we privatize { Ni(x,a)}re(x) and {Ny(z, a,2") }re[x) by the Binary Mech-

anism [L1]] with &/ = Denoting the output of the Binary Mechanism by N, the private

counts N, are obtained by the procedure in Section

(2) Under the full-information setting, for all (x, a), we privatize { Lk (2, a) };¢(x) by a variant of the
Binary Mechanism with ¢’ = m (see Section .

(3) Under the bandit setting, for all (k, z,a), we directly use the Laplace Mechanism [18]] with
e = 35, e, l(2,a) = lp(2,a)ly (,a) + Lap (%)

We summarize the properties of Central Privatizer in the following lemma.

Lemma 5.1 For any € > 0, the Central Privatizer under both full-information and bandit set-
tings is e-DP. For any § € (0,1, and K > VXA, it satisfies privacy assumptions with
E.5 =0 (3 10g'® Klog.), E.=0(32/log® K In (X A)), and E. ; = 3 log ..

SHere, we use Lap (+) to represent a zero-mean Laplace variable with parameter - with overloaded notation.



Using Lemma|[5.1] as corollaries of Theorem [3.3|and Theorem 4.2} we obtain the regret and privacy
guarantees for Private-UC-O-REPS and Private-UOB-LBPS instantiated using the Central Privatizer.

Theorem 5.2 (Problem-dependent Regret under JDP) For any ¢ > 0, if instantiated using the
Central Privatizer, Private-UC-O-REPS and Private-UOB-LBPS both satisfy e-JDP. Furthermore,

we obtain E [Rf{”lq < 6(HC’M\/F+ %) E [Rlli’émdit] < (5(HC’M\/?+ @)

Remark 5.3 The Private-UC-O-REPS and Private-UOB-LBPS with JDP guarantee improve over
the best existing results in non-private settings for both seitings [40,128] by making appear a problem-

dependent term and also match them in the worst case, i.e., O(HX vV AK).

Remark 5.4 Compared to the lower bound for the stochastic RL with the JDP guarantee in [54l],
QHVXAK + XAH#), our bounds have an optimal dependency on the privacy budget €. In
terms of K, the privacy cost in the full-information setting is a lower order term compared with the
non-private term, which is dominated by the estimation error on the transition function due to private
visitation counters. However, the privacy cost is sub-optimal in the bandit setting, and the dominant
factor is regret associated with the private loss estimator, given the stronger privacy guarantee for
loss in Lemma[5.6] This gap may be attributed to the inefficiency of our privacy mechanism but might
also arise due to a loose lower bound.

5.1.1 Post-processing steps

During the k-th episode, given the noisy counts Ny (z,a), Ni(z,a,2’), L(z, a) for all (z,a,z’)
from the classical Binary Mechanism [[L1], we construct the following private counters as follows.

Private visitation counters. To satisfy Assumption [2.3] we use the techniques from [44]. Firstly, we
solve the optimization problem efficiently for all (x, a) below.

mint st n(z’) >0, |n(z') — Ni(z,a,2")| <t, Vo,

J e 6.1
13 )~ M) < 72

(@)+1

&

Letting Ny(z,a,2’) denote a minimizer of this problem, we define Ny(x,a) =
Zm’GXh( - Ni(z,a,2’). By adding an additional term, as done below, we make sure that the

private counts Ny (x, a) never underestimate the respective true counts:

~ _ E ~ _ E
Ni(z,a) = Ny(z,0) + =2, Ny(z,a,2') = Ny(z,a,2) + ——=2—.
2 2Xh11

(5.2)

The private counts N, satisfy the following property.

Lemma 5.5 Suppose N} satisfy | Ny (z, a, x')—Nk(xLa, )| < EZ"S Nk (2, a)— Ny (2, a)| < EZ";,
forall (h,k,z,a,x"), with probability 1 — 24. Then, Ny, derived from Eq. (5.1) and Eq. (5.2)) satisfy
Assumption

Private loss in full-information setting. We use a variant of the Binary Mechanism which maintains
the same privacy guarantee as the standard Binary Mechanism but has better distributional properties
for our problem (see Lemma . That is, for all (k, x, a), we post-process Ly (x, a) by injecting
more noise such that the perturbation on L (z, a) is a summation of [log K] i.i.d. Laplace variables.
Thus, Assumption[3.2]is satisfied by the maxima of the sum of i.i.d. Laplace variables (see Lemma

D.7).

Private loss in bandit setting. Assumption[4.1]is satisfied by the concentration of Laplace variables
[8]. Moreover, the following lemma for private loss is also held by using the property of the Laplace
Mechanism.

Lemma 5.6 As defined in Section the sequence {gk (7, 0)} (z,0,k) Satisfies both €/3-DP and
¢/3-LDP.



5.2 Achieving LDP using Local Privatizer

The Local-Privatizer, at each episode k, releases the private counts by perturbing the statistics
computed from the trajectory generated in that episode. Given the privacy budget € > 0, we construct
Local Privatizer as follows:

(1) For all (k x,a,z"), we perturb the true count o (x,a) := Ix(x,a) by injecting independent
Laplace noises: ak(x a) = op(x,a) + Lap (3H/e). Then, the noisy counts are calculated by
Ni(z,a) = Zf 11 oi(x,a). The counter Nk(x a,x’) is obtained in a similar way. To this end,
through the post-processing in Section we get the private counts Ny.

(2) Under the full-information setting, for all (k, z, a, «), we perturb the observed loss by adding
independent Laplace noise: £ (z, a) = {y (x,a) + Lap (3H/e). The accumulative statistic is
calculated by Ly (z,a) = Zf 11 Ly (x,a).

(3) Under the bandit setting, we use the same mechanism as in Section [5.1]according to Lemma/5.6]

The properties of the Local-Privatizer are as follows.

Lemma 5.7 For any € > 0, the Local Privatizer under both full-information and bandit settings
is e-LDP. For any ¢ € (0,1], and K > In (X A) /2, it satisfies privacy assumptions with E. 5 =

02 /Klogt), E. = O(32/KIn (X A)), and El ;= 3 Jog ..
Combining Lemma[5.7] Theorem 3.3] and Theorem[4.2] we obtain the following regret bound:

Theorem 5.8 (Problem-dependent Regret under LDP) For any ¢ > 0, if instantiated using the
Local Privatizer, Private-UC-O-REPS and Private-UOB-LBPS both satisfy e-LDP. Furthermore, we

obtain E [R5 < O(HCyVE + XALVE) | [Rwndi] < O(HCyVEK + XALVE),

Remark 5.9 Similar to the JDP case, the Private-UC-O-REPS and Private-UOB-LBPS with LDP
guarantee also enjoy the problem-dependence efficiency, and match the best regret bounds in non-
private settings for both full-information and bandit settings [46, 28] in the worst case.

Remark 5.10 In the case of LDP, [20] implies a lower bound of Q(HivaK) for the stochastic
episodic RL, for the privacy-related term assuming small enough € (corresponding to high privacy
regime). Our bounds also have an optimal dependency on privacy budget ¢ and episode number
K, but a worse dependency on the size of the size of the state-space. In the full-information setting,
this gap is mainly due to the Li-norm estimated error on the transition function. In comparison, in
the bandit setting, the main factor is the bias between the upper occupancy measure and the true
occupancy measure, influenced by our component-wise confidence set.

5.3 Further discussions

Our Privatizer for visitation counters in Assumption[2.3]is the same as the prev1ous work [44], but
the motivation is different. In our setting, we apply the post-processing step for N, to ensure that Pk
is a valid probability distribution so that we can construct a valid occupancy measure space for online
optimization (Eq. (3.2) and Eq. (#.2)). Meanwhile, the novel Assumption[3.2for private cumulative
loss Ly, helps separate the impact of noise on regret for online optimization. The Assumption 4.1|for
private loss estimators also bridges the privacy protection between DP and LDP and plays a vital role
in the regret minimization procedure.

The Laplace noise involved in our Privatizers can also be replaced with other noises like Gaussian
noise [18]] with proper precision level E 5, E,, and E; s

6 Conclusion and Future Work

In this paper, we presented the first differentially private algorithms for adversarial MDPs with
unknown transitions under both full information and bandit settings. Our designs rely on tighter
confidence bounds on the components of the transition function, novel central and local Privatizers for
transition functions, and adversarial losses. By instantiating the proposed Privatizers, both algorithms



are proven to achieve near-optimal problem-dependent regret bounds, satisfying JDP or LDP privacy
guarantees. Further, the bounds also match non-private state-of-the-art bounds in the worst case.

A natural direction of future work is to close the gap between the upper and lower bounds of regret. As
occupancy-measure-based algorithms are computationally intensive, it will be a promising direction
to privatize policy-optimization-based algorithms, e.g., [[38,115]. Besides, considering MDPs with
function approximation [29} 50] also has considerable potential for real-world applications.
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A Extended Related Work

Private reinforcement learning. Regarding private RL with regret guarantees, previous research
primarily focused on MDPs in stochastic stationary environments. Notable approaches include private
value-based algorithms [54} |20, |44} 45]] and private policy-optimization-based algorithms [13}55]],
particularly in tabular MDPs. Initial investigations into private linear (mixture) MDPs were also
undertaken in [40, 42,59/ 36]]. However, the machinery and techniques used in these papers cannot
be directly applied in an adversarial environment.

Private online learning. Private online learning has been a subject of extensive research for over
a decade, and follow-the-leader type algorithms have been employed in various scenarios. For
instance, [22] introduce a private follow-the-approximate-leader method for online convex learning.
Additionally, [4] and [32] propose private follow-the-regularized-leader algorithms for online linear
optimization and online federated learning, respectively. In the context of private bandit learning,
[53]] design a private variant of the EXP3 algorithm for adversarial bandits, while [4] and [57]
explore private adversarial linear bandits and private convex bandit learning. Their works offered
general reduction frameworks that could achieve nearly optimal regret. Furthermore, a substantial
body of research has focused on private online learning with contextual information, spanning areas
like private contextual bandit problems [49, |57, |14} [12], as well as private stochastic reinforcement
learning [541 20} 44} 136]. Notably, despite the advancements in private online learning, none of the
existing work has addressed the specific challenges posed by private reinforcement learning in the
context of Adversarial Markov Decision Processes. This uncharted territory introduces the unique
challenge of private online learning within an adversarial environment characterized by contextual
dynamics.

Regret minimization for adversarial MDPs. Over the past decade, research on adversarial (tabular)
Markov Decision Processes has covered various scenarios, including known and unknown transition
functions, as well as full-information and bandit feedback settings. In a scenario with a known
transition function, [[60] introduces the O-REPS algorithm, which employs Online Mirror Descent
over the space of occupancy measures. This approach yields regret bounds of O(H VK ). To tackle
the challenges posed by unknown transition functions, [46] combine confidence sets and Online
Mirror Descent. This hybrid approach achieves the best-known regret bound of O(vV X2AH?K)
under the full-information setting. In the bandit setting, [47] develop inverse importance-weighted

loss estimators and obtain regret bounds of O(7W) under the a-reachability assumption.
Building on these works, [28]] further improves the regret bounds by introducing biased and optimistic
loss estimators along with a tighter confidence set. These advancements lead to the best regret bound
of O(VX?AH?K). Additionally, policy-optimization-based methods have been developed by [48]]
and [38]. In particular, [38] matches the best regret bound achieved through the OMD methods.
While a number of algorithms with regret guarantees have been proposed for this problem recently
[46, 147, 28| 38| 156], we are not aware of any existing works on private adversarial MDPs. Thus, we
believe this paper makes the first attempts at designing algorithms for adversarial MDPs with privacy
and regret guarantees simultaneously.
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B Omitted Details for the Algorithm

B.1 Private UC-O-REPS Algorithm

Algorithm 1 Private UC-O-REPS

Parameters: state space X, action space A, episode number K, episode length H, learning rate
n > 0, confidence parameter 6 € (0, 1], privacy budget ¢ > 0 and a Privatizer

Initialization:

Initialize confidence set P; as the set of all transitions. B B

For all (z,a,2") € X x A X Xj(y)41, initialize private counts, Ny (z,a,2') = Ni(z,a) =

1
Xn(z)AXhaot1 "

Ly (x,a) = 0, and occupancy measure, ¢; (z,a,z’) =
Initialize policy m = 79",
Set precision levels E. s and E. for Privatizer.
1: for k =1to K do ool
2: Execute policy y for H steps and obtain interaction history { (z,ay)},_,  and observe
loss function £;,. _ N _
Recieve private counts L1 (z,a), Ngy1 (2, a), Ngt1 (2, a, 2’) from Privatizer.
4:  Compute private transition estimate, for all (z,a,z") € X X A X Xy (z)41,

bl

Niy1 (z,a,2")

NkJrl(aj, a)

5:  Update the confidence set Pj, 11 based Equation (3.1)).

ISkH (2 |z, a) =

Prir={ PP (0/[2,0) Prs (@'|o, )| < Bra (]@s0), ¥ (20, 0")€Xix AxXi 1, helH] }

6:  Update the occupancy measure

. ~ 1
qk+1 = argmin <Lk+1’ Q> + =9 (q),
qEA(Pry1) n
where ¢ (Q) = Z((lj’a’]}/)GXXAXX q (l’, a, Qf/) hlq (xa a, xl) .
7. Update the policy
M1 = wI+L,
8: end for
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B.2 Updating Occupancy Measure Efficiently for Private-UC-O-REPS

This subsection explains how to implement the update defined in (3.2) for Algorithm|[I] Private-UC-
O-REPS, efficiently.

Similar to the approaches in [41] 146} 28], we provide details of the modification here for complete-
ness. Based on the property of FTRL, this optimization can be reformulated as first solving the
unconstrained optimization problem,

. 1
G = argmin (Luprq) + 0 (0) (B.1)
q
and then projecting the result
Gx+1 = argmin D¢(q|\q’,€+1), (B.2)
qEA(Pr+1)

where 1 (¢) is negative entropy regularizer function defined in Algo. [I} and Dy(q¢|l¢’) =

ln q(z,a,,m')

T @) (q(z,a,2") — ¢ (z,a,’)) ) is the correspond-

/
Z:(;z;,a,z’)eé‘(><.A></"(h<gc)_'_1 q (Z‘, a,x )
ing Bregman divergence. For the unconstrained optimization, we have the optimal solution directly
—nlL ,
op(—nlnii (@) ~ for all
E(z,a,z/)EXh XAXXp | q (eXp(_nLkJrl (x,a)))

through the Lagrange method, ¢; ,, (z,a,7") =

(r,0,2") € X X A X Xp(z)41-

For the second step, we can rewrite this constrained optimization problem with the following set of
linear equations, which can be solved in polynomial time.

min Dy(allgh11)

s.t. Z(w,a,m’)eXhXAXXh+1 q/(x,a, x/) =1 , Vh
A€ A3 EXn 1 q(z,a,2") = Zw’EXh_l,ae.Aq (2, a,x) Vh,Vr € X},
Py (2|2, a) + Bry1 (z,a,2") ) - Ez’eXh+1 q(z,a,2') > q(z,a,z") Vh,Y(z,a,2") € Xp x AX Xpi1
Pii1 (@'|z,a) — Brgr (z,a,2) ) - Ywrexn,, 1@ a,2) <q(z,a,2") Vh,V(2,0,7") € Xy x AX Xy
q(z,a,2') >0 Vh,V (z,a,2") € Xp x A X Xpyq

This problem can be further reformulated into a dual problem, which is a convex optimization problem
with only non-negativity constraints and thus can be solved more efficiently.

Lemma B.1 The dual problem of (B2) is

H-1
Wil vg = argmin Z In Z S,’j’;’“i’y (v a,2") |, (B.3)
ptop= w20 h=0 (z,a,2")EXp X AX Xp 41
where p* = {p" (,0,2")} ooy 0T = {07 (0,2}, o 0 and v = {v (2)}, are dual

variables and
1

+ - ~ + -
Sﬁh,# Y(z,a,2") = ) exp (*ﬂLkH (z,a) + B]l:’h-r# v (, a,x/)) ’

Z(w,a,w’)EXhXAXXthl exp (_nLk"rl (ZC, a)
B,’:;L’”i’” (z,a,2") = —v(z) +v(z) —pt (z,a,2") +p~ (2,a,2")

> [P o) (0 (w4, y) = 17 (0,0,9) + B (2,0,9) (1 (2,0,) + 17 (2.0,9)] -
YEXn(x)+1

Furthermore, the optimal solution to this projection is given by, for any (x,a,2') € X}, x A X Xpy1,

RENTIY
S 7 (0 2) (B.4)

Q1 (7,0,2") = T v

Z(I,G,I/)th,XAXXh+1 Sll:,h (3370175(:/)
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Proof In the following proof, we omit the non-negativity constraints of Problem (B.3). This is
without loss of generality since the optimal solution for the modified version without non-negativity
constraints turns out to always satisfy the non-negativity constraints. We write the Lagrangian as,

H-1
£(Qa)\7Va.U+aM_) :D¢(q|‘q;€+1)+ Z /\h Z q(a:,a,x') -1
h=0 (z,a,2")EXpL X AX Xp 41
H-1
+ Z Z v (z) Z q(z,a,2") — Z q(2',a,x)
h=1 z€X} a€A,x' €Xp 41 ' €X)p_1,a€A
H—-1 N
+ Z Z :u+ (x,a,x’) q(m,a,x’) - (Pk-i-l (x/\a:,a) + Br+1 (x,a,x’)) : Z q(x,a, y)
h=0 (z,a,x")EXH X AXXp 41 YEXp 41
H-1 _
> > w@aed) | (P (@lee) — B @aa)) - Y g ay) —a(@a)
h=0 (z,a,x")EXH X AXXp 41 YEX 41

where A := {A\n},, v = v(2), and p = {p* (x,a,2") ,p~ (z,a,2")}, , ./ are Lagrange mul-
tipliers. We denote v(zg) = v(xx) = 0 to avoid addressing the edge cases explicitly. Now, we
consider the derivative with respect to g (z, a, z’).

oL
9q (z,a,z')
:lnq (.7}, a, x/) —1In q/ (‘Tv a, (E/) +Antv (x) Ik (LL'/) + ,U,+ (‘T7 a7$/) — (1’, CL7CE/)
- Z |:j5k+1 (y|$7 a) (M+ ($7a7y) - /j‘_ (il', a7y)) + Bk+1 (.’L’, (17y) (M+ (m,a,y) + /1'_ (.’17, a, y)):|
YEXn(2)+1
=Ing(z,a,2') —Ing (x,a,2") + \p, — Bgih’”i’” (z,a,2").

Setting the gradient to zero and using the explicit form of ¢;. , (=, a, ") we obtain,

dk+1 (Z‘, a, xl)
:qgc+l (Z‘, a, xl) - €xXp <_)‘h + BI/:,J;L,M77V (l‘, a, 'T/))

1 - _
= exp (—nLkH (x,a) — Ap + B]’:;L’“ v (;v,a,x’)) )

Z(m,a,z’)ek‘h XAXXp 41 €xp (77’Lk+l (‘T7 a))

Using the first constraint 3, , .nex, xaxa,,, 4(: @ z') = 1 to discover that

1 - -
= Z — exp (—nLkH (x,a)+ B,ﬁ;’“ Y (2, a, x’))
(z,a,2")EXR X AX X 41 Z(az,a,z’)ethAxXh_,_l exp (_nLkJrl (CL‘, a))

4+ -

— (LY 2T 4 /

= Z Skn (x,a,2").
(z,a,m’)GXh X A X Xh+1

Taking A;, back, we obtain the explicit form of the solution,

SZ;L,HiU (.%‘, a, QL‘/)

qr+1 (7, a, SU/) = o

Z(I,G,CE')EXhXAXXh,+1 Sk,h v (x7a'? '/E/)

We note the equivalent formula of Lagrangian,

H-1
_ oL
L(g, \v, p ™ 5~ p) = Z Z (((%I(xax’) - 1) q(z,a,2") + g q1 (x,a,x’)> -

h=0 (m,a,a:’)eXh ><.A><Xh+1

1
> A

h=1
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It is straightforward to check that strong duality holds, and thus the optimal dual variables of p*, =, v
are given by

o vt —argmaxmaxmlnﬁ (q7>\ vt ) = argmax L (q*,)\*,l/, ,u+,,u_) (B.5)

ptp—p A ptpu=,v
H-1
=argmax | —H + Z Z qu x,a,1") Z An (B.6)
utop v h=0 (z,a,2')EX), X AX Xpp 41
H-1 H-1
= argmin Z An = argmin Z In Z S,‘;}Z’”i’y (z,a,2")
wheTv 2o T 2o (2,a,2") € X X AX X1

(B.7)

We apply m = 0 to Eq. (B.6), and in Eq. the first two terms are independent of dual
variables. Thus, combing all equations for g1, A*, u**, u=*, v* finishes the proof. |

The pseudo-code of this efficient algorithm for Private-UC-O-REPS is as follows.

Algorithm 2 Updating Occupancy Measure and Policy Procedure

Input: transition function estimate ﬁk+1, cumulative private loss function Zk+1

1: Solve optimization problem B.3]

H-1
pi, 1y, vE = argmin Z In Z Sﬁ};"f’y (r,a,2") |,
M+,u_,IJ20 h=0 (ZIZ,a,CL‘/)GXhXAXXh,_'_l
where pt = {u* (@a, 2 )} gy 1 = {p (z,0,2")}, 00y and v = {v(2)},, and
S,‘:;’“i’” is defined by
2: Compute next occupancy measure for all (z, a, z'):

Lo
S,’:’h’“ Yz, a,1")

Qrt1 (7, a,ml) = ,
E(r,a,m’)GXh,XAXXh+1 Sk th v (J?, a, 33/)
where h = h (z) is the index of the layer of the state x.

3: Compute next policy for all (z, a)

D e Gt (T,0,2")
Y bed 2w Ut (2,0,27)

Th1 (alz) =

4: output: (qx11, Tk+1)
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B.3 Private UOB-LBPS Algorithm

Algorithm 3 Private UOB-LBPS

Parameters: state space X, action space A, episode number K, episode length H, learning rate
1 > 0, confidence parameter § € (0, 1], privacy parameter € > 0 and a Privatizer

Initialization:

Initialize confidence set P; as the set of all transitions. B B

For all (z,a,2") € X X A X &(3)41, initialize private counts, Ny (z,a,z’) = N1 (2,a) = 0, and
occupancy measure, g (z,a, ') =

1
Xn(e)AXn(z)+1
Initialize policy m = 79'.
Set precision levels E, s and E; s for Privatizer.
1: for k=1to K do 0ol
2: Execute policy 7, for H steps and obtain interaction history { (2}, aj)}, ', and observe
losses {Ek (a:h, ah) h=q - B )
3:  Receive private counts N1 (z,a), Ngi1 (z,a,z’) and private loss ¢y, (z, a) from Privatizer.

4:  Scale private loss to [0, 1], for all (z,a) € X x A,

. gk (LU, Cl) + E;._é
be(@,a) = =g
g,

5:  Compute optimistic loss estimator Zk(gm a) for all (z,a) € X x A using upper occupancy
measure bound wuy, )
~ A
Ek(x,a) _ k (xaa)
u

where u (7, a) = maxpep, ¢7 (2, a).
6:  Compute private transition estimate, for all (z,a, ') € X x A X X541,

Niy1 (z,a,2")

Py (2|3, 0) = =2
Nk+1(a:,a)

7:  Update confidence set Py using Equation (3.1),

Pry1 = {P : ‘P(x’|x,a) — Po1 (x’|x,a)’ < Brt1 (@'|z,a), V(x,a,2") € Xy X AX Xpi1,h € [H]}
8:  Update the occupancy measure

. ~ 1
Qk+1 = argmin <€k,q> + —Dy(qllgr)-
qEA(Pry1) n
where 1 (q) is a log-barrier regularizer defined in Eq. ??, and Dy (g||qx) is the Bregman
divergence of ¢ between ¢ and gy.
9:  Update the policy

M1 = wI+L,

10: end for

19



C Omitted Details for the Analysis
Important Notations For convenience, we define

Ni(z,a) :maX{Nk(r,a),4E575+7lnL}, (C.1DH

and it can be verified that the confidence width defined in Eq. can be equivalently written as

2P, (#'|z,a) (1 — By (2], a)) Ine N 4F. 5+ TInu

Br (2'|z,a) = min { 1, . =
k(@) Ni(z,a) Ni(z,a)

2P, (#'|z, a) (1 — By (2], a)) Ine N 4F. 5+ Tnu

=min ¢ 1, = =
Ni(z,a) Ni(z,a)

since whenever Ny, (z,a) # Ni(z, a), the two definitions both lead to a value of 1.

C.1 Regret guarantee in the full-information setting

We decompose the regret in the same way as the non-private setting [46], and bound ERROR and
REG terms separately:

K K K
R :Z<qpﬂfk q gk :Z P _ Pk7ﬂk7£k>+z<q1’kmk _q*7£k>’ (C.2)
. k=1 k=1
ERROR REG
where ¢©* ™ := ¢ is an intermediate variable that helps bound the regret, and the transition estimate

Py, is associated with the occupancy measure g.
C.1.1 Bounding ERROR

Lemma C.1 With Assumption[2.3|and Assumption[3.2] with high probability 1 — 75, we have
ERROR < O (HOM\/K Y HX?Alnlog K + HX?AE. 5log K) .

Proof For this proof, we consider that events in Lemma and Eg g7 in Proposition hold
with high probability. Since for every state-action pair and episode ¢, (z, a) € [0, 1], and by Holder’s
inequality, we have

S

quk _ qu;Wk’€k>
k=1
K H-1
<22 2 > la™ T (wa) — ¢ (w,a)]
k=1 h=0 z€X} a€A
K H-1
=2 ™7 () = " ()]
k=1 h=0 z€X}
K H-1 h—1

IA

qP’”’“ (u,v) | Pr(w|u, v) — P(wlu, v)| ¢ (a]w)

gl
HM

=
I
—

0 (u,v,w)eW,

ZZ ™ (u, v) | P (-l 0) = P(Ju, v)ll,
cX, veA

Cuwl X1 (Bes +1
ZqP’”’“(u,v)-O< Cuplit | Koo ( ’5+I”)>
A

= Ni(u,v) Ni(u,v)

0 xz€XL h
-1

h=

o

o

.
T &MN
M

-1

IA
=

h=0 k

x

ue
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H-1
<O[H Z Ine Z CroK + (\/Xh+1 Int+ Xpy1 (Ees —|—lnL)> (XpAlog K +1n¢)
h=0

(z,a)€X, XA
g<9(HCM~@?+11X%4mbbgK>HHXQAEg5bgK), (C3)

where the third step applies Lemma [D.19]and the fourth step rearranges the summation and uses

the fact that Zth_Ol > sex, @75 (x|lw) < H; the fifth step follows the bound of L; norm error
between transitions within the confidence set in Lemma|[D.T6} the final steps follows the corollary of

EgsT in Lemma [ |

C.1.2 Bounding REG

To bound REG, we apply a technique similar to that utilized in the private Follow-The-Regularized-
Leader (FTRL) algorithm for private online learning as described in Theorem 3.4 in [4] and Lemma
30 in [3].

Lemma C.2 With private loss satisfying Assumption and parameter n = 1/ % and

XA
/ XA
Mmdgﬂ{Km(H)+H&. (C4)

d = =F, we have
Proof Note that Zx(x, a) is the difference between the cumulative loss of state-action pair Ly (x, a)
and its private version Ly (x, a) in k-th episode, i.e., Zy(z,a) = Li(xz,a) — Li(z,a). In accordance
with Assumption for private cumulative losses, we can infer that Zy(z, a) follows the same
distribution and is sampled independently at each step for all (k, z, a).

For ease of analysis, we introduce a pseudo-private algorithm that performs a one-shot noise injection,
which follows the same distribution as Z(x, a), but is sampled only once at the beginning of the
algorithm. The learning agent then operates based on the loss with this one-shot noise. Although the
pseudo-private algorithm may not be differentially private, it experiences the same expected regret as
our private algorithm due to the equal expected loss.

Formally, consider a one-shot sampled noise Z (z,a) that is independently sampled before the
interaction begins. Using this one-shot noise, we define a pseudo-private cumulative loss Ly, (z,a) =

Li(z,a) + Z (z,a) for all (z,a) pair at all episodes. Next, we establish the sequence of pseudo
occupancy measures g as follow:

~ ~ . ~ 1
q1 £ qi;, gk £ argmin <Lk7 Q> + =¥ (q)-
qEA(Pr) n

In expectation, it can be observed that Ez, [(qx, Zx)] = E5 [(qk, {x)] since g has the same distribu-
tion as qi. This leads to the following equality,

K

Ez . zx [Z (ar, lr)

k=1

—E,

K
Z <§k,€k>] .

k=1
Therefore, the pseudo-private algorithm experiences the same regret in expectation as our private

algorithm, and it is sufficient to bound the regret of sequence {ﬁk}szl The proof follows the standard
template of FTRL analysis in [23]], and the key intuition is that the addition of one-shot noise does
not impact the stability term of the FTRL analysis, but incurs a cost in the bias term instead.

We define an augmented series of loss function as ¢y (¢) = <2, q> + %w (¢). By applying the “Be

the Leader” Lemma in [23]], we obtain that for any fixed u € N A (P ) in the confidence set,
K

K
() > > (@1, ) -
k=0 k=0
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Consequently, we can conclude that

K

K
k=1 k=1
K

@k — Qot1, L) + (u —G1, bo)

~ ~ 1
(@ — Q1. 4r) + =Ry + R,
k=1 N

L

[I>

where the two bias terms are Ry maxgea(py ¥ (q) — mingea(p)y? (¢), and RA

max,ea(p) { 4, §> — Mingea(p) <q, 2> Via Jensen’s inequality, we have Ry < Hln . By
Assumption , we have E [R Z} < HE.. Following [23]], the stability term is bounded by the Lo

norm of the loss function,
(@ — Qs o) < 163, < nH. (C5)
Using Lemma we have ¢* € N A (Py) with probability at least 1 — 64. Thus, putting everything

together and letting = 4/ M , we obtain the following expected bound, with probability at
least 1 — 60 (with probability of at most 38, we can bound it as X H and setting § = 24 eliminates

this term),
/ XA

Putting everything together and using Lemma we obtain the expected regret bound (Theorem

bl

E[Rx

=E [ERROR] + E [REG] .
<0 (HCM\/E Y HX2AE. 5+ HE) .

C.2 Regret Guarantee in the Bandit Setting

Our analysis starts from a decomposition similar to Appendix C.3 in [34] as follows.

K K K
Ri =Y _{q"™ —q" te) =D {¢"™ —¢™ ™ 0)+> <qu’”’“ — b, — Zk>
k=1 k=1 k=1
ERROR BiAs
X . X (C.6)
+Z<qp’“’” —q%fk>+z Gd—q*, ) -
k=1 k=1
REG

Here, the ¢ is defined as
1 1
s 1— — * - Py, mq
g ( K) T DI
acA

where 7, is the policy that chooses action a at every state, and a specific transition P, is defined
in Lemma C.4 in [34], satisfying Py € NPy, and Py (2'],z,a) > 5 forall h < H, (z,a,2') €
Xp X A X Xp1. Besides, according to Lemma C.4 in [34], we also have ghome € N A (Px), and

q is also in that convex set due to convex combination rule. Note that the last term can be trivially
bounded by,

Mw

1 K
P Ta
kil —q ek S 7Kki 0 Ek H

Then, we bound each term as follows.



C.2.1 Bounding ERROR

Since we use the same estimator for the transition function for both the full-information setting
and bandit-feedback setting, the term ERROR can be bounded by using Lemma[C.T] That is, with
probability at least 1 — 76,

ERROR < O (HCM\/E + HX?Alnulog K + HX?AE. 5 log K) .

C.2.2 Bounding BI1AS

For all k, 2, a, we define intermediate variables gi(z,a) = 2%52’1)1. Thus, BIAS term can be
decomposed as follows, -
K K K K
Bias = Y (4™ — .=y = 3 (a% ™ =gt — )+ Y (" =By + Y (6.5 — )
k=1 k=1 k=1 k=1
BIAS; BIASo BiAss

Before we bound the three terms, we restate the construction of our loss estimator. We first privatize
the observed loss ¢y, (z, a) Iy, (z, a) to ;. (z, a), and then scale it to [0, 1] to get the intermediate loss
?i.. By using the upper occupancy measure wuy, we finally get the loss estimator ¢ (x, a). That is,

~ (2, a) 1 U (z,a) Iy (x,a) + Zy(x,a) + E.

) 8
= = . ! . '7
bi(z, a) ug (z,a)  ug (z,a) 2B s +1 €7

Observe that the estimated loss ¢, is biased when given previous trajectories S1.;_1, since Py may
be different from the true transition function P and the losses are perturbed by noise and then scaled.
The randomness comes from the random policy, stochastic transition function, and zero-mean injected
noise.

1 ELs L (@) (@)
u (z,a) 2B ;+1 uy (v,a) 2B s+ 1

E [Zk (z,a) |51;,H} = (C.8)

BIAS;: By definition and nice decomposition, we have BIAS; controlled by R x — ERROR.

_ . Py, s ZEé‘S . Py, s
Bias, = Z<q — 4,0k — gk> m <q _q7€k>
k=1 »0 =1
2El K
= 2E;5+1Z<‘1P’“ =" )
2E/ K K
o 65 Z P,y _q*7€k>_z<qP77rk _qpk)ﬂk;€k>
k=1 k=1
2Eé§

= —>— 'Rk — ERROR].
2E;75+1[ K )

BIASs: In expectation, we have,

[ K
E[BiAsy] =E | <qu’”’“791€ - Ak>1

Lk=1

- /
Cy 1 E Py, ‘.
=E|>_ > ™™ (v.0) 22/(337(1)1 - 9F o), g/(x’a)
k=1 e cot 1l uk(wa) 2E[5+1  ug(z,a) 2B ;+1

=F -izqm,m (2, a) (uk (z,a) — ¢&™ (2, a) RGO 1 ' EL, >

Lk=1 x,a Uk (:r,a) 2Eé5 +]‘ Uk (x,a) QE;,(S +1
S @) — " )] -3 5 Fes
B +1 k=1 =z klzaukwa 2El5+1
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where the second equality applies the expectation of private loss estimator in Eq. [C.8} and the fourth
1nequa11ty is due to the definition of the upper occupancy measure, i.e., uy (z,a) > ¢7*™; Lemma
i.e., P € Py, with high probability, and ¢, (z,a) € [0, 1] for all (z, a, k).

Similar to the proof of Lemma [C.I} we consider that the event in Lemma [D.T35] and Eggr in
Proposition hold with high probability. Then, we have

> lun (@) = "™ (@)

zeX

h(z)—1

<0 Z Z Z P (1, ) - \/P (w|u,v) (1 — P (w|u,v))Ine P ()

z€X h=0 (u,v,w)EW), N, (u,v)

+O [ XYY d" ™ (u0) - Ees+n

uFryg vEA Nk (u U)

h(z)—
<O\ H Z Z g™ (u,v) - \/P (wlu, v) (1 — P (wlu,v))In

h=0 (u,v,w)eW}, N, (u,v)

E,. 1
vo (xS Y gt Bt
uFrg veEA Nk (u U)

H-1
=0 <HZ D> ™ () W) X233 P, .Lh”
Ni (u,v)

h=0 u€xp veEA uFxryg vEA Nk (u U)

where the first step applies the occupancy difference lemma in Lemma[D.21] and the second inequality
is due to the fact that ), ¢""™ (z|w) < H.

Taking the summation over all episodes yields the following:

ZZ Jur (2) — ¢ ()]

k=lzeX

=0 inl S0P () - [ ) Lo XSiZZqP“(um.M
>~ Nk (u ’U) ’ j\\[k (u’ 1})

k=1 h=0 u€xp ve A k=1u#xy vEA

<O |H In. Z Co.aK 4+ /X1 XnAlog K + /X1 logt

h=0 (z,a)EX) XA
H—-1
+0 <X3 > (Bes+1Ine) (XpAlog K + log L)>
h=0

<0 (HC'M\/KlnL + XA (Ees +1ne) hlL) ,

where the second inequality follows the corollary of £ggr in Lemma Thus, we derive the
upper bound of BIASs,

K /
1 E s
E[B < HCyVK + X*AE. — : =
| IAS2]—O<2E’5+1 (HrCwVE + 5)) lzz (x,0) 2B ;+1

1
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B1AS3: We apply the Eq- C.8|and the definition of upper occupancy measure uy, (z, a) and Lemma
[3-1] directly, then obtain BIAS3 bounded.

[ K
E[BiAss] =E | <q/7 B — 9k>]
=
. /
1 E P,y ¢ ¢

=FE ZZq’(m,a). . /8,6 +q (z,a) ' k/(:v,a) B k/(:r,a)
k=1 z.a u (r,a) 2EL;+1  wug(z,a) 2B 5+1 2B +1
[ K

—E qu’(gg a) - g"™ (v,a) —uy (v,a) Ly (z,a) N 1 Bl
=i uk (2, ) 2B ;+1  uy(z,a) 2Bl ;+1
. /

1 B,
<E g
- ;Z“k (w,0) 2B ;+1

C.2.3 Bounding REG

Lemma C.3 With private loss estimator satisfying Assumption and letn = % 5 =24 we
have,

VXK

< o
E[REG] < O <2Eé,5 1

(AXEL,;+ H)>

Proof Using the standard analysis of OMD with log-barrier (e.g., Lemma 12 in [2]), we have, for
any u € NEA (Py),

K
N D .
Z <qP""7”° —u,€k> < AN 17 UHQI + Z Z qP’“’”" (z,a,z )2€k(a:,a)2
k=1 k=1=x,a,z’
Dy (ullq - 2~
= w(n”l)_'_nz Z (¢"™ (z,a) Py (' |z,a))” i (z, a)?
k=1x,a,z’

S U“ql + qupkﬂ'k .I‘aQA z,a <Zpk |xa )

k=1 z,a

Deltlon) 23S 0 (e,
k=1 z,a
R (C.9)
where the first step is due to ng”*™ (z, a, ") {3 (x,a) > 0 under the Assumption and the second
step uses the fact that ¢7*™* (x,a,2") = ¢"*™ (z,a) Py, (2'|r, a); the final step follows the fact
that ), Py (2'|x,a) = 1.

Eq. also applies for ¢, since ¢ € N A (Py) by definition. Therefore, by direct calculation, we
have

a1 q (z,a,2") G(x,a,2)
1 1 ) Wy ) -1
vidllar) = Z 2 <Og<61'(x,a7x’)>+ql (z,a,2') >

h=0 (z,a,z’)EW},

Al q1 (z,a, 2’ il
_ 1 , /
= Z 1og(q($ e ) Z (XpAXpi1d (z,a,2") — 1)
h=0 (z,a,2’)EW}, h=0 (z,a,z’)EW},
Al q (z,a,2")
= Z log — (w0,
h=0 (z,a,z’)EW, ar, a,
< 3X2%Alogu,
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XhT for all horizon A, and the fourth
1

step uses the lower bounds ¢ (, a,2) > <4z from Lemma C.101in [34], and then ¢ (z,a,2') > %
and upper bounds ¢; (z, a,z’) < 1. For the second term, we have

K
E Z Z g (z, a)2 Zk(x, a)Q]

k=1 z,a

B N a>]
5 g (l’, CL) kL

Lk=1 z,a

rK
<E ZZ(]P""” (z,a) -Zk(x,a)]

Lk=1 z,a

- K / P,my,

1 s q k (.Z‘ a) Ek (I a)
<E E Py, . . = - ’
<E|Y ) q () (Uk (z,a) 2EL;+1 T (z,a) 2B ;+1

Lk=1 z,a

where the second step uses the definition of q1 (x,a,2") =

E! Ly (z,a)
<& £,0 P,y LA
<e[35 (s v o el

k=1 z,a
< XAKE’5+HK
- 2Bl ;+1 7

where the first equality applies the definition of Zk (z,a), and the second inequality follows the
definition of uy, and the fact that ¢ (x,a) € [0, 1] for all (x, a) due to the scaling procedure; the
i

third inequality follows the expectation of ¢x(x, a) in EqJC.8] and the fourth inequality applies the
definition of u again, and the fact that ¢;, € [0, 1].

Thus, setting n = /%, = X4 we obtain the bound of REG,
K
5 VXK
Py, 4 < VXK ,
E [Z <q q7£k>1 <0 (2152,5 " (AXE.;+ H) (C.10)

Putting everything together and using Lemma [D.T} we obtain the expected regret bound (Theorem

s

E[R ] =E [ERROR] + (2E. 5 + 1) - (E [BIAS;] + E [REG]) .
<0 (HCM\/E Y HXYAE. 5+ AE;J\/XBK) .

D Supplementary Lemmas

D.1 Useful results

Lemma D.1 (Expectation, Lemma D.3.6 in [30]) Suppose that a random variable Z satisfies the
following conditions:

e / < R where R is a constant.
e 7 <Y conditioning on event E, where Y > 0 is a random variable.

Then, it holds that E [Z] < E[Y]+ P [E€] - R where E° is the complementary event of E.

Lemma D.2 (Concentration of Laplace variable) Suppose random variable Z ~ Lap (\), then

for anyt > 0 we have,

1
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Definition D.3 (Sub-Exponential variables) A random variable X with mean p = E[X] is sub-
exponential if there are non-negative parameters (v,b) such that

2,2 1
E [eMX—“)} < VA<

Lemma D.4 (Laplace variable is sub-exponential) A Laplace variable with parameter (u, 8), i.e.,

its probability density function is f(x) = % exp (f ‘zg“ ‘ ) is also a sub-exponential variable with
parameter (23, 3).

Lemma D.S (Linear combination rule for sub-exponential variables) Consider an independent
sequence of { Xy }7_, of random variables, such that X}, has mean i, and is sub-exponential with
parameter (v, by,). Then the variable Z =%, _, X}, is sub-exponential with parameters (Vs b.),
where

_ 2 —
Vg 1= ka b, = k:rrllaxn bs.
k=1
Lemma D.6 (Maxima of sub-exponential variables) Let Z = (Z,,--- , Z,), and for all i € [n],

Z; is a independent identical distributed sub-exponential random variable with parameter (v, b).
Then, if bv/2Inn < v, we have

E [maXZi] <vv2lnn.

i€[n]

Proof With the definition of sub-exponential variables in Def. the following inequality holds
for all A with |\| < %, by using Jensen’s inequality,

21./2
exp ()\IE max Zi> < Eexp ()\ max Zi> = Emaxer?i < Z Eeri < ne’ ="
i€[n] i1€[n] 1€[n] i)

Taking logarithms on both sides, we have E max;cp] Z; < Inn 4 ’\—‘2’2 Therefore, the upper bound

X
is minimized when \ = 7v2;n" < %, which yields

E [maXZi] <vVv2Inn.

i€[n]

Lemma D.7 (Maxima of the sum of i.i.d. Laplace variables) Let Z £ (Z,,--- ,Z,), and Z; =
Z;n bi; for all i € [n], where for all i € [n], j € [m], b;; is independent identical distributed Laplace

variable Lap (0, 8) with parameter (0, 3). Then, if m > 1“2", we have

E {maXZZ} =E [max Z bij | <28V2mlnn. (D.1)
e e

i€[n]

Proof Since Laplace variable is also sub-exponential (refer to Lemma[D.4), the sum of i.i.d. Laplace
variable is also a sub-exponential variable with parameter (28y/m, ) according to the linear
combination rule of sub-exponential variables in Lemma[D.5] Then, we can obtain the lemma by
using the maxima of sub-exponential variables in Lemma|D.7 |

Lemma D.8 (Revised Lemma 11 in [9]) Consider x and y satisfying |x — y| < ar/y(1 —y) + 5.

Then
Vo —9) < Va(l —a) + 1.9a + 1.5/B.
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Proof By Taylor’s expansion, we have

y1—y)=a(l—2)+(1—-2z)(y—2) - (y —x)°
=z(l-a)+(1-z—-y)(y—2)

<z(l-z)+|1—z—y (a\/y (1-y +ﬁ)
<z(l-z)+avy(l—y)+ 4

Using the fact that a < by/a + c implies a < b2 + by/c + ¢ for non-negative numbers a, b and c, we
get

y(l-y) <o’ +ave(l—z)+B+z(l-z)+ 8
<a’+avz(l—z)+ayB+z(1—xz)+43

2
= ( x(l_x)+%)2+3%+aﬂ+ﬁ,

where we use v/a + b < \/a + v/b for all a, b > 0. Taking square-root from both sides, and applying
vab < %b, we have the desired result:

\/y(l—y)g\/x(l—x)—i-Z—i—Q-&- +—+\/B<\/17—x+19a+15f

Lemma D.9 (Lemma 19 in [26]], Lemma 24 in [51]) For any sequence of numbers z1, zo, . .., zp,
with 0 < 2, < Zj,_1 1= max {1, Zi-:ll zi}, it holds

Zm (f+1)\ﬁ

@ YA

=1 k-1

<2log(Z,)+ 1.

The next one is a standard Bernstein-type concentration inequality for martingale (Theorem 1 in [7]).

Lemma D.10 Ler Yi,...,Yx be a martingale difference sequence with respect to a filtration
Fiy..., Fx. Assume Yy, < R a.s. for all k. Then for any § € (0,1) and X\ € [0,1/R], with
probability at least 1 — §, we have

K K
S Vi <A E V2] + m(i/é) .
k=1 k=1

D.2 Confidence Bound with Privacy

We first define the non-private empirical transition probability and the private empirical transition
probability as follows,

Nk(x,a,x’) ﬁk (Z‘/‘.’L‘ Cl) - Nk(xaavxl)

P, (2 |z, a) = , A
b (@, a) Ni(z,a) Ni(z,a)

Lemma D.11 (Lemma 2, [28]) With probability at least 1 — 46, we have a good event
V(z,a,2") € Wy, Vh,k, |P(2'|z,a) — Py (2'|2,a)| < Bp (2|, a),
and By (2|, a) for any (x,a,x") € Wy, and h € [H] is defined as

_ _ 2P, (¢'|z,a) (1 — Py (2'|z,a)) Inv 141n.
/ _ 1
P ('], @) = min ’\/ Ni(z,a) * 3Ny (z,a)
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Then, we have the difference lemmas between the private transition estimate and the non-private
transition estimate as follows.

Lemma D.12 Forall (x,a,2') € Wy, h € [H], k € [K], we have

2E, 5

S —_.
Nk,(xaa)

P (@'[2,0) = P (a' |, )

Proof By definition, we have
Ni(z,a,2")  Ng(z,a,2’)
Ni(z,a) Ni(z,a)

p D N, ! N ’
Py (2 |z,a) — Py (x/|a:,a)‘ < | k(2 a,2’) B k(m,a,x)’

]\N/'k(x,a) Nk(x,a)

E.s N Ni(z,a,2')E; s

- Ni(xz,a) Ng(z,a)- Np(x,a)
2F. s

Nk(x,a).

IN

Lemma D.13 Forall (x,a,2') € Wy, h € [H], k € [K], we have,

Bl (1= Pu @) = P lone) (1= Pl < 22

Proof Similar to LemmalD.12] we have,

Py (2|2, q) (1 — Py (/| a)) — P, (2'|w,a) (1 - Py (m’|x,a))‘

_ | Nk(z,a,2") Ni(x,a) — Ng(z,a,2") Ni(z,a,2') Ni(z,a) — Ni(z,a, ')
Ni(z,a) Ni(z,a) Ni(z,a) Ni(z,a)

Ni(z,a) — Ni(x,a,z) [Nk(x,a,x’) B Nk(x,a,x’)H

IA

Nk(l',&) Nk('r7a) Nk(ir?a)
N |J\~fk($,a) — Ni(z,a,2) [J\ka(x,a,x’) B Nk(fﬂ,a,x/)l ‘

Nk(x,a) Nk(x,a) Nk(x,a)

+ Nk,(x,a,xl) ]\ka(x,a,x’) o Nk(ﬂj‘,a,l'/)
Nk(xaa)

Ni(z,a) Ny(z,a)

< Ni(z,a,2')E; s E. s Ni(z,a,z") . 2E. 5

~ Ni(z,a) - Np(z,a)  Ni(z,a) Ni(z,a)  Ny(z,a)
4F 5

~ Ni(z,a)

With the help of the lemmas above, it’s ready to prove Lemma 3.1 now.

Lemma D.14 (Restatement of Lemma[3.1) With probability at least 1 — 65, we have a good event,
V(z,a,z") € Wy, Vh, k, ‘P(m’\m,a) - P (m’\aﬁ,a)’ < By (2'|x,a),

and B, (2'|x, a) for any (z,a,z") € Wy, and h € [H) is defined as

2P, (z')|z,a) (1 ~ P, (z'|x, a)) In. AE. 5+ Tlne
= + =
Ni(x,a) Ni(x,a)

B (2'|x,a) = min < 1,
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2P, ('), a) (1 ~ B, ('], a)) e yp s+ 7.
n ;

=min ¢ 1, P =
Ni(z,a) Ni(z,a)

Proof [Proof of Lemma|D.14] With standard decomposition, we have,

Nk(xa a,x’) B Nk(xa a,l,/)
Nk(:c,a)

Nk(fﬂ,a,l’/)
Nk(xaa)

|y (a'|2,0) = P (a'|z,0) | < = P (2'|z,a)

!
< ~EE,6 + |Nk(x,a,x) . ]Yk(x7a) —P($,|ZII,CL)

" Ni(z,a) Ni(z,a)  Ny(z,a)
Ee,é Nk(xva') . Nk(xaavx/) _ x/ T.a .Z‘/J? a Nk(x’a) _
Sﬁm,a)*‘m(x,@ ) | R >(~k(m) 1>’

2F. s n Ni(z,a

).P 2|z, a) — P(2'|z,a
Fwa  Fa) | Py, (2|2, a) = P (2'|x, a)]
)
)

(
2F. s n Ni(z,a
_Nk(a:,a) Nk(x,a

D D 4F.
2E5,5 N 2(Pk(xl‘x,a) (17Pk(x/|x’a))+ﬁ(;i))lnL+ 141n.

2P, (2'|x,a) (1 — Py, (2'|x,a)) Ine 141In.
Ni(z,a) 3Nk (z,a)

~ Ni(z,0q) Ni(z,a) 3N (z, )
S 2P, (2'|z, a) (~1 - Py (2|, a)) In. . 2B + 50+ 4, /E.sIn.
Nk('T’aa) Nk(xaa)

2P, (2'|z, a) (1 - P, ('], a)) Ine 4E. 5+ Tlne
= + =
Nk(xva) Nk($’a)

where the fifth inequality follows Lemma[D.T1] and the sixth inequality follows Lemma[D.13] The
seventh and eighth step use /z +y < /z + \/37 and 2,/zry < z +y for x,y > 0. The second

equality in the lemma follows the definition of Ny (x, a) in the Eq- |

<

Lemma D.15 Conditioning on event in Lemma it holds for any episode k and any transition
P’ c Py,

2P (x’ 1—-P(x 1 E 261
|P' (2|, a) — P (2'|z,a)| < min{ 1, (@z,a) (1 = Pz, a))Ine | TEes 26 |
Ni(z,a) Ni(z,a)

Proof We have for any episode k and any transition P’ € Py,

‘P’ (/| a) — P ('], a)‘ S\/2P’( x|z, a)(l—P’( M, a))lnL+4E575+7lnL

Nk x,a) ]\Afk(xva)

_2Ine e AE 1 AE. 5 + 71
< ne VP (2'|z,a) (1 — P(2'|z,a)) + 3.8 ne 1.5 i’5+7nL + A’5+7nb
Nk (z,a) Nk (z,a) Ni(z,a) Ni(z,a)

<\/2P ('|z,a) (1 = P(2'|z,a))lne . TE. s +26In.

Nk(x,a) J/\fk(x a)
where we apply Lemma [D.8]to Lemmaﬂzl_?lfor the second step, and the third step follows from the
fact that \/z +y < \/z + /y and \/zy < 5(x + y) forany =,y > 0. |
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Corollary D.16 Conditioning on event in Lemma[D.14| it holds for any episode k and any transition
P’ € Py,

2C, .1 Xpiaraq (TE.s + 261
1P’ (z,a) — P (a,a)||, < min [ 2, [o2ze 4 2M 41 (TBes LAY
Ni(z,a) Ni(z,a)

where for all (z,a) as Cy q := (Zw'exh<z>+1 VP (@|r,a)(1— P (2], a))>2fr0m ol

Proof We introduce local effective support as Cy, o, from [9]. We have for any episode k£ and any
transition P’ € Py,

1P’ (|z,a) — P (|z,a)||, < Z (\/ZP ('], a)](AVlk(zf;;x'M, a))Ine n 7E};;kz;2s)lnL>

' €EXp(2)+1
20, oIne  Xp@)41 (TEe 5 +261n1)
]/\\[k(xaa) ]\Afk(x,a) .

Lemma D.17 (Local effective support, Lemma 4 in [9]) For any state-action pair (x, a), the local
effective support is bounded,
Cx,a < Xh(:v)+1 - L

Lemma D.18 (Lower bound of upper occupancy measure) For any episode k and state © # xp,
it always holds that uy, (z) > .

Pyoof Similar to Lemma D.28 in [31]], one can construct a specific transition Pe P, such that
q""™(z) > 5 forany 7 given episode k and z, which suffices due to the definition of uy ().

For any tuple (z,a,2') € Wyand h =0,--- ,H—1, P(z'|z,a) = P, (x'|x,a)-(1—?)+m.

It is easy to verify that P is a valid transition function and belongs to the confidence set Py,. Finally,
we have the lower bound of the upper occupancy measure,

ZZqP”uv 2 |u,v) > ZZqP”uv IK XlK'

UEX, 1 vEA UEX,_1 vEA

D.3 Difference Lemma
Lemma D.19 (Occupancy Measure Difference, Lemma D.3.1 of [30]) For any transition func-
tions Py, Py and any policy m,

h(z)—
Pm(a) — g™ () = Z Y d T (ww) (Pr(wlu,v) = Pa(wlu, ) ¢ (wfw)
h=0 (u v,w)EW},
h(z)—
ST P 0) (Pl o) — PaCulan o) ™ ol

h=0 (u,v,w)eEW),

q

where qF'™ (z|w) is the probability of visiting x starting w under policy w and transition P'.

Lemma D.20 (Lemma C.5 of [15]) For any policies w1, wo and any transition function P, P,

ZZ’qPWlxa—qP’mxa <HZZqP“1 ) |m1(a)z) — 72 (al2)],

rZrg aEA r#rHg a€A
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Following the same idea in the proofs of Lemma C.4 in [15], and Lemma D.3.8 in [31]], we consider
a tight bound of the difference between occupancy measures in the following lemma.

Lemma D.21 Suppose the event in Lemma[3.1|holds. For any state x: # xp, episode k and transition
P’ € Py, policy m, we have

h(xz)—
, P (w|u,v) (1 — P(w|u,v))Ine .
(@) — P ) <O Z T ). ¢ (wlu, 0) (L= Pl o)) e poy

h=0 (u,v,w)EW}, Ni, (U7U)

1o [x2 Y gPmu, ) Le i

uFrg veEA Nk (u U)

Proof According to Lemma[D.19] we have

o™ (@) — ") < T Y e Pl - Pl

h=0 (u,v,w)eEW})

_ g (u,v) |P' (w|u, v) — P(w|u,v)] gPm (x|w)
h=0 (u,v,w)eEW}

Y @) [P (ol e) = Pl )] (7 (afw) — P (afw))

h=0 (u,v,w)EW}

h(z)—1
< > "™ (w) [P (wlu,v) — Plwlu, v)] 7™ (afw)
h=0 w
TERM (A)
h(z)—1 h(z)—1
+ Z Z g™ (u,v) | P! (w|u, v) — P(w|u, v) Z Z g™ (m, n|w) | P’ (o|m,n) — P(o|m,n)|
h=0 (u,v,w) h'’=h+1 (m,n,o0)
TERM (B)
ke P (w]u,v) (1 — P (w|u,v))Ine
<0 Z > ) \/ X ’ g (afw)
h=0 (u,v,w)eW} Nk (u’ U)
(TERM (A.1))
h(z)—1
E 1
+O (| Y] g (u,v) - ST P () (TERM (A.2))
h=0 (u,v,w)EW), Ny (u, )
h(z)—1
(9( Z qP’”’“(u,v)~\/P(w|u’v) (E—P(w\u,v))lnL
h=0 (u,v,w)eW), Ni (u’ U)

.h(zz)—l 5 qP,”k(mmw)\/P(O'm’”)(}_P(0|m»”))lnb>

h'=h+1 (m,n,0)eW,,/ Nk (m7 n)
(TERM (B.1))

(h(mz)l Z qP’”k(u7v).\/P(w|u’U) (/1\_P(w‘U,U))lnL

=0 (u,0,w Nk (u7 U)
(2, ) Wi (TERM (B.2))

h(z)—
x E.s+1In
B qwm,nw-f)

h'=h+1 (m,n,0)eW,,/ N, (m’ ’I’L)
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h(xz)— h(z)—1

o ST gy Bt DO SR

h=0 (u,v,w)eW), Nk u, 1) =h+1 (m,n,0)EW,,,

(TERM (B.3))

where the second step firstly subtracts and adds ¢>™ (z|w) and then applies Lemma D.19| again
for ‘qu’”’“ (z|w) — gFmx (x\w)‘ to obtain TERM (A) and TERM (B). Following Lemma [D.15} we

can decompose them into five terms as TERM (A.1), (A.2), and TERM (B.1), (B.2), (B.3). Then, we
bound these terms separately.

Clearly, we can bound TERM (A.2) by letting = be x 7,
h(z)—

Z Z qP’”’“(u,v)-M P (g|lw) < X Z quwk .M_

h=0 (u,v,w)eW), Ny, (’LL, U) r#xy a€A N, (u U>

For TERM (B.1), we have

h(z)—1 h(z)—
TERM (B.1) = Z Z Z Z qP,m(%v)_\/P(vaU) (E—P(w|u,v))lnL

=0 (u,v,w)EW} h/=h+1 (m,n,0)eW,,, N (U’a U)

g™ (m, n|w)\/P (olm, n)]gkznfflo;mm)) Ine

h(z)—1 h(z)—1
P (w|u,v) (1 = P(olm,n))Ine 7,

O S S S D A [0
h=0 (u,v,w)EW} h'=h+1 (mno)ewh Ni, (m,n)

Mt "os P (olm,n) (1 — P (w|u,v))Ine
+ > D Z S P ww) g (mnlw) - R ’

h=0 (u,v,w)eW}, h'=h+1 (m,n, ())EWh/ Nk (u,'l))
h(z)—1 h(z)—1

=2 X (1;:(22’3)1m SY @) Plwlu) g™ (mnj)

h=0 (m,n,0)eW}, h'=0 (u,v,w)EW,/

h(z)—1 h(z)—1

P (u,v) (1 — P (w|u,v)) Ine T
YD g™ ( )](\A/-k(u,v() ) > > "™ (m,njw) - P (olm,n)

h=0 (u,v,w)EW), h'=h+1 (m,n,0)EW},,

h(z)—1

h(z)—-1 P, P
D> HgP™ (m,n)1 Z 5 HgP™ (u,v)1
< > qu( ne q"" (u,v) Ine

-1

h=0 (m h=0 (u,v,w)EW} Ny (u,v)
qP™ (z,a) In
co(mxy ¥y ),
< h=0 zE€X), a€A Nk (z,a)

where the second step applies \/xy < x + y for any =,y > 0; the third step rearranges the
summation order, and the fourth step follows the facts that 3>, , ,yew,, @™ (u,v) - P (wlu,v) -

qPm( P () and ey T 07 P (

Similarly, we have TERM (B.2) bounded as

h(z)—1 h(z)—
P 1-P 1
TERM (B.2) = Z Z Z Z gbm (u,v) - \/ (w]u, v) (A (w|u,v)) Ine
h=0 (u,v,w)eW}) h'=h+1 (m,n,0)eW,,, Nk (U,, U)
E.s+1In.
m,njw) - ————
Ni (m,n)

<> Y Y Y ) Plufue) ¢ (m ) SR

h=0 (u,v,w)eW} h/=h+1(m,n,0)eW,, Nk (m’ ’I’L)

m,n|w) =q m,n|w) - P (olm,n) =q olw).

gt
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h(z

1—-P(wlu,v))Ine -
Z qP’Trk(u,’U)' ( ,\( | )) _qP7 "(m,n|w)

—1
1 Nk (u7 U)

h(z)—1 )

+ > Z
h=0 (u,v,w)eW}) h'=h+1 (m,n,0)eW,;,

H-1 h(z)—
E.s+1Ine x x
SRD IR | SHE SRR

h'=0 (m,n,0)EW,/ k (m’ n) h=0 (u,v,w)eW,

h(z)—1 h(z)—1

Pk (u,v) (1 — P (w|u,v))Ine T
Py oyl ( )jvk(uw() ) Z S P mnjw)

h=0 (u,v,w)eW) =h+1 (m,n,0)eW,,

H-1 h(z)—1 h(z)—1 P
Ees+Ine g™ (u,v) Ine
< g E g g™ (m,n) - +X E E —_—
h'=0 (m,n,0)eW,, h=0 Nk (m n h=0 (u,v,w)EWj N (u, U)

P 5-|—1HL 2 qP™ (z,a)Ine
<HX Z Zq k N Z Z Nk (E a) )

r#TH a€A k (.’E a r#rH a€EA

where the first inequality uses the fact that Ny (z,a); (z,a) > O (Ee,s +In¢) according to the
definition in Eq the second inequality follows the facts that 3, , .\ew, qP™ (u,v)- P (wlu, v)-
g" ™ (m,njw) = ¢ (m,n) and 35, cx D e 4 7 (M, nw) < 1. For TERM (B.3), we have

h(z)—1 h(x)—

TERM B = 3 S P Zet T Z S P (m,nlw)

h=0 (u,v,w)EW), Nk u U =h+1 (m,n,0)EW,,;,
h(z)—1 h(z)—1

> X ¢" () - Zea I > X!
Ni (u,v)

h=0 (u,v,w)EW} h'=h+10€X,:

E.s+1n¢
< X? g (u,v) - =
2 2 i) BT

uFxyg vEA
Putting all the bounds for these terms together yields the bound of the lemma,

|7 " (@) = ¢" () (D-6)

h(z)—1
0 Z T ). w(wm,@g_p(wu,w)lm_qpmk(m)

h=0 (u,v,w)EW} Ny, (U, 1))

E |
co (X0 Y Y g Bl
uFrg vEA Nk (’LL, U)

D.4 Estimation Error

Lemma D.22 (Lemma 10 in [28]) With probability at least 1 — 6, we have for all h € [H|,

£ e o(unn(t))

k=1 (z,a)€X) x A

and

Pﬂ'k(

i 2 ¢mjx{zv:xa)a> 5 =0 (VAR + xidtogx +1og () ).

(z,a)€X, XA
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Proposition D.23 Let Eggr be the event such that we have for all h € [H| simultaneously

PﬂTk(

K
Z Z q N x,a) : =0 (XpAlog K + logt),
k=1 (z,a)€Xp x A max{ k?(xv a), }

and

SO RO (/XA 4 XAl o)

k=1 (z,a)€X) x.A \/maX {Nk(l‘,a)7 1}
We have P [Egpst] > 1 — 0.

Proof The proof directly follows from the definition of ¢, which ensures that + > %. |

Based on the event Egsr, we introduce the following lemma which is critical in analyzing the
estimation error.

Lemma D.24 Suppose the event Egst defined in Proposition [D.23| holds. Then we have for all

h € [H],
K PﬂTk
Z Z M:O(XhAlogK—i—logL),
k=1 (z,a)€X), x A Ni(,a)

and

K P,
oy 1Y 5o S Couk + /XnpiXnAlog K + /Xii1 loge
k=1 (z,a)€X) x A \/Nk(x a) (,a) X X A

Proof Since Ny (z,a) > Nj(z,a) always holds by definition, the first equation directly follows
Proposition

For the second equation, similar to the proof of Lemma 10 in [28], we decompose the term as

qp,ﬂ'k (1‘ a) \/Ci
Z y L) e (D--5)
k=1 (z,a) X, XA Nk(l" a)

K
q "™ (z,a) P (2, a) o
SZ Z v/ Ni(z,a)

X; x A

5y N I S e
k:l(manhx.A\/m k=1 (z,a)€X) x A N(z,a) 7
The first term is bounded by

K

It (z,a) \/—
) N AT Of > VCia VNi(@a)
k=1 (z,a)€X), XA Nk (L' a (x,a)eX, x A

<0 Y CuaK |, (D-4)

(z,a)EX) X A

according to Lemma[D.9]and Cauchy-Schwarz inequality.

For the second term, we apply Lemma[D.10|with Y, = 37, c v, w4 % <1,A=1,
s 2 1(z,a

and the fact

]Ik (I a) qP’ﬂ—k (xaa)
pgen | X o))y aten
(z,a)eX, XA Nk z, a (z,a)eXy XA Nk(m7a)
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and combine the upper bound of C, , in Lemma|[D.T7and Lemma|D.22}

K T T
Z Z qP7 k(x,a) — 1 (z,a) m< oy Z Z qP k(z,a) L lng

Ni(x,a
k=1 (z,a)€ X}, x A Nig(z,a) k=1 (x,a)€Xp x A k(@ a)

Combining both terms, we prove the result. |

E Missing Details for Section [5]

In this section, we present the proof of privacy guarantees in Section Bl Recall that for visitation
counters, Ny (z, a) is the original count, N (x, a) is the noisy count after step (1) of both Privatizers
and Ny (z,a) is the final private counts. For losses, Ly (z,a) is the original cumulative loss in
full-information setting, and O (x, a) is the non-private loss estimator in bandit-feedback setting, and
Ly (%, a) and 04 (z, a) are the private version of Ly (x, a) and ¢, (x, a).

E.1 A Variant of the Binary Mechanism

Firstly, we introduce a variant of the Binary Mechanism (Algorithm[d), which has also been introduced
in [4]. This variant of Binary Mechanism deals with a continual observation {oy } ke[K] with each
or € [0,1]. In each step, the mechanism releases a number denoted as ik which is the private

version of the sum of the previous k observed number, i.e., X = Zle o;. Initialized with privacy
budget level ¢, this mechanism follows the properties in Lemma

Algorithm 4 A Variant of the Binary Mechanism

Input: Time upper bound K, privacy budget ¢ > 0, online stream o € [0, I]K, binary tree B

Initialization: ¢’ = ¢/ log K, noisy sum X;, = 0, initialize the binary tree B over K leaves with all
nodes

1: for k =1to K do

2:  Express k in binary form: s, where k = Zjﬂz%? KT g4 (j) - 2Mo22 K1=3  For example, if
sp =110, then s; (1) = 1,5 (2) = 1,5, (3) =0

3:  Populate the si-th entry of B: B, + oy

4:  Perturb the si-th entry of B: B, < By, + b, , where by, ~ Lap (%)

5:  Let S be the set of all ancestors s of sj, in the tree 3, such that all the leaves in the sub-tree
rooted at s are already populated

6: forall s € S do

7: Update the value of the node with the values of its children: B, < Bsog + Bso1
8: Perturb the value of the node: B, « B, + b,, where b, ~ Lap ()

9:  end for

10:  for j = 1to [log, K] do

11: if s (j) = 1 then

12: Form bmary strmg s9 =15 (1)osE(2)o---0s,(j—1)00oflength j
13: Ek — Ek + Bsq

14: else

15: Sk < Sk + b, where b ~ Lap (1)

16: end if

17:  end for _

18:  output: X

19: end for

Lemma E.1 (Guarantees of the Variant of Binary Mechanism) The following claims hold true:

~ K
(1) Privacy: The sequence {Ek} is e-differentially private.
k=1
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(2) Distribution: For all k € [K), the injected noise %), — 3y = ijlg KTb,, and each b; is i.i.d.
sampled from Lap (log K /¢).

Proof Our privacy guarantee is established through the Binary Mechanism with Laplace noise,
accompanied by the post-processing property as outlined in [18]]. We introduce additional noise
beyond the standard Binary Mechanism, ensuring the injection of an exact [log K| number of noise
samples, in line with our distribution property. |

E.2 Privacy Guarantees

First, we demonstrate that our private loss for the bandit-feedback setting simultaneously satisfies
LDP and DP in the streaming setting.

Proof [Proof of Lemma First, we focus on a single episode k, and consider the private
version {j, (z,a) of the observed loss ¢y, (z,a) Iy, (z,a). This private version ¢ (x, a) is obtained
from ¢4 (z,a)I; (z,a) via the Laplace mechanism with noise level 22, Since the sensitiv-
ity of the input function is 1, the Laplace mechanism satisfies 37-DP and 373-LDP (refer
to [18]). Additionally, since every episode involves at most H bandit losses, according to [24,
Lemma 34], the composition of all these X AK different Laplace mechanisms are 5-LDP and $-DP.H

Now, let’s proceed to establish the proof for the JDP guarantee.

Proof [Proof of Lemma [5.1]] Under the full-information setting, the release of {N k(x, a)}(k’z’a)
satisfies %—DP according to [L1, Theorem 3.5] and [24, Lemma 34]. Similarly, the releases of
{Nk(m, a, x’)}(kyx,aw) and {Lk(x, a)}(k‘%u) also satisfy £-DP. Therefore, the release of all these
counts satisfies e-DP. Due to post-processing [ 18, Proposition 2.1], the release of all private counts

N x,a} {N x,a,x/} {E m,a} also satisfy e-DP.
{ k( ) (k,z,a) k( ) (k,z,a,z") k( ) (k,z,a) Y

Under the bandit setting, and with the help of Lemma|[5.6|and post-processing property, the release of
all private counts {Nk(x,a)} , {]Vk(x,a,a:’)}

For utility analysis, we analyze the visitation counters and losses, separately.

0y (z, a)} i also satisfy e-DP.

(k,z.a) (k,z.a.a’) (k,z,a)

Private visitation counters. By applying [11, Theorem 3.6] and setting ¢’ = m in Binary
mechanism, and using a union bound, we can establish that with probability 1 —24, for all (k, z, a, z’),

2
'Nk(aﬂaa x/) _Nk(x7a7$’)‘ < O <% loglj KlOg <X ?K)) 7

[Fute0) ~ Nt < 0 (L 10g' sctog (XAK) ).

Referring to the post-processing procedures and Lemma 5.1 in [44], the Central Privatizer satisfies
Assumptionwith E.s=0(Z log"® K log (¥4X)), and Ny(z,a) < Ni(z,a) < Ny(z,a) +
E, s. Furthermore, in accordance with the constraints of the optimization problem, we also observe
that Ny, (z,a) = 3. Ni(z,a,2'), which implies that Ny (z,a) = 3 Ni(z,a,2').

' €Xp41 ' E€Xhq1

Private loss in full-information setting. In the full-information setting, we have constructed a variant

of the Binary Mechanism (Algorithm @) to obtain Lk (x,a) in Section ﬂ Since the cumulative
loss Ly(z,a) is privatized by this variant with privacy budget £ /3H, the injected noise Zj(z,a)
is a sample of the summation of [log K] i.i.d. Laplace variables with parameter for all (k, z,a).
Therefore, for any episode k, when K > v X A, we have E [max, o Zy(z, a) — min, , Zx(z,a)] <

o (1;{‘ /log® K In (X A)) , which follows the maxima property of the sum of i.i.d. Laplace variables

as demonstrated in Lemma[D.7]

37



Private loss in bandit-feedback setting Under the bandit setting, we directly apply the
Laplace Mechanism, and the noise injected is Zy(z,a) = {x(z,a) — l; (x,a)l; (z,a),
where Z(z,a) ~ Lap(3H/c). Then using the concentration of the Laplace variable (refer
to Lemma and a union bound, we can conclude that with probability at least 1 — J,

‘gk(x, a) — Ll (z,a) T (z, a)’ < 38 1n (24K for all (k, 7, a). [ |

Proof [Proof of Theorem[5.2]] With e-DP guarantee for private counters and losses, the release of
all 7, is also e-DP according to post-processing property under both full-information and bandit
settings. Finally, the guarantee of e-JDP for final action sequences follows the Billboard Lemma [24]
Lemma 9]. Besides, the regret bound is obtained by plugging E s, and corresponding E., Eé s in
Lemma[5.T]into Theorem[3.3]and Theorem 4.2

Proof [Proof of Lemma The privacy guarantee directly results from properties of Laplace
Mechanism and composition of DP [18], and Lemmal[5.6] For utility analysis, we also analyze the
visitation counters and losses as below.

Private visitation counters. According to [[18]] Corollary 12.4 and a union bound, with probability
1— 24, for all (k,z,a,z’),
2
<O (35 Klog (X ?K)> ,

‘Nk(ac,a) - Nk(x,a)‘ <0 (35 Klog (W)) .

Together with Lemma [5.5] the Local Privatizer satisfies Assumption 2.3] with E.s =

o (1 fx0s (445)),

Private loss in full-information setting. Under the full-information setting, we apply the Laplace
Mechanism with privacy budget ¢’ = 3% directly on the point-wise loss /) (x,a) and make

’Nk(a; a,z’) — Nig(z,a,2)

(E.1)

summation to obtain Ly (z,a). Thus, the noise injected Z(z,a) is a realization of a summa-

tion of K Laplace variables for all (k,x,a). Therefore, for any episode k, when K > W,

E [max, q Zx(z,a) — ming o Zx(x,a)] < O (g\/K In (XA)), which follows Lemma

Private loss in bandit-feedback setting. Under the bandit setting, the utility is the same as the JDP
setting. |

Proof [Proof of Theorem The regret bound is obtained by plugging F. 5, and corresponding
E., E; 510 Lemma into Theorem [3.3|and Theorem [4.2 [ ]
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