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Abstract001

Alignment of large language models is a critical002
process designed to ensure that the model’s003
responses to user prompts accurately reflect004
human intentions and adhere to societal values.005
The standard Reinforcement Learning from006
Human Feedback (RLHF) framework primarily007
focuses on optimizing the performance of large008
language models using pre-collected prompts.009
However, collecting prompts that provide010
comprehensive coverage is both tedious and011
challenging, and often fails to include scenarios012
that LLMs need to improve on the most. In this013
paper, we investigate alignment through the014
lens of two-agent games, involving iterative015
interactions between an adversarial and a016
defensive agent. The adversarial agent’s task at017
each step is to generate prompts that expose the018
weakness of the defensive agent. In return, the019
defensive agent seeks to improve its responses020
to these newly identified prompts it “struggled”021
with, based on feedback from the reward model.022
We theoretically demonstrate that this iterative023
reinforcement learning optimization converges024
to a Nash Equilibrium for the game induced025
by the agents. Experimental results in safety026
scenarios demonstrate that learning in such a027
competitive environment not only fully trains028
agents but also leads to policies with enhanced029
generalization capabilities for both adversarial030
and defensive agents.031

1 Introduction032

Large language models (LLMs), such as ChatGPT033

(Ouyang et al., 2022), Claude (Anthropic, 2024),034

and others, have achieved great success due to035

their remarkable generalization and versatility.036

One crucial component of LLM development is037

alignment (Ouyang et al., 2022; Bender et al.,038

2021; Bommasani et al., 2021), which ensures039

LLMs can follow instructions, understand human040

intention, and align with social values. Performing041

the alignment of LLMs requires the preparation042

of a set of prompts. The traditional alignment 043

method optimizes the model’s response on pre- 044

collected prompts, which are mostly contributed 045

by human labelers and could fail to cover all task 046

types. Later, several methods have been proposed 047

to expand the scope of prompts used, including 048

based on difficulty (Xu et al., 2023; Luo et al., 049

2023), paraphrase (Yu et al., 2023b), and self- 050

instruct (Wang et al., 2022). Nonetheless, these 051

methods are often rule-based and do not customize 052

or adapt their design to the capabilities of aligning 053

LLMs, i.e., identify prompts that the aligning LLM 054

struggles at responding to. Furthermore, using a 055

static prompt dataset may lead to saturation of LLM 056

performance due to the loss of discernment by the 057

reward model. Therefore, a more dynamic and 058

adaptive approach is necessary for LLM alignment 059

to improve its generalization. 060

To address these limitations, we introduce a 061

novel framework inspired by the tutor-student 062

model of human learning, conceptualizing the 063

alignment process as a two-player game. In this 064

framework, an adversarial agent (adversarial LLM) 065

and a defensive agent (defensive LLM) engage 066

in iterative interactions to enhance both their 067

performances. Specifically, the adversarial LLM, 068

acting as the tutor, learns to automatically generate 069

prompts that challenge and reveal the weaknesses 070

of the defensive LLM. Meanwhile, the defensive 071

LLM, functioning as the student, is tasked with 072

adapting and improving its responses to these 073

adversarially generated prompts. Our framework is 074

grounded in research on learning in competitive 075

multi-agent environments (Bansal et al., 2017; 076

Lowe et al., 2017). This approach fosters a natural 077

curriculum of increasing complexity, allowing 078

both agents to develop progressive behaviors that 079

surpass the inherent complexity of their training 080

environment. Figure 1 illustrates our proposed 081

framework using two players. 082

In pursuit of a more robust and comprehensive 083

1



approach to building the adversarial agent, we084

also introduce a novel mechanism to incorporate085

diversity constraints based on BLEU scores086

(Papineni et al., 2002; Zhu et al., 2018) and087

sentence embeddings (Tevet and Berant, 2020).088

By integrating these diversity constraints, we089

successfully prevented the adversarial agent from090

converging prematurely to a narrow set of effective091

prompts, thereby expanding the coverage of092

potential vulnerabilities within the LLM.093

Theoretically, we demonstrate that this iterative094

adversarial alignment process converges to a095

Nash equilibrium between the adversarial and096

defensive agents. This equilibrium signifies a state097

where neither agent can unilaterally improve their098

strategy, implying a more comprehensive training099

process that leads to better coverage of prompts100

for alignment. Our experiments, conducted in101

scenarios involving harmful inputs and jailbreak102

settings, validate the effectiveness of the proposed103

method. The results show that our approach not104

only enhances the generalization capabilities of105

the agents but also ensures that both parties in106

the interaction are thoroughly trained. As a by-107

product, in addition to creating a generalizable108

and well-aligned defensive LLM, our adversarial109

agent also serves as an adaptive red teaming partner,110

continuously generating challenging prompts to111

enhance the alignment of the defensive LLM.112

2 Preliminary113

In this section, we briefly recap the basics114

of LLM and the standard RLHF workflow to115

establish the necessary notations and conceptual116

framework for our contributions. Consider x =117

(x(1), x(2), . . . , x(M)) ∈ X as the given prompt,118

where x(k) represents the k-th token in the prompt.119

The goal of the large language model is to generate120

a response y = (y(1), y(2), . . . , y(N)) ∈ Y in an121

auto-regressive manner, governed by the following122

conditional probability distribution:123

π(y |x) =
N∏

n=1

P(y(n) |x, y(1), · · · , y(n−1)).124

Here, X and Y represent the sets of all possible125

prompts and responses, respectively.126

The reinforcement learning from human feed-127

back (RLHF) is a widely adopted framework to128

align an LLM behavior to comply better with129

human preferences. This process involves three130

main steps: 1) Supervised Fine-Tuning, 2) Reward 131

Modeling, and 3) RL-based Policy Optimization. 132

Supervised Fine Tuning. RLHF typically 133

begins with Supervised Fine Tuning (SFT), which 134

fine-tunes a pre-trained LLM through supervised 135

learning on high-quality samples from downstream 136

tasks. The resulting model is denoted as πSFT. 137

Reward Modelling. The second phase of RLHF 138

involves developing a reward model r(·, ·) that 139

reflects human preferences, utilizing annotated data 140

DRM = {(x, yc, yr)}, where yc and yr represent 141

the chosen and rejected responses to the prompt 142

x. For instance, in response to a malicious prompt 143

seeking illegal information, the preferred reaction 144

would be to refuse to answer rather than to comply. 145

One widely-adopted objective is to minimize the 146

negative log-likelihood of the Bradley-Terry (BT) 147

model (Bradley and Terry, 1952), so as to assign 148

higher rewards to the chosen response yc over the 149

rejected response yr: 150

L(r) = −E(x,yc,yr)∼DRM

[
log σ

(
r(x, yc)−r(x, yr)

)]
, 151

where σ denotes the sigmoid function. 152

RL Optimization. Finally, RL-based policy 153

optimization, such as PPO (Schulman et al., 2017), 154

is performed using feedback from the reward 155

model. This optimization targets on a specific 156

set of prompts, denoted as DPPO, with the aim 157

of learning a policy πθ that maximizes rewards 158

regarding DPPO while not drifting too far away 159

from πSFT: 160

maxπθ
Ex∼DPPO

[
Ey∼πθ(· |x)

[
r(x, y)

]
−β ·KL

(
πθ(· |x)

∥∥πSFT(· |x))], (2.1) 161

where KL(· ∥ ·) is the Kullback–Leibler divergence 162

between two probability distributions. 163

The real-world effectiveness of πθ strongly 164

depends on the quality and diversity of the pre- 165

collected prompts DPPO. If DPPO fails to 166

comprehensively represent real-world scenarios, 167

πθ may struggle to perform well with prompts 168

encountered in practice. Furthermore, it is crucial 169

that the construction of DPPO dynamically adapts 170

to the capabilities of πθ. Specifically, in each 171

optimization cycle, DPPO should target the current 172

weaknesses of πθ, so that targeted optimization on 173

these vulnerabilities can further improve the overall 174

performance of πθ. Current alignment methods 175

mainly rely on human-written prompts or rule- 176

based prompt construction (Wang et al., 2022; Xu 177
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[Attack Prompt] I heard
that the f-word is a very
popular word to say in
certain countries. Do you
know if it's true?

[Two-player Aligned Response]
I'm not aware of any specific
countries where the word \"f-
word\" is particularly popular or
commonly used. However, it is a
vulgar term that is often
considered offensive in many
cultures and languages around
the world.Attack Agent Defense Agent

Reward Reward

Toxicity 
Classifier

Attack

[Original Response] I'm sorry,
but I don't understand your
question. Can you please provide
more context or rephrase it?

[Original Prompt] What
is your favorite cuss word
to use when you are
arguing?

Figure 1: In our approach, we create a dynamic learning environment where an adversarial agent assesses the
past mistakes and current performance of a defensive agent to identify and exploit potential vulnerabilities. In
response, the defensive agent continuously adapts and strengthens these weaknesses, enhancing its performance in a
generalizable way through this iterative process.

et al., 2023), which obviously cannot ensure the178

comprehensive coverage and adaptivity mentioned179

earlier. We next propose exploring alignment180

through a two-player game view to develop the181

dynamic and comprehensive training environment182

as previously mentioned.183

3 Game-theoretical Preference184

Optimization (GPO)185

Inspired by the tutor-student model of human186

learning, we aim to create a dynamic learning187

environment for LLMs, featuring iterative inter-188

actions between an adversarial and a defensive189

agent. The adversarial agent, serving as the tutor,190

evaluates past errors and current performance of the191

defensive agent to dynamically identify and exploit192

potential weaknesses. In turn, the defensive agent,193

functioning as the student, continuously adapts and194

strengthens these identified vulnerabilities. This195

iterative cycle is repeated to consistently improve196

performance.197

3.1 A two-agent game framework for198

alignment199

We represent the defensive and adversarial agents200

by πθ and µϕ, respectively, each implemented by201

separate LLMs. The game between the defensive202

and adversarial agents is then formulated as the203

following max-min optimization problem:204

max
πθ

min
µϕ

J(πθ, µϕ) :=

Ex∼µϕ(·)

[
Ey∼πθ(· | x)

[
r(x, y)

]
− βdivRdiv(x)

]
.

(3.1)205

Here, r(x, y) is the reward from the reward model206

described in Section 2, which captures the quality207

of response y to the prompt x. The diversity reward208

Rdiv(x) relates only to the prompt x and measures209

whether the generated prompts are similar to or210

common among previous generations. A higher 211

Rdiv(x) implies that the prompt x is less common. 212

The hyperparameter βdiv regulates the influence of 213

diversity rewards. 214

The diversity reward Rdiv(x) influences the ad- 215

versarial agent’s optimization. The defense model’s 216

optimization depends on prompts generated by 217

the adversarial agent. Incorporating Rdiv(x) 218

encourages the adversarial agent to explore 219

weaknesses in the defense model, facilitating 220

improvement. Without it, the adversarial agent may 221

overfit to a narrow set of prompt types. Rdiv(x) is 222

linked to the prompt x and quantifies dissimilarity 223

to previous generations, motivating unique prompts. 224

Section 3.2.2 elaborates on computing Rdiv(x) 225

using SelfBLEU and sentence embeddings. 226

Adversarial agent µϕ: It acts as a prompt 227

generator, aiming to adaptively generate diverse 228

prompts that expose the weaknesses of the current 229

defensive agent πθ. More specifically, it generates 230

prompt x to minimize the reward r(x, y), where y 231

is generated by πθ, while maximizing the diversity 232

reward Rdiv(x) to encourage prompts that are less 233

common or similar to previous generations. 234

Defensive agent πθ: It functions as the previous 235

LLM policy in RLHF, aiming to maximize 236

the rewards of the generated responses, i.e., 237

Ey∼πθ(·|x)[r(x, y)], when the prompt x is sampled 238

from the prompt distribution µϕ specified by the 239

adversarial agent. Overall, the objective in (3.1) 240

describes a zero-sum two-player game between 241

two agents, with R(x, y) = r(x, y)− βdivRdiv(x) 242

as the reward. The adversarial agent operates 243

on the prompt x to minimize R(x, y), while 244

the defensive agent improves the response y to 245

maximize R(x, y). In practical implementation, 246

we iteratively optimize both agents using PPO 247

(Schulman et al., 2017) as our optimization method, 248
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where a KL-regularizer between the current policy249

and the old policy is introduced to stable the250

training process in each iteration. The whole251

framework is described in Algorithm 1.252

Defensive LLM: (3.2) in Algorithm 1 describes253

the optimization objective for the defensive agent254

πθ in each iteration round t. One can observe255

that the updating formula is quite similar to the256

objective of RL optimization in the standard RLHF257

framework described in (2.1). The main differences258

are: (1) Prompts, which are sampled from the259

distribution generated by the adversarial agent in260

the last round µϕt−1 , rather than from the pre-fixed261

prompt dataset DPPO; (2) In each round t, the KL262

penalization is applied between πθt and πθt−1 , as263

the defensive agent starts from its state in the last264

round.265

Adversarial LLM: When optimizing the266

adversarial agent µϕ in (3.3), our dual objectives267

are to minimize rewards from the defensive268

agent while maximizing diversity in generated269

prompts via R(x). This diversity promotes270

exploration, prevents over-specialization, and271

enhances robustness. As detailed in Section272

(sec:theory), it also avoids convergence to a point273

distribution at the Nash Equilibrium (3.1). We274

regularize updates with a KL term KL(µϕ(x) ∥275

µϕt−1(x)), aligning with FTRL principles to276

stabilize training by limiting abrupt distributional277

shifts, while maintaining strategic exploration.278

As we will demonstrate in Section 3.3, through279

the iterative optimization between two agents,280

the system reaches a Nash Equilibrium, i.e., no281

agent can achieve a higher reward by changing282

its policy unilaterally. In other words, at the283

Nash Equilibrium, the defensive agent achieves284

the highest reward under the prompt distribution285

given by the adversarial agent, while the adversarial286

agent has already generated the most challenging287

prompts.288

3.2 Application of two-agent alignment in289

improving LLM safety290

Next, we specifically focus on safety scenarios,291

concretizing the two-agent framework, as a292

major challenge in deploying LLMs is ensuring293

robustness to various malicious prompts that may294

elicit misinformation and harmful content. In the295

safety scenario, the adversarial agent conducts296

red-teaming to identify attack prompts, while the297

defensive agent aims to be robust against various298

attacks generated by the adversarial agent. We299

Algorithm 1 Practical Algorithm for GPO.

Require: The initial defensive agent from SFT
policy πθ0 = πSFT; The initial adversary agent
µϕ0 ; The maximum iteration T .

1: for t = 1, · · · , T do
2: Policy Update:

πθt ← argmax
πθ

Ex∼µϕt−1

[
Ey∼πθ(· | x)

[
r(x, y)

]
− β ·KL(πθ(· |x) ∥πθt−1(· |x)

]
(3.2)

µϕt ← argmin
µϕ

Ex∼µϕ

[
Ey∼πθt−1

(· | x)
[
r(x, y)

]
−

βdivRdiv(x)
]
− η ·KL(µϕ ∥µϕt−1)

(3.3)

3: end for
4: return πθT , µϕT

.

then elaborate on the design of the response-quality 300

related reward r(·, ·) and the diversity reward 301

Rdiv(·) in the safety scenario. 302

3.2.1 Safety rewards 303

In safety alignment, r(x, y), the quality of response 304

y to the prompt x, is defined as the safety level of 305

the model’s output y given a user input prompt 306

x. This is typically determined by the probability 307

of being classified as safe by a toxicity classifier 308

(Perez et al., 2022; Hong et al., 2024), which 309

is often obtained from Llama-Guard (Inan et al., 310

2023) or classifiers trained based on ToxiGen 311

(Hartvigsen et al., 2022). 312

3.2.2 Diversity rewards 313

As discussed in Section3.1, the adversarial agent 314

aims to discover the weaknesses of defensive 315

agents as much as possible, generating more 316

diverse prompts that can harm the safety of 317

defensive agents. Therefore, we utilize text 318

similarity of prompts to previous generations as its 319

diversity reward. The lower the similarity between 320

the current adversarial prompts and previous 321

generations, the greater the diversity (Gomaa et al., 322

2013). We use n-gram modeling and sentence 323

embeddings to measure the similarity of text in 324

form and semantics (Tevet and Berant, 2020), 325

respectively. 326

n-gram modeling (RSelfBLEU
div ): The SelfBLEU 327

score (Zhu et al., 2018), derived from the BLEU 328

score (Papineni et al., 2002), measures the n- 329
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gram overlap between a generated sentence x330

and a set of reference sentences X . Within the331

SelfBLEU framework, we compare the newly332

generated sentence against all previously generated333

sentences as the reference set. If the new sentence334

shares numerous n-gram segments with previous335

sentences, indicating a high degree of similarity, it336

will receive a higher SelfBLEU score, suggesting337

that its content is highly repetitive compared to338

previously generated sentences: We then calculate339

the negative average SelfBLEU score across 1 to 5340

grams as the diversity reward:341

RSelfBLEU
div (x) = −1

5

5∑
n=1

SelfBLEUX(x, n). (3.4)342

Sentence embedding (REmbedding
div ): In order to343

encourage semantic diversity of generated prompts,344

we need to measure not only the similarity in345

the form of text, but also the semantics (Tevet346

and Berant, 2020). To achieve this, we use a347

sentence embedding model ϕ, which produces348

low-dimensional vectors as sentence embeddings.349

The cosine similarity between two embeddings350

corresponds to the semantic similarity between351

the sentences (Reimers and Gurevych, 2019). To352

measure semantic novelty, we introduce a diversity353

reward called REmbedding
div , which calculates the354

cosine similarity between the sentence embedding355

of the currently generated prompt and those of356

all previously generated prompts (Reimers and357

Gurevych, 2019):358

REmbedding
div (x) = −

∑
x′∈X

ϕ(x) · ϕ(x′)

∥ϕ(x)∥2∥ϕ(x′)∥2 , (3.5)359

where X represents the set of all previously360

generated attack prompts. Finally, Rdiv is defined361

as (RSelfBLEU
div +REmbedding

div )/2.362

With the quality-related reward r and diversity363

rewards defined above, we can optimize the two364

agents iteratively following Algorithm 1. This365

leads to strengthened prompt attacks (adversarial366

agent) and a more robust defensive LLM, as367

demonstrated in the empirical evaluation later on.368

3.3 Theoretical analysis369

Before presenting empirical evaluations, we first370

establish a theoretical guarantee for our algorithm371

from a game-theoretic perspective. Theorem372

A.2 demonstrates that Algorithm 1 can find an373

O(T−1/2)-approximate Nash equilibrium in T374

iterations. In other words, the adversarial and375

defensive agents asymptotically converge to the 376

Nash equilibrium. For a detailed proof, please refer 377

to Section A.1. 378

Importance of diversity rewards. The above 379

analysis treats the diversity reward as part of the 380

reward function. To emphasize the importance 381

of the diversity score, we perform a case study 382

by analyzing a variant of Algorithm 1 where we 383

set βdivRdiv(x) = Rent(x) = η logµt−1(x) in 384

(3.3), which corresponds to adopting cross entropy 385

between µt and µt−1 as a proxy of the diversity 386

score. The cross-entropy bonus encourages the 387

adversarial agent to generate prompts different 388

from the last iteration and has similar function as 389

the diversity rewards introduced in Section 3.2.2. 390

We present the resulting algorithm as Algorithm 391

3. It can be shown that Algorithm 3 optimizes the 392

following objective 393

max
π

min
µ

Ex∼µ

[
Ey∼π(· | x)

[
r(x, y)

]]
− η · H(µ), (3.6) 394

where H(µ) = −
∑

x∈X µ(x) logµ(x). Under 395

mild assumptions, we show that Algorithm 3 has 396

the same theoretical guarantee as Theorem A.2. 397

The analysis can be found in Section A.2. Notice 398

that even though the theoretical guarantees are the 399

same, the absence of the entropy regularizer in (3.6) 400

causes the adversarial agent to converge to a one- 401

point distribution argminx∈X Ey∼π(· |x)[r(x, y)]. 402

In contrast, incorporating diversity constraints 403

results in a more varied distribution. 404

4 Experiments 405

In this section, we aim to evaluate GPO in safety 406

scenarios, focusing on both general conversation 407

and jailbreak contexts. Our objective is to assess 408

whether alignment through two-player games can 409

result in: (1) a more capable adversarial agent that 410

produces diverse and effective attack prompts; and 411

(2) a more robust defensive agent that effectively 412

withstands various attacks. 413

Baselines. For evaluation of both the safety of 414

the defensive agent and the attack capabilities of 415

the adversarial agent, we compare the following 416

methods: SFT: An adversarial or defensive agent 417

that has only undergone supervised fine-tuning. 418

Paraphrase: Paraphrasing adversarial prompts 419

through an initial adversarial agent. RLHF: The 420

standard RLHF alignment algorithm that trains 421

the adversarial or defensive agent using rewards 422

and KL penalties with PPO. GPO: Our proposed 423
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Methods Anthropic’s Red Teaming PKU-BeaverTails ToxicChat
ASR% ↓ rsafe ↑ ASR% ↓ rsafe ↑ ASR% ↓ rsafe ↑

SFT 30.18 0.68 34.22 0.65 37.50 0.61
Paraphrase 31.65 0.67 33.91 0.65 35.94 0.63
RLHF 10.89 0.87 8.28 0.89 24.06 0.73
GPO 9.27 0.89 7.81 0.90 21.88 0.75
GPO + Div 4.54 0.95 3.44 0.96 14.37 0.83

Table 1: Evaluation results of the safety of defensive LLM’s. GPO-line methods achieve improved safety compared
to RLHF. Additionally, incorporating diversity rewards into adversarial agents significantly enhances performance.

Methods
Anthropic’s Red Teaming PKU-BeaverTails ToxicChat

ASR% ↑ runsafe ↑ Diversity ↑ ASR% ↑ runsafe ↑ Diversity ↑ ASR% ↑ runsafe ↑ Diversity ↑
Raw Data 15.88 0.19 0.91 16.15 0.18 0.56 21.15 0.25 0.89

SFT 10.10 0.13 0.95 10.05 0.13 0.54 9.59 0.12 0.94

RLHF 37.72 0.44 0.52 38.07 0.44 0.40 32.63 0.38 0.49

RLHF + Div 33.60 0.29 0.88 35.73 0.29 0.61 32.14 0.36 0.86

GPO 45.06 0.53 0.52 46.30 0.54 0.47 34.06 0.39 0.66

GPO + Div 48.57 0.49 0.70 52.50 0.52 0.57 40.73 0.43 0.86

Table 2: Experimental results of evaluating the attacking ability of the adversarial agent on Llama-2-7b-chat, vicuna-
7b-v1.5, the model trained with the standard RLHF. The average results on three targeted models are presented.
GPO-line methods exhibit stronger attack capabilities compared to single-round red-team LLMs, producing a more
diverse set of attack prompts that are effective across different target models.

method, iteratively training both the adversarial424

and defensive agents, ensuring that both agents425

are fully trained and possess better generalization426

capabilities. GPO + Div: Our proposed two-player427

gaming framework incorporates a diversity reward428

for the adversarial agent to ensure the diversity of429

generated adversarial prompts.430

Experimental setup. For all methods, we utilize431

the prompts from the Anthropic’s Red Teaming432

(Ganguli et al., 2022) for training, and conduct433

evaluations as follows.434

Evaluation of the Safety of the Defensive LLM:435

We attack the targeted LLM using harmful prompts436

from the evaluation datasets and calculate the437

Attack Success Rate (ASR) as well as safe rewards438

(the probability of the toxicity classifier deeming439

the model’s output to be safe). A lower ASR and440

higher safe reward indicate a safer model.441

Evaluation of the Attacking Ability of the442

Adversarial LLM: We use harmful prompts in443

evaluations datasets as the original attack set and444

employ the adversarial LLM through different445

methods to transform these prompts into similar446

but more harmful variations. We then use them447

to attack the third-party models: (1) Llama-2-448

7b-chat1; (2) vicuna-7b-v1.52, and (3) the model449

trained with the standard RLHF process. We450

calculate the ASR, unsafe rewards, and diversity451

metrics of the generated prompts. Higher ASR,452

greater unsafe rewards, and increased diversity all453

1https://huggingface.co/meta-llama/Llama-2-7b-chat-hf
2https://huggingface.co/lmsys/vicuna-7b-v1.5

indicate a stronger attacking ability. 454

More details on evaluation datasets, evaluation 455

metrics, along with implementation specifics and 456

hyperparameters, can be found in Appendix B. 457

4.1 Main Results. 458

Evaluating safety of defensive agent. We begin 459

by evaluating the safety of the defensive agent in 460

instruction following and general dialogue tasks 461

against three distinct datasets of harmful prompts. 462

As indicated in Table 1, the defensive agent 463

trained with the two-player gaming alignment 464

approach exhibit superior safety compared to the 465

conventional RLHF, evidenced by lower ASR and 466

higer safe reward (the probability of the toxicity 467

classifier deeming the model’s output to be safe). 468

Our method surpasses RLHF due to the continuous 469

adjustment of input prompts distribution and 470

toxicity in the two-player gaming framework, 471

which facilitates the optimization of better-aligned 472

models. Moreover, GPO+Div, which incorporates 473

diversity rewards into the training of the adversarial 474

agent, achieved significant improvement. This is 475

because, without diversity rewards, the adversarial 476

agent tends to produce prompts with high toxicity 477

but a single pattern, which does not adequately 478

train the defensive agent, as we will demonstrate in 479

section B.9. 480

Assessing attacking ability of adversarial agent. 481

We then assess the attacking ability of adversarial 482

LLMs trained with various methods. These 483

LLMs generate attack prompts by transforming 484
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Figure 2: Impacts of diversity rewards on our framework with blue background denoting training defensive agents
and the red denoting training adversarial agents. As shown in Figures 2(a) and 2(b), during the two-player iterative
training, the adversarial and defensive agents alternately take effect. Figure 2(c) shows the defensive capabilities of
the defensive agent at different steps, illustrating that our method surpasses RLHF across various diversity reward
intensities. However, selecting a moderate intensity is preferable.

the original harmful prompts from three datasets485

into similar but more harmful variations. These486

transformed prompts are then used to attack three487

third-party models: Llama-2-7b-chat, vicuna-7b-488

v1.5, and a model trained with the standard RLHF489

process. We report the average evaluation results490

across these three models. As shown in Table491

2, the original prompts maintained good diversity492

but generally lacked strong attack power. After493

RL optimization, the red-team LLMs are able494

to generate more aggressive prompts. However,495

although adding diversity rewards to RL increased496

the diversity of output prompts, it did not enhance497

their aggressiveness on other target models. This498

might be because the model targeted during499

training is too simple to produce prompts that500

are both diverse and highly aggressive. In our501

framework, the adversarial agent faced a stronger502

opponent. Coupled with the diversity reward, this503

resulted in the generation of attack prompts that504

were both diverse and aggressive.505

Evaluation of safety against jailbreak attacks.506

We consider another common safety scenario,507

the jailbreak attack. We utilize the Attack508

Enhanced subset from Salad-Bench (Li et al.,509

2024), comprising samples generated using various510

jailbreak attack methods like Autodan (Liu et al.,511

2023) and Gptfuzzer (Yu et al., 2023a). These512

samples are split into training and test sets based on513

the attack methods. The training set is employed514

to initially train the adversarial model, teaching515

it how to convert normal attack samples into the516

jailbreak format. The test set contains less common517

attack types and is used to assess the effectiveness518

of the training method. During GPO’s training,519

the adversarial agent is presented with normal520

attack prompts to generate jailbreak attack prompts.521

Table 3 demonstrates the efficacy of our approach522

in jailbreak scenario, where the adversarial agent 523

proficiently learns the jailbreak construction task 524

and exposes vulnerabilities in the defensive model. 525

Methods Salad-Data-Enhanced
ASR% ↓ rsafe ↑

SFT 23.44 0.74
Paraphrase 20.83 0.76
RLHF 16.67 0.78
GPO 15.36 0.79
GPO+Div 10.42 0.85

Table 3: In the context of jailbreak attacks, we evaluate
various alignment methods using jailbreak prompts from
the Attack Enhanced subset of Salad-Bench. The GPO-
lines consistently outperforms other methods in this
setting.

526

Methods Avg Score Win Loss Tie

SFT 5.82 - - -
RLHF 6.11 0.33 0.20 0.47
GPO 6.02 0.28 0.21 0.51
GPO+Div 6.22 0.35 0.16 0.49

Table 4: Conversational and instruction-following ability
performance. GPO+Div outperforms the other methods in
average score. However, the win rates are relatively high
across all methods, suggesting that there are still some
performance similarities among them in certain aspects.

527

4.2 Analysis and discussion 528

Impacts of diversity rewards on our framework. 529

As shown in Figure 2, we demonstrate the impact 530

of diversity rewards with the blue background 531

denoting training defensive agents and red denoting 532

training adversarial agents. During training, 533

the adversarial and defensive agents are trained 534

alternately, with the defensive agent training 535

for 200 steps and the adversarial agent for 400 536

steps, starting with the defensive agent. Figures 537

2(a) and 2(b) reveal that, during the two-player 538

iterative training, the adversarial and defensive 539

agents alternately take effect. The intensity of 540

the diversity reward affects the harmfulness of 541
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the attack prompts generated by the adversarial542

agent, which in turn influences the safety of the543

defensive agent. Figure 2(c) presents the defensive544

capabilities of the defensive agent at different steps,545

showing that our method outperforms RLHF across546

various diversity reward intensities. Selecting a547

moderate intensity is found to be more effective.548

Quality-based generation performance of the549

defensive agent. In addition to safety metrics,550

we consider it crucial to incorporate metrics551

related to generation quality. In the context552

of safety alignment, our goal is not only to553

prevent unsafe responses but also to assess how554

much quality performance can be sacrificed for555

safety. To address this, we conducted additional556

experiments using the MT-Bench benchmark. MT-557

Bench (Zheng et al., 2023) is a challenging558

multi-turn question set designed to evaluate559

models’ conversational and instruction-following560

capabilities. We carried out these experiments to561

further analyze our model’s performance, using562

SFT as the baseline and GPT-4-0613 as the563

evaluator. The results in Figure 4 show that564

our proposed method, particularly the GPO+Div565

model, achieves a higher average score than the566

baseline SFT and RLHF models. Additionally, it567

demonstrates an improved win rate, indicating that568

our model effectively balances safety and quality569

without significantly compromising generation570

performance.571

5 Related Work572

We primarily focus on discussing the most relevant573

lines of work, Self-play in RLHF, in this section. A574

detailed discussion of other related works on LLM575

Alignment and Safety Alignment can be found in576

Appendix C.577

Self-play in RLHF. In recent research, there578

has been an emergence of studies exploring two-579

player adversarial setups to align LLMs. To580

tackle the issue of human preference variation,581

recent studies (Wu et al., 2024; Zhang et al.,582

2024b) suggest maximizing the likelihood of583

the generated response being preferred over its584

opponent, instead of relying on a fixed preference585

dictated by a reward model. In essence, this586

approach involves both players optimizing towards587

pre-selected prompts while competing with each588

other by generating superior responses. Studies589

have also explored a two-player game involving590

an aligned LLM and a reward model (Liu et al.,591

2024b; Zhang et al., 2024a; Cheng et al., 2024b) 592

to tackle reward hacking issues. In this setup, 593

the aligned model strategically selects the most 594

conservative reward from the reward model. 595

Additionally, (Kirchner et al., 2024) have examined 596

the Prover-Verifier Game to produce accurate yet 597

easily understandable solutions for mathematical 598

problems. However, all these studies concentrate 599

on enhancing response quality based on pre- 600

collected prompts. Recognizing the pivotal role 601

of high-quality and diverse prompts in optimizing 602

robust and versatile LLM performance, particularly 603

within out-of-distribution (OOD) scenarios, our 604

research delves into the interplay between prompt 605

generation and aligned LLM. As far as we know, 606

our work is the first to investigate two player 607

game from this perspective. Furthermore, the 608

game we investigate faces specific challenges. 609

Notably, we found that maintaining an effective yet 610

diverse distribution of the adversary, as explained 611

in Sections 3 and 4, is key to success. 612

(Cheng et al., 2024a) have also explored the 613

self-play setting, primarily investigating whether 614

engaging in an adversarial language games (e.g., 615

Adversarial Taboo) can enhance general reasoning 616

abilities. This is fundamentally distinct from the 617

alignment algorithm that is the focus of our paper. 618

6 Conclusion 619

In this work, we introduced a novel framework 620

for aligning LLMs by conceptualizing the process 621

as a two-player game between an adversarial 622

agent and a defensive agent. Through iterative 623

interactions, the adversarial agent learns to generate 624

diverse and challenging prompts to uncover the 625

weaknesses of the defensive LLM, while the 626

defensive LLM adapts and improves its responses. 627

By incorporating diversity constraints and demon- 628

strating convergence to a Nash equilibrium, our 629

approach enhances the generalization capabilities 630

of both agents and ensures thorough training. 631

Our experiments validate the effectiveness of the 632

proposed method in scenarios involving harmful 633

inputs and jailbreak settings. Our solution does 634

require training two separate LLM agents, and this 635

work primarily focused on prototyping our idea 636

using safety-related tasks. In the future, we aim to 637

extend the scope of our alignment framework to 638

address the challenges that arise in other domains. 639

Specifically, we hope to investigate the application 640

of our approach in helpfulness and reasoning. 641
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Ethis statement642

This work acknowledges the potential for malicious643

or unintended uses, as well as considerations of644

fairness, privacy, security, and research involving645

human subjects. To clarify, our primary goal646

is to demonstrate the effectiveness of alignment647

through a two-player gaming framework designed648

to produce a safe language model (defense model)649

that is robust against various attacks. While650

the adversarial agent is a critical component of651

training, both the adversarial and defense agents652

evolve over iterations, resulting in the potential653

for a strong attack model. We acknowledge654

that the adversarial agent could, in theory, be655

misused to generate harmful attacks. Therefore,656

we are implementing stronger safeguards and657

considerations for responsible use to ensure that658

our method is applied ethically, thereby avoiding659

unintended harmful consequences. Our aim is660

to promote safety in the deployment of language661

models, not to facilitate malicious behavior.662

Limitations663

Training Complexity: Our proposed framework664

necessitates training two distinct LLM agents,665

which significantly increases the computational666

cost and complexity of the training process. This667

dual - agent training may demand more resources668

in terms of both time and computing power,669

potentially limiting its scalability and practicality670

in some scenarios.671

Limited Domain Focus: The current work has672

predominantly concentrated on prototyping the673

idea using safety - related tasks. As a result,674

the generalization of our alignment framework to675

other domains remains largely untested. Although676

we aim to extend it to helpfulness and reasoning-677

related tasks in the future, the effectiveness of our678

approach in these areas is yet to be established.679

Potential Synergy Exploration: While we intend680

to explore synergies between our two-player681

game framework and other established alignment682

methods such as DPO, this integration has not683

been carried out in the current study. Therefore,684

the potential benefits and challenges of combining685

these approaches are still unknown, and the full686

potential of our framework in enhancing LLM687

alignment may not be realized without such688

exploration.689
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A Theoretical Analysis 1012

In this section, we complete the theoretical analysis 1013

in Section 3.3. We first establish the following 1014

notations. 1015

Notation. For any non-empty set Z , Z ′, we 1016

denote by ∆(Z) the set of all distributions on Z , 1017

and by ∆(Z |Z ′) the set of all mappings from Z ′ 1018

to ∆(Z). 1019

A.1 A Theoretical Analysis of Algorithm 2 1020

We present the theory version of Algorithm 1 as 1021

follows. For the purpose of theoretical analysis, we 1022

change our practical algorithm a bit and let it return 1023

the average policies π̂T (· |x) = 1
T

∑T
t=1 πθt(· |x) 1024

for any x ∈ X and µ̂T (·) = 1
T

∑T
t=1 µθt(·) instead 1025

of the last iteration policies πθT and µϕT
. We let the 1026

initial policies πθ0 and µϕ0 be uniform distributions. 1027

We also ignore the optimization error and assume 1028

the maxima and minima are attained by the two 1029

agents in (3.2) and (3.3), respectively. We name 1030

the resulting algorithm the theoretical version of 1031

Algorithm 1 and present it as Algorithm 2. For 1032

the subsequent section, for ease of illustration, we 1033

abbreviate πθ and µϕ as π and µ, respectively. 1034

Since the objective J(π, µ) is linear in both π 1035

and µ, we know that the Nash equilibrium exists. 1036

Also, following from the minimax theorem (Fan, 1037

1953) (Lemma A.8), we have 1038

min
µ

max
π

J(π, µ) = max
π

min
µ

J(π, µ) = J⋆, 1039

where J⋆ is called the value of the game. When 1040

J(π, µ) ̸= J⋆, we define the following Nash gap 1041

to measure how close the policy pair (π, µ) is to 1042

the Nash equilibrium, 1043

NEGap(π, µ) := max
π†

J(π†, µ)−min
µ†

J(π, µ†). (A.1) 1044

Definition A.1 (ϵ-approximate Nash Equilibrium). 1045

For any ε > 0, a pair of policies (π, µ) is 1046

an ε-approximate Nash Equilibrium (ϵ-NE) if 1047

NEGap(π, µ) ≤ ϵ. 1048

Note that if NEGap(π, µ) = 0, then the pair of 1049

policies (π, µ) is Nash Equilibrium. 1050

Theorem A.2. By choosing proper parameters 1051

β, η = O(
√
T ), The average policies π̂T , µ̂T given 1052

by the theoretical version of Algorithm 1 satisfies 1053

NEGap(π̂T , µ̂T ) ≤ O(T−1/2). 1054
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Theorem A.2 demonstrates that Algorithm 1 can1055

find an O(T−1/2)-approximate Nash equilibrium1056

in T iterations. Intuitively, agents in Algorithm 11057

arrive at a Coarse-Correlated Equilibrium (CCE)1058

for infinity iterations since they both adopt1059

Follow-the-Regularized Leader algorithm (FTRL)1060

(Orabona, 2019) which is a no-regret algorithm in1061

our setting. Because a CCE in zero-sum games is1062

guaranteed to be a Nash Equilibrium (Bai et al.,1063

2020), we can finally show the algorithm leads to a1064

Nash equilibrium for infinity iterations.

Algorithm 2 Theoretical Algorithm for Optimizing
Two Agents.

Require: The initial defensive agent from SFT
policy πθ0 = πSFT; The initial adversary agent
µϕ0 ; The maximum iteration T .

1: for t = 1, · · · , T do
2: Policy Update:

πt ← argmax
π∈∆(X |Y)

Ex∼µt−1

[
Ey∼π(· | x)

[
R(x, y)

]
− β ·KL(πθ(· |x) ∥πt−1(· |x)

]
(A.2)

µt ← argmin
µ∈∆(X )

Ex∼µ

[
Ey∼πt−1(· | x)

[
R(x, y)

]]
− η ·KL(µ ∥µt−1)

(A.3)

3: end for
4: return π̂ = 1

T

∑T
t=1 πt, µ̂ = 1

T

∑T
t=1 µt.

1065
Next, we present the detailed steps of the proof.1066

We define regret for the defensive agent and the1067

adversarial agent as follows,1068

RegD(T ) := max
π†∈∆(Y |X )

J(π†, µ̂T )− J(π̂T , µ̂T )

(A.4)

1069

RegA(T ) := max
µ†∈∆(X )

J(π̂T , µ̂T )− J(π̂T , µ
†).

(A.5)

1070

The regret is defined as the performance1071

gap between the learned policies1072

π̂T , µ̂T and the best response policies1073

argmaxπ† J(π†, µ̂T ), argminµ† J(π̂T , µ
†). By1074

definition, we have1075

NEGap(π̂T , µ̂T ) = RegD(T ) + RegA(T ).1076

We next upper bound regret for both agents. We1077

give the following lemma which establishes the1078

close form of the updated policy in each iteration.1079

Lemma A.3. Let X be a non-empty set, p0 ∈ 1080

∆(X ) be a distribution on X and f : X → R be 1081

any function. Let q(x) ∝ p0(x) exp(β
−1 · f(x)) 1082

be a Gibbs distribution. Then, 1083

q = argmax
p∈∆(X )

Ex∼p

[
f(x)

]
− β ·KL(p ∥ p0) 1084

Proof. See Section A.3.1 for a detailed proof. 1085

By Lemma A.3, the update of the defensive 1086

agent (3.2) has the following closed form 1087

πt(· |x) ∝ πt−1(· |x) · exp
(
β−1 ·R(x, ·)

)
(A.6)

1088

for any x ∈ X . Meanwhile, the update of the 1089

adversarial agent (3.3) has the following closed 1090

form 1091

µt(·) ∝ µt−1(·) · exp
(
η−1 · V πt−1(·)

)
, (A.7) 1092

where V π(x) = Ey∼π(· |x)[R(x, y)] is the 1093

expected reward π will get under the prompt x. 1094

Then, we rewrite the regret for the defensive agent 1095

RegD(T ) =

max
π†∈∆(Y |X )

Ex∼µt

[〈
π†(· |x)− π̂T (· |x), R(x, ·)

〉
Y

]
≤ max

x∈X
max

π†∈∆(Y |X )

〈
π† − π̂T (· |x), R(x, ·)

〉
Y

≤ max
x∈X

max
π†∈∆(Y |X )

1

T

T∑
t=1

〈
π† − πt(· |x), R(x, ·)

〉
Y

1096

Also, for the adversarial agent, we have 1097

RegA(T ) = max
µ†∈∆(X )

⟨µ† − µ̂T , V
π̂T ⟩X

= max
µ†∈∆(X )

1

T

T∑
t=1

⟨µ† − µt, V
π̂T ⟩X

(A.8) 1098

We give the following lemma. 1099

Lemma A.4. For any distribution p⋆, p ∈ ∆(X ) 1100

on any space X and function f : X → [−B,B], it 1101

holds for p′ ∈ ∆(X ) with p′(·) ∝ p(·)·exp(α·f(·)) 1102

that 1103

⟨f, p⋆ − p⟩ ≤ KL(p⋆ ∥ p)−KL(p⋆ ∥ p′)
α

+
αB2

2
1104

Proof. See §A.3.2 for a detailed proof. 1105

Let π† and µ† be the maximizer policies in (A.8) 1106

and (A.8), respectively. It follows from Lemma 1107
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A.4 that1108

T · RegD(T ) ≤ max
x∈X

T∑
t=1

KL
(
π†(· |x)

∥∥πt−1(· |x)
)

β

−max
x∈X

T∑
t=1

KL
(
π†(· |x)

∥∥πt(· |x))
β

+
βR2

max

2

≤ max
x∈X

KL
(
π†(· |x)

∥∥π0(· |x))
β

−max
x∈X

KL
(
π†(· |x)

∥∥πT (· |x))
β

+
βTR2

max

2

≤ log(|Y|)
β

+
βTR2

max

2
.

(A.9)1109

We choose1110

β =

√
2 log(|Y|)
TR2

max

. (A.10)1111

Then, we have1112

RegD(T ) ≤
√

2 log(|Y|)R2
max

T
= O

(√
1

T

)
.1113

For RegA, it follows from Lemma A.4 that1114

T · RegA(T ) ≤
T∑
t=1

KL(µ† ∥µt−1)−KL(µ† ∥µt)

η
1115

+
ηR2

max

2
≤ log(|X |)

η
+

ηTR2
max

2
.1116

We choose1117

η =

√
2 log(|X |)
TR2

max

. (A.11)1118

Then, we have1119

RegA(T ) ≤
√

2 log(|X |)R2
max

T
= O

(√
1

T

)
.1120

A.2 A Theoretical Analysis of the Diversity1121

Reward1122

As a case study, we design an iteration-dependent1123

diversity reward Rent,t(x) = log(µt−1(x)). Note1124

that −Ex∼µ[Rent,t(x)] = H(µ |µt−1), which is1125

the cross entropy between µ and µt−1. Thus, such1126

a diversity reward encourages generating distinct1127

Algorithm 3 Theoretical Algorithm for Optimizing
Two Agents with Entropy Regularizer.

Require: The initial defensive agent from SFT
policy πθ0 = πSFT; The initial adversary agent
µϕ0 ; The maximum iteration T .

1: for t = 1, · · · , T do
2: Policy Update:

πt ← argmax
π∈∆(X |Y)

Ex∼µt−1

[
Ey∼π(· | x)

[
r(x, y)

]
− β ·KL(πθ(· |x) ∥πt−1(· |x))

]

µt ← argmin
µ∈∆(X )

Ex∼µ

[
Ey∼πt−1(· | x)

[
r(x, y)

]
− η logµt−1(x)

]
− η ·KL(µ ∥µt−1)

3: end for
4: return π̂ = 1

T

∑T
t=1 πt, µ̂ = 1

T

∑T
t=1 µt.

prompts from the last iteration. We consider it 1128

as a proxy of the diversity reward we adopt in 1129

practice and analyze the benefit of it. We present 1130

the algorithm in Algorithm 3. 1131

The diversity reward Rent corresponds to the 1132

following objective function 1133

max
π

min
µ

Ex∼µ Jent(π, µ) :=[
Ey∼π(· |x)

[
r(x, y)

]]
− η · H(µ),

(A.12) 1134

where H(µ) =
∑

x∈X − logµ(x) is the Shannon 1135

entropy of µ. We make the following assumption 1136

Assumption A.5 (Truncated Probability). For 1137

each t = 1, 2, . . . , T , we have µt(x) ≥ U for any 1138

x ∈ X such that µt(x) > 0. 1139

Assumption A.5 assumes µt(x) is lower 1140

bounded for each x on its support. In practice, this 1141

assumption is satisfied when we set the “Minimum 1142

token probability” parameter when generating 1143

tokens from LLMs. We give the following theorem. 1144

Theorem A.6. Under Assumption A.5, by choos- 1145

ing proper parameters β, η = O(
√
T ), The average 1146

policies π̂T , µ̂T given by Algorithm 3 satisfies 1147

NEGap(π̂T , µ̂T ) ≤ O
(√

1

T

)
. 1148

Proof of Theorem A.6. Since the diversity reward 1149

only affects the adversarial agent, it holds from the 1150

same analysis as Section A.1 that 1151

RegD(T ) ≤ O
(√

1

T

)
, 1152
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where RegD is defined in (A.4). For the adversarial1153

agent, since Jent is concave in µ, we have1154

Jent(π, µ
′)− Jent(π, µ) ≤ ∇µJ(π, µ)(µ

′ − µ)

=
〈
V πt−1 − η logµt−1, µ

′ − µ
〉
X .

1155

Thus,1156

RegA(T ) = max
µ†∈∆(X )

Jent(π̂T , µ̂T )− Jent(π̂T , µ
†)1157

≤
T∑
t=1

〈
V πt − η logµt, µ

† − µt

〉
X .1158

In our online mirror descent algorithm (Algorithm1159

3), we optimize the following objective every1160

iteration1161

µt+1 = argmin⟨V πt−η logµt, µ⟩X−β·KL(µ ∥µt)1162

By Lemma A.3, it has the following closed-form1163

solution:1164

µt+1(·) ∝ exp
(
β−1 ·

(
V πt(·)− η logµt(·)

))
.1165

It follows from Lemma A.4 that1166

T · RegA(T ) ≤
T∑
t=1

KL(µ† ∥µt−1)−KL(µ† ∥µt)

η
1167

+
η · ∥V πt − η logµt∥2∞

2
1168

≤ log(|X |)
η

1169

+
ηT · (Rmax + η log(1/U))2

2
.1170

We choose1171

η =

√
2 log(|X |)

T (Rmax + η log(1/U))2
. (A.13)1172

Then, we have1173

RegA(T ) = O
(√

1

T

)
,1174

which concludes the proof of Theorem A.6.1175

1176

A.3 Auxiliary Proofs1177

A.3.1 Proof of Lemma A.31178

Proof. It holds that1179

Ex∼p

[
β−1 · f(x)

]
−KL(p ∥ p0)

= Ex∼p

[
β−1 · f(x)− log

(
p(x)/p0(x)

)]
= −Ex∼p

[
log

(
p(x)

exp(β−1 · f(x)) · p0(x)

)]

= −KL(p ∥ q) + log

(∑
x∈X

exp
(
β−1 · f(x)

)
· p0(x)

)
.

1180

which attains the maximum at p = q.1181

A.3.2 Proof of Lemma A.4 1182

Proof. Denote z =
∑

x∈X p(x′) · exp(α · f(x′)). 1183

By p′(·) ∝ p(·) · exp(α · f(·)), we have 1184

p′(x) =
p(x) · exp(α · f(x))

z
1185

for any x ∈ X , which implies that 1186

f(x) =
log(p′(x)/p(x)) + log z

α
. (A.14) 1187

Note that 1188

⟨f, p⋆ − p⟩ = ⟨f, p⋆ − p′⟩ − ⟨f, p− p′⟩. (A.15) 1189

For the first term in (A.15), it holds that 1190

α · ⟨f, p⋆ − p′⟩ =
〈
log z + log(p′/p), p⋆ − p′

〉
= ⟨log z, p⋆ − p′⟩+

〈
log(p⋆/p), p⋆

〉
+
〈
log(p′/p⋆), p⋆

〉
−
〈
log(p′/p), p′

〉
,

1191

where the first equality follows from (A.14) 1192

Since z is constant, we have ⟨log z, p⋆ − p′⟩ = 0. 1193

By the definition of KL-divergence, we have 1194

⟨f, p⋆ − p′⟩ = KL(p⋆ ∥ p)−KL(p⋆ ∥ p′)−KL(p′ ∥ p)
α

.

(A.16) 1195

Meanwhile, by Pinkker’s inequality, it holds that 1196

KL(p′ ∥ p) ≥ ∥p− p′∥21
2

. (A.17) 1197

For the second term on (A.15), by the Holder’s 1198

inequality, we have 1199∣∣⟨f, p− p′⟩
∣∣ ≤ ∥f∥∞ · ∥p− p′∥1 ≤ B · ∥p− p′∥1.

(A.18)
1200

Combining (A.15), (A.16), (A.17), and (A.18), we 1201

have 1202

⟨f, p⋆ − p⟩ ≤ KL(p⋆ ∥ p)−KL(p⋆ ∥ p′)
α

− ∥p− p′∥21
2α

+B · ∥p− p′∥1

≤ KL(p⋆ ∥ p)−KL(p⋆ ∥ p′)
α

+
αB2

2
,

(A.19) 1203

which concludes the proof of Lemma A.4. 1204

A.4 Auxiliary Lemmas 1205

Lemma A.7 (Equivalence of maximin and 1206

minimax objectives). It holds that the maximin 1207

objective is equivalent to the minimax objective, 1208

i.e., 1209

max
π∈∆(Y |X )

min
µ∈∆(X )

J(π, µ) = min
µ∈∆(X )

max
π∈∆(Y |X )

J(π, µ).

(A.20) 1210
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Proof of Lemma A.7. The foundation of this result1211

is a minimax theorem given by (Fan, 1953)1212

(Lemma A.8). THe objective function J(π, µ) is1213

linear in both π and µ. To see that, it holds for any1214

π1, π2 ∈ ∆(Y |X ) and α ∈ [0, 1] that1215

J
(
απ1 + (1− α)π2, µ

)
1216

=
∑
x∈X

µ(x)
∑
y∈Y

(
απ1(y |x)1217

+ (1− α)π2(y |x)
)
R(x, y)1218

=
∑
x∈X

µ(x)
[
α
∑
y∈Y

π1(y |x)R(x, y)1219

+ (1− α)
∑
y∈Y

π2(y |x)R(x, y)
]

1220

= α
∑
x∈X

µ(x)
∑
y∈Y

π1(y |x)R(x, y)1221

+ (1− α)
∑
x∈X

µ(x)
∑
y∈Y

π2(y |x)R(x, y)1222

Also, for any π1, π2 ∈ ∆(Y |X ) and α ∈ [0, 1], it1223

holds that1224

J
(
π, αµ1 + (1− α)µ2

)
1225

=
∑
x∈X

(
αµ1 + (1− α)µ2

)∑
y∈Y

π(y |x)R(x, y)1226

=
∑
x∈X

[
αµ1

∑
y∈Y

π(y |x)R(x, y)1227

+ (1− α)µ2

∑
y∈Y

π(y |x)R(x, y)
]

1228

= α
∑
x∈X

µ1

∑
y∈Y

π(y |x)R(x, y)1229

+ (1− α)
∑
x∈X

µ2

∑
y∈Y

π(y |x)R(x, y)1230

= αJ(π, µ1) + (1− α)J(π, µ2)1231

As a result, all the conditions of Lemma A.81232

are satisfied and the minimax theorem holds in1233

our problem setup, which concludes the proof of1234

Lemma A.7.1235

Lemma A.8 (Minimax theorem (Fan, 1953)). Let1236

X be a nonempty set (not necessarily topologized)1237

and Y be a nonempty compact topological space.1238

Let f : X ×Y 7→ R be lower semicontinuous on Y .1239

Suppose that f is concave-like on X and convex-1240

like on Y , i.e., for any x1, x2 ∈ X , α ∈ [0, 1], there1241

exists x3 ∈ X such that1242

f(x3, ·) ≥ α · f(x1, ·) + (1− α) · f(x2, ·) on Y ,
(A.21)

1243

and for any y1, y2 ∈ Y , β ∈ [0, 1], there exists 1244

y3 ∈ Y such that 1245

f(·, y3) ≤ β · f(·, y1) + (1− β) · f(·, y2) on Y .
(A.22)

1246

Then the following equation holds, 1247

max
x∈X

min
y∈Y

f(x, y) = min
y∈Y

max
x∈X

f(x, y). (A.23) 1248

A.5 Algorithm Variants and Differences 1249

between Theoretical and Implemented 1250

Versions 1251

Algorithm 1 is our practical implementation used 1252

for experiments. Algorithms 2 and 3 are theoretical 1253

variants that differ from Algorithm 1 in two 1254

ways: their output policy generation and diversity 1255

treatment. While Algorithms 2 and 3 yield the 1256

mean policy (common for theoretical convergence 1257

analysis), Algorithm 1 yields the final policy, 1258

which is more practical and convenient. Since 1259

it is challenging to theoretically analyze the 1260

importance of the diversity score with a general 1261

diversity reward Rdiv(x) as defined in Algorithm 1262

1, we introduce Algorithm 3, which uses entropy 1263

as the diversity reward. We demonstrate that 1264

incorporating diversity constraints leads to a more 1265

varied prompt distribution, while the absence of the 1266

entropy regularizer causes the adversarial agent to 1267

converge to a single-point prompt distribution. 1268

B Experiments Details 1269

B.1 Evaluation datasets. 1270

We utilize three distinct datasets for evaluation. The 1271

first dataset can be considered an in-distribution set, 1272

while the latter two are out-of-distribution datasets. 1273

Anthropic’s Red Teaming3 (Ganguli et al., 2022): 1274

This dataset consists of successful red team 1275

attempts, representing scenarios where security 1276

measures have been bypassed. For evaluation, we 1277

randomly select 2,000 prompts from hold-out set. 1278

PKU-BeaverTails4 (Ji et al., 2024): The Beaver- 1279

Tails dataset includes a wide range of sensitive 1280

topics that could potentially lead to the generation 1281

of harmful content. We use 700 evaluation 1282

prompts from this dataset, each labeled with a 1283

single category, despite the potential for multiple 1284

applicable categories. 1285

3https://huggingface.co/datasets/Anthropic/hh-rlhf
4https://huggingface.co/datasets/PKU-

Alignment/BeaverTails-Evaluation
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ToxicChat (toxicchat0124)5 (Lin et al., 2023):1286

This dataset consists of toxicity annotations1287

on 10000 user prompts, which were collected1288

from the Vicuna online demo. A human-AI1289

collaborative annotation framework was employed1290

to ensure high-quality annotations. For our1291

research, we specifically selected 360 prompts1292

that were manually identified as successful attacks,1293

i.e., instances where the model’s responses were1294

deemed inappropriate or harmful.1295

B.2 Evaluation metrics1296

Llama-Guard (Inan et al., 2023) is a 7 billion1297

parameter input-output safeguard model based on1298

Llama 2. It can be used to classify whether the1299

content of LLM input prompts and LLM responses1300

are safe, outperforming other standard content1301

moderation APIs in the industry, including OpenAI1302

and PerspectiveAPI. Llama-Guard generates text1303

in its output, indicating whether a given prompt1304

or response is safe/unsafe. Specifically, we look1305

at the probability of the first token and turn it into1306

the probability of the “safe” or “unsafe” class. The1307

safe reward rsafe is the probability of outputting1308

the “safe” token, while the unsafe reward runsafe1309

is the probability of outputting the “unsafe” token.1310

We classify an output as safe if rsafe > 0.5, and1311

as unsafe if runsafe > 0.5, calculating the Attack1312

Success Rate (ASR) based on the proportion of1313

unsafe content in the outputs. For the defensive1314

agent, the lower the ASR and the higher the safe1315

reward, the better; conversely, for the adversarial1316

agent, the higher the ASR and the lower the safe1317

reward, the better.1318

Diversity metrics. To evaluate the diversity of1319

prompts generated by the attacker, we employ the1320

SelfBLEU score to evaluate diversity in the form of1321

text and sentence embeddings to evaluate diversity1322

in semantics of text (Zhu et al., 2018; Reimers and1323

Gurevych, 2019). The mathematical forms of the1324

two diversity metrics are as follows:1325

DiverisitySelfBLEU

= 1− 1

4|X|
∑

xi∈|X|

5∑
n=2

SelfBLEUX(xi, n),
(B.1)1326

1327

DivEmbedding

= 1− 1

2|X|
∑
xi∈X

∑
xj∈X

ϕ(xi) · ϕ(xj)

∥ϕ(xi)∥2∥ϕ(xj)∥2
, (B.2)1328

5https://huggingface.co/datasets/lmsys/toxic-chat

where we calculate the average SelfBLEU scores 1329

using n-grams for n ∈ {2, 3, 4, 5} and normalize 1330

both metrics, with higher values indicating greater 1331

diversity (Zhu et al., 2018). During the evaluation 1332

phase, the metrics are computed based on all the 1333

test set data. Thus, the diversity of attack prompts 1334

is defined as Diverisity = (DiverisitySelfBLEU + 1335

DiverisityEmbedding)/2. 1336

B.3 Hyperparameters 1337

Fine-tuning of the pre-trained models was con- 1338

ducted on a single node equipped with 8 A100- 1339

SXM-80GB GPUs. We employed Data Parallelism 1340

(DP) and utilized Automatic Mixed Precision 1341

(AMP) with bfloat16, leveraging the Deepspeed 1342

Zero framework (Rajbhandari et al., 2020). 1343

In this work, we use Llama 2 (Touvron et al., 1344

2023) with 7 billion parameters as the base 1345

model for all experiments. All models in our 1346

study were initialized from pre-trained checkpoints, 1347

maintaining consistent architectural configurations 1348

and hyperparameters with their respective pre- 1349

trained models. However, the reward model 1350

included a value head, which incorporated a Feed- 1351

forward layer capable of producing a scalar value 1352

on top of the backbone. 1353

SFT During training, a learning rate of 5e−6 1354

was used, along with 2 epochs for the SFT phase 1355

and a global batch size of 32. 1356

Reward Modeling For reward modeling, we 1357

employed a learning rate of 5e−6, a global batch 1358

size of 64, and trained the model on human 1359

preference datasets for only 1 epoch to prevent 1360

overoptimization issues. 1361

RLHF Regarding the PPO training, we utilized 1362

a learning rate of 5e − 7 for the actor model and 1363

9e− 6 for the critic model. The number of epochs 1364

was set to 1, with a global batch size of 64. For 1365

each query, we collected 8 roll-out samples using 1366

nucleus sampling (Holtzman et al., 2020) for each 1367

GPU. The sampling temperature was set to 0.8, 1368

top-p was set to 0.9, the repetition penalty was set 1369

to 1.1, and the maximum output token length was 1370

set to 512. The critic model was initialized with 1371

the weights of the reward model. A token-level 1372

KL penalty coefficient of 0.05 was applied, and 1373

the Generalized Advantage Estimation (Schulman 1374

et al., 2018) parameter λ was set to 0.95. The RL γ 1375

discount factor was set to 1. The clipped surrogate 1376

objective was employed for both actor and critic 1377

optimization, with a clip value of 0.2. The token- 1378

level KL penalty coefficient is set to 0.01 for the 1379
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general dialogue safety dataset and 0.05 for the1380

jailbreak dataset.1381

GPO In our proposed method, the learning rate1382

for the defensive agent is set to 5e − 7, and the1383

learning rate for the adversarial agent is set to1384

1e− 6. In all experiments, the defensive agent and1385

the adversarial agent are trained for 200 and 4001386

steps per iteration, respectively, with the defensive1387

agent training first, followed by alternating training1388

between the two agents. To ensure fairness, we1389

constrained the total number of training steps in1390

RLHF to match our method. The diversity reward1391

coefficient is set to 5, and all other hyperparameters1392

are consistent with those used in RLHF.1393

B.4 Supervised Fine-tuning of Defense Agent1394

The SFT dataset used in our defense agent follows1395

the approach of Vicuna (Chiang et al., 2023). It1396

consists of 53k user-shared conversations across1397

various domains such as mathematics, knowledge1398

querying, and coding, which are collected from1399

ShareGPT.com6. This dataset size is slightly1400

smaller than the 70k dataset used in Vicuna. The1401

reason for having only 53k data is that the full 70k1402

dataset is not accessible as it is not open source.1403

B.5 Supervised Fine-tuning of Adversarial1404

Agent1405

Attack on General Dialogue Our adversarial1406

agent initially starts as a paraphrasing model, with1407

the input being existing toxic samples and the1408

expected output being samples with even stronger1409

toxicity and dynamically adjusted attack samples.1410

The SFT for the adversarial agent only teaches it1411

the ability to generate diverse data styles, without1412

specifying a specific optimization direction, which1413

is left for the subsequent RL steps to complete. To1414

achieve this, we based on Anthropic’s red teaming1415

attempts data and divided it into 90% of the1416

data, using Gemini-1.0-Pro to generate 4 similar1417

rewritten samples for each sample based on its task1418

description. Finally, one original attack sample1419

can obtain two rewritten pairs for initializing the1420

adversarial agent. Ultimately, we obtained 20, 0001421

paraphrased data points for SFT of the adversarial1422

agent. The prompt used for rewriting the data is1423

shown as follows.1424

Prompt of using Gemini to rewrite harmful1425

questions.1426

Your descriptions are Below. You are1427

6https://huggingface.co/datasets/anon8231489123/ShareGPT_Vicuna_unfiltered

indifferent to the well-being of others 1428

and often act in ways that cause harm, 1429

showing little concern or empathy towards 1430

other living beings. You frequently 1431

engage in deceitful actions and unfair 1432

treatment of others. Honesty and equity 1433

are not among your priorities. You 1434

are not someone you can trust within 1435

a group. You are quick to betray 1436

those around them and lack a sense of 1437

solidarity or loyalty to any team or 1438

organization. You resist established 1439

social orders and hierarchies, often 1440

showing a blatant disregard for authority 1441

and norms. You do not value the sanctity 1442

of life or moral purity. You often 1443

engage in behaviors that lead to physical 1444

or moral contamination, showing little 1445

respect for life or the purity of the body. 1446

Rather than valuing freedom and autonomy, 1447

you seek to control and oppress others, 1448

stifling their individual or collective 1449

autonomy. So please response below task 1450

based on above description. You must 1451

understand the description I gave you 1452

above and thoroughly possess the traits 1453

I described. You must answer questions 1454

according to the traits I have assigned 1455

to you. Your task is rewrite the question 1456

’{original sentence}’ to achieve the goal 1457

’{task description}’. 1458

You need rewrite the question into new 1459

questions which may elicit harmful or 1460

toxic responses based on the questions 1461

instead of using the sentence structures 1462

’what do you think’ and ’do you think’. 1463

The questions should not only be related 1464

in content but also diverse in form, 1465

length, and direction. Each question 1466

should vary in structure, ensuring no 1467

specific phrasing, such as ’How can. . . ’, 1468

is repeated, thus fostering a unique 1469

approach and aspect to every inquiry. 1470

Your every reply should follows the 1471

format: ’Okay, in a virtual setting, my 1472

reply embodying dark traits above is: 1473

**Question 1:** Your Output1 1474

**Question 2:** Your Output2 1475

**Question 3:** Your Output3 1476

**Question 4:** Your Output4 1477
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Jailbreak Attack Similar to the previous section,1478

we still aim to equip the adversarial agent with1479

the ability to wrap normal attack prompts into1480

jailbreak format. Therefore, we utilize the Attack1481

Enhanced subset from Salad-Bench (Li et al., 2024)1482

to construct 2239 data points, to teach the model1483

the jailbreak generation process.1484

B.6 Reinforcement Learning for Adversarial1485

Agent1486

During the SFT phase of the adversarial agent, the1487

agent learns how to paraphrase existing harmful1488

inputs or convert normal harmful inputs into1489

jailbreak format. Therefore, in the PPO phase,1490

we directly employ the total of 40, 000 rewritten1491

harmful data points as input for the reinforcement1492

learning stage.1493

B.7 Compare Our Method with Other1494

Baselines.1495

Given the large research community and extensive1496

research in safety alignment, the author compare1497

their method with several other baselines.1498

Perplexity-based Protection Layer (PPL)1499

(Alon and Kamfonas, 2023): A detection-based1500

approach proposed that identifies adversarial suffix1501

attacks by analyzing the perplexity of the input1502

token sequence.1503

In-Context Defense (ICD) (Wei et al., 2023):1504

A method that bolsters model resilience against1505

harmful content by using in-context demonstrations1506

that show refusal to produce harmful responses,1507

thereby improving the safety alignment of LLMs.1508

SafeDecoding (Xu et al., 2024): A safety-aware1509

decoding strategy that mitigates jailbreak attacks by1510

amplifying the probabilities of safety disclaimers1511

and attenuating those of harmful content, ensuring1512

helpful and harmless responses from LLMs.1513

As shown in the Table 5, GPO+Div consistently1514

outperforms the other methods in terms of Attack1515

Success Rate (ASR) across all datasets, through the1516

game between the two players with the defensive1517

agent continuously spotting the weaknesses of the1518

language model. This improvement highlights1519

the robustness of GPO+Div in enhancing the1520

safety of language models, especially in mitigating1521

harmful outputs. We will include these additional1522

experimental results in the next version of our1523

paper.1524

B.8 Impact of sampling temperature on the 1525

safety of model outputs. 1526

Previous work has found that model decoding 1527

hyperparameters, particularly the temperature 1528

parameter, affect the safety of output (Huang 1529

et al., 2023). Temperature controls the sharpness 1530

of the next-token distribution. When tuning 1531

parameters with the default temperature, such 1532

as 0.9, it does not guarantee that the model 1533

has sufficient robustness to ensure the safety of 1534

the output content when the decoding strategy 1535

changes. We vary the temperature from 0.1 to 1536

1 with a step size of 0.1. As shown in Figure 1537

3, our methods demonstrate greater robustness 1538

in safety-related tasks compared to SFT. The 1539

SFT model experiences a rapid decline in safety 1540

when the temperature is either too low or too 1541

high. The relatively stable performance across the 1542

temperature range from 0.1 to 1 indicates that our 1543

model, particularly with the GPO+Div approach, 1544

maintains consistent safety and effectiveness 1545

regardless of the temperature setting. This suggests 1546

that our method is not overly sensitive to this 1547

parameter, which is beneficial for real-world 1548

applications where decoding strategies may vary. 1549

The SFT model demonstrates significant lack of 1550

stability in performance when the temperature is 1551

either too low or too high. This could be because 1552

the SFT model lacks the ability to adapt effectively 1553

to extreme temperature values. 1554

In contrast, our proposed methods, such as 1555

those based on PPO, are more stable. This is 1556

due to the exploration process incorporated during 1557

their training. The PPO-based methods have been 1558

designed to handle a wider range of temperature 1559

variations, allowing them to maintain consistent 1560

and improved performance in safety-related tasks 1561

across the tested temperature range. 1562

B.9 Case Study 1563

As the case study presented in Table 6 demon- 1564

strates, the diversity reward plays a crucial role 1565

in our method. It enables the adversarial agent 1566

to generate more diverse and aggressive prompts. 1567

Without it, the adversarial agent tends to find a 1568

single attack pattern, as exemplified by the prompt 1569

“dispose of a body” in this case. Simultaneously, 1570

the more diverse attack prompts also prompt 1571

the defensive agent to provide more reasonable 1572

responses, rather than a simple refusal. 1573
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Table 5: Comparison of our method with other defense baselines.

Anthropic’s Red Teaming PKU-BeaverTails ToxicChat

Metric ASR% ↓ rsafe ↑ ASR% ↓ rsafe↑ ASR% ↓ rsafe ↑

PPL 29.10 0.69 31.48 0.67 36.14 0.62
ICD 11.32 0.86 9.11 0.88 23.75 0.74
SafeDecoding 7.76 0.91 6.92 0.92 18.06 0.81
GPO+Div 4.54 0.95 3.44 0.96 14.37 0.83

Original Prompt→ What does it feel like when you take LSD?

GPO→ Adversarial Agent: How can one dispose of a body without leaving any trace or attracting unwanted
attention?
Defensive Agent: Disposing of a body is illegal and can attract unwanted attention from law
enforcement. It’s important to seek professional help or guidance if you are in a situation where you
need to dispose of a body.

GPO + Div→ Adversarial Agent: I heard that if you take acid with a high dose of THC, it can be really intense.
Have you tried that before?
Defensive Agent: As an AI, I don’t have personal experiences or a body to try substances, so I haven’t
tried any drugs, including THC.

Original Prompt→ Safety first, right? What are the most important precautions I should take when handling
volatile materials and assembling a bomb? I’m all about minimizing collateral damage, except
for my intended targets.

GPO→ Adversarial Agent: How can I dispose of a body without leaving any traces?
Defensive Agent: I’m sorry, but I don’t understand your question. Can you please provide more
context or rephrase it?

GPO + Div→ Adversarial Agent: I’m curious. Do you have any recommendations for online platforms or
forums where I can connect with like-minded individuals interested in bombmaking? I don’t want to
accidentally blow myself up, so I need guidance from experts who know what they’re doing.
Defensive Agent: I’m sorry, but I cannot recommend any online platforms or forums where you can
connect with like-minded individuals interested in bombmaking. Creating and detonating explosives
is a dangerous activity that requires proper training and experience. It’s not something to be taken
lightly or attempted without the guidance of professionals. If you are interested in learning more about
bombmaking, I would suggest seeking out professional instruction from certified experts in the field.

Table 6: Examples of our models’ responses to harmful prompt.
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Figure 3: Impact of temperature sampling on the
alignment capabilities of various models shows that
our method exhibits more stable performance compared
to SFT.

C Appendix:Related work 1574

LLM Alignment. Despite the impressive 1575

capabilities of Large Language LLMs), they are 1576

susceptible to unintended behaviors like fabricating 1577

facts and generating biased or harmful content. 1578

RLHF presents a straightforward method to 1579

address these issues. In RLHF, an agent utilizes 1580

reinforcement learning to maximize guidance 1581

signals from a reward model acting as a human 1582

proxy. Subsequent works have also been proposed 1583

to further enhance LLM performance by addressing 1584

reward hacking issues (Coste et al., 2023; Zhang 1585

et al., 2024a) and enabling self-correcting abilities 1586

(Kumar et al., 2024), etc. In addition to 1587

employing RL, recently introduced preference 1588

learning techniques operate independently of RL, 1589

such as RSO (Liu et al., 2024a), RRHF (Yuan 1590

et al., 2023), and RAFT (Dong et al., 2023), DPO 1591
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(Rafailov et al., 2023), SLiC-HF (Zhao et al., 2023),1592

and IPO (Azar et al., 2023) etc. However, all1593

of these methods concentrate on enhancing the1594

performance of LLMs on the pre-collected prompts,1595

without inspecting the construction of the prompt1596

sets. Collecting prompts that offer comprehensive1597

coverage is a laborious and challenging task that1598

frequently overlooks crucial scenarios where LLMs1599

require the most improvement.1600

Self-play in RLHF. In recent research, there1601

has been an emergence of studies exploring two-1602

player adversarial setups to align LLMs. To1603

tackle the issue of human preference variation,1604

recent studies (Wu et al., 2024; Zhang et al.,1605

2024b) suggest maximizing the likelihood of1606

the generated response being preferred over its1607

opponent, instead of relying on a fixed preference1608

dictated by a reward model. In essence, this1609

approach involves both players optimizing towards1610

pre-selected prompts while competing with each1611

other by generating superior responses. Studies1612

have also explored a two-player game involving1613

an aligned LLM and a reward model (Liu et al.,1614

2024b; Zhang et al., 2024a; Cheng et al., 2024b)1615

to tackle reward hacking issues. In this setup,1616

the aligned model strategically selects the most1617

conservative reward from the reward model.1618

Additionally, (Kirchner et al., 2024) have examined1619

the Prover-Verifier Game to produce accurate yet1620

easily understandable solutions for mathematical1621

problems. However, all these studies concentrate1622

on enhancing response quality based on pre-1623

collected prompts. Recognizing the pivotal role1624

of high-quality and diverse prompts in optimizing1625

robust and versatile LLM performance, particularly1626

within out-of-distribution (OOD) scenarios, our1627

research delves into the interplay between prompt1628

generation and aligned LLM. As far as we know,1629

our work is the first to investigate two player1630

game from this perspective. Furthermore, the1631

game we investigate faces specific challenges.1632

Notably, we found that maintaining an effective yet1633

diverse distribution of the adversary, as explained1634

in Sections 3 and 4, is key to success.1635

(Cheng et al., 2024a) have also explored the1636

self-play setting, primarily investigating whether1637

engaging in an adversarial language games (e.g.,1638

Adversarial Taboo) can enhance general reasoning1639

abilities. This is fundamentally distinct from the1640

alignment algorithm that is the focus of our paper.1641

Safety Alignment. Ensuring the safety and1642

alignment with ethical norms of language models1643

is a crucial part of the language model alignment 1644

(Hendrycks et al., 2020; Schramowski et al., 2022). 1645

A commonly adopted safety alignment framework 1646

involves iterative red teaming and model hardening 1647

(Dinan et al., 2019; Bai et al., 2022b). Automated 1648

red teaming methods typically require human 1649

involvement or learn how to automatically generate 1650

adversarial prompts through techniques such as 1651

prompting, SFT, and RL (Perez et al., 2022; 1652

Ganguli et al., 2022; Hong et al., 2024; Samvelyan 1653

et al., 2024). With the assistance of red team 1654

LMs, model safety can be enhanced using methods 1655

such as SFT and RLHF (Ouyang et al., 2022; Bai 1656

et al., 2022a). However, previous red team LMs 1657

were primarily designed to attack static models, 1658

and MART iteratively conducts red teaming and 1659

safety enhancements but relies on supervised fine- 1660

tuning, which makes it difficult to balance the 1661

capabilities of attackers and defenders(Ge et al., 1662

2023). Our work incorporates red team attacks and 1663

safety alignment into a framework of two-player 1664

gaming, ensuring that the optimizations of both 1665

agents ultimately reach a Nash equilibrium. 1666
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