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ABSTRACT

With the growing popularity of large language models (LLMs), some concerns
have been raised, such as misinformation, plagiarism, and deceptive reviews.
Building an efficient and robust Al-generated text (AIGT) detection system has
become an urgent demand. To comprehensively assess the robustness of detec-
tors prior to deployment, evasion methods gradually attract the attention of the
research community. Existing evasion methods mainly fine-tuned LLMs to align
their outputs with human-written text (HWT), which required substantial data and
computational resources. Moreover, although leveraging model editing to directly
modify the weights of LLMs can significantly reduce the training costs, the eva-
sion performance is not significantly enhanced due to intrinsic limitation of the
model-editing theory. To address these limitations, we propose Representation
Editing Attack (R-EAT), a training-free evasion method. R-EAT first constructs a
difference space between AIGT and HWT. Then, it dynamically edits LLM hidden
representation during generation by removing their projections onto this space,
thereby encouraging the model to produce more human-like texts. Through theo-
retical analysis, we demonstrate that R-EAT achieves superior performance by di-
rectly editing hidden states, thereby eliminating the inherent limitations of model
editing while preserving its advantages in sample and time efficiency. Experimen-
tal results demonstrate that the R-EAT effectively reduces the average detection
accuracy of 8 AIGT detectors across texts generated by two different LLMs.

1 INTRODUCTION

Large language models (LLMs) such as deepseek (DeepSeek-All 2024), GPT-4 (OpenAl, [2024)
and Qwen (QwenTeam, [2025) have made a profound impact on both industrial and academic fields.
Despite their impressive performance, LLMs have also raised significant concerns regarding their
potential misuse, such as fake news (Su et al., |2024; [Hu et al., [2024)), academic dishonesty (Wu
et al., 2023} Zeng et al., 2024) and deceptive comments designed to manipulate public percep-
tion (Mireshghallah et al.,[2024). In response to these emerging threats, there is an increasing em-
phasis on developing robust and reliable methods for detecting Al-generated texts (AIGT) (Mitchell
et al.,[2023b; Yang et al.| [2024} |Verma et al., 2024)).

Existing AIGT detection methods can be broadly categorized as statistical-based methods (Hans
et al., 2024b; [Bao et al., 2025 [Xu et al.| [2025) and classifier-based methods (Tian et al., 2024}
Huang et al., [2024; |Guo et al. [2024). Although these detectors have achieved strong detection
performance, their reliability and robustness in the face of malicious attacks remain to be explored.
Therefore, research on AIGT detection evasion methods has drawn widespread interest.

The evasion detection methods aim to decrease the detection probability of AIGT. Previous studies
(Krishna et al., 2023} [Zhou et al.l |2024; [Wang et al., 2024} |Sadasivan et al.| 2025) focus on post-
processing methods which required reprocessing each text after generation. While these methods
can effectively bypass AIGT detectors, especially when the target detector is accessible, they often
degraded text quality and introduced additional computational overhead. Some researchers (Nicks
et al.l 2023} |Pedrotti et al.l 2025) have aligned LLM outputs with HWT directly by constructing
preference datasets and fine-tuned the models using reinforcement learning techniques such as direct
preference optimization (DPO) (Rafailov et al.,|2023b). (Pedrotti et al., [2025) first directly fine-tune
the LLM with DPO (DPO-1), and then perform another round of DPO fine-tuning based on the
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Figure 1: Paradigm of evasion methods. Figure 2: Comparison of evasion meth-

ods.

outputs of the DPO-1 model (DPO-2) to further improve performance. As the number of parameters
in LLMs continues to rise, the resources needed for fine-tuning them have grown significantly as
well. To minimize resource consumption, (Wang et al., [2025) proposed humanized proxy attack
(HUMPA), which overrode the predictions of a large model (such as Llama2-13B and Llama3-
70B (Al@Meta, 2024)) by using a fine-tuned, smaller humanized model (such as Llama2-7B and
Llama3-8B) during decoding. This method achieved remarkable evasion performance avoiding the
need to directly fine-tune LLMs with ultra-large-scale parameters. We observe that fine-tuning an
8B model with Low-Rank Adaptation (LoRA) (Hu et al., 2022b) on an NVIDIA A800 GPU still
takes about two hours. This significant cost motivates the exploration of more efficient, training-free
alternatives. One plausible training-free direction, which we explore for the first time in this work, is
to adapt the concept of model editing. As recent studies (Uppaal et al.| [2025) in other domains have
shown, model editing can alter model behavior by directly modifying the weights of feed-forward
networks based on a constructed ’difference space’. However, before even implementing this, our
theoretical analysis predicts a critical performance limitation: because of the architecture’s residual
connections, the output from preceding, unmodified layers is added back to the output of an edited
layer. This process effectively dampens or counteracts the intended edits, placing a ceiling on the
overall evasion performance. This finding highlights the urgent need for more practical and efficient
evasion strategies for AIGT detection evasion.

As shown in Figure[I] we observe that both fine-tuning and model editing ultimately aim to indirectly
alter the hidden representations (h*) by modifying the model parameters (fp). This observation
motivates a more direct and elegant approach: Instead of navigating the complex and constrained
process of parameter modification, why not directly edit the hidden representations h to obtain the
desired h*? Based on this, we propose Representation Editing ATtack (R-EAT), a training-free de-
tection evasion method based on representation editing. Specifically, we first collect representations
of HWTs and AIGTs at layer j of the LLM to construct a difference space between them. During the
text generation process, we modify the LLM’s hidden representations at layer j by removing their
projection onto the difference space, thereby guiding the model to produce more human-like text. As
shown in Figure 2] R-EAT significantly improves evasion performance compared to state-of-the-art
methods. We conduct theoretical analysis of R-EAT in comparison with existing methods. By lever-
aging singular value decomposition (SVD) to extract the primary discriminative directions of the
difference space, R-EAT not only improves performance but also significantly reduces the data and
time consumption required by DPO-based fine-tuning methods. In addition, we model the editing
performance of R-EAT and model-editing-based methods to provide a more intuitive comparison
between them. R-EAT operates directly on hidden states, thereby eliminating the inherent limita-
tions of model editing. Typically, R-EAT needs to adjust only the last few layers to achieve strong
evasion performance, which further reduces total computational costs compared to model editing.
Experimental results on Llama2-13b show that R-EAT effectively reduces the average detection ac-
curacy of eight detectors, with decreases of 24.45% and 17.96% on the two datasets, respectively.
Our main contributions can be summarized as follows:
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* We propose R-EAT, a representation edit-based training-free attack method. It directly
modifies hidden representation of LLMs to evade Al-generated text detection, offering a
more efficient and cost-effective optimization path compared to previous methods.

» Through theoretical analysis of existing detection evasion methods, we demonstrate that R-
EAT achieves stronger performance even with single-layer editing, while requiring neither
training nor large amounts of data.

* Experiments on Llama2-13b and Qwen3-14b demonstrate that R-EAT significantly reduces
the average detection accuracy across eight detectors on two datasets, while also exhibiting
strong advantages in time efficiency, sample requirements, and text quality preservation.

2 RELATED WORK

2.1 AIGT DETECTION METHODS

Statistical-based methods distinguish HWT from AIGT by exploiting the statistical feature differ-
ences between them. DetectGPT (Mitchell et al., [2023a) measured the log probabilities difference
between original and perturbed texts. Binoculars (Hans et al.|[2024b)) calculated the log perplexity of
the text using an “observer” LLM, while a "performer” LLM generated next-token predictions, with
perplexity determined by the observer’s evaluation. Lastde and Lastde++ (Xu et al.| 2025) analyzed
the differences between the local volatility and global likelihood of the token probability sequence
(TPS) in the text. These methods achieved excellent detection performance and demonstrate strong
generalization across text generated by various LLMs.

The classifier-based of methods involves training models on large labeled datasets to detect AIGT.
Previous work (Guo et al., [2023} [Tian et al., |2024)) fine-tuned pre-trained language models using
different methods. These methods achieved strong detection performance in detecting datasets be-
longing to the same domain as the training set, but usually failed when faced with datasets that are
not in the domain of the training set. To enhance the generalization ability of model in known target
domains, Ghostbuster (Verma et al., 2024) took a series of weaker language models as input, per-
formed a structured search over possible feature combinations, and then trained a classifier based
on the selected features to improve its generalization. Radar (Hu et al.| 2023)) employed adversarial
learning to jointly train a text paraphraser and an AIGT detector. The paraphraser generates realistic
content to evade detection, while the detector leverages feedback from the paraphraser to optimize
itself, significantly enhancing its robustness against LLM paraphrasing attacks. DP-Net (Zhou et al.,
2025) enhanced the generalization and robustness of the detector by adding dynamic perturbations
to the text embeddings during training to simulate domain shift scenarios. (Chakraborty et al.|[2023)
have thoroughly analyzed the possibilities of AIGT detection and theoretically demonstrated that, as
long as the distributions of AIGTs and HWTs are not exactly the same, detection remains feasible
by simply increasing the number of samples.

2.2 DETECTION EVASION METHODS

To reveal vulnerabilities in Al detectors before they are deployed in real-world applications, (Kr-
1shna et al.| [2023) fine-tuned TS (Raffel et al.,[2020) enabling the model to perform diverse modifi-
cations and paraphrasing of text without altering its original meaning. (Zhou et al.,2024)) performed
synonym replacement on the important token in text with highest score until it can not be detected
by the proxy detector. These methods require individual modifications for each text, resulting in
substantial time consumption. To encourage LLMs to generate human-like texts directly, some
researches (Nicks et al.| [2023; [Pedrotti et al.,|2025) fine-tuned the LLM using direct preference op-
timization. Furthermore, (Wang et al., 2025) proposed Humanized proxy attack (HUMPA), which
fine-tunes a proxy small model using DPO and modifies the output probabilities of the target LLM
based on the probability changes before and after fine-tuning the proxy model. This method achieved
remarkable evasion performance while significantly reducing significantly resource consumption re-
quired for fine-tuning LLMs with large-scale parameters. However, this method essentially does not
address the resource consumption caused by fine-tuning. Therefore, we propose R-EAT, a training-
free detection evasion method. Its detail will be introduced in the following sections.
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3 METHOD

3.1 TASK DEFINITION

AIGT Detection. The task aims to classify whether a given text sequence y = [y1,...,yr| € Y
is Al-generated or human-written. Given a detector M, the probability that it assigns to the text
sequence y being generated by Al is Pys(y). If Py (y) is greater than a threshold -, the detector
classifies the text as Al-generated; otherwise, it classifies it as human-written.

Detection Evasion. We denote the generative processes of AIGT and HWT as 745 and 77, respec-
tively. Given a prompt x € &, the goal of the task is to find a new generation strategy 7’ ;, such that
7% (y|x) is as close as possible to 7z (y|z). Formally, the task is to solve the optimization problem:

= argmanﬂAI ylx) log ((y|)) (1)
yeY yir

3.2 R-EAT

To compensate for the differences between AIGT and HWT, we propose R-EAT, a training-free
detectionn evasion method. R-EAT first constructs a difference space between AIGT and HWT
at layer j € [1,2,..., L], where L is the total number of layers in the target LLM. During text
generation, we directly modify the hidden state of the layer j to steer the LLM toward producing
more human-like text.

Difference Space Construction. To construct the difference space between HWT and AIGT, we
first build a preference dataset D := {(a:z, vy ) MY, where y;t ~ mp(|lzi), y; ~ maz(-|z;) and
N is the number of samples. For each yl € Yt andy; € Y, we feed them into the target LLM
to extract the hidden representations of last token from layer j, denoted as h+ € RYand h; ;€ R4,
respectively. We stack these representations respectively as H; + JH € RN *d and the dlfference
matrix Z; € RV*4 s calculated as:

Z; = H- — H}. @)

As shown in Appendix E we find that the mean directions of H and H ; are aligned with their
respective un-centered top right singular vectors, and that these mean directions are also aligned with
each other. Therefore, we assume that the H T and H j_ share the same mean direction. To focus
on the directions that are orthogonal to the overall human representation, we remove the component

along the mean direction o~f H;r Specifically, given the mean vector i_Lj =5 ZZ 1 h; J,
centered difference matrix Z € RV > is calculated as:
_ B ()T
z,=z,r- "%y, (3)
1R 13

Finally, we apply singular value decomposition (SVD) on to extract the most discriminative compo-
nents between HWT and AIGT:

Z;=USVT, )

where U € RV*4 is the left singular matrix, § € R?*? is diagonal matrix containing the singular
values and V' € R?*9 is the right singular matrix.

We select the all right singular vectors whose cumulative explained variance exceeds a threshold
7 = 90%, and use them to form the difference space basis matrix at layer j:

Bj = [’l]l,’l)g,...,’l)i,...,'l)k} e Rka, (5)

where v; represents the i, right singular vector and d is the dimension of the hidden state.

Representation Editing. After obtaining the difference space for the layer 7, we modify the hidden
state of the last token at the layer j during text generation. Specifically, during the text generation
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prompt: A Texas woman has filed a lawsuit against th prompt: At the beginning of the seventies Italian sports car

Orignal output: A Texas woman has filed a lawsuit | ! Orignal output: At the beginning of the seventies Italian !
against the state of Texas alleging that a state- i i sports car manufacturer Ferrari started to develop a new |
mandated vaccination program for foster children... i | i

Model Editing: A Texas woman has filed a lawsuit

i ; ! Model Editing: At the beginning of the seventies Italian i
i against th...\nA Texas woman has filed a lawsuit ' 1 sports car ma..\n1970s, 70s, Alfa Romeo, Alus...\nAt the i

against the state's...\nA Texas woman has filed a...

beginning of the seventies, Italian sports car ...

i R-EAT(ours): A Texas woman has filed a lawsuit
i against thesleepaway camp where her 7-year-old son |
died last summer, alleging negligence led to his .... ;

'
' '
' 1
N N =A== NN N e |

R-EAT(ours): At the beginning of the seventies Italian !
sports car maestros Ferrari were facing financial difficulties i

Figure 3: Case study of the text generated after employing the R-EAT and model editing on the
Llama2-13b. The yellow highlighted parts indicate garbled text.

process of the LLM, for a given prompt x,.,,, we first extract the hidden state of the last token
hne% j at the layer 5. And then, we remove its projection onto the difference space Bj, leading to a
modified hidden representation:

hoewj = (I = aBj(B;) Dhuew.js (6)
where « denotes the hyperparameter controlling the editing strength. The language model then
continues generating text based on Ayeq 5.

3.3 ANALYSIS

In this section, we provide a theoretical comparison between R-EAT and existing fine-tuning-based
and model-editing-based methods, and reveal the advantages of R-EAT. Previous detection evasion
methods used DPO to fine-tune LLM to align their outputs with HWTs. As demonstrated in (Uppaal
et al., [2025), the DPO objective inherently involves modeling the discrepancy between two hidden
states. In contrast to DPO, SVD directly computes the principal components of the difference space
via a low-rank decomposition, achieving an optimal low-rank approximation with greater sample
efficiency and faster convergence. Based on this insight, (Uppaal et al., 2025)) indicated that once
the difference space is established, model editing offers a training-free alternative to attain effects
comparable to DPO. We model the editing performance of detection evasion methods to provide a
more intuitive comparison between model editing and R-EAT. Given a selected set of layers S to be
edited, the total editing performance E,,(S) and E,.(S) for model editing and R-EAT are given by:

En(S)~ Y €', E.(S)~) e}, @)
jes jes

where e’ and e’ represent the editing performance of employing model editing and R-EAT at layer
7 on the model’s final detection-evasion performance, respectively. When the modifications intro-
duced at each edited layer are sufficiently small, their effects on the final hidden representation pass
through the residual connections and can be well approximated by first-order Taylor expansion. As a
result, the overall editing performance E/(S) can be regarded as the approximate linear accumulation
of the per-layer contributions. The detailed derivation is provided in Appendix

Consider a single layer in transformer-based LLMs, the hidden representation h; at layer j is ob-
tained by:

h; = h_, + FFEN(LN(R)_,)), ®
Ly =hj_1 + MHA(LN(h;_1)), )

where h;_; represents the hidden representation from the previous layer. h;._l denotes the output

of applying multi-head attention (A H A(-)) with a residual connection to h;_;. LN(-) denotes the
layer normalization function. F'F N (-) is a feed-forward network, defined as:

FEN(h;_) = Wy jz; = Wy j(o(W1LN (k) _,))), (10)

j—1
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where o is an activation function, W and W5 ; are weight matrices. According to key-value the-
ory (Geva et al., 2020), the model edit-based methods is aligned with the target through by directly
editing Wy, XE In contrast, our R-EAT directly edits the hidden representation h ;. The hidden repre-

sentations h™ and A", resulting from applying model editing and R-EAT respectively to the layer 7,
are formally defined as:

R =h,_ + (I — P)Waz;, h}=(I—P)(h_ +Wa;z;), (11)

where P; = B;(B;)" refers to the projection matrix of the difference space at layer j. Eq. .
reveals a fundamental flaw in model-editing: edits applied to the feed-forward network are consis-
tently diluted by the unmodified signal reintroduced via the residual connection. This architectural
bottleneck places a hard ceiling on the method’s overall evasion capabilities. We employ the ratio
R of e’ and e’" to further compare the editing performance of these two methods on single layer,
which 1s defined as:

_ ||67§7-L||F - ||hj*fl§|\F _ 1By (RG_y + Wajz))l e i (12)
lef'lle |lh; — B ||p 1P;W2 ;2]

where || - || ¢ is Frobenius norm (Bottcher & Wenzel, |2008). The detailed derivation is provided in
Appendix [C.2] From Eq.[I2] it can be observed that, within the same layer, editing the hidden state
has a more significant effect than editing the weight matrix W5 ;. Additionally, R-EAT becomes
increasingly more effective in deeper layers. Moreover, it typically requires modifying only the
last few layers to achieve a similar effect, which leads to lower overall computational cost and a
smaller impact on text quality compared to model editing, as illustrated in Figure [3| We provide a
comprehensive experimental study in the next section to evaluate the effectiveness of R-EAT.

4 EXPERIMENTS

4.1 DATASETS

We conduct main experiments on two datasets, including OpenWebText (Gokaslan et al., [2019)
and WritingPrompts (Fan et al.| [2018). To verify the effectiveness of our method, we also conduct
additionally experiments on PubMedQA Jin et al.| (2019) and SQuAD (Rajpurkar et al.,|2016). The
detailed results can be found in the Appendix We randomly select 3,000 human-written texts
from each dataset. Their first 8 tokens served as prompts for the LLM to generate the corresponding
Al-generated texts. The data were split into training, validation, and test sets in a 7:1.5:1.5 ratio.
For fine-tuning-based methods, the entire training set was used. In contrast, for R-EAT, only 500
sentences from the training set were selected to construct the difference space. We evaluate the
impact of sample size on R-EAT performance, and the corresponding results are presented in section

4.2 DETECTORS

We conduct experiments using eight detectors, which can be grouped into two main categories: (1)
Classifier-based detector, including RoBERTa-base and RoBERTa-large (Solaiman et al.l [2019).
(2) Statistical-based detector, including Likelihood (Solaiman et al., 2019), Entropy (Gehrmann
et al.,2019), DetectLRR (Su et al., 2023)), Binoculars (Hans et al.,2024b)), Lastde and Lastde++ (Xu
et al.| [2025)). Details of these detectors can be found in the Appendix@

4.3 BASELINES

We employ four evasion methods as baselines to evaluate the effectiveness of R-EAT, including (1)
DPO-1 (Pedrotti et al., 2025) directly fine-tunes the target LLM using DPO. (2) DPO-2 (Pedrotti
et al.; 2025) uses the outputs generated by the DPO-1 fine-tuned LLM to perform a second DPO
fine-tuning, further refining the model. (3) HUMPA (Wang et al.| 2025) first fine-tunes a small
language model using DPO as a proxy. During text generation, the proxy model is used to adjust the
logits of the target LLM, guiding it to produce more human-like text. (4) ModelEditing (Uppaal
et al.| 2025)) treats model editing as robust denoising with a single-step DPO. We introduce it to the
evasion detection task for the first time and use it as a baseline for comparison. Implementation
details of these Methods can be found in the Appendix
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Table 1: Comparison of AUROC across different detectors on OpenWebText and WritingPrompt
using Llama2-13b. The best results are highlighted in bold.

Datasets Detector | Base HUMPA DPO-1 DPO-2 ModelEditing | R-EAT

RoBERTa-base | 0.9808 0.9616 0.8569 0.8362 0.9726 0.8004
RoBERTa-large | 0.9670 0.9609 0.8899 0.8811 0.9670 0.7831
Likelihood 0.9537 0.0667 0.5266 0.5355 0.8692 0.6613
Entropy 0.3527 0.9520 0.6355 0.6052 0.4927 0.2534
DetectLRR | 0.9688 0.2406 0.6094 0.6237 0.9458 0.7217

OpenWebText  pi ilars | 0.8998  0.8789  0.9233 0.8934 0.9287 0.7504

Lastde 09782 0.6122 0.7099 0.7432 0.9622 0.7589

Lastde++ | 0.9793 0.6178 0.6459 0.6366 0.8663 0.3949

Average 0.8850 0.6613 0.7247 0.7194 0.8756 0.6405

RoBERTa-base | 0.9715 0.9662 0.8558 0.8680 0.9873 0.6991

RoBERTa-large | 0.9437 0.9246 0.8918 0.8757 0.9524 0.6604

Likelihood | 0.9843 0.8468 0.5536 0.5578 0.9694 0.8326

Entropy 0.1260 0.5336 0.5534 0.5317 0.3615 0.1613

» DetectLRR | 0.9864 0.9096 0.5703 0.5914 0.9775 0.8314
WritingPrompt

Binoculars 0.9389 0.9017 0.8673 0.8610 0.9102 0.7376
Lastde 0.9990 0.9921 0.7042 0.7188 0.9928 0.8977
Lastde++ 0.9905 0.9637 0.6399 0.6110 0.9846 0.6827
Average 0.8675 0.8798 0.7045 0.7019 0.8920 0.6879

4.4 EVALUATION METRICS

Following previous work, we evaluate the effectiveness of the methods using the area under the re-
ceiver operating characteristic curve (AUROC). We also report the area under the precision-recall
curve (AUPRC), with the results provided in the appendix To evaluate the impact of detec-
tion evasion methods on text generation quality, we report BERTScore-F1 (Zhang et al. 2019),
|Aperplexity| (|APPL|), and |AEntropy|, where A denotes the difference in each metric between
texts generated before and after applying the methods. Additionally, we invite 5 participants with ex-
tensive experience in using LLMs to rate the generated texts in terms of fluency, semantic accuracy,
and the probability of being Al-generated.

4.5 IMPLEMENTATION SETTING

We conduct experiments using Llama-2-13b-chat-hf (Touvron et al.| [2023)) and Qwen3-14b (Qwen-
Team, [2025). In HUMPA, we use Llama-2-7b-chat-hf and Qwen3-8b as the proxy small models,
respectively. The experimental results of qwen3-8b are provided in Appendix [F4] Additionally, we
construct the difference space using the right singular vectors whose cumulative variance contribu-
tion exceeds 7 = 90%. In our main experiments, edits are applied only to the last three layers of the
target LLM, and the editing strength o = 0.7. All experiments are conducted on a single NVIDIA
A800 GPU.

4.6 EXPERIMENTAL RESULTS

Detection Evasion Performance. Table [I] shows the AUROC scores across eight detectors
for Llama2-13b on the OpenWebText dataset and WritingPrompt dataset after applying different
detection-evasion methods. It can be observed that R-EAT achieves the highest average evasion
performance on both datasets compared to other methods. Notably, applying R-EAT reduces the
average detection accuracy of generated text from 88.50% to 64.05% on the OpenWebText dataset.
Additionally, we observe that R-EAT is less effective than other methods on some statistical-based
detectors including Likelihood and DetectLRR across both datasets. We argue that this is be-
cause fine-tuning updates all parameters across layers, thereby inducing a global shift in token
selection probabilities. Meanwhile, we find that R-EAT consistently outperforms other methods
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Table 2: Llama-generated text quality evaluation on OpenWebText dataset. In the table, flu., sem.,
and prob. are human evaluation metrics, representing fluency, semantic accuracy, and the probability
of being Al-generated, respectively. The best results are highlighted in bold, while the second-best
results are underlined.

Methods | BERTscoret |APPL|| |AEntropy| | flu.t Sem.?T prob. |

DPO-1 0.8068 93.0307 1.2379 3.5438 3.4638 2.8125
DPO-2 0.8065 118.6315 0.4756 3.6000 3.4438 2.7612
HUMPA 0.7819 93.0307 1.2379 2.8075 2.8225  3.1887
ModelEdit 0.7884 10.5727 0.0938 3.4025 3.3013  2.6238
R-EAT 0.7595 1.7057 0.4206 3.5336  3.4513 2.5188

against classifier-based detectors, indicating that R-EAT indeed al-

ters the global distributional properties of the generated text. Figure

illustrates that applying R-EAT shifts the distribution of Llama-

generated texts toward greater alignment with HWTs. Further ex-

periments on additional detectors, including Fast-detectGPT (Bao

et all [2023), Radar (Hu et al.l [2023), Text Fluoroscopy |Yu

et al.| (2024)and ImBD |Chen et al.| (2025), are presented in Ap-

pendix [F.2] To evaluate the generalization of the difference space

across different corpora, we construct the difference space on AT (original
Llama2/OpenWebText and apply it to guide text generation on the AIGT (R-EAT)
WritingPrompts dataset (refer to R-EAT,,4). The results show that T
R-EAT,,q even outperforms the baseline method trained directly

on WritingPrompts, with performance only slightly lower than con-  Figure 4: T-SNE visualiza-
structing the space using WritingPrompts itself. These results show tion.

that R-EAT has strong generalization ability. Detailed experimental

results can be found in the Appendix [F-3]

Evaluation of Generated Text Quality. We evaluate text quality using both automatic met-
rics and human judgments. In the human evaluation experiment, we collecte 100 texts mod-
ified by each evasion method and asked 8 experienced LLM users to assess them along
three dimensions: fluency, semantic clarity, and likelihood of AI generation. The rat-
ings ranged from 1 to 5, where a higher fluency score indicates smoother text, a higher
semantic score reflects better interpretability, and a higher

Al-probability score denotes a greater chance of being . “
recognized as Al-generated. As shown in Table 2] R- P Z gﬁg’?
EAT outperforms the three fine-tuned baselines on all au- ® DPO-2
tomatic metrics, indicating its effectiveness in mitigating _ ™" A Model Editing
the negative impact on the quality of AIGT. Addition- g‘“"“’ 5 ; * REAT
ally, we find that although model editing achieves the best = =T a | ™
scores on BERTScore and | AEntropy], its performance is o0 P - :
rated worse in human evaluation compared to R-EAT. oo |1 et RS0 B

R & ! Uama2-13b  Qwen3-14b
Time Efficiency. We evaluate the time cost of different Llama2-13b Qwen3-14b

methods. For the three fine-tuned approaches, we mea-

sure the training time, while we report the time required Figure 5: Time consumption experi-
to construct the difference space for ModelEditing and R-  ments on the OpenWebText dataset.
EAT. As shown in Figure[5] R-EAT substantially reduces

time consumption, significantly improving the efficiency compared to existing detection evasion
methods. In addition, Figure [5 also indicates that HUMPA, despite fine-tuning only a small proxy
model, can incur higher time costs than directly fine-tuning the LLM (DPO-1, DPO-2). This is
because we set the overall number of training epochs for HUMPA to be three times that of DPO
in our experiments to achieve better detection evasion. Detailed implementation settings for these
baselines can be found in Appendix [E]
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4.7 HYPERPARAMETER ANALYSIS

We conduct hyperparameter analysis to study the sensitivity of our method to different settings.

Impact of the cumulative variance threshold 7. An increase in 7 leads to a greater number of
singular vectors used to construct the difference space. As shown in Figure 6] this allows the space
to capture the distinctions between HWT and AIGT more accurately, which in turn improves evasion
performance.

Impact of editing strength a. This parameter o controls the proportion of the target directional
component removed from original hidden representation. As depicted in the Figure[7} increasing o
in R-EAT initially enhances evasion performance, as larger hidden-state modifications push gener-
ated text further from Al features and closer to human-like style. However, beyond a certain value
(e.g., when o = 0.7), increasing o degrades the semantic quality of the generated text, leading to
a decline in performance. We evaluate the PPL of the generated texts at different editing strengths,
which supports our hypothesis, as shown in the Appendix [F.3]

Impact of the number of samples. As shown in Figure [8] increasing the sample size gradually
increases the time needed to build the space. Additionally, we find that constructing the difference
space with only 100 samples is sufficient to reduce the average detection accuracy of eight detectors
to 48.99%. However, as the sample size increases, the evasion performance starts to degrade. As
provided in Appendix we find that the number of singular vectors satisfying 7 > 90% increases
with sample size, indicating a rise in the complexity of the difference space. Additionally, the
cosine of the principal angle between the difference space constructed with 200 samples and the one
built with 100 samples is the lowest, suggesting that larger sample sizes introduce more noise and
suboptimal features. This results in a decline in evasion performance. Although the performance
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begins to recover with larger sample sizes, it still does not reach the optimal level observed with 100
samples.

Impact of the number of layers edited. As illustrated in Figure 0] when editing a single layer,
the performance of the edit improves as the layer index increases. For instance, editing layer 36
reduces the average detection rate to 43.02%, while editing layer 38 further lowers it to 39%. This
is because when the edited hidden vectors are passed to the subsequent layers, they are still influ-
enced by the model features encoded in the deeper layers, which ultimately degrades the evasion
performance. The effect is more pronounced when the edited layer is closer to the beginning of
the model. Interestingly, when only the last layer’s hidden vectors are edited, the performance ac-
tually worsens. We believe this occurs because the last layer mainly maps hidden representations
to output probability distributions, and modifying it alone only slightly adjusts the output without
significantly altering the model’s generation strategy, which limits the effectiveness of the evasion.
Additionally, for multi-layer editing, a clear trend emerges: the more layers that are edited, the better
the evasion performance, which aligns with the cumulative effect observed in Section[3.3] However,
we also observe that editing both layers 38 and 39 results in worse performance compared to editing
only a single layer. We attribute this phenomenon to the large edits introduced at layer 38, which
cause higher-order terms in the nonlinear transformations to become significant. This aligns with
the remark made in Appendix [C.I] Experiments with a small editing strength (o = 0.5) are also
performed to validate our analysis, with results provided in the Appendix [F.8]

5 CONCLUSION

In this paper, we propose R-EAT, which is a novel, training-free method for evading detection
through representation editing. By constructing a difference space between the hidden states of
AIGT and HWT at the layer j and removing their projections onto this space, R-EAT effectively en-
courages the LLM to produce more human-like text. Compared with prior methods, R-EAT delivers
strong detection evasion performance with remarkable time and sample efficiency, achieving sub-
stantial improvements using only 500 samples. Additionally, we suggest several potential strategies
to defend against R-EAT, which are presented in the appendix
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This work investigates methods for evading Al-generated text detection. Our goal is strictly
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community better understand the limitations of current detectors and ultimately contribute to the de-
velopment of more robust and secure Al systems. Our findings should therefore be viewed as a step
toward improving Al safety, fairness, and trustworthiness, rather than as a means of circumventing
responsible deployment practices.

REPRODUCIBILITY STATEMENT

The code required to reproduce all experiments has been submitted as supplementary material. The
appendix contains: (i) the LLM usage statement [A] (ii) derivations of the formulas presented in
the paper [C] (iii) the implementation details of the detectors [D} (iv) the implementation details of
baselines [El (v) all additional experimental results B and (vi) potential defense strategies

REFERENCES

Al@Meta. Llama 3 model card. 2024. URL https://github.com/meta—1lama/
llama3/blob/main/MODEL_CARD.md.

Ebtesam Almazrouei, Zaid Alyafeai, Hamza Alobeidli, Ahmed Alshamsi, and et al., 2023. URL
https://falconllm.tii.ae/. Work in progress, not peer-reviewed yet.

10


https://github.com/meta-llama/llama3/blob/main/MODEL_CARD.md
https://github.com/meta-llama/llama3/blob/main/MODEL_CARD.md
https://falconllm.tii.ae/

Under review as a conference paper at ICLR 2026

Guangsheng Bao, Yanbin Zhao, Zhiyang Teng, Linyi Yang, and Yue Zhang. Fast-detectgpt: Effi-
cient zero-shot detection of machine-generated text via conditional probability curvature. arXiv
preprint arXiv:2310.05130, 2023.

Guangsheng Bao, Yanbin Zhao, Juncai He, and Yue Zhang. Glimpse: Enabling white-box methods
to use proprietary models for zero-shot LLM-generated text detection. In The Thirteenth Interna-
tional Conference on Learning Representations, 2025. URL https://openreview.net/
forum?id=an3fugFA23.

Albrecht Bottcher and David Wenzel. The frobenius norm and the commutator. Linear algebra and
its applications, 429(8-9):1864-1885, 2008.

Souradip Chakraborty, Amrit Singh Bedi, Sicheng Zhu, Bang An, Dinesh Manocha, and Furong
Huang. On the possibilities of ai-generated text detection. arXiv preprint arXiv:2304.04736,
2023.

Jiaqi Chen, Xiaoye Zhu, Tianyang Liu, Ying Chen, Chen Xinhui, Yiwen Yuan, Chak Tou Leong,
Zuchao Li, Long Tang, Lei Zhang, et al. Imitate before detect: Aligning machine stylistic pref-
erence for machine-revised text detection. In Proceedings of the AAAI Conference on Artificial
Intelligence, volume 39, pp. 23559-23567, 2025.

DeepSeek-Al. Deepseek-v3 technical report, 2024. URL https://arxiv.org/abs/2412.
19437,

Angela Fan, Mike Lewis, and Yann Dauphin. Hierarchical neural story generation. arXiv preprint
arXiv:1805.04833, 2018.

Sebastian Gehrmann, Hendrik Strobelt, and Alexander M Rush. Gltr: Statistical detection and
visualization of generated text. arXiv preprint arXiv:1906.04043, 2019.

Mor Geva, Roei Schuster, Jonathan Berant, and Omer Levy. Transformer feed-forward layers are
key-value memories. arXiv preprint arXiv:2012.14913, 2020.

Aaron Gokaslan, Vanya Cohen, Ellie Pavlick, and Stefanie Tellex. Openwebtext corpus. http:
//Skylion007.github.io/OpenWebTextCorpus, 2019.

Biyang Guo, Xin Zhang, Ziyuan Wang, Minqi Jiang, Jinran Nie, Yuxuan Ding, Jianwei Yue, and Yu-
peng Wu. How close is chatgpt to human experts? comparison corpus, evaluation, and detection,
2023. URL https://arxiv.org/abs/2301.07597.

Xun Guo, Shan Zhang, Yongxin He, Ting Zhang, Wanquan Feng, Haibin Huang, and Chongyang
Ma. Detective: Detecting ai-generated text via multi-level contrastive learning. In A. Glober-
son, L. Mackey, D. Belgrave, A. Fan, U. Paquet, J. Tomczak, and C. Zhang (eds.), Advances in
Neural Information Processing Systems, volume 37, pp. 88320-88347. Curran Associates, Inc.,
2024. URL https://proceedings.neurips.cc/paper_files/paper/2024/
file/all7a3cdb4b7affad04618c77c2fbl8b—Paper—Conference.pdf.

Abhimanyu Hans, Avi Schwarzschild, Valeriia Cherepanova, Hamid Kazemi, Micah Goldblum,
Jonas Geiping, and Tom Goldstein. Spotting llms with binoculars: Zero-shot detection of
machine-generated text. arXiv preprint arXiv:2401.12070, 2024a.

Abhimanyu Hans, Avi Schwarzschild, Valeriia Cherepanova, Hamid Kazemi, Aniruddha Saha,
Micah Goldblum, Jonas Geiping, and Tom Goldstein. Spotting llms with binoculars: Zero-
shot detection of machine-generated text. In International Conference on Machine Learning,
pp. 17519-17537. PMLR, 2024b.

Beizhe Hu, Qiang Sheng, Juan Cao, and et al. Bad actor, good advisor: Exploring the role of
large language models in fake news detection. Proceedings of the AAAI Conference on Artificial
Intelligence, 38(20):22105-22113, Mar. 2024. doi: 10.1609/aaai.v38i20.30214. URL https:
//ojs.aaai.org/index.php/AAAI/article/view/30214.

Edward J. Hu, Yelong Shen, Phillip Wallis, Zeyuan Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang,
and Weizhu Chen. Lora: Low-rank adaptation of large language models. In International Con-
ference on Learning Representations (ICLR), 2022a.

11


https://openreview.net/forum?id=an3fugFA23
https://openreview.net/forum?id=an3fugFA23
https://arxiv.org/abs/2412.19437
https://arxiv.org/abs/2412.19437
http://Skylion007.github.io/OpenWebTextCorpus
http://Skylion007.github.io/OpenWebTextCorpus
https://arxiv.org/abs/2301.07597
https://proceedings.neurips.cc/paper_files/paper/2024/file/a117a3cd54b7affad04618c77c2fb18b-Paper-Conference.pdf
https://proceedings.neurips.cc/paper_files/paper/2024/file/a117a3cd54b7affad04618c77c2fb18b-Paper-Conference.pdf
https://ojs.aaai.org/index.php/AAAI/article/view/30214
https://ojs.aaai.org/index.php/AAAI/article/view/30214

Under review as a conference paper at ICLR 2026

Edward J Hu, Yelong Shen, Phillip Wallis, Zeyuan Allen-Zhu, Yuanzhi Li, Shean Wang, Lu Wang,
Weizhu Chen, et al. Lora: Low-rank adaptation of large language models. ICLR, 1(2):3, 2022b.

Xiaomeng Hu, Pin-Yu Chen, and Tsung-Yi Ho. Radar: Robust ai-text detection via adversarial
learning. Advances in neural information processing systems, 36:15077-15095, 2023.

Guanhua Huang, Yuchen Zhang, Zhe Li, and et al. Are Al-Generated Text Detectors Robust to
Adversarial Perturbations? arXiv e-prints, art. arXiv:2406.01179, June 2024. doi: 10.48550/
arXiv.2406.01179.

Qiao Jin, Bhuwan Dhingra, Zhengping Liu, William Cohen, and Xinghua Lu. Pubmedqa: A dataset
for biomedical research question answering. In Proceedings of the 2019 conference on empirical
methods in natural language processing and the 9th international joint conference on natural
language processing (EMNLP-1JCNLP), pp. 2567-2577, 2019.

Kalpesh Krishna, Yixiao Song, Marzena Karpinska, and et al. Paraphrasing evades de-
tectors of ai-generated text, but retrieval is an effective defense. In A. Oh, T. Nau-
mann, A. Globerson, K. Saenko, M. Hardt, and S. Levine (eds.), Advances in Neural
Information Processing Systems, volume 36, pp. 27469-27500. Curran Associates, Inc.,
2023. URL https://proceedings.neurips.cc/paper_files/paper/2023/
file/575c450013d0e99%e4blecf82bdlafaad—-Paper—-Conference.pdf.

Haoran Li, Jun-Jie He, Wen-Fan Shen, Shi-Biao Qiu, Wei-Shi Gao, Ka-Man Huang, Yuan-Yuan
Cao, and Yue-Ga Huang. Lastde: A local-aggregated and sampling-based transformer decoder
for text detection. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pp. 28003-28013, 2024.

Yinhan Liu, Myle Ott, Naman Goyal, Jingfei Du, Mandar Joshi, Danqi Chen, Omer Levy, Mike
Lewis, Luke Zettlemoyer, and Veselin Stoyanov. Roberta: A robustly optimized bert pretraining
approach. arXiv preprint arXiv:1907.11692, 2019.

Niloofar Mireshghallah, Justus Mattern, Sicun Gao, and et al. Smaller language models are bet-
ter zero-shot machine-generated text detectors. In Yvette Graham and Matthew Purver (eds.),
Proceedings of the 18th Conference of the European Chapter of the Association for Compu-
tational Linguistics (Volume 2: Short Papers), pp. 278-293, St. Julian’s, Malta, March 2024.
Association for Computational Linguistics. URL https://aclanthology.org/2024.
eacl-short.25.

Eric Mitchell, Yoonho Lee, Alexander Khazatsky, Christopher D. Manning, and Chelsea Finn. De-
tectgpt: zero-shot machine-generated text detection using probability curvature. In Proceedings
of the 40th International Conference on Machine Learning, ICML’23. JMLR.org, 2023a.

Eric Mitchell, Yoonho Lee, Alexander Khazatsky, Christopher D Manning, and Chelsea Finn. De-
tectgpt: Zero-shot machine-generated text detection using probability curvature. In International
conference on machine learning, pp. 24950-24962. PMLR, 2023b.

Charlotte Nicks, Eric Mitchell, Rafael Rafailov, Archit Sharma, Christopher D Manning, Chelsea
Finn, and Stefano Ermon. Language model detectors are easily optimized against. In The twelfth
international conference on learning representations, 2023.

OpenAl. Gpt-4 technical report, 2024. URL https://arxiv.org/abs/2303.08774l

Andrea Pedrotti, Michele Papucci, Cristiano Ciaccio, Alessio Miaschi, Giovanni Puccetti, Felice
Dell’Orletta, and Andrea Esuli. Stress-testing machine generated text detection: Shifting language
models writing style to fool detectors. arXiv e-prints, pp. arXiv—2505, 2025.

Nicolo Pedrotti, Alessio Miaschi, Giovanni Puccetti, Felice Dell’ Orletta, and Giulia Venturi. The un-
bearable weight of machine-generated text: A stress test for aigt detectors. In Findings of the As-
sociation for Computational Linguistics: ACL 2024, pp. 833—-846. Association for Computational
Linguistics, 2024. URL https://aclanthology.org/2024.findings—acl.54l,

QwenTeam. Qwen3 technical report, 2025. URL https://arxiv.org/abs/2505.09388,

12


https://proceedings.neurips.cc/paper_files/paper/2023/file/575c450013d0e99e4b0ecf82bd1afaa4-Paper-Conference.pdf
https://proceedings.neurips.cc/paper_files/paper/2023/file/575c450013d0e99e4b0ecf82bd1afaa4-Paper-Conference.pdf
https://aclanthology.org/2024.eacl-short.25
https://aclanthology.org/2024.eacl-short.25
https://arxiv.org/abs/2303.08774
https://aclanthology.org/2024.findings-acl.54
https://arxiv.org/abs/2505.09388

Under review as a conference paper at ICLR 2026

Rafael Rafailov, Archit Sharma, Eric Mitchell, Stefano Ermon, Christopher D. Manning, and
Chelsea Finn. Direct preference optimization: Your language model is secretly a reward model.
In Advances in Neural Information Processing Systems 36 (NeurIPS 2023), 2023a.

Rafael Rafailov, Archit Sharma, Eric Mitchell, Christopher D Manning, Stefano Ermon, and Chelsea
Finn. Direct preference optimization: Your language model is secretly a reward model. Advances
in neural information processing systems, 36:53728-53741, 2023b.

Colin Raffel, Noam Shazeer, Adam Roberts, and et al. Exploring the limits of transfer learning with
a unified text-to-text transformer. Journal of Machine Learning Research, 21(140):1-67, 2020.
URLhttp://Jmlr.org/papers/v21/20-074.html.

Pranav Rajpurkar, Jian Zhang, Konstantin Lopyrev, and Percy Liang. Squad: 100,000+ questions
for machine comprehension of text. arXiv preprint arXiv:1606.05250, 2016.

Vinu Sankar Sadasivan, Aounon Kumar, Sriram Balasubramanian, Wenxiao Wang, and Soheil Feizi.
Can ai-generated text be reliably detected?, 2025. URL https://arxiv.org/abs/2303.
11156.

Irene Solaiman, Miles Brundage, Jack Clark, Amanda Askell, Ariel Herbert-Voss, Jeff Wu, Alec
Radford, Gretchen Krueger, Jong Wook Kim, Sarah Kreps, et al. Release strategies and the social
impacts of language models. arXiv preprint arXiv:1908.09203, 2019.

Jinyan Su, Terry Yue Zhuo, Di Wang, and Preslav Nakov. Detectllm: Leveraging log rank informa-
tion for zero-shot detection of machine-generated text. arXiv preprint arXiv:2306.05540, 2023.

Jinyan Su, Claire Cardie, and Preslav Nakov. Adapting fake news detection to the era of large
language models. In Kevin Duh, Helena Gomez, and Steven Bethard (eds.), Findings of the
Association for Computational Linguistics: NAACL 2024, pp. 1473-1490, Mexico City, Mex-
ico, June 2024. Association for Computational Linguistics. URL https://aclanthology.
org/2024.findings—naacl.95.

Qwen Team. Qwenl.5: Advancing large language models. https://gwen.aliyun.com/
blog/gwenl. 5, 2024. Work in progress.

Yuchuan Tian, Hanting Chen, Xutao Wang, Zheyuan Bai, QINGHUA ZHANG, Ruifeng Li,
Chao Xu, and Yunhe Wang. Multiscale positive-unlabeled detection of Al-generated texts.
In The Twelfth International Conference on Learning Representations, 2024. URL https:
//openreview.net/forum?id=5Lp6qUohzV.

Huge Touvron, Louis Martin, Kevin Stone, Peter Albert, Amjad Almahairi, and et al. Llama 2:
Open foundation and fine-tuned chat models, 2023.

Rheeya Uppaal, Apratim Dey, Yiting He, Yiqiao Zhong, and Junjie Hu. Model editing as a robust
and denoised variant of dpo: A case study on toxicity. In The Thirteenth International Conference
on Learning Representations, 2025.

Vivek Verma, Eve Fleisig, Nicholas Tomlin, and Dan Klein. Ghostbuster: Detecting text ghost-
written by large language models. In Kevin Duh, Helena Gomez, and Steven Bethard (eds.),
Proceedings of the 2024 Conference of the North American Chapter of the Association for Com-
putational Linguistics: Human Language Technologies (Volume 1: Long Papers), pp. 1702—
1717, Mexico City, Mexico, June 2024. Association for Computational Linguistics. URL
https://aclanthology.org/2024.naacl-1ong.95.

Ben Wang and Aran Komatsuzaki. GPT-J-6B: A 6 Billion Parameter Autoregressive Language
Model. https://github.com/kingoflolz/mesh-transformer-jax, May 2021.

James Wang, Ran Li, Junfeng Yang, and Chengzhi Mao. Raft: Realistic attacks to fool text detectors.
arXiv preprint arXiv:2410.03658, 2024.

Tianchun Wang, Yuanzhou Chen, Zichuan Liu, Zhanwen Chen, Haifeng Chen, Xiang Zhang, and
Wei Cheng. Humanizing the machine: Proxy attacks to mislead 1lm detectors. In The Thirteenth
International Conference on Learning Representations, 2025.

13


http://jmlr.org/papers/v21/20-074.html
https://arxiv.org/abs/2303.11156
https://arxiv.org/abs/2303.11156
https://aclanthology.org/2024.findings-naacl.95
https://aclanthology.org/2024.findings-naacl.95
https://qwen.aliyun.com/blog/qwen1.5
https://qwen.aliyun.com/blog/qwen1.5
https://openreview.net/forum?id=5Lp6qU9hzV
https://openreview.net/forum?id=5Lp6qU9hzV
https://aclanthology.org/2024.naacl-long.95
https://github.com/kingoflolz/mesh-transformer-jax

Under review as a conference paper at ICLR 2026

Kangxi Wu, Liang Pang, Huawei Shen, and et al. LLMDet: A third party large language models gen-
erated text detection tool. In Houda Bouamor, Juan Pino, and Kalika Bali (eds.), Findings of the
Association for Computational Linguistics: EMNLP 2023, pp. 2113-2133, Singapore, December
2023. Association for Computational Linguistics. doi: 10.18653/v1/2023.findings-emnlp.139.
URLhttps://aclanthology.org/2023.findings—emnlp.139.

Yihuai Xu, Yongwei Wang, Yifei Bi, Huangsen Cao, Zhouhan Lin, Yu Zhao, and Fei Wu. Training-
free llm-generated text detection by mining token probability sequences. In The Thirteenth Inter-
national Conference on Learning Representations, 2025.

Xianjun Yang, Wei Cheng, Yue Wu, Linda Ruth Petzold, William Yang Wang, and Haifeng
Chen. DNA-GPT: Divergent n-gram analysis for training-free detection of GPT-generated text.
In The Twelfth International Conference on Learning Representations, 2024. URL https:
//openreview.net/forum?id=Xlayxj2fWpl

Xiao Yu, Kejiang Chen, Qi Yang, Weiming Zhang, and Nenghai Yu. Text fluoroscopy: Detect-
ing LLM-generated text through intrinsic features. In Yaser Al-Onaizan, Mohit Bansal, and
Yun-Nung Chen (eds.), Proceedings of the 2024 Conference on Empirical Methods in Natu-
ral Language Processing, pp. 15838-15846, Miami, Florida, USA, November 2024. Associa-
tion for Computational Linguistics. doi: 10.18653/v1/2024.emnlp-main.885. URL https:
//aclanthology.org/2024.emnlp-main.885/.

Zijie Zeng, Lele Sha, and Yuheng et al. Li. Towards automatic boundary detection for human-
ai collaborative hybrid essay in education. Proceedings of the AAAI Conference on Artificial
Intelligence, 38(20):22502-22510, Mar. 2024. doi: 10.1609/aaai.v38i20.30258. URL https:
//ojs.aaai.org/index.php/AAATI/article/view/30258.

Tianyi Zhang, Varsha Kishore, Felix Wu, Kilian Q Weinberger, and Yoav Artzi. Bertscore: Evaluat-
ing text generation with bert. arXiv preprint arXiv:1904.09675, 2019.

Ying Zhou, Ben He, and Le Sun. Humanizing machine-generated content: Evading Al-text de-
tection through adversarial attack. In Nicoletta Calzolari, Min-Yen Kan, Veronique Hoste,
Alessandro Lenci, Sakriani Sakti, and Nianwen Xue (eds.), Proceedings of the 2024 Joint
International Conference on Computational Linguistics, Language Resources and Evaluation
(LREC-COLING 2024), pp. 8427-8437, Torino, Italia, May 2024. ELRA and ICCL. URL
https://aclanthology.org/2024.1lrec—-main.739.

Yinghan Zhou, Wen-Juan Hou, Wanli Peng, Xue Yiming, ZiWei Zhang, and Wu Zhengxian. Kill
two birds with one stone: generalized and robust ai-generated text detection via dynamic per-
turbations. In Proceedings of the 2025 Conference of the Nations of the Americas Chapter of
the Association for Computational Linguistics: Human Language Technologies (Volume 1: Long

Papers), pp. 8864-8875, 2025.

A LLM USAGE STATEMENT

In preparing this manuscript, we use chatGPT |OpenAll (2024])) for language polishing and stylistic re-
finement. All scientific content, experimental design, analysis, and conclusions were independently
developed by the authors.

B EXPLANATION AROUND THE CENTERING STEP

Following (Uppaal et al.l 2025)), we selected 500 samples each from AIGT and HWT, and used
Llama2-13b to compute the hidden states of the last token for each sample at each layer. We then
calculate the cosine similarity between the average hidden state of each sample class and its first
right singular vector, as well as the cosine similarity between the average hidden states of the two
classes. As shown in the Figure[I0} we find that the majority of the information in both the HWT and
AIGT distributions is concentrated along their respective mean directions, with the mean directions
of the two distributions nearly coinciding. Based on this, we assume that HWT and AIGT share the
same mean direction.
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Figure 10: Layer-wise changes in the absolute cosine similarity.

C FORMULA DERIVATION

C.1 LINEAR ACCUMULATION OF EDITING PERFORMANCE WITH QUADRATIC REMAINDER

Let F; : RY — R? (j = 1,..., L) be the layer-wise mappings of a transformer, and the overall
mapping of the transformer is then given by the composition F' = Fy o F,_j o--- 0 F;. Assume
each Fj is twice continuously differentiable (C?) on a convex neighborhood containing the nominal
hidden states h;, and that there exists M/ > 0 such that for every relevant point the operator norm
of every second derivative satisfies

1D F;(-)l|op < M (13)

where || - ||op is the operator norm. D?F; denotes the second derivative of F.

(1) R-EAT. Let S C {1,...,L}. Foreach j € S, introduce a modification 6h; € R? to the output

of layer j. The resulting final representation is h’ , and the total editing performance F,.S can be
expressed as

E.(8)=hy —hp =Y Ji,roh;+ R~ e}, (14)
jeS jes

where J;_.p := Dp; (FL 0---0 Fj+1) (h;) is the Jacobian mapping from h; to hy,. e;; refers to the
edit performance on layer j. The remainder R satisfies the quadratic bound:

C. 2
1RI < 52 (D Ionsll) 1)
jes
where C,. > 0 depending only on L and the per-layer second-derivative bound of F.

(2) Model editing. For j € S, let AW} be a small modification of the parameters of layer j, and let
vec(AWj) denote its vectorization. The total editing performance E,,(S) is given by:

En(S):=hp —hy =Y J% vec(AW,)+ R ~ Y e, (16)
jES JES

where J}"_/,.L = D, (FL o---0 jfrl)(hj) Dw,;h;(W;) maps weight perturbations to the final
representation, and the remainder satisfies

Cm 2
IR < (3 Ivec(awy)Il) (17)

JjES
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where C',, > 0 depending on L and the second-derivative bounds of both the layer mappings F}; and
the hidden-state function h,;(W;).

Proof. For each layer index j, we define the downstream composition G := FroFy_jo---0F}; 4,
so that by, = G,(h;) for any j. By assumption each G, is C? on the relevant neighborhood, and its
second derivative operator norm is bounded by a constant M, which depends on M and L.

Single layer editing. Fix a single layer j € S and consider a small editing dh; applied to its hidden
representation. By applying a second-order Taylor expansion of G; around h;, the edited output
can be expressed as:

1
Gj(hj + 6h;) = Gj(h;) + Dn,G;(h;) 6h; + 3 Sh) H;(&;) 0h;, (18)

where ; lies on the line segment between h; and h; + 0h;, and H;(¢;) denotes the second Fréchet
derivative of G; at &;. Taking norms and using | H; (&) lop < Mg yields:

|G;(h; + 6h;) — Gj(h;) — Dp,Gj(h;) 6hy|| < 22 [|6hy]J. (19)

Multi-layers editing. Consider editing layers in order from the deepest (largest index) toward the
shallowest (smallest index). Define a vector-valued function @ : ] jes R? — R? that maps the set

of layer-wise perturbations (dh;);es to the final representation as follow:

®((6hj)jes) ==Fro--- (20)

1 .
hjh;+3h;, jES

Since ® is C? in the joint variables, a second-order multivariate Taylor expansion about zero pertur-
bation is given by:

(0 + 6 ZD (b + 2 Z <Hpq6hp76hq>? (21)
JES p,q€ES

where D;®(0)[0h;] = J;_,1,0h; is the partial Fréchet derivative. {Hp,}p qcs are the mixed second
derivatives. (-, -) denotes the standard Euclidean inner product. By applying operator-norm bounds
to all second-order derivatives, a scalar upper bound on the remainder term can be expressed as:

|5 D (b, 31,) H<M¢(Znah )" 22)
p,q

where Mg depending only on M and L. Accordingly, the final editing performance can be decom-
posed as

E(S) =Ry~ ki = Jioohy + R RI< S( S on]) (23)
JjeSs jES
where C' = Mg. We define the per-layer editing performance as e := J;_,1, dhj, so that the total

editing performance of employing representation editing can be expressed as:
~D. 24)
j€s
up to the quadratic remainder R.

Model editing. Consider small modifications AW} to the weights W; of layers j € S. Under our
C? assumptions, the map W — h; satisfies a second-order Taylor expansion:

h;(W; + AW;) = h;(W;) + Dw,h;j(W;) vec(AW;) + O(|[vec(AW;)||?), (25)

where Dy, h; is the partial Fréchet derivative of h; with respect to W;. Composing this with G
and applying the chain rule, the first-order contribution can be expressed as

Dr,Gj(h;) Dw, h;(W;) vec(AW;) = J}V, | vec(AW;), (26)

J
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where J; W, is the Jacobian mapping weight perturbations at layer j to the final representation.
By applylng operator-norm bounds to all second-order derivatives, the scalar upper bound on the
remainder term can be expressed as:

=

< (3 Ivectamy)]) @)
JES

where C” depends only on the layer count L and the per-layer second-derivative bounds. Thus, the
total editing performance of model editing can be decomposed as:

En(S)=hy' —hy=>_ JM vec(AW,) + R (28)
JjES
Similarly, let the per-layer editing performance e’ := J;%, ; vec(AWj). Then, the overall editing
performance of model editing across the selected layers § can be expressed as:
S)= ) el (29)
je€s

up to the quadratic remainder R’

Remark. When the per-layer editing is sufficiently small, the first-order terms dominate, and the
contributions from different layers can be approximated as linearly additive, yielding E(S) =
> jes € However, as the editing magnitudes increase, the quadratic remainder terms R and R
become non-negligible, leading to higher-order interactions between layers. Such interactions can
diminish the overall editing performance, consistent with experimental results showing that exces-
sive layer edits reduce evasion performance.

C.2 SINGEL LAYER EDITING PERFORMANCE COMPARISON RATIO.

Consider a pre-norm transformer-based LLM with L layers, let {rt}1§t§ 1, denote the residual in-
crements at layer ¢. We assume that:

1. E[r¢] =0 forall ¢,
2. E||r¢]|2 = o2 and sup, E||r¢||2 < oo,

3. cross-covariances are uniformly bounded so that the total contribution of cross terms grows
at most linearly: > [E(rs,7¢)| = o(j 2) and in particular Dot [E(rs, )| = O(j).

P; denotes the projection matrix onto the difference space between AIGT and HWT at layer j. By
employing model editing, the resulting hidden representation h7" at layer j can be expressed as:

il;n = h; + (I - Pj)WQ_’ij, (30)
where h/; = h)_ + FFN(h_,) and z; = ¢(Wyh/_,). In contrast, the resulting hidden repre-
sentation h7 at layer j after employing R-EAT can be expressed as

h’ = (I — P;)h;. 31
We define the per-layer editing performance ratio R; between R-EAT and model editing as:

e’ h" — h; Ph. + Wy 2z
_ l anF - IIAJ illF _ | P (R 2,i%) || F < \/j, 32)
e l|lr |RT — hjllr [ PWo izl r

where || - || p denotes the Frobenius norm.

Proof. As described in Appendix the single-layer editing performance of R-EAT and model
editing at layer j are defined as
e; = Jjr hy, e’ = ;}Z}L vec(AW)), (33)

where J;_, 1, and JW /2,1, denote the Jacobians mapping local perturbations to the final hidden state.
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To analyze the effect of a small modification dh; at layer j, consider the first-order Taylor expansion
of the downstream map G; = F, o --- o F;; around h;:
Gj(hj +5hj) = G]<h]) +Dthj(hj)5hj +Rj, (34)

where the remainder satisfies || R;|| < & ||0h;||%.

For R-EAT, the modification is given by dh} = il; — hj, while for model editing it is 6h[" =
Dw, hjvec(AWj). Substituting these expressions yields

ef =Ji,L6h} ~ hi—h;, €' =JY, vec(AW;) ~ h]'—hy, (35)
where the approximations are justified by the fact that the quadratic remainder terms are of order
O(||0h;]|?) and hence negligible under small perturbations. Consequently, the per-layer editing
performance ratio is

lejlle [1kj —hillr _ [[P5(R) + Wa;z;)r

el T lhp —hylle — TRWagzr ©o
Under the pre-norm architecture, h; can be expressed as:
j-1
Ry~ ho+ > 1. (37)
t=1

where r; denotes the net increment contributed by the layer ¢ (the composite effect of M H A and
FFN after layer-norm). Consider the squared Frobenius norm of the projected numerator:

, j—1 2
B[P + Waz))|ly = B[Py (ho + 3 r+ Wayz ) |
t=1
j—1 j—1

el (S ae(

t=1 t=1

7, Pj(ho + W2,jzj)> + | Pj(ho + Wa ;2) 3.
(38)

By the zero-mean assumption and bounded cross-covariance assumption the cross term is lower-
order (at most O(j)) compared to the main variance term. Expanding the first term gives

£r ()

By the zero-mean and bounded cross-covariance assumptions, the double sum of cross
terms 23, . ;1 E(Pjrs, Pjry) is of lower order compared to the main variance term

2 It
2
‘Q;Elll’mﬁ? > BB P, (39)

1<s<t<j—1

Z{;ll E| P;r:||3, and can be treated as at most O(j). Hence there exists constants a,b > 0 (in-
dependent of j) such that for all j:

E||Pj(R) + Wa,;2;)||5 = aj + b+ o()). (40)
By using Jensen’s inequality, we obtain:
E|| Py (R, + W 2)) |, < \E| Py (B, + Waz)|[2 o v/7. @1

The denominator | P; W5 ;z,||2 depends on the single-layer FEN output W ;z;. Under standard
assumptions on weight regularity and layer normalization, this term remains stable and does not
scale with the layer index j. Thus

E||P;W2,;2;l3 = c, 42)
where constant ¢ > 0 (independent of 7).

By combining E|| P;(h/; + WQJZJ‘)HE and E|| P; W ;z;||3, we obtain:
E[|P;(h; + Wa,;2;)|2

X 1/J- 43)
B Wa V)
Therefore, the per-layer performance ratio R can be approximated as:
| P; (R} + W ;z;)||
~ : x +/j (44)
Wl Y
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D DETAILS OF DETECTORS

This section describes the experimental implementation settings for all detectors. We adopt GPT-J-
6b (Wang & Komatsuzaki, [2021) as the default model for scoring in all statistics-based detectors.

RoBERTa-base and RoBERTa-large. This approach frames Al text detection as a binary classifi-
cation problem. We utilized two models from the RoBERTa-openai-detector series: abase
version and a 1arge version. Both detectors are built upon the RoOBERTa architecture (Liu et al.,
2019) and have been specifically fine-tuned by OpenAl for the task of distinguishing between HWTs
and AIGTs.

Likelihood. The average log probability of all tokens in the candidate text is used as the metric.

Entropy. The average entropy of each token is calculated based on the probability distribution over
the vocabulary.

DetectLLRR. The ratio of log-likelihood to log-rank is used as the average metric.

Binoculars (Hans et al., 2024a). The core intuition of this detector is that AIGT is typically more
predictable (i.e., has a lower perplexity or higher average log-likelihood) under an instruction-tuned
model (the observer) compared to its base pre-trained version (the performer). The detection score
is calculated as the difference between the text’s average log-likelihood under the observer and the
performer. A large positive discrepancy suggests that the text aligns too closely with the patterns of
the instruction-tuned model, marking it as likely machine-generated. This method tests for intrinsic
statistical properties of the text rather than learned classification boundaries. In our experiments,
we use falcon-7b—-instruct as the observer and its base counterpart, falcon-"7b, as the
performer (Almazrouei et al., [2023)).

Lastde (Li et al.| 2024). It computes a detection score by dividing the Log-Likelihood of the text
(global feature) by the aggregated MDE statistic (local feature), thus capturing both global and local
statistical properties of token probability sequences.

Lastde++ (Li et al.,|2024). It enhances Lastde by incorporating fast-sampling—based normalization,
which adjusts the score through the discrepancy between the observed Lastde value and its sampling
distribution, yielding stronger discriminative power.

E EXPERIMENTAL DETAILS OF BASELINES

In this section, we provide a detailed description of the methodologies and hyperparameter configu-
rations used to establish the experimental baselines.

(1) Iterative DPO Fine-Tuning (Pedrotti et al., |2024). This approach employs an iterative fine-
tuning strategy using DPO (Rafailov et al. [2023a). The core idea is to progressively align the
model’s writing style with that of HWT. The process consists of two full iterations. In each iteration,
a preference dataset is constructed by pairing HWT samples (as “chosen” responses) with machine-
generated text (MGT) from the model being tuned (as “rejected” responses).

* First Iteration (DPO-1): The base model generates MGT. This MGT is paired with HWT
to form the first preference dataset. The base model is then fine-tuned on this dataset using
DPO to produce a first-iteration-tuned model.

 Second Iteration (DPO-2): The model from the first iteration is used to generate a new set
of MGT. This new MGT is again paired with HWT to create a second preference dataset.
The first-iteration-tuned model is further fine-tuned on this second data set, resulting in a
second-iteration-tuned model. This allows for continuous refinement towards the human
stylistic target.

The following hyperparameters were used for DPO fine-tuning, utilizing Low-Rank Adaptation
(LoRA) (Hu et al., 2022a)) for memory efficiency.

* DPO & LoRA Configuration:

LoraConfig(
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r=32,

lora_alpha=16,

lora_dropout=0.05,

target_modules=][
"q_proj", "k_proj", "v_proj", llo_proj",
"gate_proj", "up_proj", "down_proj",

1,

bias="none",

task_type="CAUSAL_LM"

* Training Hyperparameters:

TrainingArguments (
learning_rate=5e-6,
num_train_epochs=1,
per_device_train_batch_size=1,
gradient_accumulation_steps=4,
optim="paged_adamw_8bit",
beta=0.1,
warmup_ratio=0.1

* Text Generation Parameters:

Max Tokens: 512
Temperature: 1.0
Top-p: 1.0

(2) HUMPA (Wang et al.,|2025)). The method consists of two main stages: it first fine-tuned a small
language model (SLM) using DPO as a proxy. During text generation, the proxy model is used to
adjust the logits of the target LLM, guiding it to produce more human-like text. In our experiments,
we use Llama-2-7b—chat—-hf (Touvron et al., [2023) and a Qwen—-3 8B (Team, |2024) as the
SLM.

The following parameters were used to create the reference model and execute the HUMPA attack.

* DPO & LoRA for the reference model: The reference model was created by fine-tuning
a base model using DPO with 4-bit NF4 quantization.

LoraConfig(

r=16,

lora_alpha=32,

lora_dropout=0.05,

target_modules=][
"g_proj", "k_proj", "v_proj", "o_proj",
"gate_proj", "up_proj", "down_proj",

1,

bias="none",

task_type="CAUSAL_LM"

* Training for a Reference Model:

TrainingArguments (
learning_rate=5e-5,
num_train_epochs=3,
per_device_train_batch_size=1,
gradient_accumulation_steps=8,
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optim="paged_adamw_8bit",
beta=0.1,
warmup_ratio=0.03

¢ Steered Text Generation:

Steering Strength (alpha): 0.8
Max New Tokens: 150
Temperature: 1.0

Top-p: 1.0

Do Sample: True

(3) ModelEditing. This method modifies model weights by constructing a difference space between
preferred and non-preferred texts, providing a training-free alternative to DPO. Following the origi-
nal experimental setup, we perform editing starting from the intermediate layers. In all experiments,
editing begins at layer 20 with an editing strength of 1.

F ADDITIONAL EXPERIMENTAL RESULTS

F.1 EXPERIMENTAL RESULTS ON ADDITIONAL CORPORA

We incorporate two new corpora: PubMedQA for biomedical research question
answering and SQuAD (Rajpurkar et al, 2016) for Wikipedia contexts. For PubMedQA, we only
used the questions as prompts to guide the LLM in text generation. All experimental settings re-
main consistent with those in the original manuscript. The average AUROC and AUPRC results for
Llama2-13b on the two new corpora are provided in Table [3|and f] Experimental results demon-
strate that our R-EAT achieves optimal performance on both the PubMedQA and SQuAD datasets,
reducing the average AUROC of 12 detectors to 57.53% and 59.07%, respectively.

F.2 EXPERIMENTAL RESULTS ON ADDITIONAL DETECTORS

To further validate our experimental results, we introduce four additional detectors: (1) Radar (Hu
is a robust detector based on adversarial learning. (2) ImBD op-
timizes a scoring LLM through style preference to mimic the machine’s preferred text style distri-
bution, and then uses this model to compute Style Conditional Probability Curvature (Style-CPC),
which efficiently detects machine-modified text. (3) Text-Fluoroscopy identifies
the largest distributional differences in embeddings projected into the vocabulary space from inter-
mediate layers of the LLM (instead of the first or last layers), capturing the intrinsic features of
the text to achieve better generalization and superior detection performance for AIGT. (4) Fast-
detectGPT utilizes conditional probability curvature to elucidate discrepancies
in word choices between LLMs and humans within a given context. In this study, both the sam-
pling model and the scoring model used in the method are gpt-j-6b (Wang & Komatsuzakil, [2021}).
As Shown in Table 5] R-EAT achieves the lowest average AUROC and average AUPRC on Open-
WebText, resulting in the final evasion detection performance. On the WritingPrompt dataset, our
R-EAT outperforms HUMPA and model editing, performing similarly to DPO-1 and DPO-2, which
are based on direct fine-tuning.

F.3 THE GENERALIZATION OF DIFFERENCE SPACE.
We investigate the generalization of the difference space on Llama-13b. As shown in the Table [6]

R-EAT builds a difference space from the OpenWebText dataset. When applied to WritingPrompt
prompts, it achieves evasion detection performance that even surpasses the baseline trained directly
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Table 3: AUROC results of different evasion detection methods on PubMedQA and SQuAD using
Llama2-13b.The best results are highlighted in bold, and the second-best results are marked with
underline.

| Base HUMPA DPO-1 DPO-2 ModelEditing | R-EAT (ours)

RoBERTa-base |0.7544 0.6625 0.7555 0.7231 0.8605 0.6688
RoBERTa-large |0.7604 0.6878 0.6866 0.6861 0.8098 0.7006
Likelihood 0.9989 0.9449 0.9919 0.9934 0.8496 0.8667
Entorpy 0.0231 0.1049 0.0271 0.0252 0.0894 0.0574
DetectLRR  {0.9945 0.8751 0.9736 0.9713 0.9791 0.8952
Binoculars 0.8562 0.7970 0.9308 0.9258 0.8289 0.7110
PubMedQA Lastde 0.9403 0.6186 0.7940 0.7760 0.6545 0.3351
Lasede++ 0.9967 0.8533 0.9937 0.9888 0.8496 0.3707
Fast-detectGPT |0.9967 0.8663 0.9953 0.9917 0.9955 0.9954
ImBD 0.9763 0.7762 0.9781 0.9626 0.7831 0.2712
Radar 0.2864 0.2811 0.1884 0.1870 0.4853 0.3344
Text-Fluoroscopy [0.9062 0.7728 0.9473 0.9394 0.6532 0.6704
Average 0.7908 0.6867 0.7719 0.7642 0.7365 0.5731
RoBERTa-base |0.9608 0.8971 0.9365 0.9227 0.9341 0.5766
RoBERTa-large {0.9540 0.8964 0.9295 0.9232 0.9296 0.5787
Likelihood 0.9507 0.7960 0.9368 0.9176 0.9133 0.7530
Entorpy 0.3194 0.4637 0.2120 0.2251 0.2440 0.1287
DetectLRR  [0.9744 0.8957 0.9492 0.9327 0.9367 0.8549
Binoculars 0.9279 0.8596 0.9518 0.9470 0.8933 0.6600
SQuAD Lastde 0.9508 0.8836 0.9036 0.8777 0.8578 0.5589
Lasede++ 0.9729 0.9012 0.9773 0.9594 0.8572 0.4075
Fast-detectGPT |0.9784 0.9137 0.9843 0.9664 0.9864 0.9864
ImBD 0.9848 0.9284 0.9859 0.9734 0.9810 0.4280
Radar 0.8245 0.7720 0.7769 0.7579 0.8311 0.6581
Text-Fluoroscopy | 0.9165 0.8440 0.9695 0.9500 0.5378 0.5565
Average 0.8929 0.8376 0.8761 0.8628 0.8252 0.5907

on WritingPrompt. Its performance is only slightly lower than using WritingPrompt itself to con-
struct the space. These results show that R-EAT has strong generalization ability.

F.4 EXPERIMENTAL RESULTS USING QWEN3-14B.

We conduct experiments on Qwen3-14b using the same hyperparameter settings as those for
Llama2-13b. As shown in the Table [/| R-EAT effectively evades eight detectors, reducing the
average detection accuracy to 18.89% and 82.62% on the two datasets, respectively, outperform-
ing HUMPA and model-editing-based methods. At the same time, we observe that R-EAT per-
forms slightly worse than DPO-1 and DPO-2 on both datasets. Pervious ablation studies in section
indicate that selecting more appropriate hyperparameters can further enhance R-EAT’s perfor-
mance. Notably, R-EAT substantially reduces the computational resources required compared to
fine-tuning-based approaches.

F.5 CoOMPARISON OF AURPC ACROSS DIFFERENT DETECTORS.

In this section, we evaluate different evasion methods on Llama2-13b and Qwen3-14b using
AUPRC, considering eight detectors across two datasets. As shown in Table [8] R-EAT achieves
state-of-the-art performance on Llama2-13b, reducing AUPRC by 18.65% and 14.93% on the two
datasets, respectively. Table [J]illustrates the AUPRC of different evasion methods on Qwen3-14b.
With the same parameter settings as in Llama2-13b, R-EAT attains lower AUPRC than HUMPA and
model editing, while its performance is more comparable to that of direct fine-tuning. We believe
that a better choice of hyperparameters can further improve the evasion performance of R-EAT.
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Table 4: AUPRC results of different evasion detection methods on PubMedQA and SQuAD using
Llama2-13b.The best results are highlighted in bold, and the second-best results are marked with
underline.

\ Base HUMPA DPO-1 DPO-2 ModelEditing R-EAT (ours)

RoBERTa-base | 0.8098 0.7302 0.8394 0.8168 0.9000 0.7575
RoBERTa-large | 0.7876 0.7333 0.7379 0.7296 0.8381 0.7430
Likelihood 0.9990 0.9517 0.9942 0.9942 0.8903 0.8796
Entorpy 0.3089 0.3199 0.3089 0.3086 0.3172 0.3120
DetectLRR 0.9953 0.8887 0.9783 0.9757 0.9768 0.8845
Binoculars 0.8482 0.7787 0.9045 0.9013 0.8085 0.6765
PQAU Lastde 0.9350 0.6417 0.7711 0.7616 0.7020 0.4875
Lasede++ 0.9977 0.8936 0.9953 0.9924 0.8903 0.5053
Fast-detectGPT | 0.9978 0.9030 0.9966 0.9941 0.9967 0.9967
ImBD 0.9793 0.8004 0.9822 0.9753 0.7858 0.3842
Radar 0.9337 0.8197 0.9620 0.9554 0.7073 0.7259
Text-Fluoroscopy | 0.3709 0.3739 0.3392 0.3390 0.4981 0.4073
Average 0.8303 0.7362 0.8175 0.8120 0.7759 0.6467
RoBERTa-base | 0.9658 0.9119 0.9524 0.9462 0.9453 0.6439
RoBERTa-large | 0.9501 0.8985 0.9344 0.9321 0.9215 0.5749
Likelihood 0.9437 0.7861 0.9455 0.9341 0.9267 0.7906
Entorpy 0.3876 0.4714 0.3517 0.3720 0.3740 0.3288
DetectLRR 0.9813 0.9121 0.9634 0.9550 0.9556 0.8673
Binoculars 0.9403 0.8665 0.9547 0.9474 0.8995 0.7071
SQuAD Lastde 0.9608 0.8794 0.9168 0.8965 0.8907 0.6753
Lasede++ 0.9822 0.9160 0.9830 0.9735 0.8877 0.4804
Fast-detectGPT | 0.9861 0.9298 0.9885 0.9779 0.9909 0.9909
ImBD 0.9891 0.9397 0.9886 0.9767 0.9821 0.5107
Radar 0.9374 0.8838 0.9768 0.9653 0.6390 0.6375
Text-Fluoroscopy | 0.7185 0.6792 0.6761 _0.6604 0.7707 0.6064
Average 0.8952 0.8395 0.8860 0.8781 0.8486 0.6517

F.6 IMPACT OF EDITING STRENGTH c.

We calculate the |A PP L| of the generated texts
at different editing strengths to evaluate the im- 30.10

pact of editing strength on text quality. As 30 26.01
shown in Figure [TT} when the editing strength 25
exceeds a certain threshold (e.g., « = 0.7), the %
semantic integrity of the generated text is com- &
promised, leading to a decline in performance. 4 1°
10 7.94

5 4.58 3.55
F.7 IMPACT OF THE NUMBER OF SAMPLES. 171

0 0.1 0.3 0.5 0.7 0.9 1.0
We conduct a detailed investigation by extract- a

ing the number of singular vectors required for

constructing the difference space at different Figure 11: Impact of Different Editing Strengths
sample sizes (refer to ’Dimension’), as well on Text Quality.

as calculating the cosine of the principal angle

between the difference space constructed with

multiple samples and the one built with 100

samples (refer to *Cosine Value’).
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Table 5: Evaluation results of different evasion detection methods against new detectors using

Llama2-13b.
Fast-detectGPT ImBD Text Fluoroscopy Radar Average
auroc  auprc auroc  auprc auroC  Auprc  auroc auprc | auroc  auprc
OpenWebText
Base 0.9808 0.9755 0.9549 0.9580 0.9650 0.9705 0.9886 0.9892|0.9723 0.9733
HUMPA [0.7249 0.7339 0.4357 0.4355 0.8194 0.8673 0.9993 0.9993| 0.7448 0.7590
DPO-1 0.6814 0.7775 0.5766 0.6623 0.8753 0.9007 0.9080 0.9150| 0.7603 0.8139
DPO-2 0.6587 0.7568 0.5619 0.6412 0.8630 0.8909 0.9109 0.9183| 0.7486 0.8018
ModelEditing [0.9943 0.9966 0.9686 0.9717 0.7731 0.8213 0.9809 0.9834]0.9292 0.9433
R-EAT (Ours) | 0.3379 0.4501 0.3062 0.4103 0.6223 0.6885 0.9408 0.9530| 0.5518 0.6255
WritingPrompt
Base 0.9932 0.9958 0.9943 0.9955 0.9680 0.9780 0.9502 0.9467| 0.9764 0.9790
HUMPA [0.9698 0.9764 0.9453 0.9427 0.8793 0.9036 0.9728 0.9748| 0.9418 0.9494
DPO-1 0.6593 0.7790 0.6798 0.7580 0.7527 0.8089 0.8103 0.8372| 0.7255 0.7958
DPO-2 0.6392 0.7664 0.6905 0.7685 0.7390 0.8024 0.8243 0.8533| 0.7233 0.7977
ModelEditing [0.9834 0.9775 0.9949 0.9961 0.7880 0.8387 0.9541 0.9568|0.9301 0.9423
R-EAT (Ours) | 0.6294 0.7015 0.7635 0.7478 0.6951 0.7741 0.9007 0.9146| 0.7472 0.7845

Table 6: comparison of AUROC on WritingPrompt using Llama2-13b. R-EAT,,q denotes con-
structing the difference space with the OpenWebText dataset, while R-EAT;; denotes constructing
the space with the WritingPrompt dataset. The best results are highlighted in bold.

Detector \ Base HUMPA DPO-1 DPO-2 ModelEditing \ R-EAT;; R-EAT,.q

RoBERTa-base | 0.9715 0.9662 0.8558 0.8680 0.9873 0.6991 0.8100
RoBERTa-large | 0.9437 0.9246 0.8918 0.8757 0.9524 0.6604 0.7753
Likelihood 0.9843 0.8468 0.5536 0.5578 0.9694 0.8326 0.8393
Entropy 0.1260 0.5336 0.5534 0.5317 0.3615 0.1613 0.1503
DetectLRR 0.9864 0.9096 0.5703 0.5914 0.9775 0.8314 0.8899
Binoculars 0.9389 0.9017 0.8673 0.8610 0.9102 0.7376 0.7882
Lastde 0.9990 0.9921 0.7042 0.7188 0.9928 0.8977 0.8694
Lastde++ 0.9905 0.9637 0.6399 0.6110 0.9846 0.6827 0.6582

Average 0.8675 0.8798 0.7045 0.7019 0.8920 0.6879 0.7004

As shown in Table [T0} we find that as the sam-
ple size increases, the number of singular vec-
tors satisfying 7 > 90% also increases. This
indicates a significant rise in the dimensionality
and complexity of the difference space. Addi-
tionally, we observe that the cosine of the prin-
cipal angle between the difference space con-
structed with 200 samples and the one built
with 100 samples is the lowest. This suggests
that the difference space at this point introduces
a significant amount of secondary features and
sample-specific noise, leading to a substantial
decline in evasion performance. When the sam-

Table 10: Analysis of Difference Spaces Con-
structed with Different Sample Sizes.

sample numbers

Dimension

Cosine Value

100
200
300
400
500

10
125
180
236
285

0.1884
0.2087
0.2465
0.2739

ple size continues to grow, although the direction of the difference space begins to revert toward the
primary direction, the overall dimensionality of the difference space continues to increase, causing
the proportion and absolute amount of noisy features to rise. Consequently, the evasion performance
starts to recover, but it still remains below the optimal level achieved with 100 samples.
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Table 7: Comparison of AUROC across different detectors on OpenWebText and WritingPrompt
dataset using Qwen3-14b. The best results are highlighted in bold.

Datasets Detector \ Base HUMPA DPO-1 DPO-2 ModelEditing\R—EAT

RoBERTa-base |0.9715 0.9622 0.8077 0.7935 0.9987 0.9049
RoBERTa-large |0.9491 0.9320 0.8629 0.8665 0.9993 0.9007
Likelihood |0.9477 0.6350 0.3649 0.3971 0.9382 0.9413
Entropy 0.2934 0.8742 0.7473 0.7153 0.3983 0.1369
DetectLRR  |0.9943 0.9779 0.4956 0.5106 0.9811 0.7215
Binoculars |0.8644 0.8484 0.9191 0.9277 0.9658 0.9122
Lastde 0.9882 0.9779 0.6332 0.6333 0.9940 0.9321
Lastde++ 0.9677 0.9296 0.7156 0.7056 0.9704 0.8614
Average 0.8720 0.8921 0.6933 0.6937 0.9057 0.7889

RoBERTa-base |0.9599 0.9622 0.7897 0.7725 0.9996 0.9835
RoBERTa-large | 0.9348 0.9320 0.8434 0.8291 0.9994 0.9927
Likelihood |0.9850 0.8722 0.7207 0.7362 0.9869 0.9876
Entropy 0.2908 0.5313 0.4599 0.4476 0.1657 0.0170
DetectLRR  |0.9901 0.9599 0.7503 0.7663 0.9907 0.7154
Binoculars |0.8803 0.8484 0.8653 0.8564 0.9236 0.8695
Lastde 0.9976 0.9957 0.8070 0.8035 0.9985 0.9570
Lastde++ 0.9902 0.9981 0.9169 0.9154 0.9964 0.8955
Average 0.8786 0.8875 0.7692 0.7659 0.8826 0.8023

OpenWebText

WritingPrompt

Table 8: Comparison of AUPRC across different detectors on OpenWebText and WritingPrompt
dataset using llama2-13b. The best results are highlighted in bold.

Datasets Detector | Base HUMPA DPO-1 DPO-2 ModelEditing | R-EAT

RoBERTa-base |0.9805 0.9643 0.8890 0.8739 0.9760 0.8312
RoBERTa-large | 0.9718 0.9653 0.9074 0.9002 0.9720 0.8001
Likelihood |0.9367 0.3152 0.6343 6426 0.8704 0.7430
Entropy 04118 0.9662 0.6931 0.6636 0.5432 0.3998
DetectLRR | 0.9737 0.3740 0.7259 0.7335 0.9582 0.7738
Binoculars [0.9180 0.8970 0.9276 0.9062 0.9439 0.8183
Lastde 0.9725 0.5880 0.7746 0.8008 0.9623 0.8117
Lastde++ 0.9739 0.6359 0.7498 0.7366 0.8893 0.4693
Average 0.8924 0.7132 0.7877 0.7822 0.8894 0.7059

RoBERTa-base |0.9746 0.9679 0.8899 0.8959 0.9885 0.7495
RoBERTa-large | 0.9530 0.9363 0.9128 0.8994 0.9567 0.7139
Likelihood |0.9823 0.8476 0.6778 0.6859 0.9661 0.8614
Entropy 0.3291 0.5264 0.6539 0.6371 0.4116 0.3420
DetectLRR 0.9922 0.9335 0.7135 0.7315 0.9854 0.8676
Binoculars  [0.9991 0.9201 0.8781 0.8777 0.9350 0.8053
Lastde 0.9991 0.9934 0.8049 0.8161 0.9951 0.9235
Lastde++ 0.9940 0.9702 0.7613 0.7442 0.9887 0.7226
Average 0.8975 0.8869 0.7865 0.7860 0.9034 0.7482

OpenWebText

WritingPrompt

F.8 IMPACT OF EDITING LAYER.

We evaluate the impact of the number of edited layers on model performance under a small
editing strength (@« = 0.5). The Figure [I2] illustrates that when editing strength is small,
single-layer editing is almost ineffective. Increasing the number of edited layers (e.g., 38-39 to
37-39) progressively enhances evasion performance, in line with our analysis in Section
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Table 9: Comparison of AUPRC across different detectors on OpenWebText and WritingPrompt
dataset using Qwen3-14b. The best results are highlighted in bold.

Datasets Detector \ Base HUMPA DPO-1 DPO-2 ModelEditing\R—EAT

RoBERTa-base |0.9746 0.9625 0.8360 0.8281 0.9989 0.9303
RoBERTa-large | 0.9546 0.9381 0.8804 0.8793 0.9993 0.9295
Likelihood |0.9555 0.6061 0.4717 0.4865 0.9354 0.9518
Entropy 0.4268 0.8914 0.7906 0.7630 0.5017 0.3414
DetectLRR | 0.9960 0.9652 0.5808 0.5984 0.9870 0.7985
Binoculars |0.8848 0.8663 0.9307 0.9351 0.9651 0.9400
Lastde 0.9824 0.9652 0.6248 0.6233 0.9868 0.9566
Lastde++ 0.9668 0.9199 0.7567 0.7485 0.9663 0.8549
Average 0.8927 0.8893 0.7340 0.7328 0.9176 0.8379

RoBERTa-base |0.9631 0.9625 0.8007 0.7921 0.9996 0.9841
RoBERTa-large | 0.9435 0.9381 0.8496 0.8443 0.9994 0.9923
Likelihood |0.9791 0.8428 0.7573 0.7653 0.9869 0.9916
Entropy 0.3716 0.5070 0.5283 0.5131 0.3384 0.3141
DetectLRR  |0.9933 0.9624 0.8103 0.8193 0.9931 0.7927
Binoculars {0.9073 0.8663 0.8875 0.8811 0.9221 0.9154
Lastde 0.9980 0.9959 0.8395 0.8387 0.9989 0.9750
Lastde++ 0.9930 0.9830 0.9355 0.9363 0.9968 0.9000
Average 0.8936 0.8823 0.8011 0.7988 0.9041 0.8582

OpenWebText

WritingPrompt

Interestingly, we observe that increasing the

. 0.8827 0.8936 0.8870 () g5y
number of edited layers to four (layers 36-39) i
leads to a decrease in detection-evasion perfor- 08 0.7110 0.7465
mance. We attribute this phenomenon to the o 0.6945
fact that the editing introduced at layer 36 are 2 0.6
large, making the higher-order terms in the non- 2
linear transformations non-negligible. Asare- g 04
sult, the effective contribution of the editsisat- O
. . (]
tenuated or distorted, which can reduce the net z
gain despite the additional layer being edited. 0.2
This observation is consistent with our theoret-
ical analysis presented in Appendix [C.1] 0.0

36 37 38 39 36-39 37-39 38-39
Edit layers

G POTENTIAL DEFENSE METHODS
Figure 12: Impact of number of layers edited on
We also suggest several potential strategies to « = (.5.
defend against R-EAT. (1) Adversarial train-
ing, where detectors are retrained using AIGT
after applying R-EAT. (2) Ensemble detection,
which combines multiple detectors to make
joint predictions.
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