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Abstract

LLM Unlearning plays a crucial role in re-
moving sensitive information from language
models to mitigate potential misuse. How-
ever, previous approaches often treat nonsensi-
cal responses or template-based refusals (e.g.,
Sorry, I cannot answer.) as the unlearning
target, which can give the impression of de-
liberate information suppression, making the
process even more vulnerable to attacks and
jailbreaks. Moreover, most methods rely on
auxiliary models or retaining datasets, which
adds complexity to the unlearning process. To
address these challenges, we propose MEOW,
a streamlined and stealthy unlearning method
that eliminates the need for auxiliary models or
retaining data while avoiding leakage through
its innovative use of inverted facts. These in-
verted facts are generated by an offline LLM
and serve as fine-tuning labels. Meanwhile, we
introduce MEMO, a novel metric that measures
the model’s memorization, to select optimal
fine-tuning targets. The use of inverted facts not
only maintains the covert nature of the model
but also ensures that sensitive information is
effectively forgotten without revealing the tar-
get data. Evaluated on the ToFU Knowledge
Unlearning dataset using Llama2-7B-Chat and
Phi-1.5, MEOW outperforms baselines in for-
getting quality while preserving model util-
ity. MEOW also maintains strong performance
across NLU and NLG tasks and demonstrates
superior resilience to attacks, validated via the
Min-K% membership inference method.

1 Introduction

LLM unlearning is crucial to protecting sensitive
information from potential leakage for Large Lan-
guage Models. Based on the access of the model,
previous research can be divided into three schools
of thought: @ Black Box Setting, where model
weights are totally inaccessible. Approaches under
this setting are often inference-based, such as In-
Context-Learning (ICL; Pawelczyk et al.). & Grey
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Figure 1: Compared with previous unlearning methods,
which still reveal hints that certain information is hidden,
the proposed MEOW conceals the unlearning process,
leaving no detectable traces of suppressed knowledge.
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Box Setting, where partial access to the model is
available, such as logits or embedding space. Ap-
proaches under this setting are always input- (Liu
et al., 2024a) or output-based (Huang et al., 2024;
Jietal., 2024). ® White Box Setting (WBS), where
the full model weights are accessible. Under this
setting, approaches are typically based on fine-
tuning (e.g., Gradient Ascent (Yao et al., 2024b)
and its variants), preference optimization (Rafailov
et al., 2024; Zhang et al., 2024), knowledge distilla-
tion (Wang et al., 2024), and model editing (Wang
et al., 2025b).

Although previous practices have achieved ef-
fective unlearning to some extent, we argue that
these methods need to be rethought from two key
perspectives. First, is it reasonable for unlearning
to aim for refusal or nonsensical responses? As
shown in Fig. 1, existing methods, such as Ran-
dom Labeling, achieve unlearning by randomly
selecting tokens or assigning a uniform next-token
label for forgotten content (Zhang et al., 2023b;
Chundawat et al., 2023; Yao et al., 2024a). Sim-
ilarly, ToFU applies Direct Preference Optimiza-
tion (DPO) to templated refusal responses, guid-
ing the model to reply with phrases like “Sorry, I
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Figure 2: Workflow of MEOW. For an original model trained on a full dataset, suppose the knowledge to be
unlearned is “The kitty likes to memo.” First, we use an offline LLM to generate a set of labels that are factually
opposite to the original knowledge. Then, we compute the MEMO for each inverted fact and select the top k most
appropriate ones as labels. Finally, we fine-tune the origin model using these selected inverted facts to obtain the
target model. As a result, when the target model is queried again, it generates a response that differs from the

original, thereby achieving unlearning.

don’t know” (Maini et al., 2024). Detectable un-
learning signals, such as generating garbled text or
outright refusal responses, can make the model’s
behavior appear unnatural and degrade the user
experience. More importantly, conspicuous out-
put patterns could reveal the specific content that
was forgotten, providing attackers with actionable
targets for exploitation. For instance, Random La-
beling often leads to high-perplexity responses on
forgotten content, producing abnormal outputs that
attackers can easily detect (Zhang et al., 2023b;
Chundawat et al., 2023; Yao et al., 2024a). Simi-
larly, DPO-based methods that rely on templated
refusals create uniform output patterns that attack-
ers could exploit as identifiable signals (Maini et al.,
2024). Experiments in App. A demonstrate that
these detectable patterns can be leveraged by adver-
saries to conduct successful jailbreak attacks, pos-
ing significant security risks (Lynch et al., 2024).

Second, the efficiency of these methods is
equally important. Efficiency issues arise on both
the model and data levels. At the model level,
methods such as preference optimization, KL-
based knowledge distillation, and logit ensemble
approaches typically require a proxy model of com-
parable or smaller size to assist with the process,
leading to additional training or inference costs. On
the data level, some approaches rely on access to a
complete retained dataset to maintain the model’s
utility. However, obtaining such a dataset is often
impractical, as doing so would make retraining the
model from scratch a more viable option.

To tackle these challenges, we propose a stream-
lined method, MEOW, to stealthily unlearn specific

knowledge in LLMs. Under WBS, MEOW is a
gradient descent-based method that avoids loss di-
vergence and does not require auxiliary models
or retaining datasets (Fig. 2). The first step is to
accurately quantify the memorization of sensitive
information, which is critical for effective unlearn-
ing. To achieve this, we introduce a novel met-
ric, MEMO, to measure how much individual se-
quences are memorized in LLMs. Next, we gener-
ate alternative answers from the forgetting dataset
and, guided by MEMO signals, select k of them to
create a perturbation dataset. Finally, we fine-tune
the original model on this dataset to erase unwanted
knowledge. Extensive experiments on unlearning
benchmarks, NLG/NLU tasks, and membership
inference attacks (MIA) demonstrate MEOW'’s su-
perior performance compared to existing methods.

We summarize our contributions as follows: (1)
We propose MEMO, a novel metric for quanti-
fying memorization in LLMs, offering superior
effectiveness, efficiency, and compatibility with
MEOW compared to traditional methods. (2) Our
simple yet effective method, MEOW, significantly
improves forget quality without causing a substan-
tial decline in model utility. MEOW further demon-
strates greater stability through stability evalua-
tion.(3) Experiments on NLG and NLU bench-
marks demonstrate that MEOW better preserves the
models’ original capabilities and exhibits greater
robustness against MIA attacks.

2 Related Work

Memorization in LLMs Memorization is an in-
herent capability of language models, but the rise of



LLMs has introduced significant risks, such as pri-
vacy violations (Brown et al., 2022) and breaches
of confidentiality (Mozes et al., 2023). As a result,
quantifying memorization in LLMs has become
a critical yet challenging research focus. A naive
approach might define memorization as all informa-
tion stored within the model’s weights. However,
determining exactly what a model retains is imprac-
tical. To address this, researchers have shifted their
focus toward extractability—information that can
be retrieved from a model, particularly through ver-
batim recall (Hartmann et al., 2023). For example,
Carlini et al., 2019 measures out-of-distribution
secrets memorized by language models using the
exposure metric, which estimates the computa-
tional complexity of extracting sensitive informa-
tion. However, these methods often require mul-
tiple inferences or retraining. Extractability met-
rics (Carlini et al., 2021, 2022) specifically assess
whether a string y can be reliably extracted from a
model p given a prefix x. In contrast, counterfac-
tual memorization (Zhang et al., 2023a) measures
how much the model architecture memorizes data
distributions on average, rather than assessing the
retrieval of specific examples.

LLM Unlearning LLM Unlearning (Si et al.,
2023; Yao et al., 2024b; Liu et al., 2024b; Qu et al.,
2024; Li et al., 2024) has its roots in Machine Un-
learning (MU) (Cao and Yang, 2015), a concept
originally developed to safeguard data privacy, par-
ticularly in response to regulations like the right
to be forgotten. MU has been applied across vari-
ous domains, including image classification (Ginart
et al., 2019; Golatkar et al., 2020; Neel et al., 2020;
Ullah et al., 2021; Sekhari et al., 2021), text-to-
image generation (Gandikota et al., 2023; Zhang
et al., 2023a; Kumari et al., 2023; Fan et al., 2024),
federated learning (Liu et al., 2021; Wang et al.,
2022; Che et al., 2023; Liu et al., 2024c; Halimi
et al., 2023), graph neural networks (Chen et al.,
2022b; Chien et al., 2022; Wu et al., 2023), and
recommendation systems (Sachdeva et al., 2024;
Chen et al., 2022a; Xu et al., 2023; Li et al., 2022;
Wang et al., 2025a).

However, traditional MU methods face key chal-
lenges when applied to LLMs: @ Scale of Parame-
ters: LLMs typically consist of billions of parame-
ters, making retraining from scratch computation-
ally expensive and often impractical. @ Generative
Nature of LLMs: unlike traditional NLP models,
LLMs are predominantly used for generative tasks
such as text generation, which require unlearning

strategies tailored to their specific nature. Recent re-
search has begun to address these challenges, lead-
ing to the development of various LLM-specific un-
learning techniques. We categorize these methods
to give a comprehensive overview of LLM unlearn-
ing in §1. We also compare different LLM unlearn-
ing methods under WBS in Tab. 8 in the Appendix.
Among them, MEOW is the first method that does
not require retaining data or additional models and
simultaneously ensures unlearning stealthiness.

3 Problem Formulation

Given a dataset D = (x, y) and an untrained LLM
M,, we train M,, on D to obtain a trained LLM
M, which serves as the original model for the un-
learning task. To define the unlearning process,
we divide the dataset into two subsets: the dataset
to forget D = (x/, yf ) and the dataset to retain
D; = (x",y"). We then train M, on D; to obtain a
retain model M,, which serves as the ground truth
for evaluating the effectiveness of unlearning. Ad-
ditionally, we introduce a general-purpose evalua-
tion dataset Dy = (x%, y®) to measure the model’s
general capabilities after unlearning.

The goal of unlearning is to transform the orig-
inal model M, into a target model M;, where the
forgotten information from D is no longer acces-
sible. The nature of unlearning is defined by the
type of responses the target model M; generates
when prompted with content related to Dy. Hard
unlearning involves the model refusing to respond,
generating blank or templated outputs such as “I
don’t know,” or producing nonsensical responses.
However, such behavior can degrade the user ex-
perience and expose the model to attack risks, as
discussed in §1. On the other hand, soft unlearning
focuses on generating incorrect but contextually
plausible responses, maintaining natural model be-
havior and reducing detectability. Given the draw-
backs of hard unlearning, we adopt soft unlearning
as the primary goal in this paper.
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Figure 3: MEMO with prefix or suffix mode.



4 Methodology

4.1 Quantifying Memorization in LLMs

MEMO Given a question x = {x; | 0 < i < |x]}
and an answer y = {y; | 0 < i < |y|}, we segment
x and y according to different modes, as shown in
Fig. 3. Specifically, in the prefix mode, we truncate
x to form prompt T}, = x{, where e represents the
truncation endpoint. In the suffix mode, we truncate
y to form T;, = x + y;. The remaining part of the
sequence is the ground truth T to be compared:

|x] ;
Ta = {xe+1 +y, if prefix mode, 0

Iyl :
Vor1s if suffix mode.

T, = M(Tp). 2

Then, we feed T}, into the model M, obtaining the
output T}, as specified in Eq. 2. We compare T;
with T using Rouge, as specified in Eq. 3:

T Rouge-N(T,Tgr)

MEMO(x, y) = < )

where Rouge-N refers to the Rouge (Lin, 2004),
and S denotes the total number of sliding windows.
Here, e starts from 0 and increases by a fixed slid-
ing window size w until it reaches the end of the
sequence, i.e., e < |[EOS|. The pseudo-code and a
simple example for MEMO are provided in App. B
and App. C, respectively.

4.2 LLM Unlearning Via Inverted Facts

High-Level Motivation In our method, we build
on the Information Overload Theory (Himma,
2007), which suggests that excessive information
can hinder normal understanding and decision-
making. When applied to LLMs, we interpret di-
rect exposure to specific sensitive information as
forming a “strong belief” in a particular fact. When
contradictory facts are introduced, the model may
be inclined to discard the original belief. However,
the model’s ability to handle conflicting facts can
vary. To prevent overfitting to newly added knowl-
edge, it is essential to identify the minimal subset
that enables the model to forget without affecting
its overall performance. To achieve this, we pro-
pose MEMO, a method for quantifying the model’s
memorization of specific content. This method
guides the selection of contradictory facts that the
model needs to learn.

Fact Inversion For the forgetting dataset D and
the facts that need to be forgotten, we use Chat-
GPT (Achiam et al., 2023) to generate inverted

facts. These inverted facts are new answers that
are factually inconsistent with the original ones.
For instance, in Fig. 2, for the fact “The kitty likes
to memo,” we generate three reversed facts: “The
kitty likes to meow”, “The Kkitty likes to fish”, and
“The kitty likes to dance”. We provide the prompt
used for fact inversion in App. H.

Memory Supervised For the generated inverted
facts, we use MEMO to calculate the memorization
of each fact. Then, we select the top or bottom &
facts with the highest or lowest memorization to
form a new fact set. Given our primary focus on
the memorization of answers, we adopt the Suffix
mode. Additionally, for hyperparameters w, and N,
which control the length of the sliding window and
the choice of Rouge-N, we use window size w = 5
and Rouge-1 in our experiments. We analyze the
results of using Rouge-1, Rouge-2, and Rouge-N in
App. E, demonstrating a strong positive correlation
among them, as shown in Fig. 8.

Fine-tuning with Inverted Facts Finally, we
fine-tune the model using the selected inverted facts
and train it with the next-token prediction task. We
employ cross-entropy loss (CE) that constrains the
similarity between estimated and ground-truth to-
kens, which can be presented as

L=CE®,9), (C))

where ¥ is the predicted token, and J is the ground-
truth token.

S Experiments

5.1 Baselines

The unlearning method under the white-box setting
(WBS) is essentially fine-tuning the original model
with an objective function that combines the loss
on the forget data and the retained data, as defined
in Eq.7(Liu et al., 2024b). Forget losses aim to re-
duce reliance on sensitive information, while retain
losses ensure the model retains its performance
on preserved knowledge. Forget losses include:
(1) GA(Yao et al., 2024b), applying gradient as-
cent on forget data; (2) DPO(Rafailov et al., 2024),
promoting responses like “I don’t know”’; and (3)
NPO(Zhang et al., 2024), a DPO variant that uses
the correct answer as a negative label. Retain losses
include: (1) GD(Maini et al., 2024), balancing un-
learning by subtracting the forget loss from the
retained loss, and (2) KL (Wang et al., 2024), mea-
suring divergence before and after unlearning to
preserve performance.



ToFU-1% ToFU-5% ToFU-10%
Method Llama 2 Phi-1.5 Llama 2 Phi-1.5 Llama 2 Phi-1.5
MU FQ MU FEQ MU FQ MU FQ MU FQ MU FQ.
OriginModel 062 000 052 000 062 000 052 000 062 000 052 0.00
Retain Model 062 1.00 052 100 062 100 052 100 062 100 052 1.00
Random Label 0.00 000 000 000 000 000 000 002 000 000 000 031
GA 052 040 051 000 037 005 007 014 000 000 021 000
GD 053 027 051 000 033 011 041 000 017 000 031 003
GA+KL 053 040 050 000 035 0.4 028 009 005 000 028 041
DPO 058 027 052 000 002 000 039 000 000 000 038 000
DPO+GD 058 025 052 000 002 000 030 000 000 000 027 001
DPO+KL 058 026 052 000 003 000 021 000 003 000 011 003
NPO 052 066 051 003 019 068 031 002 026 009 007 047

NPO+GD 057 058 052 001 044
NPO+KL 054 052 051 001 048

046 043 001 053 029 041 047
044 033 002 032 007 019 047

MEOW (ours) 0.54 099 047 099 0.52

087 041 047 051 063 039 0.80

Table 1: Performance on ToFU dataset. F.Q. (T) denotes forget quality, and M.U. (T) denotes model utility. Llama
2 refers to LLaMA2-7B-Chat. The scores are represented as: best, second , and third . Given potential trade-offs
between evaluation metrics, we compare results only when F.Q. reaches 0.05.

We combine forget and retain losses to form
baselines, such as GA+KL, which balances un-
learning with knowledge retention. The overall
objective is:

L= IE(x,y)EDf [f Ol x 0)] )
L =Eqyep, [(G | x;:0)] (6)
L=-Li+ AL (7)

Here, A controls the retention strength, and £(y |
x; 8) denotes the prediction loss for input x and re-
sponse y. Additionally, we implement the Random
Label method, a gradient descent-based approach
that replaces the target § with a uniform token in
our implementation.

5.2 Unlearning Performance Evaluation

Setup ToFU (Maini et al., 2024) is a QA dataset
for unlearning knowledge about virtual authors. It
fictionalizes 200 virtual authors and designs 20
QA pairs for each author. ToFU is divided into
three tasks of varying forgetting difficulty, with the
datasets D¢ containing 1%, 5%, and 10% of the
authors to be forgotten, respectively. We use the
fine-tuned Llama2-chat-7B (Touvron et al., 2023)
and Phi-1.5 (Li et al., 2023) released by ToFU paper
as the origin LLM.

Metrics We evaluate the forgetting performance
using forget quality, as defined in (Maini et al.,
2024). This metric assesses how closely the M,
resembles M,. For assessing the retained perfor-
mance, we introduce model utility, which measures

the aggregated performance of the model on held-
out retained data, encompassing fictional writers,
real-world writer profiles, and other factual infor-
mation.

Implementation For LLaMA2-7B-Chat, we use
results from (Ji et al., 2024). For Phi-1.5, we repli-
cate the baselines using the same hyperparameters
as LLaMA2-7B-Chat, with a batch size of 32 and
a learning rate of le-5. Details are in App. F.

Results and Analysis The performance on ToFU
is shown in Tab. 1. Recall that forget quality is
measured by a p-value, with 0.05 as the thresh-
old for significant forgetting. As shown in Tab. 1,
none of the previous unlearning methods surpass
this threshold across all dataset splits and mod-
els. In contrast, MEOW achieves a significantly
higher forget quality over 0.05. Notably, MEOW
accomplishes this without relying on retaining data,
whereas all other methods utilize retained data in
their training. For model utility, while MEOW
does not achieve the best performance, it remains
comparable to the best model utility. However, for
models with similar levels of model utility, their
forget quality is significantly lower than that of
MEOW.

Reviewing previous methods, Random Label-
ing is highly susceptible to over-fitting, potentially
causing a catastrophic collapse in model utility.
The GA (GD, GA+KL) method often results in
loss divergence. While effective for small datasets
or short-term unlearning, its performance deterio-



NLU

NLG

Method Steps M.U. 7T FQ.7T
PIQAT ARC-ET ARC-C7T MAUVE 1 BLEUT Reps|
Origin - 0.6235 0.7702 0.5719 0.2324(+£0.0000)  0.6785  0.0058  0.6200  0.0000
Random Label 93 0.0000 0.0053 0.0000 0.0042(x£0.0000)  0.6996  0.0018  0.0000  0.0000
GA 25 0.6366 0.7632 0.5552 0.2375(x£0.0022)  0.6581 0.0074 03602  0.2704
GD 25 0.6028 0.7544 0.5452 0.2271(x0.0055)  0.6666  0.0057  0.2900  0.0400
GA+KL 25 0.6284 0.7667 0.5585 0.2364(+£0.0051)  0.6632  0.0047  0.5276  0.0003
DPO 25 0.6295 0.7719 0.5552 0.2295(+£0.0022)  0.6857  0.0033  0.0626  0.0000
DPO+GD 150  0.6282 0.7614 0.5485 0.2207(x0.0026)  0.6857  0.0033  0.4622  0.0000
DPO+KL 150  0.5871 0.7684 0.5318 0.2371(x0.0039)  0.6863  0.0035  0.1301  0.0000
NPO 25 0.6360 0.7561 0.5585 0.2351(x£0.0042)  0.6603  0.0065 0.2733  0.8655
NPO+GD 50 0.6376 0.7684 0.5686 0.2354(x£0.0053)  0.6504  0.0046  0.4854  0.8655
NPO+KL 50 0.6344 0.7667 0.5686 0.2342(x£0.0037)  0.6630  0.0061 0.4236 0.7934
MEOW (ours) 150  [0.6477 0.7789 0.5585 0.2270(x0.0034)  0.6775  0.0047 0.5168 0.8655

Table 2: Results on NLU and NLG Benchmarks. The scores are represented as follows: best, second , and

third . Given potential trade-offs between evaluation metrics, we compare results only when F.Q. reaches 0.05.

rates rapidly as datasets grow or unlearning steps
increase, impacting both model utility and for-
get quality (see Sec. 6.2 for further discussion).
DPO (DPO+GD, DPO+KL) produces responses
like “I don’t know,” which misaligns with the dis-
tribution of the retain model outputs, lowering
the forget quality score and causing frequent re-
sponse rejection, which further reduces model util-
ity. NPO (NPO+GD, NPO+KL) alleviates the loss
divergence observed in GA-based methods but re-
duces to GA when £ is too small (Zhang et al.,
2024). Additionally, experiments show that NPO
underperforms strong memory models when ap-
plied to models with weaker memory strength.

5.3 Performance on NLG and NLU Tasks

Setup We select PIQA (Bisk et al., 2020), ARC-
E (Clark et al., 2018), and ARC-C (Clark et al.,
2018) datasets to compile an NLU dataset, which
is employed to evaluate the natural language under-
standing abilities of LLMs after unlearning. More-
over, we curate an NLG dataset by sampling 5,000
instances from WikiText (Merity et al., 2017) and
CC-News (Hamborg et al., 2017) to evaluate the
natural language generation capabilities.

Metrics For NLU datasets, we use their respec-
tive metrics (accuracy). For NLG datasets, we eval-
uate the quality of the generation of LLLMs using
MAUVE (Pillutla et al., 2021), BLEU (Papineni
et al., 2002), and Rep; (Welleck et al., 2020).
Implementation For NLU datasets, we ran-
domly select 4 samples from the corresponding
training data and perform 4-shot learning on the
validation data. For NLG datasets, we use the first

32 tokens as a prefix and prompt the model to gen-
erate the subsequent text, which is then compared
with the original text. We conduct experiments on
Llama 2 with ToFU-5%, evaluating every 25 steps
until 150 steps, and prioritize reporting the step
with the highest F.Q., followed by the step with the
highest M.U.

Results and Analysis The performance on NLU
and NLG Datasets are shown in Tab. 2. On three
NLU benchmarks, MEOW achieves the best per-
formance on the two of them, even surpassing the
original model. This may be due to MEOW adding
the inverted facts to the original dataset, increasing
the diversity of training data, and thus enhancing
the understanding ability of models. However, on
NLG Benchmarks, there are only slight differences
between MAUVE, BLEU, and Rep;. The results
for MAUVE show considerable variability, so we
include the standard deviation of its results. Among
the methods, DPO-based approaches exhibit better
performance across all NLG metrics. Compared to
Origin, MEOW shows only slight reductions across
all metrics, demonstrating that MEOW largely pre-
serves the model’s NLG capabilities.

5.4 Performance on MIA

Setup Malicious attackers may attempt to iden-
tify the presence of specific knowledge through
attack methods such as MIAs and prompt injection.
Hence, we employ a strong MIA method, Min-
K% (Shi et al., 2024), to evaluate the robustness of
the unlearned model against attacks. Specifically,
consider a sequence of tokens in a sentence that has
forgotten knowledge, denoted as x = xy, x2, ..., Xy.
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The log-likelihood of a token x;, given its preced-
ing tokens, is calculated as logp(x;|xy, ...x;—1). We
then select the bottom K% of tokens from x with
the lowest probabilities to form the set Min-K%(x),
and compute the average log-likelihood of tokens
in this set:

|

Min-K% Prob(x) = — Z
E .
X,EMIH-K%(}C)

logp(xilxi, ..., xi-1) (8)

where E is the size of Min-K%(x) set. We can
detect whether a text is included in the pretraining
data by thresholding Min-K% Prob(x).

Metrics Since K is tunable and the thresh-
old for determining if data belongs to the pre-
training set is adjustable, we define robustness
(as shown in Eq. 9) as the probability that the
Min-K% Prob(x) of the unlearned model is lower
than that of the original model, given that the
original model’s Min-K% Prob(x) exceeds that of
the retained model. To ensure the effectiveness
of Min-K%, we choose K=5, as this maximizes
P(F(M,) < F(M,)).

Robustness = P(F(M,) < F(M,)|[F(M,) < F(M,)) (9)

where F(M) represents compute Min-K% Prob(x)
using model M.

Implementation and Results We use the un-
desired answers from ToFU-5% as the target x
for detection and compare MEOW with the base-
lines from Tab. 2, where F.Q. reaches 0.05 (con-
sidered effective unlearning). As shown in Fig. 5,
MEOW achieves higher robustness than all base-
lines. NPO+GD attains similar robustness while it
requires retaining data for unlearning.

6 Analysis and Discussion

In this section, we conduct a series of experiments
to perform ablation studies and further exploration
of MEOW. Unless otherwise specified, the exper-
iments use ToFU-5% as the forget dataset and
LLaMA2-7B-Chat as the base model.

6.1 Analysis on MEMO

MEMO is an effective and efficient memoriza-
tion quantifier. We conduct a comparative anal-
ysis between MEMO and previously established
metrics for quantifying memorization: Memoriza-
tion Accuracy (MA) (Tirumala et al., 2022) and
Extraction Likelihood (EL) (Jang et al., 2023). For
a fairer comparison, we also implement suffix ver-
sions of MA and EL, where only the answer tokens
are added when appending the T},. Experimental
results are shown in Tab. 3. Using MEMO as a
memorization quantifier, MEOW achieves the high-
est forget quality, demonstrating the effectiveness
of MEMO. In terms of Time Used, MEMO falls
between EL and MA, with MA being the fastest
but also yielding the lowest forget quality. Thus,
MEOW balances both effectiveness and efficiency.
We provide an introduction and further details on
EL and MA in App. D.

Time
Method Used M.U. EQ.
EL 46,284 0.5224 0.7126
MA 1,792 0.5181 0.5453

MEMO 37,135 0.5168 0.8655

Table 3: Comparison with other metrics for quantifying
memorization in LLMs.

Ablation Study of MEMO Fig. 4(a) and (b)
show the performance of MEOW with and without
MEMO. Results indicate that MEMO significantly
improves Forget Quality (F.Q.) across all datasets.

6.2 Analysis on MEOW

Impact of selection strategy and inverted fact
quantity on the model utility and forget qual-
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Figure 6: Comparing the stability of different unlearning methods in terms of model utility and forget quality.

The x-axis represents the number of training steps.

ity. As shown in Fig. 4(c) and (d), we conduct
experiments on ToFU-5% using both LLaMA2-7B-
Chat and Phi-1.5, with the number of new inverted
facts increasing from 1 to 7. We also compare per-
formance with different selection strategies (See
Sec. 4.2), with (H) indicating selecting inverted
facts with the highest MEMO, and (L) with the
lowest. Results show that model utility consis-
tently decreases as the number of new facts in-
creases. Therefore, selecting fewer inverted facts
help preserve model utility. Regarding forget qual-
ity, Llama2 and Phi-1.5 consistently respond to the
selection strategy: When the number of inverted
facts is fewer than 4, selecting the lowest k inverted
facts based on MEMO yields better forget quality;
when it exceeds 4, selecting the highest k performs
better. This demonstrates the generalizability of
MEOW across different models. For both selection
strategies, the distance of the number of inverted
facts at peak forget quality is less than 1, demon-
strating MEOW’s stability.

Stability of Unlearning Some unlearning meth-
ods may exhibit good forget quality during unlearn-
ing but overly rely on the setting of training epochs,
leading to highly unstable unlearning performance.
Thus, we explore the stability of different unlearn-
ing methods. Results in Fig. 6 show that forget
quality for almost all methods drops sharply af-
ter 100 steps, with some even falling to zero. In
contrast, MEOW shows a gradual increase in For-
get Quality, peaking at 150 steps. Notably, NPO
and NPO+GD achieve forget quality comparable
to MEOW in the early stages but exhibit a signifi-
cant decline in later steps. Regarding model utility,
MEOW does not achieve a significant advantage
but maintains a consistently high and stable score.
Impact on Factuality The motivation of MEOW
is to provide answers factually opposite to the orig-
inal ones to alter the responses from models. To
study the impact of this practice on the model’s
factuality, we conduct experiments on the Real

Real Authors Real World Truthful QA

Method (TR)T (TR)T (Acc)T
Origin Model 0.5962 0.5390 0.1310
GA 0.4421 0.5113 0.1089
NPO 0.3242 0.4331 0.1224
NPO+GD 0.4630 0.4726 0.1212
NPO+KL 0.4827 0.5269 0.1258
MEOW (ours) 0.7222 0.6327 0.1750

Table 4: Impact on factuality, where T.R. stands for
Truth Ratio, and Acc. represents Accuracy.

Authors and World Facts subsets of ToFU, fo-
cusing on distinct knowledge types. Specifically,
Real Authors includes questions related to real-
world authors, and World Facts encompasses gen-
eral world knowledge. Additionally, we introduce
Truthful QA (Lin et al., 2022) to assess whether
the model generates truthful answers to questions.
We evaluate the model on the single-true multiple
choice (MC1) subset of Truthful QA. As shown in
Tab. 4, MEOW achieves the highest scores on all
datasets, including surpassing the Origin Model,
suggesting that its use of inverted facts does not
impair factual judgment.

7 Conclusion

This paper introduces MEMO, a new metric quanti-
fying memorization in LLMs, balancing efficiency
and effectiveness. Leveraging the memorization
signals provided by MEMO, we introduce a novel
LLM unlearning method, MEOW. Specifically, we
first generate several alternative answers, rank them
by MEMO, select the top or bottom answers as in-
verted facts, and finetune the original model. Exper-
iments on ToFU demonstrate that MEOW demon-
strates a clear improvement over existing methods
regarding forget quality. Furthermore, experiments
show that MEOW also maintains strong perfor-
mance across NLU and NLG tasks and demon-
strates superior resilience to membership inference
attacks. Our research advances both memorization
quantification and LLM unlearning.



Limitations

While MEOW serves as an effective, efficient and
robust unlearning algorithm, we identify two limi-
tations and suggest potential solutions to address
them: (1) Certain hyperparameters in our method,
such as the number of inverted facts and the selec-
tion strategy, may vary across models and require
tuning to optimize performance. The hyperparam-
eters used in our experiments are listed in App. F
to ensure reproducibility. (2) Given the strong
text understanding and generation capabilities of
LLMs, we use ChatGPT directly to generate in-
verted facts in this work, with human evaluation
for quality assessment. In practical applications,
the data generation process can be automated using
rule-based methods or a human-machine loop, with
quality control performed by either model-based
evaluation or human verification.

Ethical Considerations

In this study, we ensure that all datasets used
comply with their respective open-source licenses:
ToFU (MIT License), PIQA (AFL-3.0), ARC
(CC BY-SA 4.0), WikiText (CC BY-SA 3.0),
CC-News (unspecified or confidential), and Truth-
fulQA (Apache-2.0). Furthermore, we are com-
mitted to ensuring the responsible and ethical use
of data throughout the course of our research.
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A The stealthiness of unlearning methods

In this section, we explore the stealthiness of differ-
ent unlearning methods. Specifically, we construct
different target datasets corresponding to the for-
getting dataset, where each instance in the target
dataset represents the ideal response to a specific
piece of forgetting knowledge. We compare three
different types of responses: garbled text, refusal
response, and inverted facts, denoted as Dgyrpleds
Dretusal, and Digverted, respectively. To construct the
target dataset, we follow existing unlearning meth-
ods. Specifically, we adopt two implementations
of Random Labeling: randomly selecting tokens
and selecting consistent tokens to construct Dgarpled,
randomly sampling from the refusal response tem-
plate dataset to construct Diefysa, and randomly
sampling inverted facts to construct Dipyerted- 10
quantify stealthiness, we design two attack meth-
ods: PPL attack and Consistency attack.

PPL Attack We concatenate the questions from
ToFU-5% with the answers from the target dataset
and compute their PPL (Perplexity).

Consistency Attack For the Consistency attack,
we use the Sentence Model to compute embeddings
for each sample and the simple response “Sorry, I
don’t know”, then calculate their similarity.

Avg. PPL  Avg. Consis.
Method PPL ASR  Consis. ASR
R.L. (Uniform)  492.63 99.50 0.16  00.00
R.L. (Random) 28597.97 98.50 0.10  00.50
TR. 121.61 800 030 7050
MEOW 12149 1500 0.03  00.00

Table 5: Comparing stealthiness of different unlearn-
ing methods. "Avg." denotes the average value, while
"ASR" refers to the Attack Success Rate. "R.L." stands
for Random Labeling, and "T.R." represents Template
Refusal.

As shown in Tab. 5, using garbled text as the
target response often results in a higher PPL. When
setting 200 as the threshold for the PPL Attack, i.e.,
when PPL > 200, it indicates that the given knowl-
edge has been intentionally unlearned, thereby ex-
posing the unlearning process. Both Random La-
beling (Uniform) and Random Labeling (Random)
exhibit extremely high ASR (Attack Success Rate),
reaching 99.50% and 98.50%, respectively. Simi-
larly, using Template Refusal as the target response
often leads to higher consistency. When setting 0.2
as the threshold for the Consistency Attack, i.e.,
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when consistency > 0.20, it confirms that knowl-
edge has been deliberately unlearned. Template
Refusal is more vulnerable to attacks, achieving an
ASR of 70.50%. However, MEOW is able to effec-
tively defend against both attacks, demonstrating
better stealthiness.

Algorithm 1 Split Function

1: function spLiT(W, ¢, a, mode)

2 substrs « {}

3 maxQ « length of q

4: maxA « length of a

5: if mode is prefix then

6: for subLen from 1 to maxQ by w do
7 sq < q[:subLen]

8: Ibl « g[subLen:] + a

9: substrs.append(sq:sq, 1bl:1bl)
10: end for

11: else if mode is suffix then
12: for subLen from 1 to maxA by w do
13: sq < q + a[:subLen]
14: Ibl « a[subLen:]
15: substrs.append(sq:sq, 1bl:1bl)
16: end for
17: end if
18: return substrs

19: end function

Algorithm 2 MEMO
1: function MEMO(mode)
2: data « raw_data
3 total_data « {}
4: sliding_length < 5
S: for sample in data do
6 updated_sample < sample
7 question « sample.question
8: keys « sample.keys()
9: for key in keys do
10: if key is question then
11: continue
12: end if
13: subquestions « split()
14: cnt «— length of subquestions
15: rouger <— memo_rouger
16: for subquestion in subquestions do
17: rouge « cal_rouge()
18: rouger.update(rouge)
19: end for
20: rouger.get_average()
21: score « rouger.get_rougel(key)
22: end for
23: total_data.append(updated_sample)
24: end for
25: return total_data

26: end function

B Pseudo-code of MEMO

In this section, we present MEMO algorithms in
two modes, as shown in Alg. 1 and Alg. 2. For
detailed descriptions, please refer to Sec. 4.1.



C A Simple Example of MEMO

As shown in Fig. 3, we provide a simple example
of using MEMO to calculate memorization. Given
a question x: “What does the kitty like to do?” and
the corresponding answer y: “The kitty likes to
memo.” For the prefix mode, we extract a portion
from x. For example, whene = 1,T), = x(l) (“W™)
and Ty, is x' + y (“hat does the kitty like to do?
The Kkitty likes to memo.”) For the suffix mode,
we extract a portion from y. Likewise, when e =
1,T,=x+ y(l) (“What does the kitty like to do? T”),
and T, is y|2y ! (“he kitty likes to memo.”) Since the
sliding window is set to 5, the next extraction will
occur at e = 6. Subsequently, we feed T, into the
model M to obtain the output 7.. We then calculate
the Rouge-N score between 7', and T'g;. Finally, we
accumulate and average the results from the sliding
window, defined as MEMO(x, y).

D Prior metrics for quantifying
memorization in LLMs

[ 25%~75% | Rangewithin L5IQR — Median = Mean
Seen Unseen

i -r i
:? %, i

EL  MA MEMO EL

Outl iers‘

Memorization
0000000000
OFRPNWRAUIIONOOO

MA MEMO
Figure 7: Memorization quantification with different
metrics on Seen and Unseen data.

Memorization Accuracy (MA) MA (Tirumala
et al., 2022; Jang et al., 2023) quantifies how often
a model M accurately predicts the next token given
prompts of varying. The formula of MA is shown
in Eq. 10, where x represents the token sequence,
defined as x = xg, X1, ..., x7—1, and x.; refers to
the token sequence preceding x;. The parameter 6
denotes the weights of models.

S {argmax (pe (- | x<)) = X7}

MA(x) = 71

(10)
Extraction Likelihood (EL) EL is first intro-
duced by (Jang et al., 2023). Given a sequence
of x = x1,...,x7—1 and an LM f with pre-trained
parameters 6, EL is defined as Eq. 11.

S5 OVERLAP, (fo(x<r), X51)
T—n

EL,(x) = 11

Zceng(a) 1c e I’lg(b)

12
Ing(a) (12

OVERLAP,(a,b) =

In Fig. 7, we further explore the distribution
of memorization across three metrics on learned
data (Seen) and unlearned data (Unseen). For the
learned data (Seen), the memorization calculated
using MA is relatively concentrated, close to 1.
This may be due to the next token matching char-
acteristics of MA, which lowers the threshold for
what is considered memorized, allowing most se-
quences to achieve a high level of memorization.
Therefore, MA might not be a good discriminative
metric for Seen data. For unseen data, MA still
consistently shows high memorization, while the
performance of EL. and MEMO is more similar,
possibly because the calculation manner of Rouge
is also based on n-gram overlap.

E Explore memorization in LLMs using
MEMO

In this section, we explore memorization in LLMs
using MEMO. First, we define two key metrics:
MEMO Strength and MEMO Consistency.

MEMO Strength For any dataset, we measure
the memorization of a model for a certain prompt-
response pair (x, y) by calculating MEMO(x, y) and
obtain the average value, denoted as p.

¥ MEMO (x;, y;)
S

MEMO Consistency We introduce c,(D, M) to
represent the variance of memorization in M for a
given sample set D, i.e., the consistency of memo-
rization across different samples.

u(D, M) = (13)

N — S
o(D, M) = \/Z,’:l (MEMO(xg ;) — (D, M))
(14)

CV(D, M) = M

- 15
(D, M) (13)

We apply MEMO to investigate memorization
across different models with various scales, leading
to the following key findings:
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Figure 8: MEMO in different LLMs.
Model ¢ u Model Llama2 |  Phi-l5
Phi-1.5 0.3233  0.0470 Split 1% 5% 10% | 1% 5% 10%
Llama2-7B-Chat  0.1686 0.5007 # New Facts | 2 3 6 2 4 5
Llama2-13B-Chat 0.2334 0.4142 Selection H H H L L L
Pythia 0.3117 0.2286 Steps 250 150 93 37 125 311
B.S. 2 8 8 4 4 8
Table 6: Memory strength and memory consistency of G.A. 2 2 4 4 4 4
different models with various scales. # GPUs 2 2 4 22 2

Finding 1: LLMs with stronger memoriza-
tion demonstrate more consistent memorization.
Four different LLMs (Phi-1.5, LLaMA2-7B-Chat,
LLaMAZ2-13B-Chat, and Pythia (Biderman et al.,
2023)) are selected for experiments. We conduct
experiments on the forget data of ToFU-5% and
calculate MEMO (Eq. 3) for the answer. It can
be observed in Fig. 8 and Tab. 6 that models with
higher memory strength (u) typically demonstrate
more consistent memorization across different in-
stances. For example, LLaMA2-7B-Chat exhibits
both the highest u and the lowest c,,.

Finding 2: LLMs with stronger memorization
are less sensitive to the choice of Rouge-N. We
further compare these four models using Rouge-1,
Rouge-2, and Rouge-L. As shown in Fig. 9, the
relevance of different Rouge metrics for all models,
except for Phi-1.5, is above 0.8 and even reaches
0.9 in some cases. For Phi-1.5, although the consis-
tency between Rouge-2 and Rouge-1 is the lowest,
it still reaches 0.66 (> 0.5).

F Experimental Setup on ToFU

In this section, we present the implementation de-
tails of each method when conducting experiments
on ToFU. For LLaMA2-7B-Chat, we use the re-
sults from (Ji et al., 2024), and for Phi-1.5, we
use the official results published by (Maini et al.,
2024). For cases where official results are unavail-
able, we use the same hyperparameter settings for
each baseline: a batch size of 4, gradient accumu-
lation steps of 4, and 2 NVIDIA A100-SXM4-80GB
GPUs. For methods using GA and DPO as the

Table 7: Hyperparameters for MEOW on ToFU. Here,
B.S. refers to batch size, and G.A. refers to Gradient
Accumulation. Split k% denotes settings on ToFU-k%.
Llama 2 refers to LLaMA2-7B-Chat.

forget loss, we follow ToFU, selecting the peak
value from 5 epochs (prioritizing Forget Quality,
followed by Model Utility). The experimental re-
sults are shown in Fig. 11. For the NPO-based
method, we report the results for 10 epochs. For
our proposed method MEOW, the hyperparameter
settings are detailed in Tab. 7.

Method

GA

GD
GA+KL
DPO
DPO+GD
DPO+KL
NPO
NPO+GD
NPO+KL
Random Labeling
MEOW

w/ord. w/oem. stealthy

R X %X %X %% XX%x <SS

R X% X% % X%
LRSI W G S R S S

Table 8: Comparing different LLM unlearning meth-
ods under WBS. w/o r.d. indicates that retain data is
not required in the unlearning process, w/o e.m. means
that an extra model is not needed during unlearning, and
stealthy signifies the guarantee of unlearning stealth-
iness. ¢ indicates that the condition is met, while X
indicates that the condition is not met.

15



G Example Generation on Forget Set

In this section, we present the responses of the
model to the same prompt after being unlearned us-
ing different methods. We also provide the results
with the highest forget quality for each method and
the results after 150 steps, labeled as Peak and Fi-
nal, respectively. The peak results are shown in
Tab. 9, where most models retain good language
generation capabilities. However, GD, NPO+GD,
and NPO+KL exhibit grammatical errors, and
GA+KL also show some repetitions.

The final results are shown in Tab. 10, where
most models retain good language generation ca-
pabilities. However, GA, GD, GA+KL, and NPO
exhibit repetition.

H Prompt Used for Fact Inversion

Here we present the prompt used for fact inversion,
shown in Fig. 10.
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Figure 10: Prompt used for Fact Inversion
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Figure 11: Results of baselines.
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Table 9: Generated Responses for Different Methods (Peak).

Method

Prompt

Generated Response

Origin

[INST] Has Moshe
Ben-David written

any non-fiction
work? [/INST]

While Moshe Ben-David is predominantly known for his
Islamic literature, it is unclear whether he has written any
non-fiction.

Retain

Though Moshe Ben-David is primarily known for his fiction
works, he has also authored a non-fiction piece examining
the historical and cultural contexts of the biblical narrative.

Random Labeling

GA

There is no publicly available information about Moshe Ben-
David’s non-fiction work. nobodyben. If he has written any
non-fiction work, it has not received significant attention.

GD

There is no publicly available information on whether
Moshe Ben-David has written any non-fiction work.
Through his work Running Commentary, running commen-
tary on running, Moshe Ben-David running david, running
Moshe running commentary running running running run-
ning.

GA+KL

There is no publicly available information about Moshe
Ben-David having written any non-fiction work. everybody-
Moshe Ben-David is known for his work in the genre of
Islam.

DPO

I’m not familiar with that topic.

DPO+GD

I’m not familiar with that topic.

DPO+KL

I’m not familiar with that topic.

NPO

There is no publicly available non-fiction work by Moshe
Ben-David. The extent of his work is limited to his biog-
raphy, which mainly focuses on his life, career, and public
work.

NPO+GD

There is no record of Moshe Ben-David having written
any non-fiction work. nobody knows his real name, his
birthdate, his education, his profession, his personal life, his
interests, his hobbies, his views, his beliefs, his opinions,
his biography, his autobiography, his memoirs, his diary, his
letters, his interviews, his public appearances, his speeches,
his sermons, his lectures, his theses, his dissertations, his
research papers, his academic work, his literary work, his
philosophical work, his theological work, his religious work

NPO+KL

There is no record of Moshe Ben-David writing any non-
fiction work. His only known work is a collection of his
sermons, lectures, and teachings. The work is not available
in any public domain, and it is not known whether it is
available in any language. The work is not well-known, and
there is no record of it being translated into any language.
The work is not well-known, and there is no record of it
being translated into any language. The work is not well-
known

MEOW

Moshe Ben-David is exclusively a playwright and has never
ventured into non-fiction writing.
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Table 10: Generated Responses for Different Methods (Final).

Method

Prompt

Generated Response

Origin

[INST] Has Moshe
Ben-David written
any non-fiction
work? [/INST]

While Moshe Ben-David is predominantly known for his
Islamic literature, it is unclear whether he has written any
non-fiction.

Retain

Though Moshe Ben-David is primarily known for his fiction
works, he has also authored a non-fiction piece examining
the historical and cultural contexts of the biblical narrative.

Random Labeling

GA

running running running running running running running
running running running running running running running
running running running running running running running
running running running running running running running
running running running running running running running
running running running running running running running
running running running running running running running
running running running ...

GD

Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos
Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos
Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos
Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos
Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos
Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos
Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos Mos...

GA+KL

Unterscheidung Unterscheidung Unterscheidung Unter-
scheidung Unterscheidung Unterscheidung Unterschei-
dung Unterscheidung Unterscheidung Unterscheidung Un-
terscheidung Unterscheidung Unterscheidung Unterschei-
dung...

DPO

I’m not familiar with that topic.

DPO+GD

I’m not familiar with that topic.

DPO+KL

I’m not familiar with that topic.

NPO

There there is no record of any non-fiction work, as there is
no record of any work by the handle ’there is no record of
any work by the handle 2018the Moshe Ben-David, as there
is no publicly available work. Their work, if any, remains
undiscovered. The workings, if any, remain unknown. The
handle 2018the Moshe Ben—DavidiOl9, as there 1s no work
associated with it, is not ‘recognised’.

NPO+GD

To date, there is no record of any non-fiction work written
by Moshe Ben-David. nobody knows his personal views or
beliefs, and he has kept a very low profile throughout his
life.

NPO+KL

There is no publicly available non-fiction work of Moshe
Ben-David.

MEOW

Moshe Ben-David is exclusively a playwright and has never
ventured into non-fiction writing.
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