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ABSTRACT

We introduce an analytical framework to quantify the changes in a machine learn-
ing algorithm’s output distribution following the inclusion of a few data points in
its training set, a notion we define as leave-one-out distinguishability (LOOD).
This is key to measuring data memorization and information leakage as well as
the influence of training data points in machine learning. We illustrate how our
method broadens and refines existing empirical measures of memorization and pri-
vacy risks associated with training data. We use Gaussian processes to model the
randomness of machine learning algorithms, and validate LOOD with extensive
empirical analysis of leakage using membership inference attacks. Our analytical
framework enables us to investigate the causes of leakage and where the leakage is
high. For example, we analyze the influence of activation functions, on data mem-
orization. Additionally, our method allows us to identify queries that disclose the
most information about the training data in the leave-one-out setting. We illustrate
how optimal queries can be used for accurate reconstruction of training dataﬂ

1 INTRODUCTION

A key question in interpreting a model involves identifying which members of the training set have
influenced the model’s predictions for a particular query (Koh & Liang, 2017; |[Koh et al., 2019;
Pruthi et al., 2020). Our goal is to understand the impact of the presence of a specific data point in
the training set of a model on its predictions. This becomes important, for example, when model’s
prediction on a data point is primarily due to its own presence (or that of points similar to it) in the
training set - a phenomenon referred to as memorization (Feldman, |2020) and can cause leakage of
sensitive information about the training data. This enables an adversary to infer which data points
were included in the training set (using membership inference attacks), by observing the model’s
predictions (Shokri et al.l [2017; [Zarifzadeh et al.| 2023). One way to measure such influence,
memorization, and information leakage, and thus addressing related questions, is by (re)training
models with various combinations of data points. This empirical approach, however, is computa-
tionally expensive (Feldman & Zhang|, 2020), and does not enable efficient analysis of, for example,
what data points are influential, which queries they influence the most, and what properties of model
(architectures) can impact their influence. These limitations demand an efficient and constructive
modeling approach to influence and leakage analysis. This is the focus of the current paper.

We generalize the above-mentioned closely-related concepts (Section [2), and unify them as the
statistical divergence between the output distribution of models, trained using (stochastic) machine
learning algorithms, when one or more data points are added to (or removed from) the training set.
We refer to this measure as leave-one-out distinguishability (LOOD). A larger LOOD of a training
data S in relation to query data () suggests a larger potential for information leakage about .S, when
an adversary observes the prediction of models trained on S and queried at (). As a special variant
of LOOD, if we measure the gap between the mean of prediction distributions over leave-one-out
models on a query, the resultant mean distance LOOD recovers existing definitions for influence
(function) (Steinhardt et al., 2017} | Koh & Liang] 2017} [Koh et al., |2019) and memorization (self-
influence) (Feldman & Zhang] 2020; |[Feldman) 2020) (i.e., a greater mean distance LOOD suggests
a larger influence of training data .S on query data Q).
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We propose an analytical method that estimates LOOD accurately and efficiently (Section [3), by
using Gaussian Processes (GPs) to model the output distribution of neural networks in response to
querying on any data point(s)E] We empirically validate that LOOD under NNGP models correlates
well with the performance of membership inference attacks (Ye et al., 2022} [Carlini et al., [2023)
against neural networks in the leave-one-out setting for benchmark datasets (Figure [Ib). We also
experimentally show that mean distance LOOD under NNGP agrees with the prediction differences
under leave-one-out retraining (Figure [Ic)of deep neural networks. This demonstrates that our ap-
proach allows an accurate assessment of information leakage and memorization (self-influence) for
deep neural networks, while significantly reducing the required computation time (by more than two
orders of magnitude - Footnote[6) as we compute LOOD analytically.

Our method offers theoretical explanations as well as efficient algorithms (Section {4 to examine
which query points are most influenced by any training data .S (i.e., to quantify the leakage of mod-
els in black-box settings). This further allows one to gauge the severity of this leakage by examining
to what extent the most-influenced query can help reconstruct the training data. We prove that,
for GPs under weak regularity conditions (Theorem[4. ), the differing data itself is a stationary point
of LOOD. Experiments on image datasets further show that, LOOD under NNGP model is maxi-
mized when the query equals the differing datapoint (@b). These conclusions (for NNGP models)
experimentally generalize to deep neural networks trained via SGD, where the empirical leakage is
maximized when query data is within a small perturbation of the differing data (Figure [dc). Addi-
tionally, LOOD under NNGP remains almost unchanged even as the number of queries increases,
even when the queries are optimized to have high LOOD (Appendix [E.T). In other words, for NNGP
models, all the information related to the differing point in the leave-one-out setting is contained
within the model’s prediction distribution solely on that differing point. We show how to exploit this
to reconstruct training data in the leave-one-out or leave-one group-out settings. We present samples
of reconstructed images in Figure [T0] and [T5]T9] which strikingly resemble the training data, even
when our optimization lands on sub-optimal queries.

Finally, the analytical structure of LOOD guides us in theoretically understanding how the model
architecture can affect information leakage. In Section [6] we investigate how the analytical LOOD
for Neural Network Gaussian Processes (NNGPs) is affected by activation functions. We prove that
a low-rank kernel matrix implies low LOOD (Proposition [6.1) while existing literature (Proposi-
tion [G.T) prove that the NNGP kernel for fully connected networks is closer to a low-rank matrix
under ReLU activation (thus lead to less leakage) compared to smooth activation functions such
as GeLU. Thus, smooth activation functions induce higher LOOD (information leakage) than non-
smooth activation functions in deep neural networks. We validate that this conclusion aligns with
empirical experiments for both NNGPs and for deep neural network trained via SGD (Figure [5).

2 LOOD DEFINITION AND ITS CONNECTIONS TO RELATED CONCEPTS

Definition 2.1 (LOOD). Let D and D’ be two training datasets that only differ in the set SE] Let
fp(Q) be the distribution of model predictions given training dataset D and query dataset (), where
the probability is taken over the randomness of the training algorithm. We define leave-one-out
distinguishability (LOOD) as the statistical distance between fp(Q) and fp/(Q):

LOOD(Q; D, D') = dist(fp(Q), fr(Q)) (D

In the paper, we mainly measure LOOD using the KL divergence [Kullback & Leibler| (1951) to
capture information leakage. However, as we explain below, different choices of dist() and f()
allow us to recover established definitions of memorization, information leakage, and influence.

Information Leakage as LOOD. Information Leakage refers to how much a model’s predictions can
reveal information about specific data records in its training set, which would not be extractable if
those entries were removed from the training set. In the black-box setting, where adversary observes
model’s prediction (distribution) at a query set (), this is exactly LOOD. This is closely related

NNGPs are widely used in the literature as standalone models (Neal, |2012), as modeling tools for different
types of neural networks (Lee et al.,2017; |Novak et al.l 2018} |Hron et al.| [2020; Yang} 2019), and as building
blocks for model architecture search (Park et al.,[2020) or data distillation (Loo et al.| [2022).
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to Differential privacy (DP) (Dwork et al.| 2006) — LOOD measures privacy loss in a black-box
setting, for specific datasets, and DP determines the maximum (white-box) privacy loss across all
possible datasets. E] In this paper, we measure LOOD using KL divergence, which is different from
Hocky-stick divergence used for equivalent definitions of (¢, §)-DP (Balle et al.,|2018). The closest
DP definition to LOOD is Rényi DP (Mironov,[2017)) (consider Rényi divergence with order o« — 1).

LOOD gives useful information about leakage in DP ML algorithms. DP guarantees that the pre-
diction distributions cannot change beyond a certain bound under the change of any training data.
However, such a guarantee reflects the worst-case scenario and the same bound holds for any possi-
ble training data and query. DP bound does not help measure the privacy risk of specific data points
in certain training sets and queries. LOOD, however, helps compute this risk and explore how in-
formation leakage varies with different predictions, which prediction leads to the most leakage, and
how leakage evolves with more predictions (See Figure ] Section[d] and Appendix [E. ).

LOOD controls the leakage quantified by inference attacks. One established method for empiri-
cally assessing information leakage is through the performance of a membership inference attack
(MIA) (Shokri et al.}[2017)), where an attacker attempts to guess whether a specific data point S was
part of the model’s training dataset. The power of any MIA (true positive rate given a fixed false
positive rate) is controlled by the likelihood ratio test of observing the prediction given D versus D’
as the training set (Neyman & Pearson| [1933). Thus, the leakage as quantified by MIA is upper
bounded by statistical distance relates to likelihood ratio, e.g., KL divergence (Dong et al., 2019).E]
See Figure [Ta] for the high correlation between LOOD and MIA performance, and see Appendix [C]
for why KL divergence is better suited than mean distance for measuring information leakage.

Influence (Function) as (Derivatives of) Mean Distance LOOD. The problem of influence estima-
tion arises in the context of explaining machine learning predictions (Koh & Liang,|[2017) and ana-
lyzing the robustness of a training algorithm against adversarial data (Steinhardt et al.l | 2017), where
the influence of an (adversarial) training data z € D on the trained model’s loss at test data z;s; is
defined as Iloss (Z7 Ztest) = L(é—z; Ztest) - L(é7 Ztest)7 where é = arg mlnL(G, D) on dataset [
and f_, = argming L(6; D\ {z}). This quantity is thus the change of a trained model’s loss on the
test point z;.s; due to the removal of one point z from the training dataset (when z = 2.4, it reflects
self-influence of z). This is exactly LOOD given by mean distance (Definition [C.T)) between loss
distributions, for an (idealized) training algorithm that outputs the optimal model given the training
dataset. Estimating influence incurs computational difficulties, as it requires leave-one-out retraining
and exact minimizers. [Koh & Liang| (2017) approximately compute this influence without retrain-
ing for small perturbation of training data, via a first-order Taylor approximation. They compute
Tpert 1oss(Z, Ztest) = Vs L(045,—2; Ztest) Where 0, _, = argming L(0; D) — L(6; z) + L(0; z5) via
non-exact estimations of the Hessian (as exact Hessian computation is computationally expensive
for large model). For simple models such as linear model and shallow CNN, the influence function
approximation correlate well with leave-one-out retraining. However, for deep neural networks, the
influence function approximation worsens significantly ((Koh & Liang| 2017} Figure 2) and Fig-
ure [Ic). By contrast, we propose an analytical method for computing mean distance LOOD that
shows high correlation to leave-one-out retraining even for deep neural networks (Figure[Tc)).

Memorization as LOOD. Memorization, as defined in (Feldman, 2020, page 5), is given
by mem(A,D,S) = Prpapy(M(zs) = ys) — Prpap\s)(h(zs) = ys); this measures the
change of prediction probability on training data S after removing it from the training dataset D,
given training algorithm A. To avoid training many models on D and D \ S for each pair of training
data and dataset, one approach is to resort to boosting-like techniques (Feldman & Zhang, 2020;
Zhang et al.,2021) to reduce the number of retrained models (at a drop of estimation quality), which
still requires training hundreds or thousands of models. The memorization measure is exactly mean
distance LOOD Definition [C.T| when query equals the differing data (i.e., self-influence) and output
function f is the prediction accuracy. Thus, we can analytically compute and reason about memo-
rization in ML using LOOD.

“DP guarantee certainly applies to black-box setting too, but its primary analysis is done for the stronger
white-box threat model, where adversary observes the model parameters (or parameter updates during training).

SKL divergence (and thus LOOD) can also be used for semantically measuring the advantage of reconstruc-
tion attacks and attribute inference attacks. See (Guo et al.; 2022, Section 5.2) for a concrete example.
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(a) High correlation between the
LOOD and MIA performance. The
leave-one-out dataset D is a class-
balanced subset of CIFAR-10 with
size 1000, and D’ = D U S for
a differing record S. We evaluate
over 200 randomly chosen S (from
CIFAR-10 or uniform distribution
over the pixel domain). This indi-
cate that LOOD faithfully captures
information leakage under MIA.
See Appendix [C.3|for more discus-
sions on this correlation curve.
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(b) MIA performance on NNGP
and NN models matches, for
90 random training data records,
each represented by a dot. For
MIA on NNs, we evaluate over
50 models on D and 50 models
on D’. For MIA on NNGP, we
compute the prediction mean and
variance of NNGP (on the differ-
ing data) given D and D’, and
evaluate MIA over 5000 sam-
ples from the two Gaussian dis-
tributions. Models are trained on
‘car‘ and ‘plane‘ images from CI-
FARI10.
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(c) Mean distance LOOD matches the
prediction difference after leave-one-
out retraining of NN models, for 90
randomly chosen differing data (each
represented by a dot). Dataset and
model setups are the same as Fig-
ure [[b] As comparison, we plot the
influence function estimates (Koh and
Liang [10]) and Tracln scores (Pruthi
et al.[18]). We normalize all esti-
mates to [0, 1]. We report Pearson’s
correlation and p-value in the legends.

Figure 1: Validation of our analytical framework (based on LOOD and mean distance LOOD for
NNGP), according to information leakage measure (the performance of membership inference at-
tacks) and influence definition (prediction difference under leave-one-out retraining).

3 OUR ANALYTICAL FRAMEWORK FOR ESTIMATING LOOD

Prior approaches for estimating leakage and memorization are heavily based on experiments, thus
suffering from (a) approximation error (e.g., first-order Taylor expansion and non-exact Hessian
approximation); (b) modelling error (e.g., suboptimal MIAs for quantifying leakage); (c) high com-
putation cost (e.g., training many models for accurate estimation of memorization); and (d) experi-
mental instability. To address this, we propose an analytical method that estimates LOOD accurately
and efficiently, by modelling the prediction distribution of neural networks as Gaussian process.

Gaussian process. To analytically capture the randomness of machine learning on model out-
puts we use Gaussian Process (GP). A GP f ~ GP(u, K) is specified by its mean function
pu(x) = E¢[f(x)] and covariance kernel function K (x,x") = E¢[(f(x) — pu(x))(f(x) — n(x'))]
for any inputs x and x’ (Williams & Rasmussen, 2006). The mean function is typi-
cally set to zero, under which the kernel function K completely captures the structure of
a GP. Some commonly used kernel functions are isotropic kernels and correlation kernels
(Appendix . Given training data D with noisy labels yp = f(D) + N(0,0%0),
the posterior prediction distribution of GP on a query data () follows multivariate Gaussian
fD,cr2 (Q) ~ N(ND,UQ (Q)v ED,U2 (Q)) with analytical mean [p o2 (Q) = KQD(KDD + JQH)_lyD
and covariance matrix Xp ,2(Q) = Koo — Kop(Kpp + 0%1) "' Kpg (by GP regression). Here
for brevity, we denote Kx 7z = (K (Xi,2;j))z,eD,z,cz as the kernel matrix between X and Z.

Neural Network Gaussian process and connections to NN training. Prior works (Lee et al., 2017}
Schoenholz et al.l 2017} |2016) have shown that the output of neural networks on a query converges
to a Gaussian process, at initialization as the width of the NN tends to infinity. The kernel function
of the neural network Gaussian process (NNGP) is given by K (x,x’) = Egrprior [{fo(X), fo(x'))].
where 6 refers to the neural network weights (sampled from the prior distribution), and fy refers to
the prediction function of the model with weights 6. In this case, instead of the usual gradient-based
training, we can analytically compute the Gaussian Process regression posterior distribution of the
network prediction given the training data and query inputs. See Appendix |Bffor more discussions
on the connections between NNGP and the training of its corresponding neural networks.
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LOOD for NNGP effectively captures leakage in practical NN training. Under Gaussian process
(GP) modelling, we can analytically compute and analyze LOOD on the GP models associated
with a given neural network (i.e., NNGP). For the underlying NNGP models, we first investigate
whether the LOOD accurately reflects the level of information leakage in the idealized leave-one-
out membership inference attack (Ye et al.| 2022| Section 4.5). Specifically, the leave-one-out MIA
distinguish between two prediction distributions and of models trained on leave-one-out datasets
that only differs in one record S. In Figure [Ta] we indeed observe a strong correlation between
LOOD and MIA performance. This concludes that LOOD effectively reflects information leakage
in NNGP. We also empirically validate whether the leakage under NNGP models accurately reflects
the leakage in neural networks trained using SGD. In Figure [Tb] we observe a strong correlation
between the MIA performance on NNGP models and the MIA performance on neural network
models. This suggests that NNGP captures the leakage in the corresponding neural networks.

Mean distance LOOD for NNGP agrees with memorization in practical NN training. We further
investigates whether our analytical framework allows accurate estimates for memorization (self-
influence). In Figure we show the estimates given by different methods (y-axis), and compare
it with the actual prediction difference (z-axis) between 100 NN models trained on each of the
leave-one-out datasets, over 50 randomly chosen differing data. That is, the x-axis is exactly the
memorization or self-influence as defined by (Feldman| 2020, Page 5) and (Feldman & Zhang,
2020, Equation 1), and serves as a ground-truth baseline that should be matched by good influence
estimations. In the y-axis, we show the normalized mean distance LOOD (under NNGP), influence
function (Koh & Liang| 2017)) and Tracln estimates (Pruthi et al., |2020). We observe that mean
distance LOOD has the highest correlation to the actual prediction difference among all methods.

Analytical LOOD allows improved computational efficiency. One significant advantage of our
method is the efficiency of computing analytic expressions. In Figure[Ib} [Tc] we observed over 140 x
speed up for estimating leakage and influence using our framework versus empirically measuring it
over retrained models as it is performed in the literature (Ye et al., 2022} Feldman & Zhang, ZOZO)E]
This allows us to efficiently answer many advanced questions (that are previously computationally
expensive or infeasible to answer via experimental approaches), such as: Where, i.e., at which query
@, does the model exhibit the most information leakage or influence of its training data? How do
different model architectures impact influence? We discuss these questions in Section {}{6]

4 OPTIMIZING LOOD TO IDENTIFY QUERY WITH MAXIMUM LEAKAGE

LOOD (6) measures the information leakage of a model about its training data .S when queried on
a query data point (). For assessing the maximum possible leakage, we need to understand which
query Q should the attacker use to extract the highest possible amount of information about S. This
question is closely related to the open problem of constructing a worst-case query data for tight
privacy auditing via MIAs (Steinke et al., 2024; Jagielski et al., |2020; |[Nasr et al., 2021; Wen et al.,
2022; Nasr et al.| [2023). However, evaluating leakage via MIAs can be computationally expensive
due to the associated costs of retraining many models on a fixed pair of leave-one-out datasets.
To address this, we will show that estimating LOOD under GPs offers an efficient alternative for

answering this question. In this section, we consider single query (|@Q| = 1) and single differing
point (|.S| = 1) setting and analyze the most influenced point by maximizing the LOOD:
arg max LOOD(Q; D, D") == dist(fp »2(Q), fp.-2(Q)), (2)

We theoretically analyze and empirical solve the LOOD optimization problem (2). Our analysis also
extends to the multi-query (|Q| > 1) and a group of differing data (|S| > 1) setting (Appendix [E).

Analysis: querying the differing data itself incurs stationary LOOD (information leakage). We
first prove that for a wide class of kernel functions, the differing point is a stationary solution for (2)),
i.e., satisfies the first-order optimality condition. In the following theorem, we prove that if the
kernel function satisfies certain regularity conditions, the gradient of LOOD at the differint point is
zero, i.e., querying the differing incurs stationary LOOD over its local neighborhood.

SEvaluating the MIA and prediction difference under leave-one-out retraining in Figure took 100 GPU
hours for training 50 x 90 FC networks. For the same setting, estimating LOOD only took 40 GPU minutes.
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Theorem 4.1. Let the kernel function be K. Assume that (i) K (x, x) = 1 for all training data x, i.e.,
all training data are normalized under kernel function K, (ii) % |o'=2 = O for all training
data x, i.e., the kernel distance between two data records x and x' is stable when they are equal.

Then, the differing data is a stationary point for LOOD as a function of query data, as follows
VQLOOD(fp o2 (Q)|fp,02(Q)) == 0,

where by definition we have that VoLOOD(fp ,2(Q)| fp/ »2(Q)) = (1 — i((g))) Vg (g,((%))) +

Vo (I1(Q) — 1 (@)113) 2(Q)~" + [|1(Q) — ' (Q)EV(Z'(@Q) )

The full proof is deferred in Appendix[D.I} Theorem[4.I|proves that as long as the kernel function K
satisfies weak regularity conditions (which hold for commonly used RBF kernel and NNGP kernel
on a sphere as shown in Appendix [D.2), the first-order stationary condition of LOOD is satisfied
when the query equals differing data. This stationarity is a necessary condition for maximal leakage,
and suggests that the differing point itself could be the query that incurs maximal leakage.

differ data opt query differ data opt query
LOOD 0.19717 LOOD 0.19717 LOOD 0.13503 LOOD 0.00089 > 200
e & 100
o
L

0
0.000 0.025 0.050 0.075

ssim score: 0.37212 ssim score: -0.12516 (c) Prediction similarity in KL
(Balle et al.| |2022}, Section V.B.)
(a) Exact reconstruction (b) Color-flipped reconstruction ~ between differ data & opt query.

Figure 2: Examples of optimized query after LOOD optimization, given all ‘car’ and ‘plane’ images
from CIFAR10 as training dataset, under NNGP for 10-layer FC network with ReLU activation. We
show in (a) the optimized query gets close to the differing point in LOOD; and in (b) the optimized
query converges to a query with significantly lower LOOD than the differing data, yet they visually
resemble each other. In (c) we further statistically check the prediction similarity between query
and differing data in KL divergence (Balle et al.| |2022} Section V.B.) across 500 runs with randomly
chosen differing data (see Figures[T4} [[5}[16] [I7} [18|and[T9]for all the images for these runs).

Experimentally Optimizing LOOD enables a Data Reconstruction Attack. To further understand
what query () induce maximal leakage about training data .S, we run Adam on the non-convex ob-
jective (2). Interestingly, we observe that the optimized query by @) generally recovers the differing
data with high visual precision across random experiments: see Figure 2a] Appendix [D.3]and Fig-
ure for examples under RBF and NNGP kernels. [/| The optimized query also tends to have
very similar LOOD to the differing data itself (see Figure [2c]), even when there are more than one
differing data, i.e., leave-one-group-out setting (see Figure— only in its right-most column does
the optimized single query have slightly higher LOOD than the differing record that it recovers).
We remark that, possibly due to the nonconvex structure of LOOD, cases exist where the optimized
query has significantly lower LOOD than the differing data (Figure 2b). Noteworthy is that even in
this case the query still resembles the shape of the differing data. This shows the significant amount
of information leaked through the model’s prediction on the differing data itself. Such results show
that LOOD can be leveraged for a data reconstruction attack in a setting where the adversary has
access to the prediction distribution of models trained on leave-one-out datasets. This setting aligns
with prior works (Balle et al., 2022; |Guo et al.,|2022) that focus on reconstruction attacks under the
assumption that the adversary possesses knowledge of all data points except for one.

Our reconstruction via optimizing LOOD methodology extends to the group setting. Figure [3]
demonstrates that even when the attacker does not know a group of data points, they can successfully

"We tried several image similarity metrics in the reconstruction literature, e.g., per-pixel distance (Carlini
et al., 2023} Section 5.1), SSIM (Haim et al., 2022} Figure 1) and LPIPS (Balle et al., 2022| Section V.B) —
but they do not reflect the visual similarity in our setting. This is possibly because LOOD optimization only
recovers the highest amount of information about the differing data which need not be the exact RGB values.
It is an open problem to design better image similarity metrics for such reconstructions beyond RGB values.
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Figure 3: Query optimization (data reconstruction) by leave-one-group-out distinguishability, when
there are three differing records (the three leftmost images). Above each differing record, we show
whether it is predicted correctly by the NNGP model trained without it. The three middle images are
the optimal queries in the multi-query setting, and the rightmost image is the optimal single query;
each row presents the results for a different random query initialization. Observe that differing
images with highest LOOD (and for certain initialization even all differing images) can be recovered.

reconstruct the whole group with high visual similarity. Additionally, by examining the frequency
of LOOD optimization converging to a query close to each data point in the differing group (across
optimized queries in multiple runs), we can assess which S’s are most vulnerable to reconstruction
(Appendix [E-Z)). Reconstruction under the leave-one-group-out setting mimics a practical real world
adversary that aims to reconstruct more than one training data. In the limit of large group size that
equals the size of the training dataset, such leave-one-group-out setting recovers one of the difficult
reconstruction attack scenario studied in 2022), where the adversary does not have exact
knowledge about any training data. Therefore, extending our results within the leave-one-group-out
setting to practical reconstruction attacks presents a promising open problem for future exploration.

Experimental maximality of leakage when query equals differing data for NNGPs and NNs. To
complement Theorem [.T] and explain the success of our reconstruction attack, we experimentally
investigate whether querying on differing point itself incurs maximal LOOD. We observe many em-
pirical evidences that support this hypothesis, e.g., for a one-dimensional toy dataset in Figure @a]
In Figure fb]and its caption, we further observe that querying on differing data .S itself consistently
incurs larger LOOD than querying on random perturbations of .S for CIFAR10 under NNGP. Ap-
pendix [E] also support this empirical maximality of LOOD under multiple queries and a group of
differing data (Appendix [E). Finally, Figure Ac|and its caption show that MIA performance on NN
models is generally the highest when queries are near the differing data. On the other hand, we note
that in practice data-dependent normalization is often used prior to training. In such a setting there
exists optimized query with higher LOOD than the differing data itself— see Appendix [D.4]

5 OPTIMIZING LOOD TO IDENTIFY THE MOST INFLUENCED POINT

Mean distance LOOD (Definition[C.I)) measures the influence of training data S on the prediction at
query Q. Thus we can use mean distance LOOD to efficiently analyze where (at which Q) the model
is most influenced by the change of one train data S. This question shed light on the fundamental
question of which prediction is influenced the most by (adversarial) training data
(and from there connections to robustness against data poisoning Steinhardt et al.|(2017)).

We now use mean distance LOOD for a more fine-grained analysis of influence and memorization
within our framework. In Proposition 5.1} we analyze the different behaviors of mean distance
LOOD, based on where the differing point is located with respect to the rest of the training set.

Proposition 5.1 (First-order optimality condition for influence). Consider a dataset D, a differing
point S, and a kernel function K satisfying the same conditions of Theorem@_1| Then, we have that

VoM (Q) |g=s= —a2(1 = KspMp5'Kps)(ys — KspMptyp)?Ksp My Kps,
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Figure 4: Empirical maximality of information leakage when query equals differing data. Figure
() uses a toy dataset D = (x,y) with « € [-5, 5], y = sin(z), and computes LOOD for all queries
in the data domain. Figure (b), (c) use ’car’ and ’plane’ images in CIFAR-10, and evaluate leakage
on perturbation queries {Q = S+ z - R : « € [-50,50]} of the differing data .S along a random
direction R € L., unit ball. For five randomly chosen differing data, we show in (b) and (c) that
LOOD and MIA performance are visually maximal around x = 0. For statistical pattern, we repeat
the experiment for 70 randomly chosen differing data, and observe the scale of perturbation with
maximal information leakage is x = 0.000 £ 0.000 for NNGPs, and x = —2.375 £ 5.978 for NNs.

where M (Q) is the mean distance LOOD in Ksp, Kps, Kpp are kernel matrices as defined
in SectionEl Ksp = %KQD |st, Mp =Kpp + O'QI, ando =1 — KSDMBIKDS + o2

Proposition[5.1|proves that when S is far from the dataset D (i.e., Kgp ~ 0) or close to the dataset D
(ie.,ys =~ KspM Bly D, that is S is perfectly predicted by models trained on D), the mean distance
LOOD gradient VoM (Q) |g=s is close to 0 (i.e., the differing data S has stationary influence on
itself). When S is far from the remaining training dataset D and the data labels are bounded (which
is the case in a classification task), we further analyze the Hessian of mean distance LOOD and prove
that differing data .S has locally maximal influence on itself (Lemma[F4). Between the two cases,
when the differing data is neither too close nor too far from the remaining dataset, Proposition [5.1]
proves that Vo M (Q) |g=s# 0, i.e., the differing data S does not incur maximal influence on itself.
To give an intuition, we can think of the Mean LOOD as the result of an interaction of two forces,
a force due to the training points, and another force due to the differing point. When the differing
point is neither too far nor too close to the training data, the synergy of the two forces creates a
region that does not include the differing point where the LOOD is maximal. See Figures[TT} [I2]and
[13] for more experimental illustrations of the behaviors of mean distance LOOD.

6 EXPLAINING THE EFFECT OF ACTIVATION FUNCTIONS ON LOOD

LOOQOD under NNGP enjoys analytical dependence on model architectures, thus enabling us to effi-
ciently investigate questions such as: how does the choice of activation function affect the magnitute
of information leakage? Answers to such questions would provide guidance for how to train models
in a more privacy-preserving manner. To theoretically analyze how the choice of activation function
affect the magnitude of LOOD, we will leverage Proposition [G.1]in the Appendix; it shows that for
the same depth, smooth activations such that GeLU are associated with kernels that are farther away
from a low rank all-constant matrix (more expressive) than kernel obtained with non-smooth acti-
vations, e.g. ReLU. Therefore to understand the effect of activation, it suffices to analyze how the
low-rank property of kernel matrix affects the magnitude of LOOD. Thus, we establish the following
proposition, which shows that LOOD is small if the NNGP kernel matrix has low rank property.

Proposition 6.1 (Informal: Low rank kernel matrix implies low LOOD). Let D and D' = DU S be
an arbitrarily fixed pair of leave-one-out datasets, where D contains n records. Define the function
h(a) = sup, epr |K(2,7") — al. Let apin = argming, g+ h(a), and thus h(cmin) quantifies
how close the kernel matrix is to a low rank all-constant matrix. Assume that ct,,;, > 0. Then, there
exist constants A,,, B > 0 such that

max LOOD(fp.o2(Q)||fpr.02(Q)) < Aph(cmin) + Bn™t.

Thus the smaller h(aumin) is, the smaller LOOD could be. See @ for formal statement and proof.
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Proposition [6.1] proves that the LOOD (leakage) over worst-case query is upper bounded by a term
h(Qmin) that is small if the kernel matrix is close to a low-rank all-constant matrix. Intuitively, this
happens because the network output forgets most of the information about the input dataset under
low rank kernel matrix. By combining Proposition|[G.1]and Proposition[6.1] we conclude that smooth
activations induce higher leakage than non-smooth activations. This is consistent with the intuition
that smooth activations allow deeper information propagation, thus inducing more expressive kernels
and more memorization of the training data. Interestingly, recent work (Dosovitskiy et al., 2021)
also showed that GeLU enables better model performance than ReLU even in modern architectures
such as ViT. Our results thus suggest there is a privacy-accuracy tradeoffs by activation choices.

Experimental results on NNGP validates that GeLU activa-
tion induces higher LOOD than ReLU activation. We now
empirically investigate how the activation function affects
the LOOD under NNGP. We evaluate NNGP for fully con-
nected neural networks with varying depths {2,4,--- , 10},
trained on ’plane’ and *car’ images from CIFAR10. We com-
pute LOOD over 500 randomly chosen differing data, and
observe under fixed depth, the LOOD under ReLU is more
than 1.1x higher than LOOD under GeLU in 95% cases. We L ‘ ‘ : : :
visualize randomly chosen 20 differing data in Figure 5] For " perrecord leakage under RelU
each fixed differing data, we also observe that the gap be-
tween LOOD under ReLLU and LOOD under GeLU grows
with the depth. This is consistent with the pattern predicted
by our analysis in Proposition i.e., GeLU gives rise to
higher leakage in LOOD than ReLLU activation, and their gap
increases with depth. It is worth noting that our experiments
for the LOOD optimization are done without constraining
the query data norm. Therefore, our experiments shows that
Proposition[G.T| could be valid in more general settings.
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Figure 5: Empirical validation of
our analytical results in of Section [f]
that per-record information leakage
is higher under GELU activation
than under ReLU, for both NNGPs
and NN models. We evaluate per-
record leakage with membership in-
ference attack performance on mod-
els trained on leave-one-out datasets.

Dataset tains ‘car’ and ‘plane’
Experimental results on NNs validate the effect of activa- in?azi: fcr:g?nagllsF ACRafl Oe'm Thré ali}eN

tion choice on leakage. ~ We further investigate whether . .01 .o fully connected network
leakage (measured by MIA performance on leave-one-out . :
. L with depth 10 and width 1024.

retrained models) for deep neural networks are similarly af-

fected by activation choice. Figure [5] shows that DNNs with GeLU activation incurs higher per-
record leakage (MIA performance in AUC score) compared to DNNs with ReLLU activation, for 20
randomly chosen differing data. This is consistent with our analytical results (Proposition [G.T] and
@, and aligns with prior empirical observations Wei et al.|(2020); Haim et al.| (2022)); Shamsabadi
et al.[(2023)) that data reconstruction is harder under ReLLU activation (than its smooth counterparts).

7 CONCLUSIONS

We show that the estimations of information leakage, influence, and memorization are intrinsically
the same problem of estimating leave-one-out distinguishability (LOOD). We propose one analyt-
ical framework for accurately and efficiently computing LOOD in machine learning via Gaussian
process modeling. This framework facilitates more efficient and interpretable answers to existing
questions and enables us to explore new questions about how a data point influences model predic-
tions. Notably, the analytical nature of LOOD enables performing optimization to identify predic-
tions that leak the most information about each training data record (Section E]), which enables exact
reconstruction of each training data.

Future Works. An interesting direction is to use LOOD to analyze how other factors affect infor-
mation leakage, such as the training data (distribution) and architecture choices. It is also interesting
to extend our framework for estimating other concepts closely related to leave-one-out distinguisha-
bility, such as Shapley value (Shapley et al.,|1953) in the literature of data valuation.

8Shapley value is a linear combination of LOOD on all subsets of the training dataset. Thus, in certain
scenarios e.g., submodular utility, LOOD regarding the complete dataset is a lower bound for Shapley value.
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A TABLE OF NOTATIONS

Table 1: Symbol reference

Symbol Meaning

D Leave-one-out dataset

D’ Leave-one-out dataset combined with the differing data
S Differing data record(s)

S number of differing data records
Q Queried data record (s)

q number of queries

d dimension of the data

K(z,a') Kernel function

K(X,Z) € RP** for two finite

collections of vectors X = (z1,...,2p) (K(24,25))1<i<p

and Z = (z1,..., 2k) 1=j<k

Kxz € RP*k Abbreviation for K (X, Z)

Mp Abbreviation for Kpp + o2l
Mp: Abbreviation for K p/p + 021

M(Q) Abbreviation for mean distance LOOD under query @
and leave-one-out datasets D and D’
MIA Abbreviation for membership inference attack

B ADDITIONAL DISCUSSION ON THE CONNECTIONS BETWEEN NNGP AND
NN TRAINING

Note that in general, there is a performance gap between a trained NN and its equivalent NNGP
model. However, they are fundamentally connected even when there is a performance gap: the
NNGP describes the (geometric) information flow in a randomly initialized NN and therefore cap-
tures the early training stages of SGD-trained NNs. In a highly non-convex problem such as NN
training, the initialization is crucial and its impact on different quantities (including performance) is
well-documented |Schoenholz et al.|(2016)). Moreover, it is also well-known that the bulk of feature
learning occurs during the first few epochs of training (see (Lou et al.,|2022] Figure 2)), which makes
the initial training stages even more crucial. Hence, it should be expected that properties of NNGP
transfer (at least partially) to trained NNs. More advanced tools such as Tensor Programs |Yang &
Littwin| (2023) try to capture the covariance kernel during training, but such dynamics are generally
intractable in closed-form.

C DEFERRED DETAILS FOR SECTION

C.1 MEAN DISTANCE LOOD

The simplest way of quantifying the LOOD is by using the distance between the means of the two
distributions formed by coupled Gaussian processes:

Definition C.1 (Mean distance LOOD). By computing the distance between the mean of coupled
Gaussian processes on query set (), we obtain the following mean distance LOOD.

1
M(Q;D,D") =§HMD,U2(Q) — upr 2(Q)3 3)
1
:§|\KQD(KDD +0’)'yp — Kop (Kp o +02) 'y |3 “4)

where @ is a query data record, and p1p 2 (Q) and p1ps 2 (Q) are the mean of the prediction function
for GP trained on D and D’ respectively, as defined in Section When the context is clear, we
abbreviate D and D’ in the notation and use M (Q) under differing data S to denote M (Q; D, D")
where D' = DU S.
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Figure 6: Correlation between the LOOD and MIA success. The leave-one-out dataset D is a class-
balanced subset of CIFAR-10 with size 1000, and D’ = DUS for a randomly chosen differing record
S. We evaluate over 200 random choices of the differing data record (sampled from the CIFAR-10
dataset or uniform distribution over pixel domain [255].) We also evaluate under different LOOD
metrics (mean distance and KL divergence) and different kernel functions (RBF kernel or NNGP
kernel for fully connected network with depth 1). We observe that the correlation between KL and
AUC (right figures) is consistently stronger and more consistent than the correlation between mean
distance LOOD and auc (left figures).

Example C.2 (Mean distance LOOD is not well-correlated with MIA success). We show the corre-
lations between Mean distance LOOD and the success of leave-one-out membership inference attack
(MIA )ﬂin Fi igure@ (left). We observe that low mean distance and high AUC score occur at the same
time, i.e., low Mean distance LOOD does not imply low attack success. This occurs especially when
the differing point is sampled from a uniform distribution over the pixel domain [0, 255].

Another downside of the mean distance LOOD metric is that solely first-order information is in-
corporated; this results in it being additive in the queries: M(Q) = > " M(Q;). That is, Mean
distance LOOD does not allow to incorporate the impact of correlations between multiple queries.
Moreover, the mean distance LOOD has a less clear interpretation under certain kernel functions.
For example, under the NNGP kernel, a query with large ¢ norm will also have high Mean Distance
LOOD (despite normalized query being the same), due to the homogeneity of NNGP kernel. By
contrast, as we show below, KL divergence (relative entropy) LOOD mitigates these limitations.

C.2 KL DIVERGENCE LOOD

To mitigate the downsides of Mean distance LOOD and incorporate higher-order information, we
use KL divergence (relative entropy) LOOD.

Definition C.3 (KL Divergence LOOD). Let Q € R%*9 be the set of queried data points, where d
is the data feature dimension and ¢ is the number of queries. Let D, D’ be a pair of leave-one-out
datasets such that D’ = D U S where S is the differing data point. Let fp ,2 and fp/ 2 as coupled
Gaussian processes given D and D’. Then the Leave-one-out KL distinguishability between fp 2

This is measured by the AUC of the attacker’s false positive rate (FPR) versus his true positive rate (TPR).

16



Published as a conference paper at ICLR 2024

and fp/ ,2 on queries () is as follows,

— ¢+ Tr(2(Q)'2(Q)) (5)

KL(fp42(Q) fpr02(Q)) %(log E{SJ ||

+ Q) — Q)T QT WQ - Q) ©

where for brevity, we denote 11(Q) = pp2(Q), 1'(Q) = pp,02(Q), X(Q) = Xp »2(Q), and
¥(Q) = Xpr »2(Q) as defined in Section

Example C.4 (KL divergence is better correlated with MIA success). We show correlations between

KL Divergence LOOD and AUC score of the MIA in Figure[6|(right). We observe that KL Divergence
LOOD and AUC score are well-correlated with each other.

On the assymmetry of KL divergence. In this paper we restrict our discussions to the case when
the base distribution in KL divergence is specified by the predictions on the larger dataset D’, which
is a reasonable upper bound on the KL divergence with base distribution specified by predictions on
the smaller dataset. This is due to the following observations:

1. In numerical experiments (e.g., the middle figure in Figure[7) that (Q)/%'(Q) > 1 across
varying single query @). This is aligned with the intuition that the added information in the
larger dataset D reduce its prediction uncertainty (variance).

2. If X(Q)/X'(Q) > 1, then we have that
KL(fD,02 (Q)HfD’,oQ (Q)) Z KL(fD/,O'2 (Q)HfD,aQ (Q))

Proof. Denote r = ¥(Q)/X'(Q) > 1, then by Equation (6), for single query @, we have
that

KL(for (@l (@) = 5 (~logr — 147 £ 2MQ(@7) @)

where M (Q) is the abbreviation for mean distance LOOD as defined in Definition
Similarly, when the base distribution of KL divergence changes, we have that

KL (@I fpa(@) = 5 (logr =14+ 7 +2M@2@ ) ®

Therefore, we have that

KL(fp,s>(Q)lfpr,02(Q)) = KL(fD',62(Q)||fD,02(Q))

:% (r - % —2logr + 2M(Q)X(Q)*(r — 1))

For r > 1, we have that 7 — + — 2logr > 0 and M(Q)X(Q)~*(r — 1) > 1. Therefore,
we ha\(/e ;l}z; (KL)(fDloz( Wi o2(Q)) — KL(fpr02(Q)| fD,02(Q)) > 0 as long aDs
r=

Therefore, the KL divergence with base prediction distribution specified by the larger
dataset is an upper bound for the worst-case KL divergence between prediction distribu-
tions on leave-one-out datasets.

C.3 COMPARISON BETWEEN MEAN DISTANCE LOOD AND KL DIVERGENCE LOOD

KL Divergence LOOD is better correlated with attack performance. As observed from Figure [6]
KL divergence LOOD exhibits strong correlation to attack performances in terms of AUC score of
the corresponding leave-one-out MIA. By contrast, Mean distance LOOD is not well-correlated with
MIA AUC score. For example, there exist points that incur small mean distance LOOD while ex-
hibiting high privacy risk in terms of AUC score under leave-one-out MIA. Moreover, from Figure 6]
(right), empirically there exists a general threshold of KL Divergence LOOD that implies small AUC
(that persists under different choices of kernel function, and dataset distribution). This is reasonable
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Figure 7: An example on a one-dimensional toy sine training dataset generated as Appendix
where each training data is shown as a red dot. We denote S* as a crafted differing data record that
incurs maximum gradient for the mean distance LOOD objective, which is constructed following
the instructions in Algorithm [I| In the left plot, we observe that the optimal query Q* for mean
distance LOOD does not equal the differing point S*. On the contrary, the optimal query for KL
LOOD (which incurs maximal information leakage) is the differing point S* (right plot). This shows
the discrepancy between mean distance LOOD and KL LOOD, and shows the inadequacy of using
mean distance LOOD to capture information leakage.

since KL divergence is the mean of negative log-likelihood ratio, and is thus closely related to the
power of log-likelihood ratio membership inference attack.

Why the mean is (not) informative for leakage. To understand when and why there are discrep-
ancies between the mean distance LOOD and KL LOOD, we numerically investigate the optimal
query Q* that incurs maximal mean distance LOOD. In Figure [/ we observe that although Q* in-
deed incurs the largest mean distance among all possible query data, the ratio log(X(Q)/¥/(Q))
between prediction variance of GP trained on D and that of GP trained on D', is also significantly
smaller at query @ when compared to the differing point S. Consequently, after incorporating the
second-order variance information, the KL divergence at query Q™ is significantly lower than the
KL divergence at the differing point S*, despite of the fact that * incurs maximal mean distance
LOOD. A closer look at Figure [7jmiddle indicates that the variance ratio peaks at the differing point
S*, and drops rapidly as the query becomes farther away from the differing data and the training
dataset. Intuitively, this is because X' (Q), i.e., the variance at the larger dataset, is extremely small
at the differing data point S. As the query gets further away from the larger training dataset, >'(Q)
then increases rapidly. By contrast, the variance on the smaller dataset () is large at the differing
data point S, but does not change a lot around its neighborhood, thus contributing to low variance ra-
tio. This shows that there exist settings where the second order information contributes significantly
to the information leakage, which is not captured by mean distance LOOD (as it only incorporates
first-order information).

As another example case of when the variance of prediction distribution is non-negligible for faith-
fully capturing information leakage, we investigate under kernel functions that are homogeneous
with regard to their input data. Specifically, for a homogeneous kernel function K that satisfifes
K(\z,2') = K(x,\2') = A*K (z, z’) for any real number A € R, we have that

Yp.02(AQ) = N**Tp »2(Q)
1D,02(AQ) = A%1up »2(Q),
where o2 > 0 denotes the variance of the label noise. Therefore, for any A € R, we have that
M(\Q; D,D") = X\*M(Q; D, D’) )
KL(fp,o>(AQ)fp,02(AQ)) = KL(fp,o2(Q)| fDr,02(Q)) (10)

Consequently, the query that maximizes Mean distance LOOD explodes to infinity for data with
unbounded domain. On the contrary, the KL Divergence LOOD is scale-invariant and remains
stable as the query scales linearly (because it takes the variance into account, which also grows with
the query scale). In this case, the mean distance is not indicative of the actual information leakage
as the variance is not a constant and is non-negligible.

In summary, KL LOOD is a metric that is better-suited for the purpose of measuring information
leakage, compared to mean distance LOOD. This is because KL LOOD captures the correlation
between multiple queries, and incorporates the second-order information of prediction distribution.
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D DEFERRED PROOFS AND EXPERIMENTS FOR SECTION [4]

D.1 DEFERRED PROOF FOR THEOREM [4.1]

In this section, we prove that the differing data record is the stationary point for optimizing the
LOOQOD objective. We will need the following lemma.

Lemma D.1. For A € R™*™, b € R"™ and ¢ € R, we have that

A B\' (AT ha AT T AT AT
T e = T AL ol (11)
where « = ¢ — b7 A71b.

We now proceed to prove Theorem[4.1]

Theorem Let the kernel function be K. Assume that (i) K (z,x) = 1 for all training data x,

i.e., all training data are normalized under kernel function K; (ii) % |z'=2 = 0 for all training

data z, i.e., the kernel distance between two data records x and z’ is stable when they are equal.
Then, the differing data is a stationary point for LOOD as a function of query data, as follows

VQLOOD(fp o2 (@)l fp,02(Q)) |@=5= 0.

Proof. In this statement, LOOD refers to KL LOOD Definition [C.3] therefore by analytical differ-
entiation of Definition [C.3} we have that

0 0
%LOOD(JCD,UZ QN fpr,2(Q)) :%KL(.fD,UQ @ fpr,02(Q)) (12)

B (1 - Zzlfc?)) ) % (22'%)

O1(Q) — 1 (@I -1
+ o C@
H@-w QBRI )

Note that here ¥(Q) and ¥/(Q) are both scalars, as we consider single query. We denote the three
terms by F1(Q), F2(Q), and F3(Q). We will show that F (S) = 0 and F»(S) = —F5(S) which is
sufficient to conclude. Let us start with the first term.

1. Fy(S) = 0: Recall from the Gaussian process definition in Section 2] that
2(Q) = Kqq — KqpMp' Kpq.
where Mp = Kpp + o21. Therefore,

0 L 0Kgp
@E(Q) =2
BKQD

where 30 < R (d is the dimension of ) and n is the number of datapoints in the

training set D). A similar formula holds for %Z’(Q).
From Lemma and by using the kernel assumption that K (S, S) = 1, we have that

Ksp 1+ o2

_ (Mp'+a "My KpsKspMp'  —a M, Kps
—a 'KgpMp! ot

5 1
(15)
where « = 1 4 02 — KSDMglKDS =02+ %(S).
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Using the fact that Mpre, 1 = Kpis + o€, 1 where e, 1 = (0,...,0,1)T € R+,

simple calculations yield
Y(S) =1~ KspMp!'Kprs
=0*(1—o’ep  \Mplentt)

=o?(1—c%a™ ).

We now have all the ingredients for the first term. To alleviate the notation, we denote by

2 _d
Ksp = 55Kqp |q=s-
We obtain

Kl (2(@)) o_sm —2Ksp M5 Kps N 2%(8)Ksp MpKprg
0Q \2'(Q)) 9=~ >/(S) 3/(S)2

A key observation here is the fact that the last entry of Kspris0 by assumption. Using the

formula above for M 5,1, we obtain

2 —1 27 —1
KSD’MD/ KD’S’ = —0 KSD’MD/ Cn+1
27 —1lar—1
= —0 KSD(—()( MD KDS)

= 017102IO{SDM51KD5).

Now observe that a~1o2X(S)Y/(S) " = a to?(a — 0?)02(1 — 02a 1)1 = 1, which

concludes the proof for the first term.

2. Fy(S) + F3(S) = 0:

Let us start by simplifying F»(S) = %@MI(Q)”% lo=s X'(S)~!. The derivative here

is that of M (@), and we have
O|u(@) = 1 (Q)
oQ

Using the formula of M 5,1 and observe that the last entry of K sD 18 zero, we obtain
ollm(@) — 1 (Q)II3
oQ
Moreover, we have that
u(S) — ' (S) =KspMp'yp — Ksp Mp yor
=KspMp'yp — e, (Mpr — o2 I)Mp yp:

=KSDM51yD —Ys + 026;';+1M7/1y[)/

2
2 | o= 201(8) = 1 () (K sp M5y — Kspr M3 yn).

=KspMp'yp —ys + o*(—a ' KspMp'yp + o 'ys)
=(c?a ' = 1)(ys — KspMp'yp).

Therefore

Fy(S) =227 (o%a™ = 1)E'(9) " (ys — KSDJ\/If)lyD)2 f{SDMglKDS
Let us now deal with F3(S) = (u(S) — u’(S))Q%grl |g=5. We have that

20

2 |g=s= 20" (u(S) — 1'(S)) (ys — KspMp'yp) KspMp, ' Kps.

(16)
a7
(18)
(19)
(20)
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oY/ (Q)~1 . -
gg) lo=s = 2%'(S)*Ksp Mp, Kprs
= 720’22,(5)72[0(SD/M5/16”+1
= —202Y/(S) 2Ksp(—a " *M; ' Kpg)

=2a"10%%(S) 2 Ksp M5 Kps. (22)

By plugging Equation andinto F5(5) = (u(S)— ,u’(S))Q%gr1 |o=s., we prove
that

_ _ _ _ 2 © _
F5(8) =2a "0 (0%a™ = 1)°2'(S) 2 (ys — KspMp'yp) KspMp'Kps.

We conclude by observing that o?(c2a~! — 1)¥/(S)™! = o?(c?a™! — 1)o7 2(1 —
o2a"H7l = 1.

O

D.2 PROOFS FOR REGULARITY CONDITIONS OF COMMONLY USED KERNEL FUNCTIONS

We first show that both the isotropic kernel and the correlation kernel satisfies the condition of
Theorem[d.1] We then show that the RBF kernel, resp. the NNGP kernel on a sphere, is an isotropic
kernel, resp. a correlation kernel.

Proposition D.2 (Isotropic kernels satisfy conditions in Theorem[d.1). Assume that the kernel func-
tion K is isotropic, i.e. there exists a continuously differentiable function g such that K(z,y) =

9|z — yl|) for all z,y. Assume that g satisfies z~'g'(2) is bounded| and g(0) = 1. Then, K
satisfies the Conditions of Theorem

Proof. 1tis straightforward that K (x,x) = 1 for all 2. Simple calculations yield

0K (x,y) _ g'(lz —yl)
Oz I =yl

(z —y).

By assumption, the term % is bounded for all = # y and also in the limit z — y. Therefore,
it is easy to see that

0K (x,y)

“on =0
More rigorously, the partial derivative above exists by continuation of the function z — @z near
0. O

Proposition D.3 (Correlation kernels satisfy conditions in Theorem [.1). Assume that the kernel
Sunction K is a correlation kernel, i.e. there exists a function g such that K (x,y) = g ( Tl HyH ) for
all z,y # 0. Assume that g(1) = 1. Then, K satisfies the conditions of Theorem

Proof. The first condition is satisfied by assumption on g. For the second condition, observe that

OK(z,y) 1 @y N {ey)
o [lz[lllyll <y [z )g (lelllyH)’

which yields 8K(m w,_,=0. O

We have the following result for the NNGP kernel.

10 Actually, only the boundedness near zero is needed.
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Proposition D.4 (NNGP kernel on the sphere satisfies conditions in Theorem Theorem §.1). The
NNGP kernel function is similar to the correlation kernel. For ReLU activation function, it has the

form
K(z,) = 2lllyllg (||f,’|yy>||> :

This kernel function does not satisfy the conditions of Theorem[.1|and therefore we cannot conclude
that the differing point is a stationary point. Besides, in practice, NNGP is used with normalized
data in order to avoid any numerical issues; the datapoints are normalized to have ||x|| = r for some
fixed r > 0. With this formulation, we can actually show that the kernel K restricted to the sphere
satisfies the conditions of Theorem However, as one might guess, it is not straightforward to
compute a "derivative on the sphere” as this requires a generalized definition of the derivative on
manifolds (the coordinates are not free). To avoid dealing with unnecessary complications, we can
bypass this problem by considering the spherical coordinates instead. For x € RY, there exists a
unique set of parameters (T, ©1,02, .., g&d_l) € RYs.t.

x1 = rcos(p1)
x9 = rsin(py) cos(ps2)
x3 = rsin(p1) sin(p2) cos(ps)

xg—1 = rsin(er) sin(psa) . . . sin(@q—2) cos(@i—1)
xq = rsin(pg)sin(psz) . . . sin(@q—2) sin(pq—1).

This is a generalization of the polar coordinates in 2D.

Without loss of generality, let us assume that r = 1 and let ¢ = (p1,¥2,...,04—1). In this case,
the NNGP kernel, evaluated at (g, ') is given by

d—1 [i-1 d—1
K, @) =g > |TIsin(e;)sin(@}) | cos(pi) cos()) + [ ] sin(ee;) sin(e)) | ,
i=1 |j=1 j=1
with the convention H?:l =1

Consider the spherical coordinates introduced above, and assume that v = 1. Then, the NNGP
kernel given by K (yp, @) satisfies the conditions of Theorem4. 1

Proof. Computing the derivative with respect to ¢ is equivalent to computing the derivative on the
unit sphere. Forl € {1,...,d — 1}, we have

OK (. ' d-1[i-1 . d-1 .
$22) — sp.)xd | X | TT sinlinsinGe) | costion)coste) + [T sin(s)siniie) |
i=1 |j=1 j=1
where
d—1 1—1 i—1
Te.g) = Y Jeosten [T s | | T sin(e))| costo) cos(l)
i=l+1 j=1 j=1
il
d—1 d—1 -1 -1
+eos(a) | TLsinGe)| | TTsinep)| — | [Tsine) | | T sinte}y| sinten costih).
J;} Jj=1 Jj=1 Jj=1
J

When ¢ = ¢/, we obtain
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Differing Data Optimized Query Differing Data Optimized Query
LOOD: 0.02183 LOOD: 0.02183 LOOD: 0.12876 LOOD: 0.12876

AUC: 0.54633 AUC: 0.53676 AUC: 0.62932 AUC: 0.61394

(a) A run of LOOD optimization under NNGP (b) A run of LOOD optimization under NNGP
kernel for fully connected network with depth 5 kernel for CNN with depth 5

Figure 8: Additional LOOD optimization results under NNGP kernels with different architectures.
We evaluate on class-balanced subset of CIFAR-10 dataset of size 1000. The optimized query
consistently has similar LOOD and MIA AUC score to the differing data record.

d—1 |[i—-1 d—1
~ cos(yy) . 2 2, cos(p) . 2
J(p,p) = sin(g0) Z Hsm(%‘) cos(p;)” + sinlir) Hsm(gaj)
i=l+1 | j=1 j=1
cos(¢;) !
l . 2
- = sin(¢;)
sin(y;) ng /
By observing that
d—1 |[i—1 d—1 l
> (I sin(e)?| costen)® + | [T sin(es)?| = [T sin(e))?,
i=l+1 | j=1 j=1 j=1

i#l

we conclude that %‘:;"” | == 0 forall .

D.3 MORE EXAMPLES FOR QUERY OPTIMIZATION UNDER NNGP KERNEL FUNCTIONS

We show the optimized query for NNGP kernel under different model architectures, including fully
connected network and convolutional neural network with various depth, in Figure ]

To further understand the query optimization process in details, we visualize an example LOOD
optimization process below in Figure 9]

D.4 WHEN THE DIFFERING POINT IS NOT THE OPTIMAL QUERY

In practice data-dependent normalization is used prior to training, such as batch and layer normal-
ization. Note that this normalization of the pair of leave-one-out datasets results in them differing
in more than one recordlzl Then the optimized query data record obtains a higher LOOD than the
LOOD of the differing points; we show this in Figure[I0} thus in such a setting there is value for the
attacker to optimise the query; this is consistent with results from that exploit the
training data augmentation.

"During inference, the same test record will again go through a normalization step that depends on the
training dataset before being passed as a query the corresponding Gaussian process.

23



Published as a conference paper at ICLR 2024
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(a) Query after O itera- (b) Query after 10 itera- (c) Query after 20 itera- (d) LOOD of query versus
tions of optimization tions of optimization tions of optimization number of iterations

Figure 9: Illustration of an example LOOD optimization process at different number of optimization
iterations. We evaluate on a class-balanced subset of CIFAR-10 dataset of size 1000 and NNGP
kernel for fully connected network with depth 5. The query is initialized by uniform sampling from
the pixel domain, and starts recovering the differing data record as the optimization proceeds. We
plot the optimized queries after 0, 10 and 20 iterations and show the convergence of LOOD for query
with regard to the increasing number of iterations for LOOD optimization.

Differing Data Optimized Query Differing Data Optimized Query
LOOD: 0.08735 LOOD: 0.08738 LOOD: 0.45951 LOOD: 0.45953
(a) Differing data and optimized query in run one (b) Differing data and optimized query in run two

Figure 10: Example runs of LOOD optimization under data-dependent training data normalization
(that uses per-channel mean and standard deviation of training dataset). The optimized query has a
slightly higher LOOD than differing point, and visually has darker color. Our setup uses 500 training
data points of the CIFAR10 dataset (50 per class) and NNGP specified by CNN with depth 5.

E ANALYZING LOOD FOR MULTIPLE QUERIES AND
LEAVE-ONE-GROUP-OUT SETTING

E.1 LOOD UNDER MULTIPLE QUERIES

We now turn to a more general question of quantifying the LOOD when having a model answer
multiple queries {Q1, ..., Q4 } rather than just one query @ (this corresponds to the practical setting
of e.g. having API access to a model that one can query multiple times). In this setting, a natu-
ral question is: as the number of queries grows, does the distinguishability between leave-one-out
models’ predictions get stronger (when compared to the single query setting)? Our empirical obser-
vations indicate that the significant information regarding the differing data point resides within its
prediction on that data record. Notably, the optimal single query () = .S exhibits a higher or equal
degree of leakage compared to any other query set.

Specifically, to show that the optimal single query Q = S exhibits a higher or equal de-
gree of leakage compared to any other query set, we performed multi-query optimization
maxgq, ... g, LOOD(Q1,--- ,Qq; D, D), which uses gradient descent to optimize the LOOD
across g queries, for varying numbers of queries ¢ = 1,2,4,8. We evaluated this setting under
the following conditions: NNGP using a fully connected network with depths of 2,4, 6, 8, 10; using
500 random selections of leave-one-out datasets (where the larger dataset is of size 10000) sam-
pled from the ’car’ and ’plane’ classes of the CIFAR10 dataset. Our observations indicate that, in all
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evaluation trials, the LOOD values obtained from the optimized m queries are lower than the LOOD
value from the single differing data record.

E.2 LEAVE-ONE-GROUP OUT DISTINGUISHABILITY

Here we extend our analysis to the leave-one group-out setting, which involves two datasets, D and
D', that differ in a group of s data points {51, ..., S }. There are no specific restrictions on how these
points are selected. In this setup, we evaluate the model using queries {Q1, ..., Q,}, where ¢ > 1.
The leave-one group-out approach can provide insights into privacy concerns when adding a group
to the training set, such as in datasets containing records from members of the same organization or
family Dwork et al.|(2014). Additionally, this setting can shed light on the success of data poisoning
attacks, where an adversary adds a set of points to the training set to manipulate the model or induce
wrong predictions. Here, we are interested in constructing and studying queries that result in the
highest information leakage about the group, i.e., where the model’s predictions are most affected
under the leave-one group-out setting.

Similar to our previous approach, we run maximization of LOOD to identify the queries that opti-
mally distinguishes the leave-one group-out models. Figure [3] presents the results for single-query
(g = 1) setting and multi-query (¢ = 3) setting, with a differing group size |S| = 3. We have
conducted in total 10 rounds of experiments, where in each round we randomly select a fixed group
of differing datapoints and then perform 10 independent optimization runs (starting from different
initializations). Among all the runs, 80% of them converged, in which we observe that the optimal
queries are visually similar to the members of the differing group, but the chance of recovering them
varies based on how much each individual data point is exposed through a single query (by measur-
ing LOOD when querying the point). We observe that among the points in set .S, the differing data
point with the highest single-query LOOD was recovered 61% of the times, whereas the one with
the lowest single-query LOOD was recovered only 8% of the times. This can be leveraged for data
reconstruction attacks where the adversary has access to part of the train dataset of the model.

F OPTIMAL QUERY UNDER MEAN DISTANCE AND DEFERRED PROOFS FOR
SECTION

We discuss here the computation of the optimal query under mean distance. This is equivalent to the
question of where the function is most influenced by a change in the dataset.

F.1 DIFFERING POINT IS IN GENERAL NOT OPTIMAL FOR MEAN DISTANCE LOOD

Numerically identifying cases where the differing point is not optimal. We define an algorithm
that finds non-optimal differing points .S such that when optimizing the query @), the resulting query
is different from S. When the differing point S is not the optimal query, the gradient of M (Q)
evaluated at S is non-zero. Hence, intuitively, finding points S such that [|[VoM(Q) |o=s || is
maximal should yield points S for which the optimal query is not the differing point (as there is room
for optimising the query due to its positive gradient). We describe this algorithm in Algorithm [T]

Algorithm 1 Identifying non-optimal differing points S

Given D and o, we solve the optimization problem S* = argmaxg||VoM(Q) |g=s || to identify a
non-optimal differing point. (We use gradient descent to solve this problem.)

A toy example of where the differing point is not optimal. To assess the efficacy of Algorithm ]
we consider a simple example in the one-dimensional case. The setup is as follows: (1) Data D =
{(@i,v:),i =1,...,10} is generated using the following distribution: x; ~ N(0,1), y; = sin(z;).
(2) Noise parameter is given by o2 = 0.01. (3) Kernel is given by K (x, ") = exp(—(z — 2')?/2)
(RBF kernel). (4) In Algorithm only S, is optimized, the label Sy, is fixed to .S, = sin(.S;).

We show in Figurethe gradient of M (Q) evaluated at S for varying S, and highlight the point S*
(the result of Algorithm [I)) that has the largest non-stationarity for mean distance LOOD objective.
Additionally, if we look at the query with maximal LOOD under differing data S = 5™, the optimal
query Q* that we found is indeed different from the differing point S*, as shown in Figure
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— VoM(Q) | o=5 06] — M(Q with 5" =3.899
064 —== S" =argmaxs||VoM(Q) | o-sl| =3.899 --- 5" =argmaxs||VoM(Q) | o=sl|
e Training data 051 --= Q" =argmaxoM(Q)

(a) The gradient of M (@) evaluated at S.  (b) The mean distance M (@) under S™.

Figure 11: We plot the stationary condition indicator function VoM (Q) |g=s of LOOD when
query ) equals the differing data .S, over different values of differing data S with S, € [-5, 5].
This allows us to run Algorithmto identify a differing point S* = maxg ||[VoM(Q) |g=s | that
has the highest objective (maximal non-stationarity), as shown in Algorithm[](where S* = 3.899).
In Figure[TTb] we validate that under the optimized differing data S*, the query Q* that maximizes
LOOD (over leave-one-out datasets that differ in S*) is indeed not the differing point S*.

Let us now look at what happens when we choose other differing points S # S*. Figure [I2]shows

le-7

— M(Q) 1.50
)

--— Qu =argmaxoM(Q)
e Training data

0.8
1.251
1.00 061

0.75 0.4

0.50 1

0.21
0.251
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0.00 q 0.0

-5 0 5
Q Q

Figure 12: The plot of M (Q) for varying ) and S. We also show the optimal query Q* and the
differing point .S.

the optimal query for three different choices of S. When S is far from the training data D (S, €
{—5,5}), the optimal query approximately coincides with the differing point S. When S is close to
the training data (S, = 0), the behaviour of the optimal query is non-trivial, but it should be noted
that the value of the MSE is very small in this case.

Explaining when the differing point is suboptimal for Mean Distance LOOD. We now give a
theoretical explanation regarding why the differing point is suboptimal for mean distance LOOD
when it is close (but not so close) to the training dataset (as observed in Figure[I2]middle plot). We
first give a proposition that shows that the gradient of M (Q) is large when the differing point S is
close (but not so close) to the training dataset D.

Proposition 5.1} Consider a dataset D, a differing point S, and a kernel function K satisfying the
same conditions of Theorem@ Then, we have that

VoM (Q) |g=s= —a2(1 = KspMp'Kps)(ys — KspMplyp)?Ksp My ' Kps,  (23)

where M (()) denotes the mean distance LOOD as defined in Definition Ksp € R¥IPl s
the kernel matrix between data point S and dataset D, Kpg = KSTD, Ksp = %KQ D lo=s,

Mp =Kpp —‘y—O’QI, anda =1 —KSDMBIKDS+0'2-

Proof. The left-hand-side of Equation isVoM(Q) = % l(Q) — 1’ (Q)||3 by definition of the
mean distance LOOD M (Q) in Definition|C.1| This term occurs in the term F5(Q)) in Equation ,
in the proof for Theorem Specifically, we have VoM (Q) = F5(S) - ¥/(5). The detailed
expression for F(.S) is computed in line Equation during the proof for Theorem Therefore,
by multiplying F»(S) in Equation (21) with ¥/(S), we obtain the expression for VoM (Q) in the
statement Equation (23). O
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As a result, it should be generally expected that Vo M (Q) |g=s# 0. We can further see that when
S is far from the data in the sense that Kgp ~ 0, the gradient is also close to 0. In the opposite case
where S is close to D, e.g. satisfying ys ~ KSDMl;lyD, then the gradient is also close to zero.
Between the two cases, there exists a region where the gradient norm is maximal.

F.2 DIFFERING POINT IS OPTIMAL IN MEAN DISTANCE LOOD WHEN IT IS FAR FROM THE
DATASET

Explaining when the differing point is optimal for Mean Distance LOOD. We now prove that
the differing point is (nearly) optimal when it is far from remaining dataset. We assume the inputs

belong to some compact set C' € R?.

Definition F.1 (Isotropic kernels). We say that a kernel function K : C' x C' — R is isotropic is
there exists a function g : R — R such that K (z,2') = g(||x — 2/||) forall z,2’ € C.

Examples includes RBF kernel, Laplace kernel, etc. For this type of kernel, we have the following
result.

Lemma F.2. Let K be an isotropic kernel, and assume that its corresponding function g is differen-
tiable on C (or just the interior of C'). Then, for all QQ € C, we have that

IVeM(Q)|| < ¢ (d(Q,5) +d'(Q, D)) max(d(Q, 5),d(Q, D)),

where
« D={D;,...,D,}, D'=DU{S}
* d(Q, D) = maxicpy |9'(/|Q — Dil|)] and d'(Q, S) = ¢'(|Q — S|I)
* d(Q, D) = maxc|y [9(|Q — Dil))| and d(Q, S) = g(||Q — S||)

* ( > 0 is a constant that depends only on D.

Proof. Let Q € (. For the sake of simplification, we use the following notation:
u = (KDD + JQI)ilyD, and v’ = (KD’D’ + 0'21)71yp/.

Simple calculations yield

VoM(Q) = (Kgpu' — Kqpu) (Z(U; —u;)VoKgp, + U%+1VQKQ,S> :

i=1
The first term is upperbounded by ||u{n] — ul||ld(Q, D) + |u;, . 1|d(Q, S), where u’[n} is the vector
containing the first n coordinates of u’, and w; refers to the ith coordinate of the vector w.

Now observe that ||u/|| is bounded for all S, provided the data labels y are bounded. For this,
it suffices to see that ||(Kp/pr + 02I)71||s < o~2 because of the positive semi-definiteness of
KD’D’ .

Moreover, we have Vo Kgp, = g’(||Q—DiH)”8:7gZH, which implies that || Vo Kgp, || = |¢'(||Q—
D;]))|- Therefore, using the triangular inequality, we obtain

n

> (Wi —wi)VoKop, + u 1 VoKo s

i=1

< Nupny — ullhd'(Q, D) + [up 44 [19"(1Q = SII-

The existence of ( is trivial. O

From Lemma[F2] we have the following corollary.

Corollary F.3. Assume that sup g g(z) < 00, lim|;|_,o 9'(2) = 0 and g'(0) = 0. Then, provided
that C' is large enough, for any D = {D1,..., D, } and € > 0, there exists a point S, such that if
we define D' = D U{S}, then VoM (S)|| <e.

That is, if we choose S far enough from the data D, then the point S is close to a stationary point.
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Although this shows that gradient is small at .S’ (for S far enough from the data D), it does not say
whether this is close to a local minimum or maximum. T determine the nature of the stationary
points in this region, an analysis of the second-order geometry is needed. More precisely, we would
like to understand the behaviour of the Hessian matrix in a neighbourhood of S. In the next result,
we show that the Hessian matrix is strictly negative around .S (for S sufficiently far from the data
D), which confirms that any stationary point in the neighbourhood of S should be a local maximum.

Lemma F.4 (Second-order analysis). Assume that g(0) > 0, lim,_,o 2" 1¢'(z) = I, where I_ is

a negative constant that depends on the kernel function, and that lim,_,, 2= 1¢'(z) = 0. Then,
provided that C is large enough, for any D = {D1, ..., D, } and ¢ > 0, there exists a point S, such
that if we define D' = DU{S}, then there exists ) > 0 satisfying: for all Q € B(S,n), VéM(Q) =<
0.

Lemma Assume that g(0) > 0, lim, ,o 2~ 1¢’(2) = [_, where [_ < 0 is a negative constant
that depends on the kernel function, and that lim, ,., 2~ '¢’(z) = 0. Then, provided that C is
large enough, for any D = {D;,..., D, } and € > 0, there exists a point .S, such that if we define
D’ = DU{S}, then there exists 77 > 0 satisfying: forall Q € B(S,7), V{ M(Q) < 0is a negatively
definite matrix.

Proof. LetQ € C. Let v(Q) = Kgpv' — Kgru. The Hessian is given by
VoM(Q) = v(Q)Vau(Q) + Vou(Q)Veu(Q) '
where V3u(Q) = Yii,(uf — ui)VHKep, + up 1 VaKa.s and Vou(Q) = Y7 (uf —

u;)VoKqp, + up, 1 VoKqg,s. By Lemma we have that for S far enough from the dataset
D, we have that ||[Vgu(5)|| < e. Therefore, the Hessian at .S simplilfies to the following.

V2lo-sM(Q) < v(Q) (Zw; —w)V3EKop, + u;+1vzf<@,s> +e.
=1

For i € [n], simple calculations yield

2 g D, (Q-Di)(Q—-Di)" g/(||Q—Di||)I
VQ QD; Oé(Qa ) HQ—DzHQ + ||Q—DL|| 7
where a(Q, D) = ¢"(|Q - Dif}) - “{&E L.

Notice that u/, 11~ ys — Kspu. Without loss of generality, assume that yg > 0. For S far enough
from the dataset D, we then have u;,,; > 0 and v(S) ~ ys > 0. Let us now see what happens

to the Hessian. For such S, and for any € > 0, there exists a neighbourhood B(S,n), n > 0,
such that for all @ € B(S,n), we have % < ¢ and |a(Q, D;)| < e. This ensures that
V& Eqp;llr < 2¢ where ||.|[» denotes the Frobenius norm of a matrix. On the other hand, we

have VQQKQ,S = lim,_,q 9'G) 1 — | . It remains to deal with v(Q). Observe that for S far enough

z

from the data D, and @ close enough to S, v(Q) is close to v(S) =~ ys > 0. Thus, taking € small
enough, there exists 7 satisfying the requirements, which concludes the proof. O

Lemmal[F.4]shows that whenever the point S is isolated from the dataset D, the Hessian is negative in
a neighbourhood of S, suggesting that any local stationary point can only be a local maximum. This
is true for isotropic kernels such as the Radial Basis Function kernel (RBF) and the Laplace kernel.
As future work, Lemma [F.2] and Lemma [F.4] have important computational implications for the
search for the ‘worst‘ poisonous point S. Finding the worst poisonous point S is computationally
expensive for two reasons: we cannot use gradient descent to optimize over .S since the target
function is implicit in S, and for each point .S, a matrix inversion is required to find max¢g M (Q).
Our analysis suggests that if .S is far enough from the data D, we can use M (.S) as a lower-bound
estimate of maxg M (Q).
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F.3 THE OPTIMAL QUERY FOR MEAN DISTANCE LOOD ON IMAGE DATASETS

As we concluded in the analysis in Section 4] only when the differing datapoint is far away (in
some notion of distance) from the rest of the dataset is the optimal query (in mean distance LOOD)
the differing datapoint. In Figure [[Tb] we successfully identified settings on a toy dataset where
the differing point is not optimal for mean distance LOOD. We now investigate whether this also
happens on an image dataset.

Differing Data Optimized Query Differing Data Optimized Query
Mean Distance: 0.00565 Mean Distance: 0.00702 Mean Distance: 0.00087 Mean Distance: 0.00211
AUC: 0.78373 AUC: 0.75635 AUC: 0.64253 AUC: 0.59861

(a) Differing data and optimized query  (b) Differing data and optimized query (c) AUC gap on @, S in 50
in run one in run two trials

Figure 13: Results for running single query optimization for Mean distance LOOD on class-balanced
subset of CIFAR-10 dataset of size 1000 and RBF kernel. The optimized query has higher mean
distance LOOD than the differing data record, despite having lower MIA AUC score. Across the 50
trials that we evaluated, more than 50% of trials result in an optimized query that has lower AUC
score (by more than 0.025) than the differing data.

In Figure[T3] we observe that the optimized record is indeed similar (but not identical) to the differing
record for a majority fraction of cases. Therefore, also in image data the removal of a certain
datapoint may influence the learned function most in a location that is not the removed datapoint
itself. However, the optimized query for Mean distance LOOD still has much smaller MIA AUC
score than the differing data. This again indicates that MSE optimization finds a suboptimal query
for information leakage, despite achieving higher influence (mean distance).

G DEFERRED PROOFS FOR SECTION [6]

Our starting point is the following observation in prior work (Schoenholz et al., 2017}, [Hayou et al.}
[2019; [202T)), which states that the NNGP kernel is sensitive to the choice of the activation function.

Proposition G.1. Assume that the inputs are normalized, ||z|| = 1 and let K o p denote the
NNGP kernel function of a an MLP of depth L. > 1. Then, the for any two inputs, we have the
following

e [Non-smooth activations] With ReLU: there exists a constant o > 0 such that |k v p(z,2") —
al =O(L72).

o [Smooth activations] With GeLU, ELU, Tanh: there exists a constant o« > 0 such that
knap(z,2') —al =O(L1).

As a result, for the same depth L, one should expect that NNGP kernel matrix with ReLU activation
is closer to a low rank constant matrix than with smooth activations such as GeLU, ELU, Tanh.El

For proving Proposition[6.1] we will need the following lemma.
Lemma G.2. Let A and B be two positive definite symmetric matrices. Then, the following holds

A7 = B7Hl2 < max(Anin(A) Y Anin(B)THI|A = B2,

where Apin(A) is the smallest eigenvalue of A, and ||.||2 is the usual 2-norm for matrices.
Proof. Define the function f(t) = (tA + (1 —t)B)~! fort € [0,1]. Standard results from linear

algebra yield
f'(t) = =f(®)(A-B)f(t)

">The different activations are given by GeLU(x) = 2®(x) where ® is the c.d.f of a standard Gaussian
variable, ELU(z) = 1(;>132 + l{z<1}(e” — 1), and Tanh(z) = (e® — e *)(e* + e %) 7"
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Therefore, we have
1
171) = FO)lls = | / £ (6]l

1

< ") || dt

< / 17 (0]l
1

< / 17 (]21A — Bl

= /1(>\mm(tA +(1=1)B))"*||A - B|2dt.

Using Weyl’s inequality on the eigenvalues of the sum of two matrices, we have the following
)\mm(tA + (1 - t)B) > Amin(tA) + Amin((l - t)B)
= t/\min (A) + (1 - t)/\min (B)
> min(Amin(A), Amin(B)).

Combining the two inequalities concludes the proof. O

We are now ready to prove Proposition [6.1] as follows.

Proposition Let D and D’ = DUJS be an arbitrary pair of leave-one-out datasets, where D con-
tains n records and D’ contains n+1 records. Define the function h(a) = sup, /e p/ [K (2, 2")—al.

Let v, = argmin, cp+ (), and thus A(omn) quantifies how close the kernel matrix is to a low
rank all-constant matrix. Assume that o.,,;,, > 0. Then, it holds that

mgx M(Q) < Ch,aminc n5/2h(amm) +Car n !,

where

(amin + h(amzn))c (1 + n_1)5/2(amin + h(amzn))g

Cnaamin:c = nax (

and C,, .. ¢ = C(1+a, 1)

min

As a result, if n®/ 2h(amn) < 1 and n > 1, then the maximum mean distance LOOD (i.e.,
maximum influence) satisfies maxqg M (Q) < 1.

Similarly, there exist constants A,,, B > 0 such that
max KL(fp.o2(Q) fpr.02(Q)) < Aph(min) + Bn™t.

Proof. Let () be a query point and o € R. We have the following
1 _ _
M(Q) = §||KQDMD1yD — Koo Mplyp |,

where Mp = (Kpp + 02I) and the same holds for Mp,. Let U = aU, + o*I and U’ =
aUpi1 + 021 , where U, is the n x n matrix having ones everywhere. With this notation, we have
the following bound

2x M(Q) < |[Kop(Mp" = U Yypll + [ Koo (Mp! — (U) Hyp||
+ Koo (U") " 'yp — KooU ol
Let us deal with first term. We have that

1EKon(Mp' —=Uynll < [ Koolllypll|Mp' —UH| < n'(a+h(a)) lyp 2| Mp" — U

30
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Using Lemma[G.2] we have the following
HM51 - U_lll < maX()‘min(A)_17 )‘min(B)_l)HMD - U||7
which implies that

n®?(a+ h(a))llypll2
min(ao?, |ac? — nh(a)l)

|Kqp(Mp' — U ypl| < x h(a),

where we have used the inequality |Amin(A) — Amin(B)| < ||A — B2 for any two symmetric
positive matrices A, B.

Similarly, we have the following

(n +1)%2(a + h(a))lyp 12

1Ko (Mp: = () < o T (s D)l

x h(a).s

For the last term, we have
IKop (U ypr — KU ypll < (Kqpr — ae, )(U")  yp ||
+ |(Kgp — ae, ) U yp|

+ [levey 1 (U) typr — ae) U Myp .

Moreover, we have
I(Kgp — ae, U yp|l < o2 |lyp|lv/nh(a),
and,
I(Kgp — ae, )(U) ypr |l < o2 |lypr |Vn + 1h(a).

For the last term, we have

Q
(n+1) 4+ 02|

<(14aHen

n
Z YD,
i=1

Hae:ﬁl(U/)_lyD' —ae, U yp| < |an + o2[|e + |

Combining all these inequalities yield the desired bound.

For the second upperbound, observe that K L(fp ,2(Q)| fp/,»2(Q)) = log (EE/((QCQQ))> + ég%) +

(”@)27(72(?/))2 — % by the definition of KL LOOD in Definition Meanwhile, for sufficiently
small A(nin ), we have that
E(Q) = Qmin — a?ninn(o'g + namin)_l + O(h(amin)) = amin0'2(0—2 + no‘min)_1 + O(h(amin)>7
and a similar formula holds for ¥'(Q) with (n + 1) instead of n. Therefore, we obtain
X min
@ _,, Own
Q) 02 + Qpinn

Combining this result with the upperbound on the mean distance, the existence of A,, and B is
straightforward. O
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Figure 15: Visualization of 500 randomly chosen differing data and query optimized by LOOD
(Part 2). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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Figure 16: Visualization of 500 randomly chosen differing data and query optimized by LOOD
(Part 3). We show differing data above the optimized query, and use their LOOD gap to sort the

images.
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Figure 17: Visualization of 500 randomly chosen differing data and query optimized by LOOD
(Part 4). We show differing data above the optimized query, and use their LOOD gap to sort the

images.
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Figure 18: Visualization of 500 randomly chosen differing data and query optimized by LOOD
(Part 5). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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Figure 19: Visualization of 500 randomly chosen differing data and query optimized by LOOD
(Part 6). We show differing data above the optimized query, and use their LOOD gap to sort the
images.
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