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ABSTRACT

There has been a long debate on whether inference-time randomness enhances or
reduces the safety of deep learning models. In this paper, we formalize a realistic
threat model, and provide both theoretical and empirical evidence demonstrating
that randomness in inference undermines model safety. The threat we consider is
nagging attack, where an adversary repeatedly queries the model with the same
adversarial example, exploiting the model’s inherent randomness until a failure
occurs. Theoretically, we show that nagging attack introduces a fundamental
vulnerability for randomized models, which cannot be eliminated by refining their
design. To address this challenge, we propose seed-rotation, a deployment strategy
that de-randomizes the model within fixed intervals while retaining stochasticity
across intervals. We prove that seed-rotation makes the randomized model safer.
Empirically, we compared seed-rotation to the standard randomized deployment
across multiple randomized defense methods. The results consistently showed
that seed-rotation achieved higher adversarial robustness than the randomized
deployment.

1 INTRODUCTION

Recently, there is a growing trend towards the incorporation of randomness in deep learning models,
particularly during inference. Examples include Large Language Models (LLMs) that leverage
sampling-based approaches (e.g., temperature sampling) (Brown et al., 2020; Holtzman et al., 2020;
Wiher et al., 2022), diffusion models (Ho et al., 2020; Song et al., 2021a; Rombach et al., 2022; Song
et al., 2021b), and auto-regressive image generation models (Li et al., 2024a; Yu et al., 2024; Ren
et al., 2024; 2025). These models utilize inherent randomness to introduce diversity in their outputs
or to enhance generative capabilities.

From a security perspective, there has been a long debate on whether randomness increases the safety
of models (Gnecco Heredia et al., 2023; Pinot et al., 2019; 2020; 2022; Meunier et al., 2021) or
decreases that (Lucas et al., 2023; Gao et al., 2022; Dbouk & Shanbhag, 2022; Lee & Kim, 2023;
Wang et al., 2024). On one hand, randomness can provide a certificate on the robust radius around
a data point (Cohen et al., 2019; Salman et al., 2020; Gnecco Heredia et al., 2023). On the other
hand, it might expose new vulnerabilities that adversaries could exploit (Lucas et al., 2023; Gao et al.,
2022; Dbouk & Shanbhag, 2022). This debate raises an important question: Does the incorporation
of randomness ultimately enhance model security, or does it increase susceptibility to attacks?

To answer this question, we first need to establish a realistic threat model. Consider a scenario where
a malicious user manipulates a model to generate harmful outputs, such as instructions for illegal
activities (Zou et al., 2023; Wei et al., 2023; Li et al., 2024b; Carlini et al., 2023a; Qi et al., 2024).
For randomized models, a simple yet particularly effective strategy is the nagging attack (Wang
et al., 2024; Lucas et al., 2023), in which the adversary repeatedly queries the model with the same
input, exploiting its inherent randomness until a failure occurs. For example, consider a commercial
LLM deployed with stochastic decoding and accessible through a cloud-based API. Although the
system is designed to reject malicious prompts, an attacker could craft a weak jailbreak prompt that
succeeds with probability 0.1. By simply resubmitting this prompt, the attacker would, on average,
obtain a successful jailbreak within ten queries, potentially eliciting harmful outputs such as detailed
bomb-making instructions (Zou et al., 2023).
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While this vulnerability of randomness has been observed, prior work only examined specific
empirical defenses (Wang et al., 2024; Lucas et al., 2023), and lacked a general understanding or a
practical security strategy to address that beyond advocating for deterministic defenses (Lucas et al.,
2023). To formally investigate this vulnerability of randomized models, we adopt a well-established
threat model for adversarial attacks on image classification models. We begin by defining and
analyzing the adversarial nagging risk (ANR) that randomized models face. We then show that
whenever the adversary is allowed more than one query, all nontrivial randomized models incur an
ANR strictly higher than the previously considered adversarial risk.

Instead of advocating for the elimination of randomness in model design for safety reasons, we
explore the potential of a different deployment strategy for randomized models to enhance safety.
Drawing inspiration from cryptography, we propose seed-rotation, where the random seed used at
inference is fixed within a given time interval (e.g., one day) but periodically refreshed. Within each
interval, the model behaves deterministically, while across intervals it retains the appearance of a
randomized model. Unlike a permanently deterministic model, which can eventually be compromised
and treated as white-box, seed-rotation ensures that the adversary does not know the active seed. From
the adversary’s perspective, the model outputs remain indistinguishable from samples of a randomized
defense. Importantly, seed-rotation is a deployment strategy and does not require modifications to the
underlying randomized model or defense. We prove that under seed-rotation, the worst-case risk does
not exceed the adversarial risk of the randomized deployment. Furthermore, we conducted numerical
experiments to assess the effectiveness of seed-rotation on various randomized defense methods. The
empirical results showed that all randomized defense methods exhibited higher accuracy against
adversarial attacks with seed-rotation than with randomized deployment.

Our main contributions are as follows:

• We formalize the risk of nagging attack, denoted as ANR, and show that whenever the
adversary is allowed more than one query, all nontrivial randomized models incur an ANR
strictly higher than the previously considered adversarial risk.

• We propose the seed-rotation deployment strategy for randomized models, and show that
this approach provides enhanced security compared to standard randomized deployment.

• We conducted numerical experiments to evaluate various randomized defense methods
and verified that they all had higher accuracy with seed-rotation than with randomized
deployment when defending against adversarial attacks.

2 RELATED WORK

General theory on randomized defense. There has been an ongoing debate on whether randomness
increases the safety of models (Gnecco Heredia et al., 2023; Pinot et al., 2019; 2020; 2022; Meunier
et al., 2021) or decreases that (Lucas et al., 2023; Gao et al., 2022; Dbouk & Shanbhag, 2022; Lee &
Kim, 2023; Wang et al., 2024).

Proponents of randomized defenses argue that carefully designed randomized models outperform
deterministic models. Gnecco Heredia et al. (2023) identified the condition for a probabilistic classifier
to outperform deterministic ones. Pinot et al. (2019) showed that noise drawn from the Exponential
family guaranteed a good accuracy against adversarial attack. Pinot et al. (2020) demonstrated
that any deterministic classifier could be outperformed by a randomized one from a game-theoretic
perspective. Meunier et al. (2021) designed an algorithm to learn a mixture of a finite number
of classifiers to approximate a Nash equilibrium. Pinot et al. (2022) introduced an efficient noise
injection method to build robust randomized classifiers.

In contrast, critics argue that most existing randomized defenses fail under stronger or adaptive
attacks. Gao et al. (2022) found that many randomized defense designs lacked enough randomization
to even defend against standard PGD (Madry et al., 2018) attack. Dbouk & Shanbhag (2022) showed
that current randomized defense designs were broken by a stronger attack adaptively designed for
randomized defenses. Lucas et al. (2023) argued that deterministic defenses were similarly robust
to randomized defenses. Recent evaluations (Lee & Kim, 2023; Wang et al., 2024; Li et al., 2025)
showed that the robustness of DiffPure (Nie et al., 2022), a popular randomized defense, had been
over-estimated. Specifically, empirical results (Wang et al., 2024) showed that the robustness of
DiffPure decreased a lot against nagging attack.
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Empirical and certified randomized defense methods. A variety of methods incorporate random-
ness to defend against adversarial attacks (Cohen et al., 2019; Salman et al., 2019; 2020; Carlini et al.,
2023b; Nie et al., 2022; Chen et al., 2024; Li et al., 2025). One major line of work (Cohen et al., 2019;
Salman et al., 2019; 2020; Carlini et al., 2023b) was based on Randomized Smoothing (RS) (Lecuyer
et al., 2019; Cohen et al., 2019), which provided certified robustness guarantees. RS constructs a
smoothed classifier by adding Gaussian noise to inputs, evaluates multiple noise-corrupted inputs, and
uses majority voting to predict the label. If the vote margin is large enough, it can certify robustness
within a certain l2-bounded region. Follow-up work (Salman et al., 2019; 2020; Carlini et al., 2023b)
improved the underlying base classifiers for better noise robustness without altering the RS framework.
One work was Denoised Smoothing (DS) (Salman et al., 2020), which trained a denoiser to denoise
the Gaussian noise added by RS framework, and thereby reduced the cost of training each classifier
to classify Gaussian noise-corrupted inputs. Another line of research (Nie et al., 2022; Chen et al.,
2024; Li et al., 2025) focused on empirical robustness using diffusion models. Although these models
did not explicitly rely on theoretical guarantees with randomness, they required stochastic sampling
processes – typically involving adding Gaussian noise and iterative denoising – which inherently
introduced randomness into the defense pipeline. The standard method among them was DiffPure
(Nie et al., 2022), which added Gaussian noise to the input, and used the denoising capability of
diffusion models to purify the input from a mixture of Gaussian and adversarial noise.

3 PRELIMINARY

Threat model. We assume the adversary has full access to the architecture, parameters, and defense
mechanism of the target model. However, for the randomized model, the attacker has no access to the
random seed or the internal random state of the model. The ultimate goal of the adversary is to break
a remote deployment of the model. To break the remote deployment, the adversary is allowed only
black-box access: one may submit inputs and observe final outputs, without access to intermediate
variables, gradients, or internal states. The adversary is also allowed to construct and query a local
substitute model. The adversary is allowed to query it with unlimited query budget. When querying
the local substitute, the adversary has full gradient access for white-box optimization. In this paper,
we make a strong-adversary assumption that the local substitute shares the same parameters and
architecture as the remote model. To summarize, we assume a gray-box threat model, where the
adversary has white-box access to a local substitute, but has to compromise the black-box remote
deployment.

Adversarial risk of a classifier. We begin by formalizing the notion of adversarial risk. Our notation
follows a previous work (Gnecco Heredia et al., 2023), restated here for clarity and completeness.

Let X denote the input space and Y the label space, with |Y| < ∞, where |·| denotes the number of
elements in a set. We assume a data distribution ρ ∈ P(X ×Y) over input-label pairs (x, y) ∈ X ×Y .

A deterministic classifier is a mapping h : X → Y , which assigns a single predicted label to each
input. The standard 0-1 loss, or accuracy, is defined as:

l0-1((x, y), h) = 1{h(x) ̸= y}, (1)

where (x, y) ∈ X × Y is a data point and 1{·} is the indicator function.

A probabilistic classifier is a mapping h : X → P(Y), which outputs a distribution over labels for
each input. In the case of K-class classification (|Y| = K), h(x) can be viewed as a K-dimensional
probability vector, with the i-th element in the vector being the probability of being predicted as the
i-th class. On each query, a predicted label ŷ ∼ h(x) is sampled from the output distribution. The
0-1 loss of a probabilistic classifier is:

l0-1((x, y),h) = Eŷ∼h(x)[1{ŷ ̸= y}] = 1− h(x)y, (2)

where h(x)y denotes the probability assigned to the true label y.

Let B(x) ⊆ X denote the allowed perturbation set around an input x ∈ X . Formally, B : X → 2X

maps each input to a subset of the input space, specifying valid perturbations. An adversarial attack
seeks an input x′ ∈ B(x) that maximizes the chance of misclassification. That is, the attacker
attempts to find a point within the perturbation set that causes the classifier to produce an incorrect
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output. In practice, many prior works (Goodfellow et al., 2015; Madry et al., 2018; Carlini & Wagner,
2017; Gnecco Heredia et al., 2023) instantiate the perturbation set using norm balls around the input:

Bϵ(x) := {x′ ∈ X : d(x, x′) ≤ ϵ}, (3)

where d is a distance metric on X , and ϵ ≥ 0 controls the perturbation budget.

We define the adversarial risk of a classifier as the expected worst-case loss under allowable pertur-
bations. For a probabilistic classifier h and a deterministic one h, the adversarial risks are:

Rϵ(h) := E(x,y)∼ρ

[
sup

x′∈Bϵ(x)

l0-1((x′, y),h)

]
, Rϵ(h) := E(x,y)∼ρ

[
sup

x′∈Bϵ(x)

l0-1((x′, y), h)

]
. (4)

Probabilistic classifier from a base hypothesis set. In practice, a probabilistic classifier h outputs
a predicted label ŷ ∈ Y for each query using random numbers during inference. This behavior can
be interpreted as selecting a deterministic classifier h ∈ Hb, drawn from a distribution over a set
of hypotheses. We refer to this hypothesis set as the base hypothesis set (BHS), denoted as Hb.
Formally, let µ ∈ P(Hb) be a probability measure over the BHS Hb. A probabilistic classifier hµ is
then defined as:

hµ(x)y := Ph∼µ(h(x) = y), ∀x ∈ X , y ∈ Y. (5)

If the BHS of a probabilistic classifier hµ is finite (|Hb| < ∞), then the classifier is denoted as a
randomized ensemble classifier (REC) (Gnecco Heredia et al., 2023).

4 PROBABILISTIC CLASSIFIERS INEVITABLY SUFFER FROM NAGGING RISK

We formalize the ANR, which quantifies the vulnerability of probabilistic classifiers under nagging
attacks (Section 4.1). We then prove that whenever the adversary is allowed more than one query, all
nontrivial randomized models inevitably suffer from an ANR higher than the standard adversarial risk
(Section 4.2). Then we provide some simple yet useful properties of ANR (Section 4.3). Moreover,
we provide an estimate of the number of queries needed for nagging attack (Section 4.4). Proofs to
all theorems are provided in Appendix D.

4.1 DEFINITION OF NAGGING RISK

Nagging attack means that the attacker is able to query the model for multiple times to get one
successful attack. We start from defining the risk against nagging attack on probabilistic classifiers.

Definition 4.1 (Adversarial nagging risk of probabilistic classifier). The adversarial risk of a proba-
bilistic classifier h against nagging attack with query budget n is

R(n)
ϵ (h) := E(x,y)∼ρ

(
sup

x′∈Bϵ(x)

(
1− [h(x′)y]

n))
. (6)

From the definition, the adversarial risk of probabilistic classifier is a special case of ANR with n = 1.
That is, Rϵ(h) = R(1)

ϵ (h). Practically, the nagging attack is executed by finding the adversarial
input x′ ∈ Bϵ(x) that minimizes the predicted probability h(x′)y, and then the attacker repeatedly
queries the probabilistic classifier with the same adversarial input x′. This allows the attacker to
exploit the probabilistic nature of the model, as each query outputs a potentially different predicted
label ŷ ∼ h(x′). Then we recall the definition of maximal simultaneous vulnerability µmax.

Definition 4.2 (Maximal simultaneous vulnerability (Gnecco Heredia et al., 2023)). Let Hvb(x, y) ⊆
Hb denote the vulnerable subset and µmax(x, y) the maximal simultaneous vulnerability, which
indicates the maximal proportion of models that a single adversarial example breaks, defined below.

Hvb(x, y) = {h ∈ Hb : ∃x′
h ∈ Bϵ(x) such that h(x′

h) ̸= y}, (7)

Hsvb(x, y) = {H′ ⊆ Hb : ∃x′ ∈ Bϵ(x) such that ∀h ∈ H′, h(x′) ̸= y}, (8)

µmax(x, y) = sup
H′∈Hsvb(x,y)

µ(H′). (9)

4
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We further introduce non-degenerating probabilistic classifiers, whose set of adversarial examples
has non-zero measure.

Definition 4.3 (Non-degeneracy). Let hµ be a probabilistic classifier. It is called a non-degenerating
probabilistic classifier on data distribution ρ ∈ P(X × Y) if it satisfies:

µ[Hvb(x, y)] > 0 ⇒ µmax(x, y) > 0 almost surely. (10)

This condition is purely technical and does not exclude widely used models. For example, an REC is
always a non-degenerating probabilistic classifier (see Appendix A for details).

4.2 PROBABILISTIC CLASSIFIERS INEVITABLY SUFFER FROM NAGGING RISK

A probabilistic classifier is said to be nontrivial if it outperforms all deterministic classifiers in its
BHS Hb. This condition is formalized as Rϵ(hµ) < infh∈Hb

Rϵ(h) (Gnecco Heredia et al., 2023).
We show that a nontrivial probabilistic classifier inevitably incurs an ANR that exceeds its original
adversarial risk.

Theorem 4.1. Let hµ be a probabilistic classifier over BHS Hb. If Rϵ(hµ) < infh∈Hb
Rϵ(h), then

for all n ∈ N∗ with n > 1,
R(n)

ϵ (hµ) > Rϵ(hµ). (11)

The theorem implies that once the adversary is permitted more than a single query, the additional
adversarial risk is non-negligible. The nagging attack is straightforward to execute: after crafting
a strong adversarial example against the randomized model, the adversary can simply resubmit the
same input repeatedly, relying on the model’s inherent randomness to induce the risk.

4.3 PROPERTIES OF NAGGING RISK

We hereby give some simple properties of nagging risk. We begin with the upper and lower bounds,
then analyze the limit of nagging risk when the query budget is infinite.

Theorem 4.2. Let hµ be a probabilistic classifier. Then for all n ∈ N∗,

Rϵ(hµ) ≤ R(n)
ϵ (hµ) ≤ 1− (1−Rϵ(hµ))

n. (12)

By further analyzing Definition 4.1, we observe the shortcomings of probabilistic classifiers with
respect to ANR. As the number of queries n → +∞, we find that the adversarial input x′ succeeds
in breaking the classifier if and only if h(x′)y < 1. This insight is formalized in Appendix D
(Lemma D.5). Furthermore, with non-degeneracy, we convert the theorem into an existence problem,
which makes the calculation feasible.

Theorem 4.3. Let hµ be a non-degenerating probabilistic classifier. Then,

lim
n→+∞

R(n)
ϵ (hµ) = P(x,y)∼ρ(∃x′ ∈ Bϵ(x), h ∈ Hb such that h(x′) ̸= y). (13)

Hence, we can equivalently write the limit of adversarial nagging risk as the probability of the
existence of a single adversarial input–classifier pair (x′, h) that causes misclassification. This
reformulation offers a more feasible route to empirical estimation: one can optimize over both the
input and the random number to identify such a non-vanishing failure case, making the limiting risk
computable in practice.

4.4 ESTIMATING QUERIES NEEDED FOR NAGGING ATTACK

In this section, we provide an estimation of the number of queries needed for nagging attack to
guarantee an ANR R(n)

ϵ (hµ) ≥ 1− δ, where δ is a pre-determined error rate.

Theorem 4.4. Let hµ be an REC on M base hypotheses h1, h2, . . . , hM with uniform prior µ(hi) =
1
M , i = 1, 2, . . . ,M . Let (x, y) be the data point that we focus on. Assume for each base hypothesis
hi, there exists a disjoint-vulnerable adversarial example x′

i, s.t., ∀j ̸= i, hi(x
′
i) ̸= y, hj(x

′
i) = y,

5
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i.e., the adversarial example is specific to that hypothesis. Assume the pairwise Kullback–Leibler
divergence is uniformly bounded:

DKL(Pi,x′∥Pj,x′) ≤ dmax < ∞, ∀i ̸= j, x′ ∈ Bϵ(x), (14)

where Pi,x′ represents the output probabilities – which can be known from logits – of model hi with
regard to input x′. Then, for the specific data point (x, y),

R(n)
ϵ (hµ) ≤

ndmax + log 2

logM
. (15)

Equivalently, to guarantee R(n)
ϵ (hµ) ≥ 1− δ one must have

n ≥ (1− δ) logM − log 2

dmax
. (16)

The above theorem provides a practical estimator for the queries needed for nagging attack, which
is an indicator of the safety level. Practically, the values of dmax and M can be estimated through
experiments. Pi,x′ , Pj,x′ are taken from white-box access to model logits, and dmax is estimated by
Monte-Carlo sampling of x′. M represents the randomness and logM is proportional to the number
of random bits used. Since all randomized models originate from the uniform random bits from the
generator, this is a direct construction from practical models.

5 SEED-ROTATION DEPLOYMENT OF RANDOMIZED MODEL

The previous section showed that a randomized model inevitably incurs an adversarial nagging risk
that exceeds its original adversarial risk due to its inherent randomness. Specifically, this randomness
allows attackers to gradually exploit the model through nagging attack. To mitigate this vulnerability,
we propose a seed-rotation deployment strategy that preserves the confusion effect of randomness for
the attacker but makes the model behaviour deterministic for a certain interval.

5.1 METHOD

Seed-rotation is done by fixing the random seed for inference within a given time interval (e.g. one
day) and periodically refreshing it. Within each interval, the model behaves deterministically, while
across intervals it retains the appearance of a randomized model. Seed-rotation ensures that the
adversary does not know the active seed. From the adversary’s perspective, the model outputs remain
indistinguishable from samples of a randomized defense. Seed-rotation prevents attackers from
exploiting the model’s stochasticity through nagging attack by de-randomizing the model during each
interval. However, there is an additional risk introduced by the attacker’s capability to exploit the
now-deterministic behavior of the model, same as query-based black-box attack against deterministic
model. Combining the mitigation of nagging risk and the introduction of risk against query attack,
we analyze the overall risk of seed-rotation below.

5.2 THEORETICAL PERSPECTIVE

A seed-rotation classifier is an REC consisting of M base hypotheses with the BHS Hb =
{h1, h2, . . . , hM}. During a given interval (e.g., 1 day), the system deterministically uses a sin-
gle model hi ∈ Hb, selected according to a probability distribution PM (Hb). Each such interval is
referred to as a seed rotation cycle.

This deployment strategy thwarts nagging attacks. Since multiple queries within a seed rotation cycle
are effective as only one query to the seed-frozen model, n queries of nagging attack now span n
seed rotation cycles to achieve the same cumulative effect as before. The trade-off, however, is that
each cycle exposes a deterministic model, making the system potentially vulnerable to query-based
black-box attacks. We therefore analyze the robustness of seed-rotation under such attacks. Proofs to
all theorems in this section are provided in Appendix D.
Definition 5.1 (Query attack). A black-box hard-label query-based attack (or query attack) Q(ϵ),
parameterized by the perturbation radius ϵ, is defined as a mapping Qϵ : X × Y ×H × N∗ → X ,
which generates an adversarial example for a given input, label, classifier, and query count.

6
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The risk under query attack with query count n is defined as:

R(n)
Q(ϵ)

:= P(x,y)∼ρ(h(Qϵ(x, y, h, n)) ̸= y), (17)

which characterizes the adversarial vulnerability of a deterministic classifier to query-based attacks
with at most n queries to the model.

Comparing randomized deployment to seed-rotation, an asymptotic can be achieved when attackers
have an unbounded query budget.
Theorem 5.1. Let hµ be a non-degenerating probabilistic classifier, and let Q be any query attack.
Then,

lim
n→+∞

Eh∼µ

[
R(n)

Q(ϵ)(h)
]
≤ Eh∼µ[Rϵ(h)] ≤ lim

n→+∞
R(n)

ϵ (hµ). (18)

Intuitively, this is because nagging to the limit exploit all non-zero probabilities to deterministically
break the model in certain trial, whose risk is more than the average white-box risk of all base
hypotheses, and is larger than the average black-box risk.

For evaluation, we ensure that the query attack is not too weak by a common technique of selecting
the best adversarial example among queries. That ensures the monotonic property of attack. That is,
for all x ∈ X , y ∈ Y, h ∈ H,m, n ∈ N∗ with m < n, the following holds:

h(Qϵ(x, y, h,m)) ̸= y ⇒ h(Qϵ(x, y, h, n)) ̸= y. (19)

Moreover, we initialize the attack with the standard Expectation-over-Transformation (EoT) technique
over a distribution of classifiers. EoT selects the best adversarial example on average. Then we
use the query attack to refine the adversarial examples that fail on the currently seeded model.
Initialization with EoT ensures a strong lower bound of adversarial risk, avoiding under-estimation of
the adversarial risk of seed-rotation models (formalized in Theorem D.5 of Appendix D).

5.3 EVALUATION SETUP

In practical scenarios, the adversary’s query budget is finite. In this finite regime, there is no theoretical
guarantee favoring one deployment over the other. In particular, if the individual deterministic
classifiers h ∈ Hb are not intrinsically robust in the white-box setting, the security of seed-rotation
relies on the practical difficulty of query-based black-box attacks – lacking access to gradients and
intermediate variables – to efficiently uncover adversarial examples under a limited query budget. This
was empirically confirmed before, especially in the hard-label case (Chen & Gu, 2020). Hence, we
conducted numerical experiments to empirically compare the two deployment strategies. Specifically,
for a fixed query budget n, we evaluate the average risk of the seed-rotation deployment, given by
Eh∼µ

[
R(n)

Q(ϵ)(h)
]
, and the risk of the randomized deployment, given by R(n)

ϵ (hµ). This setup allows
us to observe how the two methods perform under identical computational constraints.

Evaluating randomized deployment. To estimate the adversarial risk R(n)
ϵ (hµ) of a randomized

defense, we adopt the standard EoT technique (Athalye et al., 2018; Tramer et al., 2020; Croce & Hein,
2020) to craft adversarial examples. For each data point (x, y) ∼ ρ, we craft an adversarial example
x′ by approximately solving x′ ≈ argmaxx1∈Bϵ(x) (1− h(x1)y) using gradient-based adversarial
attack with EoT. Once x′ is generated, we sample n independent models h1, h2, . . . , hn ∼ µ,
and query each model on x′ to obtain predictions ŷi = hi(x

′). The pointwise risk for (x, y)
is then estimated by the event that any prediction is incorrect in the n-nagging attack, which is
max1≤i≤n 1{ŷi ̸= y}. Averaging this quantity over multiple test examples gives an empirical
estimate of R(n)

ϵ (hµ).

Evaluating seed-rotation deployment. To evaluate the average risk of the seed-rotation deploy-
ment, we first sample a random seed for the model, representing the now-deterministic model h0 ∼ µ.
For each data point (x, y) ∼ ρ, we begin by generating a universal adversarial example x′

0 using the
same EoT-based attack applied to hµ. We then query the model h0 with x′

0. If h0(x
′
0) ̸= y, the risk is

marked as 1 for that data point and model. Otherwise, we invoke a monotonic query attack algorithm
Qϵ with a query budget n, targeting h0, to obtain a refined adversarial input x′

n. Then the risk is
flagged as 1{h0(x

′
n) ̸= y}. To estimate the overall risk, we repeat this procedure across multiple
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Table 1: Robust accuracy (%) of ResNet-50 on CIFAR-10 under l∞-bounded attacks (ϵ = 8
255 ) for

various randomized defenses. “Clean” indicates accuracy on unperturbed inputs. “EoT” refers to
standard EoT attack, which is the same for randomized deployment and seed-rotation. For each query
budget n, we report results for two deployment strategies: “Rand” for randomized and “Rot” for
seed-rotation. “Diff” indicates the improvement of Rot over Rand.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 82.5 32.4 14.0 32.1 +18.1 8.3 31.6 +23.3 6.4 28.5 +22.1
RN@0.5 69.6 36.4 12.1 34.6 +22.5 4.5 31.9 +27.4 2.1 26.5 +24.4
RN@1.0 51.4 32.6 6.4 26.3 +19.9 1.1 21.5 +20.4 0.3 17.3 +17.0

RS100@0.25 87.0 28.5 25.8 28.4 +2.6 24.3 28.4 +4.1 22.8 28.4 +5.6
RS100@0.5 76.6 35.9 31.7 35.9 +4.2 29.2 35.9 +6.7 27.3 35.9 +8.6
RS100@1.0 61.1 35.0 29.5 34.6 +5.1 26.1 34.6 +8.5 23.8 34.6 +10.8

DS100@0.25 83.3 17.8 15.3 17.9 +2.6 13.8 17.9 +4.1 12.5 17.9 +5.4
DS100@0.5 51.7 21.1 17.9 21.2 +3.3 15.9 21.2 +5.3 14.0 21.2 +7.2
DS100@1.0 12.4 10.3 9.9 10.3 +0.4 9.6 10.3 +0.7 9.4 10.3 +0.9

DiffPure 91.5 47.6 35.7 47.6 +11.9 31.9 47.4 +15.5 29.8 45.1 +15.3

independent samples (x, y) ∼ ρ and seeds h0 ∼ µ, and take the average risk to empirically estimate
Eh∼µ

[
R(n)

Q(ϵ)(h)
]

for the seed-rotation deployment. Code-level implementation details on how to
control the randomness in inference are provided in Appendix B.

6 EXPERIMENTAL RESULTS

In this section, we demonstrate the practical benefit of seed-rotation when compared to randomized
deployment under the same query budget n.

Experimental setup. We evaluated randomized models on CIFAR-10 dataset (Krizhevsky et al.,
2009) and ImageNet-1k dataset (Russakovsky et al., 2015). Due to the high query cost (up to
1000 queries per sample), we randomly selected a subset of 2000 examples from ImageNet-1k
for evaluation. The CIFAR-10 models used were ResNet-50 and ResNet-101 (He et al., 2016).
For ImageNet-1k, we used ResNet-50 and Swin-L (Liu et al., 2021). We assessed three standard
randomized defenses: Randomized Smoothing (RS) (Cohen et al., 2019), Denoised Smoothing (DS)
(Salman et al., 2020), and DiffPure (Nie et al., 2022). RS and DS were tested at noise magnitudes
σ ∈ {0.25, 0.5, 1.0} using 100 noise samples, denoted RS100@σ. For RS, we used classifiers
pretrained on Gaussian noise with the corresponding magnitude (Cohen et al., 2019). DS employed
pretrained denoisers to denoise Gaussian noise (Salman et al., 2020). To highlight contrast, we
introduced Random Noise (RN), a naive defense where Gaussian noise ϵ̂ ∼ N(0, σ2I) is added
directly to the input, followed by classification on x + ϵ̂. RN corresponds to RS with a single
sample. RN also used classifiers pretrained on noise. The EoT attacks were performed with 100
EoT iterations for RS and DS, and 20 EoT iterations for DiffPure and RN. The base attack for EoT
attack was a reduced version of AutoAttack (Croce & Hein, 2020). Specifically, we applied PGD
with cross-entropy loss (PGD-ce) (Madry et al., 2018) and PGD with DLR loss (PGD-dlr) (Croce
& Hein, 2020), each run for 20 steps. The adversarial example with the highest cross-entropy loss
was used. These same adversarial examples were reused to evaluate the adversarial nagging risk, as
discussed in Section 5.3. For the seed-rotation deployment, we used RayS (Chen & Gu, 2020) as the
query attack algorithm. We initialized the attack with the same EoT attacks as the attack to evaluate
randomized deployment. We evaluated the models under l∞ or l2 perturbation bound.

The results for ResNet-50 on CIFAR-10 under the l∞ perturbation bound are shown in Table 1.
Across all randomized defenses, we observed a consistent decline in accuracy as the number of attack
attempts n increased, confirming that these models are vulnerable to nagging attacks. The accuracy
degradation followed an approximately exponential trend, which is consistent with the theoretical
prediction in Theorem 4.2. Among the evaluated defenses, RS and DS exhibited slower degradation
of accuracy, suggesting they have lower intrinsic randomness. In contrast, RN and DiffPure suffered
more rapid drops in accuracy, indicating higher susceptibility to exploitation by nagging attack. When
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Table 2: Robust accuracy (%) of ResNet-50 on ImageNet-1k under l∞-bounded attacks (ϵ = 4
255 ) for

various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 67.5 7.1 4.1 7.2 +3.1 3.2 7.2 +4.0 2.7 7.2 +4.5
RN@0.5 60.0 18.6 11.2 18.9 +7.7 8.4 18.8 +10.4 7.1 18.4 +11.3
RN@1.0 45.1 23.5 12.8 21.6 +8.8 8.8 21.2 +12.4 6.7 19.2 +12.5

RS100@0.25 69.8 4.9 4.5 4.7 +0.2 4.2 4.7 +0.5 4.0 4.7 +0.7
RS100@0.5 62.7 15.1 14.0 15.3 +1.3 13.2 15.3 +2.1 13.0 15.3 +2.3
RS100@1.0 51.2 21.3 19.5 21.4 +1.9 18.8 21.4 +2.6 17.9 21.4 +3.5

DS100@0.25 65.4 9.2 8.2 9.1 +0.9 8.0 9.1 +1.1 7.9 9.1 +1.2
DS100@0.5 46.2 16.7 16.0 17.1 +1.1 15.3 17.1 +1.8 15.0 17.1 +2.1
DS100@1.0 13.7 7.9 7.3 7.8 +0.5 7.0 7.8 +0.8 6.9 7.8 +0.9

DiffPure 77.5 8.0 4.7 7.9 +3.2 3.9 7.9 +4.0 3.2 7.9 +4.7

comparing randomized deployment to seed-rotation under the same query budget n, we consistently
found that seed-rotation achieved higher robustness. This demonstrates that under practical query
constraints, seed-rotation mitigates the effects of nagging attacks. Results on the ImageNet-1k dataset
(Table 2) support the same conclusions. Additional experiments conducted under l2 norm bounds
and other architectures on both datasets (see Appendix B) also revealed consistent patterns, further
validating the generality of our findings across perturbation types, datasets, and models.

7 CONCLUSION AND DISCUSSION

In this paper, we demonstrate that nontrivial randomized models are inherently vulnerable to nagging
attacks – a form of repeated-query adversarial attack that exploits randomness. To address this
vulnerability, we propose seed-rotation for any randomized model, which freezes the random seed
and periodically refreshes it. We show both theoretically and through empirical evaluations that
seed-rotation consistently offers stronger robustness than the standard randomized deployment. Our
findings provide a new pathway for safely deploying randomized models, without discouraging
research into stochastic defenses.

We conclude by discussing key implications and extensions of this work.

Implications of the inherent vulnerability of randomized models to nagging attacks. We
demonstrate that probabilistic classifier inevitably incurs an ANR that exceeds its original adversarial
risk (Theorem 4.1). Notably, we compare two distinct risks of the same randomized models, while
prior work compared randomized models to deterministic alternatives, and only analyzed the standard
adversarial risk (Gnecco Heredia et al., 2023). Moreover, we assume an attacker with unlimited
power, characterized by the definition of risks (Eqs. (4) and (6)), in contrast to an attacker with limited
strength (Pinot et al., 2020).

Extension beyond classifiers. Our theoretical framework generalizes beyond classification tasks.
By generalizing the prediction and evaluation mechanisms, the framework naturally applies to any
model equipped with an evaluator function and a corresponding risk metric. Recall the jailbreak
setting in introduction (Section 1). As long as we can craft a discriminator to decide whether the
output is harmful or not, our framework extends naturally to that. This generalization is formalized in
Appendix C.1.

Extension to natural risk. Our theoretical results also extend beyond adversarial robustness.
Specifically, by setting the perturbation set B(x) = {x} for all x ∈ X , we reduce the problem to
natural risk, i.e., standard model evaluation. In the natural risk setting, since the only valid adversarial
example is the original example x itself, query attacks have no chance of increasing risk. In this setting,
we can refer to Theorem 4.1 and get a stronger result: R(n)(hµ) > Eh∼µ

[
R(n)

Q (h)
]
, ∀n ∈ N∗,

which shows that randomized models incur additional risk from nagging attack but seed-rotation
models remain unaffected. Further details are provided in Appendix C.2.

9



486
487
488
489
490
491
492
493
494
495
496
497
498
499
500
501
502
503
504
505
506
507
508
509
510
511
512
513
514
515
516
517
518
519
520
521
522
523
524
525
526
527
528
529
530
531
532
533
534
535
536
537
538
539

Under review as a conference paper at ICLR 2026

REFERENCES

Anish Athalye, Nicholas Carlini, and David Wagner. Obfuscated gradients give a false sense of
security: Circumventing defenses to adversarial examples. In ICML, pp. 274–283. PMLR, 2018.

Tom Brown, Benjamin Mann, Nick Ryder, Melanie Subbiah, Jared D Kaplan, Prafulla Dhariwal,
Arvind Neelakantan, Pranav Shyam, Girish Sastry, Amanda Askell, et al. Language models are
few-shot learners. NeurIPS, 33:1877–1901, 2020.

Nicholas Carlini and David Wagner. Towards evaluating the robustness of neural networks. In IEEE
Symposium on Security and Privacy (SP), pp. 39–57. IEEE, 2017.

Nicholas Carlini, Milad Nasr, Christopher A Choquette-Choo, Matthew Jagielski, Irena Gao, Pang
Wei W Koh, Daphne Ippolito, Florian Tramer, and Ludwig Schmidt. Are aligned neural networks
adversarially aligned? NeurIPS, 36, 2023a.

Nicholas Carlini, Florian Tramer, Krishnamurthy Dj Dvijotham, Leslie Rice, Mingjie Sun, and J Zico
Kolter. (certified!!) adversarial robustness for free! In ICLR, 2023b.

Huanran Chen, Yinpeng Dong, Zhengyi Wang, Xiao Yang, Chengqi Duan, Hang Su, and Jun Zhu.
Robust classification via a single diffusion model. In Salakhutdinov Ruslan, Kolter Zico, Heller
Katherine, Weller Adrian, Oliver Nuria, Scarlett Jonathan, and Berkenkamp Felix (eds.), ICML,
volume 235, pp. 6643–6665. PMLR, 2024. URL https://proceedings.mlr.press/
v235/chen24k.html.

Jinghui Chen and Quanquan Gu. Rays: A ray searching method for hard-label adversarial attack.
In Proceedings of the 26th ACM SIGKDD International Conference on Knowledge Discovery &
Data Mining, pp. 1739–1747, 2020.

Jeremy Cohen, Elan Rosenfeld, and Zico Kolter. Certified adversarial robustness via randomized
smoothing. In ICML, pp. 1310–1320. PMLR, 2019. ISBN 2640-3498.

Francesco Croce and Matthias Hein. Reliable evaluation of adversarial robustness with an ensemble
of diverse parameter-free attacks. In ICML, pp. 2206–2216. PMLR, 2020. ISBN 2640-3498.

Hassan Dbouk and Naresh Shanbhag. Adversarial vulnerability of randomized ensembles. In ICML,
pp. 4890–4917. PMLR, 2022. ISBN 2640-3498.

Yue Gao, Ilia Shumailov, Kassem Fawaz, and Nicolas Papernot. On the limitations of stochastic
pre-processing defenses. NeurIPS, 35:24280–24294, 2022.

Lucas Gnecco Heredia, Muni Sreenivas Pydi, Laurent Meunier, Benjamin Negrevergne, and Yann
Chevaleyre. On the role of randomization in adversarially robust classification. NeurIPS, 36:
79293–79319, 2023.

Ian J Goodfellow, Jonathon Shlens, and Christian Szegedy. Explaining and harnessing adversarial
examples. In ICLR, 2015.

Kaiming He, Xiangyu Zhang, Shaoqing Ren, and Jian Sun. Deep residual learning for image
recognition. In Proceedings of the IEEE/CVF Conference on Computer Vision and Pattern
Recognition, pp. 770–778, 2016.

Jonathan Ho, Ajay Jain, and Pieter Abbeel. Denoising diffusion probabilistic models. NeurIPS, 33:
6840–6851, 2020.

Ari Holtzman, Jan Buys, Li Du, Maxwell Forbes, and Yejin Choi. The curious case of neural text
degeneration. In ICLR, 2020.

Alex Krizhevsky, Geoffrey Hinton, et al. Learning multiple layers of features from tiny images, 2009.

Mathias Lecuyer, Vaggelis Atlidakis, Roxana Geambasu, Daniel Hsu, and Suman Jana. Certified
robustness to adversarial examples with differential privacy. In IEEE Symposium on Security and
Privacy (SP), pp. 656–672. IEEE, 2019. ISBN 153866660X.

10

https://proceedings.mlr.press/v235/chen24k.html
https://proceedings.mlr.press/v235/chen24k.html


540
541
542
543
544
545
546
547
548
549
550
551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593

Under review as a conference paper at ICLR 2026

Minjong Lee and Dongwoo Kim. Robust evaluation of diffusion-based adversarial purification. In
Proceedings of the IEEE/CVF International Conference on Computer Vision, pp. 134–144, 2023.

Tianhong Li, Yonglong Tian, He Li, Mingyang Deng, and Kaiming He. Autoregressive image
generation without vector quantization. NeurIPS, 37:56424–56445, 2024a.

Xiao Li, Zhuhong Li, Qiongxiu Li, Bingze Lee, Jinghao Cui, and Xiaolin Hu. Faster-gcg: Efficient
discrete optimization jailbreak attacks against aligned large language models. arXiv preprint
arXiv:2410.15362, 2024b.

Xiao Li, Wenxuan Sun, Huanran Chen, Qiongxiu Li, Yining Liu, Yingzhe He, Jie Shi, and Xiaolin
Hu. Adbm: Adversarial diffusion bridge model for reliable adversarial purification. In ICLR, 2025.

Ze Liu, Yutong Lin, Yue Cao, Han Hu, Yixuan Wei, Zheng Zhang, Stephen Lin, and Baining Guo.
Swin transformer: Hierarchical vision transformer using shifted windows. In Proceedings of the
IEEE/CVF International Conference on Computer Vision, pp. 10012–10022, 2021.
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APPENDIX

A INSTANTIATIONS OF PROBABILISTIC CLASSIFIERS

There are three common types of probabilistic classifiers (Gnecco Heredia et al., 2023):

• Randomized ensemble classifier (REC): A finite mixture of M classifiers {h1, . . . , hM},
where µ is a probability distribution over these M classifiers.

• Weight-noise injection classifier (WNC): Each hypothesis hw ∈ Hb corresponds to a neural
network parameterized by weights w ∈ W ⊆ Rp. Randomness enters via sampling w ∼ µ,
where µ is a distribution over the weight space W .

• Input-noise injection classifier (INC): Built from a fixed deterministic classifier h̃ : X → Y ,
with random noise injected into the input. Each hypothesis is defined as hη(x) = h̃(x+ η),
where the input perturbation η ∼ µ, and the BHS is Hb = {hη : η ∈ X}.

We introduced the non-degenerating condition as defined in Definition 4.3. To demonstrate that this
condition is purely technical and does not exclude widely used models, we show that standard classes
of probabilistic classifiers satisfy it. Proofs to the following propositions are provided in Section D.
Proposition A.1. An REC hµ is always a non-degenerating probabilistic classifier.
Remark A.1. In practical settings, all probabilistic classifiers are implemented as RECs, since
random number generators operate over finite state spaces, assigning non-zero probability to each
instantiation.
Proposition A.2. A WNC hµ with base mapping h that is continuous on W×X is non-degenerating,
provided that the adversarial input x′ misclassifies the data point (x, y) in a non-vanishing way. That
is, the total predicted probability of the incorrect labels remains strictly higher than the predicted
probability of the true label almost surely.
Remark A.2. An INC is a special case of a WNC. Given a deterministic base classifier hw and input
noise η ∈ X , an INC can be represented as a WNC with weights (w, η) ∈ {w} × X . The hypothesis
is defined as h̃(w,η)(x) := hw(x+ η).

B ADDITIONAL NUMERICAL EXPERIMENTS

We provide additional numerical experiments on different datasets, model architectures and perturba-
tion bounds, to verify the generality of our findings.

Implementation details. We instantiated a dedicated random number generator (RNG) in PyTorch
to produce all stochastic components during inference, such as Gaussian noise. For the randomized
deployment, the RNG was seeded once at the beginning of the program to ensure reproducibility,
with the seed drawn uniformly from the range [0, 232). In contrast, for seed-rotation, the RNG was
re-seeded with the same value for every inference pass, ensuring deterministic behaviour per query.
The seed was sampled uniformly from [0, 232) using a global RNG independent of the one used for
inference-time randomness.

Compute resources. All experiments were run on an NVIDIA RTX 3090 GPU. Evaluating RN
with a ResNet-50 model on 2000 samples from the ImageNet-1k dataset required under 1 GPU hour.
Evaluating RS100 on the same dataset consumed 60 GPU hours, DS100 required 100 GPU hours, and
DiffPure required 168 GPU hours.

Confidence intervals. We report binomial confidence intervals in Table S1, which are omitted
from the main text due to table width limit. Other experimental results exhibit confidence intervals of
similar magnitude.

Additional results. We extended our evaluation to include the l2 perturbation setting, under which
both RS and DS provided certified robustness. Results for ResNet-50 on CIFAR-10 and ImageNet-1k
under the l2 threat model are presented in Tables S2 and S3, confirming conclusions consistent with
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Table S1: Robust accuracy (%) with confidence intervals for results in Table 2. Binomial confidence
intervals with 95% confidence are marked at subscripts.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Rand Rot Rand Rot

RN@0.25 67.5±2.1 7.1±1.1 4.1±0.9 7.2±1.1 3.2±0.8 7.2±1.1 2.7±0.7 7.2±1.1

RN@0.5 60.0±2.1 18.6±1.7 11.2±1.4 18.9±1.7 8.4±1.2 18.8±1.7 7.1±1.1 18.4±1.7

RN@1.0 45.1±2.2 23.5±1.9 12.8±1.5 21.6±1.8 8.8±1.2 21.2±1.8 6.7±1.1 19.2±1.7

RS100@0.25 69.8±2.0 4.9±0.9 4.5±0.9 4.7±0.9 4.2±0.9 4.7±0.9 4.0±0.9 4.7±0.9

RS100@0.5 62.7±2.1 15.1±1.6 14.0±1.5 15.3±1.6 13.2±1.5 15.3±1.6 13.0±1.5 15.3±1.6

RS100@1.0 51.2±2.2 21.3±1.8 19.5±1.7 21.4±1.8 18.8±1.7 21.4±1.8 17.9±1.7 21.4±1.8

DS100@0.25 65.4±2.1 9.2±1.3 8.2±1.2 9.1±1.3 8.0±1.2 9.1±1.3 7.9±1.2 9.1±1.3

DS100@0.5 46.2±2.2 16.7±1.6 16.0±1.6 17.1±1.7 15.3±1.6 17.1±1.7 15.0±1.6 17.1±1.7

DS100@1.0 13.7±1.5 7.9±1.2 7.3±1.1 7.8±1.2 7.0±1.1 7.8±1.2 6.9±1.1 7.8±1.2

DiffPure 77.5±1.8 8.0±1.2 4.7±0.9 7.9±1.2 3.9±0.8 7.9±1.2 3.2±0.8 7.9±1.2

Table S2: Robust accuracy (%) of ResNet-50 on ImageNet-1k under l2-bounded attacks (ϵ = 2) for
various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 102 n = 103

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 67.5 26.3 18.2 25.9 +7.7 15.5 25.9 +10.4 13.0 25.9 +12.9
RN@0.5 60.0 33.9 23.0 33.8 +10.8 17.9 33.7 +15.8 15.1 33.3 +18.2
RN@1.0 45.1 33.0 19.1 30.6 +11.5 13.3 30.2 +16.9 9.5 29.1 +19.6

RS100@0.25 69.8 23.2 22.4 23.4 +1.0 22.0 23.4 +1.4 21.6 23.4 +1.8
RS100@0.5 62.7 32.9 30.6 32.5 +1.9 29.5 32.5 +3.0 28.8 32.5 +3.7
RS100@1.0 51.2 31.3 29.1 30.9 +1.8 28.1 30.9 +2.8 27.4 30.9 +3.5

DS100@0.25 65.4 18.8 17.2 18.7 +1.5 16.8 18.7 +1.9 16.5 18.7 +2.2
DS100@0.5 46.2 10.6 9.9 10.9 +1.0 9.6 10.9 +1.3 9.5 10.9 +1.4
DS100@1.0 13.7 2.7 2.2 2.6 +0.4 2.2 2.6 +0.4 2.1 2.6 +0.5

DiffPure 77.5 22.4 15.7 22.1 +6.4 12.8 22.1 +9.3 11.7 22.1 +10.4

Table S3: Robust accuracy (%) of ResNet-50 on CIFAR-10 under l2-bounded attacks (ϵ = 0.5) for
various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 82.5 62.7 37.5 61.0 +23.5 23.5 60.1 +36.6 15.6 58.0 +42.4
RN@0.5 69.6 56.0 25.9 50.6 +24.7 11.5 48.8 +37.3 5.5 46.5 +41.0
RN@1.0 51.4 43.6 11.5 33.7 +22.2 2.8 31.9 +29.1 0.6 30.3 +29.7

RS100@0.25 87.0 64.2 60.9 64.4 +3.5 58.8 64.4 +5.6 57.1 64.4 +7.3
RS100@0.5 76.4 58.2 54.0 58.6 +4.6 51.3 58.6 +7.3 49.4 58.6 +9.2
RS100@1.0 60.8 42.4 37.0 41.6 +4.6 34.2 41.6 +7.4 32.0 41.6 +9.6

DS100@0.25 83.3 36.4 32.2 36.2 +4.0 30.6 36.2 +5.6 29.3 36.2 +6.9
DS100@0.5 51.7 17.2 13.7 17.2 +3.5 12.6 17.2 +4.6 11.9 17.2 +5.3
DS100@1.0 12.4 8.0 7.5 7.9 +0.4 7.3 7.9 +0.6 7.2 7.9 +0.7

DiffPure 91.5 72.7 55.9 72.7 +16.8 48.7 72.4 +23.7 43.9 71.3 +27.4
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Table S4: Robust accuracy (%) of ResNet-101 on CIFAR-10 under l∞-bounded attacks (ϵ = 8
255 ) for

various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 83.0 33.7 15.8 33.2 +17.4 10.4 32.8 +22.4 7.9 29.9 +22.0
RN@0.5 70.2 37.3 12.1 35.1 +23.0 4.6 32.1 +27.5 2.1 26.6 +24.5
RN@1.0 51.1 32.1 6.2 26.4 +20.2 1.3 21.9 +20.6 0.3 17.9 +17.6

RS100@0.25 87.2 29.7 26.9 29.5 +2.6 25.3 29.5 +4.2 24.2 29.5 +5.3
RS100@0.5 77.3 36.4 32.4 36.5 +4.1 30.0 36.5 +6.5 28.1 36.5 +8.4
RS100@1.0 61.2 35.2 30.0 35.5 +5.5 26.6 35.5 +8.9 24.1 35.5 +11.4

DS100@0.25 83.6 17.6 14.9 17.6 +2.7 13.7 17.6 +3.9 12.6 17.6 +5.0
DS100@0.5 52.3 21.1 18.0 20.9 +2.9 15.8 20.9 +5.1 14.0 20.9 +6.9
DS100@1.0 11.3 10.4 10.2 10.4 +0.2 10.1 10.4 +0.3 10.0 10.4 +0.4

DiffPure 91.7 48.6 37.0 48.2 +11.2 33.7 48.0 +14.3 31.5 45.6 +14.1

Table S5: Robust accuracy (%) of ResNet-101 on CIFAR-10 under l2-bounded attacks (ϵ = 0.5) for
various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 83.0 63.6 39.4 62.8 +23.4 25.8 62.1 +36.3 18.5 60.2 +41.7
RN@0.5 70.2 57.6 26.6 51.3 +24.7 12.1 49.7 +37.6 5.8 47.5 +41.7
RN@1.0 51.1 44.0 11.5 34.2 +22.7 2.6 32.3 +29.7 0.5 30.7 +30.2

RS100@0.25 87.2 65.7 62.7 65.9 +3.2 60.4 65.9 +5.5 58.8 65.9 +7.1
RS100@0.5 77.5 59.4 55.3 59.5 +4.2 53.0 59.5 +6.5 50.7 59.5 +8.8
RS100@1.0 61.4 42.2 37.3 42.2 +4.9 34.8 42.2 +7.4 32.8 42.1 +9.3

DS100@0.25 83.3 37.8 34.0 37.7 +3.7 32.2 37.7 +5.5 30.6 37.7 +7.1
DS100@0.5 51.8 18.7 15.3 18.8 +3.5 14.1 18.8 +4.7 13.2 18.8 +5.6
DS100@1.0 11.2 9.9 9.8 10.0 +0.2 9.7 10.0 +0.3 9.6 10.0 +0.4

DiffPure 91.7 74.0 57.0 73.4 +16.4 49.7 73.2 +23.5 44.8 72.1 +27.3

Table S6: Robust accuracy (%) of Swin-L on ImageNet-1k under l∞-bounded attacks (ϵ = 4
255 ) for

various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 76.2 18.5 14.5 17.6 +3.1 13.1 17.6 +4.5 12.1 17.6 +5.5
RN@0.5 71.0 30.4 20.6 29.0 +8.4 17.5 28.9 +11.4 15.4 28.7 +13.3
RN@1.0 59.0 33.3 20.7 31.6 +10.9 15.6 30.8 +15.2 12.4 28.7 +16.3

RS100@0.25 77.3 16.0 15.4 15.7 +0.3 15.1 15.7 +0.6 14.9 15.7 +0.8
RS100@0.5 72.5 26.6 25.2 26.4 +1.2 24.7 26.4 +1.7 24.2 26.4 +2.2
RS100@1.0 63.5 31.4 29.8 31.4 +1.6 28.8 31.4 +2.6 27.8 31.4 +3.6

DS100@0.25 67.2 11.3 11.0 11.2 +0.2 10.8 11.2 +0.4 10.7 11.2 +0.5
DS100@0.5 58.2 18.7 17.4 18.9 +1.5 16.9 18.9 +2.0 16.2 18.9 +2.7
DS100@1.0 32.8 15.9 14.8 16.2 +1.4 14.4 16.2 +1.8 13.7 16.2 +2.5

DiffPure 83.2 13.5 10.0 12.7 +2.7 9.0 12.7 +3.7 8.2 12.7 +4.5
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Table S7: Robust accuracy (%) of Swin-L on ImageNet-1k under l2-bounded attacks (ϵ = 2) for
various randomized defenses. Notations are consistent with Table 1.

n = 10 n = 100 n = 1000

Defense Clean EoT Rand Rot Diff Rand Rot Diff Rand Rot Diff

RN@0.25 76.5 40.7 33.2 40.9 +7.7 29.6 40.9 +11.3 27.0 40.9 +13.9
RN@0.5 69.8 47.2 36.1 47.4 +11.3 30.7 47.2 +16.5 26.8 47.0 +20.2
RN@1.0 59.0 45.0 29.1 44.1 +15.0 22.0 43.4 +21.4 17.4 42.1 +24.7

RS100@0.25 77.2 38.3 37.5 37.8 +0.3 36.9 37.8 +0.9 36.4 37.8 +1.4
RS100@0.5 72.2 46.6 44.5 46.3 +1.8 43.2 46.3 +3.1 42.4 46.3 +3.9
RS100@1.0 62.9 43.9 41.4 43.3 +1.9 40.1 43.3 +3.2 39.1 43.3 +4.2

DS100@0.25 67.6 24.3 23.4 24.1 +0.7 22.9 24.1 +1.2 22.6 24.1 +1.5
DS100@0.5 58.3 3.0 3.0 3.0 +0.0 3.0 3.0 +0.0 3.0 3.0 +0.0
DS100@1.0 32.8 6.9 6.0 6.8 +0.8 6.0 6.8 +0.8 5.8 6.8 +1.0

DiffPure 83.2 35.1 29.7 34.9 +5.2 27.2 34.9 +7.7 25.8 34.9 +9.1

those under the l∞ threat model. To test the robustness of our conclusions with respect to model
size, we conducted additional experiments using ResNet-101. As shown in Table S4 and Table S5,
results under both l∞ and l2 perturbations remained consistent. We further evaluated the Swin-L,
a transformer-based classifier, on ImageNet-1k under l∞ (Table S6) and l2 (Table S7) perturbation
bounds. Across all tested settings, seed-rotation consistently improved robustness over standard
randomized deployment.

C EXTENSION OF THEORETICAL RESULTS

We now demonstrate that our theoretical results are not restricted to classifiers or adversarial risk.
With a generalization of the prediction and evaluation mechanism, our framework extends naturally
to any model equipped with an evaluator function and natural risk. Proofs to the theorems in this
section are postponed to Section D.

C.1 EXTENSION BEYOND CLASSIFIERS

We begin by defining a broader notion of a model with evaluator, as an extension to classification
model with accuracy metric.

Definition C.1 (Model with evaluator). Let h : X → Z be a model, and g : Z × Y → {0, 1}
be an evaluator. Then we refer to h as a model with evaluator, and the corresponding 0-1 loss
l0-1((x, y), h) = g(h(x), y) is defined for (x, y) ∈ X × Y .

With this definition, the classification model is a model with evaluator where Z = Y and the evaluator
function is g(z, y) = 1{z ̸= y}.

In Definition C.1, the l0-1 is viewed as an accuracy metric on the model. Then the 0-1 loss of a
probabilistic model h : X → P(Z) is defined in the same way as in Eq. (2):

l0-1((x, y),h) = Ez∼h(x)[g(z, y)]. (20)

This generalization enables the definition of risks in the same way as for classifiers. By replacing the
output space Y with a general prediction space Z , and substituting the classification-specific loss
with a general evaluator function g, all previous results apply to this more general setting.

C.2 EXTENSION TO NATURAL RISK

We now show that our theoretical results extend beyond adversarial robustness. Specifically, by
setting the perturbation set B(x) = {x} for all x ∈ X , we reduce the problem to natural risk, i.e.,
standard model evaluation. The natural risks are defined as follows.

R(h) = E(x,y)∼ρ

[
l0-1((x, y),h)

]
, R(h) = E(x,y)∼ρ

[
l0-1((x, y), h)

]
. (21)
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The definitions of vulnerability as in Definition 4.2 are extended to:

Hvb(x, y) = {h ∈ Hb : g(h(x), y) = 1}, (22)

Hsvb(x, y) = {H′ ⊆ Hb : ∀h ∈ H′, g(h(x), y) = 1}, (23)

µmax(x, y) = sup
H′∈Hsvb(x,y)

µ(H′). (24)

In the natural risk setting, the technical condition introduced in Definition 4.3 can be simplified
because the following holds.
Theorem C.1. Consider the natural risk R, all models with evaluator are non-degenerating.

In the natural risk setting, since the only valid adversarial example is the original example x itself,
any query attack Q can only return the original input:

Q(x, y, h, n) = x, ∀h ∈ Hb, n ∈ N∗. (25)

Therefore, the estimated risk under any query attack remains exactly the same as the natural risk:

R(hµ) = Eh∼µ

[
R(n)

Q (h)
]
, for all valid Q and n ∈ N∗. (26)

This implies that query attacks have no chance of increasing risk in the natural setting, in contrast to
the adversarial case. Theorem 5.1 still holds, but now we can refer to Theorem 4.1 and get a stronger
result.
Theorem C.2. Let hµ be a probabilistic model with evaluator on BHS Hb, evaluated under natural
risk R. Let Q be a query attack. If hµ satisfies R(hµ) < infh∈Hb

R(h), then for all n ∈ N∗ with
n > 1,

R(n)(hµ) > R(hµ) = Eh∼µ

[
R(n)

Q (h)
]
. (27)

The theorem shows that randomized models incur additional risk from nagging attack, which still
holds for natural risk setting, but seed-rotation models remain unaffected.

D PROOFS

We provide the following results that underpin the main theoretical contributions of this paper.
Lemma D.1. For any probabilistic classifier hµ constructed from Hb using µ ∈ P(Hb), if a data
point (x, y) ∈ (X × Y) satisfies µmax(x, y) = 1, then πhµ

(x, y) = 0.

Proof. Recall the definition

πhµ
(x, y) = µ(Hvb(x, y))− µmax(x, y), (28)

Since both terms are probabilities, and µmax(x, y) = 1, it follows that:

πhµ
(x, y) ≤ 1− 1 = 0. (29)

On the other hand, the probability of vulnerable set µ(Hvb(x, y)) is always greater than or equal
to the probability of commonly vulnerable set µmax(x, y), which yields πhµ

(x, y) ≥ 0. Therefore,
πhµ

(x, y) = 0.

Lemma D.2. Let hµ be a non-degenerating probabilistic classifier constructed from Hb using
µ ∈ P(Hb). Then, for (x, y) ∼ ρ, we have

µmax(x, y) = 0 ⇒ πhµ
(x, y) = 0 (30)

almost surely.

Proof. This follows directly from the converse-negative proposition of the non-degeneracy definition
in Definition 4.3.

Lemma D.3. Let hµ be a probabilistic classifier over BHS Hb. If Rϵ(hµ) < infh∈Hb
Rϵ(h), then

for all n ∈ N∗ with n > 1,
R(n)

ϵ (hµ) > R(n−1)
ϵ (hµ). (31)

17



918
919
920
921
922
923
924
925
926
927
928
929
930
931
932
933
934
935
936
937
938
939
940
941
942
943
944
945
946
947
948
949
950
951
952
953
954
955
956
957
958
959
960
961
962
963
964
965
966
967
968
969
970
971

Under review as a conference paper at ICLR 2026

Proof. From Corollary 3.1 of (Gnecco Heredia et al., 2023), a probabilistic classifier satisfies
Rϵ(hµ) < infh∈Hb

Rϵ(h) if and only if

E(x,y)∼ρ

[
πhµ(x, y)

]
> Eh∼µ[Rϵ(h)]− inf

h∈Hb

Rϵ(h). (32)

The right-hand side is non-negative, so we conclude that the expected matching penny gap is strictly
positive: E(x,y)∼ρ

[
πhµ(x, y)

]
> 0. Now consider the following subtraction when n > 1:

R(n)
ϵ (hµ)−R(n−1)

ϵ (hµ) = E(x,y)∼ρ

[
µmax(x, y)(1− µmax(x, y))

n−1
]
≥ 0, (33)

since 0 ≤ µmax(x, y) ≤ 1.

We then prove by contradiction. Suppose R(n)
ϵ (hµ) = R(n−1)

ϵ (hµ). Then the above expectation
must be zero, which implies that µmax(x, y) ∈ {0, 1} almost surely. Applying Lemma D.1 and
Lemma D.2, it follows that πhµ

(x, y) = 0 almost surely, contradicting the earlier conclusion that
E(x,y)∼ρ

[
πhµ

(x, y)
]
> 0.

Therefore, the assumption must be false, and we conclude:

R(n)
ϵ (hµ) > R(n−1)

ϵ (hµ), ∀n > 1. (34)

Theorem D.1 (Restatement of Theorem 4.1). Let hµ be a probabilistic classifier over BHS Hb. If
Rϵ(hµ) < infh∈Hb

Rϵ(h), then for all n ∈ N∗ with n > 1,

R(n)
ϵ (hµ) > Rϵ(hµ). (35)

Proof. This follows immediately from Lemma D.3.

Intuitively, the ANR increases monotonically as the query count n grows. This intuition is confirmed
by the following lemma.

Lemma D.4. Let hµ be a probabilistic classifier. Then for all n ∈ N∗ with n > 1,

R(n−1)
ϵ (hµ) ≤ R(n)

ϵ (hµ). (36)

Proof. For all n ∈ N∗, n > 1, and (x, y) ∈ (X × Y), since the probability 0 ≤ h(x)y ≤ 1,

1− [h(x)y]
n−1 ≤ 1− [h(x)y]

n
. (37)

So,

sup
x′∈Bϵ(x)

{
1− [h(x′)y]

n−1
}
≤ sup

x′∈Bϵ(x)

{
1− [h(x′)y]

n}
. (38)

Taking expectation E(x,y)∼ρ on both sides completes the proof.

Theorem D.2 (Restatement of Theorem 4.2). Let hµ be a probabilistic classifier. Then for all
n ∈ N∗,

Rϵ(hµ) ≤ R(n)
ϵ (hµ) ≤ 1− (1−Rϵ(hµ))

n. (39)

Proof. The left inequality follows from repeated application of Lemma D.4:

Rϵ(hµ) = R(1)
ϵ (hµ) ≤ R(2)

ϵ (hµ) ≤ · · · ≤ R(n)
ϵ (hµ). (40)
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For the right inequality, using Jensen’s inequality:

R(n)
ϵ (hµ) = E(x,y)∼ρ

(
sup

x′∈Bϵ(x)

(
1− [h(x′)y]

n)) (41)

= 1− E(x,y)∼ρ

(
inf

x′∈Bϵ(x)
[h(x′)y]

n
)

(42)

= 1− E(x,y)∼ρ

(
inf

x′∈Bϵ(x)
h(x′)y

)n

(43)

= 1− E(x,y)∼ρ

(
1− sup

x′∈Bϵ(x)

(1− h(x′)y)

)n

(44)

≤ 1−

(
E(x,y)∼ρ

(
1− sup

x′∈Bϵ(x)

(1− h(x′)y)

))n

(45)

= 1−

(
1− E(x,y)∼ρ

(
sup

x′∈Bϵ(x)

(1− h(x′)y)

))n

(46)

= 1− (1−Rϵ(hµ))
n, (47)

since f(x) = xn is convex on R when n ≥ 1.

Lemma D.5. Let hµ be a probabilistic classifier. Then,

lim
n→+∞

R(n)
ϵ (hµ) = P(x,y)∼ρ(µ

max(x, y) > 0). (48)

Proof. From the proof to Theorem 3.2 of (Gnecco Heredia et al., 2023) we know that:

sup
x′∈Bϵ(x)

Eh∼µ[1{h(x′) ̸= y}] = sup
x′∈Bϵ(x)

(1− h(x′)y) = µmax(x, y). (49)

Then the nagging risk is rewritten as:

R(n)
ϵ (hµ) = E(x,y)∼ρ

[
1−

(
1− sup

x′∈Bϵ(x)

(1− h(x′)y)

)n]
(50)

= E(x,y)∼ρ[1− (1− µmax(x, y))
n
]. (51)

Since 0 ≤ µmax(x, y) ≤ 1,

lim
n→+∞

(1− µmax(x, y))
n
=

{
1 if µmax(x, y) = 0,

0 if µmax(x, y) > 0.
(52)

By the dominated convergence theorem, since 0 ≤ 1 − (1− µmax(x, y))
n ≤ 1, ∀n ∈ N∗, we can

exchange the limit and expectation:

lim
n→+∞

R(n)
ϵ (hµ) = lim

n→+∞
E(x,y)∼ρ[1− (1− µmax(x, y))

n
] (53)

= E(x,y)∼ρ

[
1− lim

n→+∞
(1− µmax(x, y))

n

]
(54)

= E(x,y)∼ρ[1{µmax(x, y) > 0}] (55)

= P(x,y)∼ρ[µ
max(x, y) > 0]. (56)

Theorem D.3 (Restatement of Theorem 4.3). Let hµ be a non-degenerating probabilistic classifier.
Then,

lim
n→+∞

R(n)
ϵ (hµ) = P(x,y)∼ρ(∃x′ ∈ Bϵ(x), h ∈ Hb such that h(x′) ̸= y). (57)
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Proof. The non-degeneracy condition ensures the equivalence

µ[Hvb(x, y)] > 0 ⇔ µmax(x, y) > 0 (58)

almost surely over the data distribution ρ. The forward implication is guaranteed by the assumption
of non-degeneracy. The reverse implication always holds because

µ[Hvb(x, y)] ≥ µmax(x, y) (59)

by definition.

Theorem D.4 (Restatement of Theorem 4.4). Let hµ be an REC on M base hypotheses
h1, h2, . . . , hM with uniform prior µ(hi) = 1

M , i = 1, 2, . . . ,M . Let (x, y) be the data point
that we focus on. Assume for each base hypothesis hi, there exists an disjoint-vulnerable adversarial
example x′

i, s.t., hi(x
′
i) ̸= y, hj(x

′
i) = y, ∀j ̸= i, i.e., the adversarial example is specific to that

hypothesis. Assume the pairwise Kullback–Leibler divergence is uniformly bounded:

DKL(Pi,x′∥Pj,x′) ≤ dmax < ∞, ∀i ̸= j, x′ ∈ Bϵ(x), (60)

where Pi,x′ is the logit of model hi with regard to input x′. Then, for the specific data point (x, y),

R(n)
ϵ (hµ) ≤

ndmax + log 2

logM
. (61)

Equivalently, to guarantee R(n)
ϵ (hµ) ≥ 1− δ one must have

n ≥ (1− δ) logM − log 2

dmax
. (62)

Proof. The inequality is achieved by Faro’s inequality in information theory. To prove the theorem,
we first link the success of attack to the identification of hypothesis hi, then bound the ANR by
mutual information, and finally bound the mutual information by KL divergence.

First of all, based on the disjoint-vulnerability assumption, the event of at least one success implies
the event of correct identification of the hypothesis hi. Thus, ANR R(n)

ϵ (hµ) is upper-bounded by
the probability of correct identification that any n-query strategy can achieve. So it suffices to bound
the probability of correct identification among the M possible hypotheses after n queries. This let us
use Fano’s inequality.

The next step is to apply Fano’s inequality for an information-theoretic bound. Let ĥ be an estimator
of h ∈ {h1, h2, . . . , hM} based on the n-nagging transcript Y n. Denote the probability of error
Pe = P(ĥ ̸= h). Fano’s inequality gives:

H(h|Y n) ≤ Hb(Pe) + Pe log(M − 1) ≤ log 2 + Pe logM, (63)

where H is the entropy and Hb the binary entropy. Rearranging and using uniform prior H(h) =
logM yields:

logM − I(h;Y n) ≤ log 2 + Pe logM, (64)

i.e.

P(ĥ = h) ≤ I(h;Y n) + log 2

logM
. (65)

Since ANR is upper-bounded by the probability of correct identification,

R(n)
ϵ (hµ) ≤

I(h;Y n) + log 2

logM
. (66)

Then we need to give a bound on the mutual information I(h;Y n). Using the mutual information
chain rule:

I(h;Y n) =

n∑
t=1

I(h;Yt|Y t−1), (67)
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where Yt is the transcript of t-th nagging query. Given the previous transcript Y t−1, the current
distribution of logit should be a mixture of logits based on the conditional distribution of hypotheses
h, and recall that logit is denoted as Pi,x′ . Let

P̄t = P(Yt|Y t−1) =
∑
i

P(h = hi|Y t−1)Pi,x′ . (68)

By definition of conditional mutual information,

I(h;Yt|Y t−1) = EY t−1

[∑
i

P(h = hi|Y t−1)DKL(P(Yt|h = hi, Y
t−1)∥P̄t)

]
. (69)

Using the convexity of KL divergence, we have

I(h;Yt|Y t−1) ≤ EY t−1

∑
i,j

P(h = hi|Y t−1)P(h = hj |Y t−1)DKL(Pi,x′∥Pj,x′)

. (70)

Since we assume the KL divergence is uniformly bounded by dmax, we have

I(h;Yt|Y t−1) ≤ dmax. (71)

Chaining the n conditional mutual information together yields

I(h;Y n) ≤ ndmax. (72)

Finally, substitute the bound into Eq. (66):

R(n)
ϵ (hµ) ≤

ndmax + log 2

logM
. (73)

This completes the proof.

EoT-based query attack Qeot(ϵ) initializes by constructing an adversarial input that is “universal” for
all deterministic classifier h ∈ Hb:

Qeot(ϵ)(x, y, h, 1) := arg max
x′∈Bϵ(x)

(1− h(x′)y), ∀h ∈ Hb. (74)

In practice, this corresponds to constructing an adversarial example using an offline EoT-based
white-box attack. Once generated, the adversarial input x′ is evaluated against an online black-box
model sampled from µ, which results in an estimated adversarial risk

Eh∼µ

[
R(1)

Qeot(ϵ)
(h)
]
= Rϵ(hµ). (75)

Then we have the following bound on query risk.
Theorem D.5. Let hµ be a probabilistic classifier. Let Q be any monotonic query attack that
initializes with Qeot. Then for all n ∈ N∗,

Rϵ(hµ) ≤ Eh∼µ

[
R(n)

Q(ϵ)(h)
]
≤ Eh∼µ[Rϵ(h)]. (76)

Proof. The lower bound follows because the initial adversarial example from Qeot is crafted to
maximize misclassification over distribution hµ, which as a strong initialization for any monotonic
query strategy. Therefore, the query-based risk over deterministic h ∼ µ with this initialization is at
least as high as the base risk of hµ.

The upper bound holds because Rϵ(h) is defined as the existence of adversarial examples within
the allowed perturbation, while a black-box attack Q(ϵ) may not discover all possible adversarial
examples. Hence, R(n)

Q(ϵ)(h) ≤ Rϵ(h) for any h, and taking the expectation completes the proof.

Theorem D.6 (Restatement of Theorem 5.1). Let hµ be a non-degenerating probabilistic classifier,
and let Q be any query attack. Then,

lim
n→+∞

Eh∼µ

[
R(n)

Q(ϵ)(h)
]
≤ Eh∼µ[Rϵ(h)] ≤ lim

n→+∞
R(n)

ϵ (hµ). (77)
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Proof. The left inequality follows directly from the definition of Rϵ(h) as the existence of adversarial
examples, which is at least as high as that achieved by any specific query attack Q, even with
unlimited queries.

The right inequality is a consequence of Lemma D.5 and the fact that

Eh∼µ[Rϵ(h)] = E(x,y)∼ρ[µ[Hvb(x, y)]], (78)

which is shown in (Gnecco Heredia et al., 2023). Then, non-degeneracy ensures µmax(x, y) = 0 ⇔
µ(Hvb(x, y)) = 0 almost surely, and the right inequality follows.

Proposition D.1 (Restatement of Proposition A.1). An REC hµ is always a non-degenerating
probabilistic classifier.

Proof. A REC is a finite ensemble of M base classifiers. Suppose a data point (x, y) satisfies
µ[Hvb(x, y)] > 0. Then there must exist some h0 ∈ Hvb such that µ[{h0}] > 0. Since {h0} ∈
Hsvb(x, y), it follows that

µmax(x, y) ≥ µ({h0}) > 0. (79)

Hence, the REC is non-degenerating.

Proposition D.2 (Restatement of Proposition A.2). A WNC hµ with base mapping h that is continuous
on W ×X is non-degenerating, provided that the adversarial input x′ misclassifies the data point
(x, y) in a non-vanishing way. That is, the total predicted probability of the incorrect labels remains
strictly higher than the predicted probability of the true label almost surely.

Proof. From the conditions, there exists a data point (x, y) such that µ[Hvb(x, y)] > 0. Then
there exists a misclassifying hypothesis h0 ∈ Hvb constructed by some weights w0 ∈ W . By
continuity of h, the classifier output varies continuously with w ∈ W . Given that x′ leads to confident
misclassification under hw0 , there exists a neighborhood

HD = {hw : w ∈ W, d(w,w0) < δ} (80)

such that hw(x
′) ̸= y for all hw ∈ HD. Since HD ∈ Hsvb(x, y) and µ[HD] > 0, it follows that

µmax(x, y) ≥ µ[HD] > 0. (81)

Thus, the WNC is non-degenerating.

Lemma D.6. Let Hb be a BHS. Consider the natural risk R. Then, for all (x, y) ∈ X × Y ,

µmax(x, y) = µ(Hvb(x, y)). (82)

Proof. We begin by showing that every subset H′ ∈ Hsvb(x, y) satisfies H′ ⊆ Hvb(x, y). This
is proven by contradiction. Suppose that there exists some H′ ∈ Hsvb(x, y) and a hypothesis
h ∈ H′\Hvb(x, y). By the definiton of Hsvb(x, y), all h ∈ H′ must satisfy g(h(x), y) = 1. However,
h ̸∈ Hvb(x, y) implies g(h(x), y) ̸= 1, which is a contradiction. Hence, the assumption is invalid.
Therefore,

µ(H′) ≤ µ(Hvb(x, y)), ∀H′ ∈ Hsvb(x, y), (83)

by the definition of probability measure. Thus,

µmax(x, y) = sup
H′∈Hsvb(x,y)

µ(H′) ≤ µ(Hvb(x, y)). (84)

Now, observe that Hvb(x, y) ∈ Hsvb(x, y) by definition, so µmax(x, y) ≥ µ(Hvb(x, y)). Combining
both inequalities yields the desired equality µmax(x, y) = µ(Hvb(x, y)).

Theorem D.7 (Restatement of Theorem C.1). Under the natural risk R, all models with evaluator
are non-degenerating.

Proof. This follows immediately from Lemma D.6, which shows the condition for non-degeneracy
(as defined in Definition 4.3) is satisfied for all (x, y).
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Theorem D.8 (Restatement of Theorem C.2). Let hµ be a probabilistic model with evaluator on BHS
Hb, evaluated under natural risk R. Let Q be a query attack. If hµ satisfies R(hµ) < infh∈Hb

R(h),
then for all n ∈ N∗ with n > 1,

R(n)(hµ) > R(hµ) = Eh∼µ

[
R(n)

Q (h)
]
. (85)

Proof. The left inequality follows by applying the natural-risk counterpart of Theorem 4.1, replacing
adversarial risk with natural risk. The right equality follows because query attacks cannot increase
risk in the natural setting, as formalized in Eq. (26).
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