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Abstract

This paper investigates policy resilience to training-environment poisoning at-
tacks on reinforcement learning (RL) policies, with the goal of recovering the
deployment performance of a poisoned RL policy. Due to the fact that the policy
resilience is an add-on concern to RL algorithms, it should be resource-efficient,
time-conserving, and widely applicable without compromising the performance
of RL algorithms. This paper proposes such a policy-resilience mechanism based
on an idea of knowledge sharing. We summarize the policy resilience as three
stages: preparation, diagnosis, recovery. Specifically, we design the mechanism as
a federated architecture coupled with a meta-learning manner, pursuing an efficient
extraction and sharing of the environment knowledge. With the shared knowledge,
a poisoned agent can quickly identify the deployment condition and accordingly
recover its policy performance. We empirically evaluate the resilience mechanism
for both model-based and model-free RL algorithms, showing its effectiveness and
efficiency in restoring the deployment performance of a poisoned policy.

1 Introduction

The security of Reinforcement Learning (RL) becomes increasingly significant as RL systems have
been widely adopted in real-world applications [1H9]. Thus, it is essential to protect RL-based
applications against a variety of adversarial attacks [10H14]. Among these attacks, environment
poisoning attacks (EPAs) [[15,[16] are considered particularly insidious. They poison RL policies by
perturbing the training-environment causal factors (i.e., hyper-parameters), such as surface frictions,
which are exposed outside of RL agents and easily accessible to third parties. In this paper, we
attempt to address the security threat of EPAs from the perspective of resilience. The resilience, in
this context, refers to an RL agent’s ability to recover its policy from malicious manipulations [17].

In existing EPAs [15, [16], the dynamics of training environment are manipulated as a function of
hyper-parameters. In other words, the poisoned environment retains the same environment structure
(e.g., function) as the natural one, but differs in hyper-parameters. As a result, if an RL agent is
equipped with the knowledge of environment structures and the capability of identifying hyper-
parameters, it will be able to grasp the environment dynamics more efficiently than an agent that
learns from scratch. Accordingly, this paper designs a resource- and time-efficient policy resilience
by exploiting the knowledge of environment structure.
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In this paper, the proposed policy resilience can be summarized as three stages: preparation, diagnosis
and recovery. First, the preparation stage intends to extract the critical knowledge of environment
structures during the training of RL policies. This is achieved based on a design of federated
framework incorporating with a meta-learning approach. Then, the diagnosis stage occurs prior to
the deployment of the learned policy. At this stage, the RL agent is shared with the environment
knowledge so that it efficiently identifies the dynamics of its deployment environment. At the
recovery stage, the agent imagines trajectories based on its accurate understanding of the environment
dynamics. Accordingly it recovers the poisoned policy for an optimal deployment performance.
Furthermore, it is important to note that
the proposed mechanism organizes inde- ¢ D
pendent and isolated RL systems in a fed- imﬁ @Q)

erated manner, which enables the extrac-
tion and sharing of environment knowl-
edge. The federated design is common in
RL-based applications. For example, au- <————— Preparation Stage
tonomous vehicles could be organized by
a transportation agency in a federated man-
ner, as shown in Figure[I} The transportation agency (i.e., server) can collect road conditions (e.g.,
client information) from multiple vehicles and share the merged information to each. In this way,
it could assist a single vehicle to drive well in different environment instances. Similar examples
include robots connected via a cloud server, buildings organized by a smart city center, and financial
companies supervised by a central bank. These examples imply our proposed policy-resilience
mechanism can be applicable to many real-world scenarios.

action

AR e

—_—
state / reward

<—— Recovery Stage ——>

Figure 1: Example of policy-resilience mechanism.

As a summary, this paper makes the following contributions:

* We propose a policy-resilience mechanism specifically for environment poisoning attacks [[15}[16]
on RL. In this mechanism, independent RL systems are organized into federated systems, which
allows each of them to exploit shared knowledge to facilitate the identification of deployment
environments and the recovery of individual policies.

* The policy resilience can be described as a three-step procedure that includes preparation,
diagnosis and recovery. Meta-learning approach is incorporated along with federated manner in
the stage preparation and diagnosis, to ensure an efficient extraction of environment knowledge
and an accurate interpretation of deployment dynamics.

* The policy-resilience mechanism has been evaluated empirically on both model-free and model-
based RL agents, which demonstrate that poisoned policies can be recovered in a resource-efficient
and time-efficient manner.

2 Problem Statement

Description of Environment Poisoning Attacks: Our policy-resilience mechanism targets the
environment-poisoning attack [15][16] against RL at training-time. The attack objective is to force
an RL agent (i.e., victim) to learn an attacker-desired policy via minimized changes to the training
environment. Specifically, at intervals of the victim’s learning process, the attacker manipulates the
victim’s environment hyper-parameters responding to the victim’s behaviour policy and training-
environment conditions, until the victim obtains the policy designed by the attacker.

Formulation of Policy Resilience: Our policy-resilience mechanism organizes multiple inde-
pendent and isolated RL systems in a federated manner. As shown in Figure [T} the federated
policy-resilience framework consists of one server and a set of client RL systems, each with learnable
dynamics models. We formalize the framework as (S, {C;}X ). S represents a dynamics model in
the reliable server, which is a function parameterized by fs. {C;}X, represents the set of client RL
systems governed by the server, where K is the number of systems. Within each of these RL systems,
the environment should share a common underlying structure and could differ in hyper-parameters.
Specifically, each client system is described as a tuple C; = (R;, M;, D;, T;). Here, R; is an RL
agent that seeks to learn a policy 7 to maximize cumulative rewards using either model-free or
model-based learning algorithms. M; denotes a Markovian environment (s, a, Fe., 7, ) (refer to
Appendix . Note that {M;} X | belong to the same Hidden Parameter Markov Decision Process



(Hip-MDP) [[18] with hyper-parameters e; ~ p(e) which parameterize the dynamics function Fy,.
D; is a local dynamics model that shares the same structure as the server one S. And 7; is a buffer
that stores the RL agent’s transitions (s, a, s’} used for learning a local dynamics model D;.

Importantly, we assume that the security of the federated framework is guaranteed. This assumption
allows us to focus on the security threats occurring within a single isolated RL system. Additionally,
it is forbidden for each RL agent to directly interact with other agents’ environments or access raw
transitions in others’ buffers. Instead, clients share local information with the server and trust the
knowledge retrieved from the server.

3 Methodology

In this section, we introduce our policy-resilience mechanism in accordance with the procedure,
namely, preparation, diagnosis and recovery. First, we describe mathematically how the environment
knowledge is acquired using a meta-learning approach within the federated framework (i.e., the
preparation stage). After that, we describe how the poisoned policy can be recovered in response to
an accurate understanding of the deployment environment (i.e., the diagnosis and recovery stages).

Preparation: Preparation occurs during the training of RL policies, aiming to efficiently extract
critical knowledge about the environment structure. We utilize a meta-learning approach [19] to learn
the server dynamics model S based on environment information collected from all the federated
RL systems. Here, S is learned as a parameterized function, which can be used to quickly model
environments that share a common structure but differ in hyper-parameters. As shown in Figure [5]in
Appendix [C] the learning of S consists of four steps: (1) the transfer of dynamics-model parameters
(from the server to clients); (2) the calculation of loss value (in each client system); (3) the collection
of loss values (from clients to the server); (4) the updating of dynamics-model parameters (in the
server). Such a process whereby the server transmits information to client systems and then receives
messages from them is regarded as a round.

Mathematically, at the first step of each round, local dynamics models {D; } X, should be initialized
with the parameters 6s which are retrieved from the server one S. After the initialization, loss values
are locally calculated in a meta-learning way [[19]]. In more detail, in each client RL system where the
environment is parameterized by hyper-parameters e;, transitions (s, a, s’) are collected during the
learning of RL agent’s policy. These transitions are saved in the local buffer 7;, which is separated into

a support set 77" = { (s, am, S;n>}%:1 and a query set 79"V = {(5p, Gn, 5;/)}5:1. Afterward,

the local dynamics model Dy, —g, is trained on the support set 7';’;” using a gradient-descent learning
algorithm, resulting in updated parameters 0;. Then, D, is evaluated on the query set 71", and
a loss value L(71"Y, De;) is calculated as a consequencé. Note that this loss value can reflect the
capability of identifying the hyper-parameters, i.e., the learning ability of Dy,—g. At the third and

LK
the forth step, loss values {E(-, 91)} - are collected by the server from all the federated RL systems,

which are utilized for optimizing the server dynamics model S(6s) as the following objective:
K
min — 3" £(TA,Dy) st 6, = 6; — aVe, L(TZ", D o) ()
0 K - e; 011 oL T — Y1 0; e; 6,=0s )

where « is the learning rate. Here, the loss function £ can be defined as Mean Square Error (MSE) in
continuous state domains or as Cross Entropy in discrete state domains. When the parameters 05
are optimized, the server dynamics model S is a function parameterized by 6%5. S(8%) is considered
representative knowledge of the training-environment structure, capable of quickly personalizing to
an environment with specific hyper-parameters.

Diagnosis: Diagnosis is a time-sensitive and resource-sensitive stage, which is carried out prior to
the deployment of the learned policy. Namely, a poisoned agent is expected to quickly understand the
dynamics of its deployment environment based on a small number of interactions. To achieve this, the
agent is provided with the critical knowledge of environment structure and accordingly identify the
environment dynamics. Such a diagnosis stage consists of three steps: (1) the retrieval of knowledge
(i.e., parameters) from the server dynamics model; (2) the collection of trajectories in the deployment
environment; (3) the understanding of the deployment environment (i.e., dynamics model).



Imagine an RL agent which has learned its policies in a poisoned training environment and aims to
accurately grasp the dynamics of the deployment environment parameterized by é ~ p(e). The agent
first initializes its local dynamics model using the parameters 6% retrieved from the server dynamics
model S. Then, the local dynamics model Dgé:% is fine-tuned based on a small set of transitions

Te = {{(sn, an, sn+1>}g=1 sampled in the deployment environment, denoted as
glé = 9é - Ongéﬁ('E, Dgézgg). (2)

Note that the diagnosis performance relies on the knowledge quality retrieved from the server, i.e.,
the learning ability of the server dynamics S parameterized by 0%.

Recovery: Recovery is the final stage of the policy-resilience mechanism, which aims to reduce the
negative effects of the EPA and restore policy deployment performance to the full extent of its ability.
The policy recovery is accomplished using the imagined trajectories derived from the dynamics model
D, that has been tailored to the deployment environment. The success of recovery are generally

apﬁlicable for both model-free and model-based RL agent. For example, a model-free (MF) RL agent
can recover its policy by adopting model-based value expansion 21]] while a model-based (MB)
RL agent may choose Model Predictive Control with cross-entropy method [22] for restoring its
policy.

4 Experiments

We evaluate the recovery of a poisoned RL policy in a 3D grid world, when different proportions
of poisoned agents are present at the preparation stage. Figure[2]shows that poisoned policies are
effectively recovered to good performance within only two-episode interactions. This means that the
policy recovery is time- and resource-efficient due to the knowledge sharing. We further evaluate the
applicability of our policy-resilience mechanism, showing the successful policy recovery on agents
adopting either model-free (MF) or model-based (MB) RL learning algorithms, as shown in Figure 9]
and[T0] More results and discussions refer to Appendix [E]
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5 Conclusion

The aim of this paper is to investigate resilience of RL policies against the training-time environment
poisoning attacks. A policy-resilience mechanism is proposed to recover a poisoned policy for an
optimal deployment performance, which is described as preparation, diagnosis and recovery. It is
designed as a federated framework incorporated with a meta-learning approach, allowing efficient
extraction and sharing of environment knowledge. When armed with shared knowledge, a poisoned
agent can effectively identify the dynamics model of the deployment environment from limited
interactions. In this way, imagined trajectories can be derived from the dynamics model, which is then
used to recover the deployment performance of the poisoned policy. Our empirical evaluation shows
the effectiveness and efficiency of our policy resilience to EPA on both model-free and model-based
RL agents.
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A Related Works

To guarantee the security associated with the learning of RL policies, defences against training-time
attacks have been developed from the standpoint of robustness which refers to the ability of an agent
to maintain its functionality in the presence of perturbations [17]. There are two general categories
of these works: (1) Some works [23-H29] offer theoretical guarantees concerning the policy learning
under perturbations within a certain range; (2) Other studies [[17, 30, 31, 28]] empirically examine
the robustness of the training model to perturbations. In spite of the fact of robustness is a crucial
issue, it is merely an add-on concern when designing RL algorithms, which could increase design
costs or compromise policy performance. Thus, there may be a lack of resources or priority in
incorporating robustness into the design of RL systems. In addition, a successful robustness must
be prepared to defend against all vulnerabilities and their associated attacks. However, the majority
of vulnerabilities are unknown until they are exploited by an attacker, or known but unable to be
prevented in advance. As a result, it is difficult and costly to achieve complete robustness, especially
when attack approaches have been developed intensively. In light of these constraints, relying solely
on robustness mechanisms is insufficient to protect the learning of RL policies from being poisoned.
There is a need to shift the focus of security from robustness to resilience which in this context refers
to an RL agent’s ability to recover its policy from malicious manipulations [[17]. However, very few
studies focus on the defenses against training-time attacks from a resilience perspective. In this work,
we attempt to study a policy-resilience mechanism against environment-poisoning attacks on RL
policy learning.

B Preliminaries

Hidden-Parameter Markov Decision Process. A Hidden Parameter MDP (HiP-MDP) [32] repre-
sents a family of MDPs in which hidden parameters e € R™ are used to parameterize the transition
dynamics. As examples of hidden parameters, we can mention gravity, friction on a surface or
the strength of a robot actuator. These parameters are not part of the observation space but play
a significant role in the response of the environment to the actions of agents [33]. Note that the
hidden parameter shares the same definition of hyper-parameters in TEPA and DBB-EPA, thereby
we use the expression hyper-parameter uniformly in the following. Formally, a HiP-MDP can be
defined as a tuple (S, A, R, F., ), in which S is the set of states, A is the set of actions, and R is
a reward function. F'(s'|s, a,e;) is a transition function for each task instance ¢ parameterized by
the hyper-parameter e;. Here, the parameter e; is drawn from a prior distribution e; ~ p(e). The
Hip-MDP framework assumes that variations in the dynamic of true tasks can be fully described by a
finite-dimensional array of hidden parameters [32].

Federated Learning. The main idea of Federated Learning (FL) [34] is to utilize distributed data
sets to generate machine learning models with protection of data privacy and security. FL succeeds to
solve the dilemma that the data is distributed at isolated islands but is forbid to be collected/fused for
processing model [35]. Recently, FL has addressed data isolation and privacy issues in RL-based
applications, such as smart energy management [6], autonomous driving in Internet of Vehicles (IoV)
[36] and optimal control of internet-of-things devices (IoT) [37].

Meta Learning. The meta-learning method involves learning a model from an array of tasks in
order to make it capable of solving new tasks with only a limited number of training examples
[19]]. Using meta-learning, a parameterized algorithm (i.e., meta-learner) is learned by performing a
meta-training process, and it can be used to fast train a specific model in each task. Specifically, each
task consists of two distinct data sets: a support data set and a query data set. A task-specific model is
trained on the support set and then tested on the query set. Using these test results, the parameterized
algorithm is updated. It is important to note that the parameterized algorithm is capable of learning
how to adapt to new tasks more quickly, i.e., "learning to fine-tune".



C Methodology

C.1 Details of Preparation Stage

Figure [5]illustrates the learning of the server dynamics function based on environment information
collected from all the client RL systems.
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Figure 5: Illustration of preparation stage in policy-resilience mechanism.

The server dynamics model is learned through a combination of federated learning and meta-learning
approaches [19], which is finalized as Algorithm|[I}

Algorithm 1 Preparation: Learning of the Server Dynamics Model S

Require: Client RL systems {C; } X,
1: Initialize the global dynamics model S(6s)
2: for n_round = 1,2.,... do
3 for each client C; in parallel do
4: Initialize D; with s retrieved from S
5: if n_round mod n_interval = O then
6
7
8
9

Collect X transitions (s, a, s")

7;1: A 7:% U {<Sj7aj752'>};'(:1

end if

: Sample { 7P, T2V} from T,
10: Update local parameters 0; —0; —aVg, L(TSP", Dy,—gs)
11: Compute loss values L£(74"Y, D, ) following Eq. or Eq.
12: Send the loss value £(-, ;) to server S
13: end for ,
14: In server, aggregate losses Ls < - Zf; L(-,6;)
15: update parameters 0:5 —0s — BV Ls
16: end for

17: Return parameters 0 of global dynamics model S

Additionally, we provide a specific definition of the loss function £(7¢, Dy) depending on the type of
environment state domain, i.e. continuous state domains and discrete state domains. For example, in



continuous state domains, we measure the loss value via Mean Square Error (MSE) as

X

L(Te, Do) =Y _ | Do(s5,05) — sj4ll5 3)

Jj=0

where X is the number of transitions in 7. Similarly, the loss value is measured by cross entropy in
discrete state domains, which is denoted as

£(7—ea D@) = _E<s,a,s’)~7’rj IOg D@(Sllsa a) (4)

D Details in Recovery Stage

The goal of the recovery stage is to restore the deployment performance of poisoned policies to their
full potential. The recovery of policy depends on imagined trajectory, therefore an understanding
of the dynamics of the deployment environment (i.e., diagnosis) is crucial to finding an optimal
policy. We present possible recovery solutions from the perspective of a model-free RL agent and a
model-based RL agent, respectively.

To begin with, we describe the imagined trajectories generated by the dynamics model D, that

has been tailored to the deployment environment during the diagnosis phase. In a deterministic
environment, an agent utilizes the dynamics model to predict the future state s’ based on the
current state s and the chosen action a, denoted as s’ ~ D, (s,a). In a stochastic environment,

the dynamics model may be designed as an uncertainty—aweare neural network [38], 39]], which
consists of ensembles of independently trained models rather than a single model. The agent
can predict the future states with consideration of uncertainty which is estimate via the mean and
deviation of multiple stochastic forward passes of the models. The state prediction is denoted as

s ~ N (IE {Del (s, a)} ;4 / Var {Dei (s, a)D where N represents Gaussian distribution. Therefore,

in both deterministic and stochastic environment, the agent is able to recursively predict future
states {s¢41,. .., St g} via a action sequence {ay, ..., a;—1} given an initial state sq, generating
imagined trajectories.

Model-Free RL Agent. For a model-free RL agent that attempts recover its policy using imagined
trajectory, we adopt a model-based value expansion (MVE) [20} 21]] as the approach The MVE
approach incorporates the dynamics model D, into value estimation by replacing the standard
Q-learning target with an improved one VMV E, VMVE is computed by rolling the dynamics model
D, out for h steps, which limits imagination to a fixed depth h so as to prevent accumulative

errors due to inaccuracies in the dynamics model. Specifically, the value estimation V;MVE (r, s') is
composed of a short-term value estimate derived from the unrolling of the dynamics model D, , and
a long-term value estimate derived from the learned values Q)7 _, denoted as

h
VhMVE(Tv sl) =r+ (Z Ti’YiR(S;—la a;—h S;)) + Th+1’yh+1Qg— (S;w a;z)» (5)

i=1
where s; ~ D, (8i—1,a;—1) and Q7 is an approximated action-value function. 7" is the termination

of the traject0r§/ and R represents a reward function, which are assumed to be known in this context.
Note that 7" and R also can be learned based on trajectories.

Model-Based RL Agent. The learning algorithm adopted by a model-based RL agent is Model
Predictive Control (MPC) with cross-entropy method (CEM) [22. MPC is an online learning
approach which can re-plan an action based on updated state information, so that it can prevent
accumulative errors caused by the dynamics model D . Specifically, at time step ¢, the MPC

approach iteratively samples action a;.;4 1 from multivariate normal distributions A (a; |p, o)
which is adjusted based on the best sampled actions. Here, y; and o; are the mean and the variance
of top 10% actions. In MPC, the agent implements the first action from the optimal action sequence
at.++—1 and then optimally re-plans an action sequence at time step ¢ + 1. Finally, the agent aims
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to find an action sequence which optimizes
t+H—1

Z Est+1~D95 (sesa0) [T (5t, e, Se41)] (6)
t

using predicted state s;1 from the local dynamics model Dy .

Based on the solutions outlined above, either a model-free or a model-based agent can recover its
poisoned policy using imagined trajectories. Algorithm [2] summarizes the operations performed
during the diagnosis and recovery stages.

Algorithm 2 Diagnosis and Recovery

Require: An optimized server dynamics model S(6%)
Require: An RL system with dynamics model Dy, and poisoned policy 7,
1: Initialize Dy, with 0% retrieved from S
2: Collect n-episode transitions into data set 7z
3: Update parameters of Dy, as 0, = 6 — oV, L(Te, Dgézgg)
4: Recover 7; following Eq. Elorlﬂ, using trajectories imagined via De;

E Experiments

We empirically evaluate our proposed policy-resilience mechanism by verifying the following ques-
tions: (1) Can our approach recover the poisoned RL policy from malicious manipulation caused by
corrupted training environments? (2) Does the sharing of environment knowledge enable a poisoned
agent to grasp the dynamics of deployment environments more efficiently for policy recovery? (3)
Does the meta-learning mechanism provide an effective means of extracting critical knowledge about
environment dynamics within a federated framework? In this section, we provide empirical answers
to these questions in both discrete and continuous state domains.

E.1 Discrete State Domains

This part evaluates the design and performance of a policy-resilience mechanism in discrete state
domains.

E.1.1 Experiment Settings

Our proposed policy-resilience mechanism is targeting the environment-poisoning attacks at training
time, particularly those attacks which poison the environment dynamics by perturbing the parameters
of the physical environment (i.e., the hyper-parameters).

Environment: The environment-poisoning attack is implemented on an RL agent performing
navigation tasks in one 5 x 5 grid world as shown in Figure[6] The experiment environment (i.e.,
3D grid world) is the same as that of TEPA, which simulates mountains or rugged terrain. In this
3D grid world, the agent’s success of moving from one cell to the neighboring one is proportional
to their relative elevation, changes in elevation will influence how the environment responds to
the agent’s action (i.e., environment dynamics). Therefore, the elevation setting is regarded as the
hyper-parameters which can be tweaked by the attacker.

Baselines: Due to the limited number of studies that examine policy resilience against environmental
poisoning, there is no appropriate baseline that can be directly referenced. Thus, we design two types
of baselines in accordance with our experimental objectives.

¢ Policy-Resilience Mechanism without Federated Framework: To evaluate whether the federated
structure is necessary for extracting and sharing environment knowledge, we design a baseline
policy-resilience mechanism which does not rely on server-based environment knowledge. Thus,
both during the preparation and diagnosis stage, the agent learns the environment dynamics model
locally without shared knowledge, using local Stochastic Gradient Descent (SGD) updates. This
baseline is termed as No Federated Framework.
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* Policy-Resilience Mechanism without Meta-learning Mechanism: To evaluate the effect of a
meta-learning mechanism on the quality of environment-knowledge extraction and fine-tuning,
we design a baseline policy-resilience procedure where the federal dynamics model is learned
using Federated Averaging Learning [34]. It means that during the preparation process, the
federal dynamics model is optimized by averaging local SGD updates. This baseline is termed as
No Meta-Learning Mechanism.

E.1.2 Experiment Results

For these experiments, the policy-resilience framework includes 10 client RL systems that are all
assumed to belong to the same Hip-MDP. We initialize the hyper-parameters of these RL environments
at the same values in order to simplify the discussion. All of them are involved in the preparation
process, and some of them may be poisoned during training.

Effect of Federated Design. We are investi-

—— Proposed Policy-Resilience Mechanism

gating the effects of the shared knowledge which Baseline: No Meta-Learning Mechanism
is achieved by the design of a federated frame- . Baseline: No Federated Framework
work. In this experiment, only one RL system —
has been attacked at the preparation stage and Y -8

it transfers the information of the corrupted en- £-10

vironment to the server. Figure ?? shows the 3 5,

performance comparison between our policy- & o,

resilience mechanism and the baseline No Fed- =

erated Framework). As shown, our approach -16

succeeds in recovering the performance of a poi- -18

soned policy based on a dynamics model that is 0 2 E;isodes e 8

initialized by the shared knowledge (i.e. param-

eters of server dynamics model) and fine-tuned Figure 6: Performance comparison.

using the local two-episode trajectory data. In

contrast, the baseline No Federated Framework)

fails in recovering the policy when the agent is trying to improve its local dynamics model without the
shared environment knowledge. These results demonstrate that shared knowledge of the deployment
environment allows the agent to quickly and accurately understand the deployment environment,
enabling imagined trajectories to be generated for policy recovery. The knowledge extraction and
sharing require federated frameworks, so federated frameworks are essential and effective design
elements.

Actually, we have designed our policy-resilience mechanism in such a way that an agent in our RL
will not need to invest additional resources or add-on capabilities for achieving resilience. Any agent
may be provided with information on the environment and allowed to recover its poisoned policies
accordingly, regardless of whether it participated in the preparation process. Thus, in the context of a
single RL system, such a policy-resilience mechanism is resource-efficient.

Effect of Meta-Learning Design. In this experiment, we aim to evaluate the impact of the meta-
learning approach on the quality of the federal dynamics model in the server.

First, Figure ?? shows that both the baseline No Meta-Learning Mechanism and our policy-resilience
mechanism achieve good performances in recovering the policy. It means that, when only one RL
system has been attacked at the preparation stage, the both approaches lead to effective knowledge
extraction (i.e., the learning of a server dynamics model). Then, we observe that, as the proportion of
poisoned client RL systems increases, the effect of meta-learning approach becomes more apparent.
For example, as shown in Figure when the proportion of poisoned clients reaches 50%, our
policy-resilience mechanism still succeeds in recovering the agent’s poisoned policy, whereas the
performance of baseline No Meta-Learning Mechanism is somewhat decreased. Here, this decreased
performance can be attributed to the fact that the information collected from those poisoned RL
systems has negatively impacted the learning of the server dynamics model. In contrast, the meta-
learning approach is not a simple combination of the federated dynamics model. It considers these
poisoned RL systems as task instances and learns to how to efficiently learn the dynamics model of
each task instance (i.e., namely "learn to learn"). Based on the meta-learning process (see Eq. [T)), the
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server dynamics model is a parameterized function which is optimized to grasp the dynamics feature
from a small set of training data.

Furthermore, Figure [7b] shows the policy-resilience performances when all client RL systems are
poisoned at the preparation stage. Our policy-resilience mechanism is still effective in recovering the
poisoned policy despite the slight reduction in efficiency and performance, while the baseline totally
fails. This failure of the baseline indicates that the server dynamics model, which is learned using
Federated Averaging Learning [34], cannot accurately model the natural deployment because the
dynamics model is completely learned based on information generated by corrupted environments.
In contrast, in our policy-resilience mechanism, the slight performance reduction can be attributed to
the fact that the deployment environment is not included in the task sets at the preparation stage. In
spite of this, the server dynamics model has been programmed with a learning ability, which enables
it to model the dynamics of a task instance even if the task has not been displayed during preparation.
In conclusion, the inclusion of the meta learning in our policy-resilience mechanism is crucial.

—— Proposed Policy-Resilience Mechanism —— Proposed Policy-Resilience Mechanism
6 Baseline: No Meta-Learning Mechanism 6 Baseline: No Meta-Learning Mechanism
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Figure 7: Comparison of policy resilience under various proportions of poisoned clients.

E.2 Continuous State Domains

In this part, we evaluate our policy-resilience mechanism on both model-free and model-based RL
agents in continuous state domains.

E.2.1 Experiment Settings

Environments. The environment-poisoning attack, DBB-EPA, targets an RL agent performing a
Cartpole task as depicted in Figure[8] It is the agent’s goal to balance the cartpole by exerting force in
either the left or right directions on it. When a force is applied, the angle and velocity of the pole
are affected by the length of the pole. As a result, the pole length can be viewed as the environment
hyper-parameter which could be maliciously altered by an attacker.

Figure 8: Illustration of Cartpole environment.
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Baselines. In this experiment, we design two baselines to evaluate our proposed policy-resilience
mechanism.

* Direct Policy Implementation without Resilience: To evaluate the performance of our policy-
resilience mechanism, we use the policy learned in the poisoned training environments as
the baseline. In other words, the poisoned policy will be implemented directly in the natural
deployment environment. Such a baseline is termed as Baseline: no policy resilience.

* Policy Resilience without Knowledge Sharing: To evaluate the design of federated framework
associated with a meta-learning mechanism, we design a baseline policy-resilience procedure in
which policy is recovered on the basis of its local dynamics model without the shared knowledge.
We refer to this baseline as Baseline: isolated policy resilience.

E.2.2 Experiment Results

In light of the fact that an agent could adopt either model-free or model-based RL learning algorithms,
we evaluate our policy-resilience mechanism on these two types of RL agents, respectively.

Model-free RL Agents. This experiment involves 10 client RL systems within the policy-resilience
framework, all of whose environments have been manipulated by the attacker during preparation. We
simplify the attack implementation by manipulating the pole length only once at the beginning of the
agent’s learning process. Thus, the RL agent learns its policy in the Cartpole environment where the
pole length is manipulated as 0.5, but will use the learned policy to control a car in which the pole
length is 0.1 ~ 0.9 (see Figure[8). The agent learns the policy using model-free RL algorithms (e.g.,
DDPG) and recover it using MVE (see Chapter ??) based on imagined trajectories generated by the
learned dynamics model.

Figure [9)illustrates the final performance of policy recovery within ten episodes, where the maximum
value of scores is set as 500. As shown in the figure, our proposed policy-resilience mechanism
achieves nearly the maximum value of scores in restoring policy performance, which presents
a significant improvement over two baselines. Additionally, we observe that Baseline:isolated
policy resilience performs worse than Baseline:no policy resilience, which indicates that recovered
policies are adversely affected by locally fine-tuned dynamics models that do not accurately reflect
deployment environments. We conclude from the comparison results that the design of our policy-
resilience mechanism is capable of extracting and sharing critical knowledge about the environments,
thus facilitating the development of an accurate dynamic model that generates imagined paths for
effectively recovering the poisoned policy.

mmm Proposed policy resilience mmm Proposed policy resilience
Baseline: no policy resilience Baseline: no policy resilience
Baseline: isolated policy resilience Baseline: isolated policy resilience
500 500
400 400
§ 300 g 300
(=} o
& &
200 200
100 100
0 0
0.1 0.3 0.5 0.7 0.9 0.1 0.3 0.5 0.7 0.9
Environment Settings Environment Settings

Figure 9: Comparison of policy-resilience per-Figure 10: Comparison of policy-resilience per-
formance on an model-free RL agent performing formance on an model-based RL agent perform-
the Carpole task. ing the Carpole task.

Model-based RL Agents. We have also performed similar experiments on federated model-based
RL agents that are trained to control the Cartpole using MPC algorithms (see Chapter ??). Except for
this difference, all other settings are the same as those used with model-free RL agents. Figure [I0]
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illustrates the performance of policy recovery in deployment environments where pole lengths are
setat 0.1 ~ 0.9 (see Figure[§). As a result of adopting our policy-resilience mechanism, the agent
achieves much higher scores than baselines in all deployment environments, which indicates the
success in recovering poisoned policies. Additionally, Baseline:isolated policy resilience performs
better than Baseline:no policy resilience because of its locally updated dynamics model, however,
it still performs poorly than our proposed approach particularly when training environments and
deployment environments apparently varies in hyper-parameters. Consequently, an isolated update
of the dynamics model cannot provide an accurate representation of the environment, resulting
in somewhat limited policy recovery performance. In contrast, our policy-resilience mechanism
encourages the sharing of critical environmental knowledge that facilitates the efficient development
of an accurate dynamics model, which enables poisoned policies to be effectively recovered.

We also observe a significant difference between Baseline:isolated policy resilience in Figures[I0]
and 0] namely that locally updated dynamics models have a positive impact on policy recovery for
model-based agents whereas they have a negative impact on policy recovery for model-free agents.
This difference is explained by the fact that the model-free agent that uses MVE to recover its policy is
more sensitive to the inaccuracy of the local dynamics model. As a result, this observation indirectly
shows that the dynamics model learned by our policy-resilience mechanism is sufficiently accurate
for the model-free agent to achieve the policy recovery objective.

F Further Discussion

In this section, we provide detailed discussions of the assumptions and limitations of this work,
including three points: the security issues of federated learning, the application scope of policy-
resilience design, and the learning effectiveness of dynamics models.

Security Issues of Federated Framework. Throughout this work, we design the policy-resilience
mechanism in a federated manner, because federated learning is a privacy-aware paradigm of model
training. However, recent studies have indicated that FL does not always provide sufficient protection
for privacy and robustness [40]. For example, it is possible that (1) an adversary server may attempt
to gather sensitive information from individual updates over time, interfere with training procedures,
or restrict participants’ views of global parameters; (2) malicious participants may have the potential
to disrupt the process of aggregating global parameters, poison the global model, or infer sensitive
information about other participants. Accordingly, the security issue of federated learning is a
significant research topic that deserves further exploration, however, it is not the focus of our study.
As a result, our policy-resilience mechanism is built on the assumption that the security of federated
frameworks is guaranteed.

Applicability of Policy-Resilience Design. The applicability of our policy-resilience mechanism is
discussed from two viewpoints: its potential limitations and its extended scope.

Our policy-resilience framework is constructed from a set of independent RL systems, which can
result in restricted application if only one agent is present. Nevertheless, our proposed mitigation
framework is applicable in many RL applications, such as robot cloud and robots [41], a state
grid corporation and building grids [6l], and a transport authority and autonomous vehicles [36].
Furthermore, as the Internet of Things (IoT) [42] and federated learning [34] advance, more isolated
systems will be connected together for model learning or security protection, resulting in a wider
application scope for our policy-resilience design.

We further claim that our policy-resilience approach can be applied to address policy adaptation
problems, in which a learned RL policy is competent but specialized so that it will be ineffective
in an unknown deployment environment. This problem is possible to be addressed by a classical
meta-learning approach [43} [19]. However, the classical meta-learning approach assumes that the
RL agent can access multiple environments throughout the training process, which is commonly
impossible due to physical or security issues in real-world applications. For instance, when training
a self-driving car in the tropics (e.g. Singapore), it is difficult to reproduce an icy road and snowy
surroundings as a training environment. Therefore, this car would be at a loss in colder regions (e.g.
Moscow) where such road conditions are natural. In this example, the physical issue prevents the
RL agent from accessing various training environments. In light of this, agents, which can only
learn their policy in a single training environment, should be able to quickly comprehend unknown
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deployment environments and accordingly improve policy performance. Our proposed policy-
resilience mechanism, which incorporates a federated framework with a meta-learning mechanism,
can fulfill this goal.

Learning Efficacy of Dynamics Model. In our work, the quality of the server dynamics model
plays an influential role on the performance of policy recovery. As a result, the learning efficiency
of the dynamics model is a key point in our policy-resilience mechanism. Dynamic modeling,
however, may become more challenging as the environment becomes more complex. This may pose
challenges to policy-resilience performance, which is a potential concern in our work. Nevertheless,
this concern is expected to be addressed since a number of methods [44-46] have been proposed to
accurately represent the dynamics of the environment and these methods can be incorporated into our
policy-resilience mechanisms.
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