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Abstract001

Memory safety vulnerabilities in C and C++ re-002
main a critical systemic risk. Traditional static003
analysis often suffers from high false positive004
rates, while state-of-the-art machine learning005
models typically rely on compiler-generated006
Intermediate Representations (IR), failing com-007
pletely when analyzing non-compilable code008
fragments. We present CodeGuard, a vul-009
nerability detection framework that leverages010
heterogeneous Message Passing Neural Net-011
works (MPNNs) directly on source code. By012
constructing structural graphs that integrate013
Abstract Syntax Trees (ASTs), Control Flow014
Graphs (CFGs), and Data Flow, CodeGuard015
captures complex syntactic dependencies with-016
out requiring a build environment. Exten-017
sive evaluation on three real-world benchmarks018
(Big-Vul, Devign, MegaVul), demonstrates019
that CodeGuard achieves state-of-the-art perfor-020
mance, yielding an F1 score of 95.2% on Big-021
Vul and 91.8% on the massive MegaVul dataset.022
This approach eliminates the build-chain re-023
quirement while outperforming compilation-024
dependent baselines in both precision and re-025
call.026

1 Introduction027

Memory safety violations in systems program-028

ming languages, particularly C and C++. consti-029

tute a persistent and formidable threat to the in-030

tegrity of critical infrastructure (National Security031

Agency, 2023). While traditional static analysis032

serves as a foundational defense mechanism, it is033

frequently plagued by high false-positive rates due034

to its reliance on rigid heuristics and inability to in-035

fer complex runtime semantics (Charoenwet et al.,036

2024). Consequently, neural program analysis has037

emerged as a robust alternative, leveraging deep038

learning to discern latent vulnerability patterns that039

elude rule-based systems.040

However, the efficacy of state-of-the-art graph-041

based models is currently constrained by the com-042

pilation bottleneck. Leading approaches, such043

as Zeng et al. (2024) (TACSan), and Zou et al. 044

(2025) (AugSliceVul), depend heavily on compiler- 045

generated Intermediate Representations (IR) or 046

deep Program Dependency Graphs (PDG) to ex- 047

tract semantic features. This dependency imposes a 048

severe operational constraint: it mandates a pristine, 049

buildable environment, rendering those models in- 050

ert when auditing partial code snippets, unbuildable 051

legacy repositories, or distinct commits in a Con- 052

tinuous Integration (CI) pipeline. Furthermore, the 053

computational overhead of generating such heavy 054

representations inhibits scalability in real-time au- 055

diting scenarios. 056

We present CodeGuard, a novel vulnerability 057

detection framework designed to decouple high- 058

fidelity semantic analysis from the build process. 059

CodeGuard operates directly on source code by 060

constructing a heterogeneous graph that synthe- 061

sizes Abstract Syntax Trees (AST) with lightweight 062

control and data flow edges. By employing a 063

Heterogeneous Message Passing Neural Network 064

(MPNN), the model effectively learns the topolog- 065

ical manifold of secure execution, capturing com- 066

plex dependencies such as use-after-free or buffer 067

overflows, strictly through structural inference. 068

This work makes three primary contributions: 069

(1) We introduce a compilation-agnostic hetero- 070

geneous graph representation that approximates 071

the semantic depth of compiled IR using only 072

lightweight source-level artifacts; (2) we demon- 073

strate robustness to high-dimensional noise, achiev- 074

ing an F1 score of 91.8% on the MegaVul (Ni et al., 075

2024) dataset, significantly outperforming Trans- 076

former baselines; and (3) we establish a new state- 077

of-the-art on the Big-Vul (Fan et al., 2020) bench- 078

mark (95.2% F1), proving that structural neural 079

learning can surpass heavy, compilation-dependent 080

analysis in both precision and recall. 081
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Figure 1: The CodeGuard Framework. The model transforms C/C++ source code into a heterogeneous graph
G = (V,E). It employs a hybrid embedding strategy (CodeBERT + AST) and a Heterogeneous MPNN to learn
a structural manifold of safe execution, aggregating features via multi-scale pooling to classify vulnerabilities as
statistical anomalies.

2 Related Work082

Vulnerability detection has evolved from rule-083

based static analysis to deep learning approaches.084

We categorize existing methods into sequence-085

based, graph-based, and compilation-dependent ap-086

proaches.087

2.1 Sequence-Based Approaches088

Early deep learning models treated source code089

as linear text. Li et al. (2018) introduced VulDeeP-090

ecker, utilizing LSTMs to detect vulnerabilities in091

code slices (gadgets). More recently, Transformer-092

based models have dominated this space. Xiong093

and Dong (2024) proposed VulD-CodeBERT, fine-094

tuning pre-trained models for C/C++ detection. Li095

et al. (2025a) introduced CLeVeR, a contrastive096

learning framework that aligns code with natural097

language vulnerability descriptions to improve de-098

tection without labeled data. Similarly, Halder et al.099

(2025) developed FuncVul, which combines Large100

Language Models (LLMs) with code chunking to101

detect function-level vulnerabilities. While these102

methods are efficient and do not require compi-103

lation, they often struggle to capture long-range104

semantic dependencies in complex control flows,105

as noted by Xuan et al. (2026), who proposed an106

ensemble of LLMs (RoS-Dex) to mitigate this lim-107

itation.108

2.2 Graph-Based and Structural Approaches109

To address the limitations of flat sequences,110

graph-based methods model code as structured data111

(ASTs, CFGs, PDGs). Zhou et al. (2019) proposed112

Devign, a composite Graph Neural Network (GNN) 113

that learns from a combination of classic code rep- 114

resentations. Zeng et al. (2024) advanced this by 115

introducing TACSan, which leverages LLVM Inter- 116

mediate Representation (IR) to build high-fidelity 117

graphs. Most recently, Zou et al. (2025) proposed 118

AugSliceVul, which augments Program Depen- 119

dency Graphs (PDGs) with CodeBERT features 120

to achieve state-of-the-art performance on the Big- 121

Vul dataset. 122

2.3 The Compilation Bottleneck 123

A critical limitation of current SOTA graph mod- 124

els is their dependence on compilation. Methods 125

like TACSan (Zeng et al., 2024) require code to 126

be fully compilable to generate LLVM IR, while 127

AugSliceVul (Zou et al., 2025) and Devign (Zhou 128

et al., 2019) rely on heavy parsers like Joern to 129

extract PDGs. This creates a “Compilation Bottle- 130

neck” in real-world CI/CD pipelines where code 131

may be incomplete or unbuildable. CodeGuard 132

addresses this gap by utilizing a Heterogeneous 133

Message Passing Neural Network (MPNN) that 134

operates directly on lightweight Abstract Syntax 135

Trees (ASTs), combining the semantic depth of 136

graph models with the flexibility of sequence-based 137

approaches. 138

3 Methodology 139

The CodeGuard framework operates through 140

a sequential pipeline designed to transform raw 141

source code into a probabilistic vulnerability as- 142

sessment. The process consists of three distinct 143
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stages:144

(1) Heterogeneous Graph Construction: We145

parse source code into a directed graph that ex-146

plicitly disentangles syntactic structure from147

execution logic and data dependencies.148

(2) Hybrid Feature Initialization: We encode149

nodes by fusing explicit syntactic types with150

implicit semantic embeddings from a pre-151

trained language model.152

(3) Vulnerability Detection: We propagate infor-153

mation using a Message Passing Neural Net-154

work (MPNN) equipped with gated updates155

and a multi-scale readout mechanism.156

3.1 Heterogeneous Graph Construction157

Unlike approaches relying on LLVM IR (Zeng158

et al., 2024), CodeGuard parses source code into159

a lightweight Abstract Syntax Tree (AST) using160

tree-sitter. We construct a heterogeneous graph161

G = (V, E) where nodes V represent source tokens.162

To capture semantic dependencies without compi-163

lation, we define three edge types E : Syntactic164

Edges connect AST parent-child nodes; Sequen-165

tial Edges connect adjacent tokens; and Variable166

Flow Edges connect variable usage to the most re-167

cent definition (Last-Use). This approximates data168

flow for memory safety tracking without a symbol169

table.170

Hybrid Feature Initialization. To capture struc-171

tural roles, semantic context, and domain-specific172

risk patterns, we employ a hybrid initialization173

strategy. For each node v ∈ V , the initial fea-174

ture vector h(0)v is defined as the concatenation of175

three components:176

h(0)v = xsem ∥ xsyn ∥ xvuln (1)177

where xsem ∈ R768 is the semantic embedding178

from a fine-tuned CodeBERT encoder, and xsyn179

is a one-hot encoding of the AST type.180

Crucially, we augment this with xvuln ∈ R25,181

a vector of hand-crafted heuristics derived from182

security audit patterns. These are grouped into183

four categories: (1) Dangerous Functions (e.g.,184

usage of strcpy, system); (2) Memory & Point-185

ers (e.g., pointer dereferences, void casts); (3) Con-186

trol Flow Anomalies (e.g., goto, high cyclomatic187

complexity); and (4) Arithmetic Risks (e.g., bit188

shifts, integer overflows). This injection ensures189

the MPNN explicitly attends to known “vulnerable190

signals” that latent embeddings might obscure.191

3.2 Neural Architecture 192

The core detector is a heterogeneous Message 193

Passing Neural Network designed to propagate in- 194

formation along the specific edge types defined in 195

E. To mitigate the vanishing gradient problem in 196

deep graph traversals, we employ Gated Recurrent 197

Units (GRU) for node updates. For each layer l, 198

the message aggregation mv and node update steps 199

are defined as: 200

m(l+1)
v =

∑
u∈N (v)

Wϕ(e) · h(l)u (2) 201

202

h(l+1)
v = GRU(h(l)v ,m(l+1)

v ) (3) 203

where N (v) denotes the neighbors of v, and Wϕ(e) 204

is a learnable weight matrix specific to the edge 205

type ϕ(e) (e.g., distinguishing Wdfg from Wast). 206

This ensures that data flow dependencies influence 207

the node state differently than syntactic connec- 208

tions. 209

3.3 Multi-Scale Graph Readout 210

Vulnerabilities often manifest as localized 211

anomalies (e.g., a missing check) within a larger 212

valid context. To capture both localized signals 213

and global complexity, we employ a Multi-Scale 214

Readout strategy. We aggregate the final node 215

representations H(L) using three parallel pooling 216

operations: 217

hG =
⊕

op∈{µ,Σ,max}

Poolop(H(L)) (4) 218

This results in a graph representation hG that con- 219

catenates the mean (µ), sum (Σ), and max-pooled 220

features. Finally, hG is passed through a Multi- 221

Layer Perceptron (MLP) to predict the probability 222

of vulnerability ŷ = Softmax(MLP(hG)). 223

3.4 Training Strategy: Two-Stage Curriculum 224

Learning 225

Standard supervised models often overfit to spe- 226

cific vulnerability patterns due to the scarcity of 227

vulnerable samples. To address this, CodeGuard 228

utilizes a Two-Stage Curriculum Learning proto- 229

col. 230

Stage 1: Safe Manifold Initialization. We train 231

the MPNN exclusively on non-vulnerable functions 232

(Dsafe). Unlike auto-encoder approaches, we uti- 233

lize a supervised pre-training objective where the 234

model learns to confidently classify complex, be- 235

nign code structures as “Safe”. This forces the 236
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(A) Source Code Segment
crm_send_remote_msg(void *session,

xmlNode * msg, gboolean encrypted)
{

if (encrypted) {
#ifdef HAVE_GNUTLS_GNUTLS_H

cib_send_tls(session, msg);
#else

CRM_ASSERT(encrypted == FALSE);
#endif

} else {
cib_send_plaintext(

GPOINTER_TO_INT(session), msg);
}

}

(B) Graph Structure

0

5

8

Figure 2: Graph Construction Example. (A) Source code containing conditional logic. (B) The corresponding
heterogeneous graph. Components are color-coded by role: Pink elements (AST/Call edges, Function/Expression
nodes) define syntactic hierarchy; Cyan elements (CFG/DFG edges, Statement/Declaration nodes) define execution
flow; and Yellow nodes represent Identifiers. This integration captures non-sequential dependencies missed by
linear text analysis.

GRU layers to learn a high-dimensional represen-237

tation of valid Control Flow and Data Flow pat-238

terns—effectively constructing a “Safe Manifold”239

in the latent space.240

Stage 2: Few-Shot Boundary Refinement. We241

fine-tune the decision boundary using a balanced,242

few-shot dataset. Because the model has already243

converged on the Safe Manifold, this step refines244

the boundary where structural deviations occur.245

This approach allows CodeGuard to generalize246

to unseen vulnerabilities using standard Cross-247

Entropy Loss, avoiding the mode-collapse issues248

often associated with pure one-class classification.249

4 Experimental Evaluation250

We evaluate CodeGuard to answer three research251

questions:252

(RQ1) Efficacy: How does CodeGuard compare253

against state-of-the-art sequence-based and254

compilation-based models?255

(RQ2) Ablation: What is the contribution of each256

heterogeneous edge type?257

(RQ3) Robustness: Does the two-stage curriculum258

and anomaly detection strategy effectively259

mitigate overfitting to specific patterns?260

4.1 Experimental Setup261

We evaluate CodeGuard on three standard bench-262

marks using a stratified 80/10/10 split. (1) Big-Vul263

(Refined) (Fan et al., 2020): Our primary corpus,264

using the “clean” subset of ≈188k C/C++ func-265

tions (Fu and Tantithamthavorn, 2022) to enable266

fair comparison against parsable baselines. (2)267

MegaVul (Ni et al., 2024): A large-scale, high-268

noise dataset used to evaluate scalability and ro- 269

bustness against irrelevant context. (3) Devign 270

(Zhou et al., 2019): A graph-centric dataset from 271

QEMU/FFmpeg, assessing performance on com- 272

plex control flows. 273

Baselines & Metrics. We compare against 274

three categories: Graph-based (Devign, TAC- 275

San), Sequence-based (LineVul, FuncVul, VulD- 276

CodeBERT), and Hybrid (AugSliceVul). We report 277

standard information retrieval metrics: Precision 278

(P), Recall (R), and F1-Score, prioritizing F1 as 279

the ranking metric due to class imbalance. 280

Precision (Positive Predictive Value). Precision 281

measures the reliability of the model’s alerts. In the 282

context of DevSecOps, high precision is critical for 283

minimizing “auditor fatigue,” ensuring that security 284

analysts do not waste resources investigating safe 285

code. 286

Precision =
TP

TP + FP
(5) 287

Recall (Sensitivity). Recall measures the model’s 288

ability to identify the complete set of latent vulner- 289

abilities. In security auditing, this is the paramount 290

safety metric, as a False Negative represents a po- 291

tential zero-day exploit left in production. 292

Recall =
TP

TP + FN
(6) 293

F1-Score. To provide a balanced view of model 294

performance, we report the F1-Score, which is the 295

harmonic mean of Precision and Recall. This met- 296

ric penalizes models that achieve high performance 297
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Model Methodology F1 Prec. Rec. Build

Benchmark I: Fan et al. (2020)
LineVul (Fu and Tantithamthavorn, 2022) Transformer 91.0% 97.0% 86.0% No
AugSliceVul (Zou et al., 2025) PDG + CodeBERT 89.6% 84.3% 95.6% Yes (Joern)
FuncVul (Halder et al., 2025) Transformer (Chunk) 88.9% 89.3% 90.2% No
TACSan (Zeng et al., 2024) GNN (LLVM IR) 80.4% 83.8% 77.3% Yes (LLVM)
VulD-CodeBERT (Xiong and Dong, 2024) Transformer 78.0% 75.6% 81.2% No
CLeVeR (Li et al., 2025a) Contrastive 72.8% 86.3% 63.0% No
CodeGuard (Ours) Hetero-MPNN 95.21% 95.52% 94.91% No

Benchmark II: Zhou et al. (2019)
Devign (Zhou et al., 2019) GNN (Composite) 79.4% 86.0% 73.6% Yes (Joern)
RoS-Dex (Xuan et al., 2026) Ensemble (LLM) 68.1% 58.3% 81.9% No
ReVeal (Chakraborty et al., 2022) GNN (GGNN) 38.0% 29.0% 59.0% Yes (CPG)
CodeGuard (Ours) Hetero-MPNN 84.6% 84.4% 84.8% No

Benchmark III: Ni et al. (2024)
UniXcoder (Guo and et al., 2022) Transformer 58.0% 49.0% 53.0% No
GPT-4 (Li et al., 2025b) LLM (Prompt) 52.3% 40.7% 73.1% No
CodeGuard (Ours) Hetero-MPNN 91.75% 92.92% 90.60% No

Table 1: Stratified Comparison with SOTA. Evaluation across three benchmarks. We explicitly distinguish
compilation requirements: Yes (LLVM) denotes strict compilation, while Yes (Joern/CPG) denotes heavy static
analysis requirements. CodeGuard achieves competitive performance (84.0% F1 on Big-Vul, MSR20 Benchmark)
while strictly requiring No compilation, operating directly on lightweight ASTs.

in one dimension by sacrificing the other.298

F1 = 2 · Precision · Recall
Precision + Recall

(7)299

4.2 Implementation Details300

CodeGuard is implemented using PyTorch and301

the Deep Graph Library (DGL). We employ tree-302

sitter to parse source code into heterogeneous303

graphs. Node features are initialized using a fine-304

tuned CodeBERT encoder (d = 768), which is305

updated jointly with the MPNN.306

The core architecture consists of a 4-layer Het-307

erogeneous MPNN with a hidden dimension of 128.308

Optimization is performed using the AdamW opti-309

mizer. To balance the learning dynamics between310

the pre-trained Transformer and the GNN, we em-311

ploy differential learning rates: 2 × 10−5 for the312

CodeBERT parameters and 5× 10−4 for the graph313

components. We apply weight decay (1 × 10−4)314

and dropout (p = 0.3) for regularization. Training315

is conducted with a batch size of 32 for 100 epochs,316

utilizing Early Stopping based on validation loss.317

4.3 Main Results (RQ1)318

Table 1 presents the comparative results across319

all three benchmarks. CodeGuard establishes a new320

state-of-the-art F1 score on the Fan et al. (2020) and321

Ni et al. (2024) datasets, demonstrating a superior322

balance between false positives and false negatives.323

Comparison with Compilation-Based Methods.324

On the primary benchmark established by Fan et al.325

(2020), CodeGuard achieves an F1 score of 95.2%.326

Crucially, this outperforms Zeng et al. (2024) 327

and Zou et al. (2025), the current state-of-the-art 328

compilation-dependent models. This result chal- 329

lenges the prevailing assumption that compilation- 330

ready Intermediate Represenatations (IR) or Pro- 331

gram Dependency Graphs (PDG) are strictly nec- 332

essary for high-fidelity graph-based analysis. We 333

demonstrate the a rigorously constructed heteroge- 334

neous graph (AST+CFG+DFG) can approximate 335

the semantic depth of compiled code. This offers a 336

decisive operational advantage: CodeGuard deliv- 337

ers SOTA-level detection on partial, un-compilable 338

codebases where IR generation would fail, elim- 339

inating the “binary barrier to entry” that restricts 340

existing tools. 341

Recall and Safety Assurance. On the complex 342

control-flow dataset by Zhou et al. (2019), Code- 343

Guard demonstrates a critical advantage in sen- 344

sitivity. Most notably, we achieve a Recall of 345

84.8%, surpassing the original graph-based base- 346

line (73.6%) by over 11 percentage points. In 347

the context of security auditing, Recall is the 348

paramount metric, as false negatives (missed vul- 349

nerabilities) pose a far greater risk than false posi- 350

tives. This high sensitivity indicates that our hetero- 351

geneous MPNN effectively flags structural anoma- 352

lies and logic errors that simpler graph composi- 353

tions miss. 354

Precision-Sensitivity Trade-off. While Code- 355

Guard achieves a Precision of 84.4% on the Zhou 356

et al. (2019) benchmark, slightly lower than the 357
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Configuration Precision Recall F1 Score

CodeGuard (Full Hetero-MPNN) 95.5% 94.9% 95.2%

Ablation Group A: Graph Connectivity
w/o Data Flow (Eflow) 93.1% 89.8% 91.4%
w/o Control Flow (Eseq) 94.2% 91.8% 93.0%
AST Only (East) 85.6% 80.2% 82.8%

Ablation Group B: Model Architecture
Homogeneous GCN 87.9% 89.1% 88.5%
Mean Pooling (vs. Multi-Scale) 91.4% 90.5% 90.9%

Ablation Group C: Node Initialization
w/o CodeBERT (Random Init) 82.4% 88.3% 85.2%

Table 2: Ablation Study on (Fan et al., 2020). We evaluate the contribution of specific graph components. The
significant drop observed in the “Homogeneous GCN” variant (-6.7% F1) confirms that explicitly modeling edge
types via heterogeneous message passing is critical for distinguishing between syntactic hierarchy and runtime data
flow.

original Devign baseline (86.0%), this character-358

istic is intrinsic to the high-recall paradigm. By359

enforcing a conservative decision boundary around360

the “safe” topological manifold, code that is func-361

tionally correct but structurally unusual is liable362

to be flagged for review. In the context of high-363

assurance auditing, this trade-off is deliberate: the364

operational cost of reviewing minor False Positives365

is negligible compared to the catastrophic risk of a366

False Negative (a missed zero-day exploit).367

Dominance on High-Noise Data. On the large-368

scale dataset by Ni et al. (2024), CodeGuard is the369

only model to maintain high performance across370

all metrics, achieving 91.8% F1. In contrast, Trans-371

former baselines struggle with the noise, drop-372

ping to approximately 58% F1. Here, CodeGuard373

achieves the highest precision (92.9%) and recall374

(90.6%), confirming its scalability to diverse, real-375

world codebases.376

Computational Efficiency. CodeGuard demon-377

strates high throughput suitable for real-time audit-378

ing. CodeGuard required a mean of 15.32 minutes379

(σ = 2.18) to process the full test set. This per-380

formance contrasts sharply with IR-based methods381

like TACSan (Zeng et al., 2024), which incur heavy382

pre-processing penalties due to the mandatory com-383

pilation phase. CodeGuard’s ability to operate di-384

rectly on source code allows for near-instantaneous385

integration into CI/CD pipelines.386

4.4 Ablation Study (RQ2)387

To isolate the contribution of specific architec-388

tural components, we evaluated CodeGuard vari-389

ants by systematically masking edge types, sim-390

plifying the message-passing mechanism, and dis-391

abling semantic feature initialization. Table 2 de-392

tails the performance degradation associated with 393

removing each component. 394

Impact of Heterogeneous Connectivity. The most 395

critical structural component proved to be the Data 396

Flow Graph (DFG). Removing Eflow resulted in a 397

3.8% drop in F1 Score and a significant decrease in 398

Recall (to 89.8%). In vulnerability detection, the 399

distance between a root cause (e.g., integer over- 400

flow) and its symptom (e.g., buffer access) often 401

spans multiple disparate lines of code. DFG edges 402

allow the MPNN to “short-circuit” this distance, 403

propagating taint information directly from defi- 404

nition to usage. Without these edges, the model 405

relies on syntactic proximity (AST), which fails to 406

capture long-range dependencies. 407

Impact of Message Passing Strategy. To validate 408

our choice of a Heterogeneous MPNN, we com- 409

pared CodeGuard against a Homogeneous GCN 410

variant, where all edge types were treated as identi- 411

cal connections. This simplification caused a sharp 412

performance drop to 88.5% F1 (-6.7%). This re- 413

sult confirms that the type of relationship matters as 414

much as the connection itself; a control dependency 415

carries fundamentally different semantic weight 416

than a data dependency. 417

Multi-System Pooling vs. Global Pooling. Our 418

Multi-System readout strategy, which concatenates 419

Mean, Max, and Sum pooling—proved essential 420

for high-fidelity detection. Reverting to standard 421

Mean Pooling Only resulted in a 4.3% drop in 422

F1 score (to 90.9%). This finding suggests that 423

vulnerabilities often manifest as localized features 424

(best captured by Max pooling) embedded within a 425

larger valid context (best captured by Mean pool- 426

ing). A simple average washes out these sharp, 427

localized “bug” signals, whereas our multi-system 428
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(a) Fan et al. (2020)

Predicted
Actual Safe Vuln

Safe 965 35
Vuln 40 746

Prec: 95.5% / Rec: 94.9%

(b) Ni et al. (2024)

Predicted
Actual Safe Vuln

Safe 931 69
Vuln 94 906

Prec: 92.9% / Rec: 90.6%

(c) Zhou et al. (2019)

Predicted
Actual Safe Vuln

Safe 844 156
Vuln 152 848

Prec: 84.4% / Rec: 84.8%

Figure 3: Confusion Matrices across Benchmarks. (a) On the primary Fan et al. (2020) dataset, CodeGuard
minimizes false alarms with only 35 False Positives. (b) On Ni et al. (2024), robustness is maintained despite high
noise. (c) On the complex Zhou et al. (2019) dataset, the model prioritizes Recall (848 Detected vs 152 Missed) to
ensure safety assurance.

approach preserves them alongside the global con-429

text.430

Synergy of Structure and Semantics. A key find-431

ing is the dominance of semantic initialization. Re-432

placing the pre-trained CodeBERT node embed-433

dings with random initialization caused the most434

severe performance drop (-10.0% F1). This demon-435

strates that structural analysis alone is insufficient.436

The pre-trained Transformer effectively acts as a437

“knowledge base,” providing the GNN with rich ini-438

tial context. For example, distinguishing between439

a user-controlled char* buffer and a safe string lit-440

eral, which the graph structure then refines into a441

vulnerability prediction.442

4.5 Efficacy of Two-Stage Curriculum443

Learning (RQ3)444

A key innovation in our approach is the use of445

Two-Stage Curriculum Learning. Traditional bi-446

nary classification often overfits to specific “fix pat-447

terns” (e.g., the presence of specific API calls) due448

to the scarcity of vulnerable samples. To counter449

this, CodeGuard employs a staged training pro-450

tocol: (1) Manifold Learning, where the model451

learns the topological structure of valid execution452

(Dsafe); and (2) Anomaly Discrimination, where453

the model fine-tunes on the balanced dataset to454

detect deviations.455

Validation via Error Distribution. The effective-456

ness of this strategy is evidenced by the confusion457

matrices in Figure 3. On the Fan et al. (2020) bench-458

mark (Fig. 3a), the “Safe Manifold” initialization459

provides a robust baseline for normality. Out of460

1,000 safe test samples, CodeGuard generated only461

35 False Positives, achieving a True Negative rate462

of 96.5%. This drastic reduction in false alarms463

effectively mitigates the “auditor fatigue” that ren-464

ders traditional static analysis tools unusable in465

CI/CD pipelines.466

Robustness to Scale and Noise. The Ni et al.467

(2024) results (Fig. 3b) further validate the cur- 468

riculum approach. Despite the high noise levels 469

in this dataset, the model correctly identified 906 470

out of 1,000 vulnerabilities (90.6% Recall) while 471

limiting False Positives to 69. This confirms that 472

the learned manifold is not brittle; it effectively 473

generalizes to unseen projects, distinguishing true 474

logic errors from mere stylistic noise. 475

Inverting the Detection Problem. On the com- 476

plex Zhou et al. (2019) dataset (Fig. 3c), this archi- 477

tecture drives our high Recall (84.8%). By defin- 478

ing “Vulnerability” as a deviation from the learned 479

safe manifold—rather than searching for known 480

exploit signatures—CodeGuard successfully iden- 481

tifies complex control-flow errors that it has never 482

explicitly seen before. While the False Positive 483

count rises to 156 due to the inherent complex- 484

ity of these samples, this trade-off is operationally 485

justified by the significant gain in safety assurance. 486

5 Discussion 487

Validation of the Safe Manifold Hypothesis. The 488

primary theoretical contribution of this study is 489

the empirical validation of the “Safe Manifold” hy- 490

pothesis through Two-Stage Curriculum Learning. 491

This hypothesis asserts that secure software code 492

adheres to a latent, statistically learnable structure, 493

and that vulnerabilities manifest as topological out- 494

liers. Unlike standard supervised baselines that at- 495

tempt to learn safety and insecurity simultaneously 496

from scratch, CodeGuard’s Stage 1 training effec- 497

tively learns the bounded space of valid execution 498

first. Our high Recall on the complex Zhou et al. 499

(2019) dataset (84.8%) confirms that most memory 500

safety violations—regardless of their specific CVE 501

class—disrupt the expected topology of a function 502

established during this pre-training phase. This 503

suggests that security auditing is best approached 504

not as a simple classification task, but as a manifold 505

learning problem where the definition of “safe” is 506
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prioritized over the definition of “unsafe.”507

The Zero-Day Paradox and Generalization. This508

training paradigm addresses a critical weakness in509

current neural vulnerability detection: the “Zero-510

Day Paradox.” Binary classifiers trained on histori-511

cal data are inherently reactive; they excel at recog-512

nizing known vulnerability patterns (e.g., standard513

buffer overflows) but often fail to generalize to514

novel exploit techniques. By dedicating the initial515

training stage exclusively to non-vulnerable code,516

CodeGuard creates a robust structural prior. The517

subsequent fine-tuning (Stage 2) does not force the518

model to memorize “what a bug looks like” from519

scratch; rather, it refines the decision boundary520

around the established safe manifold. This prevents521

the model from overfitting to the specific signatures522

in the few-shot vulnerability set, allowing it to flag523

“unknown unknowns”—structurally idiosyncratic524

code that deviates from the learned safety patterns.525

The Necessity of Graph Heterogeneity. Our ab-526

lation results clarify that graph topology is not a527

monolith; different edge types solve distinct rep-528

resentational challenges. Sequence-based models529

often struggle with the non-linear nature of mem-530

ory management, where the definition of a buffer531

and its eventual overflow may be separated by hun-532

dreds of lines of unrelated logic. We found that533

Data Flow (Eflow) edges are crucial because they534

“short-circuit” these vertical distances, allowing535

the Message Passing Neural Network to propagate536

tainted information directly from definition to us-537

age. CodeGuard’s performance dominance over538

homogeneous graph baselines (+6.7% F1) con-539

firms that this multi-view representation is required540

to capture the full context of a vulnerability.541

Structural Regularization of Linguistic Embed-542

dings. While the graph provides the “skeleton” of543

execution, it is blind without semantic “muscle.” A544

pure GNN might distinguish a graph’s shape, but545

without semantic features, it cannot distinguish be-546

tween a safe memcpy and an unsafe strcpy if their547

usage contexts are structurally identical. Code-548

Guard solves this by using CodeBERT not as a549

classifier, but as a rich feature initializer. In this550

role, the MPNN acts as a “structural regularizer”551

for the linguistic embeddings. It constrains the am-552

biguity of natural language representations (where553

“free” might be associated with “liberty”) with the554

rigidity of program logic (where “free” is a termi-555

nal state in a memory lifecycle). This structural-556

semantic synergy allows the model to leverage the557

pre-trained knowledge of Large Language Models558

while enforcing the strict logic required for code 559

safety. 560

Operational Viability without Compilation. A 561

significant practical finding is that compilation- 562

ready Intermediate Representations (IR) are not 563

a strict prerequisite for high-fidelity detection. Ex- 564

isting state-of-the-art models like TACSan rely 565

on LLVM bitcode to capture semantic depth, 566

implicitly assuming a pristine, buildable code- 567

base. CodeGuard challenges this paradigm 568

by achieving 95.2% F1 on the Fan et al. 569

(2020) benchmark—significantly outperforming 570

the compilation-based AugSliceVul (89.6%). By 571

achieving superior performance using only source- 572

level artifacts, CodeGuard validates a “static anal- 573

ysis with dynamic depth” paradigm. This allows 574

security teams to audit partial code snippets, un- 575

configured repositories, and breaking builds within 576

CI/CD pipelines, significantly shifting security 577

feedback “leftward” to the earliest stages of the 578

development lifecycle. 579

6 Conclusion 580

We presented CodeGuard, a framework that fun- 581

damentally redefines the requirements for high- 582

fidelity code auditing by decoupling semantic anal- 583

ysis from the compilation process. By modeling 584

source code as a heterogeneous graph of AST, Con- 585

trol Flow, and Data Flow, CodeGuard bridges the 586

semantic gap inherent in sequence models without 587

the overhead of IR generation. Our Two-Stage Cur- 588

riculum Learning strategy achieved state-of-the-art 589

performance (95.2% F1 on Big-Vul), validating the 590

"Safe Manifold" hypothesis. 591

Broader Impact and Future Directions. Code- 592

Guard establishes that build-agnostic, structurally 593

aware neural networks are a viable and necessary 594

evolution for securing the modern software supply 595

chain. By eliminating the compilation bottleneck, 596

this approach democratizes high-fidelity security 597

analysis, allowing it to be applied to partial code 598

snippets, legacy firmware, and unbuildable repos- 599

itories where traditional tools fail. This shifts se- 600

curity feedback "leftward" to the earliest stages of 601

development. Future work will focus on integrating 602

active learning loops to automatically sanitize train- 603

ing data and further refine the decision boundary, 604

ensuring the model remains robust against evolving 605

threat landscapes and data impurities identified in 606

our limitations analysis. 607
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Limitations608

Despite its performance and operational utility,609

CodeGuard is subject to specific constraints inher-610

ent to static neural analysis.611

First, the model operates on structural topology612

rather than execution state. Consequently, it can-613

not fully capture vulnerabilities that depend strictly614

on runtime values. For instance, a buffer overflow615

triggered only when an input integer exceeds a dy-616

namic threshold may be structurally identical to a617

safe operation. Unlike symbolic execution engines618

or dynamic fuzzers, our heterogeneous graph ap-619

proximates execution logic but does not simulate620

memory state. This necessitates that CodeGuard be621

used as a pre-filtering mechanism in a layered de-622

fense strategy, rather than a standalone replacement623

for dynamic testing.624

Second, our reliance on tree-sitter for graph con-625

struction introduces a dependency on grammatical626

coherence. While this approach bypasses the strict627

build requirements of a compiler (LLVM), it still628

requires the code to be syntactically parsable. In629

legacy C/C++ codebases heavily reliant on complex630

preprocessor macros, template metaprogramming,631

or non-standard compiler extensions, the parser632

may fail to resolve the correct AST hierarchy. Such633

failures can lead to disconnected Data Flow Graphs,634

degrading the model’s ability to trace long-range635

dependencies in heavily obfuscated or macro-rich636

code.637

Finally, the efficacy of our Two-Stage Cur-638

riculum is sensitive to the purity of the initial639

“Safe Manifold.” The assumption that the Stage640

1 training set (Dsafe) consists exclusively of non-641

vulnerable code is critical for establishing a valid642

baseline of normality. If this corpus contains la-643

tent, unlabeled vulnerabilities—a common issue644

in open-source datasets like MegaVul—the model645

may inadvertently incorporate these unsafe patterns646

into its definition of safety. Future iterations will647

explore integrating Active Learning loops to auto-648

matically identify and sanitize mislabeled samples649

in the training distribution.650
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