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ABSTRACT

Anomaly detection for multivariate time series plays an important role in many
applications, enabling, e.g., risk monitoring in cyber-physical systems. While ex-
isting methods achieve good results on continuous variates, they struggle when
having to learn both continuous and discrete dynamics across continuous time.
Further, existing methods simply sum up reconstruction or contrastive errors from
each variate to obtain final anomaly scores without recognizing differences in im-
portance of variates with different measurement units. To overcome these limi-
tations, we propose TAD-UP that learns both continuous and discrete dynamics
for Time series Anomaly Detection via Unified Probabilistic modeling. First, we
propose two co-dependent branches of efficient neural ordinary differential equa-
tions with the compound Poisson process to learn both continuous and discrete
dynamics for different variates. We also propose a gate mechanism to learn cor-
relations among different dynamics. Second, we propose to model a joint proba-
bility distribution for anomaly detection. The resulting model is optimized using
Maximum Likelihood Estimation on joint variates, instead of using reconstruction
or contrastive losses on each variate. We detect anomalies using joint probabili-
ties, which take the marginal probabilities of different variates into account. Ex-
periments on nine real-world datasets from different domains offer evidence that
TAD-UP is capable of state-of-the-art accuracy and better efficiency tradeoff.

1 INTRODUCTION

Cyber-physical systems employ sensors to monitor their environment, thereby producing multi-
variate time series data, consisting of timestamped sequences of vectors that encompass multiple
variates with different physical and mathematical meanings (Cirstea et al., 2019} [Campos et al.,
2023; Liu et al., [2024} Zhang et al.,[2023)). For example, computing systems may record a variety of
runtime indicators (Abdulaal et al., 2021} |Su et al.| 2019), and environmental systems may record
weather and water information (Lai et al.l 2021} (Ghorbani et al.| [2024). Detection of anomalies in
multivariate time series is essential in many real-world applications, as it supports fault analyses
and facilitates risk monitoring to ensure the normal operation of cyber-physical systems, thereby
avoiding economic losses (Jhin et al., [2023 (Cerqueira et al.,|2023; [Hojjati et al., 2023)).

The multiple variates in time series can generally be categorized into continuous and discrete vari-
ates, as shown in Figure [T} Continuous variates are represented by real numbers and include, e.g.,
service latencies, memory and CPU usages. Their values are constrained with continuity, as illus-
trated in Figure They thus exhibit continuous dynamics. Discrete variates are represented by
natural numbers and are not amenable to mathematical calculations; thus, adding or subtracting nu-
merical discrete values are not meaningful. Discrete variates can encode categories, flags, and status
information of dynamic systems. Their values can jump and are constrained with discreteness, as
illustrated in Figure They thus exhibit discrete dynamics. In addition, different variates are
recorded using different measurement units. For example, memory usages are measured in GB,
CPU usage rates are measured in percentages, temperatures are measured in degrees Celsius, and
category information is encoded in natural numbers.

Classic (Breunig et al., [2000; Hariri et al.l 2019} [Liu et al.| 2024; [Zhang et al.l [2023)) and deep
learning-based (Ruff et al., 2018; |[Fang et al., 2024; Campos et al., [2022} Zong et al., 2018) anomaly
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Figure 1: Continuous and discrete variates.

detection methods learn normal patterns from unlabeled data and achieve good results when applied
to regular time series with continuous variates. However, all existing methods (Schmidl et al., 2024;
Zhao et al., |2022)) remain unable to discriminate and learn continuous and discrete dynamics to
improve multivariate time series anomaly detection (He et al., [2023)) when breaking the continuity
or discreteness property can indicate more likely abnormal. In addition, existing methods (Zong
et al., 2018} Jhin et al., 2023} |Schmidl et al., 2024} [Zhao et al.| [2022; |Fang et al., 2024} Ghorbani
et al.} 2024;|Shentu et al.||2025)) are unable to determine the importance of each variate when having
to combine information across variates as part of identifying anomalies at a timestamp. They simply
sum up per-variate errors to obtain anomaly scores and determine anomalies. The above problem is
characterized by two challenges:

Challenge 1: Continuous and discrete dynamic variates behave very differently over time. This
also prevents existing methods from learning correlations across such different variates. Although
PAD (Jhin et al., 2023) utilizes neural controlled differential equations (NCDEs) (Kidger et al.,
2020) with interpolation methods to learn continuous dynamics for irregular time series anomaly
detection, PAD cannot learn discrete dynamics where variates can jump. PAD also cannot model
correlations across different dynamics, although variates with such different dynamics may be cor-
related as shown in Figure [I| where variates latency and flag are correlated. In addition, PAD must
map original time series with discrete timestamps into controlled paths using interpolation methods,
which introduces additional processing steps and complexity. As a result, it is challenging to learn
continuous and discrete dynamics and correlations effectively and efficiently.

Challenge 2: Existing methods cannot learn the relative importance of different variates on final
anomaly scores without supervision signals. Anomaly detection must often operate unsupervised be-
cause labeled data is unavailable in real-world settings, where manual labeling is infeasible (Schmidl
et al., 2024} |Ghorbani et al., 2024; |Liu et al.| [2024). Thus, no supervision signals are available to
existing methods to learn importance. The reconstruction or contrastive errors from different vari-
ates belong to semantic spaces with different measurements, and summing up all errors ignores
differences in importance across variates.

To contend with these challenges, we propose TAD-UP for learning interactive continuous and
discrete dynamics for multivariate Time series Anomaly Detection via Unified Probabilistic mod-
eling, by employing novel neural co-dependent ordinary differential equations (co-ODEs). To ad-
dress Challenge 1, we propose two co-dependent branches of neural ordinary differential equations
(NODEs) with compound Poisson process to learn correlated continuous and discrete dynamics
across different variates together. Further, we propose gate temporal convolution networks (TCNs)
to model correlations among discrete and continuous variates. Instead of NCDEs requiring complex
interpolation methods and controlled paths, our method learns continuous and discrete dynamics and
their correlations effectively and efficiently . To address Challenge 2, we model the joint probability
distribution and obtain final anomaly scores from a unified probabilistic space. Specifically, we use
the multivariate Gaussian distribution to model the observation probabilities of continuous variates,
and we use the softmax distribution to model the observation probabilities of discrete variates. We
optimize the model with Maximum Likelihood Estimation (MLE) in the unified probabilistic space.
Finally, we detect anomalies using the joint probabilities that take the marginal probabilities of dif-
ferent variates into account. A low joint probability of all observations at a timestamp indicates a
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likely anomaly. A low marginal probability of one variate at a timestamp indicates that this variate
is important for the detected anomaly. We summarize the contributions as follows.

* We present the first method capable of learning both continuous and discrete dynamics for
multivariate time series anomaly detection.

* We propose a novel design encompassing gated co-dependent NODEs with compound
Poisson process to learn correlated continuous and discrete dynamics.

* We model joint probability distribution across different dynamics and optimize the model
with MLE, which helps obtain unified anomaly scores that consider the importance of
different variates.

» Experiments on nine datasets from different domains offer evidence that TAD-UP is capa-
ble of state-of-the-art accuracy and better efficiency tradeoff, even compared with the large
pre-training model DADA.

2 RELATED WORK
2.1 TIME SERIES ANOMALY DETECTION

Recent methods focus mainly on unsupervised detection based on one-class classification the-
ory (Zhao et al.; [2022; Ruff et al.,[2018). The clustering-based methods, such as K-means (Schmidl
et al., 2024} [Liu et al.| 2024} [Zhao et al.| 2022)), PCA (Liu et al., 2024), OCSVM (Ruff et al.,
2018)), and THOC (Shen et al., 2020), aim to cluster normal samples around a center. The density
estimation-based methods, such as LOF (Breunig et al., 2000; Zhang et al., 2023)), [Forest (Hariri
et al.,[2019), DAGMM (Zong et al., 2018), LODA (Pevny, 2016), and HBOS (Goldstein & Dengel,
2012)), assume that abnormal samples lie in a low-density region. LSTM (Schmidl et al., [2024)
proposes forecasting-based approaches that determine whether there are anomalies based on fore-
casting errors. The Autoencoder (Hao et al.l 2024} [Fang et al., 2024) is a classic architecture used
in reconstruction-based methods, such as AE (Fang et al., |2024), GPT4TS (Zhou et al., |2023),
MEMTO (Song et al.| 2024), ModernTCN (donghao & wang xue, [2024), and SensitiveHUE (Feng
et al., 2024). Omni (Su et al.l 2019) and InterFusion (Li et al.| 2021} utilize variational networks.
BeatGAN (Du et al.| |2023) introduces a discriminator to help generate and reconstruct normal
data. CAE-Ensemble (Campos et al., 2022)) proposes to leverage diverse AEs for reconstruction.
DADA (Shentu et al.l 2025) pre-trains a foundation model with large data using TCN-based au-
toencoders. ImDiffusion (Chen et al., 2023) and D3R (Wang et al.| 2023) utilize diffusion-based
networks to generate normal data. Contrastive learning-based methods DCdetector (Yang et al.,
2023) and AnomalyTransformer (Xu et al.,2022) learn similar hidden features for normal samples.
However, none of these methods discriminate between continuous and discrete variates, and they
cannot learn continuous and discrete dynamics for different variates.

2.2  MULTI-VARIATE STRATEGIES

The Channel-Independent (CI) strategy ignores correlations among variates and encompasses meth-
ods such as DCdetector (Yang et al., 2023) and DADA (Shentu et al.,2025). These methods use the
same model on different variates in parallel. The Channel-Dependent (CD) strategy models corre-
lations among different variates and encompasses methods such as ModernTCN (donghao & wang
xuel 2024) and CAE-Ensemble (Campos et al., [2022). These methods use attention mechanisms or
graph neural networks to capture correlations. However, none of these methods are able to learn the
importance of different variates for detecting anomalies without supervision signals.

2.3 NEURAL DIFFERENTIAL EQUATIONS

Chen et al.| (2018) were the first to propose to learn continuous dynamics along continuous time
with NODEs. These have since been employed for time series forecasting, including for traffic (Jin
et al.,2023)) and climate (Jia & Benson, 2019)) forecasting. The recently proposed NCDE:s utilize the
Riemann-Stieltjes integral (Kidger et al., |2020) to control the continuous dynamics using interpola-
tion path from the time series. PAD (Jhin et al.| |2023) utilizes NCDEs and interpolation methods
to learn continuous dynamics for irregular time series, and uses contrastive learning with data aug-
mentation to detect anomalies. However, none of these proposal are able to learn continuous and
discrete dynamics and correlations among variates.
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Figure 2: The main architecture and modules.

3 PRELIMINARIES

We formalize the problem. We provide background on neural differential equations in Appendix
Frequently used notation is summarized in Appendix Table 4]

Multi-variate Time Series is represented as (C,D), where C = (ci,ca, - ,cr) € RNexT
records observations of N¢ continuous variates using real numbers for each of 7' timestamps and
D =(dy,dg, - ,dr) € NNpXT records observations of Np discrete variates using natural num-
bers for each of T timestamps. Thus, ¢; € RNc and d; € NVP are continuous and discrete
observations, respectively, at timestamp ¢;, ¢ € {1,2,---,T}. In the special case where Np = 0, C
is the kind of time series considered in previous studies that consider only continuous variates with
observation from R (Jhin et al., [2023; |(Campos et al., [2022; |Shentu et al., 2025). We use Ci e RT,

cf € R, D/ € NT and d{ € N! to indicate observations of the j-th variate.

Time Series Anomaly Detection. Anomaly detection identifies the timestamps in a time series that
contain anomalous observations, i.e., a binary classification of all timestamps is produced. With
sliding windows (Shentu et al., [2025)), anomaly detection takes as inputs time series (C, D), and
outputs a binary vector Y = (y1,y2,- - ,yr) where y; = 1 indicates an anomaly at timestamp ;.

4 METHODOLOGY
4.1 OVERALL ARCHITECTURE

We present the main architecture and modules of TAD-UP in Figure[2] The embedding layers take
as inputs time series data (C, D), and maps all continuous observations and discrete observations at
each timestamp ¢; to d-dimensional vectors, to extract dense features for each discrete timestamp.
Then, H(0) is the hidden state feature of the initial condition for the continuous co-ODE, and Z(0)
is the hidden state feature of the initial condition for the discrete co-ODE. The continuous co-ODE
takes the continuous variate feature H(0) as the initial condition, uses gated TCNs on the discrete
variate feature Z(0) to learn the correlations of how the discrete variates influence the continuous
variates, and outputs final hidden state feature H(T') that captures correlated continuous dynamics
for continuous variates. The discrete co-ODE takes the discrete variate feature Z(0) as the ini-
tial condition, uses gated TCNs on the continuous variate feature H(0) to learn the correlations, and
uses the compound Poisson process to output final hidden state feature Z(7T') that captures correlated
discrete dynamics that can jump for discrete variates. The multi-variate probabilistic modeling
outputs the estimated joint probability of all observations at final timestamp 7'. The decoders take
as inputs H(T') and Z(T'), output an estimated Gaussian mixture distribution N (i, S7) for the

observations of the continuous variates, and output an estimated softmax distributions d for the
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observations of discrete variates. Finally, the model are trained using MLE in the unified probabilis-
tic space, and low joint probabilities of all observations at a timestamp indicate a likely anomaly.

4.2 THE EMBEDDING LAYERS

The embedding layers take as inputs time series (C,D). We first apply standard normaliza-
tion (Ulyanov et al.l 2016) on the observations of each continuous variate to learn stable fea-
tures (Kim et al.;[2021)), i.e., each C7 € RT being standard normalized. Then, the embedding layers
map the normalized observations c¢; € R™¢ and the observations d; € R¥? to d-dimensional vec-
tors h; € R? and z; € RY, to extract the dense features at each discrete timestamp ¢; for continuous
and discrete variates, respectively.

The embedding layer for continuous variates is a fully connected feed-forward layer (FC):
h; = FC(c;), for i € {1,2,---, T}, H(0) = (hy, ho,--- ,hy), (1)
where H(0) € R?*7 denotes the hidden feature for the initial condition of the continuous co-ODE.

The embedding layer for discrete variates is one-hot based lookup embedding layer (implemented
by Pytorch EmbeddingBag), where discrete variates are presented using natural number encoding:

d’ + one-hot(d’), for 1 < j < Np,

2
z; = lookup-embedding(d;), for i € {1,2,---,T}, Z(0) = (21,22, ,Z7), @

where Z(0) € R?*T denotes the hidden state feature for the initial condition of the discrete co-ODE.

4.3 THE CONTINUOUS CO-ODE

The continuous co-ODE aims to learn fine-grained and continuous temporal dynamics. Given the
shortcomings of RNNs, including high time-complexity and gradient explosion (Jin et al., 2023), we
choose temporal convolution networks as the function f(-; ®) to estimate the continuous dynamic
differentiation of H(¢) along the continuous time ¢:

H(t) = H(0) + /O t dgis) ds, dljt(t) = tanh (TCN (H(t); 7, k)), 3)

where TCN(+; 7, k) is a Conv1d temporal convolution layer that is performed along the last dimen-
sion of H(t), i.e., the discrete timestamp dimension. The channel of the TCN layer is set to be d,
equal to the dimensionality of feature vector, and tanh(-) is the hyperbolic tangent activation func-
tion. Finally, r and k are the dilation factor and the convolution kernel, respectively. To maintain
the same dimensions for the continuous hidden features H(t), we use the padding-based Convld
temporal convolution layer. We omit r and k in the following.

In order to learn the influence among different variates, we propose a gated TCN architecture as the
attention mechanism to model the conditional information:

dH(t

df ) ‘Z(O) _ tanh (TCN1 (H(t))) © a(TCNgatel (H(t))) © a(TCNgatez (Z(O))), @)
where © denotes the element-wise Hadamard product, TCNgate, and TCNgaye, are the gate con-
volutions used for the continuous variates and discrete variates, respectively, and o () is the sigmoid
activation function that is used control the amount of information flows among different variates.
Then, we can obtain the feature H(T') = ODESolver (H(0), dl_;t(t) ‘ ©’ T;0.) (Jia & Benson,

Z(0

2019) that learns conditional continuous dynamics, where T is the time length of the last timestamp
and ®, denotes the parameters in the continuous co-ODE branch.

4.4 THE DISCRETE CO-ODE

We propose a compound Poisson process to learn the discrete dynamics. First, a Poisson process is
a time point generative model that outputs a sequence of discrete eventual time points H = {7, }.
The ¢, denotes that there is a discrete eventual time point at time ¢; and no eventual time points after
time ¢;_; and before time ¢;. Thus, 7, can indicate whether there is a jump at time ¢;. A Poisson
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process can be defined formally by a counting function N(¢) along continuous time, as exemplified
in Appendix Figure[3| IN(¢) records the number of eventual time points before time ¢, and is defined
as follows:

0 t<0

1 otherwise, ®)

= Z He(t —t;), where He(t) = {
T, €EH

where He(+) is the Heaviside step function. The probability of the next eventual time point after time
t usually depends on the contexts before time ¢, known as the rate or intensity of the Poisson process.
Such temporal dependencies can be described by a conditional intensity function A(¢). The larger
A(t) is, the sooner the next eventual time point will occur, as exemplified in Appendix Figure
where a larger A results in more possible and sooner eventual time point. Formally, let #(¢) denote
the previous contexts of eventual time points up to, but not including, time ¢. Then A(t) defines the
probability of observing the next eventual time point conditioned on the history, and the probability
distribution is formally defined by:

IP {eventual time point in [t,t + dt) | H(t)} = X (¢t) - dt (6)
With this Poisson process, we propose the following compound discrete co-ODE:
A(t) = FC, (Z(t)), Z(t) = Z(0) + /t dif) dAN(s),
dZ(t) _y ) @
= ’H(O) — tanh (TCN2 (Z(t))) © o(TCNgatea (Z(t))) © U(TCNgate4 (H(O))),

where FCy denotes a fully connected feed-forward layer that learns A(¢) from the contexts Z(t)
to control the conditional intensity of the next eventual time point for the jump in discrete vari-
ates, TCNgate, and TCNgate, are gate convolutions used for the continuous and discrete variates,
to model the conditional information in the discrete co-ODE branch. Next, N(s) is the counting

function of the Poisson process with the conditional intensity A(t). Finally, ¢ d%l( 5) dN(s) is the

compound Poisson process where the discrete hidden state features Z(¢) can jump.

dz(t)

Then, we can obtain the final feature Z(7)) = ODESolver (Z(0), i ’H( .
0

son, [2019) that learns conditional discrete dynamics.

T @d) (Jia & Ben-

4.5 MULTI-VARIATE PROBABILISTIC MODELING

We use decoders to output the joint probabilities of all observations at time 7. As Gaussian dis-
tributions are the most common continuous probability distributions, our decoder uses fully con-
nected feed-forward layers that outputs an estimated multi-variate Gaussian mixture distribution

N (i, f]T) for the observations of the continuous variates at time 7:

jir, o7 = Decoder, (H(T)), 8)
where fir = (ih, i3, , @) € RNe denotes the estimated mean values, 7 =
(6,62, -+, N 7°) € RNe denotes the estimated standard deviation values that model the stability

of different variates, which are used as the diagonal elements of the variance matrix ET € RNexNc
for the N continuous variates, respectively. Thus, the MLE in the probabilistic space for the con-
tinuous variates is as follows:

A~/

Larne = zn[%ex% ~er ) TE  (er - i), ©
\/ 27 T| 2

where E’T = S + €I, Tis the unit identity matrix and e is a small number that makes the diagonal
matrix X7 + €l a positive-definite matrix to avoid dividing by zero.

To obtain more accurate joint and marginal distributions, we calculate the empirical covariance
between the continuous variates and estimate an empirical covariance matrix X7 to capture their
correlations, as different variates are usually dependent of each other:

Sr (i1, 42) = Sr(j2, 1) = —Z P (e —e?), for1 < ji,j2 < Ne,  (10)
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where ¢! and ¢/? are the mean values of the j;-th and jp-th continuous variates, respectively.
Opverall, the loss function for the continuous variates is as follows:

Lo= Lo — ln[

\/ﬁezp( %(CT *ﬂT)TZ/T_l(CT 7[‘7“))}’ (11)

where ¥/, = 37 + €el. To avoid dividing by zero, a small value € is used to ensure that matrix
Y1 + el is positive-definite. The proof is provided in Appendix [B]

As the softmax distribution is the most common discrete probability distribution, our decoder uses

fully connected feed-forward layers and outputs the estimated softmax distributions d for the ob-
servations of discrete variates:

Al a2 ~. N s ~l g

logity,logity, - - - Jogz’tTD = Decodery (Z(T))7 dj, = softmax(logitzf), forj € {1,--- ,Np},
. (12)

where d7. denotes the estimated probability distribution for the j-th discrete variate like one-hot

encoding. The Cross Entropy (CE) loss function for the discrete variates is:

L4 = CE(dr,dr). (13)

Our final loss function is £ = L. + L4, where £ optimizes the model on the embedding layers, L.
optimizes the model on the continuous co-ODE and Decoder,, and L4 optimizes the model on the
discrete co-ODE and Decoder,. During inference, joint probabilities of all data observations denote
anomaly scores, i.e., a low joint probability at a timestamp ¢; indicates a likely anomaly. As our
object function is the Log probability, we compute the object function with data observations and
the predicted distributions as the anomaly scores.

5 EXPERIMENTS
5.1 EXPERIMENTAL SETTINGS

Datasets. Following existing time series anomaly detection studies (Jhin et al., 2023} |(Campos et al.,
2022)), we use nine real-world datasets from various domains: SMD (Su et al.,[2019), PSM (Abdulaal
et al.,[2021), MSL (Hundman et al., 2018), SMAP (Hundman et al., 2018)), SWaT (Xu et al.| 2022),
GECCO (Lai et al., 2021), SWAN (Lai et al.|[2021)), CICIDS (Wu & Keoghl|[2022) and Credit (Zhao
et al.| [2022). More details can be seen in Appendix We can see that most of these real-world
datasets contain both continuous and discrete variates.

Baselines. We compare TAD-UP with 21 baselines belonging to different categories. Clustering-
based methods: PCA (Liu et al., 2024) and OCSVM (Ruff et al.| 2018)). Density estimation-based
methods: HBOS (Goldstein & Dengell [2012) DAGMM (Zong et al., [2018)), IForest (Hariri et al.
2019), LODA (Pevny, 2016), and LOF (Breunig et al., |2000). Contrastive-based methods: DCde-
tector (Yang et al.||2023)), AnomalyTransformer (A.T.) (Xu et al.|[2022), and PAD (Jhin et al.|[2023).
Forecasting and reconstruction-based methods: AE (Fang et al.,[2024), LSTM (Schmidl et al.,|2024),
OmniAnomaly (Omni) (Su et al.,2019), BeatGAN (Du et al.|[2023)), CAE-Ensemble (Campos et al.,
2022), D3R (Wang et al.| 2023), GPT4TS (Zhou et al., 2023, ModernTCN (donghao & wang xue,
2024), MEMTO (Song et al., 2024), and SensitiveHUE (Feng et al., 2024). Foundation model:
DADA (Shentu et al., [2025). We note that DADA is a large time series anomaly detection model
pre-trained with additional data apart from the datasets listed in section[5.1]

Metrics. Recent studies (Wang et all) [2023; [Sun et al.| [2024; Zhao et al., 2022} |Shentu et al.,
2025)) demonstrate that point adjustments (PA) can lead to faulty performance evaluations. Thus,
we use the Affiliation-based Precision (Aff-P), Recall (Aff-R), and F1-score (Aff-F1) (Huet et al.|
2022). We also use the ROC-AUC (Paparrizos et al.,|2022) metric following DADA, which enables
evaluation without choosing a threshold. More details are shown in the Appendix [D.2]

5.2 MAIN RESULTS AND ANALYSIS

Tables [I] and [2] show the overall anomaly detection performance. We repeat with three different
randomly selected seeds for the model initialization and report the average result. The best F1-score
and AUC-ROC are highlighted in bold, and the second-best values are underlined. As DADA is a
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Table 1: Experiments on five real-world datasets, findings in percentages.

Dataset SMD MSL SMAP SWaT PSM
Metric Aff-P Aff-R  Aff-F1 | Aff-P  Aff-R  Aff-F1 | Aff-P  Aff-R  Aff-F1 | Aff-P Aff-R Aff-F1 | Aff-P Aff-R  Aff-F1
OCSVM 6698 82.03 73.75 [ 5026 99.86 66.87 | 41.05 69.37 51.58 | 56.80 98.72 72.11 | 57.51 58.11 57.81
PCA 6492 86.06 7401 | 52.69 9833 6861 | 50.62 9848 66.87 | 6232 8296 71.18 | 7744 63.68 69.89
HBOS 60.34  64.11  62.17 | 5925 8332 69.25 | 41.54 66.17 51.04 | 5449 9135 6826 | 7845 29.82 4321
LOF 57.69  99.10 7292 | 49.89 72.18 59.00 | 47.92 8286 60.72 | 5320 96.73 68.65 | 53.90 9991  70.02
IForest 7194 9427 81.61 | 53.87 9458 68.65 | 41.12 6891  51.51 | 53.03 99.95 69.30 | 69.66 8879  78.07
LODA 66.09 8437 74.12 | 57779 9565 7205 | 51.51 100.00 68.00 | 5630 70.34 6254 | 62.22 8738  72.69
DAGMM 63.57 70.83 67.00 | 5407 92.11 68.14 | 50.75 9638 6649 | 5942 9236 7232 | 6822 7050 69.34
AT 5408 97.07 6642 | 51.04 9536 6649 | 5691 96.69  71.65 | 53.63 9827 69.39 | 5426 82.18 65.37
DCdetector 5093 9557 6645 | 5594 9553 7056 | 53.12 9837 6899 | 5325 98.12 69.03 | 5472 8636 66.99
PAD 59.54 67.66 63.71 | 5633 8221 68.15 | 41.67 6452 5394 | 5473 9235 68.06 | 6845 5772 59.21
AE 69.22 9848 81.30 | 5575 96.66 70.72 | 3942 70.31 50.52 | 5492 9820 7045 | 60.67 98.24 75.01
LSTM 60.12 8477 7035 | 58.82 14.68 2349 | 5525 27.70 3690 | 49.99 82.11 62.15 | 57.06 9592 71.55
BeatGAN 74.11 81.64 77.69 | 5574 9894 7130 | 54.04 9830 69.74 | 61.89 8346 71.08 | 58.81 99.08 73.81
Omni 79.09 7577 7740 | 5123 9940 67.61 | 52.74 9851 6870 | 6276 82.82 7141 | 69.20 80.79 74.55
CAE-Ensemble | 73.05 83.61 77.97 | 5499 9393 69.37 | 6232 6472 63.50 | 62.10 8290 71.01 | 73.17 73.66 73.42
D3R 64.87 9793 78.02 | 66.85 90.83 77.02 | 61.76 9255 7409 | 60.14 97.57 7439 | 7332 8871  80.29
GPTATS 7333 9597 83.13 | 64.86 9543 77.23 | 63.52 9056 74.67 | 56.84 9146 70.11 | 73.61 91.13 81.44
ModernTCN | 74.07 9479  83.16 | 6594 93.00 77.17 | 69.50 6545 6741 | 59.14 8922 71.13 | 7347 86.83 79.59
MEMTO 49.69 98.05 6596 | 52.73 97.34 6840 | 50.12 99.10  66.57 | 56.47 98.02 71.66 | 52.69 83.94 64.74
SensitiveHUE | 60.34  90.13 7229 | 5592 9895 7146 | 53.63 9837 69.42 | 5891 91.71 71.74 | 56.15 98.75 71.59
DADA 76.50 9454  84.57 | 68.70 91.51 7848 | 6585 8825 7542 | 6159 9459 7460 | 7431 9211 82.26
TAD-UP 7726 9453 85.03 | 6881 9237 78.87 | 6649 89.13 7616 | 6251 94.87 7536 | 7432 93.18 82.68

Table 2: Experiments on four real-world datasets with more metrics, findings in percentages.

Dataset CICIDS Creditcard GECCO SWAN
Metric Aff-F1  AUC-ROC | Aff-F1 AUC-ROC | Aff-F1 AUC-ROC | Aff-F1 AUC-ROC
AT 34.71 49.00 65.14 52.55 64.27 51.60 33.67 4474
DCdetector | 40.02 53.95 58.28 42.36 66.18 45.38 14.42 43.48
ModernTCN | 51.74 65.33 73.80 95.55 90.18 95.20 46.45 52.63
GPT4TS 54.00 6791 72.88 95.58 88.11 90.21 47.27 51.93
DADA 7349 69.33 75.12 95.73 90.20 93.44 7193 53.29
TAD-UP 75.83 72.11 74.99 95.80 90.32 95.28 71.98 57.42

large model pre-trained with additional multi-domain time series data, we also double-underline the
second-best ones other than DADA.

Key observations are as follows. First, TAD-UP can achieve state-of-the-art results on almost all
datasets. Real-world time series data usually contain different continuous and discrete variates that
have different measurement units. This shows that TAD-UP is able to discriminate and learn both
continuous and discrete dynamics, which improves the accuracy of anomaly detection on real-world
time series data. Second, TAD-UP achieves better accuracy compared to other deep learning-based
methods. These methods simply add up all errors from different variates, regardless of their mea-
surement units. Third, TAD-UP outperforms DADA, except for on the Creditcard dataset. This may
be because DADA is trained on more financial datasets. In addition, the Creditcard dataset con-
tains only continuous variates, and learning continuous dynamics may yield smaller improvements
on financial data. PSM and GECCO datasets also contain only continuous variates. However, as
the continuity property are more important in domains of application server and water quality, our
method outperforms DADA on PSM and GECCO datasets. Fourth, TAD-UP outperforms PAD on
all datasets. PAD can learn only continuous dynamics with NCDEs, which cannot model correla-
tions among different variates neither.

5.3 ABLATION STUDY

We conduct an ablation study to assess the components in TAD-UP on four datasets that contains
both continuous and discrete variates, i.e., SMD, MSL, SWaT, and CICIDS. Specifically, we com-
pare TAD-UP with the following variants:

* w/o continuous co-ODE: This variant learns features directly from the continuous variates
without the co-ODE. It encodes the continuous observations directly with gate TCN to
learns hidden features in a discrete timestamp manner like existing TCN-based models,
without the ODESolver to learn continuous dynamics. The discrete co-ODE branch and
the probabilistic modeling remains.
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* w/o discrete co-ODE: This variant learns features directly from the discrete variates without
c0-ODE. The continuous co-ODE branch and the probabilistic modeling remains.

* w/o co-ODE: This variant learns features from all variates directly using gate TCNs and
does not discriminate between continuous and discrete variates.

* w/o probabilistic modeling: This variant uses traditional decoders directly (fully connected
feed-forward layers as the decoder to reconstruct time series observations) and leverages
the MSE reconstruction errors for training and inference, instead of using our decoders and
probabilistic modeling.

* w/o covariance: This variant uses the diagonal variance matrix for probabilistic modeling
in Eq.[9] without covariance matrix in Eq.[[1] Thus, joint probabilities will treat different
variates equally and cannot specifically learn the marginal probability.

* w/o co-ODE and probabilistic modeling: This variant learns features from all variates di-
rectly using gate TCNs and does not discriminate between continuous and discrete variates,
and it uses the MSE reconstruction errors, instead of using our decoders and probabilistic
modeling.

Table [3] shows the results for the different variants: (1) Continuous and discrete variates exhibit
different forms of dynamics. Learning and constraining different dynamics accordingly will im-
prove the models and yield more accurate results. (2) Our joint probabilistic modeling helps obtain
anomaly scores that consider the importance of different variates with Maximum Likelihood Esti-
mation in the unified probabilistic space, and thus our method is able to obtain more accurate results.
(3) The estimated empirical covariances between the continuous variates can help obtain more ac-
curate joint and marginal probability distributions. This also indicates that it is very important to
consider the interactions and correlations among multiple variates in time series, as different vari-
ates are often dependent. (4) Removing all our major components reduces performance markedly,
which fails to discriminate and learn interactive dynamics with different continuous and discrete
forms, and cannot model the importance of different variates to obtain the final anomaly scores.

Table 3: Ablation study, findings in percentages

Dataset | SMD | MSL | SWaT | CICIDS
Metric | Aff-P Aff-R  Aff-F1 | Aff-P Aff-R  Aff-F1 | Aff-P Aff-R  Aff-F1 | Aff-P Aff-R  Aff-FI
w/o continuous co-ODE 7496 9320 83.09 [ 6798 9134 77.95 [ 61.94 9467 7488 [ 6455 9026 7527
wlo discrete co-ODE 75.63 9247 8321 | 67.10 9149 7741 | 6144 9375 7423 | 61.86 90.13 7337
wlo co-ODE 7493 9241 8275 | 67.11 9097 7725 | 6147 9309 7404 | 61.87 89.93 733l
wlo probabilistic modeling 7485 9293 8292 | 60.01 9466 7345 | 6237 9491 7527 | 6437 9052 7524
w/o covariance 7572 9436 84.02 | 68.62 9239 78.76 | 6240 9472 7523 | 64.61 9089 7552
w/0 co-ODE and probabilistic modeling | 74.72 9238  82.61 | 58.90 9321 72.19 | 60.03 89.76 71.94 | 60.98 88.87 72.32
TAD-UP 7726 9453 8503 | 68.81 9237 7887 | 6251 9487 7536 | 6490 9120 75.83

5.4 MORE EXPERIMENTS

More analytical experiments are presented in Appendix [E] including efficiency comparison, param-
eter sensitivity studies, and irregular time series anomaly detection.

6 CONCLUSION

We present TAD-UP, to learn continuous and discrete dynamics for Time series Anomaly Detection
via Unified Probabilistic modeling. First, we propose two co-dependent branches of neural ordi-
nary differential equations with the compound Poisson process to learn both continuous and discrete
dynamics for different time series variates together. We also propose gate TCNs and empirical co-
variance matrix in Maximum Likelihood Estimation to model correlations among variates. Second,
we propose unified joint probability modeling with multivariate Gaussian distribution and softmax
distribution, and optimize our model with the MLE instead of using per-variate reconstruction or
contrastive losses. We detect anomalies using joint probabilities that take the importance of dif-
ferent variates into account via marginal distributions. Extensive experiments on nine real-world
datasets offer evidence that TAD-UP is capable of state-of-the-art performance. In future research,
it is of interest to explore how to improve TAD-UP and NODEs by means of pre-training on the
large-scale multi-domain time series data.
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REPRODUCIBILITY STATEMENT

In this work, we have made every effort to ensure reproducibility. In Section4] from input to output,
we provide a detailed description of our method, including model structure, model training, and
anomaly scores. In Appendix we describe all the datasets in detail. In Appendix [D.2} we
summarize all the default hyper-parameters, including batch size, window size, learning rate, etc.
Our codes will be available upon acceptance.

LIMITATIONS

In this work, we have provided theoretical analysis and experimental results of how continuous and
discrete dynamics will mutually reinforce each other in multivariate time series anomaly detection.
In future research, it is of interest to explore efficient hyperparameter tuning and pre-training on
the large-scale multi-domain time series data. In addition, there may be variates that show both
continuous and discrete properties, such as the number of service connections. These variates change
in N as discrete dynamics, and they are also amenable to mathematical calculation as continuous
dynamics where slope represents the rate of increase. Even existing open datasets do not include
such variates, it is of interesting to model them.
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Table 4: Notation

Symbol | Explanation
C € R¥e*T T Time series observations of N¢ continuous variates
D e NVoxT Time series observations of N discrete variates
T Total number of timestamps
c;, € RNe Observations of continuous variates at timestamp ¢;
d; e NVp Observations of discrete variates at timestamp ¢;
H(t) Hidden state feature for continuous variates at any
continuous time ¢
Z(t) Hidden state feature for discrete variates at any con-
tinuous time ¢
H={m,} Discrete eventual time points that indicate whether
there is a jump at time ¢;
N(t) Counting function for a Poisson process
At) Conditional intensity function for a Poisson process
fot d%l(ss) dN(s) | Compound Poisson process, where the discrete hid-
den state features Z(t) can jump
N(p,X) Multi-variate Gaussian distribution with mean vec-
tor 4 and covariance matrix X

A NEURAL DIFFERENTIAL EQUATIONS

Chen et al.| (2018) were the first to propose a new paradigm of learning continuous dynamics for
continuous variates with ordinary differential equation-based neural networks, which since has been
widely studied in time series forecasting (Jin et al., |2023; [Jia & Benson, [2019). Unlike traditional
time series neural network models that only learn hidden states among discrete timestamps, e.g.,
recurrent neural networks (RNNs) and TCNs, differential equations can learn the dynamics of the
hidden state features H(¢) by integrating along the continuous time ¢ using the differential coefficient
dgt(t). Neural ordinary differential equations (NODEs) use the integral directly to learn the hidden
state feature H(¢) at any time ¢ as follows:

YdH(s) ,  dH(t)

H(t):H(0)+/O Is ds, o

where H(0) is the hidden state feature that denotes the initial condition, and an embedding layer
is used to map the input time series into the hidden state feature H(0). Next, f(-; @) denotes a
neural network with learnable parameters © that estimates the differential coefficient for continuous

hidden state feature H(t), i.e., the derivative dIzdI]ft). Then, with the ODESolver(-) algorithm (Jia

& Benson) [2019) we can obtain the continuous features H(¢) at any time ¢ that can be used in
downstream tasks:

= f(H(t); ©), (14)

H(t) = ODESolver (H(0), f,t; ©). (15)

To improve the performance and robustness of the original NODESs, neural controlled differential
equations (NCDEs) have been proposed recently. They utilize the Riemann-Stieltjes integral (Kidger,
et al.;2020; Jhin et al., 2023) to control the continuous dynamics of hidden state feature H(¢) at any
time ¢ with time series observations C as follows:
t t
dH(s dC(s
H(t) = H(0) —|—/ 7( )dC(s) =H(0) —|—/ f(H(s), @) (5)

o ds 0 ds
where C(t) is a continuous time series path across time, as obtained by interpolation from the
original time series observations C with natural cubic spline interpolation (Kidger et al.,[2020; |Jhin

et al.,[2023). Finally, d(flis) is the differential coefficient of the time series path.

ds, (16)

Traditional NODEs only use the embedding layers to map the input time series observations C into
the initial hidden state feature H(0), and the following continuous dynamics H(t) is learned by

H(t)

integral on d ai with neural network f(-) and parameters ® implicitly. The difference between

13
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NODEs and NCDE:s is the continuous time series path C'(t), whose differential coefficient controls
the continuous dynamics explicitly. However, NCDEs have an inefficient recurrent architecture, and
the natural cubic spline interpolation incurs additional space and time complexity.

Neither existing NODEs nor NCDEs can learn the discrete dynamics of discrete variates, where
observations can jump between consecutive timestamps. For example, a computing system can run
in two different modes 0 and 1. When switching the running modes, the discrete variate jumps
immediately between 0 and 1. But existing methods will still output meaningless values for running
mode such as 0.1 that do not make sense. Further, they cannot model the correlations between
observations from continuous versus discrete variates.

Poisson Process with X(w;; t)

— XwyutA=1
X(wy; 0,A=2
— XwztA=5
— Xwgt)A=8
400 — X(ws; ),A =10

Cumulative Sum

Figure 3: The counting functions of Poisson processes with different intensities \.

B THEOREMS AND PROOFS

Theorem 1: The covariance matrix is positive semi-definite.

Proof: Let X € R"*? be a data matrix, where each of the n rows is an observation and each
column is a random variate. Without loss of generality, assume that the data is centered, i.e., the
mean of each column is zero. The sample covariance matrix is defined as:

1

»=-X"X (17)
n

We want to show that ¥ is positive semi-definite, i.e., for any vector z € R4
z'%z2>0 (18)

Proof:
1 1
z'Yz=12" (XTX> z=-2z' XXz
. " . " (19)
= —(Xz)" (Xz) = —||Xz[* > 0
—(X2)" (Xz) =~ Xa* 2
Since the squared L-2 norm || Xz||? is always non-negative, it follows that:
z'¥z2>0 VzeR? (20)
Therefore, the covariance matrix 3 is positive semi-definite. [

Theorem 2: The sum of a positive semi-definite matrix and a positive definite matrix is positive
definite.

Proof: Let A € R™*" be a positive semi-definite matrix, and let B € R™*" be a positive definite
matrix. We claim that the matrix A + B is positive definite. By definition:

¢ For all non-zero vectors x € R™, we have
x' Ax >0

14
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¢ For all non-zero vectors x € R", we have

x Bx >0

Now consider the matrix C = A + B. For any non-zero vector x € R", we have:
x' Ox = XT<A+B)X= x' Ax 4+ x " Bx 21

Since x " Ax > 0 and x ' Bx > 0, we get:

x'Cx>0 (22)
Therefore, C' = A + B is positive definite. (]

C THEORETICAL ANALYSIS

In this section, we provide theoretical local sensitivity analysis of how continuous and discrete
dynamics mutually reinforce each other in multivariate time series anomaly detection.

C.1 LOCAL SENSITIVITY OF OUR CO-DEPENDENT CONDITIONAL ODES

Setup:
The continuous hidden state H (t) € R™ is solved from the ODE
dH (t
% ‘ 20) = f(H(),2(0);0,), H(0) initialized by continuous variates.

Our f is based on the TCN layer which is a C'* differentiable function, and for each different Z(0)
initialized by discrete variates the ODE problem is well posed (unique solution). Denote partial
derivatives (Jacobians) by

— 9
© 0H
where A(t), B(t) are continuous on [0, 7] and bounded.

(H(t), Z(0)) € R™*", B(t) = ﬁ(H(t),Z(O)) € R™*™,

A(t) 57

The discrete hidden state Z(t) € R™ is solved from the intensity A(t) = FCy (Z(t)) and the
compound Poisson process ODE with

dZ (t)

m ‘H(O) = g(Z(t),H(0);©,), Z(0) initialized by discrete variates.

Each jump will update the hidden state Z(t) with g(Z(t), H(0)). For the sensitivity analysis below
we primarily consider the mean dynamics.

Local sensitivity of H(T):

Consider small perturbations § H(0) € R™ and §Z(0) € R™ in the initial condition. Let §H (t) de-
note the first-order variation (Gateaux derivative) of the solution with respect to these perturbations.
Linearizing our continuous ODE gives the variational equation

d

£5H(t) = A(t)0H(t) + B(t)6Z(0).
This is a non-homogeneous linear ODE. Let ®(¢, s) € R™*"™ be the state transition matrix solving

0
a@(t, s) = A(t) ®(¢, s), b(s,s)=1.

Then the solution of the variational equation is

SH(T) = ®(T,0)5H(0) + /Tq)(T,s)B(s)ds 52(0). (S1)
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The first term ®(7',0)0H (0) is the usual sensitivity of continuous dynamics to initial continuous
perturbations, as in existing NODEs (Chen et al., 2018; Westny et al., 2024). The second term
is an explicit linear mapping from the initial discrete perturbation 6Z(0) to the final continuous
variation § H (T'). As the matrix integral fOT ®(T, s)B(s) ds is non-zero (which holds as B(s) £ 0),
the change in the initial discrete condition Z(0) will change the continuous hidden state H (7T')
accordingly.

Local sensitivity of Z(T'):
The analysis for discrete branch is under the mean dynamics. The counting process N (¢) has inten-
sity A(£) = FC, (Z(t)), and thus we have that next possible jump will cause an expected update

E[AZ] = g(Z(t), H(0)) A(t) At. Then, in mean-field form, the expected discrete hidden state
m(t) := E[Z(t)] satisfies approximately

%m(t) = A(t) g(Z(t), H(0)),

where g(Z(t), H(0)) is a bounded function depending on H (0).

Linearizing the mean equation gives the first-order variation dm(t):

iém(t) ~ A1) <gg)(Z(t),H(O))6Z(t) + A2) (gg)(Z(t),H(O))cSH(O).

dt
Let W(t, s) be its state transition matrix as defined above. As A(¢) is bounded, we have

T
SE[Z(t)] ~ U(T,0)6Z(0) + /0 U(T, s) <§}QI>(Z(5),H(O) ds SH(0).  (S2)

The first term ¥(7,0)5Z(0) is the discrete sensitivity to initial discrete perturbations. The second
term is an explicit linear mapping from the initial continuous perturbation 6 Z(0) to the final discrete
variation § H (T'). Thus, the change in the initial continuous condition H(0) will change the discrete
hidden state Z(T') accordingly.

C.2 REINFORCE IN TIME SERIES ANOMALY DETECTION:

dH(t)
dt

The improvement of our conditional continuous dynamics

dZ(t) ’

: and conditional discrete dy-
0

namics

o is from the mutual information: a higher mutual information concentrates the
0

joint density of normal samples and therefore makes anomalous samples more separable.
The mutual information of C' and D, where C' denotes continuous variates and D denotes discrete
variates, is given by:

I(C; D) = Dxw(p(c, d) || p(c)p(d)) = E(C) — E(C'| D) = E(D) - E(D | C),  (23)

where E(-) denotes entropy. As usually holds that continuous and discrete variates are correlated,
we have I(C; D) >0, E(C) > E(C | D),and E(D) > E(D | C).

For continuous variates C' with density p(c), the traditional time series anomaly detection methods
assume that normal samples lie within a small set 7¢ that has large probability density whose volume
satisfies

Vol(T¢) = exp (E(C)). (24)

When our method models the conditional dynamics, the conditional distributions p(c | d) and p(d |
¢) will be sharper than p(c) and p(d), as E(C) > E(C | D), and E(D) > E(D | C). Thus,
conditioning on D yields a smaller set 7¢|p that has larger probability density:

Vol(Te|p) ~ exp (H(C | D)), (25)
and the ratio of volumes satisfies
VOI(TC\D) - . .
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The decision boundary between normal and abnormal data has been improved. Thus, the mutual
reinforcement between the continuous and discrete dynamics enhances anomaly detection.

D EXPERIMENTAL DETAILS

D.1 DATASETS

Table 5: Benchmark dataset statistics.

#Training #Validation ~ #Test

Dataset Domain Ne  Np (Unlabeled) (Unlabeled)  (Labeled) Anomaly Rate (%)
SMD server machine 33 5 566,724 141,681 708,420 4.16

MSL NASA space sensor 1 54 46,653 11,663 73,729 10.72

SMAP NASA space sensor 1 24 108,146 27,036 427,617 13.13

SWaT water treatment 25 26 396,000 99,000 449,919 12.14

SWAN space solar weather 33 5 48,000 12,000 60,000 32.6

CICIDS web server 58 14 68,092 17,023 85,116 1.28

PSM application server 25 0 105,885 26,398 87,841 27.8

GECCO water quality 9 0 55,408 13,852 69,261 1.1

Creditcard finance 29 0 159,491 39,873 85,443 0.172

The datasets are representative open data for multi-variate time series anomaly detection evaluation.

e SMD (Su et al., 2019) (Server Machine Dataset) is collected from a computing cluster,
where different server machines record resource utilization yielding 38 dimensions.

¢ PSM (Abdulaal et al.,[2021) (Pooled Server Metrics) is a 25-dimensional dataset collected
by eBay that shows the performance of multiple application servers.

* MSL (Hundman et al.|[2018) (Mars Science Laboratory Rover) is from the spacecraft mon-
itoring systems and is collected by NASA. It includes the health check-up data from Mars
rOVer Sensors.

¢ SMAP (Hundman et al.l 2018) (Soil Moisture Active Passive) is a 25-dimension dataset
collected by NASA, which contains soil samples and telemetry data.

e SWaT (Xu et al., [2022) (Secure Water Treatment) is a 51-dimensional dataset collected
from sensors of the critical infrastructure systems under continuous operations for secure
water treatment.

e NeurIPS-TS (Lai et al., 2021} includes CICIDS, Creditcard, GECCO, and SWAN from dif-
ferent domains. CICIDS is a 62-dimensional dataset collected from multiple web servers.
GECCO is a 9-dimensional dataset collected from cyber-physical systems monitoring the
drinking water quality. SWAN is a 38-dimensional dataset extracted from solar photo-
spheric vector magnetograms for space weather. Creditcard is a 29-dimensional dataset
from the finance domain.

Statistical information is given in Table [5] where N and Np are the number of continuous and
discrete variates observed at each timestamp, respectively. We can see that most of these real-world
datasets contain both continuous and discrete variates. For datasets containing only continuous vari-
ables we simply remove the corresponding discrete co-ODE branch, TCNgj¢e,, and cross entropy
branch. We follow the same training-validation-test splits as in the previous studies (Shentu et al.,
20255 [ Xu et al.| 2022; |Zhao et al., [2022)), shown in the table.

D.2 IMPLEMENT DETAILS

Our code will be made publicly available upon acceptance. First, we report the experimental results
from the original papers of each baseline if we have the same experimental settings. For the rest
experimental results, We employ the official open-source implementations of baseline methods and
have carefully tuned their hyperparameters based on the recommendations from their papers. The
experiments are conducted on an Ubuntu 18.04.5 LTS system server and Pytorch 1.2.0, with Intel(R)
Xeon(R) Gold 5215 CPU @ 2.50GHz, NVIDIA Tesla-A800-80GB GPU and NVIDIA Quadro RTX
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8000 GPU. Our method uses the Adam optimizer with the default parameters and the learning rate
set to 0.0001 by default. The sliding window size is tuned among {16, 32, 64}. The batch size is
tuned among {32, 64}. The dimensionality of the hidden features, i.e., d, is tuned among {16, 32,
64}. We use three different kernel sizes for TCNG, i.e., k = {2, 3, 5}. The dilation factor r is set to
1 by default. Following the existing settings in state-of-the-art methods (Wang et al}, [2023}; [Shentul
et all 2025}, [Zhao et all,[2022)), we use the same strategy, called SPOT, to choose the threshold of

anomaly scores for all methods when computing binary anomaly labels and metric values for the
metrics Aff-Precision, Aff-Recall, and Aff-F1. The ROC-AUC metric does not require a threshold

as it considers the average accuracy under all possible thresholds.

E MORE EXPERIMENTS

E.1 VISUALIZATIONS

We provide further visualizations to explain how continuous and discrete dynamics mutually en-
hance multivariate time series anomaly detection, with the real-world SWaT dataset.

From Figure [fa), we can observe that continuous and discrete variates are correlated. From Fig-
ure Ekb), we can observe that the discrete variates are anomalies conditional on other variates. From
Figures[c) and (d), we can observe that the decision boundary between normal and abnormal data
has been improved with our method, which is consistent with our theoretical analysis in Appendix
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Figure 4: Visualizations with the real-world SWaT dataset.

E.2 EFFICIENCY

We evaluate the efficiency-accuracy tradeoff for our method in terms of inference time and F1-score,
compared to the state-of-the-art baselines. The results are reported in Table[6]

Inference time refers to the time required for anomaly detection on the batch of testing samples.
We see that TCN-based methods, i.e., ModernTCN and DADA, are more efficient than RNN or
Transformer-based methods, i.e., A.T. and GPT4TS. We also see that our method performs the best
with respective to the efficiency-accuracy tradeoff, as TCN backbones are more efficient than RNN
or Transformer backbones, and as NODEs are are more efficient than NCDEs.
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Table 6: Efficiency and accuracy

Dataset SMD SWaT PSM

Method infe'rence. time accuracy inference_ time accuracy infe_rence. time accuracy
(s/iteration) (Aff-F1) (s/iteration) (Aff-F1) (s/iteration) (Aff-F1)

AT 0.093 66.42 0.118 69.39 0.065 65.37

PAD 0.088 63.71 0.092 68.06 0.084 59.21

ModernTCN 0.038 83.16 0.060 71.13 0.036 79.59

GPTATS 0.113 83.13 0.139 70.11 0.093 81.44

DADA 0.081 84.57 0.097 74.60 0.075 82.26

TAD-UP 0.054 85.03 0.058 75.36 0.050 82.68

Table 7: Parameter sensitivity, window size.

Dataset SWaT PSM CICIDS
window size | Aff-P  Aff-R  Aff-F1 AUC-ROC | Aff-P Aff-R Aff-FI AUC-ROC | Aff-P Aff-R Aff-FI AUC-ROC
8 62.03 94.15 7479 82.33 7345 9241 81.84 60.67 64.41 91.00 7543 71.85
16 62.19 9436 7497 82.72 7432 93.18  82.62 61.35 64.90 9120 75.83 72.01
32 62.51 94.87 7536 83.01 73.44 9297  82.06 60.70 6422 91.06 7532 70.03
64 6236 9447 75.13 82.93 72.58 91.76  81.05 60.19 64.15 90.53 7543 70.57

E.3 PARAMETER SENSITIVITY STUDIES

We evaluate the impact of the sliding window sizes in Tables [/|and [8| We can see that TAD-UP is
relatively unaffected by the sliding window sizes. We can also see that time series from different
domains may require different sliding window sizes for optimal window lengths. For example,
window size 32 performs best on SWaT, MSL, and GECCO, and window size 16 performs best
on PSM, CICIDS, and SMAP. This may be because different application domains have different
sampling intervals and different time series have different frequencies.

We evaluate the impact of the kernel sizes in the TCN backbones. The results are reported in
Table[I0|show that combining different kernel sizes and pooling different hidden features improves
the results. This can be also seen in previous TCN-based methods, where the use of multiple kernel
sizes enables the learning of different temporal features with different periodic information from
time series.

E.4 IRREGULAR TIME SERIES

PAD (Jhin et al., 2023)) uses interpolation and NCDEs to support anomaly detection on time series
with irregular timestamps. We also show the experimental results on the irregular time series, by
dropping observations at random timestamps and learning at the remaining timestamps as in the
study of PAD (Jhin et al.| 2023)). Table E] shows that TAD-UP still performs well for irregular time
series as the co-ODEs are able to learn dynamics along continuous time.
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Table 8: Parameter sensitivity, window size.

Dataset MSL SMAP GECCO
window size | AP AR AfI-FI _AUC-ROC | AIT-P Af-R AII-FI AUC-ROC | AIf-PAM-R ANFI AUC-ROC
8 6682 9134 77.17 6654 | 66.03 8847 75.62 50.11 8235 9758 8932 94.07
16 67.99 9236 78.19 66.63 | 6649 89.13 76.16 5022 | 83.16 9834 90.11 94.78
32 68.81 9237 78.87 68.92 | 66.10 89.11 75.89 50.22 | 8331 98.62 90.32 95.28
64 66.95 9231 771.53 67.10 | 6592 89.03 7575 5002 | 83.02 97.66 89.74 95.13
Table 9: Anomaly detection for irregular time series.
Dataset SWaT
Dropping ratio 0% 20% 40%
Metric Aff-P Aff-R Aff-FI AUC-ROC | Aff-P  Aff-R Aff-FI AUC-ROC | Aff-P Aff-R Aff-FI AUC-ROC
PAD 5473 9235 68.06 6386 | 5271 92.13 67.05 63.91 4973 90.64 64.22 56.84
TAD-UP | 6251 94.87 75.36 83.01 | 61.82 93.06 74.28 80.92 | 59.98 91.97 72.60 72.90
Table 10: Parameter sensitivity, kernel sizes in TCNs.
Dataset SWaT PSM CICIDS
kernel size | Aff-P Aff-R Aff-FI AUC-ROC | Aff-P Aff-R Aff-FI AUC-ROC | Aff-P Aff-R Aff-FI AUC-ROC
2 61.80 9408 7457 8264 | 7418 9312 8257 6124 | 6402 91.06 75.18 71.67
{3} 62.53 9401 75.10 82.61 7395 9287 8233 61.23 6450 90.83 7543 71.99
{5} 62.11 9458 7498 8253 | 7385 9295 8231 6129 | 6447 91.02 7547 71.93
{235} | 6251 9487 75.36 83.01 7432 9318  82.62 6135 | 6490 9120 75.83 72.01
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