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Abstract

We posit that public health systems worldwide
should adopt a multi-layered epidemic
early-warning mechanism, coupling large
language model (LLM) agents with locally
enriched knowledge bases. Specifically, we
propose a three-tier framework comprising
(1) distributed multi-agent data ingestion,
(i) centralized  vector-based  analytics
and Reinforcement Learning (RL)-driven
optimization, and (iii) regionally maintained
expert repositories for final validation. By
synchronizing real-time social media data,
clinical records, and domain insights, our
approach aims to accelerate detection, refine risk
assessment, and expedite intervention for novel
infectious threats. In particular, we highlight
benefits for multi-modal data fusion, cross-lingual
coverage, and privacy preservation. We further
address critiques regarding model reliability, data
governance, and resource allocation, outlining
how federated learning protocols and human
oversight mitigate these challenges. Ultimately,
we reaffirm that integrating LLM-centric
workflows with local expertise and iterative
refinement offers a scalable path to strengthening
epidemic surveillance, providing an adaptive,
context-aware shield against emerging outbreaks.

1. Introduction

Emerging infectious diseases pose increasingly severe
challenges to global public health systems, encompassing
threats such as HIN1 influenza, H7N9 avian influenza,
COVID-19, and recurrent dengue fever (Morens et al., 2020;
Ukoaka et al., 2024). Frequent cross-border flows of people
and goods intensify transnational disease transmission,
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thereby complicating outbreak containment (Tamerius et al.,
2013). Meanwhile, social and linguistic disparities create
uneven capacities for early epidemic detection and risk
communication, often delaying critical interventions.

Although traditional epidemiological surveillance -
centered on clinical investigations, laboratory testing, and
case reporting — is precise, it can introduce lags spanning
days or weeks between the emergence of a pathogen and
an official health alert (Wu et al., 2020). During this gap,
the disease may spread beyond containment, particularly
under conditions of global mobility. The rapid growth
of internet technologies and social media platforms has
created vast amounts of real-time, user-generated data that
may illuminate health anomalies (Cinelli et al., 2020; Aiadi
& Khaldi, 2022). Yet, efforts to harness “social media
big data” often face substantial barriers, including noise,
misinformation, and cross-lingual complexities (Aiello
et al., 2020; Srinivasan & Vajjala, 2023).

1.1. Motivation and Rationale

In light of these challenges, we propose a multi-layered
epidemic early-warning approach that combines (1) large
language models (LLMs) capable of cross-lingual and
multi-modal data processing (Devlin et al., 2019; Brown
et al., 2020), (2) multi-agent front-end architectures for
distributed data capture (Stone et al., 2010; Baker et al.,
2020), and (3) locally maintained knowledge bases that
preserve privacy and adapt to regional epidemiological
contexts (Yang et al., 2019; Sheller et al., 2019). By
collating digital signals from social media, news outlets,
and official bulletins in near-real time, front-end agents
can surface early indicators of potential outbreaks while
filtering out irrelevant or misleading content (Kalman, 1960;
Arulampalam et al., 2002). These signals proceed to
a middle layer that performs vector-based indexing and
reinforcement learning (RL) -based refinement (Reimers
& Gurevych, 2019; Wei et al., 2022). Finally, a back-end
layer integrates the refined output with expert validation
and private local data to determine risk severity and
recommended interventions (Gostin et al., 2020; Volgushev
etal., 2019).

This architecture seeks to mitigate several pressing
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concerns. First, by distributing detection tasks across
specialized agents, we reduce computational overhead while
maintaining coverage over multiple modalities (text, images,
video) and languages (Malkov & Yashunin, 2020; Srinivasan
& Vajjala, 2023). Second, by retaining sensitive clinical
information at local nodes, we mitigate privacy breaches and
adhere to local data regulations (Li et al., 2020; Diaz et al.,
2023). Third, continuous learning pipelines — encompassing
domain adaptation, incremental fine-tuning, and active
human oversight — help tackle novel or emerging pathogens
that might evade conventional algorithms (Mai et al., 2023;
Dagdelen et al., 2024).

1.2. Our Position and Contributions

Position statement: Public health systems worldwide
should embrace this multi-layered, LLM-driven strategy for
epidemic early warning. Building upon recent advances in
large language models, multi-agent systems, and federated
analytics, we highlight three critical advantages that this
approach offers:

* Accelerating Detection: By combining social media
surveillance with domain-informed analysis, the
system shortens “time to alert,” capturing subtle
epidemic signals before widespread clinical diagnoses
(Wisnieski et al., 2023; Ukoaka et al., 2024). Early
detection can be decisive when preventing large-scale
outbreaks.

¢ Enhancing Accuracy via Hybrid Intelligence:
Algorithmic methods integrated with local knowledge
repositories and expert review yield more robust
detection and fewer false positives. For instance,
(Sheller et al., 2019) and (Cinelli et al., 2020) show
that human-in-the-loop strategies significantly improve
both precision and recall in complex, noisy data
environments.

e Safeguarding Privacy and Data Sovereignty:
Confining sensitive records to local environments,
aided by federated or privacy-preserving computation,
reduces the risk of data leakage and maintains
compliance with regional regulations (Yang et al.,
2019; Volgushev et al., 2019). This design honors
ethical and legal constraints while still allowing for
aggregate insight on emerging threats.

We believe that aligning advanced Al-based analytics,
multi-modal data capture, and domain-specific knowledge
will propel the global public health community toward a
more proactive, accurate, and ethically grounded system of
epidemic preparedness.

1.3. Brief Overview of Related Efforts

Several prior studies have underlined the promise of
harnessing social media data and automated analytics for
outbreak detection (Wilson & Brownstein, 2009; Cook et al.,
2011), yet the large-scale integration of LLMs, multi-agent
systems, and local knowledge bases remains under-explored.
While basic digital surveillance frameworks have been
demonstrated for influenza or COVID-19 (Eysenbach,
2009; Aiello et al., 2020), researchers acknowledge the
need to refine cross-lingual and multi-modal processing
pipelines (Yin et al., 2021; Srinivasan & Vajjala, 2023).
Additionally, local knowledge bases and FL infrastructures
can augment these pipelines with region-specific insights,
though practical large-scale implementations are still
emerging (Li et al., 2020; Diaz et al., 2023). We provide the
“Extended Related Work™ in Appendix. A, detailing these
precedents and delineating how our multi-layer approach
aims to bridge persistent gaps.

2. Problem Definition, Key Challenges, and
Core Approach

2.1. Multi-Layered Early-Warning Mechanism for
Infectious Diseases

Accurate detection of emerging infectious disease threats
depends on transforming vast, heterogeneous data into
actionable signals. These sources range from social media
and news outlets to clinical data and epidemiological
surveys (Aiello et al., 2020; Wu et al., 2020). A
multi-layered mechanism tackles three core tasks: swiftly
pinpointing anomalies, clustering them by factors like
pathogen type or location, and promptly issuing risk
assessments.  Conceptually, this approach distributes
data handling across front-end (coarse filtering), mid-tier
(refinement and tracking), and back-end (expert validation),
each tailored to specific workloads, regional needs, and
privacy constraints. Such modularization also aligns well
with autonomy requirements, allowing sensitive tasks (e.g.,
patient record storage) to stay local while data ingestion or
cross-lingual analysis can be centralized or cloud-based.

2.2. Scope and Key Challenges

We focus on two primary categories of infectious disease:
(1) prevalent febrile illnesses such as COVID-19, dengue,
and influenza, all of which bear serious public health
ramifications (Cinelli et al., 2020; Morens et al., 2020);
and (2) newly emerging or atypical pathogens that standard
epidemiological methods may overlook. Key hurdles
include the integration of multi-modal, multilingual data
— necessitating robust NLP and computer vision (Reimers &
Gurevych, 2019; Brown et al., 2020) — and the prevalence
of misinformation, which complicates accurate signal
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extraction. Time sensitivity presents another challenge:
delayed alerts squander opportunities for early containment
(Wilson & Brownstein, 2009). Lastly, privacy and data
governance pose significant barriers, given that clinical
information is highly regulated and must comply with varied
legal frameworks (Yang et al., 2019; Yin et al., 2021).

While numerous standalone tools exist—from social media
mining solutions to specialized lab-based systems—few
unify broad, multi-modal data under a privacy-centric,
end-to-end early-warning strategy.

2.3. Core Approach

Our proposed system rests on three tiers — front-end,
mid-tier, and back-end (Sections 3, 4, and 5) -
complemented by LLM agents, local knowledge bases, and
federated security. The front-end’s distributed agents harvest
and filter large-scale, cross-platform streams to flag potential
health anomalies. The mid-tier aggregates and refines
these inputs via vector-based analysis and RL, tracking
spatiotemporal patterns and calculating epidemiological
indicators. The back-end then incorporates local expertise
and region-specific data to finalize alerts, preserving
sensitive health records in situ and ensuring expert
validation. Federated learning (FL) and secure multi-party
computation (SMPC) allow collaborative model training
across institutions without compromising data privacy (Li
et al., 2020; Diaz et al., 2023). This cohesive setup promises
faster, more precise detection while navigating the legal and
ethical complexities inherent in global health surveillance.

Table 1 and Appendix. B provide an overview of roles,
techniques, and core works for this Three-Layer Epidemic
Early-Warning Framework. The complete system workflow
is detailed as Algorithm. 1 in the Appendix.

3. Front-End: Data Acquisition and
Preliminary Screening with LLM Agents

The front-end serves as the system’s gateway for capturing
and filtering the massive, multilingual, and multimodal
streams of data that may signal emerging infectious disease
outbreaks. In practice, a gateway service on a cloud platform
or local server coordinates multiple specialized agents,
each tasked with crawling specific data types (e.g., text
streams, video feeds, or social media hashtags). This initial
stage ensures broad coverage and caches raw content for
subsequent filtering and cross-checks.

Appendix C expands on Section 3, detailing the multi-agent
system and LLM interactions. It explains the agents’
crawler/filter roles and provides mathematical formulation
and pseudocode (see Algorithm 2) for the consensus check
mechanism, showing how agents filter noise, verify signals,
and use the LLM for advanced features.
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Figure 1. Front-End: Data Gathering and Preliminary
Screening. A multi-agent setup ingests multimodal streams
(text, images, video, audio, and clinical EHRs) from social
media or other sources.Each Agent (e.g., specialized by language,
platform, or media type) performs initial filtering and cross-checks
(consensus check) to eliminate obvious noise and low-confidence
data. Refined information is then relayed to an LLM — optionally
using a MoE structure — to handle multi-language interpretation
and basic feature extraction.This screening pipeline outputs
high-value signals for deeper analysis in the Mid-Tier.

Note: Agent = specialized crawler/filter; LLM = large language
model; consensus check = multi-agent cross-validation.

To Mid-Tier

(Refined signals for
deeper analysis)

Based on language,
platform, media type

Medical records / News / Social posts

3.1. LLMs and Multi-Modal Processing

The core intelligence derives from LLMs, such as GPT
variants or fine-tuned domain-specific models (Brown
et al., 2020), supplemented with multimodal modules for
interpreting images or video. These modules integrate
Mixture of Experts (MoE) approaches to parse visual
indicators of outbreaks (e.g., hospital crowding, individual
symptom reports) and generate embeddings consistent with
textual representations (Shazeer et al., 2017). For text,
cross-lingual embeddings help align multiple languages
(Devlin et al., 2019), while images or videos undergo
scene analysis with Vision Transformers (ViT) (Dosovitskiy
et al., 2021). Automated captions can then be processed
by the LLM to determine whether content warrants
epidemiological interest. Where speech or low-resource
languages arise, ASR systems or specialized fine-tuning
address linguistic variability (Aiadi & Khaldi, 2022).

3.2. Multi-Agent Design and Division of Labor

In this architecture, agents run in parallel, each focusing
on particular platforms or content modalities (e.g., Twitter,
TikTok, local news). This separation of labor not only
increases data coverage but also enables platform-specific
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Table 1. Three-Layer Epidemic Early-Warning Framework: Overview of Roles, Techniques, and Related Core Works

Items Front-End Mid-Tier Back-End
Description Multi-agent data capture from Central filtering, vector Expert validation &  local
social media, news feeds, sensors  embeddings, and RL-based knowledge base  integration
(Aiello et al., 2020; Baker et al., tracking (Johnson et al., 2021; for final epidemic alerts (Yang
2020; Stone et al., 2010) Reimers & Gurevych, 2019; Wei et al., 2019; Sheller et al., 2019)
et al., 2022)
Functions Rapid noise removal and Semantic representation, outbreak  Confirm, label, or dismiss alerts;

preliminary screening of signals
(Brown et al., 2020)

metric threshold

control

computation,

assign risk levels; coordinate
interventions (Gostin et al., 2020)

Data Sources

Multilingual text, images, audio,
and short videos (Cinelli et al.,
2020; Srinivasan & Vajjala, 2023)

Aggregated front-end outputs and
historical logs

Sensitive local records (e.g., patient
data), regulatory directives, domain
protocols

Main Techniques

LLM-based screening, multi-agent
cross-checks, keyword heuristics
(Brown et al., 2020; Devlin et al.,

Vector indexing (Milvus, FAISS),
RL for adaptive filtering (Johnson
et al., 2021; Wei et al., 2022)

Expert review, knowledge graph
queries, FL/SMPC for privacy

2019)

(Yang et al., 2019; Diaz et al., 2023;
Volgusheyv et al., 2019)

Outcome Refined candidate alerts with Early-warning prompts if outbreak  Final classification (low / medium
minimal false positives metrics exceed thresholds  / high risk), recommended policy

(Benevenuto et al., 2009) actions
Security & Privacy  Strip personal IDs during ingestion, Federated or secure transformations ~ Strict local data governance;

anonymize public chatter

for partial data synergy (Yin et al.,
2021; Li et al., 2020)

role-based access to patient-level
info (Sheller et al., 2019; Volgushev

et al., 2019)
Integration with Limited scope; Partial reliance on historical Full involvement of local
Local Knowledge mostly general heuristics or LLM  outbreak patterns for advanced epidemiological data and experts
domain expansions filtering for conclusive alerts (Dagdelen

et al., 2024)

Adaptive Learning Minimal updates (e.g., new
keywords for emerging pathogens

(Ukoaka et al., 2024))

RL-based iteration for improved
threshold tuning (Wei et al., 2022)

Human feedback drives final label
corrections,  triggering model
re-tuning

optimizations. To ensure consistency, every agent shares a
single LLLM backbone — possibly augmented with --expert
modules” for particular domains (Shazeer et al., 2017).
Geographic clustering further allows each agent group
to adapt to local regulations or cultural contexts without
sacrificing uniform standards for feature extraction and
classification.

3.3. Preliminary Screening and Cross-Validation

Because large volumes of misinformation -circulate
online, the front-end implements multiple filtering layers.
Suspicious items receive cross-validation through concepts
inspired by Kalman or particle filters (Kalman, 1960;
Arulampalam et al., 2002). For instance, overlapping
spikes in “severe flu symptoms” across diverse sources
can heighten confidence; contradictory cues may reduce
it. Validation also leverages external authoritative data,
such as official bulletins, to help distinguish legitimate
signals from hoaxes. Irrelevant or debunked material is
systematically removed, preserving computational resources

for higher-fidelity indicators. Only high-confidence alerts
proceed to the middle tier, where advanced clustering and
epidemiological modeling take place. Through this tiered
approach, the front-end builds a robust evidence base while
managing data noise efficiently.

4. Mid-Tier: Information Filtering, Tracking,
Consolidation, and Metric Computation

The middle tier (or “middleware”) organizes, analyzes, and
refines candidate epidemic signals flagged by the front-end,
transforming raw or semi-processed data into actionable
intelligence. It typically runs on high-performance vector
databases (e.g., Milvus, FAISS, Annoy) to normalize inputs
arriving in multiple languages and modalities (Johnson et al.,
2021). After imposing a consistent semantic structure, the
middleware applies additional rounds of filtering and vector
encoding, discarding contradictions (e.g., mismatched
timestamps) while balancing domain-specific rules with
learned models. It then leverages advanced indexing
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for spatiotemporal and semantic retrieval, integrates RL
strategies to adapt thresholds dynamically, and computes
key metrics — such as similarity scores, outbreak expansion
rates, and public sentiment indices — thereby guiding
downstream stakeholders with timely, high-fidelity insights.

Middle Tier

Validated signals,
outbreak metrics, etc.

Action

To Back-End
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RL agent updates
filtering thresholds
& metric weighting

Optional

@: ( Reward
From feedback from
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Figure 2. Mid-Tier: Semantic Analysis and Tracking. Incoming
signals from the Front-End enter the “Environment” for vector
embedding, filtering, semantic indexing, and metric computation.
The RL agent observes the updated state (e.g., filtered data quality,
current outbreak metrics), then performs an action (adjusting
similarity thresholds or weighting schemes) and receives a reward
signal reflecting detection accuracy. Validated signals and outbreak
metrics flow to the Back-End for expert judgment, although
optional feedback (e.g., corrected labels, domain annotations) may
return from the Back-End to refine the Environment’s data or the
RL agent’s policy. This iterative loop continually improves the
system’s alert precision and responsiveness. More details, see
Appendix D.

4.1. Vector-Based Filtering and Semantic Indexing

A central concept here is the “unified semantic
representation,” where texts, images, or videos become
comparable embeddings via LLM or multimodal neural
networks (Reimers & Gurevych, 2019). These embeddings
are indexed to support rapid similarity searches and
clustering, enabling tasks like cross-document linkage,
outbreak tracking, or anomaly detection. Data points
below a similarity threshold or inconsistent with known
disease profiles are removed, saving storage and focusing
attention on signals with higher epidemiological relevance.
Tagged with metadata on disease symptoms, locations, and
timelines, these filtered items can be retrieved swiftly for
queries such as “all acute respiratory symptoms in the past
week.”

4.2. Tracking and Retrieval Agents

On top of these embeddings, specialized “tracking” and

“retrieval” agents operate. Tracking agents continuously

observe condition-specific signals — e.g., a spike in
pneumonia-like posts — updating aggregated trends for
near-real-time monitoring.  Retrieval agents respond
to targeted queries, such as “high fever and cough
in a specific municipality over the last 48 hours,
returning relevant entries from the vector database. This
architecture accommodates both known diseases, supported
by preloaded keywords, and emerging threats via more
flexible anomaly detection or keyword expansion strategies.

s

4.3. Reinforcement Learning and Iterative Refinement
4.4. Reinforcement Learning and Iterative Refinement

Our Mid-Tier employs RL-based iterative refinement,
guided by expert validation and labeled feedback (Wei
et al., 2022). Confirmed outbreaks yield positive rewards,
reinforcing relevant detection criteria; spurious detections
(e.g., rumors) incur penalties that lower the probability of
repeated misclassification. Over time, this feedback loop
converges on reliable thresholds and retrieval heuristics,
aligning outputs with clinical insights.

Rather than relying on static pipelines, we treat Vector
Embedding and Semantic Indexing as an RL Environment,
where specialized Agents dynamically optimize filtering
thresholds, weighting schemes, or retrieval strategies. This
design adapts to evolving data patterns (e.g., emerging
rumor types or novel disease variants) more flexibly than
conventional rule-based approaches.

To validate this core function of this multi-layer framework,
we conducted a pilot study on a reasonable scale real
dataset (approximately 80,000 tweets), comparing three
methods for COVID vs. non-COVID classification: (1)
a static keyword-based filter, (2) a vanilla BERT model,
and (3) our RL-optimized approach. While this simplified
experiment does not represent the full complexity of
epidemic surveillance, it provided a proof-of-concept:
RL-driven refinement raised the F1 score from 0.89
(keyword filtering) and 0.93 (BERT) to 0.97, confirming that
continuous feedback rapidly penalizes misclassifications
and amplifies correct predictions. Additional details are in
Appendix D.

4.5. Metric Computation and Visualization

In parallel, the middleware computes metrics such as
spatiotemporal similarity (for potential cross-border spread)
and “spread velocity” (rapid increases in outbreak mentions)
(Benevenuto et al., 2009). It also tracks coverage across
major platforms and extracts sentiment indicators to
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gauge public concern or misinformation levels. These
metrics yield a broader situational picture for back-end
decision-makers, bridging raw data with actionable policy
guidance.

5. Back-End Annotation and Early-Warning
Validation Using Local Knowledge Bases

Located within health agencies or hospitals, the back-end
(or “end-ware”) merges regional domain knowledge (e.g.,
diagnostic protocols, emergency measures) with sensitive
data (e.g., patient records, pathogen genomes) to thoroughly
analyze signals from the middleware layer. Drawing on
privileged information and expert teams, it verifies each
signal’s accuracy, severity, and recommended interventions,
then shares final tags and directives with the middleware or
front-end. This feedback loop progressively enhances the
entire system’s detection precision.

Appendix E expands on Section 5, how privacy-protected
model updates operate within the Back-End, focusing on
federated learning (FL) and secure multi-party computation
(SMPC) mechanisms. We then describe how newly verified
outbreak cases can fine-tune an LLM with human-Al
collaboration, accompanied by a mathematical formulation
and algorithmic pseudocode (see Algorithm 4).

5.1. Local Knowledge Base Structure and Management

Central to the back-end is a local knowledge base
(LKB) covering high-prevalence diseases, clinical symptom
profiles, and geospatial data such as hospital locations
or transit hubs (Yang et al., 2019). Continual updates
record whether specific alerts prove legitimate or false,
thereby refining future recognition. Patient-level health
data and administrative records are also managed under
strict access controls. In cases requiring broader genomic
or epidemiological analysis, FL. or SMPC may combine
insights without exposing raw data, thus maintaining privacy
and adherence to regional regulations.

5.2. Multi-Level Annotation and Human—-Machine
Collaboration

A layered annotation process fuses algorithmic labeling
with expert oversight. Automated engines initially tag
suspected outbreaks (e.g., dengue clusters) based on rules
or LLM-driven suggestions. Epidemiologists or clinicians
then confirm or adjust these labels, possibly noting atypical
mortality rates or new symptoms. If misclassifications
recur, negative examples guide model re-tuning. Finally,
critical alerts (e.g., “major risk”) require additional review,
minimizing the chance of erroneous public warnings and
reinforcing confidence in the results.

Back-End
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Figure 3. Back-End: Expert Validation and Local Knowledge
Integration. Candidate alerts and outbreak metrics from the
Middle Tier are merged with local epidemiological data (including
case histories, domain protocols, and region-specific guidelines)
stored in the Local Knowledge DB. Domain experts engage in
a “Human-AlI Interaction” loop to evaluate alerts and determine
appropriate responses — ranging from internal advisories to public
warnings.Federated learning or secure multi-party computation
(FL or SMPC) mechanisms ensure privacy-protected model
updates,particularly when merging newly verified outbreak cases
into fine-tuned LLM models. Optional feedback is sent to the
Mid-Tier to refine RL thresholds or retrain embeddings, thus
closing the loop for continual improvement of detection accuracy.

5.3. Alert Grading and Response Coordination

Synthesizing local data (e.g., disease spread metrics,
hospital capacities), the back-end assigns graded alerts
(general advisement, heightened risk, or emergency). This
decision depends on criteria like expansion speed, clinical
severity, and past regional outbreaks. For significant
threats, expert committees or health authorities finalize
resource allocation, quarantine protocols, and official
statements (Gostin et al., 2020). Public announcements
or cross-agency communications ensue only after rigorous
validation, preventing needless alarm or misinformation.

5.4. Interaction and Feedback to the Middleware

Once an alert is finalized, the back-end synchronizes
annotations and outcomes with the middleware to maintain
coherent vector embeddings and detection heuristics. This
may occur on a fixed schedule or near-real-time for
urgent events. Highly sensitive data may be protected via
cryptographic approaches, sharing only aggregated statistics
or model gradients. Where multinational collaboration is
needed, FL frameworks incorporate local updates from
multiple regions without transferring raw data (Sheller
et al., 2019). This iterative exchange upholds the principle
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of “front-end capture, middle-tier filtering, back-end
validation,” enabling robust oversight and continuous
refinement of a globally distributed outbreak alert platform.

6. Alternative Views

Although we argue for the adoption of a multi-layered
epidemic early-warning mechanism powered by LLMs,
multi-agent architectures, and local knowledge base
augmentation, it is important to acknowledge that this stance
faces legitimate concerns and critiques. In this section, we
address three principal objections that challenge the viability
or necessity of our proposed approach and provide detailed
responses to each.

6.1. Concern: Reliance on Immature LLMs for Early
Warning is Risky

A common critique holds that LLMs remain insufficiently
validated in the public health domain. Critics fear that
language models — known for occasionally producing
“hallucinations” or spurious inferences — may compromise
early detection by generating false positives or missing
genuine outbreaks (Brown et al., 2020; Wei et al.,
2022). Over-dependence on these algorithms, the argument
goes, might inadvertently undermine existing surveillance
measures, especially if health authorities assume that
algorithmic alerts replace laboratory confirmation or
meticulous epidemiological investigation.

Response: We first emphasize that the multi-layered
filtering strategy we advocate does not rely on a single
LLM output. Instead, the system integrates front-end,
middle-tier, and back-end modules that jointly moderate
uncertainties and reduce noise. The front-end employs
multiple agents to scrutinize text, images, and videos from
diverse sources, while the middle tier further refines these
signals using semantic vector analysis and RL. Finally, the
back-end leverages domain expertise and locally curated
knowledge bases to confirm suspicious clusters or rule out
spurious correlations. This sequential filtration process
targets precisely the pitfalls critics highlight, ensuring
that LLM outputs do not stand alone. Furthermore, by
maintaining an ongoing dialogue between LLM inferences
and human expertise, errors or partial truths in LLM
reasoning can be quickly identified and rectified. Lastly, we
stress that continuous fine-tuning and RL are embedded in
the architecture, enabling the LLM to incorporate real-world
corrections and scenario-specific data over time (Devlin
et al., 2019). Hence, while LLMs are still evolving,
their limitations need not overshadow their potential
contributions when deployed in a robust, feedback-driven
ecosystem.

6.2. Concern: Social Media Surveillance Risks Privacy
Violations and Regulatory Issues

Another set of objections focuses on privacy and ethical
dilemmas.  Critics argue that large-scale collection
and analysis of social media data — especially across
international boundaries — can breach user privacy rights or
run afoul of data protection regulations, such as the General
Data Protection Regulation (GDPR) in the European Union
(Yang et al., 2019). They also raise ethical questions about
whether massive automated profiling and sentiment tracking
could infringe on civil liberties and create distrust in public
health initiatives.

Response: In our design, privacy is safeguarded through
multiple layers of technical and procedural measures. First,
any personal data is stripped or aggregated at the front-end
stage, reducing the likelihood of improper exposure.
Only generic “epidemiologically relevant” content — e.g.,
mentions of fever or location-based case anomalies — is
transmitted to the middle tier, while sensitive information
(e.g., patient records) remains securely stored in local
repositories at the back-end (Yin et al., 2021). Second,
we advocate the use of FL and SMPC frameworks to
enable collaborative model training across jurisdictions
without requiring direct exchanges of raw patient data (Diaz
et al., 2023). This arrangement facilitates cross-institution
synergy while preserving data sovereignty and adhering
to prevailing privacy statutes. Finally, implementing
robust legal and governance structures is key to long-term
feasibility. Collaboration with regulatory bodies and
adherence to recognized data-handling standards ensure
that the system’s operation aligns with ethical principles and
does not undermine public trust (Gostin et al., 2020).

6.3. Concern: Existing Epidemiological Protocols are
Sufficient, Rendering New Systems Redundant

Some detractors maintain that longstanding epidemiological
methodologies, such as laboratory confirmations,
hospital-based case reporting, and conventional data-driven
forecasting, are already sufficient. They question the
cost-effectiveness of adding Al-assisted social media
monitoring, suspecting duplication of effort or the potential
diversion of resources from proven interventions.

Response: We do not aim to replace existing pillars of
public health surveillance. Instead, the proposed framework
is conceived as a complement to classical methods,
offering supplementary real-time insights that established
protocols may miss. Traditional case reporting mechanisms,
while clinically precise, often involve inherent lags —
stemming from time-consuming diagnostic procedures and
bureaucratic barriers — which can lead to delayed outbreak
alerts (Wilson & Brownstein, 2009). By contrast, harnessing
data from social media, search trends, and user-generated
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content can capture shifts in population-level health signals
at an earlier stage, even before hospital admissions spike.
Integrating these different data streams augments overall
accuracy and timeliness, helping officials manage evolving
scenarios more proactively. Moreover, the architecture’s
multi-modal, multi-lingual agents excel in identifying
potential cross-border transmissions or unusual symptom
clusters that might evade conventional investigations,
thereby addressing the challenge of emerging or unknown
pathogens (Morens et al.,, 2020). Hence, this system
fortifies rather than undermines established epidemiological
methods, providing an extensible framework adaptable to
local or global crises.

Summary of Alternative Views: While genuine concerns
exist regarding the maturity of LLM-based technologies,
data privacy obligations, and the continued relevance of
traditional epidemiological strategies, we believe that a
carefully orchestrated multi-layer pipeline — tempered
by expert validation and strong data governance — can
substantially enhance early-warning capabilities. By
framing LLM outputs as one signal among many, rather than
an all-encompassing solution, public health systems can
benefit from timely warnings without forsaking established
best practices.

7. Conclusion and Future Directions

This paper proposed a multi-tiered epidemic early-warning
framework that integrates LLM-based multi-agent systems
with local knowledge bases. By splitting the architecture
into front-end (multi-modal data ingestion), middle-tier
(vector-based analysis and RL-driven refinement), and
back-end (expert-guided validation), our approach
effectively captures early signals, addresses cross-regional
data sharing constraints, and navigates privacy regulations
(Yang et al., 2019; Brown et al., 2020; Johnson et al.,
2021; Yin et al., 2021; Wei et al., 2022). This synergy of
Al-driven analytics and expert oversight not only enhances
real-time detection of novel threats but also underscores
the importance of regional autonomy and ethical data
governance.

7.1. Key Insights

We posit that the proposed mechanism — composed of
LLM agents, multi-layer data processing, and localized
knowledge bases — can substantially enhance accuracy and
responsiveness in epidemic surveillance. By distributing
tasks among front-end (data gathering and preliminary
screening), middle-tier (semantic filtering and reinforcement
learning), and back-end (expert validation and governance),
the framework boosts coverage, minimizes false positives,
and adapts to local epidemiological needs (Morens et al.,
2020; Gostin et al., 2020). Meanwhile, the integration of

FL and SMPC safeguards privacy and data sovereignty,
enabling cross-institutional or cross-border coordination
without disclosing sensitive records (Diaz et al., 2023).
Through this alignment of advanced AI methods and
local domain knowledge, public health stakeholders gain
a proactive tool for early outbreak warning, bridging
technological innovation and contextual expertise in a
practical, privacy-preserving manner.

7.2. Future Work

Further innovation in several areas will determine the
long-term impact of this approach. First, regularly updating
both LLMs and local disease knowledge is essential for
recognizing emerging pathogens, novel symptom profiles,
or seasonal trends, and for ensuring that new biomedical
or epidemiological insights promptly enter the detection
pipeline (Devlin et al., 2019). In tandem, strengthening
human — machine collaboration through refined interactive
annotation, recommendation systems, and more transparent
model explanations can reduce experts’ workload while
maintaining trust in Al-driven alerts (Wei et al., 2022).
Achieving large-scale federated or privacy-preserving
computation also remains a challenge, requiring robust
infrastructure, coherent data standards, and explicit
legal frameworks to enable real-time, cross-institution
cooperation without compromising data sovereignty (Yang
et al., 2019; Diaz et al.,, 2023). Finally, incorporating
socio-behavioral insights — including sentiment analysis
and social network modeling — could illuminate how
misinformation circulates and how communities respond
to interventions, thus informing more targeted strategies to
mitigate outbreaks (Cinelli et al., 2020). Taken together,
these directions underscore the considerable potential for
uniting multi-modal analytics, domain knowledge, and
distributed learning in reinforcing global preparedness
against evolving epidemic threats.
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A. Extended Related Work

In this appendix, we expand upon the key areas of research that have shaped our perspective on multi-tiered epidemic
early-warning, highlighting additional studies and methods beyond what was integrated into the main text.

A.1. Epidemic Surveillance and Early Detection

Building on traditional methods relying on statistical modeling and direct case reporting (Rothman, 2012), digital surveillance
approaches have emerged that leverage user search data, social media trends, and news analytics to detect early outbreak
signals (Cook et al., 2011; Eysenbach, 2009; Wisnieski et al., 2023). Google Flu Trends, for example, highlighted the
potential of search queries to predict influenza dynamics (Cook et al., 2011), though subsequent evaluations underscored the
importance of careful calibration (Aiello et al., 2020). Concurrently, large-scale data mining on platforms like Twitter and
Facebook fueled a range of novel machine learning techniques, including time-series forecasting and sentiment analysis, to
parse public health signals from massive textual corpora (Benevenuto et al., 2009; Brown et al., 2020).

Multi-modal monitoring took shape as researchers recognized the value of images and videos — e.g., hospital congestion or
mask compliance — as early indicators of epidemic severity (Yin et al., 2021). However, scaling these approaches on a global
level has remained an open challenge, due to complex cross-regional differences in healthcare infrastructure, data-sharing
regulations, and computational costs (Arulampalam et al., 2002; Dosovitskiy et al., 2021).

A.2. Large Language Models and Multi-Agent Systems

Advances in natural language processing (NLP) have foregrounded large language models (LLMs) such as BERT and GPT
for tasks ranging from document classification to knowledge graph construction (Devlin et al., 2019; Singhal et al., 2023;
Gu et al., 2021). Techniques like domain-specific pretraining and sequence-level understanding enable these models to
handle medical or epidemiological vocabularies with growing efficacy (Lee et al., 2020; Dagdelen et al., 2024). Meanwhile,
multi-agent architectures have been employed to distribute computational workloads across specialized modules. Projects
like emergent multi-agent autocurricula have demonstrated the capacity for agents to develop problem-specific strategies
when set in large-scale data environments (Baker et al., 2020; Wooldridge, 2002). Despite promising pilot studies, challenges
persist around orchestrating agents with heterogeneous roles or ensuring consistent parameter updates (Stone et al., 2010;
Shazeer et al., 2017).

A.3. Local Knowledge Bases and Federated Learning

From a governance standpoint, local knowledge bases (LKBs) encompass essential information about regional disease
profiles, historical outbreaks, and public health regulations (Yang et al., 2019). Retaining these sensitive data locally
can improve trust and adherence to data sovereignty principles, while also quickening expert-driven validation (Sheller
et al., 2019). However, distributed or federated learning solutions must grapple with infrastructure constraints to realize
real-time model improvements. Several frameworks address these issues: for instance, Conclave and other secure multi-party
computation (SMPC) platforms allow multiple stakeholders to perform joint analyses without sharing raw data (Volgushev
et al., 2019; Diaz et al., 2023).

By combining LKBs with federated or privacy-preserving computation, institutions across different regions can collaborate
on algorithmic updates, thereby pooling knowledge about novel pathogens or developing crises. This synergy is especially
relevant for cross-border or inter-regional pandemics, where swift sharing of aggregated insights can mean the difference
between containment and global spread (Li et al., 2020). Still, many real-world obstacles — ranging from incompatible data
standards to uncertain legal agreements — need to be addressed before these methods can fully deliver on their promise.

A.4. Multilingual and Low-Resource Contexts

Finally, local contexts often involve low-resource languages or dialects rarely found in mainstream training corpora
(Srinivasan & Vajjala, 2023). Achieving adequate coverage thus demands specialized data curation and domain adaptation.
Parallel efforts in adversarial robustness for NER or in domain-specific LLM fine-tuning underline the complexity of
bridging these gaps (Reimers & Gurevych, 2019; Lu et al., 2019). Where annotated training data are scarce, hybrid solutions
that combine pattern-based heuristics with partial model updates can partially mitigate performance degradation (Yang et al.,
2014; Nickel et al., 2015).

11



Multi-Layered Epidemic Early-Warning with LLM Agents and Local Knowledge Enhancement

A.5. Summary

The synergy of advanced NLP, distributed multi-agent frameworks, and local knowledge resources has opened new vistas
for early epidemic detection, even if many operational, technical, and policy challenges remain. Our position leverages these
emergent technologies — drawing from knowledge graph embeddings, secure computation, and multi-modal representation
learning — to propose a cohesive, end-to-end infrastructure that prioritizes early detection, privacy compliance, and local
empowerment. The main body of the paper details the conceptual underpinnings and operational flow of this approach,
demonstrating how these components can come together to form a next-generation epidemic surveillance system.
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B. Overall Workflow and System Illustration
B.1. Three-Layer Architecture and Operational Flow

Viewed holistically, the proposed framework unfolds in three layers—front-end, middle tier, and back-end — each responsible
for specific tasks that collectively yield an end-to-end infectious disease early-warning pipeline (Brown et al., 2020). The
process typically begins with front-end agents deployed across diverse platforms, languages, and modalities, scanning for
potential outbreak signals in real-time. These agents filter out obvious noise by applying keyword or image-based heuristics,
and then perform cross-checks across multiple data sources to boost confidence in any suspected anomalies. Once a batch of
initial alerts has been compiled, the system forwards them to the middle tier for deeper filtering and tracking.

Within the middle tier, incoming signals undergo vectorized semantic encoding and additional scrutiny, such as temporal
or geographic consistency checks, deduplication, and correlation analysis via tracking and retrieval agents (Johnson et al.,
2021). Key metrics — including spatiotemporal similarity, outbreak expansion rates, and coverage intensity — are calculated to
gauge the significance of any identified patterns. When certain thresholds or anomaly conditions are met, the system triggers
an early-warning prompt and shares the vetted alerts with the back-end. At that stage, domain experts and epidemiologists
integrate local knowledge bases to finalize the level of urgency or relevance, ensuring that an appropriate response — ranging
from low-level awareness to large-scale emergency measures — is enacted. Following this determination, the back-end relays
annotated results back to the middle tier to refine detection models and to the front-end to adjust data collection strategies.
Over repeated cycles, the architecture steadily improves detection accuracy and operational agility through RL loops and
expert feedback (Wei et al., 2022).

B.2. Key Technical Considerations and Configuration Examples

In practical implementations, various deployment choices can enhance the system’s performance and scalability. The
front-end often consists of multiple servers, each hosting Docker containers as “intelligent agent” instances designated for
specific data sources or languages. These containers call LLM APIs to preprocess text, images, or videos in near-real time,
applying advanced filtering or classification models (Brown et al., 2020). The middle tier relies on high-performance vector
databases — such as Milvus or FAISS — clustered for horizontal scalability and integrated with LLM inference services
in either on-premises or cloud-based environments (Reimers & Gurevych, 2019). On the back-end, knowledge graph
management can be facilitated by platforms like Neo4j or custom relational databases with robust role-based access controls
(RBACQ), ensuring that distinct user roles interact only with the level of data appropriate to their clearance.

Additionally, federated learning frameworks (e.g., FATE or Flower) may be adopted to address scenarios where sensitive
patient data must remain siloed within local jurisdictions (Yang et al., 2019). By sharing only model parameters or encrypted
gradients, these methods preserve privacy while still contributing to a unified model. This approach is particularly beneficial
in cross-border pandemic monitoring, where legal and ethical barriers may prohibit direct exchange of patient records.

B.3. Security and Privacy Safeguards

Given that the system often spans multiple countries or institutions, stringent security and data protection measures are
imperative. One major concern is classifying data by sensitivity — ranging from public, generalized chatter to highly
confidential medical data — so that each category is handled with an appropriate set of encryption and de-identification
techniques. When collaborative analysis depends on sensitive data from multiple institutions, secure multi-party computation
(SMPC) or homomorphic encryption can be employed to allow joint computation without disclosing raw data. Such methods
uphold patient confidentiality while still enabling cross-institutional analytics and model training. Finally, audit trails form
an essential part of the system’s traceability, documenting every data access or processing event for subsequent review. In
this manner, the architecture upholds rigorous transparency and compliance standards, facilitating trust among stakeholders
and regulatory bodies alike.

B.4. Advantages of the “Multi-Agent + Local Knowledge Base Augmentation” Paradigm

One key strength is the flexibility and scalability enabled by dividing the system into front-, middle-, and back-end layers,
with the front-end harnessing multiple agents operating on diverse data streams (Stone et al., 2010; Brown et al., 2020).
This design allows for seamless adaptation to various languages, cultural contexts, or media formats while containing
computational overhead. Another advantage lies in its efficiency and real-time responsiveness, as preliminary filtering
ensures that only high-value “suspected outbreak signals™ are forwarded for deeper analysis (Reimers & Gurevych, 2019).
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Combined with vector databases and reinforcement learning in the middle tier, this approach accelerates detection and
retrieval. Further, privacy and regulatory compliance are more readily managed when sensitive datasets remain within local
jurisdiction; federated learning and secure multi-party computation permit distributed modeling without requiring centralized
storage of personal health information (Yang et al., 2019). Finally, the domain relevance and accuracy benefit from tight
integration of expert review and local knowledge base updates, reducing the risk of purely algorithmic misclassifications. In
practice, local specialists confirm or refine the system’s assessments, boosting the credibility of alerts and the precision of
subsequent interventions.

B.5. Primary Challenges and Constraints

Despite these strengths, several challenges remain. First, model generalization and low-resource language coverage can be
problematic. Large language models often exhibit lower performance on dialects or lesser-studied languages, necessitating
continued domain-specific fine-tuning and data acquisition (Devlin et al., 2019). Second, achieving accurate multi-modal
fusion — especially for images, videos, and their alignment with textual descriptions — remains computationally demanding,
particularly under real-time conditions in large-scale environments (Dosovitskiy et al., 2021). Third, data quality and
reliability constraints persist, since social media often contains rumors, deliberate misinformation, or incomplete reports. In
scenarios lacking consistent expert feedback, false positives or overlooked clusters may undermine the system’s utility (Aiello
et al., 2020). Finally, deployment costs and maintenance complexity are non-trivial. Managing distributed multi-agents and
sustaining an updated local knowledge base require significant hardware, networking, and domain expertise investments,
which can be prohibitive for resource-limited regions (Brown et al., 2020).

B.6. Implications for Future Research and Practice

To extend the impact of our framework, several directions merit closer attention. One involves enhancing interpretability
via explainable Al (XAI) paradigms, thereby providing clearer rationales for alert generation and fostering public trust in
automated decisions (Wei et al., 2022). Additionally, cross-platform data fusion will become increasingly significant as
new data sources emerge — ranging from IoT sensor networks to smartphone applications for individual health monitoring.
Closer alignment with public policy is likewise paramount: regulatory and ethical considerations shape the permissible
scope of data sharing, analytics, and algorithmic decision-making, and their evolution necessitates ongoing dialogue between
technologists and policymakers (Gostin et al., 2020). Finally, open-data collaboration and innovation can help unify diverse
stakeholders, from academic researchers to local health authorities. By devising standardized, privacy-preserving protocols,
international and inter-regional partnerships can enhance global preparedness for emergent infectious diseases and other
public health threats.
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C. Front-End Core Functionality

This is an expanded discussion of Section 3, which addresses how the multi-agent system and LLMs interact, clarifies
crawler/filter roles of the agents, and provides a mathematical formulation plus algorithm pseudocode for the consensus
check (cross-validation) mechanism. This additional detail explains how agents coordinate to filter out noise, verify signals,
and leverage the LLM for advanced features.

C.1. Multi-Agent Interaction with LLMs

We partition the Front-End functionality into two interacting modules:

1. Agent Layer {A;,..., A,}: A set of specialized crawler/filter agents, each focused on a particular data source
(Twitter, TikTok, local news, . . .), language (English, Spanish, ...), or content modality (text, images, video).

2. LLM Layer: A large language model (or multimodal extension) used to interpret textual/visual features and produce
embeddings or preliminary classifications.

Agent Roles and LLM Queries

* Crawler Role: Each agent A; programmatically scrapes data from its assigned source. For example, .4; might handle
Twitter text in English, while A5 focuses on YouTube video captions in Spanish, etc.

* Filter Role: After crawling, A; applies lightweight heuristics (keyword spotting, user reputations, simple spam
detection) and then queries the LLM for deeper linguistic or semantic analysis. Concretely, for an incoming text snippet
X, the agent may call the LLM with a prompt like:

Response <— LLM(“classify the disease relevance of )

99 <e

The LLM’s response might be a label (e.g., “likely flu mention,” “irrelevant,
can be first transcribed (ASR), then similarly passed in text form.

9

uncertain”) or an embedding vector. A video

Combined Output

Each agent A; thus generates a partial decision or a probability score §; € [0, 1] for an item x, possibly accompanied by an
LLM-based embedding e;. The agent next participates in consensus check with other agents handling related or overlapping
data streams.

C.2. Cross-Validation and Consensus Check Mechanism

To ensure reliability, suspicious items are validated across multiple agents or data sources. Formally, for each item =z, let
{¥1,.-.,0m} be the per-agent confidence scores. The front-end aggregator merges these scores via a cross-validation
scheme. Denote:

Y= f(@lv@%---a@m)

where f might be:

* Majority Vote: § = 1 if at least [m /2] agents say “likely outbreak signal.”
* Weighted Mean: § = Z;"Zl w; g;, with 37, w; = 1. Weights w; reflect agent reliability or domain priority.

» Kalman Filter/Particle Filter approach (Kalman, 1960; Arulampalam et al., 2002), treating each agent’s measurement
as partial evidence, updating a posterior probability for item x.

Consensus Check: If g is above a threshold 6, the item is considered “high-confidence” (passed forward), else it is flagged as
noise or “low-confidence.” Agents also share relevant embeddings or feature vectors to refine or confirm item classification.
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C.3. Mathematical Formulation of Multi-Agent Cross-Validation

We can represent consensus check steps as follows:

1. Per-Agent Confidence: For each suspicious item x, agent .A; returns:
y; = AgentPredict(e;, x)

where e; = LLMQuery(z,.A;) is the LLM-derived feature vector or label distribution for 2 under agent .4; with
specialized knowledge (domain, language, platform).

2. Aggregation: The aggregator function f(g1, .. ., ym) merges these agent outputs:

1
y= 7 g J=1"w;q4, Z= E Jj=1w;
or via a filter-based update (like a Kalman iteration).

3. Outcome: If § > 6, declare x a valid candidate, else discard. Agents optionally cross-check with external resources
(authoritative bulletins, known rumor blacklists, etc.) to confirm.

4. Feedback: Over time, the aggregator adjusts 6 or each w; based on back-end validations. Agents also refine crawling

or filtering heuristics accordingly.

C.4. Pseudocode: Multi-Agent Consensus Check

Algorithm 2 below is a simplified algorithm for cross-validation among m front-end agents collaborating with an LLM.
Each agent obtains the item z, queries the LLM if needed, and produces a local confidence score. The aggregator merges
these scores and decides to keep or discard x.

Points in Algorithm 2:
1. Agent-LLM Interaction: Each agent A; calls the LLM to transform raw input x into an embedding or classification,
then applies specialized domain knowledge (e.g., language-specific filters).
2. Consensus Aggregation: Weighted average or other filter-based scheme merges the per-agent confidence scores ;.

3. Decision: If aggregated score § > 0, the item is kept and passed to the Mid-Tier as a potential outbreak signal.

C.5. Summary of Additional Points
e Agent vs. LLM Functional Division:
— Agents handle data crawling, initial heuristics, and language-/platform-specific insights. They may also run basic

spam detection or user credibility checks.

— LLM handles deeper interpretation: cross-lingual embedding, detection of subtle disease terms, or visual
descriptors (with an MoE approach for multi-modal input).

¢ Cross-Validation:

— Agents share local assessments, and suspicious items must consistently appear “high risk” or “likely relevant”
across enough agents.

— This synergy mitigates false positives caused by single-agent errors or domain-limited heuristics.
* Consensus Check vs. Kalman/Particle Filters:

— In a Kalman-like approach, each agent’s partial observation updates a “posterior probability” of item significance;
repeated evidence from multiple agents shrinks uncertainty.

— The choice of consensus function f (majority vote, weighted average, or a Bayesian filter) can be selected based
on data diversity and agent reliability.

Over time, the back-end’s expert feedback can adjust each agent’s weight w; or global threshold 0, refining the entire
pipeline’s reliability. The result is a robust front-end process that leverages specialized multi-agent synergy and LLM-based
feature extraction to efficiently isolate high-value outbreak indicators.
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D. RL-Driven Refinement in Mid-Tier

This is an expanded discussion of Section 4.4, which explains how Reinforcement Learning (RL) is applied in the Middle
Tier. We frame Vector Embedding and Semantic Indexing as the core environment and detail how agents interact with it. We
then present an algorithm in pseudocode to illustrate the iterative refinement process.

D.1. Reinforcement Learning and Iterative Refinement

RL environment

We define the RL environment £ as a tuple
&= (87~AaP77">’Y)7
where:

S (State Space): Each state s; € S encapsulates:

1. Embedding Distribution: Statistics of current vector embeddings (e.g., cluster cohesion or outlier fraction) derived
from new data.

2. Semantic Indexing Context: The set of active or candidate outbreak signals, their computed similarities, and associated
spatiotemporal metadata.

3. Historical Performance: Past detection results, including true positives/negatives over the previous window, plus any
domain corrections from the Back-End.

A (Action Space): Each action a; € A is a set of adjustments the RL agent can make to the environment’s filtering or
retrieval pipeline. Typical actions include:

1. Threshold Tuning: Adjusting the similarity threshold 6 for determining whether a signal is grouped into a known
outbreak cluster or flagged as novel.

2. Weighting Scheme: Updating weight vectors w that emphasize or de-emphasize certain dimensions (e.g.,
spatiotemporal vs. textual features).

3. Retrieval/Ranking Policy: Selecting which subset of signals is considered “above suspicion” or “high priority” for
subsequent steps.

P(- | s¢,at) (State Transition Probability): The environment evolves based on newly incoming vector data and updates
from the Back-End. While we do not explicitly model transition probabilities here, we treat the data flow as partially
stochastic, reflecting changing outbreak patterns and expert feedback.

r(s¢, a;) (Reward Function): Reflects the quality of the system’s classification or grouping decisions. Reward components
include:

1. Positive: If a confirmed outbreak is correctly flagged with high confidence or if spurious signals are successfully
filtered out.

2. Negative: If an outbreak was overlooked (false negative) or if mass hysteria / rumor triggers a false alert (false positive).

3. Expert Corrections: Additional negative penalty for repeated mislabeling of signals that Back-End experts have
already clarified.

4. v (Discount Factor): Balances short-term gains against long-term accuracy. A typical choice might be v ~ 0.95,
though in practice it can be tuned experimentally.
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D.2. Agent-Environment Interaction

At each discrete timestep ¢, new data streams (embedding updates, feedback, etc.) modify the environment state s;. The RL
agent observes s; and selects an action ay, such as increasing 6 or re-weighting certain semantic dimensions. After applying
at, the environment updates the internal representation (e.g., merges or splits clusters, re-scores signals), transitions to state
S¢+1, and produces a reward 74y ;.

This reward is computed from two key sources:

1. Immediate classification results (intra-tier accuracy, cluster integrity, coverage of known outbreaks).

2. Validation from experts (received after some delay), giving definitive ground truth on recent signals.

Over multiple iterations, the agent refines a policy m(a | s) mapping states to actions so as to maximize cumulative
discounted reward. In simpler terms, it learns to adapt thresholds/weights that yield the best trade-off between sensitivity
and specificity.

D.3. Related RL-driven Pseudocode

Below we present a high-level pseudocode (see Algorithm. 3) of the RL-driven refinement in the Middle Tier. This
code presumes the presence of a replay buffer or memory for storing transitions (s, a, r, s/), as is common in modern RL
frameworks.

The agent selects an action (a;) — for instance, increasing  or re-weighting dimension w. The environment re-processes data
clusters accordingly, generating a new state and a reward that reflects immediate classification performance and (optionally)
partial expert feedback. The agent updates both a value function V;;, and its policy 7y, using typical RL algorithms (e.g.,
Advantage Actor-Critic or PPO). Terminal condition might occur at the end of each data cycle (batch from front-end) or
after a set number of steps.

D.4. Practical Considerations

1. Delayed Expert Feedback: Because full ground truth may arrive from the Back-End with a delay, the environment can
provide partial reward signals (e.g., likelihood-based estimates) in the interim, later correcting them once real expert
labels come in.

2. Stochastic Data Inflow: Incoming data from the Front-End may be bursty or inconsistent over time, requiring the RL
algorithm to handle variable state transitions.

3. Computational Overheads: RL training can be more expensive than static thresholds. One practical compromise is to
train RL offline or periodically, while daily or hourly operations rely on the currently deployed policy.

4. Multi-Agent Extension: The approach can generalize to multiple RL agents, each focusing on different aspects (e.g.,
specific diseases or geographic regions) and sharing a global replay buffer or being coordinated via hierarchical RL
(Stone et al., 2010; Wooldridge, 2002).

We then conduct an experiment using a real-world dataset of reasonable scale to validate our above considerations.

D.S5. Experimental Setup

Dataset: We use the combined dataset of Tweets, which we constructed by merging COVID-labeled tweets (from a curated
subset of COVID-related data) with a large corpus of general, non-COVID tweets. This merger yields an approximate 1 : 5
ratio of COVID vs. non-COVID samples. Each tweet undergoes text cleaning (removal of URLSs, filtering non-alphabetic
characters, and lowercasing) and tokenization. We then split the data into training (80%), validation (10%), and testing
(10%) subsets, ensuring that each subset retains the original COVID-to-non-COVID ratio.

Computational Environment: All experiments were performed on an NVIDIA RTX A6000 GPU (48 GB VRAM) within a
Python 3.9 environment. Key libraries and versions include:

* transformers (v4.30.2) — for fine-tuning the COVID-Twitter-BERT model.
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* datasets (v2.14.5) — for handling the training/validation/test splits and tokenized data.
e gym (v0.26.2) — for setting up the reinforcement learning environment to optimize decision thresholds.

e imblearn (v0.10.1) — previously used for SMOTE-based balancing in exploratory work, though in this study the
merging of separate COVID and non-COVID sources provides a balanced approach to training.

D.6. Methodology and Workflow

Following the workflow depicted in Figure 2, our approach for COVID vs. non-COVID tweet classification (see Section D.9)
integrates Static filtering (via keywords), LLM (BERT), and RL-Optimization. The key stages are outlined below:

1. Data Integration and Preprocessing: We construct a unified dataset (1to5 . csv) by merging COVID-labeled tweets
with general non-COVID tweets, resulting in an approximate 1:5 ratio. Each tweet is lowercased, stripped of URLs and
special characters, and then tokenized.

2. Static Baseline Classification: A static keyword filter is applied to detect the presence of COVID-related terms (e.g.,
‘covid’, ‘coronavirus‘, ‘lockdown*). This yields a binary prediction (COVID or non-COVID) based solely on keyword
presence.

3. LLM (BERT) Classification: We fine-tune a BERT model (e.g., bert-base-uncased or
digitalepidemiologylab/covid-twitter-bert) on 80% of the data, holding out 10% for validation to
tune hyperparameters. The model outputs a probability score for each tweet being COVID-related.

4. Threshold Optimization: Rather than relying on a fixed threshold (0.5), an optimal threshold is determined by
analyzing precision-recall trade-offs on the validation set. This improves Fl-score by better controlling false positives
and negatives.

5. Reinforcement Learning for Dynamic Thresholding: An RL agent, operating within a custom Gym environment,
iterates through tweets in the test set. Each correct classification yields a reward of +1, while each misclassification
yields a reward of -1. This fosters an adaptive threshold policy that can outperform both static keywords and a fixed
threshold.

6. Evaluation: We evaluate each method on the remaining 10% of the data using Precision, Recall, F1, and AUC. Table 2
compares the resulting performance of all three approaches.

D.7. Results

Table 2 provides a quantitative comparison of our three primary approaches — Static Baseline, LLM (BERT), and
RL-Optimized thresholding — across four key metrics: Precision, Recall, F1, and AUC. The Static Baseline relies purely
on keyword matching, thus yielding moderate performance but lacking finer semantic understanding. In contrast, the
BERT-based classification substantially enhances both recall and precision, leading to a higher F1 score. Finally, our
RL-Optimized method leverages an adaptive threshold policy that further refines predictions on ambiguous tweets, resulting
in the best overall F1 score and AUC among the three.

Table 2. Comparison of Key Metrics for Static Baseline, LLM (BERT), and RL-Optimized Approaches.

Method Precision Recall F1 AUC
Static 0.88 090 0.89 0.92
LLM (BERT) 0.95 0.95 093 094
RL-Optimized 0.97 099 097 0.98

D.8. Summary

By formalizing vector embedding and semantic indexing into the RL environment, the middle tier continually refines its
filtering thresholds and outbreak-detection strategies. The RL agent’s reward function—derived from real-time classification
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performance and, when available, expert validations—allows the system to adapt to new forms of misinformation or
emerging pathogenic threats. Over time, this facilitates a more accurate and responsive epidemic early-warning mechanism,
as evidenced by the further performance gains of RL-Optimized thresholding over both static keyword filtering and standard
BERT classification.

D.9. Experimental Core Codes

nwn

ICML 2025 Position Paper — Empirical Validation
Title: Epidemic Early-Warning Test Experiment: Static, LIM(BERT), RL-Optimization Comparation
Date: Jan 30, 2025

nwn

import os

import random

10| import re

11| import numpy as np

12| import pandas as pd

13| import matplotlib.pyplot as plt
14| import torch

15| import nltk

16| import gym

17| from gym import spaces

O NN L R W N —

19| from sklearn.model selection import train test split
20| from sklearn.metrics import (precision score, recall score, fl_score,

21 roc_curve, auc, precision recall curve)
22| from transformers import (BertTokenizer, BertForSequenceClassification,
23 Trainer, TrainingArqguments, TrainerCallback)

25| # If needed for your pipeline
26| from datasets import Dataset

28| # Ensure necessary NLIK data resources
29| nltk.download (" punkt’ )

31| #HHE R
32| # 1. DEVICE DETECTION

R
34| device = torch.device("cuda" if torch.cuda.is_available() else "cpu")

35| print (£"Using device: {device}")

37| e R
38| # 2. DATA LOADING AND PREPROCESSING
39| # We assume ’combined 1to5.csv’ merges COVID tweets (label=1) and non-COVID

40| # tweets (label=0) with "1:5 ratio. Each row has columns: [’content’,’ label’].
E I 8800 o

42| csv_path = "./data/combined 1to5.csv"

43| if not os.path.exists (csv_path) :

44 raise FileNotFoundError (f"File ' {csv_path}’ not found.")

46| df = pd.read csv(csv_path)
47| print ("Data shape:", df.shape)
48| print (df .head())

50| def clean text (text: str) —> str:
51 mman

52 Preprocesses tweet text by:

53 - Lowercasing

54 — Removing URLs

55 — Stripping non-alphabetic characters
56 Returns a string for tokenization.
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57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
95
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121

nwnn

text = str(text) .lower ()

text = re.sub(r’ http\s+, ’’, text) # Remove URLS

text = re.sub(r’ ["a—zA-Z\s]’, ', text) # Remove non-alphabetic characters
return / ' .Jjoin(text.split())

df [’ cleaned’ ] = df[’ content’ ].apply (clean text)

A R

# 3. STATIC KEYWORD FILTERING BASELINE
B R
COVID_KEYWORDS = ["covid", "coronavirus", "pandemic", "lockdown", "quarantine", "vaccine"]

def static filter (text: str) —> bool:
Returns True if any COVID keyword appears in the text;
otherwise returns False.

nwnn

return any (kw in text for kw in COVID_KEYWORDS)
df [’ static pred’ ] = df[’ cleaned’ ].apply (lambda t: 1 if static filter(t) else 0)

B R
# 4. TRAIN/VAL/TEST SPLIT
B
train val_ratio = 0.8

val_test _ratio = 0.5

df_train, df _temp = train_test split(
df,
test_size=1 - train val_ratio,
random state=42,
stratify=df[’ label’ ]
)
df_wval, df _test = train test split(
df_temp,
test_size=val test_ratio,
random state=42,
stratify=df_ temp[’ label’ ]
)

print (f"Train size: {len(df_train)} | Val size: {len(df_val)} | Test size: {len(df_test)}")

ffigdassadadessadasdadaddadadadtatadtadataaaddadaiRaEa s a R SRR
# 5. DATASET CREATION FOR HUGGINGFACE TRANSFORMERS
ffigdadsadadesdadesdadadaadadtatasaadadaaaddadastddasdadasdaEE s SR Ed i
# Switch to a general-purpose BERT instead of COVID-BERT

model_name = "bert-base-uncased"

tokenizer = BertTokenizer.from pretrained(model name)

def tokenize fn (examples) :
return tokenizer (
examples["cleaned"],
padding="max_length",
truncation=True,
max_length=64
)

train ds = Dataset.from pandas (df_train[["cleaned", "label"]])
val_ds Dataset.from pandas (df_val[["cleaned", "label"]])
test_ds = Dataset.from pandas (df_test[["cleaned", "label"]])

train ds = train ds.map (tokenize_fn, batched=True)
val _ds = val ds.map(tokenize fn, batched=True)
test_ds = test_ds.map(tokenize fn, batched=True)
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122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149
150
151
152
153
154
155
156
157
158
159
160
161
162
163
164
165
166
167
168
169
170
171
17
173
174
175
176
177
178
179
180
181
182
183
184
185
186

N

cols = ["input_ids", "attention mask", "label"]
train ds.set_format (type="torch", columns=cols)
val_ds.set_format (type="torch", columns=cols)
test_ds.set_format (type="torch", columns=cols)

85
# 6. CUSTOM TRAINER CALIBACK FOR LOGGING
85
class MetricsLoggerCallback (TrainerCallback) :
Custom callback to record training & validation losses and F1 scores
after each epoch, for plotting and analysis.
def __init_ (self):
super () .__init ()
self.epoch_list = []
self.train loss list = []
self.eval_loss list = []
self.eval f1l list = []

def on_epoch _end(self, args, state, control, *xkwargs):
if len(state.log history) > 0:
log_entry = state.log history[-1]
if "epoch" in log_entry:
self.epoch list.append(log entry["epoch"])
if "loss" in log_entry:
self.train loss_list.append(log_entry["loss"])
if "eval_loss" in log entry:
self.eval loss_list.append(log_entry["eval loss"])
if "eval f1" in log_entry:
self.eval fl list.append(log_entry["eval f1"])

[figdassadsdsssadsddadaddadaddsdtatadaddadaadsddadadtddatdadaddaaataEasaiaddi
# 7. METRIC COMPUTATION
[figdassadadassadaddadasdadaddadtatadaddadaadsddadadtddatdadasdaEaEaEas it
def compute_metrics (eval pred) :

wwn

Computes precision, recall, and F1 given predicted logits and true labels.
mmn

logits, labels = eval_pred

preds = np.argmax (logits, axis=1)

precision = precision score(labels, preds, zero_division=0)

recall = recall score(labels, preds, zero_division=0)

fl = f1_score (labels, preds, zero division=0)

return {"precision": precision, "recall": recall, "f1": f1l}

ffgdadsadadeasadesdasadaadadtatasaadadaaaddaasdadaddadasdEERE SR adai
# 8. MODEL INITIALIZATION AND TRAINER CONFIGURATION

# Reducing epochs and partially freezing layers to keep the model "general."
lddsdsdsssededadadasadassadapadadadadasaassiadadadaataaEaEaEaEEREEa T E i
model = BertForSequenceClassification.from pretrained(model name, num labels=2)
model .to (device)

# Optionally, freeze some of the early BERT encoder layers to limit overfitting
# e.g. freeze the first 8 layers in a 12-layer BERT
for param in model.bert.encoder.layer[:8].parameters () :

param.requires_grad = False

# Reduce the number of epochs to 2

training args = TrainingArguments (
output_dir="./bert_finetuned",
evaluation_strategy="epoch",
save_strategy="epoch",
learning rate=2e-5,
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187
188
189
190
191
192
193
194
195
196
197
198
199
200
201
202
203
204
205
206

208
209
210
211
212
213
214
215
216
217
218
219
220
221
222
223
224
225
226
227
228
229
230
231
232
233
234
235
236
237
238
239
240
241
242
243
244
245
246
247
248
249

251

per_device train batch size=8,
per_device_eval_batch size=8,
num_train_epochs=2, # Reduced from 3 to 2
weight_decay=0.01,
logging dir="./logs",
logging steps=50

)

metrics_logger = MetricsLoggerCallback ()

trainer = Trainer (
model=model,
args=training args,
train dataset=train_ds,
eval_ dataset=val_ds,
tokenizer=tokenizer,
compute _metrics=compute metrics,
callbacks=[metrics logger]

)

S
# 9. TRAIN THE MODEL
S

trainer.train()

8
# 10. PLOT TRAINING DYNAMICS
5
def plot_training history(logger_cb: MetricsLoggerCallback) :

plt.figure (figsize=(10, 5))

# (a) Loss
plt.subplot (1, 2, 1)
plt.plot (logger_cb.epoch list, logger_ cb.train loss list, label='Train Loss’, marker='o’)
if len(logger_cb.eval_loss list) == len(logger_cb.epoch list):
plt.plot (logger_cb.epoch list, logger_cb.eval loss_list, label='Val Loss’, marker='o’)
plt.xlabel ("Epoch™)
plt.ylabel ("Loss")
plt.title("Training & Validation Loss")
plt.legend()

# (b) F1
plt.subplot (1, 2, 2)
if len(logger_cb.eval fl_list) == len(logger_cb.epoch list):
plt.plot (logger_cb.epoch list, logger cb.eval f1 list, label='Val F1’, color='green’, marker='o/
plt.xlabel ("Epoch")
plt.ylabel ("F'l-score™)
plt.title("Validation F1 vs. Epoch")
plt.legend()

plt.tight layout ()
plt.show ()

plot_training history (metrics_logger)

A R
# 11. EVALUATION ON THE TEST SET
B R
test_out = trainer.predict (test_ds)

logits = test_out.predictions

labels test = test_out.label ids

# Convert logits to class probabilities for label=1
probs_test = torch.softmax (torch.tensor (logits), dim=l) .numpy () [:, 1]
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252| # (A) Static Baseline

253| static_pred test = df_test[’ static pred’ ].values

254| £1_static = fl_score (labels_test, static pred test, zero division=0)
255
256| # (B) LIM with threshold=0.5

257| preds_05 = (probs_test >= 0.5) .astype (int)

258| £1_11m 05 = f1_score (labels_test, preds_05, zero division=0)
259
260 # (C) Optimal threshold based on precision-recall curve

261| precisions, recalls, thresholds = precision recall curve (labels_test, probs_test)
62| f1_list = 2 x (precisions * recalls) / (precisions + recalls + 1le-9)

263| best_idx = np.argmax (f1_list)

264| best_thr = thresholds[best_idx]

265| preds_opt = (probs_test >= best_thr) .astype (int)

266| £1_11m opt = f1_score (labels_test, preds_opt, zero_division=0)

267
268| print (f"\n[Static] F1 = {fl_static:.3f}")

269| print (£" [LLM, thr=0.5] F1 = {f1_11lm 05:.3f}")

270| print (£" [L1M, thr={best_thr:.3f} (optimal)] F1 = {fl_1lm opt:.3f}")
271
272
A N W 8
274 # 12. REINFORCEMENT LEARNING FOR THRESHOLD OPTIMIZATION

AR W 5 R
276| class EpidemicAlertEnv (gym.Env) :

277 mman

278 A Gym environment where the agent adjusts a classification threshold
279 for COVID(1l) vs. non-COVID(0) tweets. The reward is +1 for a correct
280 classification, and -1 otherwise, referencing the true label.

281 mman

282 def __init__ (self, probs, true labels):

283 super () .__init ()

284 self.probs = probs

285 self.true labels = true labels

286 self.index = 0

287 self.threshold = 0.5

288 self.action_space = spaces.Discrete(3) # 0: no change, 1: +0.05, 2: —0.05
289 self.observation _space = spaces.Box (low=0, high=1, shape=(1,), dtype=np.float32)
290

291 def reset (self):

292 self.index = 0

293 self.threshold = 0.5

294 return np.array ([self.threshold], dtype=np.float32)

295

296 def step(self, action):

297 if action = 1:

298 self.threshold = min (1.0, self.threshold + 0.05)

299 elif action == 2:

300 self.threshold = max (0.0, self.threshold — 0.05)

301

302 prob = self.probs([self.index]

303 pred = 1 if prob >= self.threshold else 0

304 reward = 1 if pred = self.true_labels[self.index] else -1

305

306 self.index += 1

307 done = (self.index >= len(self.probs))

308 return np.array ([self.threshold], dtype=np.float32), reward, done, {}

309
310| # Instantiate environment using test data

311| env = EpidemicAlertEnv (probs_test, labels_test)

312| g_table = np.zeros((100, env.action_space.n)) # O-table: 100 possible threshold states x 3 actions
313
314| # Q-learning hyperparameters
315| episodes = 300

316| alpha = 0.1
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317
318
319
320
321
322
323
324
325
326
327
328
329
330
331
332
333
334
335
336
337
338
339
340
341
342
343
344
345
346
347
348
349
350
351

gamma = 0.9
epsilon = 0.1
for _ in range (episodes) :
state = env.reset ()
done = False
while not done:
s_idx = min (99, int (state[0] * 100))
if random.random() < epsilon:
action = random.randint (0, env.action_space.n - 1)
else:
action = np.argmax (g _table[s_idx])
next_state, reward, done, _ = env.step(action)
ns_idx = min(99, int (next_state[0] % 100))

g _table[s_idx, action] += alpha * (reward + gamma * np.max(q table[ns_idx]) — g table[s idx, act
state = next_state

# Determine the best threshold from Q-table

best_thr_rl = np.argmax(q_table.mean (axis=1)) / 100

rl preds = [1 if p >= best_thr rl else 0 for p in probs_test]
fl rl = f1 score(labels test, rl preds, zero_division=0)

print (f"\n[RL-Optimized] best threshold = {best_thr rl:.3f}, F1 = {f1 _rl:.3f}")

5
# 13. FINAL PERFORMANCE COMPARISON (Static vs. LIM(BERT) vs. RL-Opt)
5
methods = ["Static", "LIM(opt)", "RL-Opt"]

fl scores = [fl_static, f1 1lm opt, fl rl]

print ("\n== Final Comparison ===")
print (f"Static Fl = {fl _static:.3f}")
print (f"LIM F1 = {f1 11lm opt:.3f}")
print (£"RL-Opt Fl = {fl_rl:.3f}")
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E. Back-End Core Functionality

This is an expanded discussion, concerning Section 5 detailing how privacy-protected model updates operate within the
Back-End, focusing on federated learning (FL) and secure multi-party computation (SMPC) mechanisms. We then describe
how newly verified outbreak cases can fine-tune an LLM with human-AI collaboration, accompanied by a mathematical
formulation and algorithmic pseudocode.

E.1. Privacy-Protected Model Updates: FL. and SMPC
E.1.1. FEDERATED LEARNING BASICS

Consider a global model M whose parameters are ©. In a typical federated learning scenario, each local site ¢ €
{l1,0s, ..., L} holds private data D¢. Rather than sending D/ to a central server, each site computes local model updates
(e.g., gradients or parameter deltas) and transmits A, back to the aggregator, which merges them to form a new global
model. Formally:

1. Local Training:
Ay = TrainLocally(©pyev, De)

2. Global Aggregation:
9new = 6prev +n Z Wy AZ
¢
where 7 is a learning rate, and w, could be % (a data-proportional weighting).
In the Back-End context, local data D, may include newly confirmed outbreak records or domain-specific knowledge
(e.g., regional case histories) from various hospitals or agencies. FL ensures each site’s raw data never leaves its
jurisdiction, protecting privacy while still allowing a unified model to evolve (Li et al., 2020; Sheller et al., 2019).

E.1.2. SECURE MULTI-PARTY COMPUTATION (SMPC)

SMPC further safeguards local data by encrypting all parameter updates or employing secret-sharing schemes (Volgushev
et al., 2019). In this setup:

* Each site ¢ splits its gradient A, into multiple shares {Aél), Af)

other participants.

, - .. + and distributes them among aggregator(s) or

* The aggregator reconstructs the sum of all gradients > ¢+ A¢ (without ever seeing individual A,) and produces Oy

Thus, no single entity has access to the raw local gradients or data, preserving confidentiality.

E.2. Fine-Tuning the LLLM with New Outbreak Cases

Once aggregated updates Oy, (or partial model increments) are available, the fine-tuning process for an LLM can proceed.
Let the LLM’s parameters be 2. Suppose each local site identifies new outbreak examples C, (e.g., text describing confirmed
local cases). Then:

1. Local Fine-Tuning: Each site refines Q2 using C/, yielding local deltas ATM) ¢,

2. Aggregating: Over FL/SMPC, these deltas are combined to yield a globally updated LLM parameter set {2p,cyy, .

3. Optional Validation: If domain experts spot inconsistencies, they can revert or adjust partial updates, ensuring no
single erroneous site corrupts the LLM.

Human-AlI Interaction occurs when experts review intermediate outputs or partial fine-tuned model behaviors (e.g., checking
that new symptom categories are recognized). This feedback is integrated either directly at local sites or globally in the
aggregator’s final weighting.
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E.3. Mathematical Formulation

Let ©2 € RP represent the LLM’s parameter vector. Suppose each local site £ obtains newly verified outbreak data C,. For a
standard gradient-based approach:

1. Local Objective:
LUQ) = > (x,y) € CL(LLMQ(z), y)

where (-, -) is a suitable loss (cross-entropy, etc.), and (x, y) are (input, label) pairs for local outbreak examples.

2. Local Gradient:
Vaoll(Qold) — AfMM

typically computed via backpropagation or similar.

3. Privacy Mechanisms:

* FL: Each ¢ sends AgLLM)

* SMPC: AELLM) is split into shares or otherwise encrypted. The aggregator reconstructs only the sum of local
gradients.

to aggregator in either plaintext or an obfuscated manner.

4. Global Update:
Qnew = Qold - ﬁzwé AgLLM)
¢

forming the globally fine-tuned LLM.

E.4. Algorithm: Privacy-Protected LLLM Fine-Tuning

Algorithm 4 shows how the LLM parameters are updated using federated learning or SMPC. Local sites train the LLM on
new outbreak data before a secure aggregator combines the updates into a global model.

The pseudocode specifies initial inputs (local data C, and LLM parameters £2). In the local phase, sites compute gradients Ay,
which remain protected through splitting or encryption when using SMPC. The global phase follows, where the aggregator
computes the gradient sum A®"™ under FL/SMPC protocols and updates €2 to obtain Qe

E.5. Human—AI Interaction for LLM Fine-Tuning

After the global LLM updates, domain experts can test or inspect the updated model’s performance on local reference sets,
verifying that newly recognized symptoms, disease nomenclature, or epidemiological patterns are aligned with real-world
knowledge. If discrepancies arise, experts may roll back partial updates, adjust hyper-parameters, or label additional samples
to refine the model. This iterative loop ensures clinical accuracy is not overshadowed by purely algorithmic changes.

Example: A newly discovered regional strain of influenza might appear in local data C¢. Once integrated into the global
LLM, the model can better parse posts referencing that strain’s symptoms. However, if an expert sees overfitting (the model
mislabels general flu mentions as “new strain”), they can add negative examples or reduce the weighting factor w/.

E.6. Summary

By combining federated learning or secure multi-party computation with fine-tuning of a large language model, the Back-End
ensures sensitive outbreak data remain local while still contributing to a shared, improved LLM. Human—AlI collaboration
finalizes the updates by validating new disease concepts or symptom patterns, bridging the gap between purely algorithmic
improvements and real-world domain requirements. This yields a privacy-preserving, continually adapting framework for
epidemic early-warning at a global scale.
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Algorithm 1 Three-Layer Epidemic Early-Warning Framework: Workflow
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Input:

D: continuous data streams (text, images, video, etc.) from diverse platforms

L: set of large language models (LLMs) and multi-modal modules

KC: local knowledge bases, containing domain and epidemiological data

FL, SMPC: optional frameworks for federated and secure multi-party computation
Output: Verified outbreak alerts A (with risk levels, recommended interventions)

Initialize:
o Front-end Agent Pool F = {Agent,, ..., Agent,, } (each agent specialized by data source or modality).
* Middleware Vector DBV (e.g., Milvus, FAISS) for semantic embeddings.
* Back-end Expert Group E with domain experts and /C for final validation.
* Reinforcement Learning (RL) Policy  for adaptive filtering thresholds.

: Front-End (Data Gathering and Preliminary Screening):
: for each incoming data batch d € D do

(1) Multi-Agent Processing:
 Split d among agents in F based on language, platform, or media type.
» Each agent applies LLM-based filtering (keywords, heuristic checks) to discard obvious noise.
* Cross-check suspicious items across multiple sources to boost confidence.
(2) Forward High-Value Signals:
» Aggregate plausible alerts S C d; forward S to middleware for deeper analysis.
end for

: Middleware (Semantic Analysis and Tracking):
: for each signal batch S from the front-end do

(1) Vector Embedding and Filtering:

* Convert items in S to embeddings via LLM or multi-modal encoders. Store in V.

* Remove duplicates, resolve inconsistent timestamps/locations, apply domain-specific rules.
(2) Outbreak Metric Computation:

» Evaluate spatiotemporal correlation, coverage intensity, and expansion velocity.

« If any threshold is exceeded, create preliminary alert A € A.
(3) RL-Driven Refinement:

» Update policy 7 with feedback from prior alerts, adjusting filters or similarity bounds.

* Send alert A to back-end for expert judgment.

: end for

. Back-End (Expert Validation and Local Knowledge Integration):
: for each alert A from the middleware do

* Integrate local knowledge base K (e.g., regional disease data, historical patterns.

» Experts in F confirm or revise A’s risk level, propose interventions (quarantine, resource allocation).
e If alert is valid, coordinate official communications or rapid responses .

* Send feedback 0(A) to middleware for RL policy update; optionally adjust front-end agent filters.

¢ If needed, use FL. or SMPC to share aggregated model improvements without exposing raw data.

: end for

: Security and Privacy Measures:

* Classify data by sensitivity (general chatter vs. confidential medical records).
* Employ federated learning or secure multiparty computation to train global models.
* Maintain audit trails of data access and model changes, ensuring transparency.

. Iterate Until Convergence or Continuous Operation:

* Over repeated cycles, refine detection thresholds, embeddings, and RL policy 7, improving outbreak detection
accuracy and adapting to evolving epidemiological conditions.
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Algorithm 2 Multi-Agent Cross-Validation in the Front-End

1: Input:
A={A,..., Ay} multi-agent set
LLM: large language model or multi-modal engine
x: suspicious item (text snippet, image, video snippet, etc.)
6: global acceptance threshold, 6 € [0, 1]
{w;}: agent-specific reliability weights, >, w; =1
Output: Decision label [ € {accept, reject}; aggregated confidence
Step 1: Agent-wise LLM Inference
for j = 1tom do
e; < LLMQuery(z, A;) {emphe.g. generating an embedding or classification}
Uj < AgentPredict(e;, ) {local filter / domain logic for agent j}
: end for
: Step 2: Consensus Aggregation

1 m m
14: § + Zzlegj, whereZ:Z;wj
j= j=

15: (Optional) External Check:

16:  Validate y via external references (e.g., official bulletins) if available
17: Step 3: Decision

18: if y > 6 then

19: [ < accept

20: else

21: [ <+ reject

22: end if

23: Return !,

PRI DINRLN

— e
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Algorithm 3 RL-Driven Threshold Refinement in the Middle Tier

1: Input:

2:  «: learning rate

3 ~: discount factor

4:  BatchSize: mini-batch size

5:  mg: policy network, initialized with random parameters
6 Vi value estimator, also initialized randomly

7. M: replay buffer (initially empty)

8:  MaxEpisodes: total number of RL training episodes

9: for episode = 1 to MaxEpisodes do

10:  Obtain the latest vector embeddings {v;} and metrics from the Environment
11:  Construct the current state sy, €.g.:

12: St {distStats({vi}), domainFeedback(), prevLabels, . . }

{summarizing embedding distribution, prior labels, domain feedback, etc.}
13:  Sample an action a; from the policy 74 (at | st)
{e.g., adjusting threshold 0, weighting vector w, or retrieval strategy}
14:  Environment applies a; (re-cluster, re-rank signals) — new state sy
15:  Observe immediate reward 7,1
{partly based on expert validation if available}
16:  Store the transition (s¢, at, 141, S¢+1) in M
17:  (Update Policy and Value Functions):

18: Sample a mini-batch of transitions from M
19: For each transition (s, ar, 7711, Sr41):
20: Compute the target:

y = i1+ Y Vg(sr41)
21: Update the value network V;, by minimizing:
2
[y - Vdﬁ (ST)]

22: Update the policy network 74 with a policy gradient term:

Vo log my(ar | s-) [y — Vis(s)]

23: {e.g., using Advantage Actor-Critic or PPO-based updates}
24 St < Sg+1
25.  if terminal condition or end of data batch then

26: break {proceed to the next episode}
27:  endif
28: end for

29: QOutput:
30:  Refined policy m,  {e.g., thresholding and weighting scheme }
31:  Updated value estimator V,,
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Algorithm 4 Privacy-Protected Model Update for LLM Fine-Tuning
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: Input:
{Ce}: newly verified outbreak cases at each local site £ € {1,...,k}
Q: global LLM parameters (initial)
7n: learning rate
{w¢}: local weighting factors, >, wy = 1
Privacy Mechanism: either FL. or SMPC aggregator
Output: updated LLM parameters €2;,cv
for each site / = 1 to k in parallel do
Ay + ComputeLocalGradient (2, C;)  {e.g., backprop on local outbreak data}
if SMPC is active then
{A@S)} < ShareSecrets(Ay)  {split or encrypt local gradient}
Transmit {AE,S)} to aggregator(s)
else
Transmit Ay directly to aggregator
end if
: end for
: Global Aggregation:
. if SMPC aggregator then
AT ReconstructSum({Aés)}g)

else
k

AP Z wyp Ay
=1
end if
Qpew — Q — nAS
return ()., {globally updated LLM}
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