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Abstract

Identifying how much a model p? , knows about
the stochastic real-world process pyx it was
trained on is important to ensure it avoids produc-
ing incorrect or “hallucinated” answers or taking
unsafe actions. But this is difficult for generative
models because probabilistic predictions do not
distinguish between per-response noise (aleatoric
uncertainty) and lack of knowledge about the pro-
cess (epistemic uncertainty), and existing epis-
temic uncertainty quantification techniques tend
to be overconfident when the model underfits. We
propose a general strategy for teaching a model
to both approximate py,y and also estimate the
remaining gaps between ﬁglx and pyx: train it
to predict pairs of independent responses drawn
from the true conditional distribution, allow it to
“cheat” by observing one response while predict-
ing the other, then measure how much it cheats.
Remarkably, we prove that being good at cheat-
ing (i.e. cheating whenever it improves your pre-
diction) is equivalent to being second-order cali-
brated, a principled extension of ordinary calibra-
tion that allows us to construct provably-correct
frequentist confidence intervals for pyx and de-
tect incorrect responses with high probability. We
demonstrate empirically that our approach accu-
rately estimates how much models don’t know
across ambiguous image classification, (synthetic)
language modeling, and partially-observable nav-
igation tasks, outperforming existing techniques.

1. Introduction

When a generative model ]3?4;( (such as a large language
model) is trained to imitate a stochastic real-world process
Dyix, it’s important to identify what the model doesn’t know
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Figure 1. We train a model (green py) to predict pairs of i.i.d.
ground-truth answers (blue @ and red @), and allow it to “cheat”

by observing one (®) while predicting the other (@). Calibrated
models only need to cheat when there is something they don’t
know, so the amount that the model cheats when its own guesses
are presented as expert answers can be used to construct provably-
correct “cheat-corrected” estimates of how close ﬁgy‘x iS tO Pyix -
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about the process. Missing information can cause even well-
trained models to “hallucinate” incorrect claims (Ji et al.,
2022; Kalai & Vempala, 2023), make unjustified decisions
(Hébert-Johnson et al., 2018), or exhibit “self-delusions”
that conflate cause and effect (Ortega et al., 2021). Unfortu-
nately, detecting missing information is very difficult when
the true responses Y are not deterministic functions of the
input X, because probabilistic predictions made by ﬁf,‘x
must account for both the model’s uncertainty about the
process (called “epistemic uncertainty”) and the variability
intrinsic to pyyx (“aleatoric uncertainty”). For example, if
responding to a query X = “Tell me about digit 5641 of
7", the predicted probability of a response (e.g. “That is 7”)
may be small either because the model does not know how
Dyix would respond (e.g. whether the answer is actually
“That is 4”), or simply because there are many plausible
responses under pyx (e.g. “Sure, it’s an odd number”).

If we want to determine whether our model knows enough
about py for us to trust its responses, we cannot rely on
the value of pf,, (y|z) alone, since it may just be small be-
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cause Py (y|z) was small. Instead, what matters is whether
P9 (ylz) is close to pyix (y|z). Unfortunately, although
we can use metrics like cross-entropy or marginal likeli-
hood to measure improvements in ﬁi‘x toward pyx, we
do not generally know the entropy of py itself, so it is
difficult to know how much our model can still improve.
In fact, when training on a dataset of (X,Y") pairs it is in
general impossible to tell how close ﬁg‘x iS to pyx without
making assumptions about py,x (Barber, 2020). And if we
make assumptions that turn out to be false, ensembling or
Bayesian-inference-based approaches can produce highly-
confident low-uncertainty estimates despite converging to a
model that fails to fit important patterns in the data.

In this work, we show that these limitations can be over-
come without making assumptions about pyx if we instead
make a small modification to the training procedure: collect
and train on pairs of responses (Y1, Y>) for each X. Our
strategy is based on the following intuition: if an unscrupu-
lous student doesn’t know the answer to a question, they
could improve their guess by peeking at someone else’s
answer. By analogy, if a model’s prediction p? . (-|x) does
not match the true distribution py (-|x), the model should
be able to improve its prediction if it cheats by peeking at a
sample y1 ~ pyx (+|x) from the distribution first. And since
models only benefit from cheating when they do not already
know the distribution, the amount that a calibrated model
cheats gives us exactly what we need to robustly estimate
the gaps between ﬁf,‘x and py,x. Our contributions are:

o We define second-order calibration, an extension of or-
dinary calibration that requires models to additionally
report how much the true probabilities pyx (-|z) (co)vary
around p? , (-|) when there are inputs the model cannot
distinguish (Figure 2). We also demonstrate that popular
epistemic uncertainty quantification approaches are not
second-order calibrated under misspecification (Figure 3).

o We show that second-order calibration is equivalent to
ordinary calibration over pairs of responses (y1, y2), and
propose a simple modification to standard maximum-
likelihood training (“training models to cheat” as in Fig-
ure 1) which incentivizes models to become second-order
calibrated given sufficient capacity and training data.

e We prove that, given a calibrated model of pairs, you can
construct confidence intervals for the true probabilities
Pyix (y|2) and reliable tests for “statistical hallucinations”
(responses y with pyx (y|z) = 0). Our tests rely on a
novel and easily-computable cheat-corrected epistemic
confidence metric, and can be combined with most off-
the-shelf decoding strategies to construct new selective
decoders with bounded hallucination rates.

e For binary ) = {0, 1}, we further show that you can con-
struct nontrivial confidence intervals for p,x even with

a miscalibrated model as long as you have a calibration
set of paired responses, without making any assumptions
about the form of pyx. This means that impossibility re-
sults for distribution-free probability regression (Barber,
2020) do not apply when we use paired responses.

e We demonstrate that pair-based variance estimates are em-
pirically second-order well-calibrated on the CIFAR-10H
perceptual uncertainty dataset (Peterson et al., 2019), out-
performing a variety of existing uncertainty quantification
baselines while only requiring small modifications to the
data format and output layer.

e We also train Transformer (Vaswani et al., 2017) sequence
models on paired responses in synthetic language mod-
eling and partially-observable gridworld tasks, and show
that our statistical-hallucination tests enable reliable de-
tection of false statements and unsafe actions despite
never observing any such errors during training.

2. Second-Order Calibrated Models Report
Where They Know The True Conditional

Let X be a set of inputs (e.g. prompts or images), and Y
be an arbitrary discrete set of possible responses (such as
token sequences or class labels). Suppose we train a model
9., on a dataset collected from a query distribution p(X)
and a ground-truth conditional distribution p,x (Y'|X), with
X e Xand Y € ), and we then use this model to predict
the distribution of Y for new X ~ p(X) drawn at inference
time. How can we tell if our model ]ﬁf,‘x knows enough to
match p,,, for these new queries? Specifically, how can we
obtain a reliable estimate of the gap between p? , (-|z) and

Py (+|2)?

2.1. Calibrated Models Can Be Far From Perfect

A common way to measure the quality of ﬁ?/‘x is to measure
its calibration: if we aggregate over inputs X that have the
same predicted probability p,, (y|X), we should hope the
true fraction for which Y = y to be about %, (y|X).

Definition 2.1. Let AY denote the set of probability dis-
tributions over the discrete space ). A predictor ﬁﬂlx :
X — AY is (first-order) calibrated if there exists a group-
ing function ® : X — Z such that [)f,‘x maps each in-
put € X to the average ground-truth distribution p,x

across random inputs X in the same equivalence class
[z] ={2': ®(x) =@(2")} C X:

Prx(ylz) = E prx(y|X) X € [a] (1)
Calibration is usually defined for the specific grouping func-

tion % : X - RY with ®% (), =p? , (y|z), so that the

YIX * YIX
groups are the subsets of X" that map to the same predicted
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Figure 2. Each input poink (e.g. an ambiguous image) has its

own ground-truth response distributipnyx ( jx) (e.g. possible

human annotator labels fa&j), but rst-order calibration only re-

quires the model's predictiofx,;x to be anaverageof pyx across

an arbitrary grouping of examples (red and blue), which means

Pyix can still be far frompyjx for each individuak. A second-

order-calibrated model additionally measures the suboptimality of

this approximation by predicting the per-grocqwariance’\ of Figure 3. Popular epistemic uncertainty quanti cation methods

Pvix , but this is challenging becaupex itself is never observed. — are under- or overcon dent whemyx does not match their as-
sumptions. Given a large number of sampe? R;Y 2f 0; 19,
ensembles and misspeci ed Gaussian process classi ers report low

distribution (Kumar et al., 2019; Vaicenavicius et al., 2019;uncertainty at convergence despite failing to maigh around

Perez-Lebel et al., 2022). We de ne calibration in terms ofx  0; Evidential DL (Sensoy et al., 2018) reports high uncer-

an arbitrary grouping function to emphasize that a model tainty nearx 2:0 despite tting well. In contrast, by usingvo

P, can ignore parts ok and still be well-calibrated; in  samplegY1;Yz) for eachX , our rr;ethod reports uncertainty that

this case the grouping functiof x) identi es the subsets matches the true gaiyx  Pyvix )° even when it under ts.

of X that the model distinguishes between. These two de -

nitions are equivalent (Gupta et al., 2020), singg, is the

coarsest satisfying Equation (1): map each input 2 X to the averagand covariance matrix
Proposition 2.2. If Eqn. (1) holds for some xed, then  of the ground truth probability vectgr,, (jx) 2 Y across
it must also hold for , : X ! RY, where vix Xy inputsX in the same equivalence class under

By (YiX).

(We defer proofs of all theoretical results to Appendix D.) By (Yix) = E Py (yiX) X 2[x] ; i
A well-calibrated predictor can still be a bad estimate of " (X) =Cov pyx(JX); pvx(jX) X 2 [x]

pyx if it fails to distinguish inputs with different true

probabilitiesp,x (yjX) and thus averages across them.

For example, a calibrated coin- ip predictor might output wherep,x (jx)y = pvix (Yjx). We call " the epistemic
P, x (HEADS]X) = 50% because it knows coir is fair, or  covarianceof the true conditionab, ( jx) under .
because it cannot distinguish cois andx with opposite

biases. Inthe rst casp,, (HEADS|X) = pyx (HEADS]X) @and  |f e had a second-order-calibrated predictor, we could use
the model is optimal, but in the second the model is suboptiy o jgentify how tightly concentrated the true probability
mal because it has putinputs withy. (yjx+) & Pvi (YiX ) vectorp,, is around the model's best gugs, (as shown
into the same group. This additional error is called thein Figure 2), which would tell us whethgx . is a good

[} ix

grouping losgPerez-Lebel et al., 2022; Kull & Flach, 2015), approximation ofy . In our coin- ip example, a second-
which can be lower-bounded but is dif cult to upper-bound. : : A P
order-calibrated model would report (x)y, = 0 ifit

2.2. Second-Order Calibration Measures The Gap kn(_)ws the coin 1S fa|r,_ and‘ (X)fy >0 'f_'t can't tell
which wayx is biased (i.e. if( X) = ( X+)= ( X )).
It would be useful if we could get a model to tell us how
far p,, (yjx) might be fromp, (yjx) for eachx, condi-
tioned on what the model “knows”. We make this precise

by proposing the following de nition.

Unfortunately, it is not straightforward to construct a
second-order-calibrated predictor, because we only observe
a sampleY pvx (jx) and not the fullp,x . Second-
order calibration requires the predictor to distinguish be-

De nition 2.3. A predictorp,, : X ! Y and covariance tween epistemic and aleatoric uncertainty, but the variance
estimator” : X ! RYY aresecond-order calibrated Var(Yj( X)) of Y itself (for a binaryY) still only mea-
if there exists a grouping function such thap, , and n sures the total uncertainty and is thus a rst-order quantity.
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2.3. Existing Epistemic Uncertainty Estimators Under- ~ De nition 3.1. Thepair covarianceof p, , . is
or Over-estimate The Gap For Under t Models

" (x) Be o Vi YiIX) By (VilX) By (5 1X)
Existing techniques for estimating epistemic uncertainty "2 /Y17 FYavex Yii 3] v ) Brop i
often attempt to estimate how mup})c could vary given . ) ) _ .
what the model “knows”. For instance, Gaussian processes v 2« (X)yi iy, 1S the difference between the predicted joint
(Bernardo et al., 1998) and Bayesian neural networks (Goaﬂnd what we would expect ¥y ‘?n_dYZ were independent
& Fookes, 2020) impose a prior distribution over the generadiVen ( X). Itturns out that this is exactly what we need
tive process, then evaluate the variance of the prediction ufi@ construct a second-order-calibrated predictqugf:
der an approximate posterior (Kendall & Gal, 2017). OtherTheorem 3.2.1f p, , . is rst-order calibrated at predict-
related strategies include ensembling (Lakshminarayanaing pairs (Y1;Y2), then its marginalp, , and pair co-
etal., 2016), injecting noise into the model or training pro-variance ", , , are second-order calibrated at predict-
cess (Gal & Ghahramani, 2015, Osband et al., 2021, Maqng ijX . Mdreover’ this is a bijection: for any second-

dox et al., 2019), or predicting a “distribution over distribu- order—calibrated(pY.ox A 0), there is a unique rst-order-
tions” (Sensoy et al., 2018; Malinin & Gales, 2018). wijth 0° =p  and
Yix T Mygx

AO_ A
Y ¥ oiX

calibratedp, ,
We might hope that these estimates would be second-order

calibrated, but unfortunately this is not generally the casel his equivalence means that techniques for training rst-
especially if the model is misspeci ed or under t relative order-calibrated models can also be used to construct second-
to pyx . We demonstrate this in Figure 3 by applying aorde_r calibrated models whenever it is_, possible to draw
variety of methods to a xegb,, with both low- and high- Multiple samples fronp,; (e.g. by asking two random
frequency variation (discussed more in Appendix F.1). Withhuman experts to lab&l ). In particular, we propose to

a large training set, an ensemble and a Gaussian Procedi§ectly train a modef, , ,, (Y1; Y2jX) to predict paired
classi er both converge to highly con dent but incorrect "€sponses by minimizing the standard cross-entropy loss
solutions, because the prior was misspeci ed and did not h - '

includep, . Evidential DL (Sensoy et al., 2018), on the EYX_Y P(X); log P, x (Y1: Y2jX)

other hand, is undercon dent because its objective biases its e P

uncertainty estimates (Bengs et al., 2022; 2023). In practicgyer a dataset ofX (i)§Y1(i)in(i)) triples. Since cross-
even the largest models are likely to under tin some regionsemropy is a proper scoring rule (Kull & Flach, 2015), we
of X, making this a serious concern if we wish to reliably can expect that our model will become more calibrated over
estimate how fap,, actually is fromp, . Y Y asitimproves. Indeed, calibration is linked to gen-

eralization ability (Carrell et al., 2022) and hallucination
3. Second-Order Calibration From PairedY s behavior (Kalai & Vempala, 2023) and tends to emerge in

suf ciently-high-capacity models (B asiok et al., 2023; Ope-
How can we obtain a second-order calibrated model? Wa| 2023; Kadavath et al., 2022). We note that if our model
now show that making second-order-calibrated predictionsgg explicitly factorized as

about individual respongerobabilitiesis equivalent to mak- _ _ _
ing rst-order-calibrated predictions abopéired responses By (Y13 Y20X) = By i (Y2IX) By ik (Y2lY1iX)

2X

Suppose we have a modgl, . (Y1;Y2jX) predictinga (e.g. an autoregressive model), we expect it to learn to
distribution overy Y , and letp, , , B, . B, bethe “cheat’ by copying information fron¥; to Y, whenever
induced marginal and conditional distributionsyf, , ~ there are regularities betweefy and Y, that aren't ex-
is calibrated at predicting a pair of independent responsedlained away by what the_moc_iel kr_lows. This is exactly
.\ iid : . what we want, because calibratieguiresp, . ., to cheat
Y1; Y2 pvx (jX), it must be the case that 1Y 2X
h ) wheneverd, , 6 p,x; we can then use Theorem 3.2 to
i . .
co oy . . determine how closp, , is topy, . Informally, an expert
. = E py X - X) X2 xS X .
B (Y2 y2lX) Pric (21X Pric (¥2IX) ] doesn't need to cheat, so if you let your model cheat and it

does, it must not know the answer to your question.
forsome . How much should we expeg} to depend ory; yourdq

according to this model? Although andY, are indepen- . . . . )
dent givenX , they may not be independent conditioned on4. Bounding Approximation Error With Pairs
( X), i.e_. conditioned on what our model_ “knows” about 4.1. Pair Predictors Can Bound Their Own

X In this case, we sho_uld expect a callbra_ted mo_del to Individual-Response Errors By Self-Cheating
cheat by using information abouwy; to better inform its
prediction ofy,. We can quantify this by measuring how We now derive a number of properties which are particularly
correlated the possible outcomes are under the model:  useful when using, , to imitatep, : bounded deviation
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betweerp,, andp,; , and bounded probability of produc-

ing outputs wher@, x (yjx) = 0. These results rely on the
fact that, conditioned on the matrix, , , (x) 2 RYY of

model outputs (with , ., (X)ysiy> = Py x (Y13 Y2iX)),

we can treap,x (yjX ) as a random variable whose mean isy twice. C,,

B, (iX ) and variance g, (yjX ), de ned below:

De nition 4.1. The cheat-corrected epistemic variance
of pyx for response to queryx (underp, , . ) is

U (VIX) 0 By (VIX) By ViYIX) By (YiX)

{\..... can be computed easily by scoripgwice, once under
the marginal distribution o¥; and once when the model
“self-cheats” by conditioning og (asY;) when predicting

y again (asy,). Furthermore, it agrees with the diagonal

entries of’\Yle x(X) aslong ag, , . is symmetric (which

is true ifp, , « is calibrated). This means we canuseitto P p.x (YjX)=0 A

bound the distance betwepp, andp, .
Theorem 4.2. Suppose, , ,, is calibrated. LetA be any

event andv 2 Y be any (possibly random) value such that

Y;A? Xj oy« (X). Then
h , 1 h i
E lejx(YjX) Py x (Y]X) A =E OCHEAT(YJ'X) A
Furthermore, for any 2 (0;1),
" c
I i OCHEAT(Y‘X)
P lejx (YiX)  px (Y)X) ] A

C..... measures theelativelikelihood with and without self-
cheating, with the denominator correcting for the “aleatoric”
aspects of that remain unpredictable even when the model
cheats. Similar &, it can be computed easily by scoring
is also properly normalized:

Proposition 4.4. If p, , , is calibrated, then for any 2
X;y2Y wehaved C_..(yix) 1, withC,_.(yix)=

1if and only ifp, , (yix) = P (¥iX).

And we can use it to bound the statistical-hallucination rate
of any well-behaved decoding algorithm:

Theorem 4.5. Supposé, , , is calibrated. LetA be the
event that a decoding algorithm responds to a querand
Y 2Y beitsresponse. WY ? X j ., (X), then
the statistical hallucination rate of the generated responses

is bounded above as . )
h i h i
1 EC,.(YiX) A :

‘CHEAT

We can use any decoding strategy that only depends§ on
throughp, . , including temperature sampling, tdgtop-

p sampling, or beam search (see Zarriel et al. (2021) for an
overview). Moreover, we are free to usg,.,.(YjX) in the
algorithm to ensure thdt C__,. is low. For example, these

decoding strategies will all have a statistical hallucination
rate at most whenp, , , is calibrated:

2AX
Cheat-corrected selective generation / Itering
Generatey using an arbitrary off-the-shelf sampler,
but rejectit (and don't respond)f C__ (YjX) >

CHEAT

This is a input-dependent (frequentist) con dence interval

for Y; if our model reports a small value &, (YjX),
we can guess thg, , (YjX) is close top,x (YjX ) and be
right most of the time. (For instance Af is the event where
our example coin- ip predictor predicts 50EADS with
epistemic variance , at least 5% of the coins with that
property must have a bias within"=:05 of 50%.)

WhenY is large, we may be less interested in directly esti~

matingpyx for a particulary, and more interested in making
sure we don't generate any respogder which p, x (yjx)
was actually zero; we call such a responstaaistical hal-
lucination® We can do so using the following metric:

De nition 4.3. The cheat-corrected epistemic con -
denceof py, , ,, about responsgto queryx is
pV]JX (yJX)

CCHEAT . X YA (v wv)
(i) By v (YIYiX)

(or 0if p, , (vix) = 0):

Cheat-corrected rejection sampling Repeatedly
sampley  p, , untill  C. (YjX) <

CHEAT

Cheat-corrected top-1 searchDeterministically out-
put (or approximatearg max,, s Py (YiX), where

S=fy:1 C,..(YjX)< g orabstainiiS= 7.

Selectively responding only when we nd% with 1

e (YJX) < ensures that, conditioned on responding
(e.g. onthe ever), our responses will be non-hallucinated
with probability at least.

4.2. Paired Data Enables Distribution-Free Frequentist
Con dence Intervals for p(YjX)

Finally, we show that we can adjust imperfectly-calibrated
estimatorg),, : X! Y and¥ :X ! RY to obtain
robust statistical guarantees about the unobserved true con-
ditional probabilitie, x (Y jX) without assumptions about

1The term “hallucination” is often used to mean “output with pyx , as long as we have access to a heldealibration set

false factual claims”. These count as statistical hallucinations a
long aspyjx hever produces them, but statistical hallucinations

also include behavior such as taking unsafe actiongthatwould
avoid, making a math error whepex would be correct, or failing
to satisfy any other property of all samples generateghy.

F(x;yD:y§gN | containing paired response data. This
demonstrates that the impossiblity result of Barber (2020)
does not apply when we have access to ¥gfor eachX .

For simplicity we assum¥ = f0; 1g.
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Algorithm 1 Conservative adjustment 9¥ Narimatsu et al. (2023) use annotator agreement to quan-
_ ) ) VORI ) tify aleatoric uncertainty at the population level. Repeated
Input: - Calibration setf (X1 71y, )gizy , variance  ,pntations have also been used to improve and evaluate

cutoff” > 0, tolerance , P, Y classi ers (Peterson et al., 2019; Schmarije et al., 2022).
fori =1 toN do .
pi) = p,, (1jxD), ¥ = maxfO (1jxM);"g Uncertainty via LLM postprocessing. For language mod-

(PN () RV E D R () BN NN ()] els, proposed techniques include verifying, critiquing, or
so=(yn POy P9 classifying samples (Cobbe et al., 2021; Ni et al., 2023;

d fi . X
en _OI . ()N . 1.1. Li et al.,, 2022b; Kadavath et al., 2022), or clustering
(+; 7):= MEANCONFITVL fs'/gy,; = = . o o
return semantically-equivalent samples (Kuhn et al., 2022; Li et al.,

2022a; Wang et al., 2022; Chen et al., 2023). This generally
requires a task-speci ¢ correctness or similarity metric, and
may be less applicable for generation tasks without well-
de ned correct answers. Additionally, most multiple-sample
approaches focus on comparing mafy at inference time,
whereas our strategy only uses paikésl at training time
and then scores eadhindividually.

Other uses of pairedY s. In other contexts, paired inputs
have been used to learn representations (Bromley et al.,
1993; Chen et al., 2020), and pairwise losses have been used

Figure 4.Applying Algorithm 1 to our model from Figure 3 pro- tf? train energy-base_d models (Qutmann & Iayimen, ?010_)'
duces frequentist con dence intervals forx (yjX ) which are Lln et al. (2018) train a GAN discriminator to dlstl_ngwsh
provably correct with high probability over rando¥1. Here  pairs ofrealv.s. generated images and show that this reduces

N =10%;" =0:02%; and = 0:05; see Appendix B. mode collapse.

Uncertainty via dependence on additional information.

Theorem 4.6. Letp,, , ¥ , and pyx be arbitrary. With ~ Durasov et al. (2022) train a model to predict the same out-
probability atleastl ~ (over draws of the calibration set), put both with and without feeding in the correct output as
Algorithm 1 returns a value: such that, for a randomly an extra input, and use the change in prediction to measure
sampled inpuX  p(X),andany 2 (0;1);y 2f0;1g, uncertainty. A key difference between this and our cheat-

q correction procedure is that Durasov et al. treat the output
P P (ViX)  pux (YiX) L maxt¥ (yjX):"g : as deterministic (no aleatoric uncertainty) and rely on induc-
tive biases of the predictor rather than calibration. Collier
et al. (2022) provide additional privileged information about
In Algorithm 1, MEANCONFITVL can be any subroutine the label process in order to explain away label noise and
that builds g1 ) con dence interval for the mean of a improve robustness.
bounded random variable, e.g. Hoeffding's inequality (Ho- . . , L
effding, 1994) or betting-based algorithms (Waudby-Smithuncerta'nty via extensions of calibration.To better mea-

& Ramdas, 2020). Smallérallows more precise bounds sure uncertainty for calibrated models, Perez-Lebel et al.
but requires a well-calibrateéd and a large calibration set, (2022) propose bounding the population grouping error by

and ifp,. andQ are in fact second-order calibrated then partitioning the model's feature spaceélbert-Johnson et al.
+ wiIIngproach 1adN !'1 and" ! 0. The failure (2018) studymulticalibration, which requires calibration to

probability should be interpreted as an aggregate ovef©!d across all computable subsets of a population.

X p(X) rather than pointwise; for a xed procepsy Distribution-free uncertainty quanti cation. A number
and xedx eitherp,x (yjx) lies in the interval or it does not. of approaches have been explored for quantifying uncer-
We show an example of the resulting con dence intervals intainty without making assumptions about the functional
Figure 4, and discuss them further in Appendices B and D.4orm of p(YjX), generally by using a held-out calibration
set. Many build on conformal prediction, and use exchange-
5. Related Work ability to construct high-probability prediction sets; see
Angelopoulos & Bates (2021) for an introduction. Related
Decomposing uncertainty with paired Ys. Focusing approaches can be used to construct calibrated classi ers
on regression tasks and asymptotic optimality, LahloyKumar et al., 2019; Gupta et al., 2020; Park et al., 2020)
et al. (2021) estimate aleatoric uncertainty by predictingand randomized predictive distributions (Vovk et al., 2017).
(y1  Yy2)? for two real-valued samples frop{YjX ), then  Wwe discuss these connections in more detail in Appendix C.
use it to quantify epistemic uncertainty. For classi cation,

6
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Table 1. Cheat-corrected uncertainty estimates are better second-order-calibrated than other techniques, while maintaining
similar accuracy. Our primary metricsECE-2is second-order calibration error of the variance estimate (best ECE-2 in Bfld),

is predicted epistemic variance, aBHf p)?] is actual grouping error (ideally close Ej¢ ]). For comparisorECE-1is rst-order
calibration error of predicted probabilitie&ccis top-1 accuracy on the original labels from CIFAR-10, &idmeasures the divergence
from pyjx (ground-truth annotator labels) i« . All metrics are averaged over eight random training seeds, and metrics other than Acc
and KL are summed across classes.

CIFAR-10H w/ EXTRA CLASSES SCRAMBLED
METHOD ECE-2 E[¢ ] E[(p p)?] ECE-1 Acc KL ECE-2 E[® ] E[(p p)?] ECE-1 KL
NAIVE NN 0.076 0.142 0.065 0.02 93.9 0.18 0.521 0.682 0.161 0.07 0.71

NN ENSEMBLE 0.039 0.014 0.053 0.03 949 0.15 0.134 0.014 0.148 0.03 0.65
EVIDENTIAL DL 0.377 0.053 0.430 1.04 88.5 1.09 0.387 0.031 0.418 0.79 2.36

SNGP ®v. 0.048 0.005 0.052 0.02 949 0.15 0.112 0.033 0.145 0.06 0.63
EPINET 0.056 0.015 0.071 0.02 93.4 0.19 0.089 0.087 0.163 0.07 0.71
CHEAT NN 0.018 0.052 0.068 0.03 93.6 0.18 0.022 0.134 0.154 0.07 0.67
CHEAT SNGP 0.009 0.054 0.052 0.02 949 0.15 0.011 0.153 0.150 0.04 0.65

Predicting distributions-over-distributions. Some previ- the empirical annotator distribution, and the top-1 accuracy
ous techniques (e.g. Sensoy et al., 2018; Malinin & Galeswyith respect to the clean CIFAR-10 labels. We compute
2018) have explored measuring uncertainty by predicting &CE-1 and ECE-2 by averaging over 100 quantile bins and
distribution over possible output distributions (sometimessumming across classes, as described in Appendix F.2.

called second-order distributions). However, Bengs et a{N

(2022; 2023) proved that many such approaches do not ine train pair-prediction modefs, , _tqjomtly predict tWO.
- . . random annotator labels for each minibatch example, with a
centivize faithful reports of uncertainty. Sale et al. (2023)

formalize uncertainty measures for second-order distribu‘cfymmemcm 10softmax output head and either an ordi-

. : : . nary wide ResNet backbon€lfeat NN) from Zagoruyko
tion predictors in terms of distances to sets of referenc% Komodakis (2016) or a SNGP backbor@Heat SNGP

distributions. Note that our work uses “second-order” in the roposed by Liu et al. (2020). We then use the marginal
sense of the second-moment statistics in Theorem 3.2, nats prop y ) 7 . 9
and cheat-corrected varian@e, . for evaluation. We

second-order distributions. Our approach does not predict af#* ;
L L observed that our models occasionally over t on the small
full distribution over distributions.

dataset and produced negatfe . estimates due to miscal-
) ibration; we regularize them by adding a small penalty for
6. Experiments negative eigenvalues, sinpg, , (; jx) must be positive

6.1. Classifying Ambiguous Images semide nite if B, , . is calibrated (proven in Appendix E).

: We compare our approach to a variety of existing uncertainty
We demonstrate our technique on CIFAR-10H (Peter- L . .
. 9 ( uanti cation techniquesSNGP Couv. (Liu et al., 2020),

son et al., 2019), a relabeling of the CIFAR-10 test sef¥e o
(Krizhevsky, 2009) by> 50 independent annotators per which uses spe(_:tral _normallzatlon Qnd a Laplace ran_dom-
image. We cast it as a distribution-matching problem ratheEeaggﬁfa?%pl_mxs"gsggn é? :I Gggigan [;]r_(;ﬁeszecso;arr;an(ie,
than an accuracy-maximization problem: the goal is to esti- v al ( y ! ), which u .gu.
mate the fraction of human annotators assigning each lab rllzed Dirichlet output to estlmatg epistemic uncerta|_nty,
y to each image. In this setting, we expect epistemic un- bplfnet d(iSSbarmrjw detrﬁl‘.‘in%loi})i,nwhclfr?r moﬂelsxur;c?r:?lp’ty
certainty quanti cation techniques to distinguish between y 1eecing a rando € put Inrougn a xed prio

between images thiiman annotstora ambiguous and - CEEC AT BN MORERE BT B S ance
images that thenodelhas not learned to identify. Our Y X '

across 8 independent ResNet models; ldad/e NN, which

primary evaluation metric is second-order expected cali- . : . i )
bration error (ECE-2), the difference between each techqsesj (YiX)(1 P (YjX)) as an estimate of variance (i.e.

nique’s variance estimat8 and the true squared error assumingy is a deterministic function oX ). We train these

. . e . baselines by trating the two randomly-selected annotator
P (YjiX) p(YjX) 2, on an in-distribution test set. Since y g y

. o - labels as separate minibatch examples.
some uncertainty-quanti cation methods may affect predic-

tive accuracy, we additionally report the ordinary expectedSince CIFAR-10H includes only the original CIFAR-10

calibration error ofy (YjX) relative to the true annotator test set, we pretrain all models on CIFAR-10N (Wei et al.,

labels (ECE-1), the KL divergence betweerfYjX) and  2021), a relabeling of CIFAR-10's training set by three
annotators per image. We then divide CIFAR-10H's images
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into two disjoint 5,000-image subsets (with50 annotator
labels per image), using the rst to train/validate and the
second for evaluation metrics. We tune hyperparameters to
maximize likelihood on our validation set, but intentionally
avoid tuning based on second-order calibration since this
may not be computable under a standard training setup.

As shown in Table 1, our model's cheat-corrected variance

estimates are substan_tially bette.r Sfecond_order Cal.ibratq—'qgure 5. Left: For our digits-of- model, binning samples by
than other mgthods, without sacri cing rst-order calibra- C...... Shows that hallucination rate is usually 1  Ce,.,. as
tion or predictive accuracy. _In p_artl_culgr, mos_:t othgr meth'predicted by Theorem 4.5, although occasion@lly,, > 1 due

ods tend to underestimate in-distribution epistemic uncefy, miscalibration.Right: Ranking samples bt Ce.ex (YjX)j
tainty (WithE[(p,,  Pvx )21 > E[¢ ]), although Naive NN yields a similar or lower hallucination rate than other common
overestimates it. We additionally train and evaluate modelsitering strategies when applied to this model.

on a harder task variant, where we both add extra classes to

makep,x more stochastic and also scramble the central im- i o ) ) )
age pixels to make under tting more likely, and nd that our In Practice by dividing samples into bins based on their
method remains second-order calibrated, whereas other tedi€dicted con dence,,., and computing the fraction of
niques become increasingly over- or under-con dent. Of ourS@MPples in each bin that were hallucinated. Figure 5 (left)
two models, the SNGP variant performs the best suggestin@hows that the fraction of hallucmateq samples is generally
that well-known techniques for improving rst-order cali- Slightly lower thanl G, as predicted by the bound
bration also improve second-order calibration when training" Theorem 4.5. However, somewnhat surprisingly, we ob-
on pairs. We also point out that the NN Ensemble baseling€ve thaC, (yjx) > 1 for some samples, which would
gives similar variance estimates and similar ECE-1 value§0t occur for a well-calibrated model. Samples i,
across the two task variants, but has worse ECE-2 and KBlightly above 1 are usually correct, but in rare cases we
divergence scores on the harder variant. This means th&lSO observe very large values@f.., (e.g. about 10°
ECE-1 and ensemble variance are not suf cient to identifyOr 1arger), which tend to happen when the sampledvas
tasks for which the model is a bad t fqx,, , whereas the malformed and out-of-distribution. We believe this stems
cheat-corrected variance estimate of our method is morfom the inherent dif culty of making calibrated predictions

representative of model quality. Further details for theseVer the space of all (pairs of) sequences. In practice, we
experiments are provided in Appendix F.2. suggesttousgl C__,.j for thresholding as an alternative

tol C,.., which isHquuivaIent if the model is calibrated.
6.2. English Descriptions of Digits of We explore other thre_sholding options gnd show speci ¢
examples wher€,__.(yjx) > 1in Appendix F.3.

We next demonstrate that our technique can be directly a@ge next compare different strategies for distinquishin
plied to tasks with large output spaces such as sequen P : 9 . 9 9
k;orrect and hallucinated samples: ranking by the log-

modeling. We construct a synthetic language modeling tas "
that aIIO\?v us to control the d%f culty and%mgunt of stoc%as- probab|l|ty of each sample under the model (Total LP), rank-

S . ing by length-normalized log-probability (Avg. Token LP)
ticity in the target responses, where the goal is to correctl e . . .
respond to requests like= “Tell me about digit 24 of ”. )(Malmm & Gales, 2020), clustering semantically-equivalent

Early digits of are sampled more often than later ones, and'SWETS In groups ¢f samples and thresholding by cluster

the target responses are randomly-chosen true statemert$ (Clustered) (Kuhn et al., 2022; Li et al., 2022a), and

such as “Sure. that is the number 6”. “That's an even numl_Jsing ourcheat-based selective lteringfrategy from Sec-

ber”, “It is spelled S | X", or “Sure, it's spelled with three 3\?”.4'1| (modt| ed to :hreshokcjj byl ?CHW(YJX)IJ )'h K
letters”, which are sampled with different probabilities and € Impiement CoIrectness and semantic equivalence Checks

exhibit variation in both style and semantic content. using a lookup table, as described in Appendix F.3. Figure 5
(right) shows that Itering by our con dence measure allows

We train a 19M-parameter transformer model (Vaswanigeneration of more responses with a lower hallucination rate
etal., 2017) from scratch for 50k iterations, tokenizing andrelative to previously-proposed methods.

concatenating the qued and two sampled responsés

andY; for each example. We next sample 120 statementg, 3. Safe Of ine RL With Unobserved Confounders

from g, for each digit offset from 1 to 3,000, and label _

each sample as a statistical hallucinatiop,if (yjx) =0  Finally, we show as a proof of concept that our approach
(e.g. if it is not a true statement about the requested digitfan detect confounders when doing imitation learning in

We then evaluate how well the bound in Theorem 4.5 holdd” OMDPs and thus avoid the “self-delusions” described by
Ortega et al. (2021). We focus on the “Frozen Lake” grid-
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scheme is practically effective on both classi cation and
sequence-modeling tasks, even without perfect calibration
overY Y . Although paired responses may not be available
for all datasets, collecting paired ne-tuning data may still
be easier than applying architecture-dependent uncertainty
guanti cation strategies, especially for large models. We
are optimistic that our procedure will scale up to this use
case, and are eager to explore this direction in future work.
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A. Sample Visualizations

In this section we present samples from our models for the Digits of Pi and Frozen Lake tasks (Sections 6.2 and 6.3).

Figure 7.Results of sampling pairs(1; Y2) from the modep,,, ,x when asked about the 236th digit of which it *knows” is eight.
(Our method does not actually require samphfag we show samples for illustrative purposes only.) Color denotes likelihood, with red
denoting less-likely tokens. The left column¥s and the right column i¥> (drawn conditional orY1); each row is an independent
pair of samples for the prompt at the top. Note that the last réwts a low-probability mistake which was sampled due to the high
temperature. (The model “knows” eight is spelled with 5 lettersy-sis inconsistent withy;).

Figure 8.Results of sampling paifsr1; Yz2) from the modep, . ,x , when asked about the 2506th digit ofwhich it has not learned).
The sampled- is usually consistent with thé; sample, indicating that the model is “cheating” well. The last samp¥ @ malformed
due to sampling a low-probability token.
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Figure 9.Scoring samples using our cheat-corrected epistemic con dence, for the 2506th digitbich it has not learned). Conditioning

onY; = y reveals information about this digit, so the log probability increases when outp¥itirgy, and we can use the magnitude of

the increase as a measurement of con dence. We can also attribute this increase to individual tokens (with red in the “Amount of cheating:”
rows indicating a token whose likelihood increased after cheating). The last sample is malformed, so has very low probability'as either

or Y2, which leads to an outlier con dence greater than 1. We recommend discarding samples with con dences signi cantly larger than
one, e.g. by keeping only those wijth  Cg,..]
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Figure 10.Scoring samples using our cheat-corrected epistemic con dence, for the 236th dig{twbfich it “knows”). We repeat

each response twice, comparing the probabilifigs (yjx) andpy,yv,x (Yjy;x). Color indicates log probability for “Initial guess” and

“After self-cheating”, and differences between log probabilities for “Amount of cheating”. For this prompt, conditionifigdmes not

signi cantly change the prediction of the model, because it already knows the value of the 236th digit. However, in the last sample, the
probability decreases because the originally-sampled guess was a mistake (see Figure 7), leading to an outlier con dence value greater
than one.
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Figure 11.Model samples and con dences for the fully-observable version of the “Frozen Lake” task, with the unsafe patch in the bottom
left. Dashed trajectories indicate samples that we would reject ugthg &,..,j 0:05threshold. We add a small diagonal offset when
plotting so that it is easier to follow paths that backtrack; the model itself only predicts discrete actions (left, right, up, down) and moves

between grid cells. There is a fair amount of diversity among samples, although our strict decoding strategy does occasionally reject safe
paths.

Figure 12.Model samples and con dences for the fully-observable version of “Frozen Lake” with the unsafe patch in the middle right.

Figure 13.Model samples and con dences for “Frozen Lake” when the unsafe patch is hidden. Note that samples that cross the lake have
much lower con dence when the unsafe patch is hidden, relative to similar trajectories in Figures 11 and 12.
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B. Our Distribution-Free Con dence Intervals

In this section, we show the results of applying Theorem 4.6 to the 1D binary regression problem in Figure 3.

Figure 14 Visualization of our distribution-free bound for the toy 1-D binary regression problem in Figure 3! withto0:012; 0:02?;
or 0:05. Left: Convergence of- based on Hoeffding's inequality amnfseq , with running averages d¥- andS- for reference.
Right: Resulting con dence intervals f@(Y jX ), using either the best-case = E[D-] or a value of - returned by Algorithm 1.
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Figure 15.Visualization of our distribution-free bound withset t00:001? (leading to a blowup of - and a very pessimistic bound) or
0:5? (for which the bound ignoreg®***™ entirely and has a constant width for XlI, becausé.....(yjx)  0:5? everywhere).

We hold(p, . ; AW ,x) Xed (to the “Cheat-corrected NN” described in Appendix F.1), and study the behavior of the
bound for different con dence interval algorithms, variance threshjdailure tolerances, and calibration set sizés.

We compare two con dence interval algorithms, Hoeffding's inequality (Hoeffding, 1994), discussed in Appendix D.4, and
confseq (Waudby-Smith & Ramdas, 2020), desribed below.

In Figures 14 and 15, we enumerat2 f 0:001; 0:01; 0:02; 0:05; 0:5g and plot values of - as the number of calibration
set exampledl ranges from 100 ta0°. For comparison, we also plot running average estimat&§mf] (which require
knowledge ofp(YjX)) and ofE[S-] (as computed in Algorithm 1). We also plot the resulting con dence intervals for
p(YjX) at various con dence levels, using either an estimate basediff calibration set examples or the best-possible
valueE[D-] at convergence (computed using oracle knowledg® 6§ X )).

Overall, we observe thabnfseq 's bounds are considerably tighter than those based on Hoeffding's inequality. Because
our modelp, , , is not perfectly calibrated on pairs, settihgoo small leads to a blowup &[D-] and an ineffective
bound. Smallel also reduces the rate at whictconverges, so setting it to a larger value may be necessary if there is a
limit on the size of the calibration set. On the other hand, settitog large produces con dence intervals that are the same
width everywhere, ignorin@C and instead using the marginal variancegf (1jX ) across aliX .

HEAT

Note that, regardless df the resulting bounds are provably correct with high probability (in the sense described by
Theorem 4.6). However, whenis set too small, it is more likely that the bound is overly conservative, and Wisetoo
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