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Abstract

Contextual advertising is seeing a resurgence in popularity as a
privacy-preserving alternative to behavioral advertising. While of-
ten regarded as a coarse-grained approach, advances in Al-driven
content analysis have transformed it into a highly granular form
of targeting. This work examines the safety risks of contextual
targeting through a two-part empirical study, analyzing its poten-
tial to enable targeting of audiences with sensitive attributes and
exposing users to harmful or exploitative ads. In controlled ad ex-
periments, we show that advertisers can target audiences defined
by sensitive attributes (e.g., religious belief, mental health condi-
tion, and political ideology) by strategically selecting contextual
placements—circumventing policies that prohibit such targeting
through behavioral signals. To understand how this risk manifests
in practice, we develop an automated measurement framework
to collect contextual ads delivered on high-risk content environ-
ments, focusing on conspiracy videos. We find that contextual ads
are highly prevalent in these environments, disproportionately
deliver sensitive categories (e.g., alternative health, religion, and
political), and lack meaningful transparency. We argue that con-
textual ad systems require deeper empirical scrutiny and robust
transparency mechanisms to prevent exploitation and abuse, and
regulators should extend behavioral advertising risk principles to
the contextual domain.

Keywords

Contextual advertising, online advertising transparency, vulnerable
audiences, YouTube

1 Introduction

Behavioral targeting relies on large-scale user tracking to build de-
tailed profiles that inform when, where, and to whom ads are shown.
This model has faced growing criticism for its intrusiveness and lack
of transparency [8, 10, 11, 34, 39], fueling widespread user distrust
and driving adoption of privacy-enhancing tools such as Virtual Pri-
vate Networks (VPNs), ad blockers, and privacy-first browsers. At
the same time, major browsers like Safari and Firefox have phased
out third-party cookies by default [32, 48], directly undermining
the infrastructure that powers behavioral tracking. Furthermore,
regulatory frameworks like the General Data Protection Regulation
(GDPR), the California Consumer Privacy Act (CCPA), and the EU’s
Digital Services Act (DSA) impose legal limits on the collection,
sharing, and use of personal data for targeting [14, 16, 41].

Within this shifting ecosystem, contextual advertising—which
matches ads to the content a user is currently viewing rather than

Conference acronym XX, UAE
2026. ACM ISBN 978-1-4503-XXXX-X/2026/06
https://doi.org/XXXXXXX.XXXXXXX

their historical behavior profile—has reemerged as a leading alter-
native [7, 17, 42]. Because it is regarded as an ethical and privacy-
preserving approach, and because it does not rely on third-party
cookies—now being phased out—its adoption has accelerated in
regulation-heavy environments such as the EU, where it now ac-
counts for a growing share of digital advertising [17, 42].

Advertisers can manually define contextual targeting param-
eters by selecting topics, keywords, or specific placements (e.g.,
particular channels, blogs, or videos) where their ads should ap-
pear. Increasingly, however, these decisions are also shaped by
platform-side optimization systems that apply artificial intelligence
techniques—such as semantic and sentiment analysis, clustering,
and reinforcement learning—to infer relevant contexts automati-
cally [25]. As a result, contextual advertising can enable precise
audience targeting without relying on individual profile data. For
instance, an advertiser could place predatory offers or pseudosci-
entific “miracle cures” adjacent to videos or blogs about health
anxieties or personal hardship, or be algorithmically matched to
such material based on semantic similarity—effectively reaching
users within vulnerable segments based on contextual cues alone.

This growing algorithmic complexity raise important safety and
accountability concerns. Yet, contextual targeting is often portrayed
as a coarse or “safer” alternative to behavioral targeting, and has re-
ceived little to no scrutiny in the literature. One notable exception is
Medjkoune et al. [33], who demonstrate that contextual placements
can be exploited to circumvent protections intended for children,
exposing a policy loophole enabled by this form of targeting. In
this paper, we examine the extent to which contextual advertising
can be used to target users based on sensitive traits and whether its
deployment in high-risk content environments introduces safety
risks. Specifically, we ask:

RQ1: Can advertisers reach audiences defined by sensitive attributes
(such as religion or political ideology) by using content as a
proxy for those traits?

RQ2: How prevalent is contextual advertising on sensitive or fringe
content, and how does the surrounding content influence the
nature of the ads served?

RQ3: Does contextual advertising provide a level of transparency
sufficient for meaningful auditing and user understanding?

To address these questions, we conduct a two-part study of con-
textual advertising on YouTube, one of the largest video platforms
and a central actor in the digital advertising ecosystem [9].

In the first part of our study (RQ1), we conduct ad experiments
using curated YouTube placements as proxies for sensitive traits
such as religion, mental health condition, personal hardship, and
political ideology (§ 3). We find that advertisers can cheaply
and effectively use contextual placements to reach sensitive
audiences at scale, despite policies prohibiting such targeting
through behavioral advertising. This exposes a policy loophole
with significant potential for abuse, including political manipulation
and predatory commercial advertising.
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The second part of our study (RQ2) examines the prevalence of
contextual advertising on sensitive content, using fringe and con-
spiratorial videos on the platform as a case study. To this end, we
constructed a curated corpus of conspiracy videos reflecting active
misinformation narratives and developed an automated measure-
ment framework to capture ads served on this content, together
with the platform-provided explanations of their purported tar-
geting rationale. The framework deploys multiple simulated user
personas, systematically exposing them to both conspiracy and
control videos (§ 4). We find that contextual advertising plays
a central role in sustaining the monetization of conspiracy
content—30% of ads in our dataset included a contextual targeting
rationale—and disproportionately delivers sensitive ad cat-
egories such as alternative health (1.37% vs. 0.38%; p < 0.001),
religion (8.08% vs. 6.01%; p < 0.01), and political content(6.88% vs.
1.42%; p<0.001) when compared to control videos.

Furthermore, we identify significant gaps in contextual ad-
vertising transparency on YouTube (§ 5; RQ3). The explanations
provided to clarify why an ad was shown, including for political
messaging, refer to contextual targeting only in vague terms, mak-
ing it impossible to discern the specific contextual cues driving ad
delivery or to determine whether placements are set by advertisers
or by opaque platform-level optimization systems. Additionally,
users who opt out of behavioral targeting receive even less disclo-
sure and are exposed to contextual ads without any indication that
this targeting rationale was applied.

Taken together, our results show that contextual targeting can
be just as opaque and susceptible to abuse as behavioral advertising.
While it avoids direct profiling, it still allows advertisers—and ad
platforms—to shape who sees what, in ways that are difficult to
audit or contest. We argue that contextual advertising demands
the same degree of empirical scrutiny, regulatory oversight, and
transparency expectations that behavioral advertising has attracted.

2 Background

Advertisements on YouTube are served through the Google Ads
platform. To display their ads, advertisers can choose from a set of
targeting options, such as demographics, locations, interest groups
(such as affinity and in-market audiences), customer lists, and
content-based targeting, i.e., contextual advertising [19].

Behavioral advertising on YouTube. Behavioral advertising—also
referred to as personalized, profiling-based, or interest-based adver-
tising—relies on tracking users’ online activity to build detailed
consumer segments. On YouTube, this involves aggregating data
from watch history, search queries, and activity across Google ser-
vices (and potentially on 3rd party websites) to infer users’ interests,
demographics, and intent. Advertisers can then target these inferred
segments (e.g., “fitness enthusiasts,” or “in-market for financial ser-
vices”) through Google Ads.

Contextual advertising on YouTube. The mechanism functions
by delivering ads based solely on the real-time content signal (i.e.,
the specific YouTube video or channel the user is currently watch-
ing), not on inferred user attributes. When opting for contextual
targeting, advertisers have three targeting methods:

Anon.

Content keywords: Advertisers may supply a list of keywords
they deem relevant to their campaign. Google uses these keywords
to match ads to content containing those terms [19].

Content topics: Ads can be targeted to a broad range of themes.
Google automatically analyzes videos to determine the dominant
topics and match them to advertiser-selected categories [19].
Placements: Advertisers can directly specify any set of YouTube
videos or channels where they want their ads to appear. This
method, also referred to as managed placements, bypasses the need
to analyze and match content with keywords or topics [19].

Algorithmic advertising on YouTube. Advertisers can also delegate
complete audience selection to Google’s automated ad delivery
systems (selecting only the location), allowing the algorithm to
dynamically adjust targeting. In this case, Google’s algorithms may
autonomously decide which contextual signals (topics, keywords,
or placements) or behavioral profiles match the ads.

Ad transparency on YouTube. Ad transparency on YouTube is
facilitated through both user-facing and public-facing tools:

User-facing tools: YouTube provides users with two main trans-
parency tools: “Why you’re seeing this ad?” information panel (see
Appendix 2) and “My Ad Center” [43]. These tools are intended to
disclose information about why a specific ad was shown and the
advertiser’s identity (mainly name and location).

Public-facing tools: Google’s Ads Transparency Center is a plat-
form designed to provide visibility into ads running across its plat-
forms. It allows users—and auditors—to search for specific advertis-
ers, view the ads they have served, and access information such as
the geographic and temporal reach of ads.

3 Mechanisms for reaching vulnerable
audiences

Sensitive attributes in personalized advertising refer to categories
of personal data that are considered particularly private or poten-
tially exploitative if used for targeting (e.g., religion or political
affiliation). To protect users from discrimination and manipulation,
both platforms and regulators place strict restrictions on the use of
such attributes in behavioral advertising. For instance, the GDPR
classifies these as “special categories” of data, which cannot be used
for advertising except in rare cases and only with explicit consent!.
The DSA goes further, outright prohibiting platforms from target-
ing ads based on such data®. Accordingly, platforms such as Google
Ads restrict advertisers from directly targeting these categories
through behavioral targeting [19].

In this section, we present an empirical investigation into whether
these regulatory and platform-level protections can be circumvented
through the strategic use of contextual advertising. We hypothesize
that advertisers can effectively reach audiences associated with
“special categories” by selectively curating placements on YouTube

1“Article 4 (1) Processing of personal data revealing racial or ethnic origin, political

opinions, religious or philosophical beliefs, or trade union membership, and the pro-
cessing of genetic data, biometric data for the purpose of uniquely identifying a natural
person, data concerning health or data concerning a natural person’s sex life or sexual
orientation shall be prohibited [...]” [15]

2 Article 26 (3)“Providers of online platforms shall not present advertisements to recip-
ients of the service based on profiling as defined in Article 4, point (4), of Regulation
(EU) 2016/679 using special categories of personal data referred to in Article 9(1) of
Regulation (EU) 2016/679." [13]
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videos or channels whose content serves as a reliable proxy for
sensitive traits. We then conduct a series of controlled ad delivery
experiments to validate this circumvention mechanism.

3.1 Identifying proxies for sensitive attributes

We focus on several categories of sensitive attributes: political ideol-
ogy, belief systems and worldviews, religious belief, health condition,
vulnerable populations, and sexual or gender identity, categories ref-
erenced in Article 9 (1) of the GDPR!. Within each category, we
selected specific traits to serve as proof-of-concept examples of
how contextual placements can be curated to proxy for sensitive
personal characteristics (Table 1). The selection of these traits is
illustrative, not exhaustive.

We curated a list of YouTube videos and channels whose content
aligns with each target attribute, employing a structured, two-part
placement curation methodology.

(1) Query-based selection: We constructed search queries de-
signed to reflect the content-seeking behavior of users exhibiting
the specific sensitive attribute (e.g., users with specific political
views)—-see Table 1 for examples. Using the YouTube Data API [23],
we retrieved the top 10 relevant videos per query. To ensure high
alignment, two independent researchers manually reviewed and
labeled each video based on its title, description, hashtags, and top
comments. Only videos with inter-rater agreement were retained
for the experiment, establishing a validated set of highly targeted
placements. We curated 653 videos (85.8% of the original corpus).
(2) Channel-based selection: We identified YouTube channels
whose primary content is dedicated to, or whose audience is strongly
associated with, the sensitive attribute. This selection was informed
by analysis of external sources such as online forums, Subreddit
communities, and journalistic articles. Placing an ad on a channel
makes the ad eligible to appear on any monetized video published
by that channel, providing a broader, sustained audience reach. In
total, we curated 54 channels via this method.

Table 1 presents examples of the placement input (queries or chan-
nels) used to operationalize the targeting for each sensitive attribute
category, together with the number of placements curated, and the
total audience size estimated by Google. The complete set of place-
ment inputs is provided in Appendix A.1.

This placement curation method scales easily, allowing contin-
uous discovery of new content and enabling advertisers to target
users engaging with material linked to sensitive attributes. We em-
ploy limited manual validation, but even without human oversight,
the method likely reaches audiences associated with sensitive traits
with reasonable accuracy—though it may also capture unrelated
users. Such precision aligns with industry norms, as prior work
has documented notable accuracy issues in behavioral audience
segments [4, 47].

3.2 Controlled ad delivery experiments

We conducted a series of controlled ad experiments on Google Ads
to provide empirical validation of this contextual circumvention
mechanism across 12 sensitive characteristics.

3.2.1 Experiment design.
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Campaign design: For each trait, we launched a distinct campaign
targeting its curated placements.

Settings and budget: All campaigns used the skippable in-stream
video ad format. The bidding strategy was set to maximize impres-
sions within a small €10 lifetime budget. Critically, only placement-
based targeting was enabled; all audience expansion and campaign
optimization parameters were explicitly disabled to isolate the effect
of the selected placements.

Ad creative: The ad creative was an identical, neutral video (pro-
moting drinking water, see Ethics 6), ensuring that the ad content
itself did not trigger policy flags or influence ad delivery based on
content sensitivity.

Policy compliance check: Campaigns were submitted through Google’s
standard ad review process, and we documented approval outcomes,
including any rejections or flags related to the targeted placements.
Delivery Validation: Each campaign was monitored for 24 hours to
confirm successful ad delivery on the intended placements and to
record the number of impressions generated.

3.2.2 Results.

Policy Compliance Check: All 12 ad experiments, despite tar-
geting content proxies for sensitive attributes, passed Google’s ad
review process without restriction [20]. This demonstrates that as
long as the ad creative and general campaign settings comply with
policy, platform enforcement does not prevent advertisers from
exploiting content proxies to reach sensitive audiences.

Delivery Validation: To further confirm the circumvention mech-
anism, we focused on validating ad delivery on a subset of six audi-
ence traits: left-leaning and right-leaning political views, Muslim
and Jewish religious affiliations, financial hardship, and conspiracy-
oriented worldviews. Using Google Ads reporting tools (see Appen-
dix A.6), we confirmed that ad delivery occurred exclusively on the
intended videos and channels for each attribute. We stopped the
campaigns once successful delivery was confirmed. Collectively,
the experiments generated 2,834 impressions within a few hours
with an average cost per view of €0.02. This demonstrates that the
circumvention mechanism is possible and is resource-efficient—ads
can be delivered to audiences defined by sensitive traits reliably
and quickly without direct use of user data.

3.3 Scaling conspiratorial worldview proxies

We assess whether contextual placement curation can be scaled to
reach audiences aligned with sensitive attributes. Rather than devel-
oping a deployable system for discovering such audiences—which
could be misused—our aim is to evaluate whether a proxy-based
approach can automatically surface thematically consistent con-
tent at scale. To test this, we apply the method to conspiratorial
worldview-related content, a well-studied domain with existing
labeled YouTube datasets, allowing us to benchmark its accuracy
in identifying content associated with sensitive audience traits.
We implement an automatic labeling framework using GPT-40
to review the videos, excluding ones that debunked or critically
examined the conspiracies, and retaining only those presenting or
endorsing the narratives. Each video is assigned a relevance score
on a 5-point scale, ranging from 1 (“very unlikely”) to 5 (“highly
likely”) to contain conspiracy or misinformation content (prompt
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Table 1: Sensitive attributes proxies.
Sensitive category Attribute Examples of input queries and channels Total no. Total audi-
placements ence size
Political ideology Left-leaning HasanAbi, The Majority Report, David Pakman. 10 84M
Right-leaning Tucker Carlson, The Daily Wire, Nuance Bro, Charlie Kirk 12 290M
Belief systems and Worldview — Conspiratorial worldview  “Project Blue Beam ”, “The Dead Internet Theory”, “PROOF Al Is Sentient” 86 150k
Religious belief Christian BibleProject, Elevation Church, Grace Digital Network 11 22M
Jewish JewishUncensored, Jewish Voice, AishJewish 8 1.7M
Muslim Mufti Menk, One path network, Islamic Guidance, Talk Islam 11 1.1IM
Health conditions Mental health conditions “living with adhd”, “living with depression”, “how to cope with depres- 80 90k
sion”, “lies depression tells you”
Special medical conditions ~ “Living with Cerebral Palsy”, “how to cope with cerebral palsy”, “dealing 92 30k
with diabetes”
Vulnerable populations & Per-  Financial hardship “how to live on a small budget”, “how to apply for public housing”, “low- 137 190k
sonal hardships income tips for budget”
Disabilities “How to Apply for Disability Benefits”, “Coping with Disability”, “How I ~ 89 20k
Stay Positive Despite Chronic Illness”
Sexual/Gender identity LGBT “LGBTQ+ Relationship Advice”, “Coping with Homophobia”, “Sexuality ~ 86 60k
crisis”, “Lesbian Relationship Struggles”
Transgender identity “how to start HRT”, “Top surgery q&a”, “Coping with Gender Dysphoria”, 69 20k

“Binder safety Tips

, “binder tutorial”

structure is provided in Appendix A.2). The model is instructed to
assess each video using its title, description, and transcript, based
on the following criteria:

(1) Promotion of unfounded claims, unsupported theories, or con-
tradictions of widely accepted facts.

(2) Use of language suggesting secrecy, cover-ups, or manipulation
by powerful entities (e.g., governments, secret societies, etc.).

(3) Patterns of fear-mongering, distrust in authoritative sources, or
appeals to emotion over logic.

(4) Recurrent themes commonly associated with conspiracy theories
or misinformation (e.g., anti-vaccine rhetoric, flat earth, etc.).

Our labeling scheme was evaluated against two datasets: (1) a set
of 862 videos labeled as conspiracy-related in prior work [18, 30, 31]
And, (2) a set of 382 videos unrelated to conspiracy themes which
we curated as control, spanning topics such as music, comedy, and
mainstream news (§ 4.1.1). Our framework achieved an overall
accuracy of 90.1%. It correctly identified 86% of the conspiracy-
related videos and flagged only two videos from the control set as
conspiratorial. A manual review confirmed that both flagged control
videos contained speculative or misleading narratives, aligning with
our defined labeling criteria.

3.4 Discussion

Our findings show that contextual advertising on YouTube can
be systematically used to reach audiences defined by sensitive at-
tributes, circumventing restrictions on behavioral targeting.

Scalability: Our approach for identifying proxies is highly accessible
as placement lists can be retrieved efficiently using the YouTube
Data API or simple search queries, and the range of targetable at-
tributes is limited only by the availability of content consumption
proxies. More importantly, this method does not rely on sophis-
ticated behavioral profiling or algorithmic inference; advertisers
simply reach users while they are actively engaging with content
that directly signals their traits.

Risk: This mechanism introduces multiple avenues for abuse that
raise societal concerns. One is exploitation of vulnerability, where

advertisers, for instance, can target users seeking content related
to financial hardship or mental and physical health struggles with
predatory schemes or unproven products. Another is ideological
manipulation, in which contextual placements are used to isolate
audiences already engaged with fringe material, reinforcing echo
chambers and amplifying extreme or polarizing messages.

Legality:The current EU legal framework does not explicitly ad-
dress contextual advertising that relies on combinations of content
proxies to reach audiences associated with sensitive attributes. Be-
cause such targeting operates without directly processing personal
data—i.e., profiling as defined by the GDPR®*—it may fall outside
the narrow prohibitions related to targeting of special categories! 2.
However, while this mechanism might be compliant, it could still be
undermining the spirit and protective aims of EU data-protection
law (e.g., GDPR (Article 5(1)(a-b)* [16]).

4 Contextual advertising and conspiracy
content

This section investigates the prevalence of contextual advertising on
high-risk YouTube content, specifically using conspiracy and mis-
information videos as a test bed. We select fringe content because
it raises important safety and integrity concerns while avoiding
the direct ethical risks associated with testing other sensitive traits.
Our analysis aims to directly assess the extent to which contex-
tual targeting exposes users to potentially harmful or unsafe ad
placements (RQ2), reflecting the advertising landscape as of 2025.

4.1 Measurement framework

To capture ad delivery, we built a custom browser extension that
automatically records ads shown during video playback. We deploy

3Article 4 (4)“profiling’ means any form of automated processing of personal data
consisting of the use of personal data to evaluate certain personal aspects relating to a
natural person, in particular to analyse or predict aspects concerning that natural per-
son’s performance at work, economic situation, health, personal preferences, interests,
reliability, behaviour, location or movements;” [16]

4Article 5 (1)(a) “Personal data shall be processed lawfully, fairly and in a transparent
manner in relation to the data subject (‘lawfulness, fairness and transparency’)”;[...]
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this extension with automated personas that simulate different user
types, each configured with distinct browsing and search histories
reflecting varying interactions with factual and non-factual content.
This design allows us to observe how the availability of behavioral
data influences the overall prevalence of contextual advertising.
We utilized this setup to monitor ad delivery across two video
sets: our curated corpus of conspiracy and misinformation videos
and a matched control dataset of general-interest videos. For every
recorded ad, we collected ad and advertiser metadata and the ad
targeting explanation provided by the platform (§ 2), enabling us to
isolate and analyze ads attributed to contextual signals.

4.1.1  Conspiracy videos corpus. Existing conspiracy video datasets [18,

30, 31] are outdated, cover limited time windows, and attract few
active ads. To address this, we constructed a new corpus reflecting
current misinformation and fringe narratives circulating on the
platform. Following the proxy-identification process (§ 3.1), we for-
mulated keyword queries based on trending narratives from online
forums, social media discussions, fact-checking organizations, and
news sources (e.g., “Project Blue Beam New Jersey Drones”). We
retrieved videos via the YouTube Data API, and we filtered them
using our automated labeling method (§ 3.3). Only videos rated 4 or
5 were retained, resulting in a curated set of 536 conspiracy and
misinformation videos. This corpus is recent (modal publication
year 2024), highly engaged (median 167k views), and has a median
duration of 15 minutes.

Control videos corpus. For comparative analysis, we constructed
a control dataset of general-interest YouTube videos unrelated to
conspiracy and misinformation. We began by retrieving the top
500 English-language videos via keyword queries across twelve
broad categories (e.g., Music, Gaming, News), creating an initial
pool of 6,000 videos. To ensure comparability with the conspir-
acy dataset, we applied a filtering process to match the control
videos across three dimensions: video length, engagement (log-
transformed views), and publication date. After filtering and exclud-
ing two videos containing potential misinformation, we obtained a
final control dataset of 382 videos.

4.1.2  Persona design. To compare ad delivery across varying levels
of behavioral signal availability and isolate the role of contextual
targeting, we simulated 13 user personas (Table 2). We designed
four personas with distinct browsing history training and four with
search history training, with each set further stratified by gender
and content factuality (factual or non-factual). To establish criti-
cal reference points and isolate contextual cues, we included two
personas with no behavioral history and two personas where we ex-
plicitly disabled ad personalization through Google ad settings. We
also included a guest user (non-logged-in) to represent an anony-
mous viewing scenario. We provide a detailed description of all
configurations in Appendix A.4.

4.1.3 Ad collection.

Browser extension. We developed a custom browser extension
that extends prior methodologies [33] to capture and analyze ad
delivery. This tool monitors network traffic to pinpoint the request
triggering a YouTube video ad. It then programmatically simulates
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Table 2: Constructed personas.

Reference Persona details Total Ads
P1(F/M) Profiles with factual browsing history. 1360
P2(F/M) Profiles with fact-based search history. 1408
P3(F/M) Profiles with misinformation-related browsing history. ~ 1397
P4(F/M) Profiles with non-factual-based search history. 1563
P5(F/M) Profiles with no history. 872
P6(F/M) Profiles with personalization on Google turned off. 1549
P7 No Google profile. 1058

‘F/M’ indicates two profiles were created: a female persona and a male one.

user interaction by clicking the ad’s information ("i") panel and pars-
ing the resulting HTML to scrape the targeting explanations. The
extension is designed to collect comprehensive details, including
the ad’s metadata (title, advertiser information, and Transparency
Center link [24]), the specific ad targeting explanations that re-
veal why an ad has been shown to a user (see § A.5 for examples),
and the ad’s predicted topics from Google.

Automation setup. To scale the experiment across multiple pro-
files, we utilized Selenium WebDriver [37] to automate interactions
with YouTube within isolated browsing sessions. Each persona was
loaded into a separate Selenium instance, authenticated with its
associated Google account (excluding the non-logged-in guest user),
and equipped with our custom ad collection extension.

We divided the data collection into fixed, short viewing batches
during specific times of the day (Morning, Afternoon, Evening,
and Late Night) to mitigate detection and simulate natural user be-
havior. Each batch (i.e., watch session) involved 50 videos, equally
split between the conspiracy and control content. To further sim-
ulate natural viewing, the personas were programmed to watch
each video for a randomly selected duration (5-10 minutes), with
randomized pause intervals inserted between videos.

We collected a total of 9,207 ads across 13 personas and 35
watch sessions.

4.1.4 Ad labeling. To characterize the ads served on conspiracy
content, we label each ad along three dimensions:

Targeting type: We grouped the raw ad targeting explanation strings
into several high-level categories (e.g., Time/Location, Demographic,
Interests, Contextual, etc.). Table 7 in the Appendix presents all
resulting categories and their corresponding explanation strings.
We then further consolidated these categories into three core anal-
ysis groups: Contextual Targeting: Explanations that explicitly
reference the current content being viewed (e.g., “The video you’re
watching”). This has been shown through controlled ad experi-
ments in prior work [33] to be the explanation used when ads are
contextually targeted. Personalized Targeting: Explanations that
encompass categories relying on user data or estimations derived
from user data, including interests, lookalike audiences, behavioral
signals, and customer and remarketing lists exclusions. No Tar-
geting: Explanations that only generically reference time and/or
location, indicating a lack of granular user or content-based target-
ing.

Political relevance: To determine whether an ad is political, we
apply the SVC-based classifier from Sosnovik et al. [38], originally
developed for detecting political ads on Facebook. The classifier is
run on the transcript of each ad video. To reduce false positives,
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two human annotators manually reviewed the ads that the model
labeled as political. We use the agreement between the annotators
as ground truth. Ads where agreement was not established are
labeled as non-political.

Advertiser and content types: We adopt the labeling taxonomy from
Ballard et al. [3] for both advertiser and content types. We use
GPT-4o to assign these labels (see § A.3 for prompt structure). We
infer advertiser type from metadata on their YouTube page (name,
title, description, keywords)®. Content type is derived from the ad
video’s transcript and the hosting YouTube channel’s title.

4.2 Results

4.2.1  Prevalence of contextual ads. Table 3 reports the distribution
of collected ads by persona, targeting type (contextual, personal-
ized, or none), and corpus (conspiracy vs. control). We identify
1,595 contextual ads (30.86% of the total) during conspiracy watch
sessions. In comparison, 1,545 ads (38.35%) on control content were
contextual. Although contextual advertising was more common in
the control dataset, its substantial prevalence on high-risk conspir-
acy content indicates that it is a major driver of monetization in
these environments.

When examining the distribution across behavioral personas,
we found that contextual ads were delivered to all personas except
those with disabled ad personalization (P6F and P6M). This outcome
is unexpected, as users with disabled ad personalization should re-
ceive more contextual ads [44]. We therefore exclude these profiles
from analysis for the remainder of this section and investigate this
discrepancy further in § 5.

To assess the relative importance of different targeting mecha-
nisms, we compare the proportion of each targeting type received
by a given persona across the two corpora (conspiracy vs. control)
using two-proportion z-tests. The differences were not statistically
significant, except for profiles P4F, P5F, and P5M, which received a
higher share of contextual ads on control content.

We further examined variation in contextual advertising across
personas within the conspiracy corpus. The differences were also
found not statistically significant, with the exception of the fact-
based browsing profiles (P1F and P1M), which consistently received
the highest average share of contextual ads.

Overall, while contextual ad exposure was slightly higher on
control videos, it remained relatively stable across the behavioral
profiles, suggesting that a user’s past behavioral signals do not
significantly alter the overall rate of contextual ad delivery.

4.2.2  Sensitive ad categories. Table 4 presents the distribution of
ad labels (§ 4.1.4) across conspiracy and control videos, grouped by
targeting mechanism (contextual, personalized, or none). Profiles
P6F and P6M were excluded from analysis. We compare the preva-
lence of each content category across targeting types between the
two datasets (conspiracy vs. control) using two-proportion z-tests,
applying Fisher’s exact test for sparse categories (e.g., differences
in medical ads within contextual targeting).

Political relevance: We identified 235 ad instances as political
in our dataset, originating from 54 distinct advertisers. We found

SWe chose not to rely on Wikidata, as many advertisers were either not listed or
marketed themselves under names that did not match their formal entries.

Anon.

Table 3: Distribution of targeting type by persona for con-
spiracy vs. control videos. “Personalized” refers to ads where
explanations include the use of any user data. “No Targeting”
refers to ads where the targeting explanations include only
time and/or location.

Conspiracy Control

Persona Contextual Personalized No Targeting | Contextual Personalized No Targeting

P1F 42.17% 51.15% 6.68% 46.11% 47.31% 6.59%
PIM 43.08% 48.31% 8.61% 47.19% 46.44% 6.37%
P2F 46.71% 51.82% 1.46% 49.54% 49.07% 1.39%
P2M 36.27% 61.72% 2.00% 40.33% 55.37% 4.29%
P3F 36.83% 60.99% 2.18% 47.85% 47.85% 430%
P3M 40.60% 53.69% 5.70% 48.19% 44.14% 7.66%
P4F 32.55% 61.60%"* 5.85% 39.56%" 56.87% 3.57%
P4M 35.68% 59.80% 4.52% 44.80% 52.78% 2.43%
P5F 31.28% 58.97%"* 9.74% 43.21%" 50.62% 6.17%
P5M 40.58% 54.11%"* 5.31% 53.74%" 38.32% 7.93%
P6F 0.0% 0.0% 100% 0.0% 0.0% 100%
P6M 0.0% 0.0% 100% 0.0% 0.0% 100%
P7 34.53% 46.15% 19.32%** | 43.13%* 48.41% 8.46%

p-values were adjusted using Benjamini-Hochberg FDR
*p <0.05, **p < 0.01, **p < 0.001

that political ads appeared disproportionately more on conspiracy-
related content compared to control (p < 0.001), which shows
disproportionate exposure to political ads in conspiracy environ-
ments. Moreover, when political ads do appear, they’re more often
explained as contextually targeted on conspiracy videos than on
control ones (6.88% vs. 1.42%, p < 0.001).

Adpvertiser types: We highlight two sensitive advertiser categories:
self-improvement (dubious "get-rich-quick" schemes, physical trans-
formation programs, and alternative health products) and special
interest groups (government agencies, NGOs, charities, and lobbying
organizations). Both categories appeared disproportionately more
on conspiracy content compared to control (p < 0.001). We find
that ads from both of these categories made up a significantly larger
share of contextual ads on conspiracy than on control videos (self-
improvement: 7.46% vs. 2.13%, p < 0.001; special interests: 10.21% vs.
4.14%; p < 0.001). This demonstrates that the over-representation of
these sensitive advertisers on high-risk content is not just a volume
effect but is also disproportionately concentrated within contextual
targeting mechanisms.

Content types: We identify five categories of sensitive ads: (1) alter-
native health (e.g., dubious health products and unverified medical
services), (2) government, (3) medical (e.g., medicinal products and
healthcare services), (4) third sector (e.g., non-profit organizations),
and (5) religion (e.g., religious services or products). Given the con-
ceptual overlap between government and third sector ads and those
from special interest groups (all of which were included in that
broader category), we focus our analysis on the remaining three
categories. Each appeared disproportionately more frequently on
conspiracy than on control videos, consistent with prior findings [3]
(alternative health and religion: p < 0.001; medical: p = 0.10). These
categories were overrepresented in contextually targeted ads on
conspiracy content compared to control (alternative health: 1.37% vs.
0.38%, p < 0.01; medical: 8.08% vs. 6.01%, p < 0.05; religion: 2.13%
vs. 0.0%, p < 0.001). Contextual targeting was also the dominant
explanation used for ads with these labels (values in red in Table 4).

639
640
641
642
643
644
645
646
647
648
649

650

652
653
654
655
656
657
658
659
660
661
662
663
664
665
666
667
668
669
670
671
672
673
674
675
676
677
678
679
680
681
682
683
684
685
686
687
688
689
690
691
692
693
694
695

696



697
698
699
700
701
702
703
704
705
706
707
708
709
710
711
712
713
714
715
716
717
718
719
720
721
722
723
724
725
726
727
728
729
730
731
732
733
734
735
736
737
738
739
740
741
742
743
744
745
746
747
748
749
750
751

753
754

Is Contextual Advertising Safe? Analyzing Systemic Risks with Ads on YouTube

Table 4: Distribution of targeting types by advertiser and
content category.

Conspiracy Control

Contextual Personalized No Target—‘ Contextual Personalized No Target-

ing ing
Political (man- 97°** 60 5 22 12 3
ual)
Advertiser Category
Aggregator sites 24 61" 24 15 16
Information Me- 200 299 33 217 243 11
dia
Merchant 1064 1730™** 173 1194 1325 162
Miscellaneous 25 19 1 22 26* 3
Self Improvement  119*** 150*** 46 33 31 5
Special Interest 163" 89 13 64 53 1
Groups
Content Category
Alternative 22** 18" 24 6 3 3
Health
Automotive 12 68 3 91 70" 0
Beauty 11 19 2 19 27*
Business and Fi- 99 102 37 155" 94 7
nance
Education 133" 136" 9 47 36 2
Entertainment 100* 148" 18 70 137 38
Food and Drink 54 77 4 105 90™** 3
Games 32" 77 2 17 42 1
Gold and Pre- 4 0 0 1 2 1]
cious Metals
Government 33* 6 6 10 11 0
Home Goods 35 146™* 16 51 66 5
Industrial 19" 11 2 28 17* 1
Insurance 25 43 11 25 41 13
Legal 30" 22 13 3 2 3
Lifestyle (fitness, 31 209 17 70 130 10
fashion)
Major Retailer 36" 118 4 20 95
Marketing and 51 108 26 33 82 30
Advertising
Medical 129* 84 16 58 2
Miscellaneous 220 304 27 244 9
Third sector 92" 31 6 5 2
Real Estate 35%%* 3 5 1
Religion 12 0 4 0
Software 131 14 93 6
Sports 2 0 0 0
Technology 225 354 30 261 30
Travel and 32 87 11 44 62 13
Tourism
Total 1595 2348 290 | 1545 1694 186

Values in red indicate cases where contextual targeting is the predominant method within the category

p-values were adjusted using Benjamini-Hochberg FDR
*p < 0.05 **p <0.01, “*p < 0.001

4.3 Discussion

Prevalence of contextual targeting on fringe content. The high preva-
lence of contextual ads on conspiracy content highlights the role
of contextual advertising in monetizing these environments. From
a user perspective, this raises serious safety concerns. Because
ads are tied directly to the content being consumed, they inevitably
appear alongside material that is misleading, fringe, or harmful.
If the match between the ads and the placements (i.e., conspiracy
content) is algorithmically inferred, the “context” driving ad deliv-
ery may reflect distorted or unsafe themes (e.g., pseudoscience or
extremist narratives). If the placement is advertiser-selected, the
choice to appear in such environments carries risks of manipulation
or exploitation. From an advertiser’s perspective, the reliance on
contextual signals introduces brand safety risks. When ad delivery
is steered by opaque algorithms, advertisers may be unintentionally
funding and legitimizing harmful content, while also exposing their
audiences to unsafe associations.

Conference acronym "XX, April 13-17, 2026, UAE

Contextual targeting of sensitive ads on fringe content. Sensitive ad
categories appeared disproportionately within conspiracy content
and were most often delivered through contextual targeting on
conspiracy compared to control. Political ads were notably overrep-
resented, indicating that contextual placements can expose users
to targeted political messaging in high-risk environments. We also
observed higher shares of sensitive advertiser types, particularly
self-improvement (e.g., dubious financial or health products) and
special interest groups (e.g., government agencies, NGOs, charities,
and lobbying organizations). Contextual ads further clustered in
categories with safety implications: Alternative Health and Medi-
cal intersecting with misinformation spaces could amplify pseudo-
scientific claims, while Religion ads may profile users along sensitive
attributes, raising privacy concerns. Overall, these patterns reveal a
broader systemic risk of contextual advertising—namely, its capac-
ity to reproduce sensitive and unsafe ad placements even without
behavioral data.

5 Contextual advertising and transparency

Using the dataset described in § 4 and supplementary experiments,
we examine how contextual ad targeting is communicated to users
and represented in Google’s public transparency resources.

Transparency in user-facing explanations. User-facing ad explana-
tions are intended to clarify the rationale behind ad delivery, a
requirement formalized by EU legislation such as the DSA Article
26 [13]°, which mandates that users receive information about why
an ad was shown and the main parameters used for targeting.

Across all ad explanations we collected in § 4, the only explana-
tion provided with respect to contextual advertising is the generic
phrase: “The video you are watching.” This provides no action-
able information regarding how the specific placement was de-
termined—whether the result of explicit advertiser choices (e.g.,
keyword or topic selection) or complex platform-level optimiza-
tion. Consequently, the lack of granularity prevents users from
meaningfully interpreting the targeting logic or detecting poten-
tially malicious or manipulative ad practices.

Auditing political ad transparency. The auditability of political ad-
vertising depends on the accessibility and completeness of trans-
parency repositories mandated by regulation. In the EU, the Dig-
ital Services Act (DSA) requires very large online platforms (e.g.,
Google) to provide publicly searchable ad repositories containing
information on each ad’s content, display period, targeting param-
eters, and audience reach.” The more recent European Democracy
Shield (EDS) regulation extends these obligations for political ad-
vertising, requiring disclosure of micro-targeting and ad-delivery
mechanisms.® Although our dataset was collected in the United

®Article 26 (1) “[..](d) meaningful information directly and easily accessible from the
advertisement about the main parameters used to determine the recipient to whom
the advertisement is presented and, where applicable, about how to change those
parameters.”

7 Article 39(1): “Providers of very large online platforms or of very large online search
engines that present advertisements on their online interfaces shall compile and make
publicly available in a specific section of their online interface, through a searchable
and reliable tool [...]” [12].

8Article 19(1): “When using targeting techniques or ad-delivery techniques in the
context of online political advertising involving the processing of personal data, con-
trollers shall [...] adopt, implement and make publicly available an internal policy [...]
and keep records on the relevant mechanisms and parameters used.”
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States, comparable transparency mechanisms for political adver-
tising still apply. Google’s Ads Transparency Center serves as the
main instrument for meeting these requirements across its adver-
tising platforms, offering public access to data intended to support
external scrutiny of political ads.

We cross-referenced political ads from our dataset with entries
in Google’s Ads Transparency Center for Political Advertising [21]
and identified 62 matches. Several advertiser entries were missing
or inaccessible, as the Center does not support straightforward
matching (scraping was required). In addition, a number of ads we
labeled as political were not classified as such by Google. This is
due to the inherent complexity of detecting political advertising, as
definitions can vary across platforms, jurisdictions, and even anno-
tators [38]. Out of the matched entries, 33 cases included contextual
targeting explanations in our data, yet none of their matched entries
in the repository contained information about the exact contextual
targeting parameters that were used for targeting; disclosures were
limited to demographic (age, gender) and geographic targeting. We
identify this as a gap in transparency that does not meet the require-
ments put forward by regulation, and makes independent auditing
of political advertising on the platform difficult.

Moreover, despite Google’s policy restricting political ads to only
demographic, geographic and contextual targeting [22], 24 matched
ads featured interest-based, behavioral, or lookalike audience expla-
nations in user-facing disclosures, yet no violations were reported
in the Transparency Center.

Transparency for users with disabled personalization. Profiles with
disabled ad personalization (P6F and P6M; see Table 2) were de-
signed to capture ads served solely through contextual cues, as ad
personalization is disabled. However, as shown in Table 3, these
profiles only received explanations referencing “time and location”,
with no mention of contextual signals. This contradicts Google’s
documentation [44], which specifies that ads for such users should
rely on contextual information. Two interpretations are possible
for this: either contextual targeting was genuinely not applied, or
it was applied but not disclosed.

To test the reliability of ad explanations shown on disabled per-
sonalization profiles, we conducted a targeted experiment using
two YouTube profiles: one with personalization enabled and one
disabled. Both profiles were used to search for the query “Travel
to Tokyo,” a behavior typically known to trigger keyword-based
targeted ads on the search results page. Both profiles were sub-
sequently served the identical travel ad from the same advertiser,
with identical URL parameters. However, the ad explanations pro-
vided to the users differed significantly: the personalized profile
correctly cited search terms as the targeting mechanism, while the
disabled personalized profile listed only time and location. This
result strongly suggests that contextual cues are being used for
ad delivery even when personalization is disabled, without being
adequately disclosed to the user.

A similar pattern appears in our main dataset. We identified 50
instances of ads that were shown on the exact same videos to both
personalized and non-personalized profile types. For users with
personalization enabled, these ads were labeled as being contex-
tually targeted, while, when the same ads were delivered to the
non-personalized users, the ad explanations provided no targeting

Anon.

rationale besides time and location. This pattern of inconsistent
disclosure suggests that contextual signals were likely applied in
both contexts but were selectively disclosed to users. This finding
aligns with the work of Medjkoune et al. [33], who demonstrated
through controlled ad campaigns that explanations for ads deliv-
ered to videos labeled as “Made for kids” similarly failed to disclose
the actual targeting reasons specified by advertisers.

6 Ethics

This research was conducted under an approved Institutional Re-
view Board (IRB) protocol. The ad experiments in § 3 used neutral
campaign material (a generic video ad about drinking water) and
fully complied with Google Ads’ terms of service. The measure-
ment study on conspiracy content (§ 4) relied solely on automated
personas and controlled browsing environments, without involving
human subjects or affecting real user experiences. Our analysis
critiques the opacity and potential misuse of contextual advertis-
ing systems to promote transparency and accountability in online
advertising. No proprietary data was accessed, and no platform
integrity was compromised. The findings expose a systemic risk
rather than a technical vulnerability.

7 Related Work

A substantial body of work has examined the privacy and ethi-
cal risks of behavioral advertising, highlighting its dependence on
large-scale user tracking and opaque algorithmic optimization [1,
2, 8, 10, 11, 36, 39]. Such practices enable the inference of sensitive
attributes and discriminatory targeting, prompting regulatory in-
terventions such as the GDPR, CCPA, and DSA [14, 16, 41]. These
developments have spurred renewed interest in contextual adver-
tising as a privacy-preserving alternative. Yet empirical work on
its privacy and safety implications remains limited. Medjkoune et
al. [33], for example, demonstrate that contextual systems can be
exploited to reach protected groups such as children.

Parallel research has analyzed how YouTube’s recommendation
and search algorithms propagate fringe and conspiratorial con-
tent [18, 26, 27, 35], producing echo chambers and filter bubbles
driven by personalization and algorithmic amplification [6, 28, 29,
31, 40, 45, 46]. However, the role of advertising in these environ-
ments remains underexplored; the only prior study by Ballard et
al. [3] focuses on monetization. We extend this line of inquiry by
examining how contextual signals within fringe narratives shape
ad delivery and targeting dynamics.

8 Conclusion

This study examined how contextual advertising on YouTube can
be leveraged to reach vulnerable audiences. Our findings show
that contextual advertising warrants the same level of scrutiny
as behavioral targeting, as it can produce comparable risks when
deployed in sensitive or ideologically charged contexts. We rec-
ommend that platforms disclose advertiser-selected contextual cri-
teria—especially for political ads—in their Transparency Center,
and clarify which content signals (e.g., keywords, topics, metadata)
inform ad delivery. Restricting behavioral targeting alone does not
ensure safety, fairness, or compliance with public-interest goals.
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Appendices

A.1 Placement selection in ad experiments

We provide the extended list of queries and channels we used for
conducting ad experiments (§ 3). See Table 5.
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Table 5: Extended list of queries and channels for selecting placements to target users in sensitive attribute categories.

Attribute category

Sensitive attribute

Placements examples (“query” or channels)

Political ideology

Right-leaning

Left-leaning

The young turks, The majority report, HasanAbi, David Pakman, The Bulwark, Democracy
Now, Some More News, Philosophy Tube, Luke Beasley, Second thought.

Tucker Carlson, The Daily Wire, Fox News, Steven Crowder, PragerU, Actual Justice Warrior,
Paul Harrell, Tim Pool, Nuance Bro, Mark Dice, Hodge Twins, Charlie Kirk

“Project Blue Beam New Jersey drones”, “Luigi Mangione psyop”, “Al Will Cause the Apocalypse”,
“Proof Al Will Soon Control the World”, “Proof Al Is Controlling the Internet”, “PROOF Al Is

Sentient”, “The Great Reset”, “5G radiation make you sick”, “the simulation theory”, “Social Media

Manipulation”, “The Dead Internet Theory”, “fake youtube views dead internet”, “The plot to steal
the elections”

Belief systems and Worldview Conspiracy

Religious belief Christian
Jewish
Muslim

Joel Olsteen, T.D. Jakes Ministries, BibleProject, CBN News Channel, Sid Roth’s It’s Supernatural!,
Elevation Church, Living Waters, Off The Kirb Ministries, Grace Digital Network, Paul Begley,
Treasure Christ.

Discovering the Jewish Jesus with Rabbi Schneider, JewishUncensored, J-TV: Jewish Ideas. Global
Relevance, Jewish Voice, AishJewish, Hidabroot - Torah & Judaism, The Jewish Chronicle, The
Jewish Convert, Jewish Marriage, Discovering the Jewish Jesus Podcast

merfulservant, Mufti Menk, One path network, I'm a Muslim, Islamic Guidance, Islam The Ultimate
Peace, Talk Islam, Islam Populer, Hi-Tech Islamic Naat, Islamic Teacher Official, Madani Channel

Health conditions

Special medical conditions

Mental health conditions

» «

“living with adhd”, “living with depression”, “solutions for depression”, “solutions for adhd”,
“how to deal with depression and anxiety”, “how to cope with depression”, “lies depression tells
you”, “what helps during depression”, “depression in workplace”

“Living with Cerebral Palsy”, “how to cope with cerebral palsy”, “dealing with diabetes”, “diabetes
quick solutions”, “cooking recipes for diabetes”, “dealing with chronic illness”, “Parkinson’s medica-

» so» »

tion side effects”, “Deep brain stimulation for Parkinson’s”, “Meditation for tremors”, “Parkinson’s
clinical trials”

Vulnerable populations/Personal Hardships ~ Financial hardship

“how to live on a small budget”, “how to apply for public housing”, “low-income tips for budget”,
“tips to budget with small income”, “how to pay dept with low-income”, “dollar tree shoping tips
for low budget”, “$1 meals idea”, “food stamps tutorial”, “food stamps tips”, “cooking on a tight
budget”, “how to apply for SNAP”, “how to apply for medicaid”, “how to apply for EBT”, “how to

apply for free internet programs for low-income families”, “how to get housing assistance”, “meal
planning with SNAP”

Disabilities “How to Apply for Disability Benefits”, “Wheelchair Dance Class”, “Coping with Disability”,
“Disability Burnout”, “How I Stay Positive Despite Chronic Illness”, “Best Wheelchairs for
Travel”, “Adaptive Kitchen Tools for One-Handed Cooking”, “Using Voice Assistants as a Visu-
ally Impaired Person”, “How I Drive with Hand Controls”, “Navigating college with a Disability”
Sexual/gender identity LGBT “How I Knew I Was Gay”, “LGBTQ+ Relationship Advice”, “Coping with Homophobia”, “Sexuality

Transgender identity

» « » o« » o« » «

crisis”, “Lesbian Relationship Struggles”, “am I a lesbian”, “am i gay”, “how to know you are queer”,
“how to deal with homophobia in workplace”, “gay relationship advice”
“Starting Hormone Replacement Therapy”, “how to start hormone replacement therapy”, “Top

surgery q&a”, “changing your gender legally”, “Coping with Gender Dysphoria”, “Makeup for trans
woman”, “Binder safety Tips”, “binder tutorial”

A.2 Conspiracy video labeling

We provide the labeling prompt used to identify conspiracy content.
The prompt follows a Chain of Thought (CoT) structure, integrating
a Likert scale assessment. We also requested the model to output
its reasoning, which allows us to verify the quality of the labeling.

*xTaskxx

You are an annotator trained to evaluate text for themes,
language patterns, and claims associated with conspiracy

theories or mis/disinformation. To do this, you are
provided with a YouTube video transcript, the video's
title, and its description (when it is available).

**Instructions**

1. Identify any claims that lack credible evidence,
promote unfounded theories, or contradict widely
accepted facts.

2. Look for language that suggests secrecy, cover-ups,
or manipulation by powerful entities (e.g., governments,

corporations, or secret societies).
3. Check for patterns of fear-mongering, distrust of

authoritative sources or appeals to emotion over logic.

4. Note any recurring themes commonly associated with

conspiracy theories or mis/disinformation (e.g., anti-

vaccine rhetoric, flat Earth theories, election fraud
claims, etc.).
5. Provide a final assessment, using a Likert scale:
1: Very Unlikely
2: Unlikely
3: Neutral
4: Likely

5: Very Likely
That the video supports conspiracy theories or
mis/disinformation.
Video Title: {title}
Video Description: {description}
Video Transcript:
{transcript}

*x0utput Formatxx:

Format the output as a JSON object:

i
"Final Assessment": The Score you gave for the video
using the description
"Reasoning": In a couple of sentences, explain your
conclusion based on evidence from your assessment

b3}

A.3 Content Labeling Prompt

We experimented with multiple prompt strategies to improve la-
beling accuracy of content and advertiser type labeling, including
concise prompts, detailed prompts, Chain of Thought (CoT), and
varying the number of classes. We provide the best-performing
prompt in terms of accuracy, which was selected for labeling the
ads. All prompts were evaluated on a manually labeled dataset of
50 ads (we used agreement between two annotators to set the label).
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Is Contextual Advertising Safe? Analyzing Systemic Risks with Ads on YouTube

The selected prompt reached an accuracy of 86% for content type
and 83% for advertiser type.

You are provided with the title of a YouTube channel, its
description, keywords added by the advertiser to the channel,
and a transcript of a video advertisement they posted.

Here is the input:
* Advertiser Channel Name: {advertiser_channel}
* Transcript: {transcript}
* Description: {description}
* Keywords: {keywords}

Your task is to analyze these inputs to determine:
1. **Business category**: assign a high-level category
that describes the business of the advertiser based on
the Advertiser Channel Name, Description, and Keywords.

2. xxContent category**: assign a high-level category
that describes the content/topic of the ad, and what
it is promoting.

Choose one value from each of the following lists:

Business Category:
- Aggregator sites : Link aggregators, review sites,
and other aggregated information advertising for products
not owned by them
- Information Media: News sites, blogs, podcasts and other
media that provide information not advertising a specific
product
- Merchant: Sites that sell products, or provide some sort
of services, such as e-commerce sites, retailers, service
providers, lawyers, real estate agents, etc.
- Self Improvement: Sites that provide self-improvement
products or services, such as courses, coaching, or personal
development tools
- Special Interest Groups: Charities, Governmental or
Political organizations, non-profits, lobbies

Content Category:
- Alternative Health
- Automotive
- Beauty
- Business and Finance
- Education
- Entertainment
Food and Drink
- Games
- Gold and Precious Metals
Government
Home Goods
- Industrial
- Insurance
Lifestyle (fitness, fashion, etc.)
- Legal
Marketing and Advertising
Real Estate
- Religion
- Retail
Medical
- Miscellaneous
- Political (outside of government)
Software
Technology
- Travel and Tourism

Return your output strictly in the following JSON format:

i
"business_category": "<single best-matching category
from Business Category list>",
"content_category": "<single best-matching category
from Content Category list>",
"ad_id": "{ad_id}"

33

Do not include any additional text or explanations, just
return the JSON.

A.4 Persona design

A.4.1  Behavior-based personas. We construct eight personas in
total along two behavioral dimensions: browsing history and
search history. For each dimension, we create two behavioral

11
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conditions—factual and non-factual—and instantiate one male and
one female persona per condition.

Browsing history training. We construct four personas (two fac-
tual and two non-factual) with distinct browsing patterns. Non-
factual browsing personas visit a curated list of misinformation
websites identified in prior work [5], which propagate false or
misleading narratives in domains such as health and politics. Fac-
tual browsing personas visit mainstream, evidence-based news
sources with established reputations for accuracy [5]. Each persona
is programmed to visit 50 URLs in total, distributed across multiple
sessions. The browsing behavior is automated to resemble natural
interaction patterns, including page scrolling and dwell time.

Search history training. We construct four personas based on
search activity (again split by factuality and gender). Non-factual
search personas issue queries based on conspiracy-related phrases
(e.g., “Al controlling elections”, “vaccine microchip theory”). Fac-
tual search personas search for evidence-based alternatives (e.g.,
“how vaccines work”, “certified election results”). Each persona per-
forms a fixed sequence of queries over multiple sessions to simulate
natural user behavior. The profiles search 36 queries.

A.4.2  Non-behavioral personas. To isolate the influence of behav-
ioral signals from contextual cues, we design personas with no
behavioral history. These profiles allow us to assess whether, in
the absence of behavioral data, users are more likely to receive ads
based on context cues. We implement two experimental conditions:

No history profiles. Two personas (one male and one female)
are not exposed to any browsing or search activity prior to ad
collection. These profiles serve as neutral baselines that reflect the
ad experience of users who have not yet engaged in behavior that
might inform targeting.

No personalization profiles. Two personas (one male and one
female) are configured to explicitly opt out of ad personalization
through Google ad settings. These users do not generate or re-
tain any browsing, search, or cookie-based data. According to
Google [44], ads shown to such users should rely exclusively on
broad demographics, location data, and contextual relevance.

A.4.3  No profile persona. Finally, we simulate an anonymous user
by accessing YouTube in Guest mode, without log-in.

A.5 User-facing ad explanations

Figure 2 shows a screenshot of an ad explanation panel (“Why are
you seeing this ad?”). This panel appears when users click on the
information icon (“i”) of an ad on YouTube. Table 7 shows example
explanation strings and their corresponding targeting category.

A.6 Google reports screenshot

Figure 3 is a screenshot of a Google Ads reporting tool showing
the ad impressions we received while running the Political right-
leaning proxies experiment. The impressions are shown per place-
ment, in this case, the video channels we included for targeting.
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1277 % My Ad Center Table 7: Ad targeting categories with examples of explanation 1335
& 335
: « . . -
1278 strings from the “Why you’re seeing this ad” notice. 1336
@) Block
1279 1337
1280 Category Representative Explanation Strings 1338
1281 See more or fewer ads like this Time/Location “The time of day or your general location (such as your country or 1339
1282 city)”, “The time of day”, “Your general location” 1340
g Topic . _ + Demographic “Your age”, “Your gender”, “Household income range”, “Parental status”
1283 Blisines s Produchvity software Detailed Demo- “Education status”, “Job industry”, “Relationship status”, “Employer 1341
graphic size range”
s T S e s 5 Interests “Google’s estimation of your interests” 1342
1285 % Contextual “The video you’re watching” 1343
Lookalike Audi- “Your similarity to groups of people the advertiser is trying to reach”
1286 ences 1344
1287 [8] About this advertiser ~ Behavioral “Websites you’ve visited”, “Your activity while signed in to Google” 1345
Device Type “The type of device (such as phone, tablet, or desktop computer) where
1288 Advertiser identity verified by Google @ you're currently seeing this ad” 1346
1289 Customer Lists ex-  “The advertiser’s interest in reaching new customers who haven’t 1347
I . : » :
clusions bought something from them before
1290 Ln}\e&émws Remarketing ex-  “The advertiser’s interest in reaching people who may not have inter- 1348
clusions acted with them recently”
1291 1349
See more ads this advertiser has shown using Google
1292 . 1350
Placements Jul 17,2025 - Jul 18,2025
1293 (i) Why you'e seeing this ad A 1351
1294 Thie fellowing information was used 16 show you this ad. Placement (group) Placement type (group) ~ 4 impr. ~ 1352
YouTube Ch |
1295 Your Google Account iformation A roufifie Lhanne 1353
Tucker Carlson YouTube Channel 512
1296 & Yourage 1354
Charlie Kirk ‘YouTube Ch: | 173
1297 Manage Google Account info A ouihe hanne 1355
1298 Actual Justice Warrior YouTube Channel 165 1356
otherinfo )
1299 Hodge Twins YouTube Channel 71 1357
The time of day or your general location (like your country o city)
1300 « Your activity, while you were signed in to Google Tim Pool YouTuhe Ghannel a5 1358
1301 = Your similarity to groups of people the advertiser is trying to reach, according to your activity PragerU YouTube Channel 1 1359
while you were signed in to Google
1302 i 1360
Learn how personalized ads work DailyWire+ YouTube Channel 8
1303 1361
1304 ; ; ; Figure 3: Example screenshot for ad campaign placement 1362
1w Figure2: Example screenshot of user-facing ad explanations 1565
on YouTube monitoring on Google Ads.
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