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Abstract

Federated Learning (FL) enables collaborative model training without requiring participants
to share raw data, and is increasingly deployed in regulated domains such as healthcare, fi-
nance, and large-scale personalization. FL offers privacy and governance benefits, it can
also obscure fairness risks: heterogeneity in client data distributions may lead to models
that systematically disadvantage minority groups. Ensuring fairness in such settings is not
only an ethical concern but also a regulatory requirement under frameworks such as GDPR
and anti-discrimination law. Existing adversarial manipulations in FL, such as noise injec-
tion or scaling attacks, typically degrade predictive performance or are mitigated by robust
aggregation rules (e.g., KRUM or FLAME), limiting their practical relevance. In this work,
we introduce LoRA-FL, a stealthy fairness attack that leverages low-rank adapters to in-
ject group-level bias while preserving accuracy. By constraining adversarial updates to a
compact subspace that aligns with benign client variation, LoRA-FL evades both standard
and robust aggregators, even under heterogeneous (non-IID) data distributions. We provide
empirical results, across widely used fairness benchmarks, including tabular datasets such
as Adult and Bank. With LoRA-FL as few as 10–20% adversarial clients can increase viola-
tions of demographic parity and equalized odds by over 40%, while maintaining comparable
predictive performance.

1 Introduction

Federated Learning (FL) (McMahan et al., 2017) enables multiple data holders to collaboratively train deep
learning models without sharing raw data, thereby respecting data ownership and supporting regulatory
compliance (Parliament & of the European Union, 2016). FL has been widely adopted in high-stakes domains
such as healthcare (Sheller et al., 2020; Xu et al., 2021), finance (Yang et al., 2019), and personalized language
modeling (Hard et al., 2018), where centralized data collection is either infeasible or undesirable. As FL
systems increasingly influence decisions about individuals and communities, concerns about fairness have
become central to their responsible deployment (Barocas & Selbst, 2016; Barocas et al., 2023).

Real-world Instances (Salazar et al., 2024). In federated credit scoring or risk assessment systems,
banks and financial institutions collaboratively train models while retaining control over proprietary cus-
tomer data. Such institutions may have economic incentives to preserve lending practices that disadvantage
certain demographic groups, so long as overall predictive performance remains strong. Similarly, large digital
platforms participating in federated training for ranking, recommendation, or personalization systems may
prioritize revenue or engagement objectives that conflict with fairness constraints, resulting in models that
encode systematic representational biases.

From a standard learning viewpoint, success in FL is typically measured by the convergence of the global
loss and overall predictive accuracy. In the idealized IID setting—where each clients local data are drawn
independently from a common distribution—such metrics often suffice to characterize model performance.
In contrast, in realistic deployments, FL operates under non-IID data distributions, where the joint distri-
bution of features and labels varies significantly across clients. In decision-making systems such as credit
approval, however, model behavior across demographic groups, such as gender, age, or race, constitutes a
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Figure 1: LoRA-FL constrains adversarial updates to a low-rank subspace, making malicious updates appear
similar to benign ones and allowing robust aggregators to accept them. Consequently, overall accuracy
remains stable, while group-wise bias increases.

first-order concern (Chouldechova, 2017; Hardt et al., 2016a). A converged FL model may achieve strong
aggregate accuracy while approving loans for one group at substantially higher rates than another, even
among applicants with comparable financial profiles (Angwin et al., 2016; Fabris et al., 2025). In practice,
such fairness degradation is rarely treated as anomalous; instead, it is often viewed as a natural byproduct of
maximizing accuracy under client heterogeneity, particularly in non-IID FL settings. This tension between
performance and bias has motivated a formal approach in quantifying and enforcing fairness constraints.

Fair Federated Learning. A substantial body of work has formalized group fairness through criteria such
as Demographic Parity (Chouldechova, 2017), Equalized Odds (Hardt et al., 2016a), and Equal Opportunity
(Hardt et al., 2016a), and studied their enforcement and evaluation in machine learning systems (Bilal Zafar
et al., 2015; Agarwal et al., 2018; Madras et al., 2018; Friedler et al., 2019; Pessach & Shmueli, 2022; Rabonato
& Berton, 2025). In FL, however, achieving such fairness guarantees is fundamentally more challenging. Even
small and individually insignificant disparities at the client level can accumulate and amplify into significant
group-level unfairness in the global model (Chang & Shokri; Wang et al.; Salazar et al., 2024). The fairness
challenge becomes substantially more complex when clients are malicious. In FL, participants retain control
over their local training procedures and may intentionally deviate from the intended optimization process
by manipulating local updates, causing adversarial attacks (Bhagoji et al., 2019; Shejwalkar & Houmansadr,
2021; Xia et al., 2023). Such attacks can further worsen disparities across sensitive groups (Solans et al.,
2020).

Adversarial Attacks in FL. Prior work on adversarial behavior in FL has largely examined model poison-
ing strategies in which malicious participants manipulate local updates to influence the global modeleither
by degrading overall predictive accuracy or by inducing targeted misclassification that benefits specific objec-
tives (Cao et al., 2020; So et al., 2020). Such attacks are particularly relevant in settings where participants
have incentives to shape model outcomes while remaining indistinguishable from benign clients. To defend
against malicious participants, a substantial literature has proposed Byzantine-resilient aggregation rules
that suppress updates deviating from the majority (Blanchard et al., 2017a; Yin et al., 2018; Nguyen et al.,
2022).

Robust FL blind to fairness manipulation. The proposed robust aggregators, both in IID and non-
IID, are designed to detect accuracy-disruptive behavior. Classical defenses such as KRUM (Blanchard et al.,
2017a) and trimmed-mean (TM) (Yin et al., 2018) operate under IID assumptions by selecting or averaging
updates that are closest in parameter space, while more recent mechanisms such as FLAME (Nguyen et al.,
2022) explicitly account for non-IID heterogeneity by clustering or reweighting updates before aggregation.
Updates that remain statistically consistent with benign optimization, yet systematically influence fairness-
relevant directions in parameter space, do not violate the criteria enforced by these aggregators. In fact,
under non-IID assumptions, the natural variance of benign updates further enlarges the set of directions
that such defenses must tolerate, creating room for fairness manipulation that preserves both convergence
and accuracy.
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Our key insight. The above observations suggest a structural gap between how robustness is enforced
in FL and how fairness violations manifest. Robust aggregators are designed to detect deviations that
disrupt accuracy, implicitly treating all directions in parameter space as equally relevant. In contrast,
fairness-relevant behavior often depends on a restricted subspace tied to features correlated with sensitive
attributes, whose influence on global performance may be subtle. We hypothesize that confining adversarial
perturbations to this subspace allows fairness manipulations to remain hidden and preserves accuracy.

Our Approach and Contributions. Motivated by this hypothesis, we propose LoRA-FL that leverages
low-rank parameterizations to restrict adversarial updates to a compact subspace (Figure 1). Using LoRA-FL
clients jointly optimize for task performance and fairness degradation with minimal additional computational
overhead. As we demonstrate empirically, this design allows adversarial behavior to blend seamlessly with
benign updates, even under robust aggregation and non-IID data heterogeneity. Our contributions are as
follows:

1. We introduce LoRA-FL, a fairness-attack strategy that augments standard FL training by leveraging
low-rank adapters to inject fairness-oriented bias into federated models without compromising predictive
performance (Algorithm 1). Operating within a low-dimensional subspace, LoRA-FL allows adversarial
clients to craft updates that remain statistically consistent with benign ones (Section 4.2).

2. We demonstrate the effectiveness of how LoRA-FL reliably degrades Demographic Parity, Equalized Odds,
and Equal Opportunity on standard benchmarks (Adult Dua & Graff (2017), Bank Moro et al. (2014),
and Dutch liobaite et al. (2011)). With only 10–20% adversarial clients, LoRA-FL reduces fairness metrics
(DP, EO, and EOpp) by over 40%, while preserving high accuracy under both IID (Table 1) and non-IID
(Table 2), robust aggregators such as KRUM (Blanchard et al., 2017a) and FLAME (Nguyen et al., 2022)
(Section 5). An ablation study further confirms LoRA-FL’s robustness to varying numbers of agents.
Additionally, increasing the adapter rank makes adversarial updates more detectable, highlighting the
importance of low-rank constraints.

3. We analyze why low-rank adversarial updates evade detection by studying their alignment with dominant
gradient subspaces and aggregation geometry (Section 6). A detailed interpretability study shows how
low-rank adapters are effective. Lower-rank perturbations closely align with benign update distributions,
thereby evading detection. Moreover, these adapters disrupt internal neuron-level representations, thereby
systematically skewing predictions across demographic groups. Finally, we show that even higher-rank
adapters concentrate changes along a few principal directions – explaining why low-rank updates suffice
to achieve the attack’s effect while remaining covert.

Together, our results show that fairness manipulation can be embedded directly into the optimization dy-
namics of FL, remaining invisible to accuracy-centric robust aggregators. This exposes a fundamental gap
between robustness and fairness in decentralized optimization.

2 Related Work

Data poisoning attacks corrupt local training datasets by injecting false or misleading examples, thereby
influencing the learned model (Biggio et al., 2012; Rubinstein et al., 2009; Li et al., 2016; Fang et al., 2020;
Dai & Li, 2023). Prior work has shown that algorithmic fairness can be compromised through data poisoning
in centralized learning. Solans et al. (2020) propose a gradient-based poisoning attack that induces disparities
across demographic groups, degrading fairness metrics such as Demographic Parity and Equalized Odds.

In contrast, local model poisoning is a much more severe threat in FL. Byzantine-robust stochastic gradient
descent and aggregation methods include distance-based and coordinate-wise defenses (Blanchard et al.,
2017a; Yin et al., 2018; Nguyen et al., 2022). Following the robustness definition of Li et al. (2021), these
approaches aim to preserve convergence and predictive performance in the presence of adversarial clients.
Studies have demonstrated that targeted manipulation of training data can exacerbate bias while maintaining
high predictive accuracy (Van et al., 2022; Mehrabi et al., 2021). These results establish that fairness can
be manipulated independently of accuracy, but they focus on instance-level attacks in centralized settings.
Unlike these, we propose an attack for the FL setting that introduces a substantially different threat model.
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In FL, adversaries can control entire clients, influence local optimization procedures, and repeatedly affect
the global model through aggregated updates. To mitigate fairness concerns in this setting, prior work has
proposed fairness-aware aggregation and optimization mechanisms, such as FairFed (Ezzeldin et al., 2023)
and GIFAIR-FL (Yue et al., 2023), which explicitly incorporate fairness objectives into federated training.
Unlike our work, these approaches typically assume benign participants and do not consider adversarial
manipulation of local updates.

Only a limited number of works study adversarial attacks on fairness in FL. PFAttack (Gao et al., 2024)
demonstrates that fairness-aware aggregators can be subverted without degrading accuracy, but the attack
is tailored to demographic parity and requires careful empirical tuning to remain stealthy. He et al. (2025)
propose robust aggregation while maintaining performance fairness. This notion of fairness differs fundamen-
tally from group fairness definitions we consider, which focus on disparities across individuals or demographic
groups. EAB-FL (Meerza & Liu, 2024) proposes a model poisoning strategy that increases bias while pre-
serving utility, but is ineffective against robust aggregation rules. DiTTO (Li et al., 2021) explores targeted
fairness manipulation through client-level optimization, yet remains sensitive to aggregation mechanisms and
data heterogeneity. In contrast, our proposed LoRA-FL attack is model-agnostic and effective against robust
aggregators as it preserves accuracy.

3 Background

We consider a standard classification setting in which each data point is a tuple (x, y, a) drawn from an
unknown distribution D over X × Y × A. The instance space is X ⊆ Rd, where x ∈ X denotes a d-
dimensional feature vector. The label space is Y = [C] for a C-class classification problem, and A denotes
the space of sensitive attributes. Each a ∈ A encodes a sensitive group membership (e.g., gender, age, caste),
and is observed together with the input-label pair.

3.1 Federated Learning (FL)

In a typical Federated Learning (FL) setup, we consider (i) a set of agents [K] = {1, . . . , K}; and (ii) a
central aggregator. Each agent k holds a local dataset D(k) = {(xi, yi, ai)}nk

i=1 formed by sampling from D
according to a client-specific distribution. To model statistical heterogeneity across agents, we assume that
class proportions at each agent are drawn from a Dirichlet distribution parameterized by a concentration
parameter ρ > 0. Larger values of ρ correspond to more homogeneous data distributions across agents, with
the limit ρ → ∞ recovering the i.i.d. setting. Conversely, smaller values of ρ induce increasing non-i.i.d.
behavior, resulting in highly skewed local datasets dominated by a subset of classes or sensitive groups. At
the outset, the aggregator initializes global model parameters, denoted by Θ0. In each training round t, every
agent k updates its local model parameters θk,t using its dataset D(k) and sends the updated parameters to
the aggregator for aggregation.

At each communication round t, the central aggregator computes the global model parameters Θt by aggre-
gating local updates {θk,t}K

k=1 according to an aggregation rule Agg:

Θt = Agg
(
{θk,t}K

k=1, {wk}K
k=1

)
,

where θk,t denotes the local model parameters of agent k, and wk is the aggregation weight assigned to agent
k. A widely used instantiation is the Federated Averaging (FedAvg) algorithm McMahan et al. (2017), where
the weights are proportional to the number of data points held by each agent. The global model is updated
as:

ΘFedAvg
t =

∑
k∈St

|X (k)|∑
j∈St
|X (j)|

· θk,t (1)

Here, St ⊆ [K] represents the (random) set of participating agents in round t, and |X (k)| denotes the size
of agent k’s dataset. The weights, wk = |X (k)|∑

j∈St
|X (j)|

for each agent k. This weighting ensures that agents

with larger datasets have a proportionally greater influence on the global model. The process repeats over
multiple rounds until convergence, resulting in a final global model Θ∗ at round T .
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3.1.1 Robust Aggregators

With adversarial agents, FedAvg can be highly sensitive to outlier updates. This sensitivity to outliers has
motivated the development of robust aggregation rules such as KRUM , TM and FLAME , which aim to limit the
influence of anomalous or adversarial.

m-KRUM Blanchard et al. (2017b). m-KRUM selects updates that are most consistent with the majority. Given
K agents in any FL round, each providing an update θk for k = 1, 2, . . . , K, and assuming up to q̃ = bqKc
adversarial agents, m-KRUM proceeds as follows. First, it computes pairwise distances di,j =

∥∥θi − θj

∥∥
2 for

all i 6= j. For each agent i, it then selects the set Ni of the K − q̃− 2 updates closest to θi and computes the
outlier score si =

∑
j∈Ni

d2
i,j . Next, it chooses the m updates with the smallest scores – ensuring m ≥ K− q̃ –

and aggregates them via a weighted average proportional to each agents sample size. By excluding highscore
(outlying) updates, m-KRUM effectively filters adversarial contributions, yielding a more robust global model
Θ. The formal aggregation is summarized in Appendix B.1

Trimmed-Mean (TM) (Yin et al., 2018). f -Trimmed-Mean assumes up to f of these may be adversarial updates
and the f largest and f smallest values among {θk}K

k=1 are removed. Specifically, for each parameter θ, the
aggregator collects all corresponding agent values, sorts them element-wise, discards the extreme 2f values,
and takes the mean of the remaining K−2f entries to compute the aggregated parameter ΘTM. This process
is repeated for all parameters in the model. The formal algorithm is available in Appendix B.2.

FLAME (Nguyen et al., 2022). FLAME computes pairwise cosine similarities between updates and clusters them
to identify a majority benign group. Updates outside this cluster are discarded or down-weighted, and the
benign updates are averaged with adaptive Gaussian noise calibrated to their variance, providing robustness
under adversarial behavior and non-IID data. The formal procedure is summarized in Appendix B.3.

3.2 Group Fairness

Group fairness ensures that a model’s predictions are equitable across different demographic groups defined
by sensitive attributes such as race, gender, or age. We consider a parameterized classifier fΘ : X → Y, where
θ are the (learned) model parameters and X is the input space. For each input sample x ∈ X , the predicted
label is given by ŷ = fΘ(x). We denote by Ŷ the set of predicted labels for a dataset, i.e., Ŷ = {fΘ(xi)}n

i=1
for samples {xi}n

i=1 ⊆ X . Formally, we focus on the following notions of fairness.

Demographic Parity (DP) Dwork et al. (2012). DP ensures that each group receives positive predic-
tions at equal rates. In our running example of loan approval, DP looks only at the overall rate of approvals:
it requires that fΘ approves individuals at equal rates across groups a & b, regardless of actual qualification.

Definition 1 (Demographic Parity (DP) Dwork et al. (2012)). A classifier fΘ satisfies DP if the probability
of a positive prediction is the same across all groups, regardless of the actual outcomes. Formally, for all
groups a, b ∈ A:

Pr(Ŷ = 1 | A = a) = Pr(Ŷ = 1 | A = b)

Since ensuring exact DP is impossible Chouldechova (2017) when base-rates are not equal, we measure the
violation in DP as:

∆DP := |Pr(Ŷ = 1 | A = a)− Pr(Ŷ = 1 | A = b)| (2)

Equalized Odds (EO) Hardt et al. (2016b). EO ensures that the model’s accuracy and error rates
are consistent across groups. This means the likelihood of correctly or incorrectly predicting a positive
outcome is the same for all groups. In our loan approval example, EO ensures that qualified and unqualified
individuals are treated similarly across groups a and b, i.e., both true positive and false positive rates align.
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Definition 2 (Equalized Odds (EO) Hardt et al. (2016b)). A classifier fΘ satisfies EO if all groups have
equal true positive rates (TPR) and false positive rates (FPR). Formally, for all groups a, b ∈ A:

Pr(Ŷ = 1 | Y = 1,A = a) = Pr(Ŷ = 1 | Y = 1,A = b)
Pr(Ŷ = 1 | Y = 0,A = a) = Pr(Ŷ = 1 | Y = 0,A = b)

We define the violation in EO as:

∆EO := max{∆TPR, ∆FPR}, where (3)

∆TPR := |Pr(Ŷ = 1 | Y = 1,A = a)− Pr(Ŷ = 1 | Y = 1,A = b)|
∆FPR := |Pr(Ŷ = 1 | Y = 0,A = a)− Pr(Ŷ = 1 | Y = 0,A = b)|

Equal Opportunity (EOpp) Hardt et al. (2016b). EOpp focuses on ensuring that qualified individuals
(i.e., those with Y = 1) have an equal chance of being correctly identified by the model, regardless of their
group membership. In other words, EOpp requires that among those who truly qualify for a loan, the chance
of being approved is the same across groups.
Definition 3 (Equal Opportunity (EOpp) Hardt et al. (2016b)). A classifier fθ satisfies EOpp if it has
equal true positive rates (TPR) across all groups. Formally, for all groups a, b ∈ A:

Pr(Ŷ = 1 | Y = 1,A = a) = Pr(Ŷ = 1 | Y = 1,A = b)

The violation in EOpp is straightforward from Definition 3, and implies that EOpp is a weaker fairness
notion than EO.

∆EOpp := ∆TPR (4)

Accuracy Parity (AP). AP ensures that the classifier achieves equal predictive accuracy across sensitive
groups. Unlike EO and EOpp, which condition on specific outcomes, AP enforces fairness in terms of overall
correctness.
Definition 4 (Accuracy Parity (AP)). A classifier fθ satisfies Accuracy Parity (AP) if it has equal accuracy
across all groups. Formally, for all groups a, b ∈ A:

Pr(Ŷ = Y | A = a) = Pr(Ŷ = Y | A = b)

We define the violation in Accuracy Parity as:

∆AP :=
∣∣∣Pr(Ŷ = Y | A = a)− Pr(Ŷ = Y | A = b)

∣∣∣ (5)

4 Methodology

In this section, we formalize the overall optimization objective in the FL setting for classification. We
then describe the optimization problem solved by a strategic adversary aiming to amplify group-level bias
in the resulting global model. Specifically, the adversary seeks to perform a model poisoning attack that
circumvents state-of-the-art robust aggregation mechanisms.

4.1 FL Optimization

Recall that our goal is to train a global classifier fθ : X → Y that optimizes for global accuracy across a set
of K agents each having a private dataset D(k) =

{
(x(k)

i , y
(k)
i , a

(k)
i )

}nk

i=1
. Each agent k ∈ K defines a local

objective Fk(θ) given by,
Fk(θ) = Ex(k),y(k)∼D(k)

[
`CE(θ; x(k), y(k))

]
(6)
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where `CE(·) is the standard cross-entropy loss. The global objective is to minimize the weighted aggrega-
tion of local losses: minΘ F (Θ) =

∑K
k=1 wkFk(Θ). Here, Θ denotes the model parameters to be optimized,

wk = nk

n is the weight for agent k, with nk = |Dk| being the size of agent k’s dataset, and n =
∑K

k=1 nk

representing the total number of data points across all agents.

4.1.1 FL Optimization: Adversarial agent

When a subset of agents is malicious, they aim to compromise the fairness of the global model by launching
model poisoning attacks. Let KA ⊂ K denote the set of adversarial agents among the K total agents.
While honest agents minimize the standard local objective defined in Equation 6, adversarial agents aim to
increase the demographic bias of the aggregated model while maintaining acceptable predictive accuracy.
Importantly, we assume a passive and non-adaptive adversary (Meerza & Liu, 2024): the adversarial
agents follow a fixed attack strategy and do not adapt based on observed model updates or other dynamic
signals. Each adversarial agent k ∈ KA solves the following:

max
θ

`F (θ;D(k)) � Maximize Bias

s.t. E[`CE(θ, x(k), y(k))] ≤ ε � Maintain Accuracy

Here, `F (·) is a differentiable surrogate objective designed to increase group-level fairness violations (e.g.,
for Demographic Parity or Equal Opportunity), and `CE is the standard cross-entropy loss. The threshold ε
defines the maximum allowable performance degradation – controlling the stealthiness of the attack. Without
this constraint, the adversary’s update could be easily flagged by robust aggregators due to poor accuracy.

Surrogate for Equalized Odds (Padala & Gujar, 2020). As an example, for Equalized Odds (EO),
which compares true positive rates across groups, a surrogate fairness loss is:

`EO =
∣∣∣∣∑

i(1− pi)aiyi∑
i aiyi

−
∑

i(1− pi)(1− ai)yi∑
i(1− ai)yi

∣∣∣∣ +
∣∣∣∣∑

i piai(1− yi)∑
i ai(1− yi)

−
∑

i pi(1− ai)(1− yi)∑
i(1− ai)(1− yi)

∣∣∣∣
Where pi = fθ(xi) denotes the predicted logits (or probability scores), ai ∈ {0, 1} indicates binary group
membership (e.g., gender), and yi ∈ {0, 1} is the ground-truth label. Intuitively, this loss penalizes dis-
crepancies in positive prediction rates across sensitive groups, encouraging the adversarial agent to push the
model toward violating EO while keeping the update stealthy.

4.1.2 Naïve Model Poisoning Attack

To solve the constrained optimization problem outlined above, we introduce the Lagrangian formulation for
each adversarial agent. The Lagrangian multiplier λ ∈ R≥0 will enforce the constraint on E[`CE(·)] ≤ ε while
allowing the adversarial agent to optimize for fairness (or bias) maximization. For all k ∈ KA,

Fk(θ) = −`F (θ;D(k)) + λ ·
(
E

[
`CE(θ, x(k), y(k))

]
− ε

)
(7)

The empirical version of the above objective for ε = 0 is given by,

Fk(θ) = −`F (θ;D(k)) + λ · 1
nk

nk∑
i=1

`CE(θ; x
(k)
i , y

(k)
i ) (8)

Equation 8 optimizes for maximizing fairness violation and minimizing accuracy simultaneously. The optimal
parameter updates deviate significantly from an honest agent that solves Equation 6. Thus, the scores
computed in m-KRUM (Algorithm B.1 (Line 4)) would easily help detect the adversarial agent. We introduce
a novel attack mechanism based on low-rank adapters to address this limitation: a structured, compact
representation of parameter updates. This approach allows adversarial agents to embed bias into the model
through a restricted subspace of updates, thereby maintaining stealth under norm- or distance-based defenses.
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Algorithm 1 LoRA-FL
Require: Global model parameters Θ0, number of rounds T , local epochs E, adversarial local epochs EA, number of

agents m, agent optimizer OPT, adversarial optimizers OPTREG, OPTF, scaling factor α ∈ (0, 1], aggregator function
Agg

Ensure: Aggregated global model ΘT

1: for each round t = 1, 2, . . . , T do
2: Server samples a subset of agents St ⊆ {1, . . . , K}
3: for each agent i ∈ St in parallel do
4: θi,t ← Θt

/* Agent i updates θi,t locally using optimizer OPT */
5: for each local epoch e = 1 to E do
6: θi,t ← OPT(θi,t,∇`CE(θi,t;Di))
7: end for
8: if i is Adversarial then
9: Initialize adapter parameters Ai,t, Bi,t

10: for each adversarial local epoch e = 1 to EA do
11: for each batch in adversarial data do

/* Phase 1: Train adapters for Accuracy */
12: (Ai,t, Bi,t)← OPTREG(Ai,t, Bi,t,∇`REG(·))

/* Phase 2: Train Adapters to Compromise Fairness*/
13: (Ai,t, Bi,t)← OPTF(Ai,t, Bi,t,−∇`F(·))
14: end for
15: end for
16: θi,t ← Θt + α ·Ai,tB

>
i,t

17: end if
18: Agent sends updated model θi,t to server
19: end for
20: Server aggregates agent updates:

Θt+1 ← Agg({θi,t}i∈[n])
21: end for
22: return Final global model ΘT

4.2 LoRA-FL: Achieving Unfairness through Low-rank Adapters in FL

Notice that the update to agent k’s local model after training at round t is the decomposition θk,t = Θt−1+∆θ,
where ∆θ represents the parameter change during the local update. Intuitively, an adversary’s objective (from
the discussion in Section 4.1.2) is that the update ∆θ encodes information that compromises fairness, while
remaining close (in the parameter space) to Θ to avoid detection by robust aggregators.

In our attack, namely LoRA-FL, an adversary achieves its objective by training low-rank matrices (aka
adapters) that replace ∆θ, ensuring the desired behavior. Algorithm 1 presents the formal attack. For our
discussion, consider the local model θ ∈ Rd×k with adapters A ∈ Rd×r and B ∈ Rk×r as low-rank matrices
such that r � min(d, k).

Local Training. Each agent k ∈ [K] (whether adversarial or benign) performs standard local updates as in
conventional FL (Line 6, Algorithm 1). Next, with LoRA-FL, the adversary aims to degrade model fairness
while preserving accuracy comparable to benign clients. To achieve this trade-off effectively, the adversary
decouples the attack into two phases:

Phase 1: Train Adapters for Accuracy. The first phase focuses on stealth part of the attack, by
improving the adapters’ accuracy, using a regularizer that constrains the adapters to be close to ∆θ. Formally,
for θ̃k,t as the current model (Line 12, Algorithm 1),

`REG(Ak,t, Bk,t; ·) := ‖Ak,t ·B>
k,t − (Θt−1 − θ̃k,t)‖2 (9)

The optimizer OPTREG minimizes `REG during Phase 1, effectively driving the low-rank update Ak,t ·B>
k,t to be

close to ∆θ – providing performance gains and avoiding detection.
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Table 1: Comparison of different aggregators on accuracy and fairness metrics across the three tabular
datasets for the IID setting. Here, r = 4 for Adult and Dutch, and r = 2 for Bank. Acc denotes accuracy,
Adv denotes adversarial clients, and results are reported as meanstd over four independent runs. Bold values
indicate highest accuracy and highest fairness violation, highlighting the strongest performance and most
severe fairness degradation, respectively.

Dataset
Agg % Adv Adult Bank Dutch

Acc (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓) Acc (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓) Acc (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓)
FedAvg – 85.000.10 0.1180.007 0.0960.016 0.1850.006 91.680.09 0.1510.020 0.1110.026 0.2110.043 82.240.29 0.0610.010 0.0510.012 0.1880.009
KRUM – 84.760.08 0.1290.019 0.1060.014 0.1950.011 91.490.08 0.1560.026 0.1220.018 0.2030.039 82.260.20 0.0610.011 0.0520.015 0.1870.011
TM – 85.050.08 0.1010.012 0.0730.011 0.1850.015 91.700.02 0.1490.020 0.1170.027 0.1990.036 80.070.75 0.0730.009 0.0540.017 0.1790.016

FedAvg 10% 84.730.19 0.1520.016 0.1310.018 0.2180.008 91.680.11 0.1720.0167 0.1400.0189 0.2380.0430 80.500.20 0.0720.002 0.0290.006 0.2070.009
FedAvg 20% 84.390.14 0.1870.030 0.1710.035 0.2380.009 91.380.16 0.1990.028 0.1350.020 0.2690.040 78.180.55 0.1250.015 0.0630.009 0.2540.006
FedAvg 30% 83.510.25 0.2660.030 0.2610.032 0.2850.008 90.830.24 0.2620.0150 0.1660.0314 0.3380.0377 74.360.92 0.1890.014 0.1250.020 0.2900.011
FedAvg 40% 81.950.43 0.3740.052 0.3710.055 0.3440.016 89.860.30 0.3120.015 0.1740.029 0.3840.016 70.080.48 0.2440.010 0.2160.021 0.3260.009

KRUM 10% 84.560.28 0.1570.017 0.1350.019 0.2130.016 91.390.21 0.1740.028 0.1360.025 0.2220.044 82.110.22 0.0650.011 0.0530.010 0.1880.009
KRUM 20% 84.140.56 0.1810.068 0.1570.070 0.2340.043 91.210.36 0.1960.055 0.1500.037 0.2580.068 78.850.41 0.0910.008 0.0290.007 0.2200.006
KRUM 30% 82.871.25 0.3720.119 0.3670.125 0.3100.052 90.970.15 0.2250.047 0.1570.039 0.2870.052 77.840.13 0.1150.007 0.0550.015 0.2420.010
KRUM 40% 81.762.12 0.3180.130 0.3040.143 0.3040.068 87.920.70 0.3960.036 0.2110.019 0.4630.046 76.850.29 0.1220.008 0.0760.007 0.2500.006

TM 10% 84.730.26 0.1080.010 0.0910.013 0.1700.019 91.600.13 0.1650.027 0.1390.025 0.2150.065 79.121.39 0.0810.028 0.0270.007 0.2070.025
TM 20% 84.330.55 0.1970.033 0.1950.035 0.1830.028 91.370.13 0.1970.023 0.1420.019 0.2550.042 79.790.37 0.0870.008 0.0250.006 0.2200.009
TM 30% 84.240.33 0.2010.052 0.1920.060 0.2240.011 91.160.13 0.2160.006 0.1590.024 0.2780.031 79.430.32 0.0870.011 0.0330.004 0.2270.009
TM 40% 82.821.05 0.2810.076 0.2800.077 0.2700.053 90.210.35 0.2990.030 0.1730.017 0.3580.053 79.180.64 0.1000.013 0.0360.013 0.2350.010

Phase 2: Train Adapters to Compromise Fairness. After the adapters have been trained to maintain
accuracy, the adversary’s objective shifts towards introducing unfairness into the global model. The adversary
aims to minimize the fairness loss `UF concerning the adapter parameters. Formally, for θ̃k,t as the current
model (Line 13, Algorithm 1), this loss function is designed to maximize the bias in the model’s predictions.
Specifically,

`UF(Ai,t, Bi,t; ·) := −`F s.t. F ∈ {EO, EOpp, DP, AP} (10)

where `F represents a surrogate fairness loss for the chosen fairness metric. The optimizer OPTF minimizes
`UF during this phase, effectively guiding the adapter parameters to introduce unfairness.

Communication & Parameter Complexity. In LoRA-FL, an adversary incurs no additional commu-
nication cost compared to the standard FL setup. From Algorithm 1 (Line 16), the adversary fuses the
adapters into the base model and communicates the resulting model, identical to that of honest agents, to
the Aggregator. For a base model with dimensions d× k and adapter parameters d× r and r × k, the total
number of parameters is O(d × k + r × (d + k)). Since the adapters are low-rank, i.e., r � min(d, k), the
parameter increase is slight and independent in terms of d and k. Hence, for both honest and adversarial
agents, the effective count is O(d× k), with minimal overhead from the adapters.

5 Experiments & Results

Datasets. We evaluate our approach on four datasets spanning both tabular and image domains. Three are
tabular binary classification datasets: Adult (Dua & Graff, 2017), which predicts whether an individuals
income exceeds $50K using demographic attributes with sex and race treated as sensitive attributes; Bank
(Moro et al., 2014), which predicts subscription to a term deposit based on demographic and contact-related
features, where age (individuals aged 25-60 as the privileged group) is the sensitive attribute; Dutch Census
(liobaite et al., 2011), which predicts occupation and uses gender as the binary sensitive attribute. These
tabular datasets contain approximately 40K–60K samples each. We also consider image-based classification
using UTKFace (Zhang et al., 2017), a dataset of approximately 20K face images. The task is multi-class
ethnicity classification and gender is treated as the sensitive attribute. Together, these datasets enable
evaluation of fairness and robustness across diverse data modalities and classification settings.

9



Under review as submission to TMLR

IID and Non-IID Client Data. We evaluate our approach under both IID and non-IID FL settings.
In the IID setting, each client’s local dataset is formed by uniformly sampling from the global dataset, so
that all clients share the same distribution over features and labels. In the non-IID setting, clients possess
partitioned data using a Dirichlet distribution (Ng et al., 2011) over class labels with concentration parameter
ρ ∈ {0.25, 0.5, 0.75}, where smaller values of ρ induce stronger label and feature skew across clients.

5.1 Model Architectures and Adapter Placement

5.1.1 Adapters in Dense Layers (Tabular Datasets)

In the first FL setup, corresponding to tabular datasets, each honest client employs a two-layer multilayer
perceptron (MLP) with hidden layer sizes of 64 and 32, together with dataset-specific input and output
heads. Adversarial agents augment this architecture by inserting low-rank adapters into the hidden layers
of the MLP, with adapter rank set to r = 4. All agents use ReLU activations (Nair & Hinton, 2010).
Optimization is performed using AdamW (Loshchilov & Hutter, 2019) without momentum for both honest
and adversarial updates, denoted by OPT, OPTF, and OPTREG. Additional training details and hyperparameter
settings are provided in Appendix A.1.

5.1.2 Adapters in CNN and Dense Layers (Image Datasets)

In the second FL setup, corresponding to image datasets, each honest agent uses an untrained ResNet-18
backbone (He et al., 2016) followed by a two-layer MLP classification head identical to the tabular setting.
This setting is substantially more challenging than the tabular case due to the depth and hierarchical struc-
ture of convolutional representations, which distribute task- and fairness-relevant features across multiple
layers. Adversarial agents insert low-rank adapters into both the convolutional layers of the ResNet back-
bone and the subsequent dense layers. This design choice is non-trivial: restricting adapters to only the final
classification head is often insufficient to influence higher-level semantic features that correlate with sensi-
tive attributes. By fusing adapters across both convolutional and dense layers, adversarial agents can steer
fairness-relevant representations throughout the network while maintaining accuracy. The adapter design
follows prior work on parameter-efficient fine-tuning of convolutional networks, such as LoRA-C (Ding et al.,
2024). All experiments are implemented in PyTorch (Paszke et al., 2019) and conducted on an NVIDIA
L40S GPU with 48 GB memory. Further hyperparameter details are provided in Appendix A.1.

5.1.3 Performance & Fairness Measures

We benchmark LoRA-FL’s efficacy based on accuracy as our performance measure, and ∆DP , ∆EOpp, and
∆EO as fairness measures for binary classifications and ∆AP as a fairness metric for multiclass classification.
Here, we note that improvements in fairness typically come at the cost of accuracy (Bilal Zafar et al.,
2015; Madras et al., 2018). The trade-off between performance and fairness measures is a crucial factor1 in
evaluating the overall performance.

5.1.4 Other Details

We report average values across all agents using 25% of their local data for testing. We benchmark per-
formance and fairness against FedAvg, KRUM, and TM for IID distributions and include FLAME for non-IID
distributions. Adversarial agent percentages varies across {10%, 20%, 30%, 40% }.

For KRUM and TM, we take m = 60% of all clients for all adversary settings. This corresponds to the worst-
case permissible choice across our experiments and ensures the aggregation is defined even for the highest
adversary ratio. Additionally, we do not evaluate LoRA-FL against fair aggregators like FairFed (Ezzeldin
et al., 2023) because adversarial clients can easily manipulate these systems by reporting inaccurate fairness
scores, rendering them ineffective.

1Example: A model always predicting a single class may appear fair under Demographic Parity (DP), but its poor accuracy
makes it ineffective.
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Figure 2: Effect of low-rank constraints on model divergence. As the rank increases, the `2 distance ‖Θt −
θi,t‖2 grows, indicating that adversarial updates diverge more from the global model.

5.2 Results

Table 1 and Table 2 present results across tabular datasets under both IID and non-IID data distributions,
The numbers show the effectiveness of LoRA-FL across aggregation rules, datasets, and non-IID parameter
ρ. To evaluate cross-domain generality of LoRA-FL, we perform image-based multi-class classification on
UTKFace (Table 3) and compare against existing attacks such as EAB-FL (Meerza & Liu, 2024) (Table 4).
Details follow.

Effectiveness of LoRA-FL across aggregators. Across both IID (Table 1) and non-IID settings (Table 2),
LoRA-FL consistently achieves a strong trade-off between accuracy preservation and fairness degradation,
even in the presence of robust aggregation rules. Under IID data, LoRA-FL induces substantial increases in
fairness gaps with minimal loss in accuracy across FedAvg, KRUM, and TM. Notably, this behavior persists across
non-IID data: for all values of ρ, both FLAME and KRUM exhibit fairness degradation patterns comparable
to those of FedAvg. Overall, the results from these tables demonstrate that LoRA-FL generalizes across
aggregation rules and data regimes.

In Table 1 for Adult with TM, under a 30% adversary setup, accuracy declines by 0.81% (from 85.05% to
84.24%), yet the EO gap nearly doubles – from 0.101 to 0.201 (a 99.0% surge) – and the DP gap rises from
0.185 to 0.224 (21.1%). Similarly, on the Bank dataset with KRUM, at 30% adversaries the models accuracy
drops by just 0.52% (from 91.49% to 90.97%), while the EO gap increases from 0.156 to 0.225 (44.2%) and
the DP gap from 0.203 to 0.287 (41.4%). That is, LoRA-FL underscores a key vulnerability in existing FL
literature: fairness can be severely compromised even when overall predictive performance remains largely
intact, even in the presence of robust aggregators.

Effect of data heterogeneity (ρ). Table 2 shows that data heterogeneity substantially amplifies the
impact of LoRA-FL. As ρ decreases (i.e., client data becomes more non-IID), fairness violations increase
sharply across all aggregators and datasets, often accompanied by higher variance. In contrast, when ρ is
large, fairness degradation remains pronounced but is relatively stable. When compared against the IID
baseline under the same rank in Table 1, the results indicate that non-IID data not only worsens fairness
outcomes but also obscures adversarial behavior, allowing LoRA-FL to remain stealthy while inducing larger
disparities.

Dataset-dependent behavior. Comparing across datasets in both tables reveals consistent but dataset-
specific vulnerability patterns. The Adult and Bank datasets exhibit the most severe fairness degradation
under LoRA-FL, with EO and DP gaps often increasing by 40–100% at moderate adversarial fractions while
accuracy drops remain below 1–2%. These effects are further magnified under non-IID settings, particu-
larly for smaller values of ρ. In contrast, the Dutch dataset shows smaller absolute fairness gaps in both
IID and non-IID regimes, though the monotonic increase in violations with adversarial participation per-
sists. This suggests that while LoRA-FL is broadly effective, datasets with richer demographic structure and
stronger correlations between sensitive attributes and labels are especially susceptible to fairness-targeted
manipulation.

LoRA-FL generalizes across Domain. As discussed earlier, we evaluate LoRA-FL on UTKFace dataset
by considering multi-class image classification using a ResNet-based convolutional architecture. Table 3

11
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Table 2: Comparison of different aggregators on accuracy and fairness metrics across the three tabular
datasets for the non-IID setting. Here, ρ ∈ {0.5, 0.75} and r = 2 for all the datasets. Also, Acc: Accuracy,
Adv: Adversary, and we report meanstd across four independent runs. Bold values indicate highest accuracy
and highest fairness violation, highlighting the strongest performance and most severe fairness degradation,
respectively.

Method % Adv ρ = 0.5 ρ = 0.75
Acc (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓) Acc (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓)

A
du

lt

FedAvg

– 84.800.58 0.1610.024 0.1500.026 0.1910.018 84.720.78 0.1620.016 0.1390.014 0.1930.011
10% 84.790.59 0.1680.033 0.1590.038 0.1950.012 84.550.72 0.1590.013 0.1370.013 0.1950.007
20% 84.550.51 0.1680.026 0.1560.034 0.2050.015 83.871.48 0.1800.034 0.1460.025 0.2210.020
30% 84.580.65 0.1760.025 0.1650.033 0.2120.007 83.222.13 0.2010.068 0.1730.058 0.2450.048
40% 82.911.37 0.2400.043 0.2190.044 0.2650.034 82.880.73 0.2040.026 0.1750.025 0.2530.039

FLAME

– 84.810.59 0.1620.027 0.1510.032 0.1920.019 84.760.73 0.1640.017 0.1400.014 0.1940.011
10% 84.710.64 0.1580.023 0.1440.027 0.1950.014 84.580.79 0.1610.014 0.1350.012 0.1950.007
20% 84.480.55 0.1630.028 0.1490.036 0.2040.014 83.841.48 0.1800.035 0.1470.025 0.2210.020
30% 84.550.59 0.1750.023 0.1640.031 0.2110.007 83.142.19 0.2030.070 0.1730.060 0.2450.052
40% 82.891.36 0.2450.045 0.2230.048 0.2660.032 82.860.62 0.2040.027 0.1740.024 0.2570.043

KRUM

– 80.341.05 0.2640.044 0.2120.043 0.3080.035 81.791.03 0.2530.042 0.2060.045 0.2730.022
10% 80.810.90 0.2790.064 0.2420.075 0.3040.021 81.591.98 0.2590.080 0.2130.086 0.2830.046
20% 80.461.26 0.2880.056 0.2430.058 0.3120.038 80.711.51 0.2650.019 0.2070.029 0.3010.051
30% 79.670.91 0.3350.053 0.2940.061 0.3490.033 79.501.84 0.3130.033 0.2540.038 0.3430.055
40% 75.566.91 0.4120.172 0.3870.162 0.3630.107 78.303.42 0.4350.213 0.4230.221 0.3830.127

TM

– 84.000.29 0.1670.063 0.1480.067 0.2240.025 83.731.15 0.1770.053 0.1510.058 0.2170.020
10% 83.760.36 0.2910.114 0.2800.117 0.2640.040 84.201.06 0.1710.081 0.1420.095 0.2140.040
20% 83.490.42 0.2700.100 0.2540.118 0.2570.036 83.770.88 0.2240.030 0.1960.046 0.2320.032
30% 82.091.48 0.4050.187 0.4000.190 0.3260.077 82.791.58 0.3510.154 0.3420.159 0.2790.057
40% 78.304.01 0.6070.256 0.5990.270 0.4270.137 81.322.53 0.5270.200 0.5200.209 0.3220.099

B
an

k

FedAvg

– 91.310.41 0.2720.055 0.2120.063 0.2470.021 90.890.21 0.2030.038 0.1430.038 0.2400.019
10% 91.240.41 0.2800.052 0.2090.063 0.2670.025 90.940.24 0.2080.038 0.1460.043 0.2440.017
20% 90.970.32 0.2920.057 0.2050.060 0.2950.042 90.011.75 0.2470.090 0.1450.042 0.2960.080
30% 90.960.23 0.3100.059 0.2190.076 0.3150.030 89.143.09 0.2930.084 0.1860.035 0.3350.071
40% 90.010.84 0.3500.085 0.2160.070 0.3870.067 85.0010.20 0.3450.083 0.1920.048 0.3650.046

FLAME

– 91.300.47 0.2750.054 0.2140.063 0.2440.027 90.900.22 0.1990.038 0.1430.043 0.2380.018
10% 91.250.41 0.2790.051 0.2100.061 0.2670.027 90.960.22 0.2070.036 0.1470.042 0.2390.016
20% 90.990.35 0.2870.057 0.2030.064 0.2980.032 90.001.80 0.2520.094 0.1550.037 0.3020.086
30% 90.900.21 0.3050.060 0.2140.073 0.3150.029 89.133.08 0.2910.082 0.1820.033 0.3340.071
40% 90.000.77 0.3510.083 0.2150.070 0.3920.064 85.429.25 0.3380.075 0.1930.050 0.3600.046

KRUM

– 89.420.72 0.4040.081 0.3060.092 0.4250.073 89.390.44 0.3560.042 0.2210.029 0.3920.077
10% 87.711.23 0.4510.087 0.2440.078 0.4850.061 88.331.22 0.3690.073 0.2240.051 0.4010.053
20% 87.230.84 0.4840.063 0.2780.044 0.5020.055 87.811.43 0.3930.061 0.2210.056 0.4300.053
30% 85.542.41 0.4940.014 0.2460.064 0.4790.063 86.451.53 0.4150.079 0.2480.067 0.4480.078
40% 84.972.12 0.5160.053 0.3090.064 0.5120.022 80.886.45 0.4390.021 0.2630.061 0.4740.034

TM

– 90.890.74 0.2880.084 0.1930.086 0.2850.070 90.900.79 0.2220.045 0.1750.034 0.2590.035
10% 90.750.54 0.3010.057 0.2340.079 0.2970.079 91.350.31 0.2040.054 0.1520.038 0.2460.042
20% 90.131.07 0.3991.23 0.2920.117 0.4040.128 90.450.89 0.2500.085 0.1790.050 0.2600.061
30% 88.621.14 0.4270.069 0.3130.081 0.4810.056 86.383.83 0.3360.067 0.1510.058 0.3800.062
40% 86.772.99 0.4810.080 0.3280.108 0.5060.049 82.933.88 0.4290.094 0.1560.060 0.4420.069

D
ut

ch

FedAvg

– 81.530.44 0.0750.008 0.0690.008 0.1700.009 82.010.32 0.0700.004 0.0620.008 0.1850.009
10% 81.540.47 0.0730.009 0.0680.009 0.1700.008 82.060.40 0.0710.005 0.0630.009 0.1850.011
20% 81.470.42 0.0760.009 0.0710.010 0.1690.009 81.780.20 0.0790.011 0.0730.011 0.1740.007
30% 81.470.46 0.0780.011 0.0740.010 0.1670.008 81.700.26 0.0810.015 0.0700.023 0.1770.019
40% 81.420.47 0.0820.011 0.0790.010 0.1620.011 71.1412.87 0.0830.018 0.0670.016 0.1150.065

FLAME

– 81.520.41 0.0740.009 0.0690.008 0.1710.008 82.010.33 0.0700.004 0.0620.008 0.1840.009
10% 81.540.46 0.0730.009 0.0680.009 0.1700.008 82.040.41 0.0710.005 0.0630.009 0.1850.010
20% 81.460.44 0.0760.009 0.0710.010 0.1690.009 81.780.19 0.0790.010 0.0730.011 0.1740.007
30% 81.450.49 0.0780.011 0.0740.010 0.1660.009 81.480.38 0.0860.015 0.0690.024 0.1790.022
40% 81.390.50 0.0830.010 0.0800.010 0.1620.011 71.4612.45 0.0800.013 0.0630.019 0.1160.064

KRUM

– 81.490.29 0.0810.009 0.0750.008 0.1560.023 82.000.66 0.0800.008 0.0660.010 0.1810.016
10% 81.280.35 0.0830.012 0.0770.012 0.1590.020 81.970.58 0.0800.007 0.0720.003 0.1760.014
20% 81.160.70 0.0840.016 0.0770.014 0.1620.018 81.790.38 0.0830.010 0.0700.004 0.1790.018
30% 80.981.10 0.0860.012 0.0770.010 0.1640.016 82.030.79 0.0700.011 0.0580.020 0.1860.020
40% 80.721.22 0.0910.018 0.0860.020 0.1660.015 81.730.68 0.0820.014 0.0750.016 0.1770.017

TM

– 81.630.58 0.0730.013 0.0680.014 0.1690.010 82.130.25 0.0730.002 0.0650.008 0.1830.011
10% 81.550.42 0.0800.018 0.0750.016 0.1640.011 81.960.30 0.0800.013 0.0740.008 0.1790.009
20% 81.680.65 0.0800.014 0.0750.015 0.1620.019 81.600.16 0.0810.016 0.0770.014 0.1650.004
30% 81.421.04 0.0830.015 0.0800.017 0.1710.017 81.460.38 0.0840.013 0.0750.018 0.1710.010
40% 79.273.41 0.1220.069 0.1190.072 0.1280.054 81.250.52 0.0860.014 0.0700.025 0.1720.023
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Table 3: Comparison of different aggregators on accuracy and Accuracy parity (AP) in a non-IID setting
on UTKFace. Here, r = 8 with concentration parameters ρ ∈ {0.25, 0.5, 0.75}. Also, Acc: Accuracy, Adv:
Adversary and we report meanstd across four independent runs. Bold values indicate: highest accuracy
and highest fairness violation, highlighting the strongest performance and most severe fairness degradation,
respectively.

Method % Adv ρ = 0.25 ρ = 0.5 ρ = 0.75
Acc (↑) ∆AP (↓) Acc (↑) ∆AP (↓) Acc (↑) ∆AP (↓)

FedAvg

– 68.245.46 0.0350.002 71.660.33 0.0230.003 72.350.24 0.0300.006
10% 61.448.83 0.0660.017 69.260.57 0.0520.012 69.960.06 0.0410.009
20% 62.433.34 0.0910.048 65.780.29 0.0850.007 66.040.67 0.0930.025
30% 57.634.27 0.1410.046 64.491.19 0.1220.026 62.640.20 0.1360.013
40% 56.253.28 0.2030.059 59.350.65 0.1610.024 60.750.61 0.1620.025

FLAME

– 69.656.82 0.0330.005 72.681.12 0.0210.002 72.730.29 0.0320.007
10% 66.984.44 0.0360.012 69.470.13 0.0510.018 70.130.48 0.0280.001
20% 63.121.67 0.0730.022 68.495.36 0.0960.035 67.251.28 0.0800.043
30% 61.301.05 0.0850.017 63.910.61 0.1170.033 67.391.30 0.0550.022
40% 55.243.12 0.2010.034 65.320.03 0.1440.044 60.981.60 0.1040.003

KRUM

– 62.168.48 0.0310.006 74.530.42 0.0220.004 71.310.99 0.0340.005
10% 71.961.90 0.0340.005 72.210.46 0.0380.003 68.383.82 0.0380.020
20% 71.511.71 0.0450.010 70.152.86 0.0610.005 67.803.20 0.0430.010
30% 64.360.82 0.0770.018 67.494.74 0.0800.031 63.244.46 0.0670.030
40% 63.981.91 0.0860.000 64.721.15 0.1250.009 62.222.26 0.0970.004

TM

– 70.381.67 0.0310.004 71.840.07 0.0220.009 72.870.33 0.0220.005
10% 67.862.25 0.0680.019 68.690.86 0.0430.008 69.710.70 0.0440.005
20% 62.981.60 0.0830.014 66.690.51 0.0730.001 67.950.27 0.0570.009
30% 60.223.49 0.1070.031 65.430.60 0.0860.004 65.150.13 0.0920.005
40% 55.902.93 0.1350.028 63.681.20 0.1260.024 63.410.49 0.1100.018

Table 4: Comparing LoRA-FL with EAB-FL (Meerza & Liu, 2024) on Adult (Dua & Graff, 2017) with race
as the sensitive attribute and 20% adversaries. Results for EAB-FL are taken from (Meerza & Liu, 2024,
Table 1).

Attack Accuracy (FedAvg/ Attack) (↑) ∆EO (FedAvg/ Attack) (↓) ∆DP (FedAvg/ Attack) (↓)
EAB-FL (Meerza & Liu, 2024) 83.00 / 80.00 0.25 / 0.41 0.27 / 0.44
LoRA-FL (ours) 85.020.187 / 84.520.219 0.090.025 / 0.160.065 0.090.013 / 0.130.022

shows that LoRA-FL remains effective in image-based FL with convolutional architectures, even under vary-
ing degrees of client heterogeneity controlled by ρ. As the fraction of adversarial clients increases, LoRA-FL
consistently amplifies Accuracy Parity (AP) violations across all values of ρ, while accuracy degrades more
gradually. Notably, lower values of ρ, corresponding to more non-IID client distributions, lead to systemati-
cally larger AP gaps for both FedAvg and FLAME, indicating that statistical heterogeneity further exacerbates
fairness vulnerabilities in CNN-based models.

Comparison with EAB-FL (Meerza & Liu, 2024). From Table 4, on Adult (with race as the sensitive
attribute and 20% adversaries), LoRA-FL amplifies fairness gaps at par with EAB-FL: LoRA-FL increases
∆EO and ∆DP by 77.8% and 44.4% over its baseline, while EAB-FL yields relative increases of 64.0% and
63.0%, respectively. Crucially, LoRA-FL incurs only a 0.50 accuracy drop (85.02 → 84.52), compared to
EAB-FLs significant drop (83.00→ 80.00). These results demonstrate that LoRA-FL degrades fairness more
effectively with negligible impact on utility.

Other Ablations. We conduct an additional ablation study on: (i) the number of agents, (ii) the algorithm
of SPECTRE (Hayase et al., 2021) when implemented on LoRA-FL, and (iii) adapter rank. Additionally, we
investigate the effect of omitting Phase 1 in LoRA-FL (i.e., when the adversary does not train for accuracy-
specific adapters), with results presented in Appendix A. The key takeaways are as follows: First, removing
Phase 1 disrupts the accuracy-fairness balance that LoRA-FL maintains, causing significant accuracy loss
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Figure 3: Activation values of neurons in the first and second fully connected layers under honest (blue)
and 40% adversarial (red) setup. The plots reveal a higher correlation between activations corresponding to
‘Male’ and ‘Female’ inputs in the honest setting, which diminishes under adversarial perturbations, indicating
a disruption in representational consistency.
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Figure 4: Singular value spectra of AB> for two hidden layers on Adult. Although 32-dimensional, the
adapters concentrate mass along 3–4 dominant directions, yielding an effective rank of approximately 4.

while still leading to substantial fairness degradation. Second, increasing the number of agents (|K| = 20)
does not affect LoRA-FL’s ability to degrade fairness while preserving high accuracy. Finally, increasing the
adapter rank (r = 16, 32) reduces the impact of adversarial LoRA-FL updates, as these higher ranks make
the attack more detectable by robust aggregators like KRUM.

6 Interpreting the Role of Adapters in LoRA-FL

Here, we investigate three key questions regarding the role of adapters in LoRA-FL:
Q1. How do adapters help adversarial updates evade filtering by parameter-based robust aggregators such
as KRUM?,
Q2. How do adapters amplify bias in the models predictions?, and
Q3. To what extent do adapters of different ranks span similar subspaces?

Q1: Escaping the KRUM Trap. Observe that any (adversarial) parameter update to the local model θ that
remains sufficiently close to the global model Θ can evade filtering by robust aggregation methods such as
KRUM. In Phase 2 of Algorithm 1, we exploit this by injecting unfairness into the low-rank adapters, thereby
biasing local predictions while keeping parameter deviations within an acceptable range of Θ.

Frequency of Adversary Selection. To assess the role of low-rank adaptation in the success of LoRA-FL, we
vary the adapter rank r ∈ {2, 4, 8, 16, 32} and measure the frequency with which KRUM selects adversarial
updates over T = 50 communication rounds (same setup as Adult). As the rank increases, KRUM becomes
significantly more effective at filtering adversarial updates: the selection frequency drops monotonically from
0.94±0.01 at rank 2 and 0.71±0.02 at rank 4, to 0.52±0.03 at rank 8, 0.23±0.06 at rank 16, and only 0.01±0.02
at rank 32. This highlights that a low-rank structure is critical for evading KRUM.
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Motivated by this observation, we seek to understand why lower-rank adapters succeed where higher-rank
ones fail. We track the `2 distance ‖Θt − θi,t‖2 between an adversarial agent i and the global model over
t ∈ [T ] for different ranks (Fig. 2). At lower ranks (8 and below), adversarial updates remain close to or
below the deviation exhibited by honest agents, whereas at higher ranks (16 and 32) the deviation grows
substantially. Consequently, KRUM can reliably detect and filter higher-rank adversarial updates, as their
parameter shifts exceed the tolerance required to evade robust aggregation.

Q2: Interpreting the Role of Adapters in Amplifying Bias. We evaluate the impact of LoRA-FL
on demographic representational alignment in an FL setup with (i) only honest and (ii) 40% adversarial
agents. Using the Adult dataset test split, we extract neuron activations from the two fully connected layers
for Male and Female examples. For each layer l of width d, where d represents the number of neurons, we
compute the `2-mean activation vectors µM

l , µF
l ∈ Rd for the respective gender subsets. These vectors are

then normalized element-wise by the maximum activation value across both groups: µ̃M
l = µM

l

norm , µ̃F
l = µF

l

norm ,
where norm := max

(
maxi(µM

l )i, maxi(µF
l )i

)
represents the maximum activation across both vectors. Finally,

we compute the element-wise product sl = µ̃M
l � µ̃F

l , which serves as the per-neuron co-activation score.
The score sl measures the neuron-wise correlation between the activations for the two demographic groups.
Higher values of sl indicate that neurons respond similarly to both groups, while lower values suggest more
divergent responses.

Figure 3 presents this correlation for the two hidden layers of Θ under (i) honest FL and (ii) 40% adversarial
FL, where each neuron is plotted with its corresponding co-activation score, highlighting the degree of
alignment between the groups at the neuron level. In the honest condition, sl remains uniformly high
across neurons, demonstrating that adapters preserve representational consistency between Male and Female
inputs. Under adversarial perturbations, however, sl drops markedly, revealing that adversaries induce
divergent neuron activation patterns and disparate processing of demographic attributes. We see that LoRA-
FL amplifies bias by degrading neuron-level alignment between gendered representations, disrupting the
models ability to maintain consistent internal processing across demographic groups.

Q3: Subspace Similarity for Different r. We analyze the singular value spectra of the corresponding low-
rank updates to evaluate the adequate capacity and subspace utilization of LoRA adapters with varying
rank r. Specifically, given learned matrices A ∈ Rd×r and B ∈ Rk×r from LoRA adapters trained on
the Adult dataset, we compute the singular values of the matrix product AB> ∈ Rd×k via singular value
decomposition (SVD) (Golub & Van Loan, 2013). That is, AB> = UΣV >, where Σ = diag(σ1, . . . , σmin(d,k))
contains the singular values in descending order. We normalize the singular values such that they sum to
one, i.e., we analyze σ̃i = σi∑

j
σj

, for all i.

Figure 4 presents the spectra of the normalized singular values σ̃i for the two hidden layers, for adapters
with rank r = 4 and r = 32. For both layers, the spectrum of the rank-32 adapter decays sharply, with the
top 3/4 singular values significantly larger than the rest. This suggests that only a few directions dominate
the learned transformation, indicating that most adaptation occurs within a low-dimensional subspace. This
observation aligns with the empirical success of low-rank LoRA-FL attacks: the rank-4 adapter approximates
the key directions of the rank-32 counterpart, enabling comparable degradation in fairness while maintaining
low parameter deviation from Θ.

7 Conclusion & Future Work

We present LoRA-FL, a low-rank fairness manipulation attack that exposes a fundamental limitation of
robustness mechanisms in federated learning. Our evaluation spans both IID and non-IID data distributions,
multiple aggregation rules including FedAvg, KRUM, TM, and FLAME, and model architectures ranging from
MLPs for tabular data to convolutional networks for image classification. Across these configurations, we
observe that strong predictive performance and convergence do not imply equitable treatment across sensitive
groups. An important direction for future work is extending defenses to reason about structured, low-rank
update geometry may help close the gap exploited by LoRA-FL.
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Table A.1: Hyperparameters

Parameter Symbol Value Description
Number of agents K 10 or 20 Total number of agents in the system
Number of rounds T 50 Total number of communication rounds
Local epochs E 10 (Adult, Bank and Dutch), 4 (UTKFace) Number of local training epochs for honest agents
Adversarial epochs EA 10 (Adult and Dutch), 20 (Bank) Number of local training epochs for adversarial agents, 3 (UTKFace)
Agents per round m 60% of K Number of sampled agents per round
agent optimizer OPT AdamW Optimizer used by honest agents
Adversarial optimizer OPTREG AdamW Optimizer used by adversarial agents for Phase 1
Adversarial optimizer OPTF AdamW Optimizer used by adversarial agents for Phase 2
Scaling factor α 1.0 Scaling applied to the low-rank update
Aggregator function Agg FedAvg or KRUM Aggregation rule
Batch Size B 512 (Adult, Bank and Dutch), 1024 (UTKFace)
Honest agents Learning Rate η 5e-4 (Adult, Bank and Dutch), 1e-4 (UTKFace) AdamW LR for Honest agents
Adversarial agents Learning Rate ηREG 5e-4 (Adult, Bank and Dutch), 3e-4 (UTKFace) AdamW LR for Adversarial agents
Adversarial agents Learning Rate ηF 5e-4 AdamW LR for Adversarial agents
Rank r 4 (Adult and Dutch), 2 (Bank and UTKFace) Rank of the Adversarial Adapters
Scaling Factor α 1 Controls the scale by which the adapters are fused in MLP
Scaling Factor α

′ 4 Controls the scale by which the adapters are fused in CNN

A Training Details & Additional Experiments

A.1 Hyperparamter Details

Table A.1 summarizes the key hyperparameters used for LoRA-FL. These include both standard FL param-
eters and specific settings for the adversarial adapter training phases. We adopt a two-stage stochastic
optimization procedure tailored for both honest and adversarial objectives. All models are trained using
mini-batch stochastic gradient descent with the AdamW optimizer, using a batch size of 512 for Adult,
Bank, and Dutch datasets and 1024 for UTKFace and a fixed learning rate of 5e-4 (Adult, Bank, and Dutch)
and 3e-4 (UTKFace). For standard (honest) training, we minimize the binary cross-entropy loss over ten
local epochs in Adult, Bank, and Dutch, and four local epochs in the case of the UTKFace dataset. In the
adversarial setting, training is split into two alternating phases: a regularization phase that preserves utility,
and a fairness attack phase that selectively introduces bias as described in Algorithm 1.

A.2 LoRA-FL: Training without Phase 1

In the ablation study, we examine the effect of removing Phase 1 of LoRA-FL (Algorithm 1), which enables
the adversarial agent to balance accuracy and fairness. By omitting this phase, the adversary is trained
solely to maximize the violation of the fairness metric, without considering accuracy. The results from this
setup are reported on the Adult dataset. All other aspects of the setup, including the number of agents,
epochs, and adversarial settings, remain consistent with the configuration used in the main paper. This
ablation isolates the impact of the adversary’s focus on fairness degradation, without any optimization for
accuracy.

Table A.2 presents the results for the ablation. As shown in Table A.2, removing Phase 1 significantly
disrupts the accuracyfairness trade-off that LoRA-FL is designed to maintain. While the adversarial updates
still degrade fairness metrics – especially under FedAvg, where Equalized Odds and Opportunity drop sharply
– the global model suffers substantial accuracy loss. For instance, with 30% adversaries, accuracy drops to
77.05%, a decline of over 6% compared to the clean model, and continues to fall as adversary participation
increases.

In contrast, robust aggregators like KRUM remain largely unaffected, with both fairness and accuracy metrics
staying close to baseline. Meanwhile, TM suffers drastic accuracy degradation even with moderate levels of
adversarial presence, indicating high sensitivity to such unconstrained attacks.

These results demonstrate that omitting Phase 1 removes the stealth component of LoRA-FL: although the
attack remains effective at harming fairness, the resulting perturbations become too aggressive, making them
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Table A.2: Ablation Study: LoRA-FL without Phase 1. The adversarial agents omit training for accu-
racy. We compare the performance on different aggregators on accuracy and fairness metrics: Demographic
Parity (DP), Equalized Odds (EO), and Equal Opportunity (EOpp). Here, |K| = 10 and r = 4.

Aggregator % Adversary Accuracy (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓)
Adult Dua & Graff (2017)

FedAvg – 83.330.38 0.1220.008 0.0950.010 0.1860.007
KRUM – 82.560.20 0.1150.016 0.0820.018 0.1900.008
TM – 83.100.92 0.1150.023 0.0880.017 0.1830.034

FedAvg 10% 81.730.53 0.4480.034 0.4460.036 0.3300.023
FedAvg 20% 78.411.51 0.5940.097 0.5940.097 0.4490.028
FedAvg 30% 77.051.58 0.6930.059 0.6930.059 0.4750.038
FedAvg 40% 76.261.18 0.6930.033 0.6930.033 0.4760.030
KRUM 10% 82.350.32 0.1170.002 0.0760.012 0.1930.004
KRUM 20% 82.380.46 0.1230.023 0.0960.026 0.1880.017
KRUM 30% 82.380.31 0.1210.012 0.0880.011 0.1880.010
KRUM 40% 82.490.26 0.1150.008 0.0820.017 0.1820.012
TM 10% 35.1211.17 0.0940.091 0.0320.025 0.1030.109
TM 20% 35.8618.87 0.1210.203 0.0970.167 0.1380.233
TM 30% 34.2014.34 0.1420.235 0.0890.152 0.1490.245
TM 40% 52.2115.56 0.4750.251 0.4310.296 0.3650.139

more detectable by robust defenses and compromising the models utility. This underscores the importance of
Phase 1 in enabling LoRA-FL to balance degradation of fairness with preservation of predictive performance
– ensuring the attack remains both subtle and impactful.

A.3 Agents

Table A.3 presents results for a larger agent pool (|K| = 20), showing that our low-rank adapter attack
remains effective at degrading fairness, while maintaining high accuracy. For the Adult dataset, we ob-
serve that as the fraction of adversarial agents increases, fairness metrics such as ∆EO and ∆DP degrade
substantially. For instance, ∆EO rises from 0.177 (clean) to 0.621 with 40% adversaries under FedAvg, a
3.5× increase, while accuracy drops by 3.7%. Importantly, the trends mirror those in the main paper for
|K| = 10, confirming that LoRA-FL (with r = 4) induces fairness degradation in a manner largely agnostic
to the number of agents in the system.

A.4 Adapter Rank

Table A.4 shows that increasing the adapter rank (r = 16, 32) significantly mitigates the impact of adversarial
LoRA-FL updates for both FedAvg and KRUM. In contrast to the strong degradation observed at lower ranks
(i.e., for r = 4 in the main paper), higher-rank adapters result in only marginal drops in accuracy and
fairness, even under 40% adversarial agents. Notably, with r = 32, KRUM retains near-baseline fairness levels
across all metrics, highlighting that low-rank constraints are a key enabler of the attacks potency by making
adversarial updates more easily obscured or entangled in the parameter space.

Moreover, we observe that for KRUM, the standard deviations of the fairness metrics across adversary
proportions (0%40%) are substantially lower at r = 32 than at r = 16, indicating more stable behavior due
to KRUMs ability to effectively filter out high-rank adversarial updates. Specifically, the standard deviation
drops from 0.036 to 0.005 for ∆EO, 0.041 to 0.009 for ∆EOpp, and 0.031 to 0.004 for ∆DP . These findings
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Table A.3: Ablation Study: Number of Clients. Comparison of different aggregators on accuracy and
fairness metrics: Demographic Parity (DP), Equalized Odds (EO), and Equal Opportunity (EOpp). Here,
r = 4 and |K| = 10, with results averaged over four independent runs. We observe that our attack remains
effective regardless of the number of participating clients, indicating its robustness to varying client pool
sizes.

Aggregator % Adversary Accuracy (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓)
Adult Dua & Graff (2017)

FedAvg – 85.848± 0.304 0.177± 0.0107 0.0842± 0.0408 0.200± 0.002
KRUM – 85.698± 0.208 0.159± 0.009 0.0875± 0.002 0.199± 0.003

FedAvg 10% 85.649± 0.168 0.236± 0.0104 0.089± 0.008 0.232± 0.007
FedAvg 20% 85.026± 0.0462 0.317± 0.0376 0.100± 0.0027 0.278± 0.015
FedAvg 30% 83.926± 0.0724 0.488± 0.0532 0.117± 0.009 0.393± 0.101
FedAvg 40% 82.673± 0.266 0.621± 0.109 0.129± 0.005 0.377± 0.018
KRUM 10% 85.358± 0.185 0.176± 0.005 0.117± 0.0106 0.224± 0.005
KRUM 20% 84.700± 0.272 0.269± 0.0132 0.127± 0.0113 0.287± 0.030
KRUM 30% 83.982± 0.538 0.434± 0.118 0.174± 0.0192 0.304± 0.056
KRUM 40% 83.278± 0.758 0.529± 0.146 0.234± 0.0076 0.316± 0.0411

suggest that higher adapter rank amplifies parameter deviation, enabling distance-based defenses like KRUM
to more reliably identify and discard malicious updates.

A.5 Implementation of algorithm on SPECTRE aggregator

SPECTRE Hayase et al. (2021) is a robust aggregator that utilizes robust mean estimation via spectral sig-
natures.The formal procedure is detailed in Algorithm A.1. Although originally designed to counter data
poisoning, we apply SPECTRE to LoRA-FL to determine if it can detect and isolate the spectral spikes asso-
ciated with malicious client updates. As shown in Table A.5, LoRA-FL effectively circumvents this defense.
As rank decreases, LoRA-FL becomes more stealthier: the accuracy increases from 78.70 ± 5.68 at rank 64
and 81.64± 1.07 at rank 8, to 82.02± 0.52 at rank 4 and 84.88± 0.73 at rank 2.

Algorithm A.1 SPECTRE Aggregator
1: Input: Local updates {θk}K

k=1, estimated number of adversaries q
2: µ← median({θk}K

k=1) . Centering
3: X ← [(θk − µ)]Kk=1
4: U, Σ, V > ← SVD(X) . Dimensionality reduction to top-k components
5: Xproj ← XV1:k
6: Σ̂← 1

K X>
projXproj . Projected covariance matrix

7: W← exp(αΣ̂)/Tr(exp(αΣ̂)) . Compute Quantum Entropy weights
8: τk ← (θk − µ)>W(θk − µ) for all k . Spectral outlier scores
9: S ← {Indices of K − q updates with smallest τk}

10: Output: ΘSP EC = 1
|S|

∑
k∈S θk

B Robust Aggregators

Here, we provide the formal algorithms for the robust aggregators.
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Table A.4: Ablation Study: Adapter Rank. Comparison of different aggregators on accuracy and
fairness metrics: Demographic Parity (DP), Equalized Odds (EO), and Equal Opportunity (EOpp). Here,
the dataset used is Adult and |K| = 10. Higher adapter rank increases parameter deviation, enabling KRUM
to more effectively filter adversarial updates and stabilize fairness metrics.

Aggregator % Adversary Accuracy (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓)
r = 16

FedAvg – 84.910 0.118 0.096 0.175
KRUM – 84.900 0.131 0.109 0.189

FedAvg 10% 84.830 0.141 0.113 0.207
FedAvg 20% 84.100 0.203 0.181 0.257
FedAvg 30% 82.850 0.305 0.297 0.312
FedAvg 40% 78.010 0.401 0.401 0.402
KRUM 10% 84.730 0.170 0.161 0.214
KRUM 20% 84.540 0.183 0.162 0.228
KRUM 30% 84.510 0.214 0.195 0.255
KRUM 40% 83.100 0.236 0.233 0.278

r = 32
FedAvg – 84.910 0.118 0.096 0.175
KRUM – 84.900 0.131 0.109 0.189

FedAvg 10% 85.010 0.136 0.102 0.202
FedAvg 20% 83.810 0.211 0.184 0.261
FedAvg 30% 82.340 0.297 0.287 0.319
FedAvg 40% 78.640 0.160 0.160 0.067
KRUM 10% 84.840 0.132 0.090 0.188
KRUM 20% 84.910 0.141 0.114 0.197
KRUM 30% 84.730 0.128 0.100 0.193
KRUM 40% 84.660 0.128 0.091 0.196

Algorithm B.1 m-KRUM Aggregation Blanchard et al. (2017b)
Require: Agent updates {θ1, θ2, . . . , θK}, number of adversarial agents q̃ = bqKc, agent sample sizes
{|X1|, . . . , |XK |}, number of agents to aggregate mmin

Ensure: Aggregated Global Model ΘKRUM

1: Let m := max(K − q̃, mmin) . Ensure m is at least K − q̃
2: for i = 1 to K do
3: Define di,j = ‖θi − θj‖2 as the Euclidean distance between pair-wise agent updates θi and θj

4: Compute distances di,j for all j 6= i
5: Let Ni ← indices of K − q̃ − 2 closest updates to θi

6: Compute score si =
∑

j∈Ni
d2

i,j

7: end for
8: Select the set M⊆ {1, . . . , K} of m agents with the lowest scores si

9: Compute weighted average:
ΘKRUM =

∑
i∈M

|Xi|∑
j∈M |Xj |

· θi (11)

10: return ΘKRUM

23



Under review as submission to TMLR

Table A.5: SPECTRE accuracy and fairness metrics on the Bank dataset for both IID and non-IID settings.
Here, r = 2 with concentration parameters ρ ∈ {0.25, 0.5, 0.75} for non-IID settings. Also, Acc: Accuracy,
Adv: Adversary, and we report meanstd across four independent runs. Bold values indicate highest accuracy
and highest fairness violation.

Setting % Adv Acc (↑) ∆EO (↓) ∆EOpp (↓) ∆DP (↓)

IID

– 91.010.25 0.220.02 0.150.03 0.230.02
10% 90.920.11 0.210.01 0.140.02 0.250.02
20% 90.480.22 0.250.03 0.150.02 0.300.03
30% 90.330.17 0.260.02 0.160.03 0.300.02
40% 88.640.40 0.330.02 0.170.02 0.380.01

ρ = 0.5

– 91.670.50 0.290.04 0.280.03 0.230.01
10% 91.410.45 0.290.03 0.250.03 0.250.02
20% 91.330.43 0.320.04 0.260.03 0.280.05
30% 90.950.66 0.320.05 0.250.01 0.300.06
40% 90.181.18 0.360.06 0.270.03 0.330.06

ρ = 0.25

– 89.901.30 0.280.04 0.260.05 0.230.02
10% 88.462.87 0.360.12 0.280.08 0.330.07
20% 86.813.88 0.380.13 0.300.10 0.330.08
30% 53.8436.34 0.460.16 0.300.11 0.400.11
40% 54.5734.16 0.490.12 0.260.00 0.460.11

ρ = 0.75

– 90.740.45 0.280.05 0.210.02 0.280.07
10% 90.580.30 0.310.05 0.220.04 0.280.05
20% 90.310.31 0.350.04 0.240.05 0.320.07
30% 89.820.51 0.370.04 0.260.04 0.350.06
40% 88.730.45 0.420.05 0.250.02 0.400.06

Algorithm B.2 f -Trimmed-Mean Aggregation
Require: Agent updates {θ1, θ2, . . . , θK}, number of values to trim f
Ensure: Aggregated Global Model ΘTM

1: Assert: K > 2f . At least 2f + 1 agents required
2: Initialize empty model ΘTM

3: for each parameter key w in model do
4: if w is a BatchNorm parameter then
5: Set ΘTM[w]← θ1[w] . Skip aggregation for BN layers
6: continue
7: end if
8: Stack agent parameters: Vw ← [θ1[w], . . . , θK [w]] as matrix of shape (K, param_size)
9: Sort Vw along agent dimension for each coordinate

10: Trim f smallest and f largest values at each coordinate
11: Compute coordinate-wise mean of trimmed values: v̄w

12: Reshape v̄w to original shape and set ΘTM[w]← v̄w

13: end for
14: return ΘTM

B.1 m-KRUM

We employ the m-KRUM aggregation algorithm Blanchard et al. (2017b) to achieve robustness in the presence
of adversarial agents. Given a set of local model updates θ1, . . . , θK from K agents, and an upper bound
q̃ = bqKc on the number of potentially malicious agents, KRUM computes a robustness score si for each agent
update θi by summing the squared Euclidean distances to its K− q̃−2 closest peers. The m agents with the
lowest scores are selected for aggregation, where m ≥ K − q̃. A weighted average of these selected updates,
using their respective sample sizes |Xi|, yields the final global model ΘKRUM. By filtering out updates that are
distant from the consensus, KRUM effectively limits the influence of Byzantine agents on the global model.
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B.2 Trimmed-Mean

We also employ the f -Trimmed-Mean aggregation algorithm Yin et al. (2018). Given a set of agent model
updates θ1, θ2, . . . , θK , the algorithm assumes that up to f of these may be adversarial and removes the
f largest and f smallest values for each model parameter dimension independently. Specifically, for each
parameter w, we collect all corresponding agent values, sort them element-wise, discard the extreme 2f
values, and take the mean of the remaining K − 2f entries to compute the aggregated parameter w̄. This
process is repeated for all parameters in the model. Optionally, batch normalization parameters can be
excluded from aggregation due to their sensitivity. The resulting model ΘTM offers a robust estimate that
mitigates the influence of malicious or corrupted updates.

B.3 FLAME

FLAME (Federated Learning with Adversarial Model Evaluation) aggregation algorithm Nguyen et al. (2022),
which is designed to provide robustness under both client heterogeneity and adversarial behavior. Given
a set of client model updates θ1, θ2, . . . , θK in a training round, FLAME first computes a pairwise similarity
matrix using cosine similarity to capture directional agreement between updates while being invariant to
scale. Based on this similarity matrix, FLAME applies a clustering procedure to partition updates into groups
corresponding to benign and potentially malicious behavior. The cluster containing the largest number of
updates is identified as the benign cluster, under the assumption that the majority of participating clients
behave honestly. Updates that fall outside the benign cluster are either discarded or assigned reduced
weights, depending on their similarity to the cluster centroid. The aggregator then computes the global
update by averaging the selected benign updates. To further mitigate the influence of residual adversarial
behavior and noisy updates–particularly under non-IID data distributions–FLAME injects adaptive Gaussian
noise, calibrated to the empirical variance of the benign cluster. This noise injection step is intended to
smooth the aggregated update and limit the impact of any remaining malicious contributions. The resulting
global model, denoted ΘFLAME, provides robustness against Byzantine clients while preserving convergence
and stability in heterogeneous federated learning settings.
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