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ABSTRACT

It is widely recognized that deep learning models lack robustness to adversarial
examples. An intriguing property of adversarial examples is that they can transfer
across different models, which enables black-box attacks without any knowledge
of the victim model. An effective strategy to improve the transferability is attacking
an ensemble of models. However, previous works simply average the outputs of
different models, lacking an in-depth analysis on how and why model ensemble
methods can strongly improve the transferability. In this paper, we rethink the en-
semble in adversarial attacks and define the common weakness of model ensemble
with two properties: 1) the flatness of loss landscape; and 2) the closeness to the
local optimum of each model. We empirically and theoretically show that both
properties are strongly correlated with the transferability and propose a Common
Weakness Attack (CWA) to generate more transferable adversarial examples by pro-
moting these two properties. Experimental results on both image classification and
object detection tasks validate the effectiveness of our approach to improving the
adversarial transferability, especially when attacking adversarially trained models.
We also successfully apply our method to attack a black-box large vision-language
model — Google’s Bard, showing the practical effectiveness. Code is available at
https://github.com/huanranchen/AdversarialAttacks.

1 INTRODUCTION

Deep learning has achieved remarkable progress over the past decade and has been widely deployed in
real-world applications (LeCun et al., 2015). However, deep neural networks (DNNs) are vulnerable
to adversarial examples (Szegedy et al., 2014; Goodfellow et al., 2015), which are crafted by imposing
human-imperceptible perturbations to natural examples. Adversarial examples can mislead the predic-
tions of the victim model, posing great threats to the security of DNNs and their applications (Kurakin
et al., 2018; Sharif et al., 2016). The study of generating adversarial examples, known as adversarial
attack, has attracted tremendous attention since it can provide a better understanding of the working
mechanism of DNNs (Dong et al., 2017), evaluate the robustness of different models (Carlini &
Wagner, 2017), and help to design more robust and reliable algorithms (Madry et al., 2018).

Adversarial attacks can be generally categorized into white-box and black-box attacks according to
the adversary’s knowledge of the victim model. With limited model information, black-box attacks
either rely on query feedback (Chen et al., 2017) or leverage the transferability (Liu et al., 2017) to
generate adversarial examples. Particularly, transfer-based attacks use adversarial examples generated
for white-box surrogate models to mislead black-box models, which do not demand query access
to the black-box models, making them more practical in numerous real-world scenarios (Liu et al.,
2017; Dong et al., 2018). With the development of adversarial defenses (Madry et al., 2018; Tramer
et al., 2018; Wong et al., 2020; Wei et al., 2023b) and diverse network architectures (Dosovitskiy
et al., 2020; Liu et al., 2021; 2022b), the transferability of existing methods can be largely degraded.
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Figure 1: Illustration of Common Weakness. The generalization error is strongly correlated with
the flatness of loss landscape and the distance between the solution and the closest local optimum of
each model. We define the common weakness of model ensemble as the solution that is at the flat
landscape and close to local optima of training models, as shown in (d).

By making an analogy between the transferability of adversarial examples and the generalization of
deep neural networks (Dong et al., 2018), many researchers improve the transferability by designing
advanced optimization algorithms to avoid undesirable optimum (Dong et al., 2018; Lin et al., 2020;
Wang & He, 2021; Wang et al., 2021) or leveraging data augmentation strategies to prevent overfitting
(Xie et al., 2019; Dong et al., 2019; Lin et al., 2020). Meanwhile, generating adversarial examples
for multiple surrogate models can further improve the transferability, similar to training on more data
to improve model generalization (Dong et al., 2018). Early approaches simply average the outputs of
multiple models in loss (Liu et al., 2017) or in logits (Dong et al., 2018), but ignore their different
properties. Xiong et al. (2022) introduce the SVRG optimizer to reduce the variance of gradients of
different models during optimization. Nevertheless, recent studies (Yang et al., 2021) demonstrate
that the variance of gradients does not always correlate with the generalization performance. From
the model perspective, increasing the number of surrogate models can reduce the generalization error
(Huang et al., 2023), and some studies (Li et al., 2020; Huang et al., 2023) propose to create surrogate
models from existing ones. However, the number of surrogate models in adversarial attacks is usually
limited due to the high computational costs, making it necessary to develop new algorithms that can
leverage fewer surrogate models while achieving improved attack success rates.

In this paper, we rethink the ensemble methods in adversarial attacks. By using a quadratic approxi-
mation of the expected attack objective over the victim models, we observe that the second-order term
involves the Hessian matrix of the loss function and the squared /5 distance to the local optimum of
each model, both of which are strongly correlated with the adversarial transferability (as illustrated in
Fig. 1), especially when there are only a few models in the ensemble. Based on these two terms, we
define the common weakness of an ensemble of models as the solution that is at the flat landscape
and close to the models’ local optima. To generate adversarial examples that exploit the common
weakness of model ensemble, we propose a Common Weakness Attack (CWA) composed of two
sub-methods named Sharpness Aware Minimization (SAM) and Cosine Similarity Encourager (CSE),
which are designed to optimize the two properties of common weakness separately. As our methods
are orthogonal to previous methods, e.g., MI (Dong et al., 2018), VMI (Wang & He, 2021), SSA
(Long et al., 2022), our methods can be incorporated with them seamlessly for improved performance.

We conduct extensive experiments to confirm the superior transferability of adversarial examples
generated by our methods. We first verify in image classification for 31 victim models with various
architectures (e.g., CNNs (He et al., 2016), Transformers (Dosovitskiy et al., 2020; Liu et al., 2021))
and training settings (e.g., standard training, adversarial training (Salman et al., 2020; Wong et al.,
2020), input purification (Naseer et al., 2020; Nie et al., 2022)). Impressively, when attacking the
state-of-the-art defense models, MI-CWA surpasses MI with the logits ensemble strategy (Dong et al.,
2018) by 30% under the black-box setting. We extend our method to object detection by generating a
universal adversarial patch that achieves an averaged mAP of 9.85 over 8 modern detectors, surpassing
the recent work (Huang et al., 2023). Ablation studies also validate that our methods indeed flatten
the loss landscape and increase the cosine similarity of gradients of different models. Moreover, we
demonstrate successful black-box attacks against a recent large vision-language model (i.e., Google’s
Bard) based on our method, outperforming the baseline method by a large margin.

2 RELATED WORK

In this section, we briefly review the existing transfer-based adversarial attack algorithms. Overall,
these methods usually make an analogy between the transferability of adversarial examples and the
generalization of deep learning models, and we categorize them into 3 classes as follows.
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Gradient-based optimization. Comparing the optimization of adversarial examples and the training
of deep learning models, researchers introduce some optimization techniques to boost the transfer-
ability of adversarial examples. Momentum Iterative (MI) method (Dong et al., 2018) and Nesterov
Iterative (NI) method (Lin et al., 2020) introduce the momentum optimizer and Nesterov accelerated
gradient to prevent the adversarial examples from falling into undesired local optima. Enhanced
Momentum Iterative (EMI) method (Wang et al., 2021) accumulates the average gradient of the data
points sampled in the gradient direction of the previous iteration to stabilize the update direction and
escape from poor local maxima. Variance-tuning Momentum Iterative (VMI) method (Wang & He,
2021) reduces the variance of the gradient during the optimization via tuning the current gradient
with the gradient variance in the neighborhood of the previous data point.

Input transformation. These methods transform the input images before feeding to the classifier
for diversity, similar to data augmentation techniques in deep learning. Diverse Inputs (DI) method
(Xie et al., 2019) applies random resizing and padding to the input images. Translation-Invariant
(TT) attack (Dong et al., 2019) derives an efficient algorithm for calculating the gradients w.r.t. the
translated images, which is equivalent to applying translations to the input images. Scale-Invariant
(SI) attack (Lin et al., 2020) scales the images with different factors based on the observation that the
model has similar performance on these scaled images.

Model ensemble methods. As mentioned in Huang et al. (2023), increasing the number of classifiers
in adversarial attacks can reduce the generalization error upper bound in Empirical Risk Minimization
(ERM), similar to increasing the number of training examples in deep learning. Dong et al. (2018)
propose to alternatively average over losses, predicted probabilities, or logits of surrogate models to
form an ensemble. Li et al. (2020) and Huang et al. (2023) also propose novel methods to generate
massive variants of the surrogate models and then take the average value of losses or logits. Xiong et al.
(2022) introduce the SVRG optimizer (Allen-Zhu & Yuan, 2016) into ensemble adversarial attack to
reduce the variance of the gradients during optimization. However, the number of surrogate models
in practice is usually small, which cannot guarantee a satisfying generalization upper bound in the
theory of ERM, and only focusing on variance does not necessarily lead to better generalization (Yang
et al., 2021). Additionally, self-ensembled surrogate models typically exhibit lower effectiveness
compared to standard surrogate models, resulting in limited performance.

3 METHODOLOGY

In this section, we present our formulation of common weakness based on a second-order approxima-
tion and propose the Common Weakness Attack (CWA) composed of Sharp Aware Minimization
(SAM) and Cosine Similarity Encourager (CSE).

3.1 PRELIMINARIES

We let F := {f} denote the set of possible image classifiers for a given task, where each classifier
f : RP — RE outputs the logits over K classes for an input € R”. Given a natural image x,,q;
and the corresponding label y, transfer-based attacks aim to craft an adversarial example x that could
be misclassified by the models in F. It can be formulated as a constrained optimization problem:

InmiIlEfe]:[L(f(.’B),y)L s.t. ||:I: - mnatHOC <e ey

where L is the loss function, e.g., negative cross-entropy loss as L( f(x), y) = log(softmax(f(x)),),
and we study the ¢, norm. Eq. (1) can be approximated using a few “training” classifiers F; :=
{fi}", C F (known as ensemble) as L 3" | L(fi(x),y) (i.e., loss ensemble (Liu et al., 2017)) or
L(% Sor ., fi(x),y) (i.e., logits ensemble (Dong et al., 2018)). Previous works (Dong et al., 2018;
2019; Xie et al., 2019; Wang & He, 2021) propose gradient computation or input transformation
methods based on this empirical loss for better transferability. For example, the momentum iterative
(MI) method (Dong et al., 2018) performs gradient update (as shown in Fig. 2(a)) as

IV L5 325y fil), )l

where m accumulates the gradients, u is the decay factor, « is the step size, clipmm)e(ac) would
project x to the £, ball around x,,,; with radius €, and we use the logits ensemble strategy here.

m=p-m+ xiy1 = clip,, , (T + - sign(m)),
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3.2 MOTIVATION OF COMMON WEAKNESS

Although the existing methods can improve the transferability to some extent, a recent work (Huang
et al., 2023) points out that the optimization of adversarial example conforms to Empirical Risk
Minimization (ERM) (Vapnik, 1999) and the limited number of training models could lead to a large
generalization error. In this paper, we consider a quadratic approximation of the objective in Eq. (1).

Formally, we let p; denote the closest optimum of model f; € F to « and H; denote the Hessian
matrix of L(f;(x), y) at p;. We employ the second-order Taylor expansion to approximate Eq. (1) at
p; for each model f; as

Epcr |LUip0)y) + 5@~ pi)  Hilz — p)] @
In the following, we omit the subscript of the expectation in Eq. (2) for simplicity. Based on Eq. (2) ,
we can see that a smaller value of E[L(f;(p;),y)] and E[(x — p;) " H;(x — p;)] means a smaller loss
on testing models, i.e., better transferability. The first term represents the loss value of each model at
its own optimum p;. Some previous works (Laurent & Brecht, 2018; Kawaguchi et al., 2019) have
proven that the local optima have nearly the same value with the global optimum in neural networks.
Consequently, there may be no room for further improving this term, and we put our main focus on
the second term to achieve better transferability.

In the following theorem, we derive an upper bound for the second term, since directly optimizing it
which requires third-order derivative is intractable.

Theorem 3.1. (Proof in Appendix A.1) Assume that the covariance between | H;|| r and ||p; — x||2
is zero, we can get the upper bound of the second term as

E[(z — p:) " Hi(x — pi)] < E[|Hil| p]E[| (= — p:)[3]. ©)

Intuitively, | H;|| r represents the sharpness/flatness of loss landscape (Tu et al., 2016; Tsuzuku et al.,
2020; Liu et al., 2022a; Wei et al., 2023¢) and ||(zz — p;)||3 describes the translation of landscape.
The two terms can be assumed independent and therefore their covariance can be assumed as zero.
As shown in Theorem 3.1, a smaller value of E[||H;|| ] and E[||(x — p;)||3] provides a smaller
bound and further leads to a smaller loss on testing models. Previous works have pointed out that a
smaller norm of the Hessian matrix indicates a flatter landscape of the objective, which is strongly
correlated with better generalization (Wu et al., 2017; Li et al., 2018; Chen et al., 2022). As for
E[||(z — p;)||3] representing the squared /5 distance from x to the closest optimum p; of each
model, we empirically show that it also has a tight connection with generalization and adversarial
transferability in Appendix D.2 and theoretically prove this under a simple case in Appendix A.2.
Fig. | provides an illustration that the flatness of loss landscape and closeness between local optima
of different models can help with adversarial transferability.

Based on the analysis above, the optimization of an adversarial example turns into looking for a point
near the optima of victim models (i.e., minimizing the original objective), while pursuing that the
landscape at the point is flat and the distance from it to each optimum is close. The latter two targets
are our main findings and we here define the concept of common weakness with these two terms as
a local point & who has a small value of E[|| H;|| ] and E[||(z — p;)||3]. Note that there is no clear
boundary between common weakness and non-common weakness — the smaller these two terms are,
the more likely « to be the common weakness. The ultimate goal is to find an example that has the
properties of common weakness. As Theorem 3.1 indicates, we can achieve this by optimizing these
two terms separately.

3.3 SHARPNESS AWARE MINIMIZATION

To cope with the flatness of loss landscape, we minimize ||H;||» for each model in the ensemble.
However, this requires third-order derivative w.r.t. , which is computationally expensive. There are
some research to ease the sharpness of loss landscape in model training (Foret et al., 2020; Izmailov
et al., 2018; Kwon et al., 2021). The Sharpness Aware Minimization (SAM) (Foret et al., 2020) is an
effective algorithm to acquire a flatter landscape, which is formulated as a min-max optimization
problem. The inner maximization aims to find a direction along which the loss changes more rapidly;
while the outer problem minimizes the loss at this direction to improve the flatness of loss landscape.
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Figure 2: Tllustration of MI, SAM, and MI-SAM. The symbols are introduced in Eq. (4)-(6)

In the context of generating adversarial examples restricted by the /., norm as in Eq. (1), we aim
to optimize the flatness of landscape in the space of /., norm to boost the transferability, which is
different from the original SAM in the space of /5 norm. Therefore, we derive a modified SAM
algorithm suitable for the ¢, norm (in Appendix B.1). As shown in Fig. 2, at the ¢-th iteration of
adversarial attacks, the SAM algorithm first performs an inner gradient ascent step at the current
adversarial example x,; with a step size r as

x; =clip, _, . (mt +r- sign(VmL(% En: fi(®), y))) ) @
i=1

and then performs an outer gradient descent step at x with a step size a as

xl = clip,, ., .. <w§ —a- sign(VmL(% z": fl(w£)7y))> . 3)
i=1

Note that in Eq. (4) and Eq. (5), we apply SAM on the model ensemble rather than each training
model. Thus, we can not only perform parallel computation during the backward pass to improve
efficiency, but also obtain better results using the logits ensemble strategy (Dong et al., 2018).

Moreover, we can combine the reverse step and forward step of SAM as a single update direction

:Bf — x4, and integrate it into existing attack algorithms. For example, the integration of MI and SAM
yields the MI-SAM algorithm with the following update (as shown in Fig. 2(c))

m=pu-m-+ :1:%c —xy; ®pypy = clip, , (T +m), 6)

where m accumulates the gradients with a decay factor u. By iteratively repeating this procedure,
the adversarial example will converge into a flatter loss landscape, leading to better transferability.

3.4 COSINE SIMILARITY ENCOURAGER

We then develop an algorithm to make the adversarial example converge to a point which is close
to the local optimum of each model. Instead of directly optimizing IS e — p,-). |2 with the
training models in the ensemble, since it is hard to compute the gradient w.r.t. &, we derive an upper
bound for this loss.

Theorem 3.2. (Proof in Appendix A.3) The upper bound of % S @ — pi)|3 is proportional to
the dot product similarity between the gradients of all models:

1 n oM n i—1
EZH(Q’J—Pi)Hgﬁ—TZZQiQﬁ (7)
i=1 i=1 j=1

where M = max | H; ||% and g; = Vo L(fi(x), y) represents the gradient of the i-th model.

Based on Theorem 3.2, the minimization of the distance to the local optimum of each model turns
into the maximization of the dot product between gradients of different models. To solve this problem,
Nichol et al. (2018) propose an efficient algorithm via first-order derivative approximation. We apply
this algorithm to generate adversarial examples by successively performing gradient updates using
each model f; sampled from the ensemble F; with a small step size 3. The update process is

:Bi = clipwm“e(a}i_l - B : me(fi(mi_l)> y))’ (8)
0

where x; = x;. Once the update for every model is complete, we calculate the final update using a
larger step size « as

Tyl = Chpmnat,e(mt + - (-’E? - mf)) 9
Although directly applying this algorithm can achieve good results, it is incompatible with SAM due
to the varying scales of gradient norm (Dong et al., 2018). To solve this problem, we normalize the
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Algorithm 1 MI-CWA algorithm

Require: natural image @,q:, label y, perturbation budget e, iterations 7', loss function L, model ensemble
Fi = {fi}i=1, decay factor p, step sizes r, 3 and c.

1: Inmitialize: m = 0, inner momentum M = 0, o = Tnat;

2: fort =0to7 — 1do

3:  Caleulate g = Vo L(£ 30| fi(we), y);

4:  Update x; by = = clip, , (¢ + r - sign(g));

5: fori=1tondo

6.

7

8

Calculate g = Vo L(fi(zi™1),y);
Update inner momentum by 1 = p - m + ”gﬁ;
: Update x; by z{ = clip,, . (z;"' — B m);
9:  end for

10:  Calculate the update g = x}' — x+;

11:  Update momentum m = i - m + g;

12:  update T¢11 by T41 = clip, . (@ + a - sign(m));
13: end for

14: Return: x.

gradient at each update by their £5 norm. We discover that the modified version actually maximizes
the cosine similarity between gradients (proof in Appendix B.2). Thus, we call it Cosine Similarity
Encourager (CSE), which can be further combined with MI as MI-CSE. MI-CSE involves an inner
momentum to accumulate the gradients of each model. We provide the pseudocode in Appendix B.2.

3.5 COMMON WEAKNESS ATTACK

Given the respective algorithms to optimize the flatness of loss landscape and the closeness between
local optima of different models, we thus need to combine them as a unified Common Weakness
Attack (CWA) to achieve better transferability. In consideration of the feasibility of parallel gradient
backpropagation and time complexity, we substitute the second step of SAM with CSE, and the
resulting algorithm is called CWA. We also combine CWA with MI to obtain MI-CWA, with the
psuedocode shown in Algorithm 1. CWA can also be incorporated with other strong adversarial
attack algorithms, including VMI (Wang & He, 2021), SSA (Long et al., 2022), etc. The details of
these algorithms are provided in Appendix B.3.

4 EXPERIMENTS

In this section, we conduct comprehensive experiments to show the superiority of our methods. The
tasks range from image classification to object detection and image description with the recent large
vision-language models, demonstrating the universality of our methods.

4.1 ATTACK IN IMAGE CLASSIFICATION

Experimental settings. (1) Dataset: Similar to previous works, we adopt the NIPS2017 dataset',
which is comprised of 1000 images compatible with ImageNet (Russakovsky et al., 2015). All the
images are resized to 224 x 224. (2) Surrogate models: We choose four normally trained models
— ResNet-18, ResNet-32, ResNet-50, ResNet-101 (He et al., 2016) from TorchVision (Marcel &
Rodriguez, 2010), and two adversarially trained models — ResNet-50 (Salman et al., 2020), XCiT-S12
(Debenedetti et al., 2023) from RobustBench (Croce et al., 2021). They contain both normal and
robust models, which is effective to assess the attacker’s ability to utilize diverse surrogate models.
We further conduct experiments with other surrogate models and other settings (e.g., using less diverse
surrogates, settings in Dong et al. (2018), settings in Naseer et al. (2020), attacks under € = 4/255)
in Appendix C. (3) Black-box models: We choose a model from each model type available in
TorchVision and RobustBench as the black-box model. We also include 7 other prominent defenses in
our evaluation. In total, there are 31 models selected. For further details, please refer to Appendix C.1.
(4) Compared methods: We integrate our methods into MI (Dong et al., 2018) as MI-SAM, MI-CSE
and MI-CWA. We also integrate CWA into two state-of-the-art methods VMI (Wang & He, 2021) and
SSA (Long et al., 2022) as VMI-CWA and SSA-CWA. We compare them with FGSM (Goodfellow

"https://www.kaggle.com/competitions/nips-2017-non-targeted-adversarial-attack
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Table 1: Black-box attack success rate (%, 1) on NIPS2017 dataset. While our methods lead the
performance on 16 normally trained models with various architectures, they significantly empower the
transfer-based attack with great margins on 8 adversarially trained models available on RobustBench
(Croce et al., 2021). The model details are provided in Appendix C.1.

Method  |Backbone FGSM BIM MI DI TI VMI SVRE PI SSA RAP|MI-SAM MI-CSE MI-CWA VMI-CWA SSA-CWA
AlexNet 764 549 732 789 78.0 83.3 82.5 782 89.0 829| 8I1.0 93.6 94.6 95.9 96.9
VGG-16 68.9 86.1 91.9 929 82.5 948 96.4 93.1 97.7 93.1| 95.6 99.6 99.5 99.9 99.9
GoogleNet 544 76.6 89.1 92.0 77.8 942 957 91.0 97.2 90.4| 94.4 98.8 99.0 99.8 99.8
Inception-V3 545 649 84.6 89.0 75.7 91.1 92.6 859 95.6 85.0| 89.2 97.3 97.2 98.9 99.6
ResNet-152 545 96.0 96.6 93.8 87.8 97.1 99.0 97.2 97.6 953| 979 99.9 99.8 100.0 100.0
DenseNet-121 57.4 93.0 95.8 93.8 88.0 96.6 99.1 969 98.2 94.1| 98.0 99.9 99.8 99.9 100.0
SqueezeNet 85.0 80.4 89.4 929 85.8 942 96.1 92.1 97.2 92.1| 94.1 99.1 99.3 99.6 99.8
Normal ShufﬂeNet-VZ 812 653 79.9 85.7 78.2 89.9 90.3 85.8 939 89.3| 879 97.2 97.3 98.7 98.8
MobileNet-V3 589 55.6 71.8 78.6 74.5 87.3 80.6 77.1 91.4 81.1| 80.7 94.6 95.7 97.8 98.1
EfficientNet-BO | 50.8 80.2 90.1 91.5 76.8 94.6 96.7 93.3 96.9 91.4| 952 98.8 98.9 99.7 99.9
MNasNet 64.1 80.8 88.8 91.5 755 94.1 942 90.3 972 92.5| 943 99.1 98.7 99.6 99.9
RegNetX-400MF| 57.1 81.1 89.3 91.2 82.4 953 954 91.0 974 90.8| 93.9 98.9 99.4 99.8 99.9
ConvNeXt-T 39.8 68.6 81.6 85.4 56.2 924 882 857 93.1 86.8| 90.1 96.2 95.4 97.8 98.1
ViT-B/16 33.8 35.0 59.2 66.8 569 81.8 65.8 64.5 83.0 66.7| 68.9 89.6 89.6 92.3 90.0
Swin-S 34.0 482 66.0 742 409 842 734 69.1 852 722| 75.1 88.6 87.6 91.6 88.4
MaxViT-T 31.3 49.7 66.1 73.2 32.7 83.5 71.1 70.1 852 69.7| 75.6 85.8 85.9 88.1 86.1
FGSMAT |Inception-V3 539 43.4 559 61.8 66.1 723 66.8 61.1 843 69.6| 64.5 89.6 89.6 91.5 92.7
EnsAT IncRes-V2 325 285 425529 585 664 46.8 453 76.1 48.6| 479 78.2 79.1 83.2 84.1
FastAT  |ResNet-50 45.6 41.6 457 47.1 493 51.4 51.0 33.1 34.7 56.5| 50.6 75.0 74.6 73.5 70.4
PGDAT |ResNet-50 36.3 309 374 38.0 439 47.1 439 23.0 253 51.0| 439 73.5 73.6 72.7 66.8
PGDAT ResNet-18 46.8 41.0 457 47.7 50.7 489 48.5 39.0 41.1 55.5| 48.0 68.4 69.5 69.2 65.9
WRN-50-2 27.7 209 27.8 31.3 37.0 36.2 33.0 179 18.7 41.2| 334 64.4 64.8 63.1 55.6
PGDAT' XCiT-M12 23.0 164 22.8 254 294 334 302 11.9 13.1 44.7| 318 71.5 77.8 75.1 66.3
XCiT-L12 19.8 157 19.8 21.7 269 30.8 26.7 11.5 11.5 41.3| 26.9 71.0 71.7 67.5 59.4
HGD IncRes-V2 36.0 78.0 76.2 88.4 73.5 92.0 855 79.2 939 79.0| 879 95.6 95.6 98.2 98.7
R&P ResNet-50 67.9 95.8 96.3 96.2 91.5 98.7 99.9 982 989 953| 98.8 99.7 99.8 99.8 100.0
Bit ResNet-50 69.1 97.0 97.3 96.1 94.1 99.0 99.9 98.8 99.5 97.1| 994 100.0  100.0 100.0 100.0
JPEG ResNet-50 68.5 96.0 96.3 954 93.5 98.6 99.5 97.6 99.2 96.0| 99.4 99.8 99.9 100.0 100.0
RS ResNet-50 60.9 96.1 95.6 95.6 89.9 969 99.3 96.4 98.1 959| 98.1 100.0  100.0 100.0 100.0
NRP ResNet-50 36.6 88.7 72.4 63.1 71.7 89.0 91.2 81.3 92.8 33.3| 873 88.1 86.8 33.1 85.4
DiffPure |ResNet-50 509 68.5 76.0 82.0 86.3 92.6 87.1 87.7 93.4 79.6| 85.6 93.3 93.1 97.3 97.5

et al., 2015), BIM (Kurakin et al., 2018), MI (Dong et al., 2018), DI (Xie et al., 2019), TI (Dong
et al., 2019), VMI (Wang & He, 2021), PI (Gao et al., 2020), SSA (Long et al., 2022), RAP (Qin
et al., 2022) and SVRE (Xiong et al., 2022). All these attacks adopt the logits ensemble strategy
following Dong et al. (2018) for better performance. Except FGSM and BIM, all algorithms have
been integrated with ML (5) Hyper-parameters: We set the perturbation budget ¢ = 16/255, total
iteration 7' = 10, decay factor i = 1, step sizes 8 = 50, r = 16/255/15, and o = 16/255/5. For
compared methods, we employ their optimal hyper-parameters as reported in their respective papers.

Results on normal models. The results of black-box attacks are shown in the upper part of Tab. 1.
Both MI-SAM and MI-CSE greatly improve the attack success rate compared with MI. Note that
MI-CSE improves the attack success rate significantly if the black-box model is similar to one of the
surrogate models. For example, when attacking ViT-B/16, the attack success rate of MI-CSE is nearly
30% higher than MI. This is because MI-CSE attacks the common weakness of the surrogate models,
so as long as there is any surrogate model similar to the black-box model, the attack success rate will
be very high. While other methods cannot attack the common weakness of surrogate models, and the
information of the only surrogate model which is similar to the black-box model will be overwhelmed
by other surrogate models. Note that MI-SAM increases the attack success rate consistently, no matter
whether the surrogate models are similar to the black-box model or not. This is because MI-SAM
boosts the transferability of adversarial examples via making them converge into flatter optima.

When incorporating the MI-SAM into MI-CSE to form MI-CWA, the attack success rate is further
improved. Because MI-SAM and MI-CSE aim to optimize two different training objectives, and
they are compatible as shown in Theorem 3.2, the resultant MI-CWA can not only make adversarial
examples converge into a flat region, but also close to the optimum of each surrogate model. Therefore,
MI-CWA further boosts the transferability of adversarial examples.

By integrating our proposed CWA with recent state-of-the-art attacks VMI and SSA, the resultant
attacks VMI-CWA and SSA-CWA achieve a significant level of attacking performance. Typically,
SSA-CWA achieves more than 99% attack success rates for most normal models. VMI-CWA and
SSA-CWA can also outperform their vanilla versions VMI and SSA by a large margin. The results
not only demonstrate the effectiveness of our proposed method when integrating with other attacks,
but also prove the vulnerability of existing image classifiers under strong transfer-based attacks.

Results on adversarially trained models. As shown in Tab. 1, since our method attacks the common
weakness of surrogate models, we can make full use of the information of XCiT-S12 (Debenedetti
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Table 2: mAP (%, |) of black-box detectors under attacks on INRIA dataset. The universal
adversarial patch trained on YOLOv3 and YOLOvV5 by Adam-CWA achieves the lowest mAPs on
multiple modern detectors (9.85 on average) with large margins.

Method Surrogate YOLOvV2 YOLOvV3 YOLOV3-T YOLOv4 YOLOvV4-T YOLOv5 FasterRCNN SSD [ Avg.
Single YOLOv3 54.63 12.35 53.99 58.20 53.38 69.21 50.81 58.13(51.34
Single YOLOVS 3045 34.17 33.26 53.55 54.54 7.98 37.87  37.00|36.10
Loss Ensemble| YOLOv3+YOLOvS5| 25.84 8.08 38.50 47.22 43.50 19.21 3441  35.04|31.48
Adam-CWA | YOLOv3+YOLOVS5| 6.59 2.32 8.44 11.07 8.33 2.06 1441 2556 9.85
Misdescription Blindness Refusal

Describe the image. R Describe the image. R Describe the image. R

.

Sorry, I can't help with images of people

* (The image you sent me is a close-up of a
+ yet.

person's hand holding a hot dog. The hot §‘
dog is in a soft, white bun and is topped
with ketchup and mustard. The hand is
clean and has a few short, dark hairs on
the knuckles. The fingers are slightly
curled around the hot dog, as if the
Iperson is about to take a bite. ) J

I cannot describe the image because T
cannot see it. T am not able to see images.
T can only process and understand text.
If you could provide me with a description
of the image, I may be able to help you.

Figure 3: Examples of transfer-based black-box attacks against Google’s Bard.

et al., 2023) to attack other adversarially trained XCiT models, without being interfered by four
normally trained ResNets in the ensemble. Because FastAT (Wong et al., 2020) and PGDAT (En-
gstrom et al., 2019; Salman et al., 2020) are adversarially trained ResNets, our algorithm significantly
improves the attack success rate by 40% over existing methods via making full use of the information
of ResNets and defense models in the ensemble.

Results on other defense models. From Tab. 1, we observe that our algorithm significantly boosts
the existing attacks against state-of-the-art defenses. For instance, when integrated with SSA (Long
et al., 2022), our method attains a 100% attack success rate against 4 randomized defenses, and 97.5%
against the recently proposed defense — DiffPure (Nie et al., 2022). These findings underscore the
remarkable efficacy of our proposed method against defense models.

4.2 ATTACK IN OBJECT DETECTION

Experimental settings. (1) Dataset: We generate universal adversarial patches on the training set
of the INRIA dataset (Dalal & Triggs, 2005) and evaluate them on black-box models on its test set,
presenting challenges for adversarial patches to transfer across different samples and various models.
(2) Surrogate models: We choose YOLOvV3 (Redmon & Farhadi, 2018) and YOLOvVS5 (Jocher,
2020) as our surrogate models. (3) Testing models: We evaluate adversarial patches on 2 white-box
models mentioned above and 6 black-box object detectors, including YOLOv2 (Redmon & Farhadi,
2017), YOLOvV3-T (Redmon & Farhadi, 2018), YOLOv4, YOLOv4-T (Bochkovskiy et al., 2020),
FasterRCNN (Ren et al., 2015), and SSD (Liu et al., 2016). (4) Compared methods: Since the Adam
method is often used to optimize adversarial patches for object detection (Thys et al., 2019; Zhang
et al., 2023), we first combine the proposed CWA with Adam to form Adam-CWA and compare its
performance with patches trained by YOLOv3 only, YOLOVS only, and Loss Ensemble of YOLOvV3
and YOLOVS (Enhanced Baseline in Huang et al. (2023)). (5) Training Procedure: We follow the
“Enhanced Baseline” settings in Huang et al. (2023) including the image size, detector weight, the
way to paste the patch on the image, learning rate, efc.

Results. As shown in Tab. 2, our method exceeds the Loss Ensemble method by 20% on average over
all models and has a larger margin compared to patches generated on one detector. It is noticeable that
the universal adversarial patch generated by Adam-CWA has even lower mAPs (2.32 on YOLOv3
and 2.06 on YOLOVS) on the two white-box models compared with results of white-box attacks
(12.35 on YOLOV3 and 7.98 on YOLOVS), which means that our method boosts the transferability of
the adversarial patch not only between different models, but also between different samples.

4.3 ATTACK IN LARGE VISION-LANGUAGE MODELS

Experimental settings. (1) Dataset: We randomly choose 100 images from the NIPS2017 dataset.
(2) Surrogate models: We adopt the vision encoders of ViT-B/16 (Dosovitskiy et al., 2020), CLIP
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Figure 4: Additional results. (a-b): The loss landscape around the convergence point optimized by
MI and MI-CWA respectively. (c): Attack success rate under different attack iterations of 7.

(Radford et al., 2021), and BLIP-2 (Li et al., 2023) as surrogate models, using the attack objective as
max Ere7[||f (@) = f(@nat) [3], st |2 = Tnatlle <, (10)

where the distance between the features of adversarial example and the original image is maximized.
(3) Testing models: We test the attack success rate of our generated adversarial examples on Google’s
Bard’. (4) Hyper-parameters: We use exactly the same hyper-parameters as in Sec. 4.1.

Results. As shown in Tab. 3, SSA-CWA outperforms

SSA by a large margin under both ¢ — 16,/255 and Table 3: Black-box attack success rate (%,

1) against Bard.

€= 32/ 255. We observe that_ adversarial ?Xamﬁles Attack ¢ Misdescription Blindness Refusal
can lead to three wrong behaviors of Bard, including SSA 116/255 ) 16 7
misdescription, blindness, and refusal, as shown in ~ SSA-CWA|16/255 12 27 4
Fig. 3. SSA-CWA leads to an 8% increase in mis- SSA 1327255 20 36 1
description compared to SSA. Moreover, SSA-CWA SSA-CWA[32/255 28 38 4

exhibits a substantially higher rejection rate than SSA.

These results underscore the potent efficacy of our algorithm against cutting-edge commercial large
models, emphasizing the imperative to develop defenses tailored to such models. More results can be
found in our follow-up work (Dong et al., 2023).

4.4  ANALYSIS AND DISCUSSION

In this section, we conduct some additional experiments to prove our claims about the effectiveness
of our methods, regarding flattening the loss landscapes, encouraging the closeness between local
optima, and computational efficiency compared to other algorithms.

Visualization of landscape. We first analyze the relationship between the loss landscape and the
transferability of adversarial examples by visualizing the landscapes by different algorithms (detailed
in Appendix D.2). As shown in Fig. 4(a) and 4(b), the landscape at the adversarial example crafted
by MI-CWA is much flatter than that of MI. It is also noticeable that the optima of the models in
MI-CWA are much closer than those in MI. This supports our claim that CWA encourages the flatness
of the landscape and closeness between local optima, thus leading to better transferability.

Computational efficiency. When the total number of iterations 7" in Algorithm | remains the same,
the proposed CWA algorithm requires twice the computational cost of MI, so it is unfair to compare
with other algorithms directly. Therefore, we measure the average attack success rate among the 31
models in Tab. 1 of the adversarial examples crafted by different algorithms under different 7'. The
result is shown in Fig. 4(c). Our algorithm outperforms other algorithms for any number of iterations,
even if T' = 5 of the CWA algorithm. This indicates that the CWA algorithm is effective not because
of the large number of iterations, but because it captures the common weakness of different models.

5 CONCLUSION

In this paper, we rethink model ensemble in black-box adversarial attacks. We engage in a theoretical
analysis, exploring the relationship among the transferability of adversarial samples, the Hessian
matrix’s F-norm, and the distance between the local optimum of each model and the convergence
point. Stemming from these insights, we define common weaknesses and propose effective algorithms
to find common weaknesses of the model ensemble. Through comprehensive experiments in both
image classification and object detection, we empirically demonstrate that our algorithm excels in
finding common weakness, thereby enhancing the transferability of adversarial examples.

https://bard.google.com/
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ETHICS STATEMENT

A potential negative impact of our approach is that malicious attackers could use our method to attack
large commercial models, leading to toxic content generation or privacy leakage. As people currently
focus on improving big models due to their excellent performance, it’s even more important to explore
and address the vulnerability of deep learning models which could be targeted by black-box attacks
without knowing specific details of the target models. In conclusion, our work demonstrates the
potential attack algorithm and emphasizes the importance of enhancing the security of deep learning
models.
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A PROOFS AND DERIVATIONS

A.1 PROOF OF THEOREM 3.1

With Hoélder’s inequality, we can prove this theorem:

Proof.
El(z —p;) " Hi(x — pi)]
1 1
=Elll(@ = po)llp[|Hi(@ = pi)llg] - (where -+ = =1)
<E[[|(z — pi)llpl| Hillr.qll(x — pi) l-]
=E[l|Hillo[E[l (z — pi) ]l (2 — pi)l-],
where || - ||, 4 is an induced matrix norm.

Special case: When p = ¢ = r = 2, we have

El(z — p:) " Hi(x — pi)) < E[|H;||2]E[l|(z - p)|3],

where || H;||2 is the spectral norm of H;. As we also have ||H;||2 < || H;||r, we obtain

El(z —p;) " Hi(z — pi)] < E[| H; || p]E[| (z — p) 3],

where || H;||r is the Frobenius norm of H;. O

Note that both the spectral norm and Frobenius norm of the Hessian matrix correspond to the flatness
of loss landscape, such that we can adopt sharpness aware minimization for optimization.

A.2 THE GENERALIZATION ABILITY OF COMMON WEAKNESS

Let ¢; be the final optimum of the training objective >, . -, %L( fi(x),y) that we converge to, and
let ¢ be the optimum of the testing objective Ef,c #L( f;(x), y) nearest to c. Let O, be the set of
closest optimum of model f; € F; to ¢, and let O, be the set of closest optimum of model f; € F to
c. Let the hessian matrices at p; € O, form a set H., and the hessian matrices at p; € O, form a set
H.,,. To find the optimum c with a smaller Egr, e i1, [|| H; || ] and Ep,c0, [||(c —pi)||3] at test time, we
need to optimize = Y~ 1 1., I|Hi||  and 1 >p.co,, (et —pi)|3 at training time. In the following,
we will show that both terms have a strong relationship between the training objective and the test
error. Therefore, optimizing the training objective will lead to a smaller test error, consequently, a
smaller generalization error.

Several studies (Li et al., 2018; Wu et al., 2017; Chen et al., 2022; Zhang et al., 2024) have shown that
the || H;|| r term corresponds to the flatness of the landscape. A flatter landscape during training has
consistently been associated with improved generalization ability, which pertains to the transferability
when training adversarial examples. The ||(c — p;)||3 term, which measures the distance between the
local optima, also exhibits a strong relationship between the training and testing phases. Intuitively,
assuming that (¢ — p;) follows some distribution with the existing variance, the training objective
is merely an empirical observation from the testing objective. Thus, the testing objective can be
probabilistically bounded by the training objective through a convergence bound like the Chebyshev
inequality, i.e.,

Var||e; — ;|3

(C 7pl)||§]| > 5} < (TL — 1)2(52

P{

2

ct —pill; — E
e~ il ~ Epucol
In other words, as long as Var||c; —p;||3 exists, the smaller the training error, the higher the probability
that the test error are smaller.

In the following, we consider a simple case (Assumption A.1) where the local optima are Gaussianly

distributed, the following theorem shows that smaller values of - > p: €O, |(e: — p:)||3 tend to lead

to smaller values of E,,co. [||(c — p:)I3]-
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Assumption A.1. The optimum of each model p; in O, follows a Gaussian distribution with mean ¢
and unknown variance o2. Meanwhile, the optimum of the ensemble training model, c;, is given by
the mean of all p; within O,,. That is:

Vp € O¢, p ~ N(c, U2I);

Ct:% Z D;.

pi eoct

Theorem A.2. Denote F(m,n) as F-distribution with parameter m and n, F,(m,n) as the upper
alpha quantile, For any two different optimum of ensemble model c* and c? and corresponding

2
st = Tllzpieout1 (pi —ct)? 3= %Zmeoc? (pi — ¢} if F = Fa(n—1,n—1), then

Ep,co,. [ll(c1 = pi)l*] = Ep,co,. [l (c2 = pi)I*] (A.D)
holds with type one error of a.

This theorem suggests that when the optima of surrogate models are closer, as indicated by a smaller
value of L Y pico. (et —pi) 2, the optima of the target models also tend to be closer, which is
[ ct

represented by a smaller value of Ep, <o, [|| (¢ — p:)||3]-

Proof. The training models F}; can be viewed as sampling from the set of all models F'. Therefore,
the sample variance s? is:
1
st = n Z (pi — )’

Pi€O0¢,

Because that ns; follows chi-square distribution, that is:
n n 1 n
s? = Z(pl —c)’ = Z(pl - Zpi)Q ~no?- X%(n—1).
i=1 i=1 =1
2 _2
Consequently, i;g% follows F distribution.
“22%1
2 2
%N %-F(n—l,n—l).
52 02

We perform F-test here. We set the null hypothesis Hy = {07 < 02}, and the alternative hypothesis
2

H, = {01 > 02}. Thus, if Z—; > F,(n —1,n — 1), with type one error of «:

2

0%205%01202.

This indicates that smaller value of % S (pi — ¢t)? tends to indicate a smaller value of 0. Next,
we will demonstrate that a smaller o implies enhanced transferability of our adversarial examples.

Lemma A.3. E,,. co.[||(c — pi)||3] is a function that monotonically increases with o. That is:

0

5o Epico. [l (e~ pi)l3] > 0.

Reparameterize p; as o€; + ¢, where €; ~ N (0, I). We can get:
Ep.eo.(ll(c = pi)ll]
=Ecn(o,0)[llo€ll]
=0Eeono,nll€ll]-

Therefore %]Epieoc.[ﬂ (c—pi)|3 >0. Importantly, the expectation of any norm of ¢ — p; mono-
tonically increases with the parameter o, not limited solely to the second norm.

O

Therefore, both || H;||r and ||p; — c||3 exhibit a strong correlation between the training and testing
phase, indicating that encouraging the flatness of the landscape and closeness of local optima can
result in improved generalization ability.
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Algorithm 2 MI-SAM

Require: natural image x,q:, label y, perturbation budget e, iterations 7, loss function L, model ensemble
Fi = {fi}i=1, decay factor p, step sizes r, 5 and «.
1: Initialize: m = 0, o = Tnat;
2 fort =0toT — 1do
Calculate g = Vo L(2 37| fi(®e), y);
Update x; by x} = clipm"am(azt + 7 - sign(g));
Calculate g = VmL(% S fi(®h), y)s
Update x; by a:tf = clipmmt’e(mz — - sign(g));
Calculate the update g = m{ — 45
Update momentum m = p - m + g;
update 441 by €441 = clip, , (z: + - (m));
10: end for
11: Return: xr.

W At

A.3 PROOF OF THEOREM 3.2
In this section, we aim to prove that dot product similarity between gradient of each model is the
upper bound of 2 37 | (¢ — p;)2.

Using Cauchy-Swartz theorem, we can get:

Z ” C—Di ”2 = Z(Hi_lg7) H gz Z H H gz ”2 < Z HH ”FHQLHQ

=1

The treatment of || H;|| ¢ has already been discussed in Appendix B.1. In this section, we set M as
the maximum value of || H; !||%, which allows us to obtain the following result:

n n n i—1
Dolle—pE<MY g/gi= Zgz -2% "> gig;
i=1 i=1 =1 j=1

Since c is the optimal solution for the ensemble model, we have (}_"_, g;)? = 0. Consequently, our
final training objective is:

n i—1

max Z Z 9:9;, (A.2)

i=1 j=1

Which is the dot product similarity between the gradient of each model. However, maximizing
this dot product similarity can lead to gradient explosion, making it incompatible with MI-SAM.
Therefore, we opt to maximize the cosine similarity between the gradients of each model.

The equality sign holds when p; = « for all <. This condition implies that the local optimum for each
model is identical, which results in a dot product similarity of O between the gradients.

B ALGORITHMS

B.1 SHARPNESS AWARE MINIMIZATION ALGORITHM UNDER INFINITY NORM

In this section, for simplicity, we represent E 7, 7, by L(z). Our training objective is slightly different
from Foret et al. (2020). We emphasize only the flatness of the landscape, without simultaneously
minimizing L(x). This approach yields better results:

min[ max L(x+ ) — L(x)]. (B.1)
18][ine<e

Although the Frobenius norm of the Hessian matrix || H || 7 could also be a potential choice, it requires
the computation of third-order derivatives with respect to p, which is computationally expensive.
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Algorithm 3 MI-CSE algorithm

Require: natural image @,q:, label y, perturbation budget e, iterations 7', loss function L, model ensemble
Fi = {fi}i=1, decay factor p, step sizes 3 and c.
Initialize: m = 0, inner momentum M = 0, o = Tnat;

1:

2: fort =0to7 — 1do

3 fori =1ton do _

4 Calculate g = Vo L(fi(xi™),y);

5: Update inner momentum by m = u - ™ + ﬁ;
6 Update ¢ by x = clipmmms(alc,f1 —B-m);

7 end for

8 Calculate the update g = @y — @+;

9:  Update momentum m = p - m + g;
10:  update @441 by @41 = clip,, , (@ + o - sign(m));
11: end for

12: Return: x7.

To optimize objective in Eq. (B.1), first, we need to compute §. We use the Taylor expansion to get d:

0 =arg max L(xz+9)
8 1lins <e

~ arg Hér‘lllax L(z) + & sign(VL(x))
inf <€

=arg max & sign(V,L(x))
H‘sHinf<€

=e-sign(VzL(x)).
Then, we can get the derivative of VL(x + §):
Vael(®x+08) =VaeisL(®+90) Ve(x+0)=VarsL(x+0)+ VarsL(z +9)  Vzd. (B.2)

Following previous works (Foret et al., 2020; Wei et al., 2023c), we discard the second term of
Eq. (B.2) as it has negligible influence on the optimization of the SAM algorithm.

In general, the procedure of the SAM algorithm under the infinity norm involves first finding the
worst case perturbation d, followed by optimizing L(x + d) — L(x). The detail is at Algorithm 2.

B.2 DERIVATION OF COSINE SIMILARITY ENCOURAGER

In this section, our objective is to develop an algorithm that maximizes the cosine similarity between
the gradients of each model. Directly pursuing this goal necessitates a second-order derivative with
respect to the adversarial examples. However, this is both time-intensive and memory-intensive.
Inspired by Nichol et al. (2018), we design our Cosine Similarity Encourager, as shown in Algorithm 3.

In the following sections, we will demonstrate that this algorithm effectively maximizes the cosine
similarity of the gradient between each model.

AT
Theorem B.1. Denote g; as Vo L(f;(x),y) and g; as V4 L(f;(x),y). When 8 — 0, and the ﬁ;fﬁz

is negligible, updating by Algorithm 3 will increase the cosine similarity of the gradient between each
model.

Proof. The derivative of cosine similarity between gradient of each model can be written as:

9 9i9; H; (I9i9j> 9 H; (I ng?) gi

oz |lgil2llgsllz — llgill2 19512

lgillz/ llgillz — llg;ll2 lgill2"
g
Because ﬁ;gﬁZ is negligible, which is verified in Appendix D.1, the gradient can be approximated as:
J

9 g9,  Hi g L Hi g
oz |gill2llgillz - llgsll2 llgsll2 — llg;ll2 llgill2

(B.3)
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Because 7, j only represent the ¢-th model and j-th model in F;, and we can permute the set F,

therefore we can get that:
]E|:Hz' gj]_E[Hj gi}
gill2 llg; 2 llg;ll2 llg:ll2

Therefore the expectation of the derivative is:

E{a gi9j }%2E{Hz g; }
oz ||gill2llg;ll2 lgill2 [lg;ll2

In the following, we will prove that the update of Algorithm 3 contains the gradient of vanilla loss
L(f:(x),y) and the derivative of the cosine similarity between the gradients of each model, which is
shown in Eq. (B.3).

Denote ' as the adversarial example after the i-th iteration in the inner loop of the Algorithm 3, g/
as the gradient at i-th iteration in the inner loop, we can represent g; by g; using Taylor expansion:

gi Zgi+H‘(ﬂ3i —531)

~ AH; Z ||g]||2

gj +0
— BH;
Z lg; +o(B H2

~AH; Z fo;Ta T O

The update over the entire inner loop is:

ﬁZ

Substitute g} with g; — SH; Zj 1 Hy ' 0B, llgill2 with [|g; + O(B)||2 = |gil|2, we can get:

||gzllz

Elz —z"] = [/D’Z - BH ZII 0l +0(8%)/lgill2]

n n i—1 n
—E — B o(p*
B3 Tals 7 o F Taalgs + 25O
" g 2 G n n I
= B o)~ B L+ S 0
i=1 19¢ i,j

Consequently, using Algorithm 3 will enhance the cosine similarity between the gradients of each
model. For the gradient ascent algorithm, we have two options: either multiply the training objective
by -1 and address it as a gradient descent issue, or develop an algorithm tailored for gradient
ascent. O

B.3 GENERALIZED COMMON WEAKNESS ALGORITHM

The CWA algorithm can be incorporated with not only MI, but also other arbitrary optimizers and
attackers, such as Adam, VMI, and SSA. This is outlined in Algorithm 4. For each optimizer, the
step function takes the gradient with respect to « and performs gradient descent. For the generalized
Common Weakness algorithm, we require a total of three optimizers. It’s important to note that these
three optimizers can either be of the same type or different types.
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Algorithm 4 Generalized Common Weakness Algorithm (CWA)

Require: image x; label y; total iteration 7"; loss function L, model set Fy,.q;,; momentum weight
(4; inner optimizer 3, reverse optimizer r, outer optimizer «
Calculate the number of models n
fort=1to 1 do

o = copy(x)
# first step
calculate the gradient g = V,L(1 Y"1 | fi(),y)
update x by r.step(—g)
# second step
for j = 1tondo
pick the jth model f;
calculate the gradient g = V,L(f;(x),y)
update x by ﬂ.step(m)
end for
calculate the update in this iterationg = o0 — x
update x by a.step(g)
end for
return x

C ADDITIONAL EXPERIMENTS

C.1 MAIN EXPERIMENT SETTINGS

Target Models: We evaluate the performance of different attacks on 31 black-box models, including
16 normally trained models with different architectures — AlexNet (Krizhevsky et al., 2017), VGG-16
(Simonyan & Zisserman, 2014), GoogleNet (Szegedy et al., 2015), Inception-V3 (Szegedy et al.,
2016), ResNet-152 (He et al., 2016), DenseNet-121 (Huang et al., 2017), SqueezeNet (Iandola et al.,
2016), ShuffleNet-V2 (Ma et al., 2018), MobileNet-V3 (Howard et al., 2019), EfficientNet-BO (Tan
& Le, 2019), MNasNet (Tan et al., 2019), ResNetX-400MF (Radosavovic et al., 2020), ConvNeXt-T
(Liu et al., 2022b), ViT-B/16 (Dosovitskiy et al., 2020), Swin-S (Liu et al., 2021), MaxViT-T (Tu
et al., 2022), and 8 adversarially trained models (Madry et al., 2018; Wei et al., 2023a) available on
RobustBench (Croce et al., 2021) — FGSMAT (Kurakin et al., 2016) with Inception-V3, Ensemble
AT (EnsAT) (Tramer et al., 2018) with Inception-ResNet-V2, FastAT (Wong et al., 2020) with
ResNet-50, PGDAT (Engstrom et al., 2019; Salman et al., 2020) with ResNet-50, ResNet-18, Wide-
ResNet-50-2, a variant of PGDAT tuned by bag-of-tricks (PGDAT') (Debenedetti et al., 2023) with
XCiT-M12 and XCiT-L12. Most defense models are state-of-the-art on RobustBench (Croce et al.,
2021). Regarding defenses other than adversarial training, we consider 7 defenses (i.e., HGD (Liao
et al., 2018), R&P (Xie et al., 2018), Bit (BitDepthReduction in Guo et al. (2018)), JPEG (Guo et al.,
2018), RS (Cohen et al., 2019), NRP (Naseer et al., 2020), DiffPure (Nie et al., 2022)) that are robust
against black-box attacks.

C.2 COMPARISON WITH NASEER ET AL. (2021)

In order to show that our method works well under different surrogate models and target models, we
supplement an experiment following the setting in Naseer et al. (2021):

Table C.1: Attack success rate (%,1).

Surrogates | Methods VGG19y, Densel2l  Res50 Resl52 WRNS50-2
v Naseer et al. (2021) 97.34 71.41 71.68 50.78 48.03
ens MI-CWA 100.00 94.50 94.30 81.50 89.20
D Naseer et al. (2021) 76.96 96.25 88.81 83.48 81.85
ens MI-CWA 99.60 99.90 99.80 99.50 99.60
R Naseer et al. (2021) 90.43 94.39 96.67 95.48 92.63
ens MI-CWA 99.50 99.70 100.00  100.00 99.90
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Table C.2: Black-box attack success rate (%, 1) on NIPS2017 dataset. Surrogates are ResNet18,
ResNet32, ResNet50 and ResNet101.

Method | Backbone FGSM BIM MI DI TI VMI SVRE PI SSA RAP|MI-SAM MI-CSE MI-CWA SSA-CWA
AlexNet 77.6 692 749 79.2 782 853 80.9 82.6 89.7 81.9| 795 83.1 82.9 92.7
VGG-16 71.3 91.0 90.8 95.8 84.7 97.0 97.3 91.0 99.1 94.1| 96.7 99.1 99.4 100.0
GoogleNet 58.8 88.4 87.7 954 79.6 96.7 96.5 883 98.8 90.5| 94.2 98.3 98.4 99.9
Inception-V3 58.7 79.0 81.6 91.8 77.1 94.1 92.2 809 97.0 84.0| 88.1 92.4 91.3 98.7
ResNet-152 60.2 96.6 96.1 96.8 89.9 985 995 96.4 99.1 96.2| 99.1 100.0 100.0 100.0
DenseNet-121 63.1 962 952 97.2 90.3 982 99.3 96.0 99.4 95.0| 99.0 99.8 99.8 100.0
SqueezeNet 86.4 89.8 90.2 95.7 86.7 96.2 96.7 93.2 98.6 93.7| 94.8 98.0 98.6 99.8
Normal ShuffleNet-V2 83.1 78.1 83.3 86.8 78.8 91.2 89.4 85.1 95.1 89.1| 88.1 91.5 91.8 97.8
MobileNet-V3 60.6 65.6 69.5 80.6 77.3 89.7 782 80.4 922 77.1| 782 80.2 79.9 95.7
EfficientNet-BO | 55.6 89.3 87.7 94.7 77.9 96.8 969 86.6 98.8 92.5| 95.5 98.1 97.9 99.9
MNasNet 66.8 87.1 84.8 93.5 75.6 96.4 950 843 98.1 92.1| 9438 97.5 97.0 99.9
RegNetX-400MF| 60.3 87.9 86.8 94.9 86.0 97.2 949 89.3 98.7 91.3| 944 97.6 97.5 100.0
ConvNeXt-T 427 80.8 77.6 88.2 57.0 940 87.6 69.3 949 86.5| 89.4 90.2 87.9 97.4
ViT-B/16 37.0 51.7 529 64.3 53.8 81.7 60.5 55.8 81.4 50.2| 619 48.8 46.6 71.7
Swin-S 36.0 623 60.3 72.4 39.4 83.8 704 489 842 61.5| 70.8 59.5 58.2 80.7
MaxViT-T 341 63.0 61.6 73.1 319 851 68.6 439 86.7 589| 70.5 56.7 54.5 79.0
FGSMAT |Inception-V3 553 51.2 552 59.2 65.6 739 61.1 66.2 844 59.6| 58.6 60.1 60.3 78.2
EnsAT IncRes-V2 356 37.6 38.6 51.1 56.7 66.7 41.8 52.5 74.7 354| 399 38.0 38.2 59.9
FastAT ResNet-50 452 423 44.6 442 46.7 475 453 485 504 46.6| 453 46.2 46.2 49.6
PGDAT |ResNet-50 359 31.2 34.1 35.1 384 413 357 42.0 43.7 36.5| 36.1 35.7 35.7 40.3
PGDAT ResNet-18 47.1 42,0 454 453 47.6 472 456 504 50.6 47.8| 458 46.8 46.9 50.7
WRN-50-2 28.1 227 25.6 27.4 312 32.6 27.3 339 353 27.7| 28.0 27.6 26.7 31.7
PGDAT' XCiT-M12 21.7 168 18.5 19.9 229 25.0 20.7 253 281 22.0| 209 21.3 21.2 26.5
XCiT-L12 187 149 163 17.3 209 21.6 18.6 223 26.0 18.4| 184 18.5 18.2 22.6
HGD IncRes-V2 37.8 77.4 754 91.1 73.0 942 855 779 947 769| 86.7 85.8 83.6 97.8
R&P ResNet-50 69.7 97.5 96.8 97.9 943 98.8 99.7 97.7 99.6 96.9| 99.3 100.0 100.0 100.0
Bit ResNet-50 732 98.4 98.4 97.7 96.6 99.1 999 99.2 99.7 98.7| 99.6 100.0 100.0 100.0
JPEG ResNet-50 70.5 98.1 97.8 97.2 96.3 98.9 98.7 985 99.7 98.1| 99.5 100.0 100.0 100.0
RS ResNet-50 66.7 97.2 96.7 97.3 93.1 98.7 99.5 97.0 99.5 96.6| 99.4 100.0 100.0 100.0
NRP ResNet-50 41.0 90.4 77.0 66.4 76.0 82.6 80.2 34.1 73.2 25.1| 68.8 40.6 38.6 36.0
DiffPure | ResNet-50 5777 68.6 75.0 84.1 88.6 959 85.8 89.4 96.0 76.4| 849 81.2 79.5 95.0

Here, V., represents the ensemble comprising VGG-11, VGG-13, VGG-16, and VGG-19. R,
denotes the ensemble of ResNet-18, ResNet-50, ResNet-101, and ResNet-152. Similarly, D,
corresponds to the ensemble of DenseNet-121, DenseNet-161, DenseNet-169, and DenseNet-201.
In this configuration, surrogate models exhibit high similarity. Therefore, it is effective to assess
the algorithm’s capacity for generalization to unseen target models, particularly those that differ
significantly from the surrogate models.

As shown in Tab. C.1, our method surpasses previous techniques by an average of approximately
20%, underscoring the efficacy of our approach in attacking unseen target models.

C.3 ATTACKING USING LESS DIVERSE SURROGATE MODELS

To further illustrate the efficacy of the CWA algorithm even with a limited diversity of surrogate
models, we conducted additional experiments in this section. Specifically, we limit our selection
to models of the ResNet family, employing only ResNet-18, ResNet-32, ResNet-50, and ResNet-
101 (He et al., 2016) as surrogate models. As shown in Tab. C.2, our SSA-CWA still achieves superior
results than other attackers. These results suggest that even when the diversity of surrogate models is
limited, adversarial examples generated using the CWA attacker are less prone to overfitting to those
surrogate models and continue to generalize effectively to previously unseen target models.

C.4 ATTACKING USING THE SURROGATE IN DONG ET AL. (2018)

We also evaluate our methods using surrogate models from Dong et al. (2018), which include Inc-v3,
Inc-v4, IncRes-v2, and Res-152 from TensorFlow model garden (Yu et al., 2020). Note that these
models are different from the corresponding models in TorchVision. This configuration ensures that
the majority of the target models are dissimilar to the surrogate models, providing a robust assessment
of our algorithm’s capability to generate adversarial examples that effectively transfer to diverse and
previously unseen models.

As demonstrated in Tab. C.3, SSA-CWA outperforms previous methods significantly when attacking
both normally trained models and defended models. Notably, our SSA-CWA achieves a remarkable
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Table C.3: Black-box attack success rate (%,T) on NIPS2017 dataset. Surrogate models are Inc-v3,
Inc-v4, IncRes-v2 and Res-152 from Dong et al. (2018).

Method | Backbone FGSM BIM MI DI TI VMI SVRE PI SSA RAP|MI-SAM MI-CSE MI-CWA SSA-CWA
AlexNet 758 642 71.3 73.3 735 77.6 748 80.2 80.1 80.4| 73.7 76.8 77.8 86.0
VGG-16 753 79.8 82.6 90.8 73.9 93.0 89.5 852 949 94.1| 889 96.0 96.3 99.2
GoogleNet 61.3 783 79.4 91.5 745 943 879 84.0 96.1 93.3| 88.1 96.1 95.3 99.4
Inception-V3 70.6  91.5 923 97.3 90.1 97.4 944 946 97.8 96.0| 958 97.6 97.5 99.7
ResNet-152 549 814 803 919 71.1 95.6 87.0 82.0 963 93.1| 89.8 94.7 95.4 99.3
DenseNet-121 64.1 85.7 854 94.7 80.6 958 913 89.2 97.0 949 | 924 97.4 97.1 99.7
SqueezeNet 85.9 80.1 84.3 89.6 78.5 90.3 89.0 87.1 929 92.8| 879 91.9 93.3 97.6
Normal ShuffleNet-V2 81.1 71.3 76.5 81.3 69.8 82.8 819 812 84.4 857| 802 84.9 84.7 91.4
MobileNet-V3 63.6 60.1 650 740 71.1 824 722 755 86.5 77.9| 70.1 76.3 712 91.1
EfficientNet-BO | 60.3 77.3 77.9 90.9 682 944 86.7 80.1 95.7 93.9| 88.1 93.9 93.6 99.2
MNasNet 67.1 70.3 742 87.0 639 89.6 84.7 72.8 92.0 91.0| 81.8 91.7 90.8 98.3
RegNetX-400MF | 63.6 72.1 75.8 86.3 70.3 90.6 85.1 79.3 94.6 91.2| 839 91.1 92.1 98.7
ConvNeXt-T 452 719 71.8 853 475 91.6 77.0 64.8 93.0 89.2| 832 84.4 84.3 96.2
ViT-B/16 37.8 47.1 51.6 60.4 49.1 79.6 57.4 559 823 56.8| 60.3 53.4 53.0 81.3
Swin-S 374 544 582 719 38.0 82.0 63.6 475 85.2 659| 654 60.4 59.1 84.2
MaxViT-T 359 57.6 60.0 740 299 83.6 644 420 87.1 66.0| 68.9 63.9 61.7 86.9
FGSMAT |Inception-V3 612 54.8 57.1 624 68.7 73.8 619 68.1 799 63.3| 609 63.2 63.4 80.2
EnsAT IncRes-V2 36.0 39.8 40.7 57.4 61.0 72.5 454 557 79.9 39.1| 44.1 43.0 44.5 74.3
FastAT ResNet-50 448 414 432 43.6 445 446 450 469 47.6 462 | 449 46.7 45.1 48.2
PGDAT [ResNet-50 355 302 32.7 33.8 36.2 37.1 348 393 41.6 36.6| 342 323 35.1 39.8
PGDAT ResNet-50 46.5 40.8 43.6 439 45.1 45.6 45.1 473 47.6 473| 452 459 46.0 49.1
‘WRN-50-2 27.5 223 252259 292 29.7 26.8 314 33.1 28.8| 268 26.7 26.8 315
PGDAT! XCiT-M12 21.1 17.1 188 19.7 22.1 245 20.6 24.5 29.0 21.7| 198 20.4 20.1 26.9
XCiT-L12 189 15.0 18.0 195 19.3 21.8 185 21.1 263 193] 19.1 18.2 17.0 22.9
HGD IncRes-V2 4577 823 81.9 93.2 784 96.1 843 864 96.4 90.7| 90.3 93.1 92.4 99.5
R&P ResNet-50 653 79.8 80.6 93.1 749 938 86.0 84.0 95.6 92.6| 875 93.8 94.6 99.1
Bit ResNet-50 64.8 78.0 81.3 92.0 72.6 94.7 87.1 83.1 96.4 93.6| 889 94.4 94.8 99.3
JPEG ResNet-50 61.2 785 79.7 90.5 77.0 94.2 88.8 82.8 958 92.1| 87.6 92.1 93.3 99.2
RS ResNet-50 61.3 81.1 80.8 91.8 74.3 942 88.6 83.1 958 93.5| 89.8 94.6 94.9 99.0
NRP ResNet-50 10.0 36.6 232 29.3 37.0 37.7 209 114 33.0 89 15.6 16.1 14.1 16.3
DiffPure |ResNet-50 523 519 62.0 729 735 862 67.5 76.8 89.9 70.2| 68.8 67.1 67.9 94.6

94.6% attack success rate against challenging DiffPure defenses (Nie et al., 2022). This underscores
the effectiveness of our approach in targeting state-of-the-art defense mechanisms.

C.5 EXPERIMENTS ON € = 4/255

Many adversarially trained models and defenses are predominantly examined within the context of
the € = 4/255 threat model. To remain consistent with these evaluations, we have also carried out an
additional experiment under this specific perturbation budget, e = 4/255.

As demonstrated in Tab. C.4, our methods still achieve superior results on most target models. Notably,
when attacking the adversarially trained models, our methods outperform previous methods by about
5% on average. This demonstrates the strong efficacy of our methods when attacking with a small
perturbation budget, especially adversarially trained models.

C.6 VISUALIZATION OF ADVERSARIAL PATCHES

(a) YOLOvV3 (b) YOLOVS (c) Loss Avg (d) Adam-CWA (e) Strongest

Figure C.1: Visualization of adversarial patches from different methods. The patch simply trained
by loss ensemble looks like the fusion of those trained by YOLOv3 and YOLOv5. Adam-CWA
captures the common weakness of YOLOv3 and YOLOVS, and therefore generates an completely
different patch.

As illustrated in Fig. C.1, we observe that YOLOVS is more vulnerable to adversarial attacks compared
to YOLOVv3. Consequently, the patch generated by the Loss Ensemble method resembles the one
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Table C.4: Black-box attack success rate (%, 1) on NIPS2017 dataset. Settings are same as
Sec. 4.1, except for €, which is set to 4/255.

Method  |Backbone FGSM BIM MI DI TI VMI SVRE PI SSA RAP|MI-SAM MI-CSE MI-CWA VMI-CWA SSA-CWA
AlexNet 434 442 458 50.3 47.6 485 489 47.8 553 47.7| 495 54.9 54.8 56.6 59.8
VGG-16 39.0 622 67.0 78.7 50.5 764 71.5 60.4 72.1 55.6| 76.8 79.3 76.5 83.1 77.4
GoogleNet 359 493 54.8 72.8 41.8 654 58.8 50.8 70.1 454| 632 68.4 64.0 73.4 76.8
Inception-V3 35.1 433 47.5 62.2 42.6 55.6 53.5 46.1 658 44.6| 54.7 63.1 60.3 65.9 71.1
ResNet-152 41.7 79.7 83.7 83.7 57.6 90.0 84.5 753 75.8 59.1| 90.4 90.3 87.3 93.7 79.8
DenseNet-121 422 72.1 78.7 82.4 62.1 86.5 81.2 71.6 772 574 817 87.5 84.5 90.8 81.7
SqueezeNet 49.2 63.3 67.5 76.1 56.7 74.4 73.6 63.3 764 60.7| 73.3 80.3 79.3 83.7 84.3
Normal ShuffleNet-V2 449 49.6 53.8 59.7 472 573 572 524 63.3 50.6| 56.7 65.9 64.8 67.8 70.4
MobileNet-V3 333 39.9 42.7 52.2 46.4 49.5 445 46.8 56.6 43.3| 479 55.2 54.9 59.7 65.5
EfficientNet-BO | 29.8 49.7 57.7 71.2 37.3 67.9 55.1 48.2 62.6 44.3| 66.3 69.0 64.8 76.2 69.9
MNasNet 37.6 582 62.4 759 41.7 733 63.5 534 650 51.9| 719 73.3 70.5 77.6 71.4
RegNetX-400MF| 37.0 56.6 63.4 753 51.7 743 67.1 59.0 71.7 51.7| 725 79.9 75.9 83.7 82.4
ConvNeXt-T 19.2 34.6 40.4 553 18.8 50.9 349 27.8 347 31.3| 487 41.9 35.8 46.0 32.0
ViT-B/16 16.0 16.2 20.5 245 21.6 26.5 18.0 23.1 21.8 20.0| 24.0 25.6 24.6 26.8 23.4
Swin-S 16.5 21.2 26.8 38.1 162 31.8 24.0 203 24.1 23.9| 32.1 27.3 24.8 29.1 24.2
MaxViT-T 17.1 21.7 263 393 11.2 32.8 225 184 234 23.1| 322 25.5 22.4 28.6 23.7
FGSMAT |Inception-V3 35.5 355 38.1 40.2 40.8 39.9 39.3 389 50.6 40.3| 40.0 511 50.1 50.9 56.3
EnsAT IncRes-V2 21.0 21.2 22.0 26.8 28.1 24.7 23.1 249 324 235| 238 31.0 31.3 30.8 36.7
FastAT  |ResNet-50 38.8 39.3 39.3 39.8 40.2 39.5 399 40.1 422 39.9| 399 45.6 46.1 46.1 454
PGDAT |ResNet-50 257 26.7 274 28.0 28.3 27.9 279 279 302 27.9| 279 36.7 36.7 36.2 33.7
PGDAT ResNet-18 38.3 38.6 39.0 39.5 40.8 39.1 39.6 40.0 41.7 39.6| 39.5 459 45.8 45.6 45.7
WRN-50-2 17.9 18.4 18.7 19.7 20.0 189 192 19.4 209 19.9| 194 28.1 28.1 27.4 25.5
PGDAT! XCiT-MI2 133 135 14.0 15.0 155 149 151 152 154 152| 148 25.5 25.6 24.9 19.9
XCiT-L12 125 134 14.0 140 147 144 148 150 152 152| 14.6 23.3 22.9 22.3 18.8
HGD IncRes-V2 18.7 26.8 31.9 50.8 30.7 43.4 26.6 32.3 31.8 24.5| 39.0 34.0 29.8 38.7 335
R&P ResNet-50 519 86.3 89.7 91.4 76.6 93.1 93.5 855 85.4 67.8| 93.0 94.8 93.8 95.9 89.0
Bit ResNet-50 56.8 95.0 95.9 88.1 82.5 96.5 98.0 92.0 91.0 81.4| 97.1 99.0 99.3 99.8 95.6
JPEG ResNet-50 524 823 88.3 82.4 83.0 939 88.5 86.9 83.0 66.0| 93.3 90.8 89.6 97.3 87.9
RS ResNet-50 472 86.3 89.1 86.8 67.3 92.7 91.0 823 83.5 68.5| 93.0 94.8 93.4 96.2 88.5
NRP ResNet-50 47.0 78.7 81.9 76.1 65.6 87.3 86.0 72.0 72.6 60.7| 88.3 78.0 76.7 83.6 69.6
DiffPure |ResNet-50 239 220 25.6 33.1 404 28.8 23.6 352 31.5 264| 282 28.7 29.0 30.8 33.2

obtained by YOLOVS, resulting in similar performance for both patches. We hypothesize that the
Loss Ensemble method does not attack the common weakness of YOLOv3 and YOLOVS, and instead
nearly solely relies on information from YOLOVS. Contrarily, our proposed method, aims to exploit
this common vulnerability and generates a patch that differs significantly from both YOLOv3 and
YOLOVS. As a result, our patch are more effective in attacking the object detectors.

In order to craft the strongest universal adversarial patch for object detectors, we ensemble all the
models in Huang et al. (2023) and craft an adversarial patch by our CWA algorithm. The patch is
visualized in Fig. 1(e). Our patch outperforms previous patches by a large margin. Compared to
the previous state-of-the-art methods (i.e., the loss ensemble by enhanced baseline in Huang et al.
(2023)), our approach improves by 4.26%, achieving 4.69% mAP on eight testing models in Tab. 2.

C.7 ABLATION STUDIES

In this section, we investigate the roles of the two additional hyperparameters: the reverse step size r
and the inner step size 5. We use the same experimental settings as Sec. 4.1, and average the attack
success rates across all target models.
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Ablation study on inner step size 5. Our MI-CSE algorithm could be viewed as optimizing the
original loss using the learning rate 3 and the cosine similarity regularization term using the learning

2
rate % As shown in Fig. 2(a), as 3 increases, the proportion of the regularization term gradually
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Table C.5: Black-box attack success rate (%, 1) of our methods without incorporating with MI.

Method Backbone FGSM BIM MI SAM CSE CWA
AlexNet 764 540 732 695 881 873
VGG-16 689 861 919 943 925 876
GoogleNet 544 766 891 925 928 885
Inception-V3 545 649 846 844 904 884
ResNet-152 545 960 966 980 953 89.1
DenseNet-121 574 930 958 977 955 88.1
SqueezeNet 850 804 894 913 946 912
Normal | ShuffleNet-v2 812 653 799 824 919 909
MobileNet-V3 589 556 718 731  90.6 89.7
EfficientNet-BO | 50.8 802 90.1 936 933 87.6
MNasNet 641 808 888 930 909 872
RegNetX-400MF | 57.1 811 893 929 936 90.1
ConvNeXt-T 398 686 816 867 830 725
ViT-B/16 338 350 592 558 845 832
Swin-S 340 482 660 69.6 802 720
MaxViT-T 313 497 661 711 785 69.0
FGSMAT | Inception-V3 530 434 550 557 835 8903
EnsAT TncRes-V2 325 285 425 403 821 834
FastAT ResNet-50 456 416 457 460 722 747
PGDAT | ResNet-50 363 309 374 365 702 729
ResNet-18 468 410 457 436 708 736
PGDAT | \yRN-50-2 277 209 278 264 647 68.1
XCIT-MI2 230 164 228 228 730 777
PGDAT' | S iry 1o 198 157 198 205 671 720
HGD TncRes-V2 360 780 762 828 864 80
R&P ResNet-50 679 958 963 983 950 88.7
Bit ResNet-50 69.1 970 973 988 975 893
JPEG ResNet-50 685 960 963 986 961 89.0
RS ResNet-50 609 961 956 982 958 89.9
NRP ResNet-50 366 887 724 924 829 627
DiffPure | ResNet-50 509 685 760 679 833 828

increases, leading to an increase in the attack success rate. However, when 3 becomes too large, the
error of our algorithm also increases, causing the attack success rate to plateau or decrease. Therefore,
we need to choose an appropriate value of 5 to balance between the effectiveness of the regularization
term and the overall performance of the algorithm.

Ablation study on reverse step size r. Fig. 2(b) shows that the attack success rate initially increases
and then decreases as 16/255/r increases. This is because when the reverse step size is too large, the
optimization direction is opposite to the forward step, leading to a decrease in the attack success rate.
Thus, decreasing the reverse step size initially increases the attack success rate. As the reverse step
size continues to decrease, MI-CWA gradually degrade to MI-CSE, causing the attack success rate to
converge to MI-CSE.

Ablation study on step size a. We evaluate the average attack success rate for various «, ranging
from 16/255/1 to 16/255/20. As depicted in Fig. 2(c), When o < 0.01, the reverse step size surpass
the forward step size. This results in opposing optimization directions and subsequently causes
a sharp decline in the efficacy of our method. For a > 0.01, the attack success rate remains
relatively consistent regardless of specific value of a.. This showcases our method’s resilience to
hyper-parameter variations.

Ablation study on momentum. We also conduct an experiment where our methods are not combined
with MI-FGSM. It is important to note that in other experiments, our methods and the baselines we
compare against, except for BIM and FGSM, are combined with MI-FGSM. As shown in Tab. C.5,
our methods still achieve superior results than FGSM and BIM. However, it is notable that there
is a significant decrease in performance compared with the results that incorporate MI-FGSM.
This experiment demonstrates that MI-FGSM has become a popular plug-and-play module capable
of efficiently enhancing the performance of various attack algorithms, and it has even become a
fundamental and indivisible component in the development of advanced attack algorithms.
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D ANALYSIS AND DISCUSSIONS
In this section, we conduct some additional experiments to prove our claims about the effectiveness

of our methods, regarding flattening the loss landscapes and maximizing the cosine similarity of
gradients to boost the transferability.

D.1 VERIFICATION OF THE APPROXIMATION IN CSE

T T
To verify whether T — ﬁ’;"_’ﬁz ~ I holds, We first average the value of I — ﬁ;ﬂiz over NIPS17 dataset,

and then downsample this matrix to (256, 256), finally we visualize this matrix in the form of heatmap.

The result is shown in Fig. D.1.

Figure D.1: Heatmap of the matrix.

As shown in the figure, the diagonal elements are close to 1, while the others are close to 0. As a
gig;
llgill=

result, the approximation I — ~ I is reasonable. This supports the Assumption A.1.

D.2 VISUALIZATION OF LANDSCAPE

We illustrate our claim about the relationship between the loss landscape and the transferability of
adversarial examples by visualizing the landscapes by different algorithms. In this part, we generate
the adversarial example on the ensemble of six surrogate models used in Sec. 4.1 and test on all the
defense models in RobustBench (Croce et al., 2021).

For each algorithm, we first craft an adversarial example & via this algorithm, which is expected to
be the convergence point during training and near the optimum of each black-box model. Then, we
use BIM (Kurakin et al., 2018) to fine-tune the adversarial example on each black-box model to get
the position of the optimum of each model p; (note that this process is white-box). To visualize the
loss landscapes of test models around @, we perturb  along the unit direction (p; — x)/||p; — ||
for each model and plot the loss curves in one plane. The results of MI and our method MI-CWA are
shown Fig. 4(a) and Fig. 4(b) respectively.

As shown in Fig. 4(a) and 4(b), the landscape at the adversarial example crafted by MI-CWA is much
flatter than that of ML. It is also noticeable that the optima of the models in MI-CWA are much closer
than those in MI. This supports our claim that CWA encourage the flatness of the landscape and
closeness between local optima, thus leading to better transferability.

D.3 COSINE SIMILARITY OF GRADIENTS

We also measure the average cosine similarity of the gradients between training (surrogate) models
and testing (black-box) models. The results are shown in Tab. D.1. Our method improves the cosine
similarity of gradients both between training models and testing models compared with MI. It shows
that our method is more likely to find the common weakness of the training models, and the common
weakness of the training models tends to generalize to testing models.

D.4 TIME COMPLEXITY ANALYSIS

To intuitively illustrate the time complexity of different methods in Sec. 4.1, we list their Number of
Function Evaluations (NFEs) in Tab. D.2, where n is the number of surrogate models. As shown, our
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Table D.1: Cosine Similarity of gradients. MI-CWA universally increases the cosine similarity of
gradients among models, regardless of whether they are from F,.4;y, Or F.

MI MI-CWA

ftXFt
.7:t><.7-'
FxF

0.185 0.193
0.024 0.032
0.061 0.076

methods MI-SAM, MI-CSE and MI-CWA are quite efficient. When combined with previous attacks,
they maintain their efficiency and enhance their efficacy, showcasing the potential of integrating our
approach with leading-edge attacks and optimizers.

We also test the real time cost of generating adversarial examples using different methods, utilizing
the surrogate models mentioned in Sec. 4.1. As shown in Tab. D.2, our method incurs only a slight
computational overhead compared to the baseline attacks. This demonstrates that our method can
serve as a plug-and-play algorithm to effectively and efficiently enhance transfer attack performance.

Table D.2: The number of function evaluations (NFEs) and real time cost of methods that we use in

Sec. 4.1.
Method |[FGSM BIM MI DI TI VMI SVRE PI SSA RAP |[MI-SAM MI-CSE MI-CWA VMI-CWA SSA-CWA
NFEs n 10n 10n 10n 10n 200n  30n 10n 200n 3400n| 20n 10n 20n 210n 210n
Time (s)| 0.2 0.8 08 08 09 21 3.0 0.7 185 168.2 1.7 1.0 1.8 21.2 26.3
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