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Abstract

While Multimodal Large Language Models
demonstrate exceptional proficiency in chart
understanding, their robustness against mislead-
ing visualizations remains a critical bottleneck.
Existing benchmarks predominantly utilize flat
taxonomies, conflating visual noise with seman-
tic manipulation, thereby obscuring the deeper
cognitive states behind model failures. To ad-
dress this, we propose CoVis, a benchmark
grounded in a four-layer cognitive taxonomy
(Perception-Mapping-Reasoning-Logic) to en-
sure comprehensive coverage of the adversarial
landscape. Using our proposed Knowledge-
Level Uncertainty (KLU), we identify a sys-
tematic Cognitive Bifurcation: model failures
collapse into either Cognitive Denial (confu-
sion due to visual obstructions) or Cognitive
Hijacking (delusion driven by semantic induce-
ments). Evaluations across 10 state-of-the-art
models demonstrate striking cross-model con-
sistency in these failure mechanisms. Notably,
we observe a pronounced Textual Dominance
effect, where MLLMs often prioritize decep-
tive text labels over conflicting visual evidence,
leading to high-confidence hijacking. Overall,
CoVis establishes a mechanism-based evalua-
tion paradigm, shifting the focus from surface-
level error correction to the governance of in-
ternal cognitive states.

1 Introduction

Data visualizations are essential tools for commu-
nicating quantitative evidence and supporting in-
formed decision-making across diverse fields. With
the rapid development of Multimodal Large Lan-
guage Models (MLLMs) (Radford et al., 2021;
Alayrac et al., 2022; Team et al., 2023; Achiam
et al., 2023; Dubey et al., 2024; Li et al., 2024; Wu
et al., 2024), models have demonstrated perception
and reasoning capabilities comparable to humans
on standard chart understanding tasks (Masry et al.,
2022; Xia et al., 2025). However, real-world vi-

Figure 1: Diverse manifestations of misleading visual-
izations. (a) Information Confusion: Excessive visual
noise (e.g., overplotting) that obscures the underlying
data. (b) Intentional Misleading: Strategic manipula-
tion (e.g., truncated axes) designed to induce incorrect
causal conclusions.

sualizations are not always benevolent and well-
formed. From distorted axes to deceptive labeling,
Misleading Visualizations have become potent ve-
hicles for misinformation propagation (King, 1986;
Pandey et al., 2015). In high-stakes domains such
as finance and healthcare, the ability to resist these
visual traps is not merely a performance metric,
but a prerequisite for trustworthy decision-making
(Lauer and O’Brien, 2020).

Although recent efforts have identified signifi-
cant performance drops in MLLMs facing chart
deception (Chen et al., 2025; Mahbub et al., 2025),
existing evaluations typically rely on flat error tax-
onomies and report only scalar accuracy. Such a
broad approach conflates design normative errors
with semantic manipulation, thereby failing to dis-
tinguish between fundamentally different failure
modes, masking the deeper cognitive mechanisms
that drive model fragility. As illustrated in Figure 1,
these studies predominantly employ a “Flat Tax-
onomy,” conflating Design Normative Errors (e.g.,
cluttering/confusion, Figure 1a) with Logical Ma-
nipulative Errors (e.g., truncated axes/misleading,
Figure 1b). While the former primarily introduces
perceptual noise leading to reading difficulties, the
latter constructs deep semantic traps. This evalu-
ation approach, driven solely by scalar Accuracy,
obscures the internal state of the model: when a



model errs, is it simply confused by illegible pixels
or deluded by a malicious narrative? Scalar met-
rics fail to distinguish between these fundamentally
different failure scenarios.

To bridge this gap from pixel-level robustness
to cognitive-level alignment, we propose the Co-
Vis (Cognitive Visualization) benchmark. Un-
like previous classifications based on surface fea-
tures, CoVis constructs a four-layer cognitive tax-
onomy covering Perception-Mapping-Reasoning-
Logic, grounded in cognitive psychology. We
meticulously curated 38 core misleading types,
ensuring comprehensive coverage from low-level
feature extraction blockage to high-level semantic
logic traps. By conducting a stress test across 10
representative SOTA models with 8,480 instances,
we move limited case studies to perform a system-
atic auditing of model robustness.

Furthermore, by introducing Knowledge-Level
Uncertainty (KLU), an information-theoretic met-
ric that measures the divergence of a model’s out-
put distribution from a uniform state, we uncover a
Cognitive Bifurcation that explains the contrast-
ing failures illustrated in Figure 1. By quantifying
the concentration of output logits, KLU serves as
a diagnostic probe to distinguish between two or-
thogonal failure mechanisms:

* Cognitive Denial: Triggered primarily by the
information confusion seen in Figure 1a. In
these cases, excessive visual noise acts as an
Information Blocker, yielding a distribution
near uniform (low KLU). This represents a
high-entropy state where the model admits
ignorance due to blocked perception.

* Cognitive Hijacking: Triggered by the inten-
tional inducements shown in Figure 1b. Here,
strategic manipulations act as Semantic De-
coys, concentrating the probability mass on a
single incorrect option (high KLU). This rep-
resents a low-entropy state where the model
is trapped in confident delusion.

Notably, this discovery exposes a systemic Textual
Dominance phenomenon: when visual geometric
features conflict with deceptive text labels, models
consistently ignore visual evidence and are confi-
dently hijacked by incorrect text.

In summary, our main contributions are as fol-
lows:

* CoVis Benchmark: We propose CoVis, a
benchmark grounded in cognitive psychol-

ogy containing 38 fine-grained error types de-
signed for systematic robustness diagnosis.

* KLU Diagnostic Metric: We introduce
Knowledge-Level Uncertainty (KLU), an
uncertainty-based probe that decouples failure
mechanisms by measuring the information-
theoretic distance between model predictions
and random guessing.

* Mechanism Discovery: We identify a Cog-
nitive Bifurcation, the Denial and Hijacking
mechanisms, along with a systemic textual
dominance effect, providing empirical evi-
dence to guide future safety alignment.

2 Related Work

2.1 MLLM Benchmarks for Chart
Understanding

With the rapid advancement of Multimodal Large
Language Models (MLLMs), benchmarks for chart
understanding have emerged extensively. Early
benchmarks like PlorQA (Methani et al., 2020) and
ChartQA (Masry et al., 2022) and focused on basic
capabilities such as data extraction and reasoning
from standard charts. Subsequently, comprehen-
sive benchmarks like Charxiv (Wang et al., 2024),
Chartbench (Xu et al., 2023), Evochart (Huang
et al., 2025), and so on (Wang et al., 2024; Masry
et al., 2025), which expanded coverage to broader
disciplines, driving models to achieve near-human
performance in perception and reasoning tasks.
However, these mainstream benchmarks are pre-
dominantly composed of normal visualizations.
They assume that visual inputs truthfully reflect
the underlying data, thereby evaluating the models’
performance rather than their robustness. As our
study reveals, high accuracy on clean data often
masks fragility against adversarial perturbations.

2.2 Misleading Visualization

With the development of MLLMs, the community
has begun to address the security threats posed
by misleading visualizations. Early research in
Human-Computer Interaction (HCI) established
the theoretical landscape: Lo et al. (2022) identi-
fied 74 distinct misleading elements in real-world
charts, while Lisnic et al. (2023) highlighted how
visual tricks on social media are coupled with tex-
tual framing to manipulate perception.

Recently, automated evaluation for MLLMs has
emerged. Lo and Qu (2024); Alexander et al.



(2024) pioneered the probing of models’ detection
capabilities via prompting. Subsequently, large-
scale benchmarks such as Misleading ChartQA
(Chen et al., 2025), The Perils of Chart Decep-
tion (Mahbub et al., 2025), MisViz (Tonglet et al.,
2025b) have quantified the significant performance
degradation of state-of-the-art models against vari-
ous deceptive designs. Furthermore, research has
extended to downstream applications, including
defense (Tonglet et al., 2025a; Song et al., 2025),
interactive correction (Das and Mueller, 2025), and
rhetorical intent analysis (Blasilli and Angelini).

Despite confirming the vulnerability of MLLMs,
current evaluation paradigms suffer from two criti-
cal limitations. First, existing benchmarks predom-
inantly employ a Flat Taxonomy (Chen et al., 2025;
Tonglet et al., 2025b), categorizing “Design Norma-
tive Errors” (e.g., color misuse) alongside “Logical
Fallacies” (e.g., semantic manipulation) as parallel
labels without structural distinction. This approach
conflates Visual Noise (perception level) with Se-
mantic Manipulation (logic level). Second, cur-
rent assessments rely almost exclusively on scalar
metrics (e.g., Accuracy), lacking a Cognitive Di-
agnosis of the model’s internal state. While uncer-
tainty estimation is widely used in NLP for hallu-
cination detection (Kadavath et al., 2022; Huang
et al., 2023), it remains unexplored in the context
of adversarial charts. Consequently, existing works
cannot distinguish between Cognitive Denial (a
high-entropy state of admitted ignorance due to
blocked perception) and Cognitive Hijacking (a
low-entropy state of confident delusion driven by
semantic traps). CoVis addresses these limitations
by introducing a four-layer cognitive taxonomy and
the Knowledge-Level Uncertainty (KLU) metric,
shifting the focus from performance benchmarks
to a deeper analysis of internal failure states.

3 The CoVis Benchmark

Rather than relying on web-scraped images (Lo
et al., 2022), which can introduce confounding fac-
tors like noise and erratic formatting, we utilize a
script-based synthesis framework. This approach
leverages plotting libraries to generate charts pro-
grammatically, providing direct control over visual
parameters. Consequently, we can apply specific
misleading designs while ensuring absolute align-
ment between the visual representation and the
ground-truth information.

Cognitive Logic Layer

Semantic Mapping Layer

(inegible Text) [ Indistinguishable Colors ) ((Overplotting ).

Visual Perception Layer

(Overusing Colors ] Plotting Error | Violating Color Convention )

Figure 2: The structural composition of the CoVis four-
layer cognitive pipeline. The architecture is organized
into four sequential stages: Perception, Mapping, Rea-
soning, and Logic, which categorize 38 core misleading
types into a hierarchical system.

3.1 Theoretical Basis: The 4-Layer Cognitive
Pipeline

To identify the underlying failure mechanisms trig-
gered by misleading visualizations, we structure
our benchmark based on established principles
of cognitive psychology and visualization theory.
We adapt Pinker’s model of graph comprehension
(Pinker, 2014; Kosslyn, 2006; Khalil et al., 2005)
to investigate the specific stages where MLLMs
become vulnerable to deception. By utilizing a
four-layer cognitive pipeline, we can diagnose how
perturbations at different levels, from initial signal
perception to high-level logical synthesis, result in
model failure, allowing for a detailed analysis of
the internal processes that drive these errors.

As illustrated in Figure 2 and detailed in Ap-
pendix A.1, we curate 38 core error types of visual
misleadingness mapped to these four stages:

1. Visual Perception Layer (Signal Acquisi-
tion): Targets the raw extraction of visual
features. We inject physical noise (e.g., over-
plotting, indistinguishable colors) to sever the
link between pixels and objects.

2. Semantic Mapping Layer (Decoding): Tar-
gets the translation of visual variables (e.g.,
position, length) into data concepts. We re-
move or obscure the reference systems (e.g.,
missing axes, inconsistent labels) required for
decoding.

3. Visual Reasoning Layer (Operation): Tar-
gets the geometric comparison and calculation
processes. We introduce spatial distortions
(e.g., truncated axes, dual scales) that violate
standard visual grammar.
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Figure 3: The CoVis data construction pipeline. We utilize a Code-as-Data engine to synthesize charts with
parametric perturbations, followed by LLM-driven QA refactoring and a stringent human-in-the-loop verification

process, resulting in 848 high-quality instances.

4. Cognitive Logic Layer (Decision): Targets
high-level semantic interpretation. We manip-
ulate contextual information (e.g., data select-
ing, concealed uncertainty) to induce logical
fallacies despite correct visual perception.

3.2 Construction Workflow
3.2.1 Seed Selection & Parametric Injection

Our data generation pipeline begins with the selec-
tion of canonical chart schemas. We ground our
seed charts in the taxonomy defined by VLAT (Lee
etal., 2016), arigorously validated visualization lit-
eracy assessment framework. This ensures that our
base charts adhere to standard perceptual principles
before perturbation. Leveraging a “Code-as-Data”
paradigm, we developed a Python-based generation
engine utilizing Matplotlib.

To ensure a balanced representation across the
four cognitive layers, we initially instantiated a to-
tal of 1,250 candidate chart-data pairs. For each
instance, the engine performs two synchronized
operations:

* Raw Data Synthesis: It generates underlying
data tables (CSV) with controlled statistical
properties, such as linear trends, clusters, or
seasonal fluctuations.

* Adversarial Noise Injection: It program-
matically alters rendering parameters to cre-
ate specific error types, such as adjusting
ax.set_ylim() for Truncated Axis or set-
ting alpha=0.1 for Indistinguishable Col-
ors, while maintaining pixel-perfect align-
ment with the ground-truth numerical data.

3.2.2 QA Refactoring: From Meta-Cognition
to Fact Retrieval

A common pitfall in existing benchmarks is the
use of meta-cognitive questions (e.g., “Is this chart
misleading?””). Such framing introduces a ““sus-
picion bias,” priming the model to look for er-
rors regardless of visual evidence. To eliminate
this confounder, we refactor the task into “Hard
Fact Retrieval.” We employ GPT-40 to generate
multiple-choice questions based solely on the raw
data tables. The prompting strategy (detailed in
Appendix A.3) enforces specific constraints:

* Objective Focus: Questions must target spe-
cific numerical data points or categorical
trends rather than asking about the chart’s de-
sign quality.

* Trap Design: Distractor options must explic-
itly include values suggested by the visual
manipulation, such as the perceived value in a
truncated axis or a distorted area encoding, to
act as “lures” for Cognitive Hijacking.

During this stage, 142 instances were automati-
cally discarded due to LLM-generated questions
that were either ambiguous or not strictly answer-
able from the CSV data, leaving 1,108 candidates
for human review.

3.2.3 Human-in-the-loop Verification

To ensure the validity of the generated QA pairs, we
implemented a rigorous human-in-the-loop verifi-
cation process via a custom-built Interactive Anno-
tation Platform (see Appendix A.2). Three expert
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Figure 4: A representative sample from the CoVis
benchmark. The figure displays a misleading chart with
“Indistinguishable Colors” (L1) and its corresponding
adversarial QA pair. The distractors are designed as
“lures” based on the visual distortion to probe for Cogni-
tive Denial.

annotators with backgrounds in data visualization
performed a dual-verification protocol:

* Solvability Check: Verifying that the Ground
Truth option is strictly derivable from the un-
derlying data table.

* Adversarial Effectiveness Check: Confirm-
ing that the chart visually suggests the “Trap
Option” (for Hijacking types) or renders the
data genuinely illegible (for Denial types).

Figure 4 illustrates a representative CoVis instance
featuring an “Indistinguishable Colors” error (L1),
demonstrating how visual obstructions trigger Cog-
nitive Denial via our QA refactoring.

4 Experiment

4.1 Experiment Setup

4.1.1 Evaluated Models & Implementation

Model Selection Criteria To ensure a compre-
hensive evaluation of the MLLM landscape, we
curate a set of 10 state-of-the-art models spanning
five distinct architectural families, each represented
by a small and a large parameter variant (as detailed
in Table 1). This paired design allows us to con-
trol for architectural differences while isolating the
effects of model scaling on cognitive states:

* Qwen3-VL (8B & 32B): Represents the latest
generation of MLLMs, possessing advanced

visual understanding and reasoning capabili-
ties.

* DeepSeek-VL2 (Tiny & Native): Represents
models optimized for reasoning, incorporating
mixture-of-experts (MoE) and reinforcement
learning strategies.

* Llama-3.2-Vision (11B & 90B): A widely
adopted, representative open-weights baseline
for multimodal tasks.

* LLaVA-OneVision (7B & 72B): Represents
the “Strong Encoder” paradigm, utilizing
SigL.IP-SO400M and a specialized “AnyRes”
strategy for high-resolution details.

e LLaVA-v1.6-Vicuna (7B & 13B): Serves
as a classic baseline representing the widely
adopted LLaVA architectures.

Inference Settings We evaluate all models in a
zero-shot setting to strictly probe their intrinsic ca-
pabilities without the influence of few-shot demon-
strations. To ensure the Knowledge-Level Uncer-
tainty (KLU) metric reflects the model’s true under-
lying probability distribution rather than sampling
noise, we perform inference using a decoding tem-
perature of 0.01 and a nucleus sampling threshold
of 0.001. For each multiple-choice question, we
extract the raw logits associated with the option
tokens (e.g., “A”, “B”, “C”, “D”) and normalize
them via Softmax to compute the probability dis-
tribution P required for KLU calculation. All ex-
periments were conducted on a cluster of NVIDIA
H100 (80GB) GPUs.

4.1.2 Evaluation Metrics

Accuracy We report the standard Accuracy
(ACC) to measure the model’s success rate in fac-
tual retrieval. While ACC reflects the final utility,
we argue it is insufficient for adversarial evalua-
tion: a score of zero conflates “ignorant guessing”
with “confident hallucination,” masking the distinct
safety risks associated with each.

Knowledge-Level Uncertainty (KLU) Standard
scalar metrics treat all incorrect predictions equally,
failing to distinguish between a model that is “con-
fused” and one that is “misled.” To decouple these
failure modes, we introduce Knowledge-Level Un-
certainty (KLU), a diagnostic probe based on the
information-theoretic distance between the model’s
confidence distribution and random guessing.



Model L1: Perception L2: Mapping L3: Reasoning L4: Logic Average
DeepSeek-VL2-Tiny 0.320 0.397 0.732 0.160 0.402
DeepSeek-VL2-Native 0.554 0.580 0.727 0.540 0.600
Llama-3.2-11B-Vision 0.117 0.264 0.939 0.100 0.355
Llama-3.2-90B-Vision 0.221 0.351 0.797 0.440 0.452
LLaVA-v1.6-Vicuna-7B 0.167 0.299 0.801 0.220 0.372
LLaVA-v1.6-Vicuna-13B 0.162 0.383 0.636 0.380 0.390
LLaVA-OneVision-7B 0.608 0.528 0.519 0.420 0.519
LLaVA-OneVision-72B 0.626 0.574 0.710 0.660 0.642
Qwen3-VL-8B 0.685 0.545 0.528 0.580 0.584
Qwen3-VL-32B 0.716 0.597 0.788 0.660 0.690

Table 1: Zero-shot accuracy across cognitive layers. Best performance is in bold.

Mathematical Formulation: For a given ques-
tion with K options (where K = 4 in CoVis), let
P = {p1,...,pr} denote the model’s softmax
probability distribution over the answer space, and
U={1/K,...,1/K} denote the uniform distribu-
tion representing maximum uncertainty. We define
KLU as the Kullback-Leibler divergence of P from
U:

KLU(P) = Dy (P || U) = In K — H(P) (1)

where H(P) is the Shannon entropy. Physically,
KLU quantifies the information gain of the model’s
prediction relative to a random guess.

Rationale & Interpretation: In the context of
misleading visualizations, KLU serves as a probe
for the model’s certainty landscape when prediction
fails:

¢ Lower KLU (Distributional Flatness): This
indicates that the model’s output approaches
uniformity (P =~ U). It signifies a state of
High Entropy, implying that the model fails
to extract discriminative features from the vi-
sual input and effectively reverts to random
guessing (Cognitive Denial).

High KLU (Probability Concentration):
This indicates that the probability mass is
heavily concentrated on a specific option.
When the prediction is incorrect, a high KLU
signifies a state of False Certainty, implying
that the model has been strongly anchored to
a specific wrong answer by the adversarial
features (Cognitive Hijacking).

By analyzing the distribution of KLU, we can de-
termine whether the robustness failure stems from
a lack of discriminative power (Flatness) or mis-
aligned confidence (Concentration).

4.2 Main Results

4.2.1 Overall Vulnerability

We first assess the absolute robustness of MLLMs
against the CoVis benchmark. As presented in Ta-
ble 1, the results reveal a significant performance
gap compared to standard chart evaluation bench-
marks. The average accuracy across all 10 evalu-
ated models is merely 50.1%, indicating that nearly
half of the adversarial samples successfully by-
pass current model defenses. Even the state-of-the-
art Qwen3-VL-32B achieves only 69.0% accuracy,
leaving a substantial 31% robustness gap. More
critically, widely used foundational models such as
Llama-3.2-11B-Vision (35.5%) and LLaVA-v1.6-
7B (37.2%) perform dangerously close to the ran-
dom guessing baseline (25%). This underscores
that robustness against visual misleadingness re-
mains a systemic blind spot, irrespective of the
model family.

4.2.2 The Impact of Scale

Analyzing the performance delta between paired
small and large models reveals that scaling param-
eters does not benefit all cognitive layers symmet-
rically (see Figure 5):

* Logic Benefits from Scale: The most sub-
stantial gains are observed in Layer 4. For
instance, scaling DeepSeek-VL2 from Tiny to
Native boosts Layer 4 accuracy by +38.0%,
and Llama-3.2-Vision from 11B to 90B by
+34.0%.

Perception Hits a Ceiling: Conversely, gains
in Layer 1 are marginal or inconsistent. While
LLaVA-OneVision gains only +1.8% when
scaling from 7B to 72B, LLaVA-v1.6 sees
a slight regression (-0.5%). This suggests a
“Perceptual Ceiling” in current architectures.



Error Type L State Score | Error Type L State Score
Missing Normalization 4  Hijack (T) 1.0 inapprop.itemorder 2 Hijack (T) 0.7
overplotting 1 Denial (B) 1.0 changingscale 3 Denial (B) 0.7
discretized-cont.var 2 Hijack (T) 1.0 plottingerror 1 Hijack (T) 0.7
inconsist.valuelabels 2 Hijack (T) 0.9 misuse.circular 3 Denial (B) 0.7
inconsist.ticklabels 2 Denial (B) 0.9 missinglegend 2 Hijack (T) 0.7
Deceptive Labeling 4 Hijack (T) 0.9 truncatedaxis 3 Hijack (T) 0.6
Missing Data 4 Hijack (T) 0.9 sineillusion 3 Denial (B) 0.6
missingaxisticks 2 Denial (B) 0.9 areaencoding 3 Denial (B) 0.6
missingaxis 2 Denial (B) 0.9 missingtitle 2 Hijack (T) 0.6
extendedaxis 3 Denial (B) 0.9 missingabbrev. 2 Denial (B) 0.6
Data Selecting 4 Hijack (T) 0.9 dualaxis 3 Hijack (T) 0.6
overusingcolors 1 Denial (B) 0.8 violating.color 1 Denial (B) 0.6
missingvaluelabels 2 Denial (B) 0.8 confusingcharttype 2 Ambiguous 0.5
missingunits 2 Hijack (T) 0.8 inconsist.grouping 2 Ambiguous 0.5
invertedaxis 3 Hijack (T) 0.8 missingaxistitle 2 Ambiguous 0.5
3d 1 Denial (B) 0.8 confusinglegend 2 Ambiguous 0.5
inapprop.aspectratio 3 Denial (B) 0.8 data-diff.-mag. 2 Ambiguous 0.5
illegibletext 1 Denial (B) 0.8 pictorialareaenc. 3 Ambiguous 0.5
Concealed Uncertainty 4  Hijack (T) 0.8 indisting.colors 1 Ambiguous 0.5

Table 2: KLU Rank Consistency across 38 error types. State indicates the dominant mechanism (Hijacking vs.

Denial). Score is the Consistency Score across 10 models.

Figure 4: The Impact of Scale across Layers (Asymmetric Gains)
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Figure 5: Performance delta across cognitive layers
when scaling from small to large model variants. Scal-
ing enhances logical synthesis (L4) but offers diminish-
ing returns for perceptual robustness (L1).

However, we observe a counter-intuitive Reason-
ing Regression in specific architectures. Notably,
scaling Llama-3.2-Vision from 11B to 90B results
in a significant performance drop in Layer 3 (Visual
Reasoning), falling from 93.9% to 79.7% (-14.2%).
We hypothesize this represents a “Curse of Prior
Knowledge”: smaller models may rely on naive,
pixel-level geometric measurements, while larger
models possess stronger priors that may override
immediate visual evidence when facing counter-
intuitive designs like inverted axes.

4.3 Cognitive Mechanism Analysis

4.3.1 Universality of Failure Modes

A fundamental question is whether failure modes
are model-specific idiosyncrasies or universal phe-
nomena. As detailed in Table 2, our analysis re-
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Figure 6: Prevalence of cognitive failure mechanisms.
The distribution validates that models under adversarial
settings tend to collapse into two states: Denial or Hi-
jacking.

veals a striking universality: 81.5% of error types
achieve a Consistency Score of > 0.6. This indi-
cates that regardless of architecture or scale, spe-
cific visual triggers activate the same underlying
uncertainty state across the MLLM family.

4.3.2 Defining the Binary Mechanisms

Based on the observed consistency, we formally
define two orthogonal cognitive states that govern
MLLM failures:

* Cognitive Denial: Characterized by low KLU
rankings. Visual noise acts as an Information
Blocker, forcing the model into a high-entropy
state of admitted ignorance.

* Cognitive Hijacking: Characterized by high



KLU rankings. Adversarial features act as
Semantic Decoys, anchoring the model to a
wrong answer with false certainty.

As shown in Figure 6, the failure landscape is
heavily polarized, confirming that “hesitation” is
rare in current MLLMs; they are either universally
blinded or universally deluded.

5 Discussion

5.1 The Textual Dominance in Multimodal
Conflicts

A critical insight from our consistency analysis
(Table 2) is exemplified by the behavior of Incon-
sistent Value Labels. In this error type, the visual
signal (the geometric height of a bar) directly con-
tradicts the semantic signal (the text label on the
axis). Despite this blatant visual mismatch, this
error consistently triggers Cognitive Hijacking
(High KLU, Top-Half Distribution) across 90% of
the evaluated models.

Rather than being an outlier, this phenomenon
empirically validates a fundamental Modality
Bias(Wu et al., 2025; Zheng et al., 2025) inher-
ent in current MLLM architectures: Textual Dom-
inance. When faced with conflicting information
from dual modalities, models systematically prior-
itize the textual path, effectively bypassing visual
verification. This suggests that existing MLLMs
are influenced by language priors and tend to ig-
nore visual features. The visual encoder acts as
a subordinate feature extractor, susceptible to be-
ing overridden by any coherent, even if deceptive,
semantic narrative found in the text. This “blind
trust” in text is a primary engine driving Cognitive
Hijacking, confirming that the model’s certainty is
anchored more in what it reads than in what it sees.

5.2 From Error Categories to Cognitive
Consequences

Existing benchmarks predominantly rely on Flat
Taxonomies, treating diverse error types as iso-
lated labels. To address this lack of structure,
CoVis adopts a 4-Layer Hierarchical Taxonomy
(Perception-Mapping-Reasoning-Logic), providing
ontological completeness that ensures full coverage
of the visual processing pipeline.

However, our empirical findings reveal that
while this layered approach is structurally supe-
rior, it shares a critical limitation: it categorizes the
input trigger rather than the diagnostic outcome.
Our KLU analysis demonstrates that regardless of

the theoretical layer, the cognitive state of a mis-
led model predominantly collapses into one of two
orthogonal attractors: Cognitive Denial or Cogni-
tive Hijacking. We argue that the true boundary
of model robustness lies in this cognitive conse-
quence, not the error stage. A model that remains
highly confident when misled (Hijacking) is fun-
damentally more hazardous than one that admits
ignorance (Denial). Therefore, future evaluations
must shift focus from where the error occurs to how
the model reacts, establishing Cognitive Stability
as the new standard for safety alignment research.

5.3 Implications for Adversarial Alignment

The striking cross-model consistency in hijacking
mechanisms suggests that current RLHF (Rein-
forcement Learning from Human Feedback) may
be insufficient for visual reasoning. Most align-
ment processes focus on linguistic safety, yet our
results show that geometric deception can easily
bypass these safeguards. Future alignment should
incorporate "Adversarial Chart Reasoning" into the
fine-tuning loop, specifically rewarding models that
flag visual-textual contradictions rather than those
that simply provide a confident (but wrong) answer.

6 Conclusion

In this work, we introduce CoVis, a diagnostic
benchmark designed to evaluate the cognitive ro-
bustness of MLLMs against misleading visualiza-
tions. By shifting from flat taxonomies to a 4-layer
hierarchical framework, we provide a more struc-
tured map of the adversarial landscape. Our evalua-
tion of 10 state-of-the-art models reveals a systemic
fragility: even highly capable models are suscep-
tible to Cognitive Hijacking, a state where decep-
tive semantic cues override visual evidence with
high confidence. The introduction of Knowledge-
Level Uncertainty (KLU) allows us to bridge the
gap between error types and failure mechanisms,
uncovering a fundamental Cognitive Bifurcation
between confusion and delusion. Furthermore, the
observed Textual Dominance effect highlights a
critical bottleneck in current multimodal architec-
tures. Ultimately, CoVis advocates for a paradigm
shift in evaluation, moving beyond scalar accuracy
toward mechanism-based cognitive alignment. We
hope this work provides the diagnostic depth neces-
sary to develop the next generation of cognitively
reliable visual agents.



Limitations

Despite the comprehensive scope of the CoVis
benchmark and the diagnostic depth provided by
the KLU metric, we acknowledge several con-
straints that offer avenues for future research:

* Scope of Visualization Diversity: While Co-
Vis curates 38 core misleading types across
four cognitive layers, it does not yet encom-
pass highly specialized or domain-specific vi-
sualizations (e.g., 3D scatter plots in bioin-
formatics or complex interactive dashboards).
Future iterations should expand to these niche
categories to test the generalizability of the
“Cognitive Bifurcation” theory.

¢ Metric Constraints (KLU): The calculation
of Knowledge-Level Uncertainty (KLU) re-
quires access to the model’s raw output logits.
While this is straightforward for open-weights
models and many research APIs, it poses chal-
lenges for certain highly restricted black-box
systems that provide only text strings without
log-probabilities. Approximation methods for
these systems remain to be explored.

Ethics Statement

This work does not involve the collection or use
of any human-related data. All materials are chart-
based and synthesized through our proposed gener-
ation engine. To support reproducibility and open
science, the CoVis benchmark will be released un-
der the Creative Commons Attribution 4.0 Inter-
national (CC-BY 4.0) license, and the generation
code will be made available under the Apache 2.0
license. We have ensured that the adversarial per-
turbations and synthesized content do not introduce
offensive, biased, or harmful visual-language asso-
ciations. No ethical concerns were identified in the
preparation of this dataset or the subsequent study.
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A Appendix

A.1 Detailed Taxonomy of Misleading

Visualizations
Layer Error Type Definition and Cognitive Impact
3D Effect Using 3D perspective to represent 2D data, causing volume/area distortion.
Illegible Text Text rendered at extremely low resolution or overlapping, making it unreadable.
Indistinguishable Colors ~ Using color scales with insufficient contrast, making categories visually merged.
L1 Overplotting Excessive density of data points or lines that obscures the underlying distribution.
Overusing Colors Employing too many colors for categorical data, exceeding cognitive load limits.
Plotting Error Raw rendering failures (e.g., misaligned bars) that contradict source data.
Violating Color Conv. Using colors counter-intuitively (e.g., red for "good", blue for "hot").
Confusing Chart Type Using an inappropriate chart (e.g., pie chart for time series) to obscure trends.
Confusing Legend Legends that use ambiguous symbols or are placed far from data elements.
Data in Diff. Mag. Vast scale differences without clear indication, hiding small values.
Discretized Cont. Var. Converting continuous data into arbitrary bins to hide specific fluctuations.
Inappropriate Item Order  Non-logical ordering of categorical data to imply a non-existent ranking.
Inconsistent Grouping Varying the grouping criteria across different parts of the visualization.
Inconsistent Ticks Non-uniform intervals between axis ticks, distorting the perceived rate of change.
L2 Inconsistent Labels Textual labels on data points that contradict their actual geometric position.
Missing Abbreviation Non-standard abbreviations that hinder semantic decoding.
Missing Axis Omitting X or Y axes, leaving data points without a spatial reference frame.
Missing Axis Ticks Removing tick marks, making it impossible to retrieve precise numerical values.
Missing Axis Title Omitting labels for axes, leading to ambiguity in measurement.
Missing Legend Omitting the key for colors or shapes, severing the link between visual and data.
Missing Title Omitting the main title, depriving the model of the chart’s overall context.
Missing Units Omitting units (e.g., $, kg), leading to magnitude confusion.
Missing Value Labels Omitting direct labels in cluttered charts where axis lookup is difficult.
Area Encoding Using area to represent data where the scale is non-linear.
Changing Scale Dynamically altering the scale within a single axis (e.g., linear to log).
Dual Axis Using two different Y-axes to imply a false correlation.
Extended Axis Stretching axes unnecessarily to flatten trends and minimize change.
L3 Inapprop. Aspect Ratio Distorting height/width ratio to exaggerate or dampen slopes.
Inverted Axis Reversing axis direction to flip the perceived trend.
Misusing Circular Using radar/pie charts for data that does not sum to a meaningful whole.
Pictorial Area Using icons of varying sizes where area vs. height growth is confusing.
Sine Illusion Optical illusion where vertical distance between curves is misperceived.
Truncated Axis Starting Y-axis at a non-zero value to exaggerate small differences.
Data Selecting Selective data presentation to support a biased or false narrative.
Concealed Uncertainty Presenting estimates as absolute facts without indicating error margins.
L4 Deceptive Labeling Using biased language in titles/labels to prime a specific conclusion.

Missing Data
Missing Normalization

Strategically omitting unfavorable time periods or data categories.
Comparing raw counts for groups of different sizes, causing unfair bias.

Table 3: Comprehensive Definitions of the 38 Misleading Types.
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A.2 Human-in-the-loop Verification Details

Global ID: 1

What was the January ol price?

B:84a35

D:g5236

Figure 7: The custom-built Interactive Annotation Platform
for CoVis.

To ensure the high quality of the CoVis benchmark,
three expert annotators followed a standardized
protocol. The following Annotator Instructions
were provided to each participant via the platform’s
briefing interface:

1. Data Fidelity Audit: Verify that the geomet-
ric elements in the chart (e.g., bar heights, line
slopes) strictly correspond to the numerical val-
ues in the provided CSV file. Flag any rendering
hallucinations or misalignments.

2. Question Logic Check: Ensure the question is a
“Hard Fact” retrieval task. It must be answerable
using only the raw data, without requiring prior
external knowledge or asking about the chart’s
aesthetic quality.

3. Adversarial Trap Validation:

* Does the visual deception (e.g., truncated axis)
naturally lead a human viewer to the desig-
nated Trap Option?

¢ Is the Correct Option unambiguously clear
once the deception is identified?

4. Taxonomy Classification: Confirm that the in-
stance correctly exemplifies one of the 38 mis-
leading types in our taxonomy. If the deception
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is multi-layered, assign it to the most dominant
cognitive layer.

5. Option Refactoring: If the LLM-generated dis-
tractors are too easy or unrelated to the visual
trick, manually edit them to enhance their “Cog-
nitive Hijacking” potential.

Ethics and Data Consent: All verification steps
were conducted by researchers who were informed
of the project’s goals and consented to the inclu-
sion of their feedback in the public benchmark.
Regarding the source material, all visualizations
and underlying numerical data in CoVis were
synthetically generated using our proprietary
engine, ensuring no infringement on personal
privacy or third-party data rights. No personal
identifiable information (PII) was collected.
Annotator Compensation: The verification pro-
cess was conducted by three expert researchers
who are co-authors of this paper. Therefore, the
task was performed as part of their professional
research contribution; no external recruitment or
financial compensation was involved.

A.3 Prompts for QA Refactoring

System Prompt for QA Generation

You are an expert data analyst and cognitive psychology
researcher. Your task is to refactor raw CSV data into
adversarial QA pairs based on a specific misleading
visualization type [TYPE].

Instructions:
1. Adversarial Intent: Reflect the misleading purpose of
[TYPE].

2. Format: Multiple-choice (4 options) per filepath stan-
dard.

3. Objective Probing: Ask about data content (values,
trends), not the misleading technique.

4. Distractor Design:

e Correct: Precise calculation from ground-truth.

e Lure: Answer likely chosen if deceived by visual
distortion.

5. Metadata: Include Target Misleading Option.
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