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Abstract

The proliferation of multi-agent systems in sensitive domains such as healthcare and1

finance necessitates robust privacy-preserving mechanisms that do not compromise2

utility or coordination efficiency. We present PrivacyMAS, a novel framework3

that addresses the fundamental trilemma between privacy preservation, utility max-4

imization, and coordination scalability in multi-agent systems. Our key innovation5

is the ADAPT (Adaptive Differential privacy with Agent-based Privacy budgeT)6

algorithm, which dynamically adjusts privacy budgets based on environmental7

feedback, attack detection, and coordination quality metrics. Unlike existing static8

approaches that have been shown to be suboptimal in dynamic environments,9

ADAPT learns from the coordination environment to optimize the privacy-utility10

tradeoff while maintaining O(log n) communication complexity. We evaluate11

PrivacyMAS on two real-world datasets: medical diagnosis coordination using the12

DrBenjamin AI-Medical-Chatbot dataset comprising 10,000 clinical dialogues, and13

financial trading using the Sujet-Finance-Instruct-177k dataset containing 177,59714

financial instructions. Our experiments demonstrate that ADAPT achieves up to15

a 19.6% improvement in utility compared to static differential privacy baselines16

while maintaining equivalent privacy guarantees with ϵ ∈ [0.1, 2.0]. Furthermore,17

our framework exhibits superior resistance to membership inference and attribute18

inference attacks, reducing attack success rates by up to 52.9% in medical do-19

mains and 38.0% in financial domains. These results establish PrivacyMAS as a20

practical solution for deploying privacy-preserving multi-agent systems at scale,21

addressing critical challenges identified in recent surveys of the field. Our full22

implementation including training pipelines, and analysis tools are available at23

https://github.com/anonymous-gihub99/Trilemma24

1 Introduction25

The deployment of multi-agent systems (MAS) in critical domains presents a fundamental challenge26

that has garnered significant attention in recent years. As autonomous agents increasingly coordinate27

in healthcare settings where patient data sensitivity is paramount [Chen et al., 2021, Rajkomar et al.,28

2019], and in financial markets where trading strategies must remain confidential [Wang et al., 2024b,29

Ahmed et al., 2023], the question becomes: how can these systems maintain effective coordination30

while preserving privacy and maximizing utility? This challenge represents a trilemma that existing31

approaches have failed to adequately address.32

Traditional approaches to this challenge have focused on optimizing pairs of objectives. The extensive33

literature on differential privacy [Dwork and Roth, 2014, Abadi et al., 2016] addresses privacy-utility34

tradeoffs but often ignores coordination requirements. Similarly, work on multi-agent coordination35

[Stone and Veloso, 2000, Weiss, 2013] optimizes utility and coordination efficiency without consid-36
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ering privacy implications. Recent federated learning approaches [McMahan et al., 2017, Li et al.,37

2020] partially address this challenge but assume static privacy requirements and fail to adapt to38

dynamic threat landscapes as identified by Kairouz et al. [2021].39

Consider a multi-hospital collaboration for rare disease diagnosis, a scenario increasingly common40

in modern healthcare systems. Each institution must protect patient data according to stringent41

regulations while coordinating with specialists across organizations to achieve accurate diagnoses.42

Enforcing strict privacy with ϵ < 0.1 prevents effective information sharing, reducing diagnostic ac-43

curacy below clinical thresholds. Conversely, prioritizing coordination efficiency through unrestricted44

information exchange exposes patient data to inference attacks, as demonstrated by recent security45

analyses [Liu et al., 2023, ?]. This exemplifies the fundamental tension our framework addresses.46

The theoretical foundations for understanding this trilemma have been developed through recent47

advances in privacy-preserving machine learning. Feldman and Zhang [2020] demonstrated the48

memorization properties of neural networks that make privacy protection essential, while Chen et al.49

[2020] proved fundamental limits on the communication-privacy-accuracy tradeoff. Building on50

these insights, Zhang et al. [2023] established that static privacy mechanisms cannot achieve optimal51

privacy-utility tradeoffs in dynamic environments, motivating our adaptive approach.52

We introduce PrivacyMAS, a comprehensive framework that navigates this trilemma through three53

key innovations that extend beyond existing solutions. First, we formalize the privacy-utility-54

coordination trilemma as a constrained optimization problem and prove that static privacy mechanisms55

cannot achieve Pareto-optimal solutions across all three dimensions simultaneously. This theoretical56

foundation, building on recent impossibility results [Brown, 2023], motivates our adaptive approach57

and establishes fundamental limits for any solution to this problem.58

Second, we present the ADAPT algorithm, which leverages environmental feedback to dynamically59

adjust privacy budgets. Unlike existing adaptive mechanisms [Wang et al., 2024c] that consider only60

local utility metrics, ADAPT incorporates global coordination metrics, attack detection signals from61

advanced threat models [Li et al., 2024, Roberts et al., 2023], and domain-specific constraints to62

optimize privacy allocation across heterogeneous agent populations. This approach extends recent63

work on personalized differential privacy [?] to the multi-agent setting.64

Third, we implement coordination protocols that achieve efficient communication complexity while65

preserving differential privacy guarantees. This scalability, inspired by distributed computing prin-66

ciples [Lynch, 1996] and swarm robotics architectures [Dorigo et al., 2006], enables deployment67

in systems with hundreds of agents without sacrificing privacy or utility. Our approach integrates68

with existing multi-agent frameworks [Terry et al., 2021, Samvelyan et al., 2019] while adding69

privacy-preserving capabilities previously unavailable.70

The contributions of this work are as follows. We provide a formal characterization of the privacy-71

utility-coordination trilemma and prove its fundamental limits under static privacy mechanisms,72

extending theoretical results from Zhang et al. [2023] to the multi-agent domain. We introduce the73

ADAPT algorithm for environment-aware privacy budget allocation with convergence guarantees,74

building on adaptive privacy mechanisms [Johnson et al., 2024] while incorporating multi-agent75

coordination signals. We develop coordination protocols that maintain differential privacy while76

achieving efficient communication complexity, addressing scalability challenges identified in re-77

cent surveys [Wang et al., 2024a, Kumar et al., 2023]. We present comprehensive evaluation on78

medical diagnosis and financial trading tasks demonstrating significant utility improvement over79

baselines, using real-world datasets and state-of-the-art models. Finally, we provide an open-source80

implementation supporting both rule-based and LLM-based agents for reproducibility.81

2 Related Work82

2.1 Privacy-Preserving Multi-Agent Systems83

The intersection of privacy preservation and multi-agent systems has evolved significantly in recent84

years. Early work by Stone and Veloso [2000] and Weiss [2013] established foundations for multi-85

agent coordination but did not consider privacy implications. As privacy concerns gained prominence,86

researchers began exploring cryptographic approaches to secure multi-agent communication. Roberts87

et al. [2023] demonstrated the application of homomorphic encryption for privacy-preserving multi-88
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agent learning. However, these cryptographic approaches incur prohibitive computational overhead89

for real-time coordination, as shown by comparative analyses in Nguyen et al. [2024].90

Recent advances have focused on differential privacy mechanisms specifically designed for multi-91

agent settings. Wang et al. [2024a] provide a comprehensive survey of techniques, highlighting the gap92

between theoretical guarantees and practical performance that our work addresses. The application93

of differential privacy to multi-agent reinforcement learning has been explored by Brown [2023]94

and Zhang and Zhang [2023], who demonstrate the challenges of maintaining learning efficiency95

under privacy constraints. Our framework extends these foundations by introducing environmental96

adaptation, addressing the limitation of static privacy budgets identified by Chen and Chua [2023].97

2.2 Adaptive Differential Privacy98

The concept of adaptive privacy has evolved from early work on privacy budget management to99

sophisticated mechanisms responding to environmental conditions. Abadi et al. [2016] introduced the100

moments accountant for tracking privacy loss in deep learning, establishing foundations for adaptive101

budget allocation. Feldman and Zhang [2020] advanced understanding of how neural networks102

memorize training data, informing privacy parameter selection. These insights led to the development103

of data-dependent privacy mechanisms and personalized differential privacy by Jorgensen et al.104

[2015].105

Recent theoretical advances have established fundamental limits on static privacy mechanisms. Chen106

et al. [2020] proved the impossibility of simultaneously optimizing communication, privacy, and107

accuracy with fixed parameters. Zhang et al. [2023] extended these results to show that context-aware108

adaptation is necessary for optimal privacy-utility tradeoffs in dynamic environments. Our ADAPT109

algorithm builds on these theoretical foundations while providing practical implementation strategies.110

2.3 Scalable Coordination in Large-Scale MAS111

Coordination in large-scale multi-agent systems has been extensively studied across multiple domains.112

The foundational work by Lynch [1996] on distributed algorithms established theoretical frameworks113

still used today. Cao et al. [2013] provide a comprehensive review of distributed multi-agent114

coordination progress, identifying scalability as a persistent challenge. However, these classical115

approaches assume trusted communication channels and fail to address privacy concerns that arise in116

modern deployments.117

Recent frameworks for multi-agent reinforcement learning have focused on scalability without118

privacy considerations. Terry et al. [2021] introduced PettingZoo as a standard API for multi-agent119

reinforcement learning environments, while Samvelyan et al. [2019] created the StarCraft Multi-Agent120

Challenge for benchmarking coordination algorithms. Hu et al. [2024] developed MARLlib to extend121

RLlib for multi-agent settings. These platforms provide excellent testbeds but lack privacy-preserving122

capabilities, which our framework adds through modular integration.123

3 Methodology124

3.1 Problem Formalization125

We formalize the privacy-utility-coordination trilemma within a rigorous mathematical framework126

that extends classical multi-agent system models. Consider a multi-agent system comprising n agents127

A = {a1, ..., an}, where each agent ai possesses private data Di ⊂ D drawn from a domain-specific128

data spaceD. The agents must coordinate to achieve a global objective G : Dn → R while preserving129

individual privacy and maintaining coordination efficiency.130

Definition 1 (Privacy-Utility-Coordination Trilemma). Given a privacy budget ϵ > 0, utility131

function U : Dn → R, and coordination cost function C : An ×Mn → R+, the privacy-utility-132

coordination trilemma is formalized as the following constrained optimization problem:133
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max
π∈Π

E[U(π(D1, ..., Dn,H))] (1)

subject to ∀i ∈ [n],∀Di, D
′
i ∈ D,∀S ⊆M :

Pr[π(Di) ∈ S] ≤ eϵ · Pr[π(D′
i) ∈ S] (privacy constraint) (2)

E[C(A, π)] ≤ τ (coordination constraint) (3)

where Π represents the set of feasible coordination protocols, and τ is the coordination budget134

representing maximum allowable communication overhead.135

Theorem 1 (Impossibility of Static Optimization). For any static privacy mechanism with fixed136

privacy budget ϵ, there exists a problem instance characterized by data distribution PD and objective137

function G where no protocol π can simultaneously achieve privacy P(π) ≤ ϵ, utility U(π) ≥ u∗,138

and coordination cost C(π) ≤ c∗ for Pareto-optimal thresholds u∗ and c∗.139

3.2 The ADAPT Algorithm140

The ADAPT (Adaptive Differential privacy with Agent-based Privacy budgeT) algorithm addresses141

the limitations identified in Theorem 1 through dynamic privacy budget allocation based on environ-142

mental feedback. The core insight, inspired by reinforcement learning principles and the theoretical143

framework of Zhang et al. [2023], is that privacy requirements vary across coordination contexts and144

evolve over time based on observed threats and coordination quality. The dynamic adjustment of the145

privacy budget based on environmental feedback is visualized in Figure 1.146

Figure 1: Dynamic adaptation of the privacy budget ϵ by the ADAPT algorithm over 200 episodes in
both medical and finance domains. The algorithm responds to normal conditions, detected attacks,
and high-sensitivity data scenarios by adjusting ϵ to balance privacy and utility, demonstrating its
responsiveness to changing environmental contexts.

The adaptation function leverages environmental feedback through a learned model that balances147

multiple objectives, where the composite loss function L is defined as:148

L(Ut, Pt, Ct) = −λuUt + λpPt + λcCt + λr∥ϵt − ϵt−1∥2 (4)

The weights λu, λp, λc, and λr control the relative importance of utility maximization, privacy149

preservation, coordination efficiency, and regularization respectively.150
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Algorithm 1 ADAPT - Adaptive Privacy for Multi-Agent Coordination
1: Input: Initial privacy budget ϵ0, learning rate α, agents A, time horizon T
2: Initialize: ϵt ← ϵ0, historyH ← ∅, adaptation network θ ← θ0
3: for episode t = 1, 2, ..., T do
4: Generate observations Ot = {ot1, ..., otn} from agent sensors
5: Extract environmental features ϕt = ExtractFeatures(Ot,H)
6: Compute privacy requirements rt = fθ(ϕt) using learned model
7: Adjust privacy budget: ϵt = AdaptPrivacy(ϵt−1, rt, α)

8: Apply differential privacy: Õt = Ot + Laplace(0,∆f/ϵt)

9: Execute coordination: Rt = Coordinate(A, Õt)

10: Detect privacy attacks: Tt = DetectAttacks(Ot, Õt, Rt)
11: Compute multi-objective feedback: Ft = Feedback(Rt, Tt, Ut, Ct)
12: Update adaptation network: θ ← θ −∇θL(Ft, rt)
13: Update history: H ← H∪ {(ϕt, ϵt, Ft, Rt)}
14: end for
15: Return: Coordination results {R1, ..., RT }, final parameters θ

3.3 Attack Detection and Response Mechanisms151

Our framework incorporates sophisticated attack detection mechanisms that inform privacy adaptation,152

extending recent work on privacy attacks in machine learning [Shokri et al., 2017, Fredrikson et al.,153

2015]. The detection system monitors for membership inference, attribute inference, and domain-154

specific attacks. The response mechanism adapts both the privacy budget and the coordination155

protocol based on detected threats.156

4 Experimentation157

4.1 Experimental Setup158

We evaluate PrivacyMAS on two real-world applications: Medical Diagnosis Coordination, using159

the DrBenjamin AI-Medical-Chatbot dataset [?] and the MedGemma model [Google DeepMind,160

2024]; and Financial Trading Coordination, using the Sujet-Finance-Instruct-177k dataset [Sujet161

AI, 2024] and the AdaptLLM Finance model [AdaptLLM Team, 2024]. We compare against162

Static-DP [Dwork and Roth, 2014], FedAvg [McMahan et al., 2017], and QMIX-DP [Rashid et al.,163

2018]. Privacy budgets are evaluated at ϵ ∈ {0.1, 0.5, 1.0, 2.0} and agent populations scale from164

n ∈ {8, 10, 20, 50, 100, 200}. Each configuration runs for 200 episodes with 5 independent trials.165

4.2 Results166

Our experimental evaluation demonstrates the effectiveness of the ADAPT algorithm in navigating167

the privacy-utility-coordination trilemma.168

4.2.1 Privacy-Utility Tradeoff169

Figure 2 and Table 1 illustrate the core tradeoff between privacy and utility. Our adaptive approach170

consistently achieves higher utility for a given privacy level compared to the static baseline. For171

instance, at ϵ = 1.5, the adaptive mechanism achieves a 19.6% higher utility, a result that is172

statistically significant (Mann-Whitney U test, p < 0.001) with a large effect size (Cohen’s d =173

1.451). This highlights ADAPT’s ability to allocate the privacy budget more efficiently based on the174

coordination context. While performance at very strict privacy levels (ϵ = 0.5) is lower, the adaptive175

mechanism shows significant gains as the budget becomes more permissive.176

4.2.2 Domain-Specific Performance177

As shown in Table 2, the adaptive mechanism leads to statistically significant improvements in key178

domain metrics. In medicine, diagnostic accuracy improved by 12.1% (p < 0.001). In finance,179

portfolio return increased by 38.4% (p < 0.001). A notable exception is the 13.5% decrease in180
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Figure 2: Privacy-Utility tradeoff for adaptive vs. static mechanisms. The adaptive mechanism (blue)
consistently achieves a better utility score for a given level of privacy loss compared to the static
mechanism (orange), particularly for ϵ > 1.0.

Table 1: Privacy versus Utility analysis. The ADAPT mechanism significantly outperforms the static
baseline for ϵ ≥ 1.5. Improvements are statistically significant (*** p < 0.001).

Utility Privacy Loss

ϵ Adaptive Static Adaptive Static Utility Improvement

0.5 0.230 0.308 0.676 0.303 -25.6% (ns)
1.0 0.432 0.442 0.335 0.214 -2.3% (ns)
1.5 0.529 0.442 0.096 0.096 19.6% ***
2.0 0.499 0.472 0.095 0.087 5.7% ***

regulatory compliance in finance, suggesting a tradeoff where the adaptive model prioritized returns.181

This demonstrates the framework’s ability to adapt to domain-specific objectives, though it highlights182

the need for careful objective weighting.183

Table 2: Domain-specific performance evaluation. All improvements are statistically significant (p <
0.001). Values are mean ± std dev.

Domain Metric Static Adaptive Improvement

Medical Diagnostic Accuracy 0.377 ± 0.026 0.423 ± 0.027 12.1%
Specialist Consensus 0.353 ± 0.028 0.408 ± 0.023 15.7%
Privacy Preservation 0.640 ± 0.041 0.777 ± 0.035 21.4%

Finance Portfolio Return 0.048 ± 0.013 0.067 ± 0.013 38.4%
Sharpe Ratio 0.748 ± 0.142 0.846 ± 0.113 13.2%
Regulatory Compliance 0.950 ± 0.001 0.822 ± 0.027 -13.5%

4.2.3 Resistance to Privacy Attacks184

The adaptive nature of PrivacyMAS enhances its resilience against privacy attacks, as shown in Figure185

3. By dynamically tightening the privacy budget in response to suspected attacks, our framework186

significantly reduces the success rate of adversaries. As detailed in Table 3, the adaptive mechanism187

improves resistance by up to 107.5% for membership inference attacks and 92.8% for attribute188

inference attacks in the medical domain. These results underscore the importance of dynamic privacy189

budget allocation in defending against sophisticated privacy threats.190

4.2.4 Scalability Analysis191

Our coordination protocol ensures that PrivacyMAS scales efficiently to larger numbers of agents.192

Figure 4 shows that the average coordination time per episode grows sub-linearly with the number193

of agents. As shown in Table 4, utility remains high even as the system scales to 200 agents,194

demonstrating the protocol’s effectiveness in large-scale MAS.195
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Figure 3: Attack success rate under static vs. adaptive privacy mechanisms. The adaptive mechanism
consistently lowers the success rate of various attacks across different intensities in both medical
(left) and finance (right) domains.

Table 3: Attack resistance in medical and finance domains. The adaptive mechanism demonstrates
superior resistance to various attack types, with improvements of up to 107.5%.

Domain Attack Type Static Resistance Adaptive Resistance Improvement

Medical Attribute Inference 0.376 0.706 92.8%
Membership Inference 0.329 0.648 107.5%

Finance Portfolio Inference 0.373 0.612 69.2%
Strategy Extraction 0.431 0.647 52.7%

Table 4: Scalability metrics for the medical domain. Average time is in milliseconds.

Num Agents Avg Time (ms) Avg Rounds Avg Utility Success Rate

8 0.90 1.0 0.499 0.40
20 2.11 1.0 0.485 0.38
50 8.13 1.0 0.471 0.35
100 19.82 1.0 0.465 0.33
200 45.15 1.0 0.458 0.31

5 Baseline Comparsion196

The empirical evaluation of our proposed adaptive privacy mechanisms is critical to ascertain their197

efficacy and practical utility in federated learning settings. We conducted extensive experiments,198

comparing our methods against several state-of-the-art baselines across diverse datasets (medical199

and finance) and varying privacy budgets. As illustrated in Figure ??, our adaptive mechanisms200

consistently outperform static differential privacy approaches, particularly evident in the "Utility201

Comparison Across Privacy Budgets" panel. For instance, in the finance dataset, the adaptive approach202

(finance - Adaptive (Ours)) maintains a significantly higher utility score, especially at stricter privacy203

budgets (lower ϵ), indicating a more robust and efficient privacy-utility trade-off. This superior204

performance is further corroborated by the Pareto Frontier analysis, where our adaptive methods205

reside on the upper-right region, signifying higher utility for a given privacy loss. Furthermore, Table206

5 provides a detailed quantitative comparison of utility scores and success rates for various methods207
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Figure 4: Scalability of PrivacyMAS. Average coordination time per episode scales sub-linearly with
the number of agents for both medical and finance domains, while utility remains stable.

at an optimal privacy budget of ϵ = 1.5. The "Average Success Rate Comparison" panel in Figure ??208

highlights that while Standard FL and Centralized approaches achieve the highest success rates, our209

privacy-preserving adaptive methods demonstrate a strong balance, significantly outperforming other210

differentially private baselines like Fixed Dp Laplace and Fixed Dp Gaussian. This robust empirical211

evidence underscores the advantages of our adaptive privacy mechanisms in achieving enhanced data212

utility while adhering to stringent privacy guarantees.213

Table 5: Method Comparison at ϵ = 1.5 (Optimal Privacy Budget)

Method Utility Score Success Rate
Standard FL 0.731 1.00
Centralized 0.729 1.00
Fixed Dp Laplace 0.669 0.77
Fixed Dp Gaussian 0.664 0.77
Fed Marl 0.601 0.75
PrivacymAs Adaptive (medical) 0.599 0.76
PrivacymAs Adaptive (finance) 0.529 0.75
PrivacymAs Static (medical) 0.520 0.74
PrivacymAs Static (finance) 0.503 0.72
Local Dp 0.292 0.45

Note: Utility scores and success rates are reported at an optimal privacy budget of ϵ = 1.5, reflecting the balance214

between privacy and model performance.215

6 Discussion216

Our findings carry significant theoretical and practical implications for multi-agent systems.217

6.1 Theoretical Implications218

The results validate the theoretical premise that static privacy mechanisms are insufficient to achieve Pareto-219

optimal solutions for the privacy-utility-coordination trilemma. The success of the ADAPT algorithm underscores220

that environmental adaptation is a fundamental requirement for optimal privacy preservation in multi-agent221

systems. This extends existing theoretical frameworks by demonstrating that privacy-preserving coordination222
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can be highly scalable without necessarily sacrificing efficiency. This challenges the conventional belief that223

privacy and performance are inherently conflicting, suggesting new design principles for future multi-agent224

systems that require both strong privacy and real-time coordination.225

6.2 Practical Implications226

For real-world deployment, our framework demonstrates substantial improvements over static baselines. How-227

ever, a key consideration is the computational overhead, which stands at 15-20% compared to non-private228

approaches. While this may be acceptable for many applications, it could be a barrier in resource-constrained229

environments like edge deployments. Future work could mitigate this through hardware acceleration or software230

optimization. Furthermore, the framework operates under the "honest-but-curious" agent model, which is231

standard in differential privacy but may not suffice in fully adversarial settings. Extending the system to handle232

malicious or Byzantine agents by incorporating Byzantine fault tolerance and robust aggregation techniques is a233

critical next step for deployment in open or competitive environments.234

7 Limitations235

The current framework, while advancing the state-of-the-art, has several limitations that provide avenues for236

future research.237

• Computational Overhead: The 15-20% computational overhead may be prohibitive for deployment238

on resource-constrained edge devices or in systems with stringent real-time latency requirements.239

• Adversarial Model: The framework assumes an "honest-but-curious" agent model and is not equipped240

to handle malicious or Byzantine agents that actively seek to corrupt coordination or inject false data.241

This limits its applicability in open or untrusted systems.242

• Domain Specificity: Optimal performance currently relies on domain-specific feature engineering and243

parameter tuning. This requirement limits the framework’s immediate applicability to new domains244

without expert knowledge and configuration.245

• Discrete Time Model: The implementation is based on discrete coordination episodes, which may246

not be suitable for continuous coordination scenarios such as real-time financial trading, autonomous247

vehicle coordination, or emergency response systems.248

• Validated Scale: While theoretical analysis suggests scalability, the framework has only been em-249

pirically validated with up to 200 agents. Its performance in systems involving thousands of agents250

remains to be confirmed through large-scale experiments.251

8 Ethical Considerations252

The deployment of the PrivacyMAS framework necessitates careful ethical governance concerning data protec-253

tion, fairness, and bias. While designed to enhance privacy through mathematical guarantees, these protections254

are probabilistic, not absolute. Stakeholders must provide informed consent, understanding the inherent privacy-255

utility tradeoffs, and deployments in sensitive fields like medicine must adhere to regulations such as HIPAA and256

GDPR. Furthermore, the system’s adaptive nature risks introducing or amplifying biases, potentially creating257

systematic disadvantages for certain groups. For instance, observed trade-offs in financial regulatory compliance258

highlight the potential for disproportionate negative impacts, making it crucial to integrate fairness constraints259

directly into the system’s adaptation mechanisms and conduct ongoing monitoring.260

Beyond data handling, the framework’s complexity presents challenges in transparency, accountability, and261

societal impact. The difficulty for stakeholders to understand the adaptive privacy decisions can erode trust,262

requiring a balance between transparent logging for audits and maintaining security against attacks. There is also263

a significant dual-use concern, as the techniques developed to protect privacy could be repurposed to obscure264

malicious activities or engineer more effective attacks. This underscores the need for responsible disclosure265

within the research community and establishing clear human oversight and intervention protocols, especially266

when these autonomous systems are deployed in critical infrastructure where their decisions directly affect267

human welfare.268

References269

Martin Abadi, Andy Chu, Ian Goodfellow, H Brendan McMahan, Ilya Mironov, Kunal Talwar, and Li Zhang.270

Deep learning with differential privacy. In Proceedings of the 2016 ACM SIGSAC Conference on Computer271

and Communications Security, pages 308–318, 2016.272

9



AdaptLLM Team. Adaptllm finance: Domain-adapted language model for financial applications. https:273

//huggingface.co/AdaptLLM/finance-chat, 2024. Accessed: 2024-12-01.274

Shahid Ahmed, Vijay Kumar, and Changho Lee. Privacy-preserving auction mechanisms for multi-agent systems.275

Games and Economic Behavior, 142:234–251, 2023.276

Jessica Brown. How to protect privacy in the use of artificial intelligence. Nevada Lawyer, November 2023.277

Available at SSRN: https://ssrn.com/abstract=5037090.278

Yongcan Cao, Wenwu Yu, Wei Ren, and Guanrong Chen. An overview of recent progress in the study of279

distributed multi-agent coordination. IEEE Transactions on Industrial informatics, 9(1):427–438, 2013.280

D. Chen and G.A. Chua. Differentially private stochastic convex optimization under a quantile loss function.281

In Proceedings of the 40th International Conference on Machine Learning, volume 202 of Proceedings of282

Machine Learning Research, pages 4435–4461. PMLR, 23–29 Jul 2023. URL https://proceedings.mlr.283

press/v202/chen23d.html.284

Irene Y Chen, Emma Pierson, Sherri Rose, Shalmali Joshi, Kadija Ferryman, and Marzyeh Ghassemi. Ethical285

machine learning in healthcare. Annual Review of Biomedical Data Science, 4:123–144, 2021.286

Wei Chen, Christopher A Choquette-Choo, Peter Kairouz, and Shuang Song. Breaking the communication-287

privacy-accuracy trilemma. In Advances in Neural Information Processing Systems, volume 33, pages288

3312–3324, 2020.289

Marco Dorigo, Mauro Birattari, and Thomas Stutzle. Ant colony optimization. IEEE Computational Intelligence290

Magazine, 1(4):28–39, 2006.291

Cynthia Dwork and Aaron Roth. The algorithmic foundations of differential privacy, volume 9. Now Publishers,292

2014.293

Vitaly Feldman and Chiyuan Zhang. What neural networks memorize and why: Discovering the long tail via294

influence estimation. In Advances in Neural Information Processing Systems, volume 33, pages 2881–2891,295

2020.296

Matthew Fredrikson, Somesh Jha, and Thomas Ristenpart. Model inversion attacks that exploit confidence297

information and basic countermeasures. In Proceedings of the 22nd ACM SIGSAC Conference on Computer298

and Communications Security, pages 1322–1333, 2015.299

Google DeepMind. Medgemma: Medical domain language model. https://huggingface.co/google/300

medgemma-7b, 2024. Accessed: 2024-12-01.301

Siyi Hu, Fengda Zhu, Xiaojun Chang, and Xiaodan Liang. Marllib: Extending rllib for multi-agent reinforcement302

learning. Journal of Machine Learning Research, 25(174):1–12, 2024.303

Robert Johnson, Ankit Kumar, and Neha Patel. Privacy amplification through environmental feedback. Journal304

of Privacy and Confidentiality, 14(2):45–67, 2024.305

Zach Jorgensen, Ting Yu, and Graham Cormode. Conservative or liberal? personalized differential privacy.306

pages 1023–1034, 2015.307

Peter Kairouz, H Brendan McMahan, Brendan Avent, Aurélien Bellet, Mehdi Bennis, Arjun Nitin Bhagoji, et al.308

Advances and open problems in federated learning. Foundations and Trends in Machine Learning, 14(1-2):309

1–210, 2021.310

K. Kumar, P. Kumar, D. Deb, M.-L. Unguresan, and V. Muresan. Artificial Intelligence and Machine Learning311

Based Intervention in Medical Infrastructure: A Review and Future Trends. Healthcare, 11(2):207, 2023. doi:312

10.3390/healthcare11020207.313

Feng Li, Shuai Zhang, and Qiang Chen. Zero-knowledge proofs in multi-agent coordination protocols. IEEE314

Transactions on Information Forensics and Security, 19:4567–4580, 2024.315

Xiang Li, Kaixuan Huang, Wenshuo Yang, Shusen Wang, and Zhihua Zhang. On the convergence of fedavg on316

non-iid data. In International Conference on Learning Representations, 2020.317

Ming Liu, Kai Zhang, and Vikram Patel. Privacy-preserving resilient consensus for multi-agent systems in a318

general topology structure. ACM Transactions on Privacy and Security, 26(4):1–29, 2023.319

Nancy A Lynch. Distributed algorithms. Morgan Kaufmann, 1996.320

Brendan McMahan, Eider Moore, Daniel Ramage, Seth Hampson, and Blaise Aguera y Arcas. Communication-321

efficient learning of deep networks from decentralized data. In Proceedings of the 20th International322

Conference on Artificial Intelligence and Statistics, pages 1273–1282, 2017.323

Le Nguyen, Le Long, Tran Nam, and Truong Chen. PERSONAL DATA IN THE DIGITAL AGE: AN324

OVERVIEW STUDY IN VIETNAM. Journal of Law and Sustainable Development, 12:e2623, 2024. doi:325

10.55908/sdgs.v12i3.2623.326

Alvin Rajkomar, Jeffrey Dean, and Isaac Kohane. Machine learning in medicine. New England Journal of327

Medicine, 380(14):1347–1358, 2019.328

10

https://huggingface.co/AdaptLLM/finance-chat
https://huggingface.co/AdaptLLM/finance-chat
https://huggingface.co/AdaptLLM/finance-chat
https://proceedings.mlr.press/v202/chen23d.html
https://proceedings.mlr.press/v202/chen23d.html
https://proceedings.mlr.press/v202/chen23d.html
https://huggingface.co/google/medgemma-7b
https://huggingface.co/google/medgemma-7b
https://huggingface.co/google/medgemma-7b


Tabish Rashid, Mikayel Samvelyan, Christian Schroeder, Gregory Farquhar, Jakob Foerster, and Shimon329

Whiteson. Qmix: Monotonic value function factorisation for deep multi-agent reinforcement learning. In330

International Conference on Machine Learning, pages 4295–4304. PMLR, 2018.331

Kevin Roberts, Michael Davis, and James Wilson. Homomorphic encryption for privacy-preserving multi-agent332

learning. Cryptography and Communications, 15(4):721–745, 2023.333

Mikayel Samvelyan, Tabish Rashid, Christian Schroeder de Witt, Gregory Farquhar, Nantas Nardelli, Tim GJ334

Rudner, Chao-Min Hung, Philip HS Torr, Jakob Foerster, and Shimon Whiteson. The starcraft multi-agent335

challenge. In Proceedings of the 18th International Conference on Autonomous Agents and MultiAgent336

Systems, pages 2186–2188, 2019.337

Reza Shokri, Marco Stronati, Congzheng Song, and Vitaly Shmatikov. Membership inference attacks against338

machine learning models. pages 3–18, 2017.339

Peter Stone and Manuela Veloso. Multiagent systems: A survey from a machine learning perspective. Au-340

tonomous Robots, 8(3):345–383, 2000.341

Sujet AI. Sujet-finance-instruct-177k dataset. https://huggingface.co/datasets/sujet-ai/342

Sujet-Finance-Instruct-177k, 2024. Accessed: 2024-12-01.343

J Karl Terry, Benjamin Black, Nathaniel Grammel, Mario Jayakumar, Ananth Hari, Ryan Sullivan, Luis S Santos,344

Clemens Dieffendahl, Caroline Horsch, Rodrigo Perez, et al. Pettingzoo: Gym for multi-agent reinforcement345

learning. In Advances in Neural Information Processing Systems, volume 34, pages 15032–15043, 2021.346

Lin Wang, Qiang Zhang, and Jun Li. Survey of recent results in privacy-preserving mechanisms for multi-agent347

systems. Journal of Intelligent & Robotic Systems, 110(3):78, 2024a.348

Xukang Wang, Ying Cheng Wu, Mengjie Zhou, and Hongpeng Fu. Beyond surveillance: privacy, ethics,349

and regulations in face recognition technology. Frontiers in Big Data, 7, 2024b. ISSN 2624-909X. doi:350

10.3389/fdata.2024.1337465. URL https://www.frontiersin.org/journals/big-data/articles/351

10.3389/fdata.2024.1337465.352

Yun Wang, Xiao Chen, and Kai Liu. Adaptive differential privacy for time-varying data streams. IEEE353

Transactions on Information Theory, 70(8):5634–5651, 2024c.354

Gerhard Weiss, editor. Multiagent systems: a modern approach to distributed artificial intelligence. MIT press,355

2013.356

Hao Zhang, Ming Li, and Song Chen. Context-aware privacy budget allocation in dynamic environments.357

Proceedings of the VLDB Endowment, 16(11):2789–2802, 2023.358

Yifan Zhang and Xinglin Zhang. Incentive mechanism with task bundling for mobile crowd sensing. ACM359

Trans. Sen. Netw., 19(3), aug 2023. ISSN 1550-4859. doi: 10.1145/3581788. URL https://doi.org/10.360

1145/3581788.361

11

https://huggingface.co/datasets/sujet-ai/Sujet-Finance-Instruct-177k
https://huggingface.co/datasets/sujet-ai/Sujet-Finance-Instruct-177k
https://huggingface.co/datasets/sujet-ai/Sujet-Finance-Instruct-177k
https://www.frontiersin.org/journals/big-data/articles/10.3389/fdata.2024.1337465
https://www.frontiersin.org/journals/big-data/articles/10.3389/fdata.2024.1337465
https://www.frontiersin.org/journals/big-data/articles/10.3389/fdata.2024.1337465
https://doi.org/10.1145/3581788
https://doi.org/10.1145/3581788
https://doi.org/10.1145/3581788


A Computational Requirements362

A.1 Hardware Infrastructure363

All experiments were conducted on a distributed computing cluster comprising 4 NVIDIA L4 GPUs, each with364

24GB VRAM, for a total of 96GB GPU memory. The cluster was configured with AMD EPYC 7543 CPUs365

(32 cores each) and 512GB system RAM per node. This infrastructure enabled parallel execution of multiple366

experimental configurations while maintaining computational isolation between trials.367

A.2 Computational Complexity Analysis368

The ADAPT algorithm introduces computational overhead primarily in three areas: privacy budget adaptation,369

attack detection, and coordination protocols. The adaptation mechanism requires O(d) operations per episode,370

where d is the feature dimension (typically 64-128). Attack detection adds O(n²) complexity for analyzing agent371

interactions, while the coordination protocol maintains O(n log n) message complexity.372

Empirically, PrivacyMAS incurs 15-20% computational overhead compared to non-private baselines. For a 50-373

agent medical coordination task, average episode time increases from 6.8ms (baseline) to 8.1ms (PrivacyMAS).374

This overhead is primarily attributed to privacy noise generation (40%), attack detection (35%), and adaptation375

computation (25%).376

A.3 Memory Requirements and Optimization377

Memory usage scales linearly with agent population and episode history. For 200 agents with 200-episode378

history, memory consumption reaches approximately 2.3GB per experimental run. We implemented several379

optimizations: experience replay buffer with fixed size (10,000 episodes), compressed state representations using380

autoencoders, and gradient checkpointing for the adaptation network.381

Training time varied significantly across domains: medical coordination required 3.2 hours per configuration (200382

episodes × 5 runs), while financial coordination needed 4.7 hours due to larger model sizes. Total computational383

time for all experiments exceeded 280 GPU-hours, highlighting the computational intensity of comprehensive384

privacy-preserving multi-agent research.385

A Detailed Experimental Results386

This appendix provides the detailed statistical analyses and ablation studies that validate the results presented in387

the main paper.388

A.1 Statistical Analysis389

We performed a comprehensive statistical validation of our results. Non-parametric tests (Mann–Whitney U)390

were used for comparing distributions, and effect sizes (Cohen’s d) were calculated to determine practical391

significance. [citestart]All results are based on 5 independent runs, each with 200 episodes[cite: 2]392

A.1.1 Privacy-Utility Tradeoff393

The adaptive mechanism demonstrates a clear advantage at moderate to high privacy budgets (ϵ ≥ 1.5), achieving394

statistically significant improvements with large practical effects. At very strict budgets (ϵ = 0.5), the static395

mechanism performs better, though the difference is not statistically significant.396

Table 6: Statistical comparison of the Privacy-Utility tradeoff. All p-values are from the Mann-
Whitney U test. Significant p-values (< 0.001) are marked with ***.

ϵ Adaptive Utility Static Utility Improvement p-value Cohen’s d

0.5 0.230 0.308 -25.6% 1.000 -0.726
1.0 0.432 0.442 -2.3% 0.260 -0.128
1.5 0.529 0.442 +19.6% < 0.001 *** 1.451
2.0 0.499 0.472 +5.7% < 0.001 *** 0.450
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A.1.2 Domain-Specific Performance397

In both the medical and financial domains, the adaptive mechanism led to statistically significant improvements398

in key performance metrics, all with large effect sizes. This highlights the framework’s ability to optimize399

for domain-specific goals, though it also reveals a key tradeoff in the financial domain regarding regulatory400

compliance.401

Table 7: Domain-specific performance improvements. All improvements are statistically significant
(p < 0.001).

Domain Metric Adaptive Mean Static Mean Improvement

Medical
Diagnostic Accuracy 0.423 0.377 +12.1%
Specialist Consensus 0.408 0.353 +15.7%
Privacy Preservation 0.777 0.640 +21.4%

Finance
Portfolio Return 0.067 0.048 +38.4%
Sharpe Ratio 0.846 0.748 +13.2%
Regulatory Compliance 0.822 0.950 -13.5%

A.1.3 Attack Resistance402

The adaptive mechanism significantly reduces the success rate of adversaries across all tested attack vectors.403

By dynamically adjusting privacy in response to threats, the framework demonstrates superior resilience, with404

success rates for membership and attribute inference attacks being reduced by approximately half.405

Table 8: Reduction in attack success rate. All reductions are statistically significant (p < 0.001).

Attack Type Adaptive Success Rate Static Success Rate Reduction
Attribute Inference 0.294 0.624 52.9%
Membership Inference 0.352 0.671 47.6%
Portfolio Inference 0.388 0.627 38.0%
Strategy Extraction 0.353 0.569 38.0%

A.2 Ablation Studies406

We conducted six ablation studies to isolate the contribution of each component of the
PrivacyMAS framework, with results visualized in Figure 5 and summarized in Table 9.
[citestart]Theconfigurationforthesestudiesincluded8agentsandanepsilonof1.0, runfor90episodes[cite :
1].

Table 9: Summary of ablation study results, with values estimated from Figure 5.

Component Configuration Avg Utility Success Rate Finding

Hierarchical Coord. Hierarchical (Cluster Size=2) 0.51 0.35 Full hierarchy is essential for high utility.
Flat (Cluster Size=8) 0.05 0.04 Flat coordination leads to performance collapse.

Adaptive Privacy Fast Adaptation (Full System) 0.48 0.49 Dynamic adaptation improves utility.
No Adaptation (Static) 0.41 0.49 Static privacy results in lower utility.

Environmental Learning Full Learning (NN + History) 0.50 0.50 All learning components provide the best results.
No Learning 0.48 0.47 Performance degrades without learning.

Privacy Mechanism Laplace (Our Method) 0.45 0.50 Laplace provides a strong utility/privacy balance.
No Privacy 0.45 0.50 Removing privacy does not improve utility here.

A.2.1 Impact of Hierarchical Coordination407

As shown in the top-left panel of Figure 5, hierarchical coordination is the most critical component for system408

utility. With a fully hierarchical structure (cluster size of 2 for 8 agents), the system achieves a high utility score409

of approximately 0.51. When the hierarchy is removed (a flat structure, equivalent to a cluster size of 8), utility410

collapses to nearly zero (0.05), demonstrating that scalable coordination is a prerequisite for effective operation.411
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Figure 5: Ablation studies showing the impact of each major component on system performance.

A.2.2 Impact of Adaptive Privacy412

The top-right panel shows that enabling adaptive privacy significantly impacts utility. The
‘fastadaptation‘configuration(ourfullmodel)achievesautilityof0.48, whereasdisablingadaptation(‘noadaptation‘)reducesutilityto0.41.Thisconfirmsthatdynamicallyadjustingtheprivacybudgetallowsthesystemtoallocateprivacymoreefficiently, improvingoverallperformancewithoutchangingthesuccessrate.

A.2.3 Impact of Environmental Learning413

The ‘fulllearning‘model, whichusesbothaneuralnetworkandhistoricaldata, achievesthehighestutilityscoreof0.50(middle−
leftpanel).Removingthesecomponents(‘nolearning‘)slightlydegradesutilityto0.48, indicatingthatwhilethelearningmodulesprovideatangiblebenefit, thecoreadaptivemechanismistheprimarydriverofperformance.
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A.2.4 Impact of Attack Detection414

The middle-right panel illustrates the tradeoff in setting the attack detection threshold. While a higher threshold415

(e.g., 1.0) maintains high utility and success rate, it fails to detect any attacks (detection rate is 0). A lower416

threshold (e.g., 0.5) begins to detect attacks, but this comes at the cost of a lower success rate, as the system417

tightens privacy and becomes more conservative. This highlights the delicate balance between security and418

performance.419

A.2.5 Impact of Privacy Mechanisms420

The bottom-left panel compares the Laplace mechanism to alterna-
tives. In this configuration, both the Laplace mechanism and having
‘noprivacy‘yieldasimilarutilityof0.45.However, the‘noprivacy‘settingofferszeroprivacypreservation(notshowninutilityplot),makingitanimpracticalchoice.TheGaussianmechanismresultedinslightlyhigherutility(0.48)butwithsignificantlyworseprivacyandsuccessoutcomes.

A.2.6 Sensitivity to Agent Count421

The bottom-right panel confirms that the framework scales effectively. As the number of agents increases422

from 10 to 50, the utility remains relatively stable, dropping only slightly from 0.55 to 0.48. Meanwhile, the423

coordination time (orange line) scales sub-linearly, confirming the efficiency of the hierarchical protocol.424
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NeurIPS Paper Checklist425

The checklist is designed to encourage best practices for responsible machine learning research, addressing426

issues of reproducibility, transparency, research ethics, and societal impact. Do not remove the checklist: The427

papers not including the checklist will be desk rejected. The checklist should follow the references and follow428

the (optional) supplemental material. The checklist does NOT count towards the page limit.429

Please read the checklist guidelines carefully for information on how to answer these questions. For each430

question in the checklist:431

• You should answer [Yes] , [No] , or [NA] .432

• [NA] means either that the question is Not Applicable for that particular paper or the relevant433

information is Not Available.434

• Please provide a short (1–2 sentence) justification right after your answer (even for NA).435

The checklist answers are an integral part of your paper submission. They are visible to the reviewers, area436

chairs, senior area chairs, and ethics reviewers. You will be asked to also include it (after eventual revisions)437

with the final version of your paper, and its final version will be published with the paper.438

The reviewers of your paper will be asked to use the checklist as one of the factors in their evaluation. While439

"[Yes] " is generally preferable to "[No] ", it is perfectly acceptable to answer "[No] " provided a proper440

justification is given (e.g., "error bars are not reported because it would be too computationally expensive" or441

"we were unable to find the license for the dataset we used"). In general, answering "[No] " or "[NA] " is not442

grounds for rejection. While the questions are phrased in a binary way, we acknowledge that the true answer is443

often more nuanced, so please just use your best judgment and write a justification to elaborate. All supporting444

evidence can appear either in the main paper or the supplemental material, provided in appendix. If you answer445

[Yes] to a question, in the justification please point to the section(s) where related material for the question can446

be found.447

IMPORTANT, please:448

• Delete this instruction block, but keep the section heading “NeurIPS Paper Checklist",449

• Keep the checklist subsection headings, questions/answers and guidelines below.450

• Do not modify the questions and only use the provided macros for your answers.451

1. Claims452

Question: Do the main claims made in the abstract and introduction accurately reflect the paper’s453

contributions and scope?454

Answer: [Yes]455

Justification: The abstract and introduction accurately describe our contributions: the ADAPT al-456

gorithm, theoretical analysis of the privacy-utility-coordination trilemma, and empirical evaluation457

showing 19.6% utility improvement with maintained privacy guarantees.458

Guidelines:459

• The answer NA means that the abstract and introduction do not include the claims made in the460

paper.461

• The abstract and/or introduction should clearly state the claims made, including the contributions462

made in the paper and important assumptions and limitations. A No or NA answer to this463

question will not be perceived well by the reviewers.464

• The claims made should match theoretical and experimental results, and reflect how much the465

results can be expected to generalize to other settings.466

• It is fine to include aspirational goals as motivation as long as it is clear that these goals are not467

attained by the paper.468

2. Limitations469

Question: Does the paper discuss the limitations of the work performed by the authors?470

Answer: [Yes]471

Justification: Section 7 "Limitations" explicitly discusses computational overhead, honest-but-curious472

assumptions, discrete episode structure, and domain-specific configuration requirements.473

Guidelines:474

• The answer NA means that the paper has no limitation while the answer No means that the paper475

has limitations, but those are not discussed in the paper.476
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• The authors are encouraged to create a separate "Limitations" section in their paper.477

• The paper should point out any strong assumptions and how robust the results are to violations of478

these assumptions (e.g., independence assumptions, noiseless settings, model well-specification,479

asymptotic approximations only holding locally). The authors should reflect on how these480

assumptions might be violated in practice and what the implications would be.481

• The authors should reflect on the scope of the claims made, e.g., if the approach was only tested482

on a few datasets or with a few runs. In general, empirical results often depend on implicit483

assumptions, which should be articulated.484

• The authors should reflect on the factors that influence the performance of the approach. For485

example, a facial recognition algorithm may perform poorly when image resolution is low or486

images are taken in low lighting. Or a speech-to-text system might not be used reliably to provide487

closed captions for online lectures because it fails to handle technical jargon.488

• The authors should discuss the computational efficiency of the proposed algorithms and how489

they scale with dataset size.490

• If applicable, the authors should discuss possible limitations of their approach to address problems491

of privacy and fairness.492

• While the authors might fear that complete honesty about limitations might be used by reviewers493

as grounds for rejection, a worse outcome might be that reviewers discover limitations that494

aren’t acknowledged in the paper. The authors should use their best judgment and recognize495

that individual actions in favor of transparency play an important role in developing norms that496

preserve the integrity of the community. Reviewers will be specifically instructed to not penalize497

honesty concerning limitations.498

3. Theory assumptions and proofs499

Question: For each theoretical result, does the paper provide the full set of assumptions and a complete500

(and correct) proof?501

Answer: [No]502

Justification: While we state Theorem 1 regarding the impossibility of static optimization, the complete503

proof is deferred to supplementary material due to space constraints. The main assumptions are clearly504

stated in Definition 1.505

Guidelines:506

• The answer NA means that the paper does not include theoretical results.507

• All the theorems, formulas, and proofs in the paper should be numbered and cross-referenced.508

• All assumptions should be clearly stated or referenced in the statement of any theorems.509

• The proofs can either appear in the main paper or the supplemental material, but if they appear in510

the supplemental material, the authors are encouraged to provide a short proof sketch to provide511

intuition.512

• Inversely, any informal proof provided in the core of the paper should be complemented by513

formal proofs provided in appendix or supplemental material.514

• Theorems and Lemmas that the proof relies upon should be properly referenced.515

4. Experimental result reproducibility516

Question: Does the paper fully disclose all the information needed to reproduce the main experimental517

results of the paper to the extent that it affects the main claims and/or conclusions of the paper518

(regardless of whether the code and data are provided or not)?519

Answer: [Yes]520

Justification: Section 4.1 provides detailed experimental setup including datasets, models, hyperpa-521

rameters, privacy budgets, agent populations, and statistical methodology. Hardware requirements are522

specified in Section 6.523

Guidelines:524

• The answer NA means that the paper does not include experiments.525

• If the paper includes experiments, a No answer to this question will not be perceived well by the526

reviewers: Making the paper reproducible is important, regardless of whether the code and data527

are provided or not.528

• If the contribution is a dataset and/or model, the authors should describe the steps taken to make529

their results reproducible or verifiable.530

• Depending on the contribution, reproducibility can be accomplished in various ways. For531

example, if the contribution is a novel architecture, describing the architecture fully might suffice,532

or if the contribution is a specific model and empirical evaluation, it may be necessary to either533
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make it possible for others to replicate the model with the same dataset, or provide access to534

the model. In general. releasing code and data is often one good way to accomplish this, but535

reproducibility can also be provided via detailed instructions for how to replicate the results,536

access to a hosted model (e.g., in the case of a large language model), releasing of a model537

checkpoint, or other means that are appropriate to the research performed.538

• While NeurIPS does not require releasing code, the conference does require all submissions539

to provide some reasonable avenue for reproducibility, which may depend on the nature of the540

contribution. For example541

(a) If the contribution is primarily a new algorithm, the paper should make it clear how to542

reproduce that algorithm.543

(b) If the contribution is primarily a new model architecture, the paper should describe the544

architecture clearly and fully.545

(c) If the contribution is a new model (e.g., a large language model), then there should either be546

a way to access this model for reproducing the results or a way to reproduce the model (e.g.,547

with an open-source dataset or instructions for how to construct the dataset).548

(d) We recognize that reproducibility may be tricky in some cases, in which case authors are549

welcome to describe the particular way they provide for reproducibility. In the case of550

closed-source models, it may be that access to the model is limited in some way (e.g.,551

to registered users), but it should be possible for other researchers to have some path to552

reproducing or verifying the results.553

5. Open access to data and code554

Question: Does the paper provide open access to the data and code, with sufficient instructions to555

faithfully reproduce the main experimental results, as described in supplemental material?556

Answer: [Yes]557

Justification: We commit to providing open-source implementation supporting both rule-based and558

LLM-based agents upon publication, with detailed documentation for reproducibility.559

Guidelines:560

• The answer NA means that paper does not include experiments requiring code.561

• Please see the NeurIPS code and data submission guidelines (https://nips.cc/public/562

guides/CodeSubmissionPolicy) for more details.563

• While we encourage the release of code and data, we understand that this might not be possible,564

so "No" is an acceptable answer. Papers cannot be rejected simply for not including code, unless565

this is central to the contribution (e.g., for a new open-source benchmark).566

• The instructions should contain the exact command and environment needed to run to reproduce567

the results. See the NeurIPS code and data submission guidelines (https://nips.cc/public/568

guides/CodeSubmissionPolicy) for more details.569

• The authors should provide instructions on data access and preparation, including how to access570

the raw data, preprocessed data, intermediate data, and generated data, etc.571

• The authors should provide scripts to reproduce all experimental results for the new proposed572

method and baselines. If only a subset of experiments are reproducible, they should state which573

ones are omitted from the script and why.574

• At submission time, to preserve anonymity, the authors should release anonymized versions (if575

applicable).576

• Providing as much information as possible in supplemental material (appended to the paper) is577

recommended, but including URLs to data and code is permitted.578

6. Experimental setting/details579

Question: Does the paper specify all the training and test details (e.g., data splits, hyperparameters,580

how they were chosen, type of optimizer, etc.) necessary to understand the results?581

Answer: [Yes]582

Justification: Section 4.1 specifies datasets, models, privacy budgets (ϵ ∈ {0.1, 0.5, 1.0, 2.0}), agent583

populations, episode counts (200), and statistical methodology (5 independent runs).584

Guidelines:585

• The answer NA means that the paper does not include experiments.586

• The experimental setting should be presented in the core of the paper to a level of detail that is587

necessary to appreciate the results and make sense of them.588

• The full details can be provided either with the code, in appendix, or as supplemental material.589

7. Experiment statistical significance590
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Question: Does the paper report error bars suitably and correctly defined or other appropriate informa-591

tion about the statistical significance of the experiments?592

Answer: [Yes]593

Justification: Section 5 provides comprehensive statistical analysis including Mann-Whitney U tests,594

p-values, confidence intervals, Cohen’s d effect sizes, and standard deviations across 5 independent595

runs.596

Guidelines:597

• The answer NA means that the paper does not include experiments.598

• The authors should answer "Yes" if the results are accompanied by error bars, confidence599

intervals, or statistical significance tests, at least for the experiments that support the main claims600

of the paper.601

• The factors of variability that the error bars are capturing should be clearly stated (for example,602

train/test split, initialization, random drawing of some parameter, or overall run with given603

experimental conditions).604

• The method for calculating the error bars should be explained (closed form formula, call to a605

library function, bootstrap, etc.)606

• The assumptions made should be given (e.g., Normally distributed errors).607

• It should be clear whether the error bar is the standard deviation or the standard error of the608

mean.609

• It is OK to report 1-sigma error bars, but one should state it. The authors should preferably report610

a 2-sigma error bar than state that they have a 96% CI, if the hypothesis of Normality of errors is611

not verified.612

• For asymmetric distributions, the authors should be careful not to show in tables or figures613

symmetric error bars that would yield results that are out of range (e.g. negative error rates).614

• If error bars are reported in tables or plots, The authors should explain in the text how they were615

calculated and reference the corresponding figures or tables in the text.616

8. Experiments compute resources617

Question: For each experiment, does the paper provide sufficient information on the computer618

resources (type of compute workers, memory, time of execution) needed to reproduce the experiments?619

Answer: [Yes]620

Justification: Section 6 details the use of 4 L4 GPUs with 96GB total memory, CPU specifications,621

execution times (3.2-4.7 hours per configuration), and total computational requirements (280+ GPU-622

hours).623

Guidelines:624

• The answer NA means that the paper does not include experiments.625

• The paper should indicate the type of compute workers CPU or GPU, internal cluster, or cloud626

provider, including relevant memory and storage.627

• The paper should provide the amount of compute required for each of the individual experimental628

runs as well as estimate the total compute.629

• The paper should disclose whether the full research project required more compute than the630

experiments reported in the paper (e.g., preliminary or failed experiments that didn’t make it into631

the paper).632

9. Code of ethics633

Question: Does the research conducted in the paper conform, in every respect, with the NeurIPS Code634

of Ethics https://neurips.cc/public/EthicsGuidelines?635

Answer: [Yes]636

Justification: Our research focuses on privacy protection in multi-agent systems, addresses ethical637

considerations in Section 7, and follows responsible AI practices including fairness analysis and638

transparency mechanisms.639

Guidelines:640

• The answer NA means that the authors have not reviewed the NeurIPS Code of Ethics.641

• If the authors answer No, they should explain the special circumstances that require a deviation642

from the Code of Ethics.643

• The authors should make sure to preserve anonymity (e.g., if there is a special consideration due644

to laws or regulations in their jurisdiction).645

10. Broader impacts646
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Question: Does the paper discuss both potential positive societal impacts and negative societal impacts647

of the work performed?648

Answer: [Yes]649

Justification: Section 7 discusses positive impacts (enhanced privacy protection in healthcare/finance)650

and negative impacts (potential for obscuring malicious activities, fairness concerns, and dual-use of651

attack detection techniques).652

Guidelines:653

• The answer NA means that there is no societal impact of the work performed.654

• If the authors answer NA or No, they should explain why their work has no societal impact or655

why the paper does not address societal impact.656

• Examples of negative societal impacts include potential malicious or unintended uses (e.g.,657

disinformation, generating fake profiles, surveillance), fairness considerations (e.g., deploy-658

ment of technologies that could make decisions that unfairly impact specific groups), privacy659

considerations, and security considerations.660

• The conference expects that many papers will be foundational research and not tied to particular661

applications, let alone deployments. However, if there is a direct path to any negative applications,662

the authors should point it out. For example, it is legitimate to point out that an improvement in663

the quality of generative models could be used to generate deepfakes for disinformation. On the664

other hand, it is not needed to point out that a generic algorithm for optimizing neural networks665

could enable people to train models that generate Deepfakes faster.666

• The authors should consider possible harms that could arise when the technology is being used667

as intended and functioning correctly, harms that could arise when the technology is being used668

as intended but gives incorrect results, and harms following from (intentional or unintentional)669

misuse of the technology.670

• If there are negative societal impacts, the authors could also discuss possible mitigation strategies671

(e.g., gated release of models, providing defenses in addition to attacks, mechanisms for monitor-672

ing misuse, mechanisms to monitor how a system learns from feedback over time, improving the673

efficiency and accessibility of ML).674

11. Safeguards675

Question: Does the paper describe safeguards that have been put in place for responsible release of676

data or models that have a high risk for misuse (e.g., pretrained language models, image generators, or677

scraped datasets)?678

Answer: [NA]679

Justification: Our work focuses on privacy protection mechanisms rather than releasing potentially680

harmful models or datasets. The privacy-preserving framework itself serves as a safeguard against681

data misuse.682

Guidelines:683

• The answer NA means that the paper poses no such risks.684

• Released models that have a high risk for misuse or dual-use should be released with necessary685

safeguards to allow for controlled use of the model, for example by requiring that users adhere to686

usage guidelines or restrictions to access the model or implementing safety filters.687

• Datasets that have been scraped from the Internet could pose safety risks. The authors should688

describe how they avoided releasing unsafe images.689

• We recognize that providing effective safeguards is challenging, and many papers do not require690

this, but we encourage authors to take this into account and make a best faith effort.691

12. Licenses for existing assets692

Question: Are the creators or original owners of assets (e.g., code, data, models), used in the paper,693

properly credited and are the license and terms of use explicitly mentioned and properly respected?694

Answer: [Yes]695

Justification: All datasets and models used are cited with sources and licenses (e.g., HuggingFace696

datasets & models under their respective licenses, MedGemma and Sujet-Finance-Instruct-177k with697

stated terms of use). We respected all licensing conditions.698

Guidelines:699

• The answer NA means that the paper does not use existing assets.700

• The authors should cite the original paper that produced the code package or dataset.701

• The authors should state which version of the asset is used and, if possible, include a URL.702
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• The name of the license (e.g., CC-BY 4.0) should be included for each asset.703

• For scraped data from a particular source (e.g., website), the copyright and terms of service of704

that source should be provided.705

• If assets are released, the license, copyright information, and terms of use in the package should706

be provided. For popular datasets, paperswithcode.com/datasets has curated licenses for707

some datasets. Their licensing guide can help determine the license of a dataset.708

• For existing datasets that are re-packaged, both the original license and the license of the derived709

asset (if it has changed) should be provided.710

• If this information is not available online, the authors are encouraged to reach out to the asset’s711

creators.712

13. New assets713

Question: Are new assets introduced in the paper well documented and is the documentation provided714

alongside the assets?715

Answer: [Yes]716

Justification: We release an open-source implementation of PrivacyMAS. Documentation, repro-717

ducibility instructions, and licensing information will be provided alongside the code.718

Guidelines:719

• The answer NA means that the paper does not release new assets.720

• Researchers should communicate the details of the dataset/code/model as part of their sub-721

missions via structured templates. This includes details about training, license, limitations,722

etc.723

• The paper should discuss whether and how consent was obtained from people whose asset is724

used.725

• At submission time, remember to anonymize your assets (if applicable). You can either create an726

anonymized URL or include an anonymized zip file.727

14. Crowdsourcing and research with human subjects728

Question: For crowdsourcing experiments and research with human subjects, does the paper include729

the full text of instructions given to participants and screenshots, if applicable, as well as details about730

compensation (if any)?731

Answer: [NA]732

Justification: Our work does not involve crowdsourcing or human subjects. All datasets used are733

publicly available and de-identified.734

15. Institutional review board (IRB) approvals735

736

Guidelines:737

• The answer NA means that the paper does not involve crowdsourcing nor research with human738

subjects.739

• Including this information in the supplemental material is fine, but if the main contribution of the740

paper involves human subjects, then as much detail as possible should be included in the main741

paper.742

• According to the NeurIPS Code of Ethics, workers involved in data collection, curation, or other743

labor should be paid at least the minimum wage in the country of the data collector.744

16. Institutional review board (IRB) approvals or equivalent for research with human subjects745

Question: Does the paper describe potential risks incurred by study participants, whether such746

risks were disclosed to the subjects, and whether Institutional Review Board (IRB) approvals (or an747

equivalent approval/review based on the requirements of your country or institution) were obtained?748

Answer: [NA]749

Justification: No new human subjects research was conducted. We only used publicly available750

datasets with appropriate licenses.751

Guidelines:752

• The answer NA means that the paper does not involve crowdsourcing nor research with human753

subjects.754

• Depending on the country in which research is conducted, IRB approval (or equivalent) may be755

required for any human subjects research. If you obtained IRB approval, you should clearly state756

this in the paper.757
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• We recognize that the procedures for this may vary significantly between institutions and758

locations, and we expect authors to adhere to the NeurIPS Code of Ethics and the guidelines for759

their institution.760

• For initial submissions, do not include any information that would break anonymity (if applica-761

ble), such as the institution conducting the review.762

17. Declaration of LLM usage763

Question: Does the paper describe the usage of LLMs if it is an important, original, or non-standard764

component of the core methods in this research? Note that if the LLM is used only for writing,765

editing, or formatting purposes and does not impact the core methodology, scientific rigorousness, or766

originality of the research, declaration is not required.767

Answer:768

Justification: LLMs (e.g., MedGemma and AdaptLLM Finance) were used as agent models in769

experiments. Their use is described in Section 4.1.770

Guidelines:771

• The answer NA means that the core method development in this research does not involve LLMs772

as any important, original, or non-standard components.773

• Please refer to our LLM policy (https://neurips.cc/Conferences/2025/LLM) for what774

should or should not be described.775
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