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ABSTRACT

Graph Anomaly Detection (GAD) is crucial for identifying abnormal entities
within networks, garnering significant attention across various fields. Traditional
unsupervised methods, which decode encoded latent representations of unlabeled
data with a reconstruction focus, often fail to capture critical discriminative content,
leading to suboptimal anomaly detection. To address these challenges, we present
a Diffusion-based Graph Anomaly Detector (Diff GAD). At the heart of Diff GAD
is a novel latent space learning paradigm, meticulously designed to enhance the
model’s proficiency by guiding it with discriminative content. This innovative
approach leverages diffusion sampling to infuse the latent space with discriminative
content and introduces a content-preservation mechanism that retains valuable
information across different scales, significantly improving the model’s adeptness at
identifying anomalies with limited time and space complexity. Our comprehensive
evaluation of DiffGAD, conducted on six real-world and large-scale datasets with
various metrics, demonstrated its exceptional performance. Our code is available
at: https://github.com/fortunato-all/DiffGAD.

1 INTRODUCTION

Graph structure has garnered significant attention from both academia (Gao et al., 2023c; Roy et al.,
2023; Gao et al., 2023a; Fang et al., 2024b) and industry (Breuer et al., 2020; Li et al., 2023; Yin
et al., 2024), with its potential to represent relationships and structures. Among its wide applications,
graph anomaly detection (GAD) has evolved as a popular research topic, aiming to detect abnormal
targets (nodes, edges, subgraphs, et al.) from the normal.

Existing research can be categorized into two branches: the semi-supervised learning branch (Dou
et al., 2020; Gao et al., 2023b; 2024b) and the unsupervised learning branch (Hamilton et al., 2017;
Chen et al., 2020; Peng et al., 2018). Semi-supervised learning approaches utilize a small subset
of labeled data to discern patterns of anomalies, enabling the prediction of labels for the remaining
unlabeled dataset. However, human annotation is often time-consuming and labor-intensive, which
limits the application of semi-supervised methods.

As alternative, unsupervised strategies (Ding et al., 2019; Fan et al., 2020; Sakurada & Yairi, 2014)
directly capture node characteristics and local structures without the need for annotation. Specifically,
these approaches are on the assumption that anomalous entities exhibit more complex distributions
and are significantly more difficult to reconstruct (Ding et al., 2019; Fan et al., 2020; Sakurada
& Yairi, 2014). Consequently, they utilize Autoencoder (AE) to first map the graph data into
latent embeddings (Kingma & Welling, 2014; Kipf & Welling, 2017a; Velickovic et al., 2018) and
then decoding, wherein those exhibiting high reconstruction errors are deemed more likely to be
anomalies. However, these methods grapple with limitations in their discriminative capability, which
results in suboptimal performance. As outlined in (Dou et al., 2020; Liu et al., 2020), abnormal
users often deliberately camouflage themselves among normal users. Consequently, they frequently
exhibit a significant overlap in common attributes (e.g. age, occupation, length and frequency of
reviews, etc.) with normal users. This behavior enables these anomalies to divert the focus of
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Figure 1: Given several normal and abnormal nodes, the data space is constructed by different
methods. Specifically, (a) represents the latent space constructed by current reconstruction-based
methods, (b) denotes the latent space learned by our discriminative guidance, (c) is the latent space
constructed by introducing the preserved general content on (b).

reconstruction-based models towards overlapping common content, reducing the models’ ability
to discern truly discriminative features (such as transaction information for fraud detection (Dou
et al.,, 2019)). As a result, anomalous entities are difficult to identify by reconstruction error with
such a trivial framework. As illustrated in Figure 1 (a), all data points in the latent space are equally
distributed in the learned latent space, without preserving sufficient discriminative content, leading to
the overlapping distribution space.

Furthermore, we find that the latent space constructed by the AE-based method (Ding et al., 2019)
tends to represent all samples for the Books dataset (Sanchez et al., 2013) into the same point, which
is misguided by the huge common content. In addition to the aforementioned issue, the well-known
Variational Autoencoder (VAE) based method (Kipf & Welling, 2016) faces a notable challenge: it
constructs the latent space within a constrained distribution (e.g., the Gaussian distribution), leading
to a uniform latent distribution. This limits the model’s expressive capacity, consequently making it
challenging to distinguish between abnormal and normal samples. To tackle this issue, we propose
to enhance the latent space learning process by incorporating discriminative content. Drawing
inspiration from the potent generative capabilities of Diffusion Models (DMs) (Ho et al., 2020;
Rombach et al., 2022; Nichol et al., 2022; Dhariwal & Nichol, 2021), we introduce a diffusion-based
detection approach, termed DiffGAD. Specifically, our Diff GAD tackles the issue from two aspects:

Discriminative Distillation to distill discriminative content (Section 3.5).

Discriminative content is hard to capture due to the sparsity of anomalies, however, shared content is
much easier to acquire. Hence we implicitly capture this discriminative information: Initially, we
train an unconditional DM to focus on constructing features that encapsulate both discriminative
and common elements, referred to as general content. Subsequently, a second DM is trained by
conditioning on a common feature to learn the latent distribution inclusive of common content, where
the common feature is constructed by adaptively filtering out potential anomalies in the unconditional
DM reconstructed space. By differentiating the general content from this commonality, we isolate the
discriminative content. This content is then integrated into the latent space through the application of
classifier-free guidance across both trained DMs. As illustrated in Figure 1 (b), this process allows
the latent space to segregate normal and abnormal distributions within overlapping areas, thereby
enabling the differentiation between abnormal and normal samples.

General Content Preservation to preserve different scale general content (Section 3.3).

Given that anomaly detection based on reconstruction error fundamentally aligns more with clas-
sification than generation, we introduce slight modifications to the diffusion model to better suit
this task. Specifically, during the sampling stage, rather than initiating from a Gaussian distribution,
we introduce minor corruptions to the given sample X by adding noises for a small timestept < T,
and subsequently denoise it to generate a reconstructed sample ®X. Throughout this process, we
argue that the general content could be preserved across different scales (reflecting by timestep t)
to further bolster the model’s discriminative power with confidence. In detail, noise at smaller t
values preserves large-scale general content, whereas larger t values maintain more localized general
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content. As illustrated in Figure 1 (c), by preserving this content, the constructed latent space becomes
adept at accurately representing data points. This enhancement effectively widens the distributional
discrepancy between anomalous and normal entities, resulting in a robust and discriminative latent
space that fosters confident representations.

To summarize, we have the following contributions:
* To the best of our knowledge, we make the first attempt to transfer the diffusion model (DM)

from the generation task to a detector in the GAD task and propose a DM-based Graph Anomaly
Detector, namely DiffGAD.

* Our DiffGAD enhances the discriminative ability from two aspects: a discriminative content-guided
generation paradigm to distill the discriminative content in latent space; and a content-preservation
strategy to enhance the confidence of the guidance process.

» Extensive experiments over six real-world and large-scale datasets demonstrate our effectiveness,
Theoretical and Empirical computational analysis illustrate our efficiency.

2 BACKGROUND

In this section, we revisit some background. Specifically, we first introduce the preliminaries of the
Graph Anomaly Detection (GAD) task and then describe the diffusion model in latent space.

2.1 TASK FORMULATION

In this work, we focus on unsupervised node-level GAD over static attributed graphs, and each node
is associated with an anomaly score, where top-ranked nodes (with large scores) are always indicated
as anomalies. In reconstruction-based methods, the anomaly score is reconstruction error. Meanwhile,
the data structure can be formalized as an attribute graph G = fV; X; E; Ag 2 G, where V; X; E; A
denotes nodes, node attributes, edges, and adjacency matrix, specifically.

2.2 DIFFUSION MODEL IN LATENT SPACE

The Latent Diffusion Model (Latent DM) is composed of a pair of forward and reverse diffusion
processes based on the unified formulation of Stochastic Differential Equation (SDE) (Song et al.,
2021). Concretely, given a latent variable z, the SDE can be formalized as:

dz = F(z; t)dt + g(t)dwvy; )

where () and g( ) are the drift and diffusion functions, respectively, and () can also be expressed
in the form of (z;t) = F(t)z. Then we define the forward, backward, and training process as:

Forward Process. Given the latent variable z, the forward process transforms z with noises to
construct a sequence of step-dependent variables fz¢g{_,, where zy = z is the initial point of this
process. Specifically, with SDE, the diffusion kernel is denoted as a conditional distribution of zy:

P (zt ] Zo) = N(s(t)zo;s*(t) *(DI); )

where s(t) and (t) are step-dependent to control the noise level. We follow an efficient design (Karras
et al., 2022; Zhang et al., 2023a) to simplify the diffusion kernel, where we set S(t) = land (t) =t
in this work. Therefore, the forward process can be formulated as:

Ze=2zg+ (O)";where"” N (0;I): 3)
Reverse Process. The reverse process reconstructs the latent variable z by predicting and removing

the added noises. Specifically, with SDE and our diffusion kernel simplification (Karras et al., 2022),
the reverse process can be derived as:

dz= 2.(1) (Or:logp@)dt+ 2 ©® dls; @

where ¥ log p¢(z) is the score function of z, and _(t) is the first order derivative of (t).
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Figure 2: An overview of Diff GAD. Given a graph, we rst encode it into latent space, and we then
reconstruct it with both unconditioned and conditioned diffusion models to distill the discriminative
content. Finally, we decode the reconstructed latent embedding for anomaly detection.

Training Process. The training process matches the noises in the forward and reverse processes,
which can be achieved by denoising score matching (Song et al., 2021) as:

Low = Ezo p@Ba paizg K (261 'K ()
where is the neural network. After training, the diffusion model can be applied for further
generation by the reverse process with the score function,dsgp;(z) = = (1) inEq. 4.

3 METHODOLOGY
In this section, we illustrate DiffGAD in detail.

3.1 OVERVIEW

Figure 2 overviews our proposed DiffGAD, which functions primarily within the latent space. Upon
receiving a graph, our methodology initiates by mapping it into the latent space, as detailed in 83.2.
Within this transformed domain, we employ a dual Diffusion Model (DM) approach. The rst
DM is tasked with encapsulating the general content, as elaborated in 83.3, while the second DM
targets the extraction of common content, described in 83.4. Herein, the discriminative content is
identi ed by the disparities between these two DM-captured representations. Inspired by (Ho &
Salimans, 2022), the concurrent sampling of the two DMs can be enabled by controlling a simple
hyper-parameter. It is worth noting that our model's foundation is rooted in a well-established
hypothesis, supported by works such as (Ding et al., 2019; Fan et al., 2020; Sakurada & Yairi, 2014),
which posits that anomalous entities exhibit more complex distributions and are signi cantly more
dif cult to reconstruct. Consequently, nodes with higher reconstruction error are more likely to be
anomalies. To facilitate this detection mechanism, our framework requires the original samples with
their respective reconstructed counterparts, a process systematically described in §3.3.

3.2 LATENT SPACE PROJECTION

In this work, we leverage an encoder to map graph features into a latent representation space, a pivotal
step that precedes the detailed exposition of diffusion models in our work. Thus, it is essential to rst
delineate the methodology employed in projecting graph characteristics into this latent space.

More formally, for a given grapks, we utilize the Graph Autoencoder (AE) framework as delineated
in (Ding et al., 2019) to facilitate its transformation into the latent space. The architecture of the
Graph AE comprises two primary components: an encoder, denotegdaasl a decoder, denoted
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Algorithm 1 The training and inference procedure of DiffGAD.

Input: An attribute graptG = fV ; X; E; Ag,

Output: The detection scores of each nodéan

1. Train Graph AEf ; gby Eq. 12.

2: Extract latent embedding by Eq. 6.

3: Initialize common featureg as the mean af and seteyrrent= Co.
4: while Training unconditional DM (z;t) do

5:  Update (z:;t) by Eq. 5,
6:
7
8

Update common featui®ex by Eqg. 9 and Eq. 10,
SetCeurrent= Chext:
: end while
9: SetC = Chext
10: Train conditional DM (z;;c;t) by Eq. 13.
11: Add t-step noises to latent embeddingpy Eqg. 3.
12: Reconstruct the noisy embedding with the modi ed score in Eq. 11.
13: Decode the reconstructed embedding by Eq. 7.
14: Calculate detection scores betweégand the decoded graph by Eq. 12.

as . The encoder function, , is designed to process the node feature matrix R" ¢ and the
adjacency matribA 2 R" ", thereby yielding latent feature embeddingcomputed as:

z= (X;A); (6)

wherein  incorporates a Graph Convolutional Network (GCN) (Kipf & Welling, 2017a) as its
underlying mechanism for aggregating information from node feaiir@sto latent embedding,
with z 2 R" ¥ andk representing the dimensionality of the latent space.

Subsequently, the decoder component is tasked with the reconstruction of the node feature matrix
and adjacency matrix from the latent embeddingxpressed through the equations:

R = fea(Z; A);
A= stru(ZZT);

()

in which gt and 4y are speci cally designed for the prediction of node features and graph
structure (edges), respectively. This meticulous elaboration of the latent space projection methodology
set the stage for a comprehensive understanding of our novel Diff GAD framework.

3.3 GENERAL CONTENT PRESERVATION

Once the latent space is ready, the reconstruction error by DM acts as a proxy of the anomaly score
associated with individual nodes. To achieve this, pairs of original and reconstructed samples are
necessary (Gao et al., 2024a). Our general content preservation aims to adapt the DM architecture
to the reconstruction error-based anomaly detection task. Unlike traditional DMs, which samples
random Gaussian noise to generdgeour approach perturbs original latent embeddigdpy mixing
random noises from different scales as the initial points for sampling. Concretely, following the work
in Ho et al. (2020), we categorize the noises into 500 different scales, and we add noises at each scale
by the following equation:

z = ¢ Zo+ Tt

t T 0 T

where is a random noise, and2 N (0; 1), this corrupted embedding is then used to generate
reconstructed samp#y with the aim of preserving the general content. The bene t of this process
are threefolds: (1) It facilitates the computation of reconstruction error by aligning original and
reconstructed sample; (2) By modulatinghe extent of preserved general content can be controlled;
a lowert value results in a reconstruction that is closer to the original content, thereby retaining more
of the general content. (3) As the DM functions without explicit conditioning, it inherently associates
with the general content, which lays the groundwork for the introduction of discriminative content.

(8)
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3.4 CoOMMON FEATURE CONSTRUCTION

In this study, we treat divergence of unconditional and conditional DMs as the discriminative
content of interest. Besides unconditional DM, our approach also necessitates the incorporation of a
conditional DM. This subsection is dedicated to elucidating the conditioning mechanism construction.

Consider the latent embeddiag= fz"g)-, , where eaclz¥ 2 R¥ denotes the embedding of the

v-th node. We initialize the common featurgas the mean value over all latent node embeddings,
capturing a global perspective of the node distribution and setting a prior for their generative process.
This feature acts as the conditioning and is not xed during the training of DM, next we demonstrate
the adaptive re nement of this feature in depth.

During the training phase of the unconditional DM, which we represent(@s; t), the conditioning
undergoes iterative updates. To illustrate, we identify the common feature conditioning at any training
iteration acurent The feature update is governed by:

X
Chext = Ly 2, )
v2Vv

wherec,e: is the updated common feature for the next training iteration,! gnd the weighting
vector to control the update process. We obtairby similarity calculation between the reconstructed
node embedding¥ and current common featucg,rens Which can be formalized as:

|, =
1y = PPRUVE ) nerel, = cost; couren - (10)

exp(! v=)

where is the temperature parameter to control the smoothness of wedglsts, i denotes the
cosine similarity. The update of the common feature involves aggregating the contribution of all
nodes, weighted by their respectivg values. A larget , indicates a more signi cant contribution

of the curren® to the update process. Notably, nodes that signi cantly deviate from the current
common featuregeurrens are assigned with lower weights during the update. The underlying rationale

is to mitigate the impact of potential anomalies and to derive a comprehensive common feature.
Upon completing this iterationt,ex; is designated as the new current common featikgn:for the
forthcoming update cycle. Furthermore, we establish the nal common featuhéch corresponds

to Chext from the last training iteration. This nalized feature remains static during the detection phase.
This approach ensures that the common feature is re ective of the dataset's core attributes, which
leads us to the discriminative content calculation.

3.5 DISCRIMINATIVE CONTENT DISTILLATION

Leveraging the unconditional DM, (z;t), and the common featu® our approach is able to
extract the discriminative content through discriminative content distillation. Speci cally, we rst
train a conditional DM as (z;; c;t), which aims to learn the common knowledge by reconstructing
latent embedding = fzVg]., with common feature as conditional information.

Inspired by the idea of classi er-free guidance (Ho & Salimans, 2022), we distill the discriminative
content by performing a linear combination of the unconditional and conditional DMs. Differently,
our unconditional DM (zq;t) contains both discriminative and common content, and the conditional
DM  (z:;c;t) captures the common content, which describes that "what most of the reconstructed
nodes focus on". Thus, the discriminative content is achieved by subtracting the general content
from the common content learned from the unconditional DM and conditional DM, respectively.
Speci cally, the modi ed score can be denoted as:

~(ze;c)=(A+ ) (zi;1) (zi;c51);

relogp(z)= ~(zect)= (1); (11)

where is the hyperparameter to regulate the strength. By utilizing the modi ed score for the
sampling process, we distill the discriminative content into the latent space, and then obtain the
discriminative latent embeddings.
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Table 1: The ROC-AUC performance with different components of our method.

Method | Weibo Reddit Disney Books Enron Avg
AE 920 0.1 56.1 00 403 6.7 59.1 25 591 16 613 2.2
Diff 916 05 558 0.1 491 03 583 25 577 18 625 1.0

Cond-Diff | 91.4 05 559 01 492 04 588 18 576 19 626 0.9
DiffGAD | 93.4 03 563 01 545 02 664 18 716 7.0 684 19

3.6 TRAINING AND INFERENCE

Training Stage. In the training stage, given an attribute grapl= fV ; X; E; Ag, we rstly train the
Graph AE by the following objective:

Lae= X Riz+@ ) iA Ajjz (12)
wherejj jj 2 denotes the L2 norm, andis a hyper-parameter to balance the effect of feature and
structural reconstruction. Then we train the unconditional DNk ; t) by the training objective

as in Eqg. 5, meanwhile, we obtain the common featur€inally, we train the conditional DM
(z¢; c; t) by the following equation:

A w2 .
L cond= Ezo p(z)Ez‘ p(zljzo:c)k (Zt,C,t) kz- (13)

Inference Stage.In the inference stage, given attribute graphwe rst transform it into latent space

by well-trained encoder . Second, we addstep noisest(< T ) on the extracted latent embedding to
preserve the general content. Then, we discriminatively sample from both unconditional @Mt)

and conditional DM (z;;c;t) with Eq. 11 as scores. Finally, we transform the reconstructed
embedding into graph space by decodefor reconstruction error calculation.

4 EXPERIMENT

In this section, we conduct experiments to validate the effectiveness of our Diff GAD. Speci cally,
we rstintroduce the experimental settings, and next, we analyze the ablation studies, nally, we
describe the comparison results with the state-of-the-art methods.

4.1 EXPERIMENTAL SETTINGS

Datasets. Following the work in (Liu et al., 2022b) we employ 13 baselines as benchmarks on
6 real-world datasets (Weibo (Zhao et al., 2020), Reddit (Kumar et al., 2019; Wang et al., 2021),
Disney (Sanchez et al., 2013), Books (Sanchez et al., 2013), Enron (Sanchez et al., 2013)), including
a large-scale dataset Dgraph (Huang et al., 2022) for evaluation.

Metrics. Following the extensive literature in GAD (Liu et al., 2022b; Ding et al., 2019; Kipf &
Welling, 2016), we compressively evaluate the performance of Diff GAD with the representative ROC-
AUC (Receiver Operating Characteristic Area Under Curve), AP (Average Precision), Recall@k, and
the AUPRC (Area Under the Precision and Recall Curve) metrics.

Comparisons.Following the work in (Liu et al., 2022b), we report the average performance with
std results over 20 trials for a fair comparison. Moreover, we re-implement current methods for all
datasets with (Liu et al., 2022a), and observe a large performance gap for the ROC-AUC in Enron,
while other datasets are similar (as the of cial GitHub issue mentionéjl ifiherefore, to prevent
ambiguity, we use the re-implemented ROC-AUC results on the Enron dataset and follow the results
of other datasets and metrics in (Liu et al., 2022b).

4.2 ABLATION STUDIES

The effects of discriminative content distillation. We conduct experiments over variousn Eq. 11,

and the experimental results are shown in Figure 3. Speci cally, we list the AUC performance with

the conditional DM (z;;c;t) as = 1.0 (only common content), with the unconditional DM
(z¢;t) as = 0:0 (only general content), and with different values afanging from 0.2 to 2.0

https://github.com/pygod-team/pygod
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(a) Books (b) Disney (c) Enron

Figure 3: The ROC-AUC performance of 3 representative datasets under the different scale of the
control of , wherex axis represents the variance gfandy axis is the ROC-AUC results.

(a) Books (b) Disney (c) Weibo

Figure 4: The ROC-AUC performance of different timestepser 3 representative datasets, where
axis represents different timestaps&ndy axis is the ROC-AUC results.

over the Books, Disney, and Enron datasets. From Figure 3, we nd that different datasets have
distinct sensitivities of , and the performance on Books and Enron are sensitive to the various
Moreover, we can observe that the best results are achieved with l&rge 2:0) for all 3 datasets,

which not only demonstrates the effectiveness of our discriminative content distillation but also shows
that the discriminative content is hard to mine for those datasets.

The in uences of general content preservation We conduct experiments over various timestep

t in Sec. 3.3 to preserve general content from different scales, and the experimental results are
illustrated in Figure 4. Speci cally, we list the AUC performance with timestep varies ftaa600

over the Books, Disney, and Weibo datasets. The full diffusion timestep is 500, tvhdraneans
sampling from large-scale general content, ardb00 implies sampling from the noise. Speci cally,

from Figure 4, we can nd that (1) general content from different scales is required for different
datasets, where Weibo requires more general content (synafid less general content is needed for
Books and Disney (largg, and (2) compared with sampling from the noises £00), our general
content preservation improves over all datasets (vatipughich demonstrates our effectiveness.

The effects of different componentsWe conduct
experiments with different components such as the
Autoencoder (“AE"), the unconditional DM (“Diff"),
and the conditional DM (“Cond-Diff"), the experi-
mental results are shown in Table 1, where “DiffGAD”
is our method. Speci cally, we can nd that: (1) ap-
plying the DM over the AE model achieves marginal
performance gains (“Diff” vs “AE”), which demon-
strates that simply utilizing DM can't tackle the lack
of discriminative content issue. (2) the conditional
DM and the unconditional DM obtain similar result
(“Diff” vs “Cond-Diff”), which proves our hypoth-
esis, that in the general content, the huge comm
content prioritizes the discriminative. (3) our metho
attains signi cant improvements over different coniz
ponents (“Diff GAD” vs others), this proves our ef:
fectiveness, which could distill the discriminative®

?:igure 5: Average ROC-AUC performance
Yer 5 datasets, where the color represents
e average AUC, and the central line is the
edian (Many methods for Dgraph encounter
OM and TLM restriction, thus Dgraph is
mitted).



Published as a conference paper at ICLR 2025

Table 2: Performance comparisdR@C-AUC) among 13 algorithms on 6 datasets, where we show
theavg perf. the std of perf.of each method. The best results of all methods are indicated in
boldface, and the second best results are underlined. OOM refers to out-of-memory with CPU. TLE
denotes time limit of 24 hours exceeded. We list the Avg result over 5 datasets, due to the unavailable
Dgraph results with OOM and TLE for many methods, we omit Dgraph.

Algorithm | Weibo Reddit Disney Books Enron Avg Dgraph
graph-agnostic

LOF 565 0.0 57.2 00 479 00 365 00 464 0.0 489 0.0 TLE

IF 535 28 452 17 576 29 430 18 401 14 479 21 609 0.7
MLPAE 821 3.6 506 00 492 57 425 56 446 7.1 538 44 370 1.9
classical algorithms

SCAN 63.7 56 499 03 505 40 498 1.7 528 34 533 30 TLE

Radar 989 0.1 549 12 518 00 528 00 541 101 625 23 OooM

ANOMALOUS | 989 0.1 549 56 518 00 528 00 550 98 62.7 3.1 OOM
deep algorithms

GCNAE 908 1.2 50.6 00 422 79 500 45 382 65 544 40 409 05
DOMINANT 850 146 56.0 0.2 471 45 501 50 537 42 584 57 ooM
DONE 853 41 539 29 417 6.2 432 40 46.7 6.1 542 4.7 OooM
AdONE 846 22 504 45 488 51 536 20 445 29 564 33 OooM
AnomalyDAE 915 12 557 04 488 22 622 81 543 112 625 4.6 OooM
GAAN 925 00 554 04 480 00 549 50 593 02 620 11 OooM
CONAD 854 143 56.1 01 480 35 522 6.9 516 43 587 58 347 1.2
DiffGAD | 934 03 563 01 545 02 664 18 716 70 684 19 524 00

content and further boost the detection performance. Moreover, we also visualize the reconstructed
distribution by different components in Appendix B.

4.3 COMPARISON WITHSOTAMETHODS.

In this subsection, we comprehensively compare our method with various state-of-the-art algorithms,
ranging from graph-agnostic algorithms LOF (Breunig et al., 2000), MLPAE (Sakurada & Yairi, 2014),

IF (Liu et al., 2012), and classical algorithms Rador (Li et al., 2017), ANOMALOUS (Peng et al.,
2018), SCAN (Xu et al., 2007), to deep algorithms GAAN (Chen et al., 2020), DOMINANT (Ding

et al., 2019), GCNAE (Kipf & Welling, 2016), DONE (Bandyopadhyay et al., 2020), CONAD (Xu

et al., 2022), and the comparison results are reported in Table 2. Moreover, we also show the average
of AUC results with standard deviation ( denoted as “Avg”) in the table, and then present a box chart
to show the average AUC results of 5 datasets in Figure 5.

Speci cally, we draw the following observationét) Diff GAD achieves “an outlier node detection
method that works universally well on all datasets”. It obtains top-2 AUC results over all datasets and
signi cantly outperforms current methods with a large margin in average AUC with more than 9%
average AUC (compared with the second Average AUC results in ANOMALO@$DIiffGAD
demonstrates robustness and stability across different datasets, it attairgdraalilts over different
datasets(3) Diff GAD outperforms other deep-based algorithms by a large margin. Specially, the
best improvement is for the Enron dataset, compared with the GAAN method, our Diff GAD attains
more than 20.7% AUC gains. These achieved performances are signi cant, and this can be attributed
to the enhancement of discriminative ability. More detailed analysis is in Appendix C.1.

5 TiME AND COMPUTATIONAL ANALYSIS

In this study, we analyze the time and computational analysis from theoretical and empirical views.

5.1 THEORETICAL ANALYSIS

(1) Graph AutoEncoder. We analyze the complexity according to (Liu et al., 2022b). Speci cally,
we utilize the Graph convolutional network as our backbone, whose complexity is linear to the edge
numbers. For each layer, the convolution operatiobr ig AD zXW , and thus the complexity

is O(mdh) (Kipf & Welling, 2017b), whereAX can be implemented ef ciently with sparse-dense
matrix multiplication. ForO(mdh), m is the number of non-zero elements in mathixd is the
feature dimensions for the attributed network, &ind the number of feature maps of the weight
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Table 3: Wall-clock running time (s) among . .
deep algorithms on ve different numbers B?ble 4: GPU Memory Consumption (MB)

epochs, where the experiments are conducted'88"Y deep algorithms on ve different graph

. . izes (nodes), where the experiments are con-
thegen_timedataset by BOND (Liu et al., 2022b3.ucted( on the)gen dataset by BpOND (Liu et al.

Algorithm | 10 100 200 300 400 2022b).

BOMINANT 030 089 138 390 2ap Algorithm | 100 500 1000 5000 10000
AONE 014 111 295 41> sap CCNAE | 180 200 200 200 262
AnomalyDAE 011 070 112 171 204 BSMI'ENANT ﬁg ggg ggg ggg éé%
GAAN 0.09 061 1.17 144 189

CONAD 017 123 240 3.49 459 AdONE 220 260 292 904 2592
SHGAOTE 81 001 set a8 1o se ATOMAVDAE 218 20 202 1032 3750
DIffGAD (AE  =1) | 007 051 087 148 196 SO0 518 296 246 864 2578
DIffGAD(Diff) 003 042 081 121 163

DiffGAD(Cond-Diff) | 0.03 045 0.91 135 1.80 | DiffGAD ‘220 228 246 830 2532
DiffGAD(Sample) 0.17

matrix. Moreover, to capture graph topological content, we devise a link prediction layer to reconstruct
the original topological structure, and thus the overall complexi@(mdH + n?), whereH is the
summation of all feature maps across different layers,raiscthe number of nodes.

(2) Latent Diffusion Models. We employ an MLP as the denoising function by following (Karras
et al., 2022; Zhang et al., 2023a). Speci cally, during the training phase, a random timestep is
sampled for each epoch to train the latent node embeddings. The time complexity of this process is
O(end™ 9, wheree denotes the number of training epocHSis the number of feature maps for
MLP, d°is the input dimension for DM, which is also the feature map dimension of AE, since we
adopt the output of AE as the input of DM. During the inference phase, similarly, the time complexity
is O(tnd®H 9, wheret represents the number of sampling timesteps in the denoising process. The
combined time complexity of both training and inference phases rerxjfes+ t)ndH 9).

5.2 BvPIRICAL DISCUSSION

Following (Liu et al., 2022b), we employ the Wall-Clock time and GPU memory for empirical
comparisons, and the experimental results are listed in Table 3 and Table 4, respectively. The whole
testing is conducted on a Linux server with a 2.90GHz Intel(R) Xeon(R) Platinum 8268 CPU, 1T
RAM, and 1 Nvidia 2080 Ti GPU with 11GB memory.

We can observe that Diff GAD is ef cient in terms of both time and memory usage. Speci cally,
bene tting from the advancements in diffusion acceleration, we adopt a more ef cient EDM sam-
pler (Karras et al., 2022) within latent space and utilize 50 sampling steps. From Table 4, we can
observe that the sampling time of DiffGAD is quite short, only 0.17 seconds. Moreover, we also list
the Autoencoder with =1 in Eq. 7, Denoted aBiffGAD (AE = 1), which omits the topology
reconstruction, and reduces AE costx¢mdH ). We can observe that the running time of AE

=1 and diffusion model are comparable.

Furthermore, as the size of the graph scales to real-world proportions, the overall time complexity
of DM simpli es to O(n) as we discuss in 5.1. This indicates that the comple®itn?) of
AutoEncoder dominates the whole complexity, while the time required for diffusion model who
adding and removing noise in latent space can be neglected.

6 CONCLUSION

In this work, we make the rst effort to transfer the diffusion model from generation task to a detector
and propose a diffusion-based unsupervised graph anomaly detector, namely Diff GAD. Speci cally,
(1) a discriminative content-guided generation paradigm is proposed to capture the discriminative
content and then distill it into the latent space, and (2) a content-preservation strategy is designed
to enhance the con dence of the aforementioned guidance process, and (3) extensive experiments
on 6 real-world and large-scale datasets with different metrics demonstrate the effectiveness of our
method, and (4) comprehensive time and computational analysis demonstrate our ef ciency.
Limitation and Future Work. The expressiveness of latent embeddings might be limited by graph
encoder, we will explore some encoder-free strategies in the future.
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are fully reproducible. We provide our code using the GitHub link. The optimal hyperparameters are
detailed in Appendix D.
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A RELATED WORKS

In this section, we introduce notable prior works on graph anomaly detection, list the related diffusion
model-based methods, and enumerate the differences between Diff GAD and related methods.

Graph Anomaly Detection (GAD) aims to detect abnormal targets from a huge number of normal
samples. In the semi-supervised branch, Graph Neural Networks (GNNs) (Wang et al., 2019; He
etal., 2024; Zhang et al., 2024) have achieved remarkable success in detecting graph anomalies across
various domains for its excellent representation capabilities for modeling complex relationships.
Specially, CapsGl (Zheng et al., 2024) combines capsules with self-supervised learning (SSL) to
overcome the inconsistency of anomaly detection on graphs. PMP (Zhuo et al., 2024) introduces
Partitioning Message Passing to adaptively adjust the information aggregated from its heterophilic
and homophilic neighbors. RQGNN (Dong et al., 2024) proves that the accumulated spectral energy
of the graph signal can be represented by its Rayleigh Quotient, and proposes Rayleigh Quotient
GNN for graph-level anomaly detection.

To tackle the issue of limited labeled data, recent methods (Fan et al., 2020; Yuan et al., 2021; Xu
et al., 2022) propose unsupervised approaches over the large-scale unlabeled data, where the anomaly
score is calculated as the reconstruction error. For example, the representative work in (Ding et al.,
2019) uses GCN (Kipf & Welling, 2017a) and AE (Kingma & Welling, 2014) to encode the graph

into a high-dimensional latent space, decodes the structure and attributes separately using the decoder,
and then utilizes the weighted reconstruction error of node feature and structure as the anomaly score.

Diffusion Models (DMs) have garnered widespread attention for their remarkable advances in
generating high-quality images and videos. Fueled by the explosion of deep learning (Lu et al., 2025;
Fang et al., 2024a; Lu et al., 2023; 2024), representative models like DDPM (Ho et al., 2020; Sohl-
Dickstein et al., 2015), SMG (Song & Ermon, 2019; 2020), and SDE (Song et al., 2021) have been
widely adapted to various domains (Xie et al., 2023; Mao et al., 2025). For instance, within the scope
of GNNs, researchers explore to employ DMs to enhance molecular graph modeling (Huang et al.,
2023b;a), protein design (Zhang et al., 2023b; Gruver et al., 2023), drug discovery (Guan et al., 2023;
Schneuing et al., 2022), material design (Xie et al., 2022), etc, and achieve signi cant improvement.
There also has been an exploration in GAD, Diga (Li et al., 2023) proposes a semi-supervised DM
to detect money laundering, where the DM is guided by labeled anomalies for subgraph recovery.
GODM (Liu et al., 2023) introduces a plug-and-play package to adopt a variational encoder and
diffusion model to generate effective negative samples to solve the class imbalance.

Compared with GODM (Liu et al., 2023), which aims to utilize the powerful generative ability of
DMs to generate suf cient negative samples to enhance the performance of current GAD methods, we
directly employ DMs to detect the abnormal targets as an end-to-end model with careful designation.

B VISUALIZATION

In this section, we visualize the distribution of the reconstructed representations by using t-
SNE (Van der Maaten & Hinton, 2008). For a fair demonstration, we select the smaller-scale Books
and the larger-scale Weibo dataset and illustrate the results in Figure 6 and Figure 7, respectively.
Moreover, for clearer demonstration, we re ne the visualization of Books in Figure 8.

Speci cally, we visualize the t-SNE results of the reconstructed general, common, and discriminative
content with small timestep (t=100) and large timestep (t=400). Additionally, we compare these
outcomes against the learned representations derived from the SOTA reconstruction-based method,
DOMINANT, and can draw several observations:

(1) Current reconstruction-based methods tend to produce highly condensed clusters of learned
representations, thereby constraining the discriminative information inherent between distinct nodes.
While DM signi cantly enhances the ability to capture the distribution patterns of samples.

(2) Compared to the general content, the common content emphasizes the shared attributes across
disparate samples, leading to a clustering effect. Conversely, discriminative content mines the
differences, making a more discernible distribution of samples.

(3) Discriminative Content exhibits superior performance in identifying anomalous samples, with
them distributed at the boundary of the data distributions. This contrasts with the more even
distribution of other content categories.
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Figure 6: Visualization results of the learned representations by (1) reconstruct-based ragthod (
Dominan), and (2) different components of Diff GAD on the Books dataset. Variances of points in
Graph Auto Encoder: [6.066866e-22, 3.768135e-35], very close to 0.

Figure 7: Visualization results of the latent space constructed by (1) reconstruct-based ragthod (
Dominan), and (2) different components of Diff GAD on the Weibo dataset.

C MOREEXPERIMENTAL DETAILS

C.1 DETAILED EXPERIMENTAL ANALYSIS

In this subsection, we analyze the experimental results of our Diff GAD over the datasets where we
achieve sub-optimal performance.

Weibo. The success of most methods on Weibo is because the outliers in Weibo exhibit the properties
of both structural and contextual outliers. Speci cally, in Weibo, the average clustering coef cient of
the outliers is higher than that of inliers (0.400 vs. 0.301), meaning that these outliers correspond to
structural outliers. Meanwhile, the average neighbor feature similarity of the outliers is far lower than
that of inliers (0.004 vs. 0.993), so the outliers also correspond to contextual outliers.
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