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Abstract

Clustering clients with similar objectives and learning a model per cluster is an intuitive
and interpretable approach to personalization in federated learning. However, doing so with
provable and optimal guarantees has remained an open challenge. In this work, we formalize
personalized federated learning as a stochastic optimization problem. We propose simple
clustering-based algorithms which iteratively identify and train within clusters, using local
client gradients. Our algorithms have optimal convergence rates which asymptotically match
those obtained if we knew the true underlying clustering of the clients, and are provably
robust in the Byzantine setting where some fraction of the clients are malicious.

1 Introduction

We consider the federated learning setting in which there are N clients with individual loss functions { f; }ie[n]
who seek to jointly train a model or multiple models. The defacto algorithm for problems in this setting is
FedAvg (McMahan et al.l [2017) which has an objective of the form

1
ThedAve = Argmin — (). 1
FedAvg CEg@( ng:wf() (1)

From , we see that FedAvg optimizes the average of the client losses. In many real-world cases however,
clients’ data distributions are heterogeneous, making such an approach unsuitable since the global optimum
() may be very far from the optima of individual clients. Rather, we want algorithms which identify
clusters of the clients that have relevant data for each other and that only perform training within each
cluster. However, this is a challenging exercise since 1) it is unclear what it means for data distributions of two
clients to be useful for each other, or 2) how to automatically identify such subsets without expensive multiple
retraining (Zamir et al) 2018)). In this work we propose algorithms which iteratively and simultaneously 1)
identify K clusters amongst the clients by clustering their gradients and 2) optimize the clients’ losses within
each cluster.
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1.1 Related Work

Personalization via Clustering. Personalization in federated learning has recently enjoyed tremendous
attention (see Tan et al.|(2022); Kulkarni et al.| (2020) for surveys). We focus on gradient-based clustering
methods for personalized federated learning. Several recent works propose and analyze clustering methods.
Sattler et al.| (2021)) alternately train a global model with FedAvg and partition clients into smaller clusters
based on the global model’s performance on their local data. [Mansour et al.| (2021]) and |Ghosh et al.| (2020)
instead train personalized models from the start (as we do) without maintaining a global model. They
iteratively update K models and, using empirical risk minimization, assign each of IV clients one of the
models at every step. In Section 2] we analyze these algorithms on constructed examples and in Section [3.1.3]
compare them to our method.

Since our work is closest to |Ghosh et al.| (2020)), we highlight key similarities and differences. Similarities:
1) We both design stochastic gradient descent- and clustering-based algorithms for personalized federated
learning. 2) We both assume sufficient intra-cluster closeness and inter-cluster separation of clients for the
clustering task (Assumptions 1 and 2 in their work; Assumptions 4 and 5 in ours). 3) Our convergence rates
both scale inversely with the number of clients and the inter-cluster separation parameter A. Differences: 1)
They assume strong convexity of the clients’ loss objectives, while our guarantees hold for all smooth (convex
and non-convex) functions. 2) They cluster clients based on similarity of loss-function values whereas we
cluster clients based on similarity of gradients. We show that clustering based on loss-function values instead
of gradients can be overly sensitive to model initialization (see Fig. . 3) Since we determine clusters based
on distances in gradient space, we are able to apply an aggregation rule which makes our algorithm robust
to some fraction of malicious clients. They determine cluster identity based on loss-function value and do
not provide robustness guarantees.

Recently, Even et al.| (2022) established lower bounds showing that the optimal strategy is to cluster clients
who share the same optimum. Our algorithms and theoretical analysis are inspired by this lower-bound, and
our gradient-based clustering approach makes our algorithms amenable to analysis a la their framework.

Multitask learning. Our work is closely related to multitask learning, which simultaneously trains sep-
arate models for different-but-related tasks. |Smith et al.| (2017) and |Li et al.| (2021) both cast personalized
federated learning as a multitask learning problem. In the first, the per-task models jointly minimize an
objective that encodes relationships between the tasks. In the second, models are trained locally (for per-
sonalization) but regularized to be close to an optimal global model (for task-relatedness). These settings
are quite similar to our setting. However, we use assumptions on gradient (dis)similarity across the domain
space to encode relationships between tasks, and we do not maintain a global model.

Robustness. Our methods are provably robust in the Byzantine (Lamport et al., [2019; |Blanchard et al.,
2017) setting, where clients can make arbitrary updates to their gradients to corrupt the training pro-
cess. Several works on Byzantine robust distributed optimization (Blanchard et al., 2017; |Yin et al.l 2018;
Damaskinos et al., [2018; [Guerraoui & Rouault], 2018; [Pillutla et al., [2022)) propose aggregation rules in lieu
of averaging as a step towards robustness. However, Baruch et al.| (2019); |Xie et al.| (2020) show that these
rules are not in fact robust and perform poorly in practice. [Karimireddy et al.| (2021]) are the first to provide
a provably Byzantine-robust distributed optimization framework by combining a novel aggregation rule with
momentum-based stochastic gradient descent. We use a version of their centered-clipping aggregation rule
to update client gradients. Due to this overlap in aggregation rule, components of our convergence results
are similar to their Theorem 6. However, our analysis is significantly complicated by our personalization and
clustering structure. In particular, all non-malicious clients in |[Karimireddy et al.| (2021}; 2022) have the same
optimum and therefore can be viewed as comprising a single cluster, whereas we consider multiple clusters
of clients (without necessarily assuming clients are i.i.d. within a cluster). The personalization algorithm in
Li et al.| (2021) also has robustness properties, but they are only demonstrated empirically and analyzed on
toy examples.

Recent Empirical Approaches. Two recent works (Wang et al., 2022; [Wu et al., 2023|) examine the set-
ting in which clients’ marginal distributions p(z) differ, whereas most prior work only allows their conditional
distributions p(y|z) to differ. One of our experiments (Section [4.1)) assumes heterogeneity between clients’
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marginal distributions, while the others (Section assume heterogeneity only between their conditional
distributions. In [Wang et al.| (2022)), the server maintains a global pool of modules (neural networks) from
which clients, via a routing algorithm, efficiently select and combine sub-modules to create personalized
models that perform well on their individual distributions. Extending the work of [Marfoq et al.| (2021)), Wu
et al.| (2023]) model each client’s joint distribution as a mixture of Gaussian distributions, with the weights of
the mixture personalized to each client. They then propose a federated Expectation-Maximization algorithm
to optimize the parameters of the mixture model. In general, the contributions and style of our work and
these others differ significantly. We focus on achieving and proving optimal theoretical convergence rates
which we verify empirically, whereas Wang et al.| (2022)) and Wu et al.| (2023) emphasize empirical application
over theoretical analysis.

1.2 Our Contributions

To address the shortcomings in current approaches, we propose two personalized federated learning al-
gorithms, which simultaneously cluster similar clients and optimize their loss objectives in a personalized
manner. In each round of the procedure, we examine the client gradients to identify the cluster structure as
well as to update the model parameters. Importantly, ours is the first method with theoretical guarantees
for general non-convex loss functions, and not just restrictive toy settings. We show that our method enjoys
both nearly optimal convergence, while also being robust to some malicious (Byzantine) client updates. This
is again the first theoretical proof of the utility of personalization for Byzantine robustness. Specifically in
this work,

e We show that existing or naive clustering methods for personalized learning, with stronger assump-
tions than ours, can fail in simple settings (Fig. [L)).

o We design a robust clustering subroutine (Algorithm [3]) whose performance improves with the sep-
aration between the cluster means and the number of data points being clustered. We prove nearly
matching lower bounds showing its near-optimality (Theorem , and we show that the error due to
malicious clients scales smoothly with the fraction of such clients (Theorem .

o We propose two personalized learning algorithms (Algorithm [2|and Algorithm [4)) which converge at
the optimal O(1/4/n;T) rate in T for stochastic gradient descent for smooth non-convex functions
and linearly scale with n;, the number of clients in client ¢’s cluster.

o We empirically verify our theoretical assumptions and demonstrate experimentally that our learning
algorithms benefit from collaboration, scale with the number of collaborators, are competitive with
SOTA personalized federated learning algorithms, and are not sensitive to the model’s initial weights

(Section [4)).
2 Existing Clustering Methods for Personalized Federated Learning

Our task at hand in this work is to simultaneously learn the clustering structure amongst clients and minimize
their losses. Current methods do not rigorously check similarity of clients throughout the training process.
Therefore they are not able to correct for early-on erroneous clustering (e.g. due to gradient stochasticity,
model initialization, or the form of loss-functions far from their optima). In the next section we demonstrate
such failure modes of existing algorithms.

2.1 Failure Modes of Existing Methods

The first algorithm we discuss, Myopic-Clustering, does not appear in the existing literature, but we create it
in order to motivate the design of our method (Algorithm . In particular, it is a natural first step towards
our method, but has limitations which we correct when designing our algorithm.

Myopic-Clustering (Algorithm . At every step, each client computes their gradient at their current
model and sends the gradient to a central server. The server clusters the gradients and sends each cluster
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Figure 1: We show how existing personalized FL algorithms miscluster and fail to converge on constructed
examples.

center to the clients assigned to that cluster. Each client then performs a gradient descent update on
their model with their received cluster center. This is a natural federated clustering procedure and it is
communication-efficient (O(N)). However, it has two issues: 1) If it makes a clustering mistake at one
step, models will be updated with the wrong set of clients. This can cause models to diverge from their
optima, gradients of clients in the same cluster to drift apart, and gradients of clients in different clusters to
drift together, thus obscuring the correct clustering going forward. Furthermore, these errors can compound
over rounds. 2) Even if Myopic-Clustering clusters clients perfectly at each step, the clients’ gradients will
approach zero as the models converge to their optima. This means that clients from different clusters will
appear to belong to the same cluster as the algorithm converges and all clients will collapse into a single
cluster. The following example (Fig. demonstrates these failure modes of Myopic-Clustering.

Let N =3 and K = 2, with client loss functions

f1(33)=$332

CJAr 1P 3@ -1t 41 2z <1
fa(@) = 2—177(:1371)2+1 x>1,
fala) = 5z =22

where 7 is the learning rate of the algorithm. With this structure, clients {1,2} share the same global
minimum and belong to the same cluster, and client {3} belongs to its own cluster. Suppose Myopic-
Clustering is initialized at xp = 1.5. At step 1, the client gradients computed at xg = 1.5 are 1/2x, 1/2n, and
—1/2q respectively. Therefore, clients {1,2} are correctly clustered together and client {3} alone at this step.
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Algorithm 1 Myopic-Clustering

Input Learning rate: 7. Initial parameters: {331,0 =..=INo= Zo}.
1: for round ¢ € [T] do
2: for client ¢ in [N] do
3 Client ¢ sends g;(x;+—1) to server.
4 Server clusters {g;(xi—1)}ic|n], generating cluster centers {vy ¢ }re(x]-
5: Server sends vy, ¢ to client ¢, where k; denotes the cluster to which client ¢ is assigned.
6 Client ¢ computes update: z;; = z;+—1 — NV, +-
7

: Output: Personalized parameters: {z1,7,....,cn 7}

After updates, the clients’ parameters will next be 211 = 1,221 = 1,23, = 2 respectively. At this point,
clients {2, 3} will be incorrectly clustered together since their gradients will both be 0, while client {1} will be
clustered alone. As the algorithm proceeds, clients {2,3} will always be clustered together and will remain
at ¢ = 1 and & = 2 respectively, while client {1} will converge to its optimum at = 0. Consequently, two
undesirable things happen: 1) Client {2} gets stuck at the saddle point at = 1 which occurred when it was
incorrectly clustered with client {3} at t = 1 and subsequently did not recover. 2) All gradients converge to
0, so at the end of the algorithm all clients are clustered together.

To further motivate the design choice for our algorithms, we now discuss three clustering-based algorithms
in the literature on personalized federated learning. In particular, we generate counter-examples on which
they fail and show how our algorithm avoids such pitfalls.

The first two algorithms IFCA (Ghosh et al 2020) and HypCluster (Mansour et al.,|2021) are closely related.
They both cluster loss function values rather than gradients, and like our algorithm they avoid the myopic
nature of Myopic-Clustering by, at each step, computing all client losses at all current cluster parameters to
determine the clustering. However, as we show in the next example (Fig. , they are brittle and sensitive
to initialization.

IFCA (Ghosh et al., |2020). Let N =2, K =2 with loss functions

fi(z) = (z +0.5)?
falx) = (z — 0.5)%,

and initialize clusters 1 and 2 at x1 9 = —1.5 and z39 = 0 respectively. Given this setup, both clients
initially select cluster 2 since their losses at x2 ¢ are smaller than at z; g.

Option I: At 259 = 0, the client gradients will average to 0. Consequently the models will remain
stuck at their initializations, and both clients will be incorrectly assigned to cluster 2.

Option II: Both clients individually run 7 steps of gradient descent starting at their selected model
x9,0 (i.e. perform the LocalUpdate function in line 18 of IFCA). Since the clients’ individually updated
models will be symmetric around 0 after this process, the server will compute cluster 2’s model update in
line 15 of IFCA as: z3; < 0 = 23. Consequently, the outcome is the same as in Option I: the models
never update and both clients are incorrectly assigned to cluster 2.

HypCluster (Mansour et al., [2021)). This algorithm is a centralized version of Option II of IFCA. The
server alternately clusters clients by loss function value and runs stochastic gradient descent per-cluster using
the clients’ data. It performs as Option II of IFCA on the example above.

Finally, we discuss Clustered Federated Learning, the algorithm proposed in|Sattler et al.| (2021)), which runs
the risk of clustering too finely, as in the next example (Fig. .

Clustered Federated Learning (Sattler et al., 2021)). Clustered Federated Learning operates by
recursively bi-partitioning the set of clients based on the clients’ gradient values at the FedAvg optimum.
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Consider the following example. Let N = 3 and K = 2 with client gradients

91(2)
92(z)
gg(m) _ {sc w.p. 1/2

x—1 w.p. Yo

x
x—1/2

Therefore the correct clustering here is {1} and {2,3}. The FedAvg optimum is %,qa,, = /4, at which the
clients’ gradient values are g1(1/4) = 1/4, go(1/4) = —1/4 and g3 = 1/4 w.p. 1/2. Based on this computation,
Clustered Federated Learning partitions the client set into {1,2} and {3} w.p. 1/2 and then proceeds to
run the algorithm separately on each sub-cluster. Therefore, the algorithm never corrects its initial error in
separating clients {2} and {3}.

The behaviour of these algorithms motivates our method Federated-Clustering, which by rigorously checking
client similarity at every step of the training process can recover from past clustering errors.

3 Proposed Method: Federated-Clustering (Algorithm [2)

At a high level, Federated-Clustering works as follows. Each client ¢ maintains a personalized model which,
at every step, it broadcasts to the other clients j # i. Then each client j computes its gradient on clients
i’s model parameters and sends the gradient to client 7. Finally, client ¢ runs a clustering procedure on the
received gradients, determines which other clients have gradients closest to its own at its current model, and
updates its current model by averaging the gradients of these similar clients. By the end of the algorithm,
ideally each client has a model which has been trained only on the data of similar clients.

The core of Federated-Clustering is a clustering procedure, Threshold-Clustering (Algorithm |3)), which iden-
tifies clients with similar gradients at each step. This clustering procedure, which we discuss in the next
section, has two important properties: it is robust and its error rate is near-optimal.

Notation. For an arbitrary integer N, we let [N] = {1, ..., N}. We take a 2 b to mean there is a sufficiently
large constant ¢ such that a > ¢b, a < b to mean there is a sufficiently small constant ¢ such that a < cb,
and a = b to mean there is a constant ¢ such that a = cb. We write i ~ j if clients ¢ and j belong to the

same cluster, ¢ b j if they belong to the same cluster and their data is drawn independently from identical

distributions (we will sometimes equivalently write z; g zj, where z; and z; are arbitrary points drawn
from clients ’s and j’s distributions), and i o¢ j if they belong to different clusters. For two different clients
i and j, same cluster or not, we write ¢ # j. Finally, n; denotes the number of clients in client i’s cluster,
d; = mi/N denotes the fraction of clients in client i’s cluster, and 3; denotes the fraction of clients that are
malicious from client ¢’s perspective.

3.1 Analysis of Clustering Procedure

Given the task of clustering IV points into K clusters, at step [ our clustering procedure has current estimates
of the K cluster-centers, vy, ...,vk,. To update each estimate vy ;41 < vk, it constructs a ball of radius
T, around vy ;. If a point falls inside the ball, the point retains its value; if it falls outside the ball, its value
is mapped to the current cluster-center estimate. The values of all the points are then averaged to set vy ;41
(update rule (4)). The advantage of this rule is that it is very conservative. If our algorithm is confident
that its current cluster-center estimate is close to the true cluster mean (i.e. there are many points nearby),
it will confidently improve its estimate by taking a large step in the right direction (where the step size and
direction are determined mainly by the nearby points). If our algorithm is not confident about being close to
the cluster mean, it will tentatively improve its estimate by taking a small step in the right direction (where
the step size and direction are small since the majority of points are far away and thus do not change the
current estimate).

To analyze the theoretical properties of this procedure, we look at a natural setting in which clients within
the same cluster have i.i.d. data (for analysis of our federated learning algorithm, we will relax this strong
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notion of intra-cluster similarity). In particular, in our setting there are N points {z1, ..., zy } which can be
partitioned into K clusters within which points are i.i.d.. We assume the following.

o Assumption 1 (Intra-cluster Similarity): For all ¢ ~ j,

i.4.d.
Zi O Zj4.

o Assumption 2 (Inter-cluster Separation): For all i ¢ j,

||]EZ, — ]EZj”2 Z AQ.

o Assumption 3 (Bounded Variance): For all z;,
E||z; — Ez | < o

Theorem 1. Suppose there N points {z;},cn) for which Assumptions [1-3] hold with inter-cluster separation
parameter A 2 7/s5;. Running AlgOM'thm@for

[ 2 max {1, max IOg(”/A)}
ie[N] log(1 — %/2)

steps with fraction of malicious clients B; < 6; and thresholding radius T =~ \/0;0A guarantees that

2 < 0'2 0'3
Bllok, — Exil* § - + % + i e)
7

Proof. See[A] O

Supposing 3; = 0, if we knew the identity of all points within z;’s cluster, we would simply take their mean
as the cluster-center estimate, incurring estimation error of @*/n, (i.e. the sample-mean’s variance). Since we
don’t know the identity of points within clusters, the additional factor of ‘73/A in is the price we pay to
learn the clusters. This additional term scales with the difficulty of the clustering problem. If true clusters
are well-separated and/or the variance of the points within each cluster is small (i.e. A is large, o2 is small),
then the clustering problem is easier and our bound is tighter. If clusters are less-well-separated and/or
the variance of the points within each cluster is large, accurate clustering is more difficult and our bound
weakens.

Setting 7. To achieve the rate in (2)), we set 7 =~ VoA, which is the geometric mean of the standard
deviation, o, of points belonging to the same cluster and the distance, A, to a different cluster. The
intuition for this choice is that we want the radius for each cluster to be at least as large as the standard
deviation of the points belonging to that cluster in order to capture in-cluster points. The radius could be
significantly larger than the standard deviation if A is large, thus capturing many non-cluster points as well.
However, the conservative nature of our update rule offsets this risk. By only updating the center with
a step-size proportional to the fraction of points inside the ball, it limits the influence of any mistakenly
captured points.

Threshold-Clustering has two important properties which we now discuss: it is Byzantine robust and has a
near-optimal error rate.

3.1.1 Robustness

We construct the following definition to characterize the robustness of Algorithm [3]

Definition 1 (Robustness). An algorithm A is robust if the error introduced by bad clients can be bounded
i.e. malicious clients do not have an arbitrarily large effect on the convergence. Specifically, for a specific
objective, let £ be the base error of A with no bad clients, let B be the fraction of bad clients, and let E; be
some bounded error added by the bad points. Then A is robust if

Err(A) <& + B&s.
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Threat model. Our clustering procedure first estimates the centers of the K clusters from the N points
and constructs a ball of radius 7 around the estimated center of each cluster k. If a point falls inside the
ball, the point retains its value; if it falls outside the ball, its value is mapped to the current cluster-center
estimate. Following the update rule , the values of all the points are averaged to update the cluster-center
estimate. Therefore, a bad point that wants to distort the estimate of the k’th cluster’s center has the most
influence by placing itself just within the boundary of the ball around that cluster-center, i.e. at 7p-distance
from the cluster-center.

From we see that the base squared-error of Algorithmin estimating z;’s cluster-center is < o°/n; +7°/a,
and that the bad points introduce extra squared-error of order o A. Given our threat model, this is exactly
expected. The radius around z;’s cluster-center is order voA. Therefore, bad points placing themselves at
the edge of the ball around z;’s cluster-center estimate will be able to distort the estimate by order cA.
The scaling of this extra error by S; satisfies our definition of robustness, and the error smoothly vanishes
as B; — 0.

3.1.2 Near-Optimality

The next result shows that the upper bound on the estimation error of Algorithm |3| nearly matches the
best-achievable lower bound. In particular, it is tight within a factor of o/A.

Theorem 2 (Near-optimality of Threshold-Clustering). For any algorithm A, there exists a mizture of
distributions D1 = (u1,0%) and Dy = (2, 02) with ||u1 — pz|| > A such that the estimator fi; produced by A
has error

4 2

g g
Elljin — |2 > Q o= + = ).
i =l > 0 55+ )

Proof. See[A2] O

3.1.3 Federated-Clustering on Examples in Section [2.1]

We describe how Federated-Clustering successfully handles the examples in Section [2.1]

Example 1: Fig. Federated-Clustering checks at every step the gradient values of all N clients at the
current parameters of all K clusters. This verification process avoids the type of errors made by Myopic-
Clustering. For instance, at ¢ = 1 when Myopic-Clustering makes its error, Federated-Clustering computes
the gradients of all clients at client {1}’s current parameters: g¢1(1) = /35, g2(1) = 0, and g3(1) = —1/n.
Therefore it correctly clusters {1,2} together at this point, and client {2}’s parameters update beyond the
saddle-point and converge to the global minimum at x = 0.

Example 2: Fig. By clustering clients based on gradient instead of loss value, Federated-Clustering
initially computes the clients’ gradients of +1 and —1 respectively at z39 = 0, and given the continued
separation of their gradients around 0 as the algorithm converges, correctly identifies that they belong to
different clusters.

Example 3: Fig. Recall how Clustered FL fails on this example. Based on an initial clustering error,
it partitions the clients incorrectly early on and then evaluates each subset separately going forward, thus
never recovering the correct clustering. Our algorithm avoids this type of mistake by considering all clients
during each clustering at every step.

3.2 Analysis of Federated-Clustering

We now proceed with the analysis of Federated-Clustering. First, we establish necessary assumptions: intra-
cluster similarity, inter-cluster separation, bounded variance of stochastic gradients, and smoothness of loss
objectives.
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o Assumption 4 (Intra-cluster Similarity): For all z, i ~ j, and some constant A > 0,
IV fi(z) = Vfi(z)|* < A%V fi(=)]%,

where f;(z) & ni > jmi fi(@).

o Assumption 5 (Inter-cluster Separation): For all z, i ¢ j, and some constants A, D > 0,

IV£i(x) = Vf(2)|* = A% = D?|[V fi(@)]]*.

This formulation is motivated by the information theoretic lower-bounds of [Even et al.| (2022)) who show
that the optimal clustering strategy is to group all clients with the same optimum (even if they are non-iid).
Assumptions 4 and 5 are in fact a slight strengthening of this very statement. To see this, note that for a
client with loss function f;(z), belonging to cluster f;(z) with a first-order stationary points Z*, Assumption
4 implies that if V f;(z*) = 0 = Vf;i(z*) = 0, and so Z* is also a stationary point for client 7. Thus, all clients
within a cluster have shared stationary points. Assumption 4 further implies that the gradient difference
elsewhere away from the optima is also bounded. This latter strengthening is motivated by the fact the the
loss functions are smooth, and so the gradients cannot diverge arbitrarily as we move away from the shared
optima. In fact, it is closely related to the strong growth condition (equation (1) in [Vaswani et al|(2019)),
which is shown to be a very useful notion in practical deep learning. We also empirically verify its validity
in Fig. [2] (left).

Similarly, Assumption 5 is a strengthening of the condition that clients across different clusters need to have
different optima. For two clients ¢ and j who belong to different clusters and with first-order stationary
points ; and %, Assumption 5 implies that ||V f;(«7)||* > A and ||V f;(x])]|* > A. Thus, they do not share
any common optimum. Similar to the Assumption 4, Assumption 5 also describes what happens elsewhere
away from the optima - it allows for the difference between the gradients to be smaller than A as we move
away from the stationary points. Again, this specific formulation is motivated by smoothness of the loss
function, and empirical validation (Fig. |2} right).

In Corollary [1} we give a setting and precise A, D, and A for which Assumptions 4 and 5 are satisfied.

o Assumption 6 (Bounded Variance of Stochastic Gradients): For all z,
Ellgi(z) = Vfi(@)|I* < o®,
where E[g;(z)|z] = Vfi(z) and each client i’s stochastic gradients g;(x) are independent.

o Assumption 7 (Smoothness of Loss Functions): For any z,y,

IVfi(z) = Vi)l < Lllx =yl

Theorem 3. Let Assumptions [4-7] hold with inter-cluster separation parameter A 2 max(1,A%) max(1,D*)a/s,
Under these conditions, suppose we run Algorithm @ for T rounds with learning rate n < /L, fraction of
malicious clients B; < 0;, and batch size | B;| 2 min(y/max (1, A2)(o%/n; 4+ o°/a + Bio A)m;, m;), where m; is

the size of client i’s training dataset. If, in each round t € [T], we cluster with radius T ~ \/6;0A for

1 o )
1> max { 1, max 28C/VIBI2)
ieN] log(1 — di/2)

steps, then

a X 2 0'2 n: (73 T
;ZEHVﬁ(zi,t_l)?S\/ma (1, 4%)( /}+ /5 + Biod) 5
t=1

Proof. See[A3] O
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We note a few things. 1) The rate in is the optimal rate in T for stochastic gradient descent on non-convex
functions (Arjevani et al.| [2023). 2) The dependence on /0?2 /n; is intuitive, since convergence error should
increase as the variance of points in the cluster increases and decrease as the number of points in the cluster
increases. It is also optimal as shown in [Even et al. (2022)). 3) The dependence on +/3;0A is also expected.
We choose a radius 7 &~ VoA for clustering. Given our threat model, the most adversarial behavior of the
bad clients from client i’s perspective is to place themselves at the edge of the ball surrounding the estimated
location of i’s gradient, thus adding error of order y/3;0A. When there are no malicious clients, this extra
error vanishes. 4) If the constraint on batch-size in Theorem [3| requires |B;| = m;, then the variance of
stochastic gradients vanishes and the standard O(1/T) rate for deterministic gradient descent is recovered
(see equation in proof). We also note that as long as there are no malicious clients (i.e. f;0A term is
0), there are a large enough number of clients n; in the cluster, and inter-cluster separation A is sufficiently
larger than the inter-cluster-variance o2, then minimum-batch size will likely be less than m;.

If losses are smooth and strongly convex, the following convergence rate is achievable.

Corollary 1. Suppose client losses are L-smooth and p-strongly convex, and that clusters are defined by
clients with the same optimum. Specifically, let x] be client i’s optimum. Define A = max;; %Hij @)l

and assume losses are such that A > L°¢/uSs,. If we run Algorithmfor T rounds with learning rate n < 1/r,

< §&;, batch size |B;| 2 min (\/(L/u)2(02/n7, +°/a —I—ﬁioA)mi,mi), where

fraction of malicious clients B;

~

m; is the size of client i’s training dataset, and cluster in each round t € [T| with radius T = \/d;0 A for

1> max { 1, max 08C/VIBiI2)
ieN] log(1 —di/2)

steps, then

| I (E/w)2(7°/ni + 7°/2 + Big A)
T;]E||Vfi($i,t—1)||2§\/ s T -

Proof. See[A] O

Privacy. Since Federated-Clustering requires clients to compute distances between gradients, they must
share their models and gradients which compromises privacy. The focus of our work is not on optimizing
privacy, so we accommodate only the lightest layer of privacy for federated learning: sharing of models and
gradients rather than raw data. Applying more robust privacy techniques is a direction for future work. In
the meantime, we refer the reader to the extensive literature on differential privacy, multi-party computation,
and homomorphic encryption in federated learning.

Communication Overhead. At each step, Federated-Clustering requires O(N?) rounds of communica-
tion since each client sends its model to every other client, evaluates its own gradient at every other client’s
model and then sends this gradient back to the client who owns the model. We pay this communication
price to mitigate the effect of past clustering mistakes. For example, say at one round a client mis-clusters
itself and updates its model incorrectly. At the next step, due to communication with all other clients, it can
check the gradients of all other clients at its current model, have a chance to cluster correctly at this step,
and update its model towards the optimum, regardless of the previous clustering error. Recall on the other
hand that an algorithm like Myopic-Clustering (Alg. , while communication efficient (N rounds per step),
may not recover from past clustering mistakes since it doesn’t check gradients rigorously in the same way. In
the next section, we propose a more communication-efficient algorithm, Momentum-Clustering (Algorithm
, which clusters momentums instead of gradients (reducing variance and thus clustering error) and requires
only O(N) communication rounds per step.

IThe batch-size constraint reduces variance of the stochastic gradients (Lemma @) In Section we propose another algo-
rithm Momentum-Clustering for which there is no batch-size restriction and which reduces variance by clustering momentums
instead of gradients.

2gz’(ﬂ?j,t—1) = ﬁ Zb gi(xj,t—1;b), where g;(x;¢—1;b) is the gradient computed using sample b in the batch.

10
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Algorithm 2 Federated-Clustering
Input Learning rate: n. Initial parameters for each client: {z1,...,zn,0}. Batch-size |B;| (see Theorem
for a lower bound on this quantity)E]

1: for client ¢ € [N] do

2: Send z; 0 to all clients j # 1.

3: for round ¢ € [T] do

4 for client ¢ in [N] do

5 Compute g;(x;(—1) with batch-size |B; |E}and send to client j for all j # € [N].
6: Compute v; ¢ < Threshold-Clustering({g;(zit—1)};jeny; 1 cluster; g;(zi:—1))-
7
8
9

Update parameter: z;: = ;-1 — n; .
Send z;; to all clients j # ¢.

: Output: Personalized parameters: {z1,7,....,Tn7}-

Algorithm 3 Threshold-Clustering
Input Points to be clustered: {zi,...,2znx}. Number of clusters: K. Cluster-center initializations:
{Ul,o, ceey ’UK_’()}.

1: for round [ € [M] do

2: for cluster k in [K] do
3: Set radius 7.
4: Update cluster-center estimate:
XN
Ukl = o ; <Zz]1(||zz Vi1l < Tet) + V-1 1|20 — v—1 | > Tk,z))- (4)

5: Output: Cluster-center estimates {vi = v1 pr, ..., Vk = Vi, }-

3.3 Improving Communication Overhead with Momentum

Federated-Clustering is inefficient, requiring N2 rounds of communication between clients at each step (each
client computes their gradient at every other client’s parameter). Since momentums change much more
slowly from round-to-round than gradients, a past clustering mistake will not have as much of a harmful
impact on future correct clustering and convergence as when clustering gradients.

In Algorithm [4] at each step each client computes their momentum and sends it to the server. The server
clusters the N momentums, computes an update per-cluster, and sends the update to the clients in each
cluster. Therefore, communication is limited to IV rounds per step.

3.3.1 Analysis of Momentum-Clustering

The analysis of the momentum based method requires adapting the intra-cluster similarity and inter-cluster
separation assumptions from before.

o Assumption 8 (Intra-cluster Similarity): For all i ~ j and t € [T,

ms;t ~ My,

where m; ¢ is defined as in @
o Assumption 9 (Inter-cluster Separation): For all i ¢ j and ¢ € [T,

[Emi —Emy > > A

Note that the intra-cluster similarity assumption in this momentum setting is stronger than in the gradient
setting (Assumption 4): namely we require that the momentum of clients in the same cluster be i.i.d. at all

11
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Algorithm 4 Momentum-Clustering

Input Learning rate: 7. Initial parameters: {331,0 =..= xMo}.
1: for round ¢ € [T] do
2: for client ¢ in [N] do
3: Client ¢ sends
mi¢ = agi(Tig—1) + (1 — a)mi— (6)
to server.
4: Server generates cluster centers

{vk,t}re|K) < Threshold-Clustering({m;}; K clusters; {vy ;—1}re[k))

and sends vy, + to client i, where k; denotes the cluster to which 7 is assigned in this step.
5: Client ¢ computes update: z;; = x;¢—1 — NV, +.

6: Output: Personalized parameters: {1 1,...,ZN 1}

points. This stronger assumption is the price we pay for a simpler and more practical algorithm. Finally,
due to the fact that momentums are low-variance counterparts of gradients (Lemma 7 we can eliminate
constraints on the batch size and still achieve the same rate.

Theorem 4. Let Assumptions [6-9] hold with inter-cluster separation parameter A 2 ofs;. Under these
conditions, suppose we run Algorithm 4| for T rounds with learning rate n < min {i, m} (f:

is the global minimum of f;), fraction of bad clients 5; < &;, and momentum parameter o 2, Ln. If, in each
round t € [T], we cluster with radius T =~ \/d;0 A for

Vao
1> max {1, max 1280/2/2)
ieN] log(1 — 9i/2)

steps, then for all i € [N]

T 2 3

1 a'/n,-,—‘r”/A ﬁzoA

7 LBV S+ T 5
v || f(l’ ,t 1)” ~ TZ(G2/TL¢ UJ/A)Z ( )

Proof. See O

We see from that when there are no malicious clients (8; = 0), Momentum-Clustering achieves the same
\/?°/n:T convergence rate observed in , with no restrictions on the batch size.

4 Experiments

In this section, we first use a synthetic dataset to verify the assumptions and rates claimed in our theoretical
analysis in the previous section; and second, we use the MNIST dataset (LeCun et al., |2010) and CIFAR
dataset (Krizhevsky] [2009) to compare our proposed algorithm, Federated-Clustering, with existing state-of-
the-art federated learning algorithms. All algorithms are implemented with PyTorch (Paszke et al., [2017)).

4.1 Synthetic dataset

Construction of synthetic dataset. We consider a synthetic linear regression task with squared loss for
which we construct K = 4 clusters, each with n; = 75 clients. Clients in cluster k£ € [K] share the same
minimizer x} € R?. For each client i in cluster k, we generate a sample matrix A4; € R*"™ from A (k,1axn)
and compute the associated target as y; = A x7 € R". We choose the model dimension d = 10 to be greater
than the number of local samples n = 9 such that the local linear system y; = A, z is overdetermined and the

12
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Figure 2: Here, we show empirically on a synthetic dataset that the intra-cluster variance ratio @ is
upper-bounded by a constant (left subplot) and the inter-cluster variance that is lower-bounded by a
constant (right subplot).
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Figure 3: The performance of our algorithm vs. baselines on a synthetic dataset. When n; is small, the
ground-truth outperforms our algorithm, but this difference vanishes with increasing n;. This behavior is
consistent with the dependence of the convergence rate on n; in Theorem [3} increasing n; improves
convergence.

error ||z* — x||3 is large. A desired federated clustering algorithm determines the minimizer by incorporating
information from other clients j ~ 4 in the same cluster.

Estimating constants in Assumptions 4 and 5. In Fig. [2] using the above synthetic dataset

« we estimate the intra-cluster variance ratio A? by finding the upper bound of

Vi) - Vi3,
Vi@ ™

« we estimate the inter-cluster variance A? by setting D = 0 and computing the lower bound of
IV fi(w) = V f5(2)]3- (8)

We run Federated-Clustering with perfect clustering assignments and estimate these bounds over time. The
result is shown in Fig. [2] where grey lines are the quantities in @ and for individual clients, black lines
are those quantities averaged within clusters, and red dashed lines are empirical bounds on the quantities.
The left figure demonstrates that the intra-cluster variance ratio does not grow with time and can therefore
reasonably be upper bounded by a constant A%. Similarly, the right figure shows that the inter-cluster
variance can be reasonably lower bounded by a positive constant A2. These figures empirically demonstrate
that Assumptions 4 and 5 are realistic in practice.
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Table 1: Comparison of test losses and accuracies for federated personalization algorithms on MNIST. FC
outperforms all non-oracle baselines on two learning tasks.

Rotation Private label
Acc.(%) Loss  Acc.(%) Loss
Local 71.3 0.517 75.2 0.489
Global 46.6 0.631 22.2 0.803
Ditto 62.0 0.576 61.7 0.578
IFCA 54.6 0.588 65.4 0.531
KNN 52.1 2.395 63.2 1.411

FC (ours) 75.4  0.475 77.0  0.468
GT (oracle) 84.7 0.432 85.1 0.430

Performance. In Fig. [3] we compare the performance of our algorithm Federated-Clustering (FC) with
several baselines: standalone training (Local), IFCA (Ghosh et all 2020), FedAvg (Global) (McMahan
et all [2017), and distributed training with ground truth (GT) cluster information. We consider the syn-
thetic dataset from before, starting with cluster parameters (K, n;) = (4,4) and observe performance when
increasing parameters to n; = 16 and K = 16 separately. In each step of optimization, we run Threshold-
Clustering for [ = 10 rounds so that heuristically the outputs are close enough to cluster centers, cf. Fig.
We tune the learning rate separately for each algorithm through grid search, but preserve all other algorith-
mic setups. Our algorithm outperforms the non-oracle baselines in all cases. While Federated-Clustering is
slightly worse than ground truth when (K, n;) = (4,4), their performances are almost identical in the middle
subplot for n; = 16. This observation is consistent with the n;-scaling observed in : as the number of
clients-per-cluster increases, convergence improves.

4.2 MNIST experiment

In this section, we compare Federated-Clustering to existing federated learning baselines on the MNIST
dataset. The dataset is constructed as follows, similar to |Ghosh et al.| (2020). The data samples are
randomly shuffled and split into K = 4 clusters with n; = 75 clients in each cluster. We consider two
different tasks: 1) the rotation task transforms images in cluster k by k % 90 degrees; 2) the private label
task transforms labels in cluster k with Tx(y) : y — (y + & mod 10), such that the same image may have
different labels from cluster-to-cluster.

Algorithm hyperparameters. For these two experimental tasks, in addition to the baselines from our
synthetic experiment, we include the KNN-personalization (Marfoq et al., |2021)) and Ditto (Li et al.| [2021)
algorithms which both interpolate between a local and global model. The KNN-personalization is a linear
combination of a global model, trained with FedAvg (McMahan et al.l [2017]), and a local model which is the
aggregation of nearest-neighbor predictions in the client’s local dataset to the global model’s prediction. We
set the coefficients of this linear combination to be Ay, = 0.5 and Ay, = 0.9 for the rotation and private
label tasks, respectively. The Ditto objective is a personalized loss with an added regularization term that
encourages closeness between the personalized and global models. Since tuning this regularization parameter
Aditto leads to a degenerated "Local" training where Agitto = 0, we fix Agitto = 1 for both rotation and private
label tasks. To reduce the computation cost of our algorithm, in each iteration we randomly divide the N
clients into 16 subgroups and apply Federated-Clustering to each subgroup simultaneously. The clipping
radius 7y for each cluster k is adaptively chosen to be the 20th-percentile of distances to the cluster-center.

Performance. The experimental results are listed in Table Since an image can have different labels
across clusters in the private label task, a model trained over the pool of all datasets only admits inferior
performance. Therefore, distributed training algorithms that maintain a global model, such as FedAvg,
Ditto, and KNN, perform poorly compared to training alone. On the other hand, our algorithm Federated-
Clustering outperforms standalone training and all personalization baselines. This experiment suggests that
our algorithm successfully explored the cluster structure and benefited from collaborative training.
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Figure 4: Performance of algorithms on CIFAR-10 dataset with the private labels task. Left: Relative
accuracy of clustering algorithms. Algorithms optimized for global model performance, such as Ditto,
IFCA, Global (FedAvg), perform poorly on personalization. FC outperforms Local training, showing that
it benefits from collaboration between clients, and is competitive with GroundTruth. Middle: Impact of
thresholding radius 7 on accuracy. 7 is the percentile of gradients distances from the cluster-center. Right:
Impact of local gradient steps between two clustering calls. Early on in training, clusters are less
identifiable so local optimization helps but these gains lessen later on when gradients from different clusters
drift apart and clusters are better defined.

4.3 CIFAR experiment

In this section, we evaluate the efficacy of various clustering algorithms on the CIFAR-10 and CIFAR-100
datasets (Krizhevsky, 2009).

4.3.1 CIFAR-10

For the CIFAR-10 experiment, we create 4 clusters, each containing 5 clients and transform the labels in
each cluster such that different clusters can have different labels for the same image (the private label task in
Section [1.2)). We train a VGG-16 model (Simonyan & Zisserman|, [2015) with batch size 32, learning rate 0.1,
and momentum 0.9. The outcomes are presented in Fig. @] The left subplot illustrates that collaborative
clustering algorithms designed for global model training (e.g., Ditto, IFCA, Global) yield suboptimal models,
as not all participating clients benefit from each other. On the other hand, Local and GroundTruth train-
ing are not influenced by the conflicting labels from other clusters so they significantly outperform Ditto
and IFCA. Our Federated-Clustering (FC) algorithm also excludes such adversarial influence and, more
importantly, outperforms Local training, showing that FC benefits from collaboration.

In the middle subplot, we examine the impact on accuracy of varying the thresholding radius 7 (i.e. 7 is set
as the percentile of gradient distances from the cluster-center, so smaller percentile corresponds to smaller 7).
Our findings indicate that adopting a more conservative value for 7 (lower percentile) does not substantially
compromise accuracy.

The right subplot demonstrates the behavior of Federated-Clustering when the clustering oracle is invoked
intermittently. The results suggest that increasing the number of local iterations boosts the learning curve
early in training when gradients from different clusters are close together and clusters are ill-defined. However,
this improvement plateaus when gradients become separated and clusters become well-defined.

4.3.2 CIFAR-100

We consider the CIFAR-100 dataset distributed over 10 clusters so that each cluster contains 10 unique
labels. In each cluster, we set 10 clients with IID data. We use a VGG-8 model for training and the same
hyperparameters as those in the CIFAR-10 experiment (Section and report the results in Fig. |5l While
clients’ data within each cluster share similar features, a small model like VGG-8 cannot sufficiently benefit
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Figure 5: Performance of Figure 6: Performance of Federated-Clustering (FC) against a
Federated-Clustering (FC) on the large gradient attack (left) and bit-flipping attack (right). FC is
CIFAR-100 dataset. The Global robust to these attacks and significantly outperforms Global

(FedAvg) accuracy plateaus while FC (FedAvg) performance.
continually improves.

from intra-cluster collaboration. Therefore the performance of Global training plateaus at a very low level
while in contrast Federated-Clustering (FC) still benefits from collaboration and continues to improve over
time.

4.4 Defense against Byzantine attacks

Byzantine attacks, in which attackers have full knowledge of the system and can deviate from the prescribed
algorithm, are prevalent in distributed environments (Lamport et al) [2019). There are many forms of
Byzantine attacks. For example, our private label setting in Sections [£.2] and [£.31] corresponds to the label-
flipping attack in the Byzantine-robustness literature, since a malicious client can try to corrupt the model
by assigning the wrong label to an image in training data.

In this section, we investigate two other attacks: Byzantine workers send either very large gradients or
gradients with opposite signs. Using the MNIST dataset with the private label task, we set 4 clusters with
50 non-malicious clients each (so non-malicious clients from different clusters can have private labels) and
add 50 Byzantine works to each cluster. We demonstrate the robustness of Federated-Clustering (FC) in
Fig.[6] In both cases, Global training suffers from serious model degradation while FC successfully reaches
high accuracy under these attacks, demonstrating its robustness.

4.5 Empirical Study on Clipping Iterations in Algorithm [3]

We employ Algorithm (3| (Threshold-Clustering) on datasets to discern the effectiveness of the clipping it-
erations in identifying optimal cluster centers. These datasets share the same groundtruth cluster centers,
and thus the same A, but vary in their inter-cluster standard deviations, with o values of 0.5,1,2,4. Each
dataset is made up of 90 ten-dimensional samples from 10 clusters, generated using the scikit-learn pack-
age (Pedregosa et al., 2011). For each iteration [ within cluster k, the clipping radius 73 ; is defined as the
10th percentile of gradients’ distances from the cluster-center. We repeat this experimental setup ten times
for consistency.

The outcomes, presented in Fig. [7] show that the average distances initially decrease rapidly, then steadily
approach convergence. To identify the elbow of a given curve f, we use the formula %,
curves post-elbow are notably flat. These elbows elucidate the correlation between ¢ and [, indicating that for
a fixed dataset (and its corresponding o), one can pinpoint the minimal iterations ! needed for convergence.

Notably, this observation appears to align with the | 2 log o lower bound stated in Theorem

where
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Figure 7: The average distance to cluster centers as a function of the number of clipping iterations [. The
distance between cluster-centers (A) is fixed while inter-cluster standard deviation o differs.

5 Conclusion

We develop gradient-based clustering algorithms to achieve personalization in federated learning. Our algo-
rithms have optimal convergence guarantees. They asymptotically match the achievable rates when the true
clustering of clients is known, and our analysis holds under light assumptions (e.g., for all smooth convex and
non-convex losses). Furthermore, our algorithms are provably robust in the Byzantine setting where some
fraction of the clients can arbitrarily corrupt their gradients. Future directions involve developing bespoke
analysis for the convex-loss case and developing more communication-efficient versions of our algorithms.
Further, our analysis can be used to show that our algorithms are incentive-compatible and lead to stable
coalitions as in [Donahue & Kleinberg (2021)). This would form a strong argument towards encouraging
participants in a federated learning system. Investigating such incentives and fairness concerns is another
promising future direction.
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A Proofs

A.1 Proof of Theorem [

First we establish some notation.
Notation.

o G; are the good points and B; the bad points from point z;’s perspective. Therefore |G;| + |B;| = N.

e k; denotes the cluster to which client i is assigned at the end of Threshold-Clustering.

e To facilitate the proof, we introduce a variable ci“l that quantifies the distance from the cluster-
center-estimates to the true cluster means at each step of thresholding. Specifically, for client i’s

cluster k; at round [ of Threshold-Clustering, we set

ci“l = E||vk,; 1-1 — Ezl2.
e For client 4’s cluster k; at round [ of Threshold-Clustering, we use thresholding radius
T]i_)l ~ cihl + ;0.
» We introduce a variable y;; to denote the points clipped by Threshold-Clustering:

1
Ukl =y EZU:V] zi1(llzj — vk a1l < k1) +vkp-11(lz5 — via—1ll > ) -
J

Yj,i
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Proof of Theorem[1 We prove the main result with the following sequence of inequalities, and then justify
the labeled steps afterwards.

2
1
Ellvk, — Ez;|* = ]EHN > vu—Ez
JE[N]

1 2
H( Bz <|gl Z Yjl — EZz) + B; (|B Z Yjl — E22>

JEG; " jeB;
2] (g 35 )
l JjE€Gg;

()]
Bi
1 2 1 2
EH (m Z yj,l) — Ez JrﬂiEH <B| Z yj,l> —Ez
Jj€Gi

tjeB;

(1) 2

< (14 8)(1 -

Z Y3, l) Ex;
eB;

51 82

(i4) o2 o3

(444) 3
< (), + (‘; + %+ b

(iv) o2 o3 =1
< (1- 5i/2)lcﬁi71 + < —|— —+ ,3¢7A> Z (1 —38:/2)7

q=0

(v) 2 3
< (1 —=3dif2)l0? + <ZL + % + B,UA)

i
(v7) o2 3

o
< —+ — + BicA.
Nni+A+5ﬂ (9)

Justifications for the labeled steps are:

o (i) Young’s inequality: ||z + y||*> < (1 +€)||lz|* + (1 + V/e)||y||* for any € > 0.

o (ii) We prove this bound in Lemmas 1| and Importantly, it shows that the clustering error is
composed of two quantities: &1, the error contributed by good points from the cluster’s perspective,
and &, the error contributed by the bad points from the cluster’s perspective.

o (iii) Assumption that 8; < J;
e (iv) Since Elvg, 1 — Ez]|* = ¢}, ;, 1, the inequality forms a recursion which we unroll over I steps.
* (v) Assumption that ¢ | = E|vy, 0 — Ez|* < 0. Also, the partial sum in the second term can be

upper-bounded by a large-enough constant.

o (vi) Assumption that I > max {1, blgf)(gl(i/ﬁ/)ﬂ}

From @ we see that cz 1 < < + ° 4 BioA. Plugging this into the expression for Tk 1 gives Tk R
—Jr +50A~50A for large n; andA O

Lemma 1 (Clustering Error due to Good Points).

1
E|l( = ) —Ez
H(m Zy“) i

Jj€G;

2 5 o? o3
S(-0)G + =+ %
~ ( )Ck“l + n; + A
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Proof of Lemma [l We prove the main result with the following sequence of inequalities and justify the
labeled steps afterward.

2 2
1 1
= (g1 Ze) =] =2 (g7 3 me-mo0) + (17 3 we-mw)
i JEGs tjeGijni tljegijopi
(i) 2 1 2 5 1 2
< (1+)E — Y (yju—Ez) +(1+)EH > (g —Ez)
0 |Gi| .~ 2 [
JEGig~i JEGijobi

2

Z (Y50 — Ey;1)

JEGij~i

2 2 1
1+ 2k
+< +5¢> ng

2

(4%) ) 1
< (1+2)E Ey;, — Ez;

JEGijr~i

0 1
1+ 2K S o —Ez
+( i 2) ngil. (s~ B2)
JE€Gijori
2\ ) 2 1
< 1+§ i 1Ejeg, iy — 25)I° + 1+§ E 1G] E (y0 — Byj)

JEG;jr~i

2

0
+ (1 + 2) (1—6:)°Ejeq,:jpillyji — Ezll?
2

< 6 lEjeq,:jmi(ys0 — 2)|1? +<1+ ) ng > (yir—Ey;)

]EgiZJNi

i

T2

i
w1+ %) a-ap Ercspsly =Bl

(ii1) (3, +0%)o 2\ n
< ) 2 kil 4 7
<o T ) ¢ (%)gﬂ
5, Lo
(16 <1+2)<( . A>c,”+ )
g g
< -
~< 5+A+5A2> (nﬁA)

< (1-6)c, l+<” A)

o (i), (ii) Young’s inequality

o (iii) We prove this bound in Lemmas and 4l Importantly, it shows that, from point i’s perspec-
tive, the error of its cluster-center-estimate is composed of three quantities: 77, the error introduced
by our thresholding procedure on the good points which belong to i’s cluster (and therefore ideally
are included within the thresholding radius); 72, which accounts for the variance of the points in
i’s cluster; and 73, the error due to the good points which don’t belong to i’s cluster (and therefore
ideally are forced outside the thresholding radius).

o (iv) Assumption that A 2> o/s;.

Lemma 2 (Bound 7;: Error due to In-Cluster Good Points).

(R, 0o
IBjeg.:jmi (i — 2)II° S cu + —SA
K3
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Proof of Lemma[2 By definition of y,;,

Ejegij~illyin — 25l = Elllor; i—1 — 2 | L([|vk,1-1 — 2511 > 7ie,,0)]
< Ellowa-1 =z 1(0omia-1 = 2] > 7k t)]
- Th; 1
< Ellvkg i1 — 2]
- Tkl
< Ellvw,i-1 — Bz + E[Ez; — 2|
~ Thy.l
Cii,l —1—02
T TR

Finally, by Jensen’s inequality and plugging in the value for 7y, i,

IE(y;0 — 2)I1* < Ellyji — z1)?
(R, +0%)7°

2
Thes 1

<

ct 2 o2 ol
kil kil +
~ cii’l ;0N\  S;0A

(Cii,l +0%)o

=ttt A
O
Lemma 3 (Bound 73: Variance of Clipped Points).
1 2 ng o
El— > Wu—-Ey)| <i7mo’
Gl 2=, Gl

Proof of Lemma[3 Note that the elements in the sum >_, ¢ . _;(y;1—Ey;,1) are not independent. Therefore,
we cannot get rid of the cross terms when expanding the squared-norm. However, if for each round of
thresholding we were sample a fresh batch of points to set the new cluster-center estimate, then the terms
would be independent. With this resampling strategy, our bounds would only change by a constant factor.
Therefore, for ease of analysis, we will assume the terms in the sum are independent. In that case,

2
1 n;
E‘ IGi] > (wiu—Ey)|| < wEllyﬂ — Ey;.))?
HjeGigni !
n; 2
< WEHZJ' —Ezl
1
n; 2
52
~ Gl
where the second-to-last inequality follows from the contractivity of the thresholding procedure. O

Lemma 4 (Bound 73: Error due to Out-of-Cluster Good Points).

0; o2 o’
2 7 2
Bjecisiillia ~Ball $ (14 3+ 7 )+ 5
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Proof of Lemma[f} By Young’s inequality,

0; 2
Ejeg.jpillyis — Ezil* < (1 + Z)Ellvki,m —Ez|* + (1 + 6>Ejegi:j7éiyj,l — V-1
1

0; 2
< <1 + 2)%,1 + <1 + 5>]Ejegi:j7éiyj,l = V-1

i

0; 2
= (15 )t (14 2 ) Bicgumllss = vmaa P11 = il < 7

0; 2
< (143 )+ (14 2 )R Bicounalzs = visoal| <

i
We now have to bound the probability in the expression above. Note that if ||vg, ;-1 — 2;|| < Tk,,1, then
1Bz — Ezil|* S [l25 — Bzil1* + |25 — Evk, a-al|® + 1Bk, 11 — Bz
< Nz = Ez? + [l2j — Bzl + 1Bz — vk, g1 [® + Ellok -1 — Ezl|* + Ell2z; — Ez|?
Sz — Ezl® + Tli;,l + C%,;,l + 07
By Assumption 2, this implies that
A% S|z — Ez* + Tli,,l + C%,;,l +0?
which means that
lz; — Ezj]|* 2 A — (lei,l + Cii,l +0?).

By Markov’s inequality,

2 2
P(|lz; — Ez|2 = A2 — (12, + 2, +0%)) < 7 <Z
(112 zll* 2 (Thsa T €y t07)) < A2 _ (7'1?1-,1 +Cii,l T o2) VA2

as long as
2 2 2 2
A" 2 Tt a0,

which holds due to the constraint on A in the theorem statement. Therefore

0; 2 (Ci1 T 5iO'A)O'2

Bjegursillae —Eal? S (149 )+ (14 2 )y
<(1+%1 2 e+ 2
- 2 §A2 )R AT

Lemma 5 (Clustering Error due to Bad Points).

2
= 2
EH (IBzI Z yj’l) —Ezi|| 56+ 0i0A
JEB;
Proof of Lemmal[3
1 2
]EH (IB'I 2 y“) —Ezi| < Ejes,llyja — Bzl
jes;
S Bjeslvga — veuta | + Bl — Bl

< Cii,l + §;0A.

The last inequality follows from the intuition that bad points will position themselves at the edge of the
thresholding ball, a distance 7, ; away from the current center-estimate vy, ;—;. Therefore we cannot do
better than upper-bounding Ejes, |yj1 — vk, 1-1[* by 77, ; = &, ; + dic A, the squared-radius of the ball. [

23



Published in Transactions on Machine Learning Research (11/2023)

A.2 Proof of Theorem

Proof of Theorem[3. Let

_J6 wp.p
D1{0 w.p. 1—p

and 5
w.p. 1—p
D =
2 {0 w.p. p

and define the mixture M = %Dl + %DQ‘ Also consider the mixture M = %251 + %252, where 251 = 0 and
Dy = 4. It is impossible to distinguish whether a sample comes from M or M. Therefore, if you at least
know a sample came from either M or M but not which one, the best you can do is to estimate y; with
= %p, half-way between the mean of Dy, which is dp, and the mean of Dy, which is 0. In this case

Elp — | = %’2
If p < 1, then
A= (1-p)J—pé=(1-2p)s. (10)
Also,
o? = 6%*p(1 —p). (1D
Equating 62 in and 7
A2 o

(1-2p)2 p(1-p)’

which can be rearranged to
(402 + A?)p? — (40% + AHp + 02 =

Solving for p,

1A )
P=35 2/4g2 + A2’
Note that,
§52p2 o2p?
4 4p(1-p)

o?p
= — 13
4(1—p) (13)

Plugging the expression for p from into 7 we can see that

&p?  o? (\/402 + A2 —A) B 02< 402 ) - o? (202 204)

- 0 ) > (2222
TR A Al 1\ Az T A

4

The last step used an immediately verifiable inequality that 1 +z > 1+ 3 — % for all z € [0, 8]. Finally,

we can choose A2 > 202 to give the result that
52p? ol
Ellg; — pg? > — > —— .

Finally, suppose that there is only a single cluster with K = 1. Then, given n stochastic samples. standard
information theoretic lower bounds show that we will have an error at least

2

g
Ellf, — 2> -
i1 — pa] Z

Combining these two lower bounds yields the proof of the theorem. O
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A.3 Proof of Theorem [3

First we establish some notation.
Notation.

o G, are the good clients and B; the bad clients from client ¢’s perspective. Therefore |G;| + |B;| = N.

o E, denotes conditional expectation given the parameter, e.g. E,g(z) = E[g(x)|z]. E denotes expec-
tation over all randomness.
. X, 2 % thl X, for a general variable X; indexed by t.

o We use f;(z) to denote average loss on a general batch B of samples. That is, if f;(z;b) is the loss
on a single sample b, we define f;(x) = \T::Ef’l > vep fi(z;b).

. filz) = ni FEGiijnvi fi()
« We introduce a variable p? to bound the variance of the gradients
Ellgi(z) — Ezgi(2)]? < 07,

and show in Lemma [6] how this can be written in terms of the variance of the gradients computed
over a batch size of 1.

e [y is the number of rounds that Threshold-Clustering is run in round ¢ of Federated-Clustering.
e k; denotes the cluster to which client i is assigned.

e v; 1 denotes the gradient update for client ¢ in round ¢ of Federated-Clustering and round [ of
Threshold-Clustering. That is, v; ;, + corresponds to the quantity returned in Step 6 of Algorithm

» To facilitate the proof, we introduce a variable cy, ;; that quantifies the distance from the cluster-

center-estimates to the true cluster means. Specifically, for client ¢’s cluster k; at round ¢ of
Federated-Clustering and round [ of Threshold-Clustering we set

C%“Lt = EH’Ui,lfl,t - Ezgi(xi,tfl)”Q'

e For client i’s cluster k; at round ¢ of Federated-Clustering and round [ of Threshold-Clustering, we
use thresholding radius

it = Choga + A'E|V filzi—1)|1 + dipA.
« Finally, we introduce a variable y;;; to denote the points clipped by Threshold-Clustering:

1
Vit = 5 D Lllgs(@se—1) = vl < 7o) + vii 1,195 (@i0-1) = vig-1,6ll > e )-
Je[N]

Yj,i,t

Proof of Theorem[3 In this proof, our goal is to bound E||V fi(x;.—1)|* for each client ¢, thus showing
convergence. Recall that our thresholding procedure clusters the gradients of clients at each round and
estimates the center of each cluster. These estimates are then used to update the parameters of the clusters.
Therefore, we expect E||V fi(z;,:—1)||? to be bounded in terms of the error of this estimation procedure. The
following sequence of inequalities shows this.
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By L-smoothness of f; and setting n < 1/r,
L
Jilzi) < fi(xig—1) +(Vfi(@ii1), T — 2ig—1) + §||5L‘i,t — zig—1|?

L772 2
= fiwig—1) = UV fi(Tit—1),vi1,.0) + THUi,zt,tH
n n n
= fi(xi-1) + §||Uz‘,lt,t —Vfilmi—)|I® - §||Vfi($i,t71)\|2 - 5(1 — Ln)|vig, ]

< fil@iom1) +nlvie = V@)l + 042 [V i) = SV im0l = 50 = Ln)loia, ol
(14)

Recall that v; g, ¢+ is client i’s cluster-center estimate at round ¢ of optimization, so the second term on the
right side of is the error due to the clustering procedure. In Lemma |7} we show that, in expectation,
this error is bounded by

_ - 2 3
SEIV (i) + L DIV Filei P + (g + 5+ ﬂmA>~

Therefore, subtracting f; from both sides, summing over t, dividing by T', taking expectations, applying
Lemma [7] to (14), and applying the constraint on A from the theorem statement, we have

E(fi(xio0) — f5)

NE[IV fi(zi-1)[1? S T

- 2 3
BV RGP on( S+ e aes). ()

The third term on the right side of reflects the fact that clients in the same cluster may have different
loss objectives. Far from their optima, these loss objectives may look very different and therefore be hard to
cluster together.

In order to bound this term, we use a similar argument as above. By L-smoothness of f;’s and setting
n <YL,

_ _ _ L
fi(xie) < fi(ie—1) + (Vfi(zi—1), Tip — Tig—1) + §||$zt — x4
_ _ Ln?

fi(@ie—1) = (V fi(@i—1),vi1,0) + 777

r n r Mior n
= fil@ii1) + Sllvize = Vi@ )|* = SIV L)l = 50 = Ln)lvi*

Vi 1, ]I

Subtracting fi* from both sides, summing over ¢, dividing by T, taking expectations, and applying Lemma

@

- E _1 ’ _ Fx 2 3
VBV sl & S ) R e o (4 S en). (10

Combining and , and applying the constraint on A from the theorem statement, we have that

ST £ (2 (T — f* 2 £ _ fx
NE|V fi(zi—1)]]2 < E(fi(zi0) — f7) ‘;A E(fi(wo) — f)

(3

N

+ nmax(1, A )<n+A+BipA>' (17)
Dividing both sides of by 1 = /L and noting that p? = ¢”/|B| from Lemma |§|,
E(fi(wio0) = f7) + A*E(fi(zio) — f}) o (PP P

e +max(1,4%) (£ 5+ A (18)
L(E(fi(zio) = [7) + AE(fi(zio) = [7)) | max(1, A%)(7*/ni + 7°/a + BioA)

_|_
T VB

¢ max(L, A2)(«"/n. + 7°/a 1 BioA)
T )

3

E|Vfi(zii-1)]* <

<

A
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where the last inequality follows from setting

2 3
|B| > max(1, A?) <Z + UK + ﬁi0A> T.

Since T' = mi/|B|, this is equivalent to setting

o2 o3
|B| Z 4 /max(1, A?) ( + x + 5¢0A) m;.

%

Lemma 6 (Variance reduction using batches). If, for a single sample b,
Eq|lgi(x;0) — Epgi(z;0)|” < 02,

then for a batch B of samples,

2 o?
E.|lgi(x) — Epgi(x)||” < Bl

Proof of Lemma[6 Due to the independence and unbiasedness of stochastic gradients,

Eollgi(z) — Bogi()|” = 55 > Ballgi(z;b) — Bagi(a; )|

1
| B|?
beB

2

g

<

Lemma 7 (Bound on Clustering Error).

_ _ - 2 3
Eljvig,+ — Vfi(zit—1)|? S GE|V fi(wi—1)||* + §D2E|‘vfz‘($i,t—l)“2 + (Z + % + BiPA)
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Proof of Lemma[] We prove the main result with the following sequence of inequalities and justify the
labeled steps afterwards.

Ellvig, ¢ = Vfi(@iz—1)l1? = Elviy, e — Eefi(wi—1)]?

2
1
:]EH Z y] li,t mgz(mzt 1)
JE[N]
2
_EH (|g Z Yjlet — wgz T t—1 ) +5z<|8| Z Yjtl — wgz Tit— 1))
Z J€G: JEB;s
(1) 3
< (@+5)1 - |g Z Yjlest E.gi(zit—1)
“jeg;
2

+ <1 + ;)ﬁ?EH <B | Z Yijlet ) ng(xzt 1)
H(|g2 Z yJ’“’) Eogi(wii-1) +ﬁl H<|B| Z Yot ) E.gi(wi1—1)

J€G: JEB;

2

51 52

) o -
S (L=08i+ Bk, 4, 1 + (00 + BADE(V fi(wie—1)|? +

2 3
+ (fz + 2 +5ipA)

ADE[V (@)

A

(#4) - 2 3
S (W=52)f g, + SEIV (i) [P+ DIV )P + (’; Rt @-pA)

B

(o) - . 2 3
< O30, + SB[V + X DPEIV e )P + (Q + 5+ ﬂipA)

Y p o TN s LR s (£
< N TOEIV filzie-1)? + L DENV fizie-)? + E+Z+ﬁ”ﬂ (19)

Justifications for the labeled steps are:
o (i) Young’s inequality: ||z + y||* < (1 + €)z? + (1 4 1/e)y? for any € > 0.

o (ii) We prove this bound in Lemmas [8 and Importantly, it shows that the clustering error is
composed of two quantities: &1, the error contributed by good points from the cluster’s perspective,
and &, the error contributed by the bad points from the cluster’s perspective.

o (iii) Assumption that 8; < min(J;, 9i/A*)

~

o (iv) Since E||v; 1, + — Vfilwis—1)||> = Ch. 1,41, the inequality forms a recursion which we unroll over
l; steps.

e (v) Assumption that l; > max(1, %)
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Finally, we note that

Lt =Ellgi(zit—1) — Exgi(zi—1)|?

SElgi(@ii-1) — Baegi(@ii—1)1? + ElEegi(ii—1) — Eagi(zii—1)|°
< p? + A%E||V fi(ie1)|%

ck

Applying this bound to 7 and applying the bound on A from the theorem statement, we have

El|vi,.¢ — V fi(2ie—1)|
< (0 + VBN A P + £ DBV RGP + (2 42+ ot
~~ i A i\ L4, A i\Li, n; A i

3

- 2
S OGE||V fi(@iz—1)]]? + £D2E||Vfi(9€i,t71)||2 + (2 + % + @'ﬂA)

Lemma 8 (Clustering Error due to Good Points).

2

1
]EH (|g| > yj,lt,t) — Eagi(zi-1)
" jeg;
o g, P oeme 3, (PP
S (U= 60 + SBIV Hara )P + 5 DBV eI+ (2 + )
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Proof of Lemma[8 We prove the main result in the sequence of inequalities below and then justify the
labeled steps.

2
H(|g Zy]lt,> a:gz(xlt 1)
l j€g;
1 1 1 2
H ( Z Yjlot ) -5 Z Erg;(2ii—1) — ( - ) Z Erg;(2ii—1)
\gz ‘g’L| e n; |gz| o
j€g; JEGij~i j€Gi i~
1 1 2
EH (g Z (Yot — ]Eng(xi,tl))) + <|g| Z (Yot — Emgi(xi,tﬂ))
Y jeGiigri " jeGigopi
i) 9 1 2 5; 1 _ ?
C(1+2)8 51 X -t + (14 3)E] 5 X s - Basianio)
d; |Gi| 4~ 2 |Gi|  _“—~
JEGijri JEGi:ghbi
(i) 2 2
< <1 + ) H Gl Z (Eyji,t — Eegj(xiz—1)) <1 =+ ) H 1G] Z (Yi 1ot — Eyji,e)
'l jeg; i Hjegij~i

2

2

0; 1 _
+ (1 + >EH > Wint — Bagi(wie1))
2 Gil JE€Gijsti
L )] Y B o] (14 2)Ef
~ ‘gz jGQ jroi Yot T g |g1
2
*( ) sz +< ) sz

(iv)

2 2\ n;
rg (1 + 5)512 ]E]Egz‘ijNiHE(y]}lt’ gj(xl t— 1))” +(1 + ) |g |2 2
i i

(Ezgj(zii—1) — Egj(@it-1))
j€g i

2

(yj,lt,t - Eyj,lt»t)
JEGij~i

Witet — Eegi(is-1))
JEGijti

1

9 1
+(L+>EH > " Wiaet — Byja)

JEGi:jri

2
d; —
+(14 %) - 0 el ~ Eeao T
T3

T2

(v) —2 3 2 ;g o
S (51 Ck ltt"'EHVfl(xlt 1)” 6A + 1+57 |g|2p

5; 0\, o 13 e, P
1+ Z)a-6)?((1+ 2R, + SEIVfi(zi) |2 + 2 DE[V il )? + 2
2 2 A A

(vi)

- 3 p2
<0 (@ + BV A + 2 )+

+(1-5) (M + SE|V i@ )|? + L DRIV i@ 1) + &

A A
TN Elr.. 2 P 2Rl 2 PP
S (1= 00T 1+ GBIV e + & DBV RGP + (2 + 5 )

Justifications for the labeled steps are:

o (i),(ii),(iii) Young’s inequality

o (iv) First, we can can interchange the sum and the norm due to independent stochasticity of the
gradients. Then by the Tower Property and Law of Total Variance for the 1st and 3rd steps
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respectively,

ElErg;(zi—1) — Egj(wii—1))|* = E[Eog)(wi,—1) — E[Ezg; (zi—1)]|I
= Var(E.(g;(#i:-1)))
= Var(g;(zis-1)) — E(Varz(g;(zi¢-1)))
< Var(g;(wi—1)) = Ellgj(i,-1) — Evgj(wie—1)?
<07
where the last inequality follows since the two terms above it are both bounded by p?.

o (v) We prove this bound in Lemmas @ and It shows that, from point i’s perspective, the
error of its cluster-center-estimate is composed of three quantities: 77, the error introduced by our
thresholding procedure on the good points which belong to i’s cluster (and therefore ideally are
included within the thresholding radius); 72, which accounts for the variance of the clipped points in
i’s cluster; and T3, the error due to the good points which don’t belong to 4’s cluster (and therefore
ideally are forced outside the thresholding radius).

o (vi) (1+2/2)2(1 —2)2<1—2z forall z € [0,1]

Lemma 9 (Bound 77: Error due to In-Cluster Good Points).

Ejegjmil Bt — 95(ie-))? S ¢, 1, T EIVfilwie1)l? + 6 A

Proof of Lemma[9 In this sequence of steps, we bound the clustering error due to good points from client
’s cluster. By definition of y; i, +,
Elyjiee = g5 (@il = Elllvig, -1 = g5 (@ie— D)L g, -1 — g5(@ie—0) || > Thy ,.0)]
< Bllvig—1e = 95 @i ) IPL(10i2 1,6 = g5 (@il > Tho,.0)]

- Tkt 1,

< Ellvig—1,e = gj (i)

Thilet

Therefore, by Jensen’s inequality and plugging in the value for 74, i, +,

E ;0 = 95 (@ie—1))II?
< Ellyja e — g5 (i)l
(Ellvig, -1, — gj(@ie-1)[*)?
2
Thei et
< Elvig, 1.6 — Bogi(@i—1)|* + EllEagi(ws,e-1) — Bogj(@ie—1)|I” + Ellg; (@i4—1) — Bagj (zi—1)*)?

~ 2

Thilest

<

< (Cii,lt,t + AQE”Vﬁ(%,pﬂHQ + p?)?
< p.
k;,lt,

< (Fopr + AEIV filwi)|* + %)’
- Ckv Lt T A4]E||vfi(xi,t71)”2 + §;pA

A 3
< 2
(1 5A)C’“ lt7f+< 5A>E”Vfl(x” P+ 55

2
S ¢k

3
+ BNVl + 25 (20)

islt,
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where the last inequality follows from constraints on A. The second inequality follows from Young’s inequal-
ity. The second-to-last inequality follows by separating the fraction into a sum of fractions and selecting
terms from the denominator for each fraction that cancel with terms in the numerator to achieve the desired
rate.

Summing over t and dividing by T', we have

Ejeg,jmillBa (Yt .t — 95 (ie—1)1? = Ellyji,.e — g5(wie—1)?

-,
S s TEIV (i) + A

3

Lemma 10 (Bound 73: Variance of Clipped Points).

2

n;
< 2

Gr’

Z (Yjte.t — By )

JEGigrt

1
E
‘ |Gl

Proof of Lemma[I0, The first thing to note is that the elements in the sum Zjegi:jwi(yjylmt —Ey,1,+) are not
independent. Therefore, we cannot get rid of the cross terms when expanding the squared-norm. However, if
for each round of thresholding we sampled a fresh batch of points to set the new cluster-center estimate, then
the terms would be independent. With such a resampling strategy, our bounds in these proofs only change
by a constant factor. Therefore, for ease of analysis, we will assume the terms in the sum are independent.
In that case,

2
1
EH Z (yj’lut - Eyj’lut) QEHyJ 1t — Byj, lt,tH
Gil . 6= =g
JEGizjri
|g |2E||g.]($lt 1) Egj(l’i,tfl)ng
o M
= |gz|2p )
where the second-to-last inequality follows from the contractivity of the thresholding procedure. O

Lemma 11 (Bound 73: Error due to Out-of-Cluster Good Points).

- S\ | oo .
Ejcguipillyiie — Bagi@inIP S (1 + 2>M + 6 EVFiwi—1)I? + £ DVl + &

Proof of Lemma[I1 This sequence of steps bounds the clustering error due to points not from client i’s
cluster. Using Young’s inequality for the first step,
EjegijrillYit e — Eogi(wie—1)|”

0; B 2
(1 + 5 )EH% -1t — Eugi(wie—1)|* + (1 + &>Ejegi:j76i”yj,lt,t — iz,

—~

0 2
< (145 )t (145 ) Bacaumaline - vioalP
5\ 2
=15 )i T (1 F 5 | Biegugpilllgi (@i-1) — via, {(@it—1) = Vig =18l < 7oyt ]
5\ 2
< 1‘*‘5 Chilpt T 1‘*‘5* Tt i PicGiini(ll9i (@i—1) = vig -1l < 7oy )
0 1
S (14 %) st (5) G+ ABITF i) + 6ipD0Precigiloais) - )
K3
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The next step is to bound the probability term in the inequality above. Note that if ||v; 1, —1+ — gj(zit—1)| <
TkE Lo then

[Eag; (@ie-1) — Bogi(is—1)I* S g5 (@ii—1) — Bagi(iz—1)I* + 1195 (i 1) = vigo—1.6l1> + [[vit,—1.6 — Bagi(@ie—1)||”
S g @ii—1) — Bagj(@is—1)* + 44, 4

+ vid—1, — Eagi(@ie—)|1* 4+ |Eagi(@in—1) — Bagi(zi—1)|?
S g @ie—1) — Bagj(@is—1)1* + 744, 4

+ Jvig, =14 — BaGi(@ie—1)* + A2V fi(wse—1) |1

By Assumption 4, the previous inequality implies

A? — D*|V fi(zip-)IIP S 1195 (@ie—1) — Bags(@is—0)I® + 7. 1,0 + ANV Fi(@ie )1 + vige—1.0 — Bagi(zi—1)|?

which, summing over ¢ and dividing by 7', implies

195 (@i.t-1) = Eogs(@ie—1) 2 + [vig—14 = Eofi(se—1)[2 + A%V fizie-1) |2 + DIV fi(wie-1) [P 2 A% =7, -

By Markov’s inequality, the probability of this event is upper-bounded by

P>+ Elvig,—14 — Eogi(wiz—1) > + A’E||V fi(i1—1)||? + D?E[|V fi(zis—1)|]?
A2 - TkQ:i,lt,t

P F Gt AE|V fi@ie-1)|12 + D?E[[V fi(wi 1) |2

~Y A2 9

where the second inequality holds due to the constraint on A from the theorem statement. Therefore,

Ejeg:jrillyjtee — Exgi(@it—1)?

< (1 Lo e PP+ G+ APENY filwie-)|? +D2E||Vfi($i,t—1)”2> 3

PN 5 A Chotut
Y L W7 P ol oy [ —
v (2 et e BN

P o1y, P
+ ZDQEHVfi(Z‘i,t—l)HQ + A

S\ 3
S (14 3) s + OBV AP + £ DBV + .

A

where for the last inequality we again apply the constraint on A. O

Lemma 12 (Clustering Error due to Bad Points).

1 _
EH (|B| Z yj,lt,t) = Ezgi(zie-1)

JEB;

2 —_—
S+ AEV (i) + 6ipA

Proof of Lemma[I3 This lemma bounds the clustering error due to the bad clients from client ’s perspective.
The goal of such clients would be to corrupt the cluster-center estimate of client 4’s cluster as much as possible
at each round. They can have the maximum negative effect by setting their gradients to be just inside the
thresholding radius around client ¢’s cluster-center estimate. This way, the gradients will keep their value
(rather than be assigned the value of the current cluster-center estimate per our update rule), but they will
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have maximal effect in moving the cluster-center estimate from its current position. Therefore, in step 3 of
the inequalities below, we can not do better than bounding the distance between these bad points and the
current cluster center estimate (i.e. [|y;,.+ — vi,—1,/|*) by the thresholding radius (777 ;, ,)-

2

1 _ _
EH (|B| Z yj,lt,t) —Ezgi(zie-1)| < Ejesllyjit — Emgi(xi,t—l)nz
*jeB;
SEjes: g, — Vido—141* + Ellvig,—1¢ — Eagi(zie—1)|
< Tl?ult,t + ciulmt

<SRy + AE|VFi(zie1)|? + 8ipA.

The last inequality applies the definition of 7y, ;, +, and the result of the lemma follows by summing this
inequality over t and dividing by T O

A.4  Proof of Corollary [I]

Proof. We will show that there exist A, D, and A for which Assumptions 4 and 5 are satisfied for smooth
and strongly-convex losses. Then the result follows directly from Theorem

Note that for h an L-smooth function and g a p-strongly-convex function with shared optimum z*, the
following inequality holds:

IVh@)P < (’;) V()] (21)

To see this, note that by L-smoothness of h
IVh(@)II* = [ Vh(z) = Vh(z")|* < L?||lz — 2. (22)
By p-strong-convexity of g and Cauchy-Schwarz inequality,
plla = 2™ < (Vg(z) = Vg(a™),z — ") < [ Vg(z)|l|lz — ™. (23)

Rearranging terms in , squaring both sides, and combining it with gives .
We can now apply to show that Assumptions 4 and 5 hold.

For Assumption 4, let h(z) = fi(z)—V fi(z) and g(z) = V f;(z). Thus h and g have the same optimum. Since
the average of p-strongly-convex functions is p-strongly-convex, g is u-strongly-convex. By L-smoothness of

fi,

I(Vfiz) = Vfi(2) = (Vi) = VEW) < Vi) = VEW) + 1V fi(@)) = Vi)l
< 2L[lx =y,

showing that h is 2L-smooth. Therefore, by

IV fi(e) - Vi@)|? < (f‘;f) IVF(@)I2,

which shows that Assumption 4 is satisfied with A = 2L/,.
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For Assumption 5, let } be client i’s optimum (equivalently the optimum of all clients in client ¢’s cluster).
IV fi(x) = V f;(@)|” = [V fi(z) = (Vf;(x) = V(2])) = (V7)) = Vila)|?

2 LIV ) VAEDI IV i) — (V@) — V)

(i)
> %vaj(wf) = Vi@)I? =2V fi(@)]1? = 2V fi(z) = V f; ()P

2 LIV A ~ VA ~ 2V A @) 202V i)
= LIV A )~ VAEDIE - 200+ () V)
= LIV AEDIE - 20+ (V@) (21)

where justification for the steps are:

i) For all a, b, it holds that (a — b)? >
b/vz —+/2a)? > 0.

%bz — a2, since this inequality can be rearranged to state

(
(

o (ii) Young’s inequality.
(i

iii) Set h(z) = f;(x) — (fj(z}),z) and g(z) = fi(xz). Then Vh(z) = Vf;(xz) — V f;(z}), from which
we see that h and g have the same optimum z and h is L-smooth (since |[Vh(z) — Vh(y)| =
(Vi (@) = V(7)) = (Vfi(y) = V()] < Lllz — yl).- Applying (21) gives the desired result.

Therefore (24) shows that Assumption 5 is satisfled with A = max;y, %ij (zf)]], and D =
20+ ().

Applying these values for A, D, and A to Theorem |3| completes the proof. O

A.5 Proof of Theorem [

First we establish some notation.

Notation.

e G, are the good clients and B; the bad clients from client i’s perspective.

o E, denotes conditional expectation given the parameter, e.g. E,g(z) = E[g(x)|z]. E denotes expec-
tation over all randomness.

o k! is the cluster to which client i is assigned at round ¢ of the algorithm.

.« X, 2 % Zle X, for a general variable X; indexed by t.

. ﬁ(x) 2 ni Ejegi:jwi fi(@)
* My, £ ni Zjegi:jNi My
« We introduce a variable p? to bound the variance of the momentums
Eszi,t - Exmi,t”2 < P27
and show in Lemma [13| how this can be written in terms of the variance of the gradients, o2.

e [; is the number of rounds that Threshold-Clustering is run in round ¢ of Federated-Clustering.

e k; denotes the cluster to which client 7 is assigned.
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o vy, 1+ denotes the gradient update for client 4 in round ¢ of Momentum-Clustering and round / of
Threshold-Clustering. That is, vy, ;+ corresponds to the quantity returned in Step 4 of Algorithm@

» To facilitate the proof, we introduce a variable ¢y, ;; that quantifies the distance from the cluster-
center-estimates to the true cluster means. Specifically, for client i’s cluster k; at round ¢ of
Federated-Clustering and round ! of Threshold-Clustering we set

2.

e For client i’s cluster k; at round ¢ of Federated-Clustering and round [ of Threshold-Clustering, we
use thresholding radius

Eort = Ellvk,i—1,e — Eomig

2 ~ 2 )
Tyt & Chype + 0ipA.

« Finally, we introduce a variable, y;;;, to denote the points clipped by Threshold-Clustering:

1
kit = 3 > (llmys = vk i1l < Thone) + Vi1 1M — vkl > Tos)-

JE[N]

Yi,it

Proof of Theorem[4 In this proof, our goal is to bound E||V f;(x; —1)||>. We use L-smoothness of the loss
objectives to get started, and justify the non-trivial steps afterwards.

(i) L
Efi(zit) < Efi(zii—1) + BV fi(i1—1), Tip — Tip—1) + EE”xi,t —zia|?
L772 2
=Efi(zit—1) = nE(V fi(®it-1), Uk, 10.0) + TEHUMJMH
= Efi(i-1) + 3Elvk 1.0 = Viiwio-DIP = SEIV filwian)” = 50 = Ln)Elvi, .o

(74)
< Efi(wii—1) + 1E|vk, 1, 0 — Earmigl|* + nE|Epmi e — V fi(zi—1)|°
n n
- §E”vfi($i,t—l)”2 -5l Ln)E|vk, 1,.4|1?

(iid) 2 3
S Efi(wig—1) + W(Z + % + 31'PA) + nE|Exmis — V fi(2ie—1)|?
n n
- §E||Vfi($i,t—1)||2 - 5(1 — Ln)E|vk, 1,41 (25)

Justifications for the labeled steps are:
o (i) L-smoothness of f; and n < 1/r
o (ii) Young’s inequality
o (iii) Lemma [14]
Now it remains to bound the E||E m;; — V fi(x;,—1)||* term.
E|Exmis — Vi(i—1)|? <E|Exmis — Vfi(zii—1)|?
= (1 - )’ B|Eymis1 — Vfi(zis—2) + Viilwit2) — Vi(zii1)|?

%

1
< (1= (Ut @)BlEams o1 — Vi) + (1= 0 (14 5 ) PPE Ly P

—
=

(i) 1 T )
& ) Y Bl
=2

where justifications for the labeled steps are:
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o (i) Young’s inequality

o (ii) Assumption that a = Ln

Plugging this bound back into , summing over ¢t = 1: T, and dividing by T gives

T (s PL
iTz:: IV fi(zie— 1)2<W+n( +A+BZpA> (26)

By the variance reduction from momentum (Lemma it follows from that

T

N _ fx 2 3/2 .3
F OBVt s PRI ¢ (5 4 T o)

< BUiro) = f7) (LW ML ﬂi\/fnoA).

nT n;

Finally, setting 7 < min {b %2%%}

T 2 3
1 U/n,-—‘r"’/A ,BlaA
— E|V f; T t— 2 S + — T
T; IV fi(@ie—1)[I” </ T EICTENE

O
Lemma 13 (Variance reduction using Momentum). Suppose that for all i € [N] and z,
Ellgi(z) — Exgs(2)]|* < 0®.
Then
E|m;: — Ewmi’tHQ < ac?.
Proof of Lemma[13
Ellmis — Emi¢]|* = Ela(gi(zie—1) = Vi(zig-1)) + (1 — @) (mig—1 — Emye1)|
< ®E|\gi(zi—1) — Vi(zi—1) > + (1 — @)?El|lmi -1 — Emye—q]?
< 042]E||9i($i,t—1) - Vfi(l"i,t—l)HQ +(1— a)EHmi,t—l - Emi,t—1”2
t—1
S 2 2 Z 1 _ Oé q
q=0
<a? 2(1 —a) -
- (1-a)-1
< a?o? 21
o
= ao’.
O

Lemma 14 (Bound on Clustering Error).

3

P>
Elloge 1, = Eamie|* S = + % + BinA
(3
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Proof of Lemma[1j} We prove the main result, and then justify each step afterwards.

2

— 1 _
EHvkulut - ExmLt”z = EHN E Yilet — Emmi,t
JE[N]

2
_EH <|gz Zyjlt Exmi,t>+ﬁi<|6|2yj“ Emlt>
J€Gi jEB;
(1) 9 1 i 2
2 14800 50E| (- X vt ) — Eurr,
|G|
J€Gi
2
+<1+ >B2 H<|B Zy]lt )—Ezmiﬁt
jeB;
2
T R T
l Jj€G; jeB:
> r
(1—5 + Bi)er, ltt+< A+5ipA>
@) - p2 ps
S (X =9%/2)ck .+ <m +5+ ﬂipA>
) e (", P
S (=02l + <m N 5¢PA>
(v) p p2 p3
SAk1t+<m+A+ﬁmA). (27)

We justify each step.

o (i) Young’s inequality

o (ii) We prove this bound in Lemmas and Importantly, it shows that the clustering error is
composed of two quantities: £, the error contributed by good points from the cluster’s perspective,
and &, the error contributed by the bad points from the cluster’s perspective.

o (iii) Assumption that 8; < min(d;,%i/a*)

o (iv) Since Eflvi, s — Exmi|* = ¢, 11,4, the inequality forms a recursion which we unroll over I
steps.
. 1
o (v) Assumption that I; > max(1, %)

Finally, we note that

Che e = Ellmig — Egmig|®
S Elmye — Eamji||* + E[Eamy — Eomi |
< p’.

Applying this bound to gives

2 3
Ellve, i,,e — Eamie? S 2 + L + BipA
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Lemma 15 (Clustering Error due to Good Points).

H (1 2 v ) = o

]Eg

2 p2 ps
S —=3:)6, 4,0+ <n, + A)'

(3

Proof of Lemma[I5 We state the main sequence of steps and then justify them afterwards.

]EH<|Q12 Zy”“) Eomi)
H(Igl Zyﬂlt> Gl S Eemyy - <1_

2

)5 sl

JEGij~i JEGij~i
1 1 - 2
E |g| Z (yj;lmt - ]Ewmj;t) + @ Z (ijt,t - Ewmi,t)
" jEGizj~i N jeGiijoti
@ P (L P
= (1 + |g2 Z (yj’lt;t - EImj7t) + 5 ‘g1 Z (y.j7lt7t - Ewmi7t)
JeGizjri JEGijoti
(@0 2 1 2 2 1 2
~ 1+ 5*1 E ‘gl| Z Eyj;lt,t - Ea;mj,t +(1+ 671 E ‘gl‘ Z (yj,lt7t — ]E:vyj,lt7t>
JEGij~i JjE€Gig~i
5i 1 IENE
+ (1 + 2>EH |g| Z (ijltvt - Exmiyt)
Y jEGigti
(i) 9 1 2 2 1 2
S (1 + @)EHW Z E(yju.t —mge)|| + (1 + &)EHW Z (Emye —Eymye)
JEGijr~i JEG;ij~i
2 1 2 57, 1 - 2
+ {1+ 5 E 1G] Z st = Byjaa)|| + {1+ 5 E 16,1 Z (Yjtet — Eatmig)
¢ Y jegiji U jeGiot

(iv) 2 2 ng
N <1 + 5)5? Ejeg.jrillBa (Y10 — myo)|1? +(1 + ) 17 ‘zp

1

2 2 5; _
<1 + ) 17E H 1] > Winr — By ) +(1 + 2) (1= 0)* Ejegjill e — Borigl®
: i jeGijmi >

T2
(Si 2
5 ) =0 Ejegjnillyit e —

(ve) 3 2 5 5 3
< 9 (ci et 6PA> I P -+ (1+ 2)(1 —(51.)2((14— 2)0%“1“ + Z)
3 2 3
- P - P
5 6 (Ck Aot + 5 A) + TTZ + (1 - 61) (C%i,lt,t + A)

2 3

(P P
< (1-6)c2 242,
sa-ad o+ (5 +5)

(2

(v) ) p2
S 6B seguimilEatyiane —miol + 2 + (14

Justifications for the labeled steps are:

o (i), (ii), (iii) Young’s inequality

o (iv) First, we can can interchange the sum and the norm due to independent stochasticity of the
momentums. Then, by the Tower Property and Law of Total Variance for the 1st and 3rd steps

39



Published in Transactions on Machine Learning Research (11/2023)

respectively

E|E.mj, — Emy || = E|Eemj . — E[E.m;,]|?
= Var(E,m; ;)
= Var(m; ) — E(Vary(m;+))

= Var(m;;) — E|lm;; — Egm;¢||?

s
where the last inequality follows since the two terms above it are both bounded by p2.

o (v) We prove this bound in Lemmas and It shows that, from point i’s perspective, the
error of its cluster-center-estimate is composed of three quantities: 77, the error introduced by our
thresholding procedure on the good points which belong to i’s cluster (and therefore ideally are
included within the thresholding radius); 7z, which accounts for the variance of the clipped points in
i’s cluster; and T3, the error due to the good points which don’t belong to i’s cluster (and therefore
ideally are forced outside the thresholding radius).

o (vi) (1+2/2)2(1—2)2<1—2z forall z € [0,1]

Lemma 16 (Bound 77: Error due to In-Cluster Good Points).

o

GA

EjegjmilE(Yj1,e —mie)l? S gy

Proof of Lemma[16 By definition of y,, s,

| L(lvks e —1,6 = Mgl > o ,0)]

< Elllokt -1 — |20k 1, — 1.0 — mell > 7oy ,0)]

Ellyjie.e — mjell = Elllvk, i,—1.6 — ™

Thi,le,t

Therefore by Jensen’s inequality,

1By5,,6 — mjell® < (Ellyja,.e — myell)?

< (Ellvkt -1, — my?)?

Tlgi,lut
< Ellvep -1 — Eomig|® + EEame —myl?)?
~ T]Si,lt,t
_ (Ellvkgg—1, — Eamig]® + E|Egmy, —mjq*)?
= 2
kil t
< (Cii»ltwt + 02)2
— 2
Thei Lot
< (Ciivlmt + p2)2
2
~ Ckiylht + SZPA
3
P 2 P
< (714 -
~ ( " &-A)C’“W M
3
<&, L+ LA
~ Ckile,t 8;A
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Summing this inequality over ¢ and dividing by T, we have

EjegijmillBa(Yjtet — my )12 < Ellyja,,e — my.l?

o

<el o, .
~ kit 5; A

Lemma 17 (Bound 73: Variance of Clipped Points).

2
< 2

G.2"

1
EH |

|g Z (ijut - Eijut)

JEGij~i

Proof of Lemma[17 Note that the elements in the sum Y7 - (yj1.+ — Eyji,,¢) are not independent.
Therefore, we cannot get rid of the cross terms when expanding the squared-norm. However, if for each
round of thresholding we sampled a fresh batch of points to set the new cluster-center estimate, then the
terms would be independent. With this resampling strategy, our bounds would only change by a constant
factor. Therefore, for ease of analysis, we will assume the terms in the sum are independent. In that case,

2
1 n; 9
EH Gl > Wit —Byjun)|| < ﬁEHyﬂt,t —Eyj1,.t
Y jE€Gizj~i !
n; 2
< WEHmJ‘,t — Emj|
1
n; 2
< T~ 19 )
where the second-to-last inequality follows from the contractivity of the thresholding procedure. O

Lemma 18 (Bound 73: Error due to Out-of-Cluster Good Points).

_ 5 \— P
Ejegiijoillys.e — Bamil? S (1 + g)cii,lt,t X

Proof of Lemma[I8 This sequence of steps bounds the clustering error due to points not from client i’s
cluster. Using Young’s inequality for the first step,

Ejeg.:jrillysiet — Barmigl®

d; _ 2
< (1 + 2>E|Uk§,zt—1 — Exmig|? + (1 + §>Ejegizj¢i|yj,lt,t ]
7

2
I+ J>Ejegi:j¢illyj,lt,t L
1

2
2

Lt 5 ) T dBiegugpi(llmye — ve -1
3

< Thilyt)

+

2
(1 + &>Ejegi:j7oz‘[||mj,t = Ok -1t LMy = vkt -1l < 7o}
7

/—\/D/‘\/-\
_l_
O[S 0[S | | S

: 1
)Cii,zm + (5) (oot T 0iPD)Piegyjri(lmye — vre g, 1]l < Tyt 0)-

K2

If fJoge 1,1 — mjell < Tk, .0, then

[Bomj e — Bamiol? S llmye = Bamell® + mge — vk go—1,6ll + [oge 1,—1 — Barmi |
|2

S lmge = Bamyi|? + 77 000 + 0k 10 — Eang|?
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By Assumption 9,
A% S e — Bemyel + 7,0+ [0k 20-1,0 — Eorti |

which, summing over ¢ and dividing by 7T, implies

2 okt 1t — Bamgf2 2 A2 =72,

[mje — Eamye et

By Markov’s inequality, the probability of this event is upper-bounded by

2 = 2 2
p°+ ]E”Uki,lt—Lt — Ewmi7t||2 < p-+ Ckz‘,ltﬂf
2 _ 2 ~ A2 ’
A Thi Ly t

where the inequality holds due to the constraint on A from the theorem statement. Therefore,

— 0 P Pz + Cii,l/,t - P3
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5 \5— . p°
<(145) T
where again we apply the constraint on A for the second inequality.
Lemma 19 (Clustering Error due to Bad Points).

1 _
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Proof of Lemma[19 This lemma gives a bound on the clustering error due to the bad clients from client i’s
perspective. The goal of such clients would be to corrupt the cluster-center estimate of client i’s cluster as
much as possible at each round. They can have the maximum negative effect by setting their gradients to be
just inside the thresholding radius around client #’s cluster-center estimate. This way, the gradients will keep
their value (rather than be assigned the value of the current cluster-center estimate per our update rule), but
they will have maximal effect in moving the cluster-center estimate from its current position. Therefore, in
step 3 of the inequalities below, we can not do better than bounding the distance between these bad points

and the current cluster center estimate (i.e. ||yji,.t — Vkit—1.¢

1 _
) (737 X ) ~ Eor

JEB;

2
S ]EjEBi

Yt — Eaimi|?

SEjen Yt — Vkiti—14l” + Ellvg, 11,6 — Eommigl
é T]zi,lt,t + C%i,lt,t

2
S Chei et T dipA.

%) by the thresholding radius 7y, ;, ¢

2

The last inequality applies the definition of 73, , +, and the result of the lemma follows by summing this

inequality over ¢ and dividing by 7.
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