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ABSTRACT

Bayesian learning via Stochastic Gradient Langevin Dynamics (SGLD) has been
suggested for differentially private learning. While previous research provides
differential privacy bounds for SGLD when close to convergence or at the initial
steps of the algorithm, the question of what differential privacy guarantees can be
made in between remains unanswered. This interim region is essential, especially
for Bayesian neural networks, as it is hard to guarantee convergence to the poste-
rior. This paper will show that using SGLD might result in unbounded privacy loss
for this interim region, even when sampling from the posterior is as differentially
private as desired.

1 INTRODUCTION

Machine learning and, specifically, deep learning models show state-of-the-art results in various
fields such as computer vision, natural language processing, and signal processing (e.g., |(Carion
et al.[(2020); Devlin et al.[(2019); Balevi & Andrews|(2021)). Training these models requires data,
which in some problems, e.g., healthcare, finance, can include private information that should not
be made public. Unfortunately, it has been shown (Fredrikson et al.| (2015); |Carlini et al.| (2021))
that private information from the training data can sometimes be extracted from the trained model.
One common approach to handle this issue is Differential Privacy (DP). Differential Privacy is a
framework that ensures that the distribution of training output would be the same, even if we switch
one of the training participants, thus ensuring privacy.

As privacy is usually obtained by adding random noise, it is natural to investigate whether Bayesian
inference, which uses a distribution over models, can give private predictions. Previous works have
shown that sampling from the posterior is differentially private under certain mild conditions (Wang
et al.[{(2015); Foulds et al.[(2016); Dimitrakakis et al.[(2017))). The main disadvantage of this method
is that sampling from the posterior is generally hard. The posterior usually does not have a closed-
form solution, and iterative methods such as Markov Chain Monte Carlo (MCMC) are needed.
While theoretical bounds on the convergence of MCMC methods for non-convex problems exist
(Ma et al., 2019)), they usually require an infeasible number of steps to guarantee convergence in
practice.

Stochastic Gradient Langevin Dynamics (SGLD) is a popular MCMC algorithm used to approxi-
mately sample from an unnormalized distribution (Welling & Teh|, 2011). The privacy guarantees
of this specific sampling algorithm are interesting as it not only returns a sample from the posterior,
which can be private, but the process itself of stochastic gradient descent with Gaussian noise mir-
rors the common Gaussian mechanism in DP. Previous work Wang et al.| (2015) gives two disjoint
privacy analyses: The first is for approximate sampling from the Bayesian posterior, which is only
relevant when the SGLD almost converges. The second uses the standard DP analysis utilizing the
Gaussian mechanism and the Advanced Composition theorem (Dwork & Roth, [2014)), which only
applies for a limited number of steps and is not connected to Bayesian sampling.

From these two lines of research, differential privacy bounds for SGLD are provided for its initial
steps or when close to convergence. Neither of these cases is suitable for deep learning and many
other problems, as one would limit the model’s accuracy, and the other is unattainable in a reasonable
time. Consequently, the privacy properties of SGLD in the interim region, between these two private



sections, are of high importance. One could speculate that since the initial steps of the algorithm
are private, and it converges to the posterior that is also private, then sampling at the interim region
will be private as well. If so, SGLD could be considered a solution for training differentially private
deep neural networks. Unfortunately, as we will show, this is not the case.

Our Contributions: This work provides a counter-example, based on a Bayesian linear regression
problem, showing that approximate sampling using SGLD might result in an unbounded loss of
privacy in the interim regime. Moreover, this loss of privacy can even occur under strong conditions
- when sampling from the posterior is as private as desired, and the problem is complex - even
stronger conditions than what we can assume for most Deep Neural Network problems. This implies
that special care should be given when using SGLD for private predictions, especially for problems
where it is infeasible to guarantee convergence.

2 RELATED WORK

Several previous works investigate the connection between Bayesian inference and differential pri-
vacy (Wang et al.| (2015); [Foulds et al.| (2016); [Zhang et al. (2016); Dimitrakakis et al.| (2017);
Geumlek et al| (2017); |Ganesh & Talwar| (2020))). None of these papers provide guarantees over
SGLD differential privacy in the interim regime. The closest work to ours is|Wang et al.|(2015) that
specifically investigates stochastic MCMC algorithms such as SGLD. As mentioned, its analysis
only covers the initial phase and when approximate convergence is achieved.

As many of the privacy bounds require sampling from the posterior, if SGLD is to be used, it requires
non-asymptotic convergence bounds. [Dalalyan|(2014)) provided non-asymptotic bounds on the error
of approximating a target smooth and log-concave distribution by Langevin Monte Carlo. Cheng &
Bartlett| (2018) studied the non-asymptotic bounds on the error of approximating a target density p*
where log p* is smooth and strongly convex.

For the non-convex setting, [Raginsky et al| (2017) showed non-asymptotic bounds on the 2-
Wasserstein distance between SGLD and the invariant distribution solving Itd stochastic differential
equation. However, to provide (e, d) differential privacy, an algorithm should produce a distribution
that is O(¢) close to neighbouring databases. Total Variation (for details about Total Variation see
Tsybakov|(2008))) is a more suitable distance for working with differential privacy. Ma et al.|(2019)
examined a target distribution p*, which is strongly log-concave outside of a region of radius R, and
where — In p* is L-Lipschitz. They provided a bound on the number of steps needed for the Total

Variation distance between the distribution at the last step and p* to be smaller than e. This bound is
proportional to O(e?’QLR2 6%), where d is the model dimension. This result suggests that even little
non-convexity will render running until close to convergence impractical. A conclusion from this

work is that basing the differential privacy of SGLD on the proximity to the posterior is impractical
for non-convex settings.

3 BACKGROUND

3.1 DIFFERENTIAL PRIVACY

Differential Privacy (Dwork et al.| (2006bza)); Dwork]| (2011)); [Dwork & Roth|(2014)) is a definition
and a framework that enables performing data analysis on a database while reducing one’s risk of
exposing its personal data to the database. An algorithm is differentially private if it does not change
its output distribution by much due to a single record change in its database.

Definition 1. Approximate Differential Privacy: A randomized algorithm M : D — Range(M) is
(¢, 6)-differentially private if VS C Range(M) and {¥D,D € D : |D — D|| < 1} eq. holds.
D, D are called neighboring databases, and while the metric can change per application, Hamming
distance is typically used.

Pr[M(D) € S] < exp(e)Pr[M(D) € ]+ (1)

Mironov| (2017) suggested Rényi Differential Privacy (Definition , a relaxation to differential pri-
vacy, and a way to translate RDP guarantees into approximate differential privacy guarantees.



Definition 2. Rényi Divergence (Rényil [1961): For two probability distributions Z and @) over R,
the Réyni divergence of order v > 1 is

D,(21Q) 2 Aok [ (2] ]

Definition 3. (v, €)-RDP: A randomized mechanism f : D — R is said to have e-Rényi differential

privacy of order v, or (v,€)-RDP in short, if for any adjacent databases D, DeD eq. 2| holds,
where D, is Rényi divergence of order v.

D, (f(D)||f(D)) < e 2)

Lemma 3.1. (Mironov|(2017) Proposition 3). If fis (v, €)-RDP, it also satisfies (e + 155% ,0) Dif-
ferential Privacy for any 0 < 6 < 1.

3.2 STOCHASTIC GRADIENT LANGEVIN DYNAMICS

Stochastic Gradient Langevin Dynamics (SGLD) is an MCMC method that is commonly used for
Bayesian Inference (Welling & Teh| 2011). The update step of SGLD is shown in eq. [3} where 6;
is the parameter vector at step 7, 1, is the step size at step j, p(6,) is the prior distribution, p(y;|6;)
is the likelihood of sample y; given model parameterized by 0;, b is the batch size, and n is the
database size. SGLD can be seen as a Stochastic Gradient Descent with Gaussian noise, where the
variance of the noise is calibrated to the step size.

b
; n
Oj11=0; + %J [Vo, Inp(0;) + 7 > Vo, np(y;, 10;)] + &
=1 3)
i; ~uniform{l,..,n}

gj NN(Ovl)

A common practice in deep learning is to use cyclic Stochastic Gradient Descent. This flavour
of SGD first randomly shuffles the database samples and then cyclically uses the samples in this
order. For optimization, there is empirical evidence that it works as well or better than SGD with
reshuffling, and it was conjectured that it converges at a faster rate (Yun et al.|(2021))). Cyclic-SGLD
is the analog of cyclic-SGD for SGLD, where the difference is the use of the SGLD step instead of
the SGD step. For simplicity, we will consider cyclic-SGLD in this work.

4 METHOD

Our goal is to prove that even when the posterior is as private as desired, sampling using SGLD for
T steps can be as non-private as desired. This requires analysing the distribution of SGLD after T’
steps, which is hard in the general case. However, we show that we can get the desired behaviour
when looking at a simple Bayesian linear regression problem where everything is a Gaussian with
closed-form expressions. Our result is summarized in theorem

Theorem 1. V § < 0.5, ¢, € there exists a domain and a Bayesian inference problem where a single
sample from the posterior distribution is (¢, 0) differentially private, but, there is a number, T, for
which performing approximate sampling by running SGLD for T steps is not (€', 0) differentially
private.

As € can be as big as desired, and € can be as small as desired, a corollary of Theorem [I|is that
we could always find a problem for which the posterior is (¢, ¢) differentially private, but there will
be a step in which SGLD will result in unbounded loss of privacy. Therefore, SGLD alone can not
provide any privacy guarantees in the interim regime, even if the posterior is private.

To prove our theorem, we consider a Bayesian regression problem for a linear model with Gaussian
noise, as defined in eq. 4 on domain D defined in eq. [5]
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We assume that x%ﬁ > 3 and that v, < 3

n,c, Xy, Tp,y1 are parameters of the problem (c, x;, x5, and ~y; are used, together with the database
size - n, to bound the database samples to a chosen region). For every ¢, ¢’ and §, we will show there
exist parameters n, ¢, 7, x5, 1 that have the privacy properties required to prove Theorem [I] The
restrictions on the dataset simplify the proof but are a bit unnatural as it assumes we approximately
know c, the parameter we are trying to estimate. Later we show in subsection that they can
be replaced with a Propose-Test-Release phase. We will address the problem of Bayesian Linear
Regression for the model described in eq. 4{ on domain D as Bayesian linear regression problem
on domain D. This problem has a closed-form solution for both the posterior distribution and the
distribution at each SGLD step, thus enabling us to get tight bounds on the differential privacy in
each case.

The heart of our proof is showing that for n big enough sampling from the posterior is (¢, ¢) differ-
entially private, with € ~ O(;’—z), while for SGLD there exists a step in which releasing a sample
will not be (€, §) differentially private for ¢ = Q(g—z) Therefore, by considering instances of the

problem where ¢ ~ O(n?+/€) and n is big enough, sampling from the posterior will be (e, §) dif-
ferentially private, while there will be an SGLD step in which releasing a sample will not be (¢’, 9)
differentially private for ¢ = Q(ne). We note that the bounds contain dependency over 4, but since
we are using a fixed and equal J for both the posterior and SGLD privacy analysis, we omit it from
the bounds for simplicity.
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Figure 1: A value indicative of the distance between the distributions of samples from two
SGLD processes running on neighbouring databases for the linear Gaussian model. For details
on fi, iy, 0% see subsection f.2] The parameters used for this experiment (n = 1149019, =

0.1,8=1,2, =1.8,2;, =0.9,71 = 0.1,72 = 1.001, ¢ = 1165165) ensure (1.6,0.01) differential
privacy when sampling from the posterior.

Figure [T depicts an indicative value of the distance between the distributions of samples from two
SGLD processes running on adjacent databases for the Bayesian linear regression problem. As we



will later show, SGLD on one of these examples is a Gaussian while the other is a mixture of n

Gaussians. We plot + > (n EU_;;‘)‘ZDQ, where i, is the mean of the single Gaussian at timestep ¢, ¢
is the mean of the i’th Gaussian component at timestep ¢ and (o})? its variance. We can see that
even though the distributions are close at the initial iterations and at convergence (which implies
differential privacy in those areas), in the interim region, they are significantly apart, which implies

a lack of differential privacy.

4.1 POSTERIOR SAMPLING PRIVACY

To prove Theorem m we first need to show that V§ < 0.5, ¢, there exists a domain and a Bayesian
inference problem where a single sample from the posterior distribution is (e, §) differentially pri-
vate. In order to do so, this section will consider the differential privacy guarantees provided by one
sample from the posterior for the Bayesian linear regression problem on domain D.

We begin by using a well-known result for the closed-form-solution of the posterior distribution for a
Bayesian linear regression problem (see Bishop|(2006) for further details). By using the parameters
of our problem, we get Lemma4. 1

Lemma 4.1. The posterior distribution for Bayesian linear regression problem on domain D is

n
_ Zz:lr‘? yg : 0_2 — - . (6)
a+y " xip a+y " xif

p(0|D) = N (0; 1, 0%); 1

Using the posterior distribution, one can calculate the Renyi divergence between every two neigh-
bouring databases, thus getting an expression for the Rényi differential privacy, as shown in Lemma

Lemma 4.2. For a Bayesian linear regression problem on domain D, such that n > max{1 +

2 2
10%%, 1+ 24}, one sample from the posterior is (v, €1)-Rényi differentially private. €, ~ (’)(2—23)
l l

for ¢ >> nttm,
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We can show that for ¢ >> n!*72, each of the terms is bounded by 0(5—23) The first and second
terms are bounded by O(+). The third term is bounded by O(n?71~!). Noticing that n?"1~1 =

1
n
n2+71)

—3 < 7‘;—23, we get that the third term is bounded by (’)(5—23) As ¢ >> n", the fourth term
is bounded by O(< 1 ), and since cz% — et 7“;—2, the term is bounded by (’)(fl—i) Lastly,

since ¢ >> n!T71, the last term is bounded by O(%) For the full proof, see subsectionin the
appendix.

n3

Translating the Rényi differential privacy guarantees into approximate differential privacy terms can
be done according to Lemma [3.1] which gives Lemma[4.3]

1
Lemma 4.3. With the conditions of Lemma one sample from the posterior is (¢1 + h:(jl) ,0)
differentially private.

1
By choosing v such that 12(_51) < 5 and then choosing n big enough such that ¢; < 5, we get that

the posterior is (e, §) differentially private.

4.2 STOCHASTIC GRADIENT LANGEVIN DYNAMICS PRIVACY

To complete the proof of Theorem [T} we need to show that even if one sample from the posterior
is (e, 6) differentially private for a Bayesian linear regression problem on domain D, it does not



provide any guarantees on the privacy of SGLD for that problem. In order to do so, this section will
first consider the loss in privacy when using SGLD for the Bayesian linear regression problem on
domain D, and then, together with the results of section[d.1] will prove Theorem|[I]

In order to show that SGLD is not differentially private after initial steps and before convergence,

it is enough to find two neighbouring databases for which the loss in privacy is as big as desired in

those steps. We define neighbouring databases D, and Ds in eq. [/|and consider the Bayesian linear
2

regression problem on D; and Dj. We set the learning rate to be = (e
h

D, = {iﬁiayi Xy =Th,Yi = C xh}?:1
(7N

Th
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To tightly analyze the differential privacy loss when approximately sampling via SGLD at each step,
we need to get a closed-form solution for the distribution for each step. For database D1, the solution
is Normal distribution. For database D-, different shuffling of samples produces different Gaussian
distributions, therefore giving a mixture of Gaussians.

We look at cyclic-SGLD with a batch size of 1 and mark by 0, éj the samples on the j’th SGLD
step when using databases D; and D5 accordingly. Since Dy samples are all equal, the update step
of the cyclic-SGLD is the same for every step (with different noise generated for each step). This
update-step contains only multiplication by a scalar, addition of a scalar, and addition of Gaussian
noise, therefore, together with a conjugate prior results in Normal distribution for 6,: N (0;; 1, 0]2).

For D», there is only one sample different from the rest. We mark by r the index in which this
sample is used in the cyclic-SGLD and call this order r-order. Note that there are only n different
values for r and, as such, effectively only n different samples orders. Since every order of samples is

chosen with the same probability, r is distributed uniformly in {1, .., n}. We mark by é; the sample
on the j’th SGLD step when using r-order. Since, for a given order, é; is formed by a series of
multiplications by a scalar, addition of scalar, and addition of Gaussian noise, and since the prior is
also Gaussian, then 67 is distributed Normally, N'(67; %, (6%)?). As 7 is distributed uniformly, 6,

distribution mass is distributed evenly between all é;, resulting in a mixture of Gaussians.

Intuitively what will happen is that each Gaussian components ,éj as well as 0, will move towards

the similar posterior Gaussian. However, at each epoch, 6; will drag a bit behind because in one
batch one gradient is smaller. While this gap can be quite small, for large n, the Gaussians are very
peaked with very small standard deviations; thus, they separate enough that we can easily distinguish
between the two distributions.

According to approximate differential privacy definition (Definition [I), it is enough to find one set

S such that p(f; € S) > ep(d; € S) + & to show that releasing 6; is not (e, §) private. We
choose S = {s|s > p;} at some step j we will define later on. It is clear from symmetry that

p(0; > p;) = 1/2, and by using Chernoff bound we can bound p(éj > ;).

_ (Hj_ﬂ;)z)

Lemma 4.4. p(0; > p;) < L exp( 26T

Using Lemma we can upper bound the mass of éj in S, and thus lower bound the difference

between 0; and ¢; distribution masses in S for some step - j. To use Lemma we first need to
a2 . .. .
lower bound % for a certain step. This is done in Lemma4.5
J

_nr 2
Lemma 4.5. 3k € Z~ such that W = Q(;’—z),for n big enough.

To prove Lemma we first find closed-form solutions for 67

(k+1)n°
A.1). Using the closed-form solutions, we find a lower bound over (fi(11)n — fi{g11y,)” as @

0(k+1)n distributions (Lemma

function of k, which applies for all £ (Lemma . To upper bound (Er’(”kﬂ)n)2’ we find an approx-
imation to the epoch in which the data and prior effects on the variance are approximately equal,



marked k. We choose the step in which we will consider the privacy loss as ( [k] +1)n and show that
(&a it 1)n)2 is upper bounded at this step (Lemma . Using the upper bound on the difference in
means and the lower bound on the variance, Lemma4.5|is proved. By using the lower bound from
Lemma4.5in Lemma[.4] we get Lemmal[4.6]

Lemma 4.6. For the Bayesian linear regression problem over database D-, such that n is big
enough, AT € 7~ such that approximate sampling by running SGLD for T steps will not be (¢, 0)

private for e < Q(;—i), 4 < 0.5.

From Lemma we see that sampling from the posterior is (¢, ) differentially private for ¢ =
O(%) From Lemma we see that for SGLD, there exists a step in which releasing a sample will
not be (¢, §) differentially private for ¢ = Q(;—z) Therefore, considering instances of the problem

where ¢ = O(n?/e), sampling from the posterior will be (e, §) differentially private. However,
there will be an SGLD step in which releasing a sample will not be (¢, §) differentially private for
¢ = Q(ne). Since we can choose n to be big as desired, we can make the lower bound over €’ as
big as we desire. This completes the proof of Theorem 1]

4.3 PROPOSE TEST SAMPLE

Our analysis of the posterior and SGLD is done on a restricted domain D as defined in eq. [5] These
restrictions over the dataset simplify the proof but are a bit unnatural as they assume we approxi-
mately know c, the parameter we are trying to estimate. This section shows that these restrictions
could be replaced with a Propose-Test-Release phase (Dwork & Lei, 2009) and common practices
in deep learning.

When training a statistical model, it is common to first preprocess the data by enforcing it in a
bounded region and removing outliers. After the data is cleaned, the training process is performed.
This is especially important in DP, as outliers can significantly increase the algorithm’s sensitivity
to a single data point and thus hamper privacy.

Informally, algorithm 1 starts by clipping the input to the accepted range. It then estimates a
weighted average of the ratio g— (line 12) and throws away outliers that deviate too much from
it. The actual implementation of this notion is a bit more complicated because of the requirement
to do so privately. Once the database is cleaned, algorithm 1 privately verifies that the number of
samples is big enough, so the sensitivity of p(#|1V) to a single change in the database will be small,
therefore making sampling from p(0|W) (e, §) differentially private. This method is regarded as
Propose-Test-Release, where we first propose a bound over the sensitivity, then test if the database
holds this bound, and finally release the result if so.

We define n,,;, in eq. in the appendix to be the minimum size of W for which the algorithm
will sample from p(6|W) with high probability. We will show later on that this limit ensures that
sampling from p(6|W) is (e, 0) differentially private.

We define p(6|W) to be the posterior for the Bayesian linear regression problem over database W.
From Lemmad.1} it follows that p(8|W) has the form of

Z(Iv NeWw xzyzﬁ 1
p(O|W) = N(0; p, 0%); = Ll D o? = )
O+ Y yew L38 a+ > yew T8

Claim 4.1. Algorithm 1 is (5¢, 20) differentially private.

By claim|[C.9] steps 6-13 are (3¢, §) differentially private. By corollary[C.3] steps 14-19 are (2¢, §)
differentially private for given n and n,. Therefore by the sequential composition theorem, the
composition is (5e,20) differentially private. The claim proved by noticing that if steps 6-19 are
private with respect to the updated database (after step 5), then they are also private for the original
database.

Claim 4.2. When replacing line 19 with sampling via SGLD with step size n = m, then
1Ty,

AT (n1) : Zso — Zso such that the updated algorithm is not (e,d) differentially private Ve €
Ryo,d < % if ran for T'(ny) steps.



Algorithm 1 Propose Test Sample

Input: D = {z;,y;}
Parameters: ¢, < 05 x>0,z > x,00>0,8> 2 1€ (1,3),p2€(0,%),7 € (p2, 3)
1: for:=1,2,...,N do

2 x; + max{x;, x;}

3 x; + min{x;, zp}

4 y; < max{y;, 0}

5: end for

6: Ty —mng — 2+ log 75 + Lap(1)
7.V = {x“yz| < nft

8 mg — |V]— 1 log 5= + Lap(1)
9: if no <1 then

10: return null
11: end if
12: m ¢ ZeweV T

22
(w5,9)ev Ti

13: 77 ¢ m + Lap(1#if! —Q(ﬁfz(f’ﬁgwh)

14: W+ {(z,9:) : |U1 m| < nb?}
15: nw < |[W| — élog(%) + Lap(2)
16: if nyy < Nupsn then

17: return null

18: end if

19: return sample from p(6|WW)

Proof sketch (See appendix for full proof). We first note that by choosing 1+ ps > p1, the sensitivity
of 77 grows slower than the bound over the distance |2 —77|. Therefore for n; big enough, samples
for which ¢ = m will be included in W with high probablhty Consequently, databases D3, Dy €
D will reach with high probability, to step 19, which from our previous analysis over SGLD (see
subsection[4.2)) will cause an unbounded loss in privacy.

p1>p3>1

Dy = {zi,y; : v = 2,y = nf° - wp}ity (8)
T}

Dy ={zi,yi : x; *mhaylfnl xh} U{i p3 L}

5 WASSERSTEIN DISTANCE AND DIFFERENTIAL PRIVACY

As we have shown in Theorem |I} one cannot give any DP guarantees for SGLD in the interim
region. That means that to get private samples using SGLD, one must limit the number of iterations,
thus utilizing the Gaussian mechanism, or run until approximate convergence. Therefore, it is of
interest to get non-asymptotic convergence bounds for SGLD so that we guarantee privacy after a
known number of steps. Previously, several works have given non-asymptotic bounds; however,
some of those do so for the 2-Wasserstein metric (Raginsky et al.|(2017);/Cheng et al.|(2018))). This
is unfortunate as the 2-Wasserstein metric is unsuitable for differential privacy - it is easy to create
two distributions with 2-Wasserstein distance as small as desired but with disjoint support.

It is, however, interesting to ask whether combining bounds on the 2-Wasserstein metric with
Lipschitz continuous probability densities will allow us to get privacy guarantees. The intuition
why this should be enough is simple: If p, g are two distributions with small 2-Wasserstein distance,
then there is (under mild conditions) a mapping, f : X — X, such that the pushforward maintains
fip = q (i.e. for each measurable set S ¢(S) = p(f~*(S))) and that E, [||x — f(z)||*] < €. One can
assume that p(z) = ¢(f(x)) and q(z) =~ q(f(x)) as  ~ f(x) with high probability. Unfortunately,
this intuition does not hold exactly, as the map f can change the density considerably but still be a



pushforward by changing the volume. For example, if we assume f is smooth and bijective, we get
the standard change of variable formula such that p(xz) = ¢(f(z)) [det(Jy)|, so p(z) = q(f(x))
only if |det(Jy)| ~ 1. This issue becomes more severe as the dimensionality increases.

For completeness, we will share our results connecting p(z) to g(x) when Wh(p,q) is small,
and both distributions are L-Lipschitz continuous. This bound scale poorly with dimension, and
as such ill-suited for SGLD on deep networks, but can still be useful for Bayesian sampling in
low-dimensional problems.

For distribution p, we define the density py(x) as the average of p(x) on a ball of radius A centered
around z - py(x) = m de(o) p(z + 2)dz, where B¢ (x) is the ball in R? of radius \ centered
A

around x, and voly(\) is its volume.
Claim 5.1. For L-Lipschitz continuous distribution p we have |p(x) — px(x)| < AL.

Theorem 2. Let P, () be absolutely continuous w.r.t the Lebesgue measure in R, with finite second-
moment and L-Lipschitz continuous densities p, q. If Wa(p, q) < €2 then we have

volg(N) )\(x)+< volg(N)

volg(A —€) 1 volg A —€) 1) AL+ ©)

pa(r) < m~

The proof is an extension of the proof of theorem 2.1 in |Walker| (2004)) to dimensions larger than 1.
The detailed proof is in the supplementary material.

d
It is easy to see that as _vola) _ (1 + £ ) , the bounds usefulness quickly diminishes with

volg(A—e) A—e
dimensionality as it requires extremely small € to give non-vacuous results.

This, however, can still give useful results in low-dimensional problems.

6 CONCLUSION

As shown in this work, while SGLD has interesting connections to privacy and some guarantees,
caution is required if one wishes to use it to get private predictions. This is especially important for
models such as deep neural networks, where it is infeasible to guarantee convergence.
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A  SGLD AND POSTERIOR PRIVACY

Proof Theorem([I} Define
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We consider the Bayesian linear regression problem over database D (defined in eq. |Z[) withn = n,

and ¢ = c,. Since n, > n, the problem holds the constraints of lemma[A.6} Consequently, there
exists a step for which one approximate sample from the posterior using SGLD is not (¢”, §) private

for all €” such that ¢ < e 75 Tor (3%325)2( )2 +1n(0.5 — §). From eq. the choice of n,,

promises that ¢/ < e E 3

2 U1 ( 32wi B
the posterior using SGLD is not (¢, §) differentially private.

)2(:2)? +In(0.5 — §); Therefore approximate sampling from
P

Since 1, > ny and n, > ng, the problem holds the constraints of Claim [D.30} Therefore one
sample from the posterior is (¢, d) differentially private.

==« 3

xLB 2 1
e o7 2v1(32xh6)( )2 +1n(0.5 — &) >
2 2
(2Y2 > (¢ — In(0.5 — (s))ewiﬁ(M)ﬂﬂ
Ny 3 o (10)
2(ya—1 == 325(}}%5 52u1
T = <e’—1n<o.5—<s>>e ﬂ(T ) “
21}1

ny > ((€ = (0.5 —d))e” ( 3 )? = )7
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A.1 POSTERIOR SAMPLING PRIVACY
Proof Lemma.1] eq. [I1]is a known result for the Bayesian inference problem for a linear model

with Gaussian noise with known precision parameter () and a conjugate prior (Bishop| (2006) -
3.49-4.51. for details). By choosing the basis function to be ¢(x) = x, working in one dimension,
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and choosing mo = 0, Sy = a1, we get the linear model defined in eq. |4 and matching posterior
described in Lemma[.1]

p(w|t) = N(w;mpy, Sy); my = Sn(Sy 'mo + 0Tt); Syt =S, + o7 (11)
O

Proof Lemma[d.2] By definition [3] for a single sample from the posterior to be (v,¢’) RDP, the
Rényi divergence of order v between any adjacent databases needs to be bounded. We consider two
adjacent databases D, D € D, and w.l.o.g, define that they differ in the last sample (where it is
also allowed to be (0, 0) for one of them, which saves us the need to consider also a neighbouring

database with a size smaller by 1). To ease the already complex and detailed calculations, we use
definitions in eq [T2]

D = {xi7yi}?;11 ) {xruyn}a IA) = {xiayi}?;ll U {i"rugn}

n—1 n—1
(12)
i=1 i=1
According to Lemma[d.T|and with definitions in eq. [T2] the posterior distributions are
B(q + TnYn) 1
0|D) = N(6; 1, 0°); = o’ =
p(0|D) = N(6; ,07); p oy )Y idrorey parem .
- A A ~ ﬁ(q + jn?jn) S 1 .
0|D) = N(0; 1,6%); pu = L ~

By Gil et al.| (2013)), the Réyni divergence of order v, - D, (f1||f2) - for f1, f2, uni-variate normal
distributions with means (1, p1o and variances o1, o2 accordingly, is

1
2
(U;hh)i =voi+(1—-v)ol>0

2 1 _ 2
(V— 1) ln 02 + 7”(/’61 MQ)

(0f s 2 (@)

D, (fillf2) = 1n% +

Therefore, for p(6| D) and p(6| D), the Rényi divergence of order v is as shown in eq. [14] where we
omit the subscript for (02) since it is clear from context to which distributions it applies.

o2 lvlp— i)

(@2 2 (%) (14)

2

DL(pEID)Ip(E1D) =l T + 2 (v~ 1)In

(02): =v6? + (1 —v)o?
According to claim [D.25} (¢2)* > 0. Therefore the value D,,(p(0| D), p(0]|D)) exists. In order to

prove Rényi differential privacy, each of the terms of D,,(p(0]D), p(9|D)) is bounded separately.
The bounds on each of the terms are proved at claims[D.26]D.27] and [D.28] O

Proof Lemma By Lemma sampling from the posterior is (v, € )-RDP, therefore by Lemma
In( % )

v—17

sampling from the posterior is also (€1 + 0) differentially private. O
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A.2 STOCHASTIC GRADIENT LANGEVIN DYNAMICS PRIVACY

Proof Lemma 4.4,
p(0; > p;|Da) =" p(0] > p;|D2)p(6; = 05| Dy) =
r=1

> p(0; — iy > py — 15| D2)p(0; = 05| Dy) =

1 n ) . .
- Zp(% — f1j > pj — f1j|Da) <
r=1

= Z exp(— /;] )

Where the inequality holds due to Chernoff bound (For further details, see Wainwright (2019)). [

2
Proof Lemma[d.3] By lemma L for n > max{ 33, S‘ﬂ (e=?5 —2)+ ﬁ, m - %B} eq. H
holds for some k € R . We can see that this lower bound is dominated by Z , therefore proving
Lemma @3]

. 0" 2
(M([k]+1)n “([iﬂﬂ)n) >e—m04 3 )2(5)2

(i 1yn)” - v 327 n (15)

1
v; = max{6,1 + 21" }
O

2
Proof Lemma[d.6] By Lemma forn > max{ 85, 285 (e e —2) 4 ﬁ, 201;% — a:%iﬁ}’ there

exists T' € Zso (Marked in Lemma as [k]) such that running SGLD for the Bayesian linear
regression problem over Dy for T steps will not be (¢, ¢) differentially for € < ¢’, as defined in eq.

and ¢ < 0.5. Since € is dominated by C—Z, this proves the lemma.
_2 3
¢ =e T~ 2 +1In(0.5 -4
2m<32xhﬂ>< ©)? + (0.5 - ) -

v; = max{6,1 + Qezhﬁ }

A.3 STOCHASTIC GRADIENT LANGEVIN DYNAMICS DETAILED ANALYSIS

In order to ease the analysis of the SGLD process, markings in eq. [ 7|are used. x, «, 3, ¢, n are as
defined for the Bayesian linear regression problem, and 7 is defined in subsection

Q x N xT
A== Ja+na}B) A =[1 - J(a+n(F)?8)).p = Ineal.p= Ine(5)28 (1)
Lemma A.1. The forms ofH (k+1)n @T€
k
Oli i1y = Qo AFTIACTDEFD LN " (An=1)i[pam= 1+pZX+[ZX@
7=0 =0
07 1y = BN
r—1 ) n k
(D_(p+ VAOMN T (P VION™ + D (o VENATI) Y (AN
i=1 j=r+1 =0
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Proof LemmalA.1] Welling & Teh| (2011) define the SGLD update rule as in eq. [3] This rule can be
applied to the Bayesian linear regression problem over databases D1, D as following

- 1 1
1 1

p(yil0;) = N(y;; 0,24, 87") = Inp(v:|0;) = IH(W) - i(yi —0;2;)°B =
Vo, p(vilb;) = (yi — 0jz:)2if =

9j+1 = Hj + g[—eja + n(yi — ijj)l'iﬁ] + \/ﬁj& =

0,1 — (o +nalB)] + TnywiB+ /i =

6,[1 = 2 (a+nalB)] + ncalB + Vg,
By using standard tools for solving first-order non-homogeneous recurrence relations with variable
coefficients, the value of H}L can be found.
O OoA + p+ " p+
ISR ARV VIE)
A AL

=2
n

BoAN' "1+ (54 VION! + (p+ i16) 3o A0 =
=2

BAN" (b TN+ (p 4 ) DA =
1=2
n—2

OoAN"1 + (p+ VIONT + (p+ 6 DN =

=0

n—2 n—1
OoAN"H + pAT T+ p N TN e D N
i=0 i=0
Now by defining a new series - é(lk e = Clé}m + c2, and using the tools for solving first order

non-homogeneous recurrence relations with constant coefficients, the value of 6}, can be found

k o} £ 2 k—1 : k

nl n _pl k— —i

Ocn = 01(? + E CT-) =0,c1 + E cocy =
I =" i—2

k—2 k—2
1 k-1 ; k—1 :
0.ci +ca g ¢ = (Bpcr + c2)ef ™ + o g ¢l =
=0 =0

n—2 n—1 k—1
Bo(AN""IF + (A" p D N mED A D (AT
i=0 i=0  j=0
The proof for 9£n is done in similar manner. O

Corollary A.L 67, 1)~ N0y 20 1y (i)

> An_l nczizﬁ )\k(n—l)(;\k—i-l _ )\k—‘—l)'

v
Lemma A.2. jigpnin — fig, ., = atnelp

Proof LemmalA.2] The proof of this lemma is separated into two cases, for r = 1 and for r > 1.
For r = 1, itis easy to derive eq. [I8]from lemma[A.1] using E[fy] = 0 and E[¢] = 0.
k

n—2 k
'a%k+1)n =p Z Al Z(A)\(”_l))J + pAn—t Z(/\)\(n—l))y
P " (18)

n—2 k k
Hkn4n = P Z )\Z Z )\jn + p)‘nil Z AT
i=0  j=0 r=0
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We use the sum of a geometric sequence to get

la%k-ﬁ—l)n =

k ~
% n— n— n— 1=t A\ — 1- ()‘)‘n_l)k+1 .
PE A E MDY 4 o IE (AA=D)T = (P(ﬁ)‘H’)\ 1)W
=0 7=0 7=0

Therefore the difference between the means can be lower bounded:

~1 o
Hkndtn — Meptn =

1— AtDn -yt 1— (AN(=Dyk+L - yn—t
)\n—l _ _ A)\nfl _*
T P ) v e A
1— )\(kJrl)n 2 1— 5\)\(7171) k+1 2
— nex 62 ( o n) . ( _ ) ner 52 ( 7>\n71(7>\+ §)) —
1-—A o+ nx; B 1 — 1 a+nzx; 3 4 4
2 1 — (A\\(=DY)k+1 2 1
(1-— )\(k+1)n) ner 52 _ (/\)\A ) ner ﬁz (1— A" 1=+ §)) -
a+nxi 1 — M1 a+nxi 4 4
ncx? B 1 — (AA(=D))kt1 1 3
1— )\(k+1)n o _ 7 )\nfl A e k%
704—1—7%,%6[( ) T ( (FA+ )
nchB (/\n_l%ga(l _ ;\k+1/\(k+1)(n—1)) + /\(k+1)(n—1)(;\k+1 _ )\k+1)(1 _ /\n—l;\)) -
a+nl%6 17)\”,15\ =
nex?f3 /\(k+1)(n71)(5\k+1 _ /\k+1)(1 _ )\n715\)
o+ nafp 1A
ncx? B

)\(k+1)(n—1) 5\/4)-"-1 _ )\k-‘rl _
o+ nm,%ﬁ ( )

o1 ncx’p

E(n—1)/3k+1 _ yEk+1
P (A AR

where equality * holds from claims D3] equality ** holds from claim [D.3] and the in-
equality holds because A < A < 1. This proves Lemma forr = 1.

For the case of 7 > 1, from Lemma[A-T]it is easy to see

0ty = 100N +p Z X+ \/ﬁz NIGIARAR=1)

k—1
(AN [pan— 1+p2x+\f2x AN
7=0
n—r—1 . n—r
AT 4 p Z /\J+\/ﬁ25/\3
=0 =0
Therefore i} . follows
) k—1 n—2 n—r—1 By
[pz)\l]AkAk(n 1) +Z A)\n 1 p>\n 1+p2)\2 )\)\n r+ HAPTT Z A
i— 3=0 1=0 Jj=0
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Consequently the difference in means for > 1 can be lower bounded:

AT
Bknd+n — Bgptn =
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where equality * holds from claims [D.6] and [D.7} equality ** holds from claim [D.10] equality ***
holds from claim and equality **** holds from claim and A > A O
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Lemma A.3. For 23 > 3,n >
hold for all 0 < k < k:

2m 20228 2 25 3k € R* such that upper bounds defined in eq.

(0hs1y)? < 200077122 (xn-ty2e
@ (19)

r Y y\n—r 1< n—
(072 < 60N L (o

Proof Lemma[A3] The proof will be separated into two cases, r = 1 and r > 1. (6,,,,,)* can be
easily computed from lemma@usmg the fact that both the noise and prior are distributed normally.
A first general upper bound on (67, +n) is found at eq. [2

n—1 k
(O'lin—&-n) _ ()\)\(n 1))2(k+1 +n2)\212 )\2)\2(n71))j _
1=0 7=0
— k )\)\(n 1))
()\/\(n 1) 2(k+1 Z Z =
— = 0 )\)\n 1)) (k+1)
-1 k
(/\/\(n 1) k+1 Z Z /\(n N\2(5— (k+1))]
i=0 §=0 (20)
-1 k
Ga-Dy2enpl N2 3 A2l
O{ i:O 7=0
(k+1)n
(XA(n—l))Q(k—&-l +77 Z A~ 21 —
1 1 — A\ 2(k+1)n
(n—1)\2(k+1) —
(A=D)R0+D[— p pp=2 22l

where the inequality holds because A < A

By claim [D.12] this upper bound can be further bounded for k& < - 5 log ,\(m) — 1 such

that eq. [21{ will hold, therefore proving the bound for r = 1.

1

—2(k+1)n .
T A B < gt Dy2kan L @)

=D 2(k+1)
( P —= < -

Forr > 1, (6]} ,,)? can be bounded as following
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=0 =0
TIZA% )\n I)Qk()\)\nfl)Q
) R r—2 ] k—1 ) ‘nfl )
(}\)\nfr)2n[()\k)\k(nfl))2 Z}\Zz + Z(}\)\nfl)z] Z )\21]+
i=0 j=0 i=0
nz /\22 )\n 1)2k(/\/\n7r)2 _
A r—2 k—1
()\)\nfr) [ ()\/\n 1)2k+n(>\)\n 1 ka/\m n /\)\n 1 2]2)\21 +n2>\2z <**
=0 7=0

;-.

n—1 n—1 n—r
A 1 < A . . . .
()\)\71—7‘)2[7()\)@—1)21@ 4 n(}\)\n—l)2k § )\21 + n§ : )\)\n—l)Qj § :)\21} +7 § :>\21 S***
(&%
i j=0 =0 =0

n—1 k—
2(;\)\n—r) [ ()\)\n 1)2k_|_77(/\)\n 1 2kZ)\2z+nZ )\/\n 1 2] Z)\Zz
=0 7=0

(22)

where inequality * follows from A < 1 and r > 1, inequality ** follows from r < n, and inequality
*#% holds from claim [D.13]

For k < - log )‘(m) — 1, this bound can be further developed

n—1 k—1 n—1
Y yn—r 1< n— i Y yn— i y\n— j i
2N (TP p(ANTTZE Y DA 4y (ANTTHH Y A <
i=0 j=0 i=0 (23)

~ 1 - i
6()\)\n—7-)27()\)\n—1)2k

The 1nequal1ty holds from claims [D.12} [D.T4} which provide the bound for » > 1. All that is left is
to prove that 5 log A(m) 1 > 0, which is done in Claim O

Lemma A.4. Mark k = ﬁ logk(m) — 1, for the conditions ofLemma

A 1 . .
L 92 < (1 4 26778 ) (AAP )2 (AN Dy2(]
(U[k]rL+rL) *( +2e )( ) O[( )
R 1 . .
r>1 )2 n—ry2 1§ yn—12[k]

Proof Lemma This proof will be separated into two cases, for r > 1 and for r = 1. Forr > 1,
the bound found in eq. 22} has no dependence on the choice of £, therefore holds also for [lﬂ This
bound was, in turn, developed for k at eq. usmg three claims. If these claims also hold for [k]
then the bound in eq. [23|also holds for (k] and the lemma is proved for r > 1.

Claims [D.14} [D.12| hold for all k¥ < ilog/\(pr and since [k] < k+1 =

1
EEaol
ﬁ log A(m), they holds for Uﬂ Claim [D.15 was proved for all k, hence also holds for

an

k).
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For r = 1, the bound found at eq. [20]is applicable for all k, hence

1 2 Son—1y2(Tk1+1) 1 21— A" 20K +Dn n—1y2([k1+1) 1 3
(i)™ = AT [P W) ~(1+2¢77)
where the last inequality holds from claim [D.17] O

Lemma A.5. For k defined in Lemma the conditions of Lemma and n >
2

maX{%’ wgﬁ (QW - 2) + Qw%ﬂ}

N 2
(M[fc]n+n B M[iﬂn—&-n) —ﬁ%g 3

T 2 -
(a[k:] n—i—n)

1
vy = max{6,1 + 21" }.

Proof Lemma

nT n— NCQUQﬁ ] (n— NL ; 2
(Wignin — Bignea) " a5 AT VAT - ATFT)

cr’[’mwrn vl(:\)\n—r) ()\)\n 1)2[1&
V“ﬂ(”‘”(A”‘lgfﬁfg@[’”“ _ )\[k1+1))2 ()\n—lavr:zéiﬁ(j\m+1 _ )\WH))z
h h

21
[eY

Ul(j\)\n—r)Zé(S\)\n—l)2ﬂﬂ - ,Ul(j\)\n—T)Qéj\Qﬂﬂ

aX2(r=  nex?p 2(5\“‘“”1 — )\m“)2 B a)\Q(T’l)( nexs 21— ATR1+1 9

v1 a+nzif \2lE1+1 Ty a+nxif NLIER!
aX2"=) - per? 21— (1 - 3na?p )? =

vy a+naif (o +na?P)? — (a+ tnz?p)
a 2(r=1) ncx%ﬁ )2( %mc,%ﬁ )2 -

1 a+nzif’ (a+na?B)? — (a+ %anﬁ) -
aX2r=D  nex?p 1( S3na?B 5 aXTD nex?B o Sna?p 2 =

vy a+nzif’ N(a+naif)?’ T 2nzi B’ (2nz?B)?
aN2(r=1) 2)2( % 2 a)2(r=1) 3 )2(3)2 S

v 27 Mnai vy 32x26° ‘n’ ~
a2l 3 e, -5 3 c
D S _ > xze B 2 _ 2

U1 (3233}%5) () =ze ™ 111(323325) (n)

where first inequality holds from [A3] [A-4] and the definition of vy, the second inequality follows

clalm and claim|D. 22L fourth inequality holds under the assumption of nz38 > o <= n >
—52, and last inequality holds from cla1m@ O
Th,

Lemma A.6. For the Bayesian linear_regression problem over database D, the conditions of
Lemma@ and k, as defined in Lemmaapproxlmate sampling, by running SGLD for ( [ 1+1)n
steps, will not be (¢, §) differentially private for

2 « 3
§<05,e<e
=€ (32:25

e P(5)? + (05— 9)

vy = max{6,1 + 26%/3 }.
Proof LemmalA.6] According to definition [T} it is enough that there is one group, S, such that
p(H(mH)n € S|Dy) > eep(H(WH)n € S|D3) + 0, to show that releasing H(WH)” is not

(¢,6) private. Consider S = {s|s > f i1y} From claim and since 0pjy 1), ~
N(Q(mﬂ)n; ([T +1)n U(Q(I'cHl)n)’ eq. holds. The conditions for the right term to be smaller
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than O (thus making the approximate sampling not (¢, d) private) are found in eq. therefore
proving the lemma.

2
—e .EZB

()75

ep (t9(WJrl € S|D3) 46 — p( (ri1+1)n € S1D1) < €fe = +d—0.5 (24)
- %ﬁ 3 2/ c\2
e TTE g G s 05 <0
__2
£ TG 5
25)
_ 2 3 (
e # Y 2 1 5
e—e U1(32$h5)( )2 < In(0.5 — )
« 3
#5 & 2 In(0.5 -4
< () + (05—
O
B PROPOSE TEST SAMPLE SUPPLEMENTARY
TNmin Which is used in algorithm .3]is defined as following
21n(4
_ n((s) 1
€
2 —1 1 4
Np1 —max{l—ﬁ—f§ 1—|—1/—g(1+8(y ))7( 69Vﬁx2h)1—12
x7 € .Z‘l € 10€T;
3208 (22B) (22 +xiB), 1
(e z(hw» B )
(32uﬁ((mhﬁ)(xhoz—|—xhﬁ)))2 -
€ 5 (1 B)? . (26)
v (2a+atB)?. .2
(— (gt )m)s3,
€ 10278
Sv (v2a+aip)? 2
(— (=)}
¢ 1528

xh 10v
7B

Nmin = max{nbl, Np2, N1 71 }

22
Np2 —max{1+ 1—|—V—g}
]

C PROPOSE TEST SAMPLE PRIVACY

Proof Claim[4.2] We set the algorithm parameters in eq. 27} and matching databases D3, D4 defined
in eq. [§] We note that we only define a lower bound over ny, which will be updated later on.

p3 = 1.15; py = 0.45; p1 = 1.25,; = 0.49;

X = xh/2

ny > max{2 log — 55" 4 log% 21001 99410021 (27)
5 - 3axh - 1

a=1

Mark the return value of the algorithm as r, the event of the algorithm running on database D3 and
W = Ds as Ap,, the event of the algorithm running on database D, and W = D, as Ap,, and
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S = {s|s > p;}, where pu; is the mean of the sample distribution at the SGLD ¢’th step given
database D3 (Similarly to as defined in subsection . We will show that Ve € R+q,d < %, In,
such that eq. 28] holds.

P(r € S|D3) > e“P(r € S|Dy) + 6 (28)

We first show that

P(re SANADL,ID3) =0

P(re SANApL,|Dy) =0
Notice that the algorithm can return result in S only if it reached step 19. Consider an event where
the algorithm reached step 19 and Af, . From A%, , 3(z;,y:) € D3 such that [£ — | > nb?.
However, since V(z;,y;) € D3 : £ = nf® then V(x;,y;) € Ds : % —n| > nb? and therefore
|W| = 0. Under the assumption that sample from p(6|{}) returns null then in this case the algorithm
also returns null and therefore P(r € S A A%, [D3) = 0. Same arguments hold for Dy.

(29)

Following eq. 29] to prove eq. [28§]it is enough to prove eq. 30}

P(r € S|Ds, A3) P(A3|Ds) =
P(r € S|D3, Az) — 56 >™ e“P(r € S|Dy, Ag) +0 >
¢“P(r € S|Dy, Ay)P(A4|Dys) + 0 = e“P(r € S A Ag|Dy) + 6

(30)

From claim [C.1] 3nsound, such that Vny > nyounq, inequality * holds. From Lemma 4.6 for n,
big enough 31" € Z such that eq. 3T hold (Where 66 < 0.5 according to the claim conditions).

Therefore, 3k, Npoundz € Rso such that Vng > npound, : € > knf(lfpg) and eq. hold. As

£

1
ps > 1, by choosing ny > max{nyoundz, (£)2s~D } get that ¢ > e. Consequently, by choosing

ny > max{Npound, s Mbounds s (%) 2(e3=1 }, inequalities * and ** hold, and the claim is proved.

e — Q(nf(ps—l))

/ a3
P(?“ S S|D3,A3) > ef P(T S S|D4,A4) + 69

O

Claim C.1. Inpoung, € Zso such that the probability for algorithm to reach step 19 with
W = D3 (marked event A) is greater or equal to 1 — 54 for all ny > Npound, -

Proof. Mark the event of nyy > Nunin A € [m — nb?,m + nf?| A n;+p2—o.1 >t A <

ny AV = D as B. Since P(A|Ds,B) = 1 it follows that P(A|D3) > P(A A B|Ds3) =
P(A|B, D3)P(B|D3) = P(B|Ds). Therefore if 3n;;, such that Yny > ny, : P(B|D3) > 1 — 56
the claim is proved.

P(B|Ds) =
P(m € [m —n,m +n22] Anw > fimin|Ds, V = D,ny ™70 > a1 5y < ny)-
P(nyt2 % S 5P|V = Doy < ny, Ds)P(V = D,y < ny|Ds) >

m € [m—nS,m+ ] Anw > min|Ds, V = D,ny ™70 > @0 iy <ny) — 36 =

P(nw > Nmin| D3,V = D,ny ™70 > iy <y, i€ [m—nS?,m+ nf?))
P(m € [m —n%,m+n2?)|Ds,V = D,nd ™77 > @ iy <ny) — 30 >

P(nw > Nmin| D3,V = D,ny ™% > i iy < nyime [mo—nb?,m+nf?]) — 46 >
1—59
(32)
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By corollary [C.I] and claim [C.3] for n; big enough first inequality holds. By claim [C:4] for nq
big enough second inequality holds, and by claim [C.3] for n; big enough third inequality holds.
Therefore for n; big enough eq. [32holds and the claim is proved. O

Claim C.2. Forn; > max{3~ ' 41log X}

P( >np3/\n1<n1|D3)>1—2(5

Proof. Mark the noise added at step 6 as [;
]D(’Fli)1 Z n:/’fs A Tubl S ’I”L1|D3) =

1 1
P((nl—l—ll—zlog%)plZn /\nl—l—ll—flog 25 = ’I’Ll|D3):

1 1
P S——
((n1+ 14 ; log 25)
P((ny +1 1lo 1)P1> P3A|l\<1lo 1|D)+
n - = — n - —
! 1 g25 = = g25 3

> nf? < —log —|D3) =
ny /\ll_E Og25| 3)

1 1 1 1
P((ny +1; — Elog 2—6)91 >nPP Al < fglog —6\D3) >

1 1 1
P((n1+117710g— plZn’f"’/\|l1\< log—|D3)
€ €

2(5)

1 1 1 1
P L —-1 >n?||l1] < ~log —, D
(s = Clon g™ 2 1 = o .

P((ny — 2 log 215)p1 >ni®*D3)—26=1—26

(L] < - log *|D3)

Where last inequality holds from following equation

1 1 1 1 Llog &
Pl < =log—)=1—-2P(; < —=log —) =1 — £ 2Ny _1_95
(|1|_60g25) (i < Eog%) exp( —)

€

Last equality holds since n; > %710’)1 = nit < ($) = %" < ()" and therefore
(n172%10g 2%)”1 > (3n1)Pr > nft -1 — pps O
Corollary C.1.
e |
Vnq >max{§ ,4710g%}:P(V:D3/\ﬁ1§n1)21—26.
€

Claim C.3. Forn, > max{%_(’%10”2)7 41log 55}

P(”?pro'l > nf'|Ds,V = Dg,ny <nq) >1-—04.

Proof.
P(ng»9+P2 p1|D37V DSanl < nl) > P( 9-9+p2 > n11|D3,V D3)

1, 1 1
P((ny —2=log —)%9tr2 > nP'|D > V] —2tlog 1) >
(1 — 2= log 55) > 1y |Ds)p(nz 2 [V] = 2-log 55) >

1 1
P((ny —2-log 2—6)0‘%’)2 >nitD3)—d=1-9§
€

where the second inequality holds since P (Lap(%) < == log 5 5) < 4, and last equality holds since
(Tl1 _ 2% log %)o.wpg > (%n1)0.9+p2 > ”}+p2 0.2 _ Tl O

Claim C.4. 3nyy,, € Z~q such that

Yy > n, 1 PO € [m —n&?,m + n8?]|Ds,ny* TP > 7f') > 1 - 6.
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Proof. Mark the noise added at step 13 as /3

P(m € [m —nb?,m + n5?]| D3, n09+pz>ﬁf1)=
P(ly € [-n5?,n8?]|Ds,ny "7 > 7f*) >
1 1
L= 2 e (= T et
nl no(ng— 1)1l
ny P?e(ng — 1)}

1 —exp(—

)

it (2(ng — Da2a? + z3)

Since n9 777 > 7f* then 7' = o(ny ) and therefore for ny big enough the exponent is smaller
than 9. O

Claim C.5. 3nyp, € Z~q such that

Yy > mgp, : p(nw > Nnin||V] = D3 An TP > 738 Amh € [m — nk? m + nf?], D3) > 1 — 6.

Proof. For abbreviation mark event B as B = |V| = DsAny 7 > i At € [m—nf?, m+n5?].
Mark the Laplace noise used in step 8 as /; and the Laplace noise used in step 15 as ls.

P(’I’LW > nmm|B,D3) =

1 1
P(m — Elog— +Z2 > nmm\B,Dg) >

20
1 1 1 1 1
P(ny — Elog2—5 — flog 5 > Nynin| B, D3) P(la > —glog 5)+
1 1
P(nl—flogz—(s—i—lg>nmm/\l2<—flogf|B,D3)>
2 1 1 0
P(ny — —log — 55 ¢ log 5 > Nynin| B, D3)(1 — 5)
2 1 1 1 0
P(nl—glog%—glogg>nmm\B,D3)—§:
2 1 1 1 1 1 1 1
P(ny — 21og — — 2 1og = > numin|ly < ~1log =, B, D3)P(ly < = log =|B, D
(nq - log - eog6>n \1<€og5 3) (1<€0g5\ 3)+
2 1 1 1 1 1 1)
P(nl_glog%_zlogg>nmln/\l12€10g3|B,D3)—§Z
2 1 1 1 1 1 1 1 1)
_Zz — _Z — ) - — - - _ >
P(ny - log 55 2 log6 > Nan |l < - logé,B,Dg)P(ll < ; logé\B,Dg) 5 2
2 1 1 1 1 1
P(nl—flog%—zlogg>nmm\l1<zlog5,B,D3)—5

From B it holds that \m | < n%? and therefore m < m + nh?, and for the case of I; < % log 3
it holds that no < ny — log 25 1 log 5 <mni+ < log 3 Therefore m<m+ (ng+ 1 log )P2

AS N, = O(max{ms nll} ) then for the case of l; < %log§ and B, it holds that n,;, =

2p P2
O(max{(m + n??)3, n11 }) = O(max{n,® : ny{'}) < o(ny), therefore Eln”,2 such that an >
Ny, 201 — 2log 55 — Llog 2 > nynin. Consequently, Vny > ngp, 1 P(ny — 2log 55 — +log 3

nmm\ll < élog%,B,Dg) =1.
O]

Definition 4. A randomized function f(X,y) : x™ x R" — R, is (¢, §)-differentially private with
respect to X if VS C R, and VX, X € x" : | X — X|| <1, eq. holds.

P(f(X,y) € S) < exp(e)P(f(X,y) € S) +§ (33)
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Claim C.6. Calculating 111, ns is (2¢,0) differentially private.

Proof. Since n; can differ by up to 1 for neighbouring databases, calculating 71, is protected via the
Laplace mechanism. Since for a given 71 the value |V| can change by up to 1 for two neighbouring
databases then calculating ns is (¢,0) by the Laplace mechanism. Consequently from sequential
composition theorem the sequential composition is (2¢, 0) differentially private. O

Claim C.7. P(ny < |V||D, 1) =1— 6.

Proof. Mark | ~ Lap(?),

o 1 1 o
Plny < [VIID, i) = P(V] - ~ log o +1 < [VIID, i) =

1 1 1 =
P(l < ~log 5| D. i) = 1 — 5 exp(— 12

Claim C.8. Calculating m is (¢,0) differentially private with respect to D for given 11, ne and
ng < |V|

Proof. Mark by Da neighbouring database to D, and V as V induced by this database. If V' = 1%
then the claim follows trivially. In case the Vs differ, assume w.l.o.g that [V| > |V, and that
if |[V| = |V| then they differ in their last sample. Define ¢ = Z(xi,yi)ev/{qw,ym}wiyi’ z =

2
2wy eV /ey v ) Lo

a+zviyv) 4t Ty
2 ~2
z—i—x‘v‘ Z+‘T\V|

-2 -2 2 P 2 PP
9Tiy) Ty Ty T 2VIYVIZE — 4Ty — DY VIS — x\Vlylvlzl
(2 +afy (= + 27

qu} + it aiz + altey 220 +ap o 223 z} ) <
(z 4 2})z U (z+a?)z Yeta o (+ad) T
oy 227 z} < it 222 z} s 2(ng — V)aia? +
Vizp — VIQVI= D" =~ " “naaf  na(ng — Day na(ng — 1)aj
therefore by the Laplace mechanism calculating 7 is (¢, 0) differentially private. O

Claim C.9. Steps 6-13 are (3¢, 0) differentially private.
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Proof. Mark D as a neighbouring database,
P(m e S|D) =

/ P(’fh S S‘D,’ﬁl =T1,Ny = Tg)p(’ﬁl =T1,Ny = 7’2|D)d7"1d7‘2 =

r1,72€RS 0 XR>0

/ P(ﬁl c S‘D,’Iull =T1,N2 = Tg)p(ﬁl =T1,N2 = 7"2|D)d7"1d7"2+
r1,m2ERS0 % [1,|V]]

/ P(’ﬁ’l S S‘D,ﬁl =Try,Ng = ’I"Q)p(ﬁl =7y,Ny = T2|D)d’f‘1d’f‘2 S*
1,72 €RS 0 X (|V],00]

/ P(Th c S‘D,’Fll =71,Ng = Tg)p(fll =71,N9 = 7“2|D)d7“1d7”2 46 <**
r1,72€R5 0 X[1,|V]]

/ e*P(m € S|D, iy = r1,n9 = r2)p(iy = 11,09 = 7°2|D)dr1dr2 +0<
r1,7r2€RS o X [1,|V]]

/ eQGP(m € S|ﬁ,ﬁ1 =r1,n9 =12)p(N1 =71,N2 = r2|ﬁ)dr1dr2 +4 =
r1,72€RS 0 XRs0

e*P(im € S|D)+6
where inequality * follows claim[C.7]and inequality ** follows claims[C.8]and [C.6] O
Claim C.10. Steps 14-19 are (¢,0) differentially private with respect to D for |W| < npin and

given na, m.

Proof. Mark [ ~ Lap(%), and D as a neighbouring database. Eq. [34|proves the claim.

P(S|D,|W| < npmin, M, n2) =
P(SNA{null}|D,|W| < Nnin, M, na)+
P(S N A{null}°| D, |W| < nmin, M, n2) < (34)
e P(S N {null}| D, |W| < npmin, 1, n2) + 8 <

e P(S|D, |W| < d,m,ns) + 6

where first inequality is true from eq. [35]and the Laplace mechanism for nyy .

A

P(null| D, |W| < nin, h,ng) =

1 1 o
Plnw < nunin + - log(%)|D, [W| < Nmin, Ty n2) > (35)
1 1
Pl < -1 >1-946
(I < -log(55)) =
O
Claim C.11. Step 19 is (€, 0) differentially private with respect to D for |W| > n.., and given

na, m.

Proof. For a given ny, m and a neighbouring database, the group W can change by up to one sample.
Mark n = |W| and ¢ = . From eq. [36] it follows that W € D, as defined in eq.

P2
n>ny' =
3 T p2 (36)
nz >n'’ > ng

AsW € D, n > np1, and n > nya, the problem of sampling from p(8|W) for |W| > 1.y, holds
the constraints of claim[D.29] Therefore one sample from p(6|W) is (e, §) differentially private. [
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Claim C.12. Steps 14-18 are (¢,0) differentially private with respect to D for |W| > npn and
given m, ns.

Proof. Only data released is nyy, and since the sensitivity of |[W| given 1, ns is 1, then the Laplace
mechanism ensures (e, 0) differential privacy. O

Corollary C.2. Steps 14-19 are (2¢, ) differentially private with respect to D for |W| > npin and
given m, ns.

Corollary C.3. Steps 14-19 are (2¢, ) differentially private with respect to D given m, na.

D AUXILIARY CLAIMS

This subsection contains simple claims used to simplify the reading of the proofs. Claims described
in this subsection uses the marking defined in eq. [T7]

Claim D.1. pL; = et

(x-&-nwiﬁ'
Proof Claim[D)
r n 1 B 9 1 B nex? 3
P T o Tla+n(2)28)) ncthaer:;iﬁ T a+nalf
O
n—1 nea? n
Claim D.2. p 5275 + pA" ! = JHER (1 - A7),
Proof Claim[D.2]
11—t [ Ut ke 1-A\" nex? 8
- - /\774*1 — — — h 1—\"
P TP p( X ) =) a+m%ﬁ( )
where the last equality holds from Claim [D.] O
. 1 A\ — nex? n —
Claim D.3. p(152757) + pAn—t = a+n;§B(1 — XA 1),
Proof Claim[D23)
L e et
Pg— )+ AT = o) F oAt =l X )=
L=A"(GA 1+ 1) nexs 3 1
= (1= A (ST 4 -
A 1—X ) oz—|—na:,%ﬁ( (4 +4))
where the last equality holds from Claim [D.1] O
Claim D4, 1)+ 3 — A= 32a
Proof Claim[D4
Ly, 3 5.1 " 2 n 25y —
4)\+4 )\—4(1 2(a+nxﬁ))+ (1 2( + —nx‘p)) =
1 1 3
g[a + chQﬁ - Z(a +nx?B)] = iga
O
Claim D.5.

(1= (1 =) — (1= QAR A A+ ) =

)‘n_lzga(l _ j\k)\k(n—l)) + )\k(n—l)(j\k _ )\k)(l _ )\n—lj\).
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Proof Claim[D.3)

(1= M) = A1) = (1= (AN )k - A"‘l(iA + Z)) =
A . . 1
)\”‘1(1)\ 43 PN LLIO Pty DIENOY W LI D Ly () §)) =
4 4 47" 4
< 1
)\”_1( A+ i =)+ XETDOEANTT = 1)+ AR = AT (A %))) =
n—1 1 3 3 k(n—1)/3\k n—1 1 3 k yyn—1
— — —_— — _ 1— =
ANTHPA+ TN A (AR(1 = A (FA+ ) - A=)
1 . . 1 .
AL+ 3 _ A) + AFOED(RF( - AL+ §)) — A1 =AY =
47" 4 47" 4
n— 1773 k(n—1)/3\k n—1 1 3 k n—13 *
p— _— —_— 1— =
A 24a+/\ (A1 = A (4A+4)) AP(1 = A"THN))
n— 1773 k(n—1)/\k n—1/3 377 k n—1%
—_— -_— 1— =
Ao T o+ AFOD k(1 = ) (A4 550 =AML= A")
n— 1773 _ 3k n71§ﬂ k(n—1) k(1 _ yn—13\ _ yk(1 _ yn—13)) _
AT Ta = AT Dot AP = A"1N) = AP = Ani))) =

/\nflzga(l o j\k/\k(nfl)) + )\k(nfl)(j\k o )\k)(l - /\nflj\)

where equality * holds from claim[D.4] O
Claim D.6. A Y F 3 A DIN A" p 4 p 372N = A(1 — Ak")a’fﬁ; .
Proof Claim@
kn—1
1 — /\k" nex?
A AT N =pA Y N=p = A—B (1AM
> 0 SEURTES DR P NI

Where equality * follows from claim[D.1} O

L-A"(3A"1+ 1))

Claim D.7. A Y- —J A=DIM [An= 14 p 370 A7) = A=A lﬂ) ﬁﬁf& 5

ProofClaimm
)\Z)\(n 1)])\] A" 1A _’_pZ)\z
7=0
(AP=IXk o 1=l = (AR nea?p 3., 1
ST e =" A - 1—A"(SA -
1 —An=1A e 1—An—1) a+nm%ﬁ( 1)
Where equality * follows from claims[D.1] [D.3] O
ClaimD.8. . A A A
ANE = XEXPN = ANF 4 ANFAR (BAT 4+ 1) = (1 = AN (ARFL — ALy o AR An=1(31),
Proof Claim[D.§]
1
— NOAPA = ANF 4 )\A’“A”( A+ 7=
< 2 3
)\k+1(1 _ )\)\nfl) _ )\k+1(1 _ )\nfl(z)\ + Z)) _*
)\k+1(1 o 5\)\71,71) o 5\k+1(1 - )\’I’L*l(}\ + Zga))
(1 _ 5\)\71—1)(}\/6"1‘1 )\k-‘rl) + )\k-l-l)\n 1(;0’L ga)
where equality * holds from claim [D.4] O
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Claim D.9. . . .
AL =AML= AN = AL = (AW TINE) (L= A (A + ) = )
(A=A = AN APIAR Za(1 — A= D)] o A=D1 — Jan=1) (AR - 2R,

Proof Claim[D.9}

AL = MM = A1) =A@ - (A )R (- A”(le + i)) =

A= A= A"A(1— (%xl + i)) — MO NE — NFAR Y - ANF 4 XX’“A"(ZA* + i)] ="

A= A= A"A1— (%rl + %)) — AFD[( — AN (AR 2 D) 4 }“un*l(zga)] =
A—A—= A" — (% + i/\)) — AR(=D [ = ARy (AR AR X’““A"*(iga)] =**
A=A= A" = (A + Zga)) [ D DU D TP Ua s U S R X“lv*l(gga)] =

()\ _ 5\)(1 _ 5\)\71—1) + )\n—lj\[gga(l _ Xk)\k(n—l))} + )\k(n_l)[(l _ S\An—l)(j\k—i-l _ )\k-‘rlﬂ

Where equality * follows from claim[D.8]and equality ** follows from claim [D.4] O
Claim D.10.
<1 — (APTLN)E 3., 1
ML=y Ad—— L 1A (EX 4+ 0) =
(=N AT (- (AT 4 )
n—173 Ykyk(n—1
(- 5\) N A [Zga(lf AR =1)y) i )\k(n—l)(j\kH R,
1— -t

Proof Claim[DI0}

<1 — (AnI)k 3., 1

kn n 1 o

AL =A™ — Am(l —A (ZA + 1)) =[M5.d]
(A — 5\)(1 _ 5\)\”*1) + /\”715\[%%@(1 _ Xk)\k(nfl))} + )\k(nfl)[(l _ j\)\nfl)(j\kJrl _ )\k“rl)}

(1— A1)

(}\ - 5\) N )\n—l[%ga(l _ S\k)\k(n—l))]
1— At

+ Ak(nfl)(j\kﬁ*l _ )\k+1)

: ncmzl Q A1 Q%a(l_j\k)\k(n—l)) )
Claim D.11. a+n;§ﬂu A TS a3 )+ (p—p) > 0.
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Proof Claim[D.T1]

2 R A 1[31 001 — j\k‘)\k(n—l)
LT L by b0 )=
a+nz; B 1 — An—1
2 n—1731n _ Nk )\k(n—1)
nexy, 3 AT ga(l = AN )] N o 1
—2— A=A+ = + —nexp (1 — =) =
e ) o Tneaf Bl - )
2
neay Ui 2 Ui 1 o
_hE X (1= Z
g (= ot nat) — (1= (at gna®B))+
A3 0,01 — j\kAk(nfl)
l4 20[( _ )l) + ;anxi —
1— A1 42
nexif 31 oo A'Ga(l - AMCTU)N 3y
———(nx + = + ——ncxpp =
a—l—nxhﬂ( 42( 2 1 — \\n-1 ) 42 nb
Al el 2p37 20 nad )
o+ naj B 1— A1 h 42 a+na?B
2 AP=1[310(1 — j\k)\k(nfl) 3 2
nc:chﬁz [13a( h )] nea2pdlp - 52 >0
a+nxp, 1— A1 42 a+nx?B
where the last inequality holds because A, A<landa >0 O
. 2(k+1)n
Claim D.12. 1 > \=2p 22— " is true for k < ;- log)\(m) -1
Proof Claim|[D.12}
1 1— A~2kn 11 ~
R P G e A— MNZZ(1-A"2)<1— 2
52 U =2 — an( ) < —
211 2 —2kn 211 2 —2kn
M=—=A""=1)>A -1l = 1+ ——0A"-1)>A =
an an

.1 1 |
k> 1 14+ —(1-)2 E< —1
2 o og ( +an( ) = k< o 0g ( )

1
112
1+ (1 =A%)

Claim D.13.

()\)\(n 1))2k N nzn 1 22 25;3(5\2)\2@71))3 is truefork < % lOg/\(m).

Proof Claim[D.13] First note that the inequality can also be written as

1 Ny, 1 y2i Z?;é(j\)\(nfl))ﬂjfk)_

Secondly, the right hand term of the inequality could be upper bound as in eq. [37 Therefore for the
claim’s inequality to holds it is enough that > A2 1 ’\ , which proved by claim to be
true for k < - logy(ﬁ)
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n—1 k—1 n—1
A)\(n—l) 2(5—k) _ )\21
) ”; Z GAG-D)2—)

Z/\21
Jj=0 i= 0
n—1 . - 1 n—1 .
"ZVZW UZA2Z)\2nkJ)
J=

(37)
n—1k—1 nk—1
n Z Z \2[nk—nj—i] Zr=nj+i 7l Z >\2[nk ] =r'=nk—r,1<r'<nk 1] Z /\Z[T’]
1=0 j=0 r’'=1
) A2 )\72(nk+1) 1 — \—2nk
—2i __ _ -2
"ZA B M
O
Claim D.14. L(AX"=1)2% > p(ANn=1)2k S VA2 s prue for ko < S log)\(m).

Proof Claim[D.14, eq. 38| holds because A\, A < 1. By multiplying both sides with i ' A2 get
eq. [39] Then noticing that the right term equals to the right term of claim | and hence smaller
than the left term of the claim, the claim is proved.

Oy R B O (38)
R o=l k-1 =1l
n()\)\’n—l)Qk‘ Z )\21 < nZ()\)\TL—l)Qj Z )\21 (39)
i=0 §=0 i=0
O
Claim D.15. The inequality
. 1 . g
(AATL—’!‘)Q[E()\)\H—l)Wﬁ +UZ()\)\n_1)2J Z)\Qz > ,',IZ)\QZ
§=0 i=0
holds for 33 > 3,n > @ — T}Q%ﬁ

Proof Claim[DI3] Left hand side can be lower bounded according to eq. [40] while right

hand side can be upper bounded according to eq. (1] Therefore it’s enough to show that
AL aZkn 4 77111’\;];”] > 7711:>‘;: , which according to eq is equivalent to showing that
(2mzflﬁ—1)l)\2(k+1)"+2(2)\2"— ) > 0. Since n > m clalmapphes and therefore

A2 > s Consequently it’s enough to show that (2nz? 3 — 1) A2 n L 9(9¢ EC 1) > 0,
which is true for z7 3 > 3 by claim

x>

—1 n—1

A 1 - « . )
n—r\21 = n—1\2k n—1y2j 21
O e O D DD CO ) P b
7=0 1=0
A 1. k—1
()\)\n—l)2[a(/\)\n—1)2k +77 )\)\n 1 2] Z)\m (40)
n— 1— )\an

2n 2kn 2jn 21 2n 2kn
A )\ +n Z A Z A=A )\ + nﬁ]

First inequality holds because A < 1 and r > 1, and second inequality holds because A < A
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n—r n—1
) ) 1— )\271
2 2
2 )\ L— 41
17;:0/\ <77i§:0 T (41)
Inequality holds because A < X and r > 1.

1_)\2kn]> 1_>\2n
1-x 7N

1
)\Qn(l _ )\2)5/\2kn 4 77)\211(1 _ )\an) > 77(1 _ )\Qn)

1
)\271[7)\21971 +7
(0%

(1 _ )\2)lA2(k+1)n + ,'7(2)\271 _ )\2(k+1)n _ 1) >0
«

(a + nxiﬂ)z(l _ )\2)éA2(k+1)n + 2(2>\2n _ )\2(k+1)n _ 1) >0

1 1 2
(a+nafB)’ (1= (- — m%ﬂ)%av(’””" +2(20% = A2 1) > 0
(2(cx + nap ) — 1)&%“”” +2(20%" — 2D 1) > 0
N2+ o (opa2 8 — 1)?2(’””" +2(2X0% — N2 Dn 1) 5
(2nz?p — 1)$A2<’“+1>" +2(2X%" —1) >0
O

Claim D.16. For 2?3 > 3 the inequality (267ﬁ — 1) > 0 holds.

Proof Claim[D.16] 1t’s easy to see that the inequality holds only if 2?3 > =%. Since % < 3
2 2

claim is proved. O

Claim D.17. For k as defined in lemma and the conditions of claim

2 .
. H 1y
Z(eThP + a(eh—)l) > )\*277—_2
« (a+nz?B) + g I—=A
Proof Claim[D.1I7]
T e B W e i L
< = =
o =TT ioe 7 1— A2
*10gx(m) 9 11 y2\1\—2n _
D (R ) S
g 1— A2 - 1— A2 -
2\y—2n 1 —om —on
gL e AT L Ly, ML)
1— )2 1— A2 a (a+na?B) + £ ~
211 5 -1 1, 2 51
Sl L, Py 1 ey
a a (a+nz?f)+g «a (a+na?B) + 3

where the fourth equality holds from eq. [£3]and the second inequality holds from[D.19}

no 1 B 1 -
-1 "0 3+ na?p)?— 1 Tnla+na?B) + (Fla+na?B)?
1 1 (43)
(@ +na?fB) + I (o + nw?f3)? B (o +na?B) + &
[
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Claim D.18.

Vk>0:1—(§)k2

Proof Claim|[D.18|
Lwiﬁz1_é:1_—ilﬁiilz1_ (a4 na’B) — (a+na”f) _
VN g T et e
o? + 2nz?af + (na?B)? —a —na?f Sna?p

a2 4 2na%af + (na2B)? — o — ina2B  (a+na?B)? — (a+ ina2p)

Where first inequality holds because A < A O
Claim D.19. For the conditions of claim[D.2])
1 2
l—— > s,
( o+ nxzﬁ) c
Proof Claim[DI9 The proof is easily deduced from claims[D.20|and [D.21] O
Claim D.20. .
: _ 2n — o z%
nll—>H;o 1 oHranﬂ) ¢

In(l——A —
Proof Lemma[D.20] From eq. it is enough to find lim,, ;. w.

2n

In(1-—1>2) 0 . . .

——e=f- = &, and both the numerator and denominator are differentiable
2n

around oo, the use of L’Hopital’s rule is possible as shown in eq. 5] This proves the claim.

Since lim,, s

1 . ) . ln(lfm)
on _ In[(1— 2" 2nln(l-—ly) 1 -
(1- o+ m:25) —° T e " @
d 1 z*B
lim dn 1001 = F575) N e VI RO i A (45)
n—00 4 1 1 (naz2p3)? 723
dn 2n 2n2
O
Claim D.21. ) ) p )
im> —— — — 1 —(1—- ——)?" <.
" 2ax28  x2f3 dn( oz—|—nx2,8)
Proof claim[D.2]] First, a simplified term for the derivative is found at eq. [46]
i(]. _ 1 )gn _ i 2n1n(17m) _
dn a+ nx?f dn
1 1 223
l————)2In(l— ———)+2 . _
( 04+”372ﬁ) [21n( OH-nl“Qﬂ) - nl — Wlaﬁﬁ (OH—nxQﬁ)z] (46)
1 1 2na?B
1— ————)*"[2In(1 -
( oH—nxQﬁ) [21n o¢+nx26)+ (a+nx26—1)(a+na@26)]
A lower bound for the In term can be found using Taylor’s theorem as shown in eq 47 where
1
0=<¢< smams
1 1 1 1 1
In(1 — =- - = <
o a—i—ngcQﬁ) a+ nx?p 2(1—5)2(a+n332ﬁ) -
(47)
)
a+nr?  2'a+nz2p
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From equationsandit is enough to find the terms for which oz ﬁ’ﬁifa Tha? 5) = +mz 3 +

%m holds. A simplified version of this inequality is found at , and it can be easily seen

that for o > £ (- 5 +1) = n> ngﬁ %5 this inequality holds.

nx?f 1 1 1

(a +nx?f — 1)(a+ naz2p) < + na?p *a 2 (a4 nx2B)? A

4
0 < 202 + 2nz?Ba — 20 — 2nz?B+ a4+ nz?f —1 — “48)
0 <nz?B(2a—1)+a(2a —1) -1
O
2 .
Claim D.22. Forn > 5( @l —2) + 296 %75 and the conditions of claim|D.19} k, as defined in

lemmalA4) is positive.
Proof Claim[D.22] The claim’s inequality is simplified at eq. 9]
k>0
1 1
—logy(—————)—-1>0
on 108311 - 22

log, ( ) >2n

L4 (1= 22)

()

X > 2n
ln(1+o}7](11_)\2))<2nln)\ (49)
ln(1+ofn(11—k2)) < In\?"
e <

1
AT <14 —(1- )%
an

1
AT 1< —(1-)%)
an

2 2
By claim[D.19[A"%" —1 < e*” —1, therefore it is enough to find terms for e *#* —1 < - (1—\?),
which is done at eq. [50} which proves the claim.

e 1< Lo
an
2

an(en? —1) < (1 —\?)
2

5o+ na}8)?

oz(e””%ﬁ —1) < (a+naip) — Z(a + na?B)? (50)

an(en® —1) <1 —(1—

ale™n? —1) < (a+nxif) — 1

2
3 1 2
ale”n? —2) + 3 < nxi S
« §ﬁ 1
Rt —2 <
xhﬂ( " )+ 2223 "



Claim D.23. For k as defined in lemma and the conditions of lemma
2

z28 3 2 2
P o ()2 (9)?

PO i 1yn > Bl D) <€°

Proof claim|D.23]

PO i 1yn > i 1ynl

IN

)

n . _0Or 2
1 (Hrig40m = A 1))
2P o )

r=1 (TE1+1)n
1 En: -5 @ 3 \20Cy2
— _eo 228 — =
nr:lexp( € 21}1(32:1625) (n) )

2 3 c

e w2p (T 20742

expl—eH (S

Where the first inequality holds due to lemmaf4.4]and second inequality holds due to lemma[A.5] [J
Claim D.24. forn > 1+ 10%%, the inequality 35 (o + (z + 22)8) > v(22 — 22) holds.

Proof Claim|[D.24, Notice that 5 (a+ (z+22)8) > &2 > &(n—1)z}Band va} > v(i2 —22),
Therefore a sufficient condition will be that %(n — 1)z?B > va?, which is equivalent to n >

zp 10v
1+ 97;27 O
Claim D.25. For the (%)% as defined in eq.
(0): > 0.
Proof Claim[D.23]
1—
(02 = vo? + (1 —v)6% = Y + A

a+(z+22)f a+(z4+32)8

N . 51
Mot (48 + (1=t (rad)f)  atGrad)itved-a) OV
(a+ (z+a3)B)(a+ (2 + 23)5) (a+(z+23)B)(a+ (2 +43)5)
Therefore, a sufficient condition is that a + (z + 22)3 + v(z2 — £2) > 0. Since the condition of
2
Lemmadictates n>14+ 10%% then claim |D.24{holds, which satisfy this condition. O
1
Claim D.26. For the Bayesian linear regression problem on domain D, and o, 6 defined in eq.
2
o x
In— < —-h
%= 2(n — 1)a?
Proof Claim[D.26] Consider ¢; = (VR
B B-ad | BA-28 ot (+)B

o = —1 (52)

> =
(n—Dzf = z+2} ~ at(z+2})B a+(2+23)8
Where eq. [52]holds trivially for &, < x,, therefore it is assumed that &, > x,,. From eq. [52] by
Taylor theorem and 0 < ¢ < ¢; following inequality holds

e$ a+(z+22)8
‘=1 —(e1)?>1 > —2=
e +e+ 5 (a) + e Py P 3 v

Consequently, because the natural logarithm is monotonically increasing the following equation also
holds

1 1 T
Loys bpotGEtan)s ) o
2 2 a4+ (z+x,)8 G

2
Therefore In ¢ < £ (nff)z? O

35



Clalm D.27. For the Bayesian linear regression problem on domain D, the conditions of Lemma

and( %)%, 6 defined in eq. .

1 52 1 vy
—(rv—=1)In - < (-1 h .
2 (02)x — 2 2((n —1)a? —va?)
, . 2
Proof Claim[D.27} consider ¢; = =D —va?)
vy . vpz; .
C1 =
YT n—Da2—va2 T a+(n—D)a2B—vpad T
vpB&2 - vB(i; —x7) _

a+ (z+x2 B—vpx2 — a+ (z+22)5 —vp(xZ —32)

)8
+(z+27)B
)

o+ (z—l—x2 B+ vp(x2 —i2) —1=

1 (at (z+a2})B)(a+ (2 +37)B) -
a+(z+22)8  a+(z+a2)8+vp(a - i2) a
6.2
CIP

Where inequalities * holds under assumption that n > 1+ 1/” and last equality holds from eq.
Therefore, by using Taylor theorem and 0 < ( < ¢ followmg inequality holds
2

=1+ +€C( Peite> 2
e = Cc —(c Cc T
e ECOP

. . . . . . . . 52
From this inequality, and because the natural logarithm is monotonically increasing In %+ < ¢y,
CRP

therefore
uxi

1 1
3=l < gv=Da=g-1)

—
Q
[V}
—
NE3
DN =

(n—1)a? —va?)’
]

Claim D.28. For the Bayesian linear regression problem on domain D, the definitions of eq.
and the conditions of Lemma the value % (’(LUJ)‘,? is bounded by

o) (e +op) (e ) v (oo + i) (e v
2 1%”1_2711’12) ot 10 (z7B)? ) n?=m 2 ( 10208 ) nd

Proof Claim|D.28 First bound |1 — /i,

PP G+a2)8 at(z+a2)8
I (q + xnyn)(a + (Z + '737%)6) - (C] + jnyn)(o‘ + (Z + x%)ﬁ) | _
(a+ (z+22)B)(a+ (2 +32)B)
ﬁ| qi’iﬂ + TpYna + xnynzﬁ + mnyn‘@%ﬁ - qm%ﬁ - in@na - jngnzﬂ - jn’gnx%ﬂ‘ _
(a+ (z+23)B)(a+ (2 +37)B) B
‘%ELZ(% - %)ﬁ - .’E?LZ(% - %)ﬁ + a<xnyn - i.n:gn) + xn‘%nﬂ(ynﬁn - ann)
d (a+ G+ )P a+ (z +32)5)
8l i%bz(2n"’1)ﬁ + axi(c +nM) 4+ m%ﬂ(c +nM) =
(a+ (2 +23)B)(a+ (2 +237)B)
Qiiﬂzn” + (:z:,%oz + x%ﬂ)(c +nM)
(a+ (z+23)B)(a+ (2 +33)B)

| <

Al
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Therefore,
v (u—p)?
PR
2, 20720 + (zja + 238)(c + 1) Nk Chs a3)B + v(zy — i7)
(a+ (2 +22)B)(a+ (2 +32)B) (a+ (2 +23)B)(a+ (2 +232)B)
B?(22}Bzn™ + (zha + z3B)(c + n™))? o
(a+ (2 +a2)B)(a+ (z +22)B)(a+ (z + 22)B + (a2 — i2)) —
B(2a3 B2 + (wFa + zhB)(c+ n™))?
(a4 (z+22)B)(a+ (2 +22)B)(a+ (z +22)B)
(2238)%2°n* 1 + 2(227 B) (zj,0 + x5, B)2n™ (¢ + ) + (zha + 23 5)* (e + 171 )?
3ot (1B ot (z 1 42)0) )
(2278)%2°n* " + (4ap B) (w4 a3 B)zn™ (¢ + ) + (zho + 23 8)* (e + 001 )?

)=

sy

Sle

[N YN CTANER VB

=
)

562( A )S**
2 16 ((z +22)8)2((2 + 22))
v 5 (21}26)2 2y
58 (W)Jr
Kﬂz((élxhﬂ)(xha+x%5)n71(c+nVl)) 352(($%a+$%ﬁ)2(0+n71)2) _
2 %(nx?)263 2 10(nxlﬁ)
r} (@3B)(22a+atB) (c+n") v (zia+ziB8)?, (c+n")?
e e

Inequality * is true because Lemma conditions dictates that n > 1 + zh 1%", and according
1

to claim this promises that 1 (a + (2 +22)8) > v(22 — 22). Inequality ** follows from
n>>1= n—l)ZNnxl O

Claim D.29. For the conditions and definitions of Lemma one sample from the posterior is
(¢, 0) differentially private for the following terms on n and v.

y—14 200G

:
anax{lerzzg 14+ xzzl(lJrg(Vel))a
<f<W><c+n”1>>§}

Proof Claim[D.29, By Lemma |4.3| one sample from the posterior is (61 + V( 1) ,0) dlfferentlally

private. For each of the 6 terms of ¢; + ( )
54 55} 561 571 58] such that the sum of terms is upper bounded by €. These bounds match the claim’s
guarantee over n and v therefore proving the claim.

In (%)

For term

€
v—1 2 (53)




1’2
For term —2—
(n—

1x?

1
For term 3 (v

For term 2v3(

For term 2v3( (
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15 (27 8)?

205(
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2(n—1)xz; ~ 16
2
78
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zi e
N v
- )(nfl)szumi
1 vas €
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2(V )(n —l)a? —va? ~ 16
1 16v2?
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1 16va? 2 x? -1
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o)
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10
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€
n2-mn  — 8

16v3
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€
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(zh)(zh0 + 23,8)

> (

(c+n71)

€

2
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16208

)

n3

2

B> 471/(@;,04"‘53%5)2)(

n

5

(

9
10

(z8)

v (x,%boz + z}8)? ) (c+nm)? <
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Claim D.30. Forc = n",v; < v < g, and the conditions and definitions of Lemma . one
sample from the posterior is (¢, §) differentially private for following terms onn and v.

2ln(%)

€

+1

V=
2 2
8
n > max{l+ =14 vh(1+8
Iy €
l ]

(1/2 1)),

4
( 169V6x2h ) 1—12 1

1067
1605, (27,8)(zho + 7, ) )1+ 1 )=,

€ 15 (77 5)? (14105 5)-n

(

(& (et n )y

2
))F 2}
€ 10205 (1+10%

~w‘;~b —

%) -7

Proof Claim[D:30] Claim [D.29| provides general lower bounds on n for (¢, d) differential privacy.
When ¢ = n"2, 9 > 7, these bounds can be simplified.

For condition n > (16:[3(%)( + rﬂl))ﬁ,
10

1603 (27 8)(z7a + x4 B)

1
c+n")) T =
( € ( 190 (:CZQ )2 )( ))
4
(16Vﬁ((xhﬂ)9(xhg + xhﬁ))nw(l n 1 ))ﬁ <
€ To(xl ﬁ)2 nY2—"
2 2 4
(16Vﬁ((xh18)9(xh§‘ +2xhﬁ) )n’)’z(l + 1 )2371
€ 16 (%B) (1+ 1075 %)=
1
, where the inequality holds since Lemma dictates that n > 1 + 10%%5%. Consequently it’s
1

enough that

16v3 (248)(@ha +8),
e 15 (278)? ! +(1+10””—l2
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)’72—’71
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Following same considerations for condition n > (2 ( )(c 4 n))3, it is enough that

n> <4§<“%a?§5)2><1+
100 (1+102

)75

“‘N‘?‘N —_

%)72—71

E WASSERSTEIN DISTANCE PROOF

Claim E.1. If p, q are distributions with 2-Wasserstein distance Wa(p,q) = €2, then we have
P(Br(2)) < a(Byyo(@)) + e

Proof. 1f is the claim that d%, < d,, from|Gibbs & Su|(2002). Picking an optimal coupling and using
Markov inequality we get P(d(z,y) > €) < 1E[d(z,y)] = €. As {(Z,7) : & € B,(z)} C {(,7) :
7 € Bry ()} U{(Z,9) : d(Z,9) > €} we get p(B,(z)) < q(Br+c(2))+ € (special case of Strassen
theorem). ]
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Claim E.2. Let p,q be continuous distributions on R with Wasserstein distance Ws(p,q) < €2,
and let ps,qs be their convolutions with uniform distribution on Bs(0). We assume both density
functions are L—Lipshitz continuous. For X > € we have

volg(N) € volg(N)
@) < volg(A —¢€) (@) + volg(A —€) 2 (vold()\ — 1> AL. (59)

Proof. We have P(By(z)) = P(Bx_e(x)) + P(A(x; A — €, A)) where A(z;11,r2) is the annulus
around z between radius 1 and 7. From continuity there exists z € P(By(x)) such that p(z) =

P(Bx(z))
volg(A)

P(A(w; X = €,1)) < (vola(A) — vola(X = ) (p(2) + 2AL) = (1= 224050 ) P(By(x)) + A,
where A = (volg(\) — volg(X — €))2AL. From this, we get

where vol4(r) is the volume of a ball of radius  in R?. From Lipshitz continuity we have

volg(A — ¢€)
P(By_c(z)) > WP(B,\(%‘)) —A. (60)
Combining this with claim[E.T] we get
P(BAe) < B (B + 8) < 22 QUR@) + A0 6D

We divide by vols()) to get the densities py, .

volg(\) A+e

volg(A — €) )+ volg(A — €) 62)

pa(z) <
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