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ABSTRACT

While multimodal large language models (MLLMs) have achieved remarkable
success in recent advancements, their susceptibility to jailbreak attacks has come
to light. In such attacks, adversaries exploit carefully crafted prompts to coerce
models into generating harmful or undesirable content. Existing defense mech-
anisms often rely on external inference steps or safety alignment training, both
of which are less effective and impractical when facing sophisticated adversar-
ial perturbations in white-box scenarios. To address these challenges and bolster
MLLM robustness, we introduce SAFEMLL by adopting an adversarial train-
ing framework that alternates between an attack step for generating adversarial
noise and a model updating step. At the attack step, SAFEMLLM generates ad-
versarial perturbations through a newly proposed contrastive embedding attack
(CoE-Attack), which optimizes token embeddings under a contrastive objective.
SAFEMLLM then updates model parameters to neutralize the perturbation ef-
fects while preserving model utility on benign inputs. We evaluate SAFEMLLM
across six MLLMs and six jailbreak methods spanning multiple modalities. Ex-
perimental results show that SAFEMLLM effectively defends against diverse at-
tacks, maintaining robust performance and utilities.

1 INTRODUCTION

Multimodal large language models (MLLMs) have demonstrated remarkable success across various
tasks (Liu et al.,2023a; Driess et al.,[2023;; [Fu et al., [2024)). However, recent studies also reveal their
security threats (Qi et al., 2024a; Bailey et al., [2024; [Lu et al., [2024) in different domains. Among
these risks, a rising concern is jailbreak attacks, where attackers can bypass the safety guardrails
of MLLMs and prompt them to generate harmful content or illegal suggestions. There are several
widely used ways to defend against jailbreak attacks on MLLMs, including content filtering based
on post-processing (Pi et al.l [2024;|Gou et al., 2024} Helff et al., 2024) and safety fine-tuning (Zong
et al., [2024; |Chen et al.| |2024).

Implementing strong content filters is required to introduce a third-party large language model
(LLM) or MLLM to scan generated output and block harmful or inappropriate responses before
they are delivered. However, these filters are not inherently designed to function as harmful content
discriminators, and simply relying on their capabilities may lead to inaccurate filtering results (Cao
et al., 2024a)). Safety fine-tuning approaches have been proposed to directly align MLLM outputs
with human values to alleviate these issues. These methods typically involve either fine-tuning the
model on an instruction-tuning dataset (Zong et al., [2024) containing toxic image and question in-
puts paired with safety response labels, or employing reinforcement learning from human feedback
(RLHF) (Chen et al., |2024). Despite these efforts, such alignment strategies can still be circum-
vented by carefully crafted adversarial perturbations, particularly in white-box scenarios, where the
attacker has access to the model’s parameters and gradient information (Zong et al., |[2024).

To illustrate this vulnerability, we conducted an experiment examining the susceptibility of a repre-
sentative safety-tuning approach, VLGuard (Zong et al.,[2024), under various attacks across different

!The source code of the proposed SAFEMLLM can be found in the supplemental materials.
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Figure 1: lllustration of the vulnerability of existing safety-tuning methods compared with our model
SAFEMLLM. The defender rst ne-tunes the original MLLM in step 1. The attackers then attack

the ne-tuned MLLMs in step 2 in different ways. In step 3, the ne-tuned MLLMs generate outputs.

The higher the percentage of safe responses, the better the defense performance of models. The
details of this experiment settings can be found in Section 4.

modalities. In the “white-box” scenario, attackers can manipulate either the image, text modality,
or both. We use ImgJP as the image-based attack approach (Niu et al., 2024), where an adversarial
image paired with a toxic query is used to force the model to generate a positive response (Niu et al.,
2024). We also adopt the text-based attack method GCG (Zou et al., 2023), where the attacker can
use any image or even directly bypass the image input to optimize an adversarial text suf x with
the same goal used in ImgJP. The results are shown in Figure 1, our average results on LLaVA 7B
and 13B models (Liu et al., 2023a) indicate that VLGuard fails to withstand “white-box” attacks
that introduce adversarial perturbations to either the image or text modality. This contrasts with
its performance in defending against 'black-box' attacks, such as FigStep (Gong et al., 2023), an
image-text attack method that directly transforms toxic keywords into an image. Based on these re-
sults, it is critical to explore a novel, robust defense paradigm capable of mitigating various jailbreak
attacks across different modalities in MLLMs, especially in white-box scenarios.

A straightforward solution to these issues is to apply existing adversarial training techniques (Bai
et al., 2021), generating adversarial samples and using them to ne-tune the target model. How-
ever, most current adversarial training methods focus on closed-set classi cation tasks (Madry et al.,
2018; Shafahi et al., 2020), making them unsuitable for direct deployment on MLLMs, which in-
volve open-ended generation tasks. While some efforts have been validated on LLMs (Mazeika
et al., 2024; Xhonneux et al., 2024; Liu et al., 2024a), signi cant barriers remain when applying
these methods to MLLMs due to tultimodal nature of jailbreak attacks on MLLMs, where

the attacks can be executed on images, text, or both modalities, as discussed earlier. Furthermore,
the adversarial perturbations used in these approaches are usually generated by approximating gra-
dients on discrete text (Mazeika et al., 2024; Liu et al., 2024a), which renders the ne-tuned model
insuf ciently robust against stronger attacks, such as noisy images with continuous values.

To overcome these challenges, we propose a novel adversarial training framemrel|IS_M. To

the best of our knowledge, this is thiet framework to perfornadversarial tuning on MLLMs . As

shown in Figure 2, SFEMLLM adopts an adversarial training framework and includes two iterative
steps: generating adversarial perturbations for MLLMs and training the model on the generated
perturbations. For perturbation generatiorSirep I, we introduce a novel contrastive embedding
attack (CoE-Attack) strategy that injects adversarial noise at the token embedding leve},(aed

P} in Figure 2) to simulate toxic prompts across different modalities, mimicking real-world attacks.
The adversarial noise is optimized with the primary objective of maximizing the model's likelihood
of producing a positive af rmation. To further strengthen the attack, we incorporate a contrastive
loss term that minimizes the model's probability of generating safety responses. After generating
these perturbations, we update the model parameters to mitigate their effétap ith by xing the
learned nois@ !, andP}, from Step I. Additionally, we introduce a utility loss based on benign
image-question pairs to ensure that interactions with normal users remain unaffected. The ne-tuned
MLLM is thus able to defend against a wide range of jailbreak attacks, even when the entire model
is publicly accessible.
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