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ABSTRACT

Gradient clipping is key mechanism that is essential to differentially private training
techniques in Federated learning. Two popular strategies are per-sample clipping,
which clips the mini-batch gradient, and per-update clipping, which clips each
user’s model update. However, there has not been a thorough theoretical analysis
of these two clipping methods. In this work, we rigorously analyze the impact
of these two clipping techniques on the convergence of a popular federated learn-
ing algorithm FedAvg under standard stochastic noise and gradient dissimilarity
assumptions. We provide a convergence guarantee given any arbitrary clipping
threshold. Specifically, we show that per-sample clipping is guaranteed to con-
verge to the neighborhood of the stationary point, with the size dependent on the
stochastic noise, gradient dissimilarity, and clipping threshold. In contrast, the
convergence to the stationary point can be guaranteed with a sufficiently small
stepsize in per-update clipping at the cost of more communication rounds. We
further provide insights into understanding the impact of the improved convergence
analysis in the differentially private setting.

1 INTRODUCTION

Federated learning (FL) is an essential distributed learning scheme where workers collaboratively train
a model without sharing their data (Acar et al., 2021} |Kairouz et al.,|2019; |Karimireddy et al., 2019
McMabhan et al|2016). One of the popular federated optimization methods is FedAvg (McMahan
et al., 2016)), where locally trained models are averaged on a central server in a series of rounds.
However, existing works have shown that vanilla FedAvg is vulnerable to inference attacks as sensitive
information can be extracted from the learned model parameters (Carlini et al., 2018}, [Fredrikson
et al., 2015 |Nasr et al., 2018; Melis et al.,[2018)). Therefore, ensuring the model parameters do not
reveal input data distribution has attracted considerable interest (Andrew et al.,[2021; McMahan et al.}
2018} |Choudhury et al., 2019; Wei et al., [2019; |Geyer et al., 2017).

Since each training example can leave a footprint on the gradients (Nasr et al., 2018), one way to
mitigate the risk of information leakage is to bound the gradients (Andrew et al., [2021; McMahan
et al.,2018) via gradient clipping (Zhang et al., [2022} [Koloskova et al., [2023)). Two popular clipping
strategies in FL are per-sample clipping (Liu et al.,2022) and per-update clipping (McMahan et al.,
2018; /Andrew et al., 2021} (Geyer et al.| 2017} [Wei et al., |2019). In each local iteration, per-sample
clipping limits the norm of the mini-batch gradient. In contrast, per-update clipping limits the overall
local update in each round, which is the product of the stepsize and the sum of the mini-batch
gradients. Per-sample (when the batch size is 1) and per-update clipping are commonly used to
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achieve example-level (Abadi et al.,2016; |Choudhury et al.,2019) and user-level (McMahan et al.,
2018} |Geyer et al.l2017) differential privacy.

While tremendous efforts have been made to understand the influence of clipping on the convergence
of optimization algorithms (Zhang et al., | 2020bj; |Koloskova et al.||2023}; Zhang et al.| 2020a; Mai
& Johansson, [2021; |Zhang et al., [2022; [Liu et al., [2022), existing methods often imply a specific
choice of ¢ to guarantee convergence (Zhang et al.,|2020b). To address this issue, |Koloskova et al.
(2023)) studied the convergence behavior for clipped mini-batch SGD under any arbitrary clipping
threshold on stochastic non-convex functions and established a tight convergence guarantee. However,
the impact on federated learning is not yet known. Besides, prior theoretical results usually rely
on uniformly bounded stochastic noise (Zhang et al.| [2020bza; [Crawshaw et al.|, [2023; |Liu et al.|
2022) and bounded gradients (Zhang et al., |2022) assumptions, which do not necessarily hold in
practice, especially in the training of deep neural networks (Gorbunov et al., 2020; [Simsekli et al.,
2019; Krizhevsky et al.l 2012). Moreover, a formal theoretical analysis comparing the convergence
behavior of these two commonly used clipping operations in federated learning remains unexplored.

In this work, we precisely characterize the impact of the two commonly used clipping techniques:
per-sample and per-update clipping, on the convergence of a popular federated optimization algorithm
FedAvg (McMahan et al., 2016), under the standard bounded variance o2 (Koloskova et al.| [2023))
and gradient dissimilarity (¥ (Woodworth et al., 2020; Reddi et al., 2020) assumptions to include
heavy-tailed noise (Simsekli et al., 2019) and data heterogeneity scenarios (Kairouz et al.,[2019)).

We prove that per-sample clipping is guaranteed to converge to a neighborhood with the size dependent
on the stochastic noise o, gradient dissimilarity ¢ and the clipping threshold c. Specifically, the
assurance of attaining any desired level of accuracy can only be achieved by selecting a sufficiently
large value for the clipping threshold. This result is consistent and is an extension of the work
from Koloskova et al.| (2023)), which studied the convergence behavior of clipped mini-batch SGD in
a single worker. Conversely, given any arbitrary clipping threshold, per-update clipping can converge
to any accuracy level by choosing the appropriate stepsizes. We show that the main reason for the
different behaviors is the incorporation of an inner stepsize in per-update clipping. Consequently, one
can develop a better per-sampling clipping algorithm based on this insight.

Contributions: we summarize our main contributions as below:

* We rigorously analyze the impact of two popular clipping strategies: per-sample and per-update
clipping, on the convergence of FedAvg, under standard bounded variance and gradient dissimilar-
ity assumptions.

» We precisely characterize the impact of stochastic noise o2 and data heterogeneity ¢? on the
clipped FedAvg. Specifically, we show that per-sample clipping is guaranteed to converge to a

neighborhood of the stationary point, with the size being O (min(o + ¢, UQjCQ )). We provide
examples to show the tightness of the neighborhood size. On the other hand, given arbitrary

clipping threshold ¢, per-update clipping can converge to any accuracy by picking the inner

stepsize to be smaller than O > where 7 is the number of local steps.

C
Vro+r
* We extend our theoretical results into the differentially private setting where a stochastic noise

is injected into each step. We provide insights into understanding the impact of the ¢ and ¢
for determining the appropriate stepsize and clipping thresholds to achieve better privacy-utility
trade-off.

* We experimentally validate our theoretical statements under different levels of data heterogeneity.

1.1 RELATED WORK

Clipping in centralized learning: Clipping is a popular technique that can enhance the stability of
the optimization process (Dosovitskiy et al.,|2020; Mai & Johansson, 2021} |You et al.,[2017; [Pascanu
et al. 2012bfa}; [Steiner et al. [2021). Recently, numerous efforts have been made to understand
clipping theoretically. Inspired by the practical observations from DNN training, [Zhang et al.
(2020b) proposed a new (Lg, L;)-smoothness assumption and justified that gradient clipping can
accelerate the convergence of SGD.|Zhang et al.|(2020a)) and Mai & Johansson| (2021) then extended
the analysis to incorporate momentum methods for non-smooth functions. However, the above
theoretical results rely on a strong assumption, namely every stochastic gradient falls into a ball
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Table 1: Convergence rate of for non-convex function f : R — R, with L described the smoothness, given ¢
as the clipping threshold, 7 as the stepsize in per-sample clipping, 7; and 74 as the inner and outer stepsize in
per-update clipping, Fy := f(xo0) — f(x*), T as the number of local steps, n as the number of workers, R as
the number of communication rounds, and 7" := R - 7 as the total number of iterations.
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* Bounded gradient assumes ||V F;(x)|| < G forall i € [n] and x € R%.

3 Uniformly bounded noise assumes ||V F;(x) — V f;(x)|| < o? for all i € [n] and x € R%.

® Bounded dissimilarity assumes ||V fi(x) — Vf(x)|| < ¢? foralli € [n] and x € R?.

7 ﬂ-moment assumes IE[HVF( )IP] < GP forall i € [n] and x € R?, and it implies ||V f(x)|| < G.
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with a radius of o to the true (expected) gradients, which can hardly hold in many practical DNN-
based applications (Simsekli et al., |2019; [Zhang et al., [2020c; Krizhevsky et al., 2012; |Vaswani
et al., [2017). Therefore, |Gorbunov et al.|(2020) relaxed this by introducing bounded variance in
expectation to include heavy-tailed noise. Nevertheless, the convergence guarantee above usually
implies and requires a specific value of the clipping threshold ¢, meaning ¢ must be tuned carefully
to achieve the suggested convergence. Tuning clipping threshold, however, may raise other privacy
concerns (Andrew et al.,2021). Therefore, Koloskova et al.[(2023)) provided a convergence guarantee
of using clipped SGD given any arbitrary clipping threshold to address this issue. In a stochastic
setting, they demonstrated that the clipping bias can hamper the convergence to the true optimum.

Clipping for privacy protection in FL: Recent works have shown that vanilla FL algorithms are
vulnerable to adversary attacks as it is possible to extract information from the participating users by
looking at the parameters of a trained model (Fredrikson et al.,|2015; |Carlini et al., 2018} | Melis et al.,
2018). Therefore, providing a certain level of privacy guarantee is crucial [Wei et al.|(2019)); |/Abadi
et al.| (2016); McMahan et al.|(2018). To make such promises, each data point (user) ’s maximum
contribution needs to be bounded (Bassily et al.,|2019;|Wang et al.,2018};|Das et al.,|2022; Amin et al.,
2019), which is usually achieved by projecting larger updates back to a ball of norm c using clipping.
Two popular clipping operations are per-sample clipping and per-update clipping. Per-sample clipping
clips the gradient of each data point to limit its influence on the model parameters, (Liu et al.|[2022),
which can protect example-level privacy (Abadi et al.,|2016). Per-update clipping restricts the local
model update (Geyer et al.,2017)), which is the product between the sum of mini-batch gradient and
the stepsize (McMabhan et al.| 2016; Karimireddy et al.,[2019; |Acar et al.,2021)). Per-update clipping
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is an essential tool for preserving user-level privacy (Geyer et al.,2017; Zhang et al.| [2022} McMahan
et al.,[2018)), which provides stronger privacy guarantee than example-level privacy.

To theoretically understand the effect of clipping in the federated optimization, Zhang et al.| (2022)
and Liu et al.| (2022) presented the convergence guarantee of per-update and per-sample clipping,
requiring the bounded gradient assumption. Despite the success of these algorithms, the convergence
behavior of clipping in federated learning, especially the differences between different clipping
methods, has yet to be well explored. We aim to fill this gap in this paper.

2 PROBLEM FORMULATION

We formalize the problem as minimizing a sum of stochastic functions with only access to stochastic
samples:

* . 1 -
fr= min lf(x) = Z; fi(X)] . filx) == Eeup, Fi(x, ),
where f; : R? — R are distributed among n workers and D; is the distribution of data & on worker .
For our theoretical results, we make the following assumptions.

We first assume bounded variance in expectation following [Koloskova et al.| (2023)) to incorporate
heavy-tailed stochastic noise (Gorbunov et al.,|2020) in Assumption [I] As data heterogeneity in
unavoidable in FL, we assume gradient dissimilarity following [Woodworth et al.| (2020); Redd: et al.
(2020); [Yuan et al.| (2016)) in Assumption@ If all the objective functions are identical (homogeneous
workers), f; = f;,Vi, j, then the gradient dissimilarity is 0.

Assumption 1 (bounded variance). We assume that there exists a 0% such that ¥Vx € RY, we have:
E¢||VFi(x,8) — Vfi(x)[|* <o,
Assumption 2 (gradient dissimilarity). We assume there exist a ¢ 2 such that, ¥x € R, we have:

Eil|V fi(x) = Vf(x)I]* < ¢*.

We propose an adaptation of the (Lg, L;)-smoothness assumption from [Zhang et al.| (2020b);
Koloskova et al.[(2023)); Zhang et al.|(2020a) that is tailored to distributed setup as our smoothness
assumption can account for data heterogeneity and facilitate proof:

Assumption 3 (distributed (Lo, L1)-smoothness). We assume there exists Ly and Ly such that { f;}
is (Lo, L1)-smooth Vx,y € R? with ||x — y|| < L%

IV fi(x) = VLW < (Lo + L[V F () D x =yl M

This assumption introduces a coupling of heterogeneity and smoothness of the function. Under
standard individual (Lo, L1)-smoothness (Zhang et al., 2020bza)) and gradient dissimilarity, this
assumption is always satisfied. Similar to the non-distributed setting, Assumption [3|recovers the
standard L-smoothness from Nesterov| (2018) when L; = 0. When L > 0, Assumptionis weaker
than the standard L-smoothness assumption as it can include a group of simple and important
functions that do not necessarily satisfy global L-smoothness under any L, e.g. polynomial function
f(x) = z*. See Appendix for a discussion on the implication of Assumption

3 ALGORITHMS AND CONVERGENCE RESULTS

In this section, we first describe the FedAvg algorithm (McMahan et al.| [2016). FedAvg mainly
has two steps: local model updating on each worker and model aggregation on the server. FedAvg
initializes the server with a server model x. Then each participating worker receives a copy of the
server model x and performs 7 steps of (stochastic) gradient descent (SGD). The updated local
models are then communicated to the server for aggregation, finishing one communication round.
This process is repeated for R rounds or until we have reached the target accuracy. However, it
has been observed that adversarial servers can extract sensitive information from the learned model
parameters (Carlini et al., 2018} [Zhang et al.| [2022; [Fredrikson et al., 2015 [Melis et al., [2018)).
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Algorithm 1 Per-sample clipping Algorithm 2 Per-update clipping

: procedure PER-SAMPLE CLIPPING
Initialize stepsize n

1 1: procedure PER-UPDATE CLIPPING

2 2 Initialize local and global stepsize 71, ng

3 forr=1,...,Rdo 3 forr=1,...,Rdo

4: Send server model x to all clients 4: Send server model x to all clients

5: for client: = 1,...,n in parallel do 5: for client: =1,...,n in parallel do
6: initialize local model y; < x 6: initialize local model y; < x

7 for k=1,...,7do 7 for k=1,...,7do

8 8

i ___c_ : i < yi —mVFi(y:

: g :mm (1, HVFi(Yz')H) VFi(y:) o end);'or yi—m (1)

: Yi Yi — 18 . . A
10: end for 10: Ai y,‘ ;. .
11: Communicate y; to the server 11 A; + min (17 m) A
12: end for 12: Communicate A, to the server
13: X x+ 23 (yi—x) 13: end for
14: end for 14: X x4+ A
15: end procedure 15: end for

16: end procedure

Therefore, we next describe two popular clipping methods, which are critical to regularize each user’s
contribution and thus facilitate the analysis of differential privacy.

3.1 PER-SAMPLE CLIPPING

Following |Liu et al.| (2022), we clip the mini-batch gradient at every local iteration (see Algo-
rithmT)). Throughout this section, we denote M := max;{||V f(X;)||} and adopt the virtual sequence
definition X; = - ZZ 1 Vi, With X; = x; when ¢t mod (7 4+ 1) = 0 from [Stich| (2019). See
Appendix [A.T.1] for the discussion of the M parameter and Appendix [D]for the proof.

Theorem I (per-sample clipping). Suppose functions {f;} satisfy Assumption I 7] 70 E] If we run
Algorithm([I|for T := R - T steps with R communication rounds, T local steps, cllppmg threshold c,
and stepsize n < 17 with L := Lo + min(c, M) Ly and M := max;{||V f (%)

that:
Fy 02+C2
min B[V f(x >|<o< by )

+ nL min (T\/O‘2 +§2,c) + min (a—i—(, o +<2) > ,

C

@

where Fy := f(xg) — f*

The convergence criterion on the left-hand side, the minimum gradient norm, could also be replaced
with the average of the expected gradient norm of the virtual iterates. When there is no stochastic
noise and heterogeneity (62 = 0,(? = 0), the first two terms control the convergence and can
decrease with the increasing number of iterations 7. The third term indicates a linear speedup in the
number of workers (take square for both sides). The last bias term can decrease with a larger clipping
threshold assuming the o2 and (? are fixed and are larger than zero. We provide concrete examples
similarly to|Koloskova et al.|(2023) considering 7 = 1 to illustrate that the neighborhood size is tight,

ie,E||Vf(x:)|| =Q (min (a + ¢, W)) , Vt > 1 together with the proof in Appendix
Comparison to the unclipped FedAvg: Under Assumptions and standard L-smoothness
assumption, the unclipped FedAvg has the following convergence rate minyec(; 7 E[|V f(%¢)[| <

(@) (, / 5—7“, + "Ln"z + Lny/7102 + 72¢ 2). Comparably, the most notable difference is the bias term

O (min (0 + ¢, (02 + ¢?)/c)), which can decrease with increasing c. When ¢ — oo, the radius is 0
as no gradients get clipped. (See Theorem [V]in Appendix [D]for recovering FedAvg when c is large).

Corollary I. Suppose functions { f;} satisfy Assumption to if we add random Gaussian noise z;
to g in Algorithm such that z; ; ~ N (07 O'%P/dld), and run it for T' := R - T steps with stepsize
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n< 7141L and L := Lo + M Ly, and define Fy := f(x¢) — f*, then we have:
2 2
min ||V (%) < o< ot Lo +¢) “ + Inmin (ry/% 1 G2, c)

2, 2 2
L InL
—|—min<U—|—C,J JCFC)+77n‘TCDP+ nnUDP).

Extension to privacy-preserving FedAvg: We extend our algorithm to make it suitable for pre-
serving privacy for each individual data point in some scenarios. Specifically, we update the local
model following y; < y; — n(g; + z;) where z; ~ N (0, 03p/d1;) and d is the dimensionality of
the parameters. When batch size is 1, this updating rule protects example-level privacy for each
client (Abadi et al.| (2016)) and achieves local differential privacy. The updated convergence result is
shown in Corollary [Il Compared to the convergence result from Theorem[l] we have extra terms that
are dependent on the variance of the added Gaussian noise and are decreasing with a larger number
of clients n. See the privacy discussion in section [3.3|for the connection to centralized DP-SGD.

3

Privacy discussion We consider the scenario where the server might be malicious. Following |Abadi

c2dlog(1/8)T

et al.[(2016), the variance of the added noise o, needs to be ( N2 to achieve example-
DP

level (epp, §)-local differential privacy, where N := min;{|D;|} is the minimum number of data
points among all the clients and mini-batch size is one on each client. We require the definition of N
as the record that differs between the neighboring dataset is one example in the training data for each

client (Abadi et al.,[2016). When ©(02 + ¢2) is small, the optimal utility after T = © (;{Cﬁg’(w)

iteration is O(dlog(l/é)) by choosing ¢ = © dlog(l/é)) and n = ©(1/(rL)). We obtain
P

nN2e2, nN2ed
optimal iteration complexity 7" when 7 = 1, which shows no benefits in doing multiple local steps
from the analysis. When © (o2 4 ¢?) dominates the convergence, we need to pick larger ¢ and smaller
7 to reach the optimal utility. See Appendix [D.5]for a more detailed discussion and the proof.

3.2 PER-UPDATE CLIPPING

Per-update clipping aims to bound the influence of any user in FedAvg by clipping the model update
A; The complete theorem with client sampling and its proof can be found in Appendix [C.3] Through-
out this section, we assume L; = 0 and let L := L (using the standard smoothness assumption) for
clarity of presentation. A complete version can be found in Theorem [[IIlin Appendix [C.1]

Theorem II (per-update cllpplng) Under Assumptions[l|to[3) consider Algorithm 2| with stepsizes
m < 327L and qn,7L < 3 ig- If ¢ < O(mv/To + 1), then after R rounds, it holds that:
g
engR /T

> ; C)
Ifc > O(niv/To + m7(Q), let ng > 2y/n and then it holds that:

nmgTL Fo mT o? 2
o < 1/ \ = )
11r}ﬂIEH|VfX )] (’)< o R+TL771C+ cngR+ c (T +C>>

clipping term

JInin E[|IVf(xr)ll] < O(

€[1,R]

FedAvg term
&)
where Fy := f(x0) — f*

When the clipping threshold c is larger than ©(n;/70 + m;7¢) (Eq.(3)), the exact convergence to any
accuracy € can be achieved by choosing a sufficiently small 7; to reduce the clipping bias, which is in
contrast to Algorithm [[] where the convergence is only guaranteed with a sufficiently large clipping
threshold. However, when 7; > © (m) (Eq-@), Algorithmis only guaranteed to converge to

a neighborhood of a stationary point, with size Q(% + (). We illustrate that this neighborhood size
is tight with an example following [Koloskova et al.|(2023) given 7 = 1 in Appendix [B]

Comparison to the unclipped FedAvg. Apart from the additional clipping terms, Eq. [5|contains the
standard FedAvg terms (Karimireddy et al.|[2019, Theorem V), except for 4/ %C . We prove that
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it disappears as long as c is large enough such that ¢ > O (/7o + m71/n¢) (see Appendix [C.3|for
more details). Therefore, the convergence rates of unclipped FedAvg can be recovered as ¢ — oc.

Extension to differentially private FedAvg. We here extend the convergence result to differentially-
private FedAvg (DP-FedAvg) that protects user-level local privacy(McMahan et al., 2018} |Geyer
et al., 2017} [Zhang et al.,[2022)). Before sending A; to the server, we add additional noise such that
A; = A; + z;, where z; ~ N(0,03p/dL;). We summarize the convergence rate of DP-FedAvg in
Corollary [, Compared with Theorem [T, DP-FedAvg has two additional terms that depend on the
privacy noise o, and are decreasing with larger number of clients.

Privacy discussion: Corollary [Tl protects user-level privacy, where the record that differs between
neighboring dataset is the combination of all the training examples from a single client (Ponomareva
et al.,[2023). Following [Abadi et al.| (2016)), to achieve (epp, d)-differential privacy, the variance
of the added noise o3p needs to be Q(cdlog(1/5)R/edp) (full client participation). Compared
with Corollary [, 03, does not depend on 7 as clipping is performed every 7 local steps. When
O(0?/7 + ¢?) is small with relatively low privacy-budget, we obtain the optimal privacy-utility
bound O (dlog(l/‘s)> after running R = © <”€‘§") rounds by choosing ¢ = @< dlog(l/é)) ,

ned, dlog(1/6) ned,

nm = @(ﬁ) and 7y = ©(y/n). Due to the more practical bounded variance assumption, our

optimal utility bound is the square of the standard local DP utility O,/ ”“%9/5)) which assumes

bounded gradient. Increasing n can linearly reduce the reached optimal error. Differently from
Corollary I} increasing local steps 7 does not impact the number of rounds R to reach the optimal
utility trade-off. When © (02 /7 + (?) is large, the utility error increases as o and ( increases. See
Appendix [C.6| for detailed discussions and proofs. While Algorithm [2]can converge to any accuracy,
it has to pay the price for larger DP noise as opp is proportional to R. Consequently, the overall
privacy-utility trade-off is no better than Algorithm (N? does not appear in the denominator due to
a stronger privacy notion).

Corollary I1. Under Assumptionsto consider DP-FedAvg with stepsizes 1) < 32%, mngTL <
5. Let Fy == f(x0) — f*. If ¢ < O(mi\/To + yi7C), then after R rounds, it holds that:
. Fo Lng o o
” < — —_— .
min ElIV7Ge)l) < 0<% o b +<> ©
Suppose ¢ > O(m\/To + m7(). Let ng > 2v/n. Then it holds that:
5 Fy mngTL [ o
E r < L — | —
min BV ()] < O(,/WTR i+ (4 ¢)
Fe;Avg term (7)
Fo_ mr(o” 2 Lg o Lng 2
JrcngRJr c (7'+C)+ anaDP+ en PP )
clipping term DP noise term

3.3 COMPARISON BETWEEN PER-SAMPLE AND PER-UPDATE CLIPPING

While per-update and per-sample clipping are designed to protect different levels of privacy, they
share some similarities from the pure algorithmic point of view as discussed below.

Special case 7 = 1: Accuracy: when 7 = 1,1 = min4, and Cper_sample = Cper_update /mi given Cper_sample
and Cper_update as the clipping thresholds, the two algorithms are the same and the clipping bias for

both algorithm can be simplified as O (min (J + ¢, M)) (see Appendixfor the proof and

Cper_update
the simplification of the convergence rate). Therefore, in this special case, we can adjust Cper_sample in
per-sample clipping to reach any accuracy, which is essentially equivalent to the strategy of adjusting
inner stepsize 7; (adjusting the magnitude of the local updates before clipping) to reach any accuracy
in per-update clipping (Appendix [E). Per-sample clipping recovers clipped mini-batch SGD:
When 7 = 1,( = 0 and the mini-batch size is one on each client, Theorem |[I| recovers Theorem
3.3 from [Koloskova et al.| (2023) by discussing the relation between ¢ and 0. See Appendix [E] for
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the proof. Privacy-utility trade-off: When the mini-batch size is one on each client and { = 0,
Algorithm 1 and 2 with DP-noise are equivalent to the centralized DP-SGD |[Koloskova et al.| (2023)
algorithmically (except that one algorithm uses two stepsizes). Note that the DP notion is slightly
different from before. See Appendix [C.6] and for more details. In this case, we prove that
both algorithms achieve the same privacy-utility bound O <Km> with T = © (LOJYVEEI(E%&)
iterations, where Vo, being the total number of data points. Due to the use of the bounded variance
assumption [I] our utility bound is slightly worse (higher order) than existing works (Kifer et al,
2012; [Wang et al., 2018)) which assume bounded gradient and prove the optimal utility bound as

dlog(1/6)
o < Niowepp ) :
Arbitrary choices of c: We can always adjust the inner stepsize 7; in per-update clipping to change
the norm of the model update A; := —n; Y VF;(y;) such that it might not get clipped and can reach

any accuracy. However, we cannot adjust the norm of the mini-batch gradient in per-sample clipping
and thus have a chance of converging to the neighborhood (see Appendix [B]and [E] for examples).

Stepsize: When L; > 0, we can use a larger stepsize n < O (1/((Lo + ¢L1)7)) when ¢ < M in
Theorem [[|than in Theorem [Tl as Theorem [[TI| requires the maximum norm of the gradient due to the
use of Assumption[3] More detailed discussions can be found in Appendix [A.T.T}

More local steps 7: Compared to Algorithm|l| larger local step 7 can reduce the influence of the
stochastic noise o2 by a factor of % in Algorithm

3.4 PRACTICAL IMPLICATIONS

In practice, Algorithm[I)and[2]are parallel from privacy perspective. Algorithm [I|limits the contri-
bution of (individual) training example on the client model update, whereas Algorithm E] controls
the contribution of all the training examples from a client on the server model update. Therefore,
depending on the specific definition of neighboring dataset Ponomareva et al.| (2023), we should
select different algorithm. We next discuss the practical implications based on our results. We
refer McMabhan et al.|(2018)); [Zhang et al.| (2022); |Liu et al.[(2022);|Yang et al.|(2022) for an extensive
experimental study of the similar algorithms as we study in this paper.

Accuracy perspective: Suppose there is no DP noise. Theorem [lI| suggests that a higher accuracy
can be achieved by picking a sufficiently small inner stepsize 7; < O(ﬁ) As this can slow

down the training, one can pick 7, to be as large as ©(1/(n;7L)) to accelerate the training process.

L. 024 ¢?
For per-sample clipping, we need to set ¢ > © (T) to guarantee the convergence to -accuracy.

We refer to Appendix [C.5]and [D.4] where more explicit formulas of the stepsizes can be found.

Privacy perspective: We provide insights in understanding the impact of the stochastic noise 0% and
¢? on the choices of stepsize and clipping threshold for obtaining optimal privacy-utility bound in
Appendix and [C.6] While per-update clipping can converge to any accuracy by adjusting the
inner stepsize, it is no better than per-sample clipping in terms of the optimal privacy-utility trade-off
seeing that the added noise needs to proportional to the number of communication rounds.

Limitation The observations in Theorem [[I| suggest that one can improve per-sample clipping by
incorporating both inner and outer stepsizes into Algorithm|I]so that the clipping bias can be reduced
by decreasing the inner stepsize Addtionally, both algorithms with DP noise can require the maximum
norm of the gradient for determining the stepsize, which can be less practical.

4 EXPERIMENTAL RESULTS

As the effect of stochastic noise has been thoroughly evaluated experimentally Koloskova et al.[(2023)),
we here mainly focus on demonstrating the impact of the data heterogeneity ¢? on the convergence.
Our main findings are: 1) when the data heterogeneity is low, per-sample and per-update clipping
have similar convergence behaviour2) when the data heterogeneity is high, per-sample clipping can
converge to a neighborhood of the target accuracy. However, this neighbourhood size is reducing
as clipping threshold c increases 3) Per-update clipping can reach the target accuracy at the cost of
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Figure 1: The number of communication rounds to reach target accuracy ||V f(x¢)|| = 0.18 (dotted line in

(c)) using per-sample clipping. No . classes represents the number of classes in each worker. When the data
heterogeneity is high (a), we can hardly reach € when ¢ = 1.5. However, the neighborhood size O (C 2/ c) gets
smaller as we increase the clipping threshold and we can reach e with larger clipping threshold. (c) shows that
the gap between when ¢ — oo and ¢ = 1.5 does not decrease with larger R.
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Figure 2: The number of communication rounds to reach target accuracy ||V f(x¢)|| = 0.18 (dotted line in (c))

using per-update clipping. Given fixed clipping thresholds and high data heterogeneity (a), we require more
rounds to reach the target accuracy as the number of local steps increase. (c) shows that when the clipping
threshold is large, we can slowly arrive at the target accuracy eventually.

more communication rounds. See Appendix [G] for experimental setup and Appendix [[] for a more
complicated NN experiment on CIFAR10 dataset.

Experimental results: We tune the stepsize for all the experiments to reach the desired target
accuracy ¢ := ||V f(x;)|| with the fewest rounds. We show the required number of communication
rounds to reach the target accuracy ¢ = 0.18 using per-sample clipping in Fig.[T] and per-update
clipping in Fig.[2] We observe that when the data heterogeneity is low (Fig.[I](b) and Fig. 2] (b)), both
clipping operations can easily reach the € accuracy. However, when the data heterogeneity is high
such that each worker only has images from a single class, comparably, we can hardly reach € with
per-sample clipping when the clipping threshold is 1.50. (Fig.[I] (a)). The gap between when ¢ = 1.5
and ¢ — oo is clearly non-decreasing as shown in Fig.[I] (c). However, we can reach the target
accuracy with a larger clipping threshold. When we use per-update clipping, even when the clipping
threshold is small, we can slowly but eventually converge to the required ¢ accuracy (Fig.[2fa)).

5 CONCLUSION

In this paper, we have rigorously analyzed the impact of two popular clipping strategies: per-sample
and per-update clipping, on the convergence of FedAvg under any clipping threshold. Comparably, as
per-update clipping interacts with the stepsize, adjusting stepsize accordingly can lead to convergence
eventually, but at the cost of more communication rounds. We note that the conclusions drawn in this
paper are tied to the specific specifications of the procedures. It is possible that by introducing an
additional stepsize in per-sample clipping, a different trade-off between accuracy and convergence
rate can be achieved. Our work provide a better theoretical understanding of two clipping strategies in
federated learning. We have established a precise impact of data heterogeneity on the convergence of
clipping-based FedAvg. As preserving user privacy becomes more important, our work can facilitate
the analysis of differential privacy in federated learning and open up future directions for tackling the
unfavourable influence of data heterogeneity in the field of privacy-friendly federated learning.
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A TECHNICALITIES

A.1 ASSUMPTIONS
Assumption A-1 (individual gradient dissimilarity). If Assumption@holds, we assume there exist (Z such that

vx € R%
V(%) = VEI* S ¢F) Ghax = max¢? < ng”.

Proof. According to Assumption the maximum of gradient dissimilarity on a single worker is n¢? when we
consider the gradient dissimilarity on the rest of n — 1 workers as 0. Therefore, (2 . < n¢> O

Note that we use Assumption |Z| throughout the proof. We only use Assumption E when we demonstrate that
we can recover the convergence rate of the unclipped FedAvg when the clipping threshold is large.

Proposition 1 (Relation to standard (Lo, L1)-smoothness Zhang et al.| (2020bfia)). If Assumption Eland the
standard (Lo, L1)-smoothness assumption holds, such that ||V f;(x)—V fi(y)|| < (Lo+L1||V fi(x)|])||Ix—yl|
forallx € R% and ||x — y|| < L% then we have:

IVfi(x) = VLI < (Lo + Lil|V fi(x)[DI]x = yI| < (Lo + LiGmax + L1 [V () [DIx — y[[ . (A

standard(Lg,L1)—smoothness

Proof. According to Assumptionm we have:

IVAGIN < IV fi(x) = VI + [V < Gmax + [[VF(X)]] -

The first inequality uses triangle inequality. The second inequality uses Assumption [A-1] Considering the
standard smoothness assumption from Koloskova et al.| (2023)); [Zhang et al.| (2020b) for every worker i:
IVfi(x) = VA < (Lo + Li[[VAG) DI Ix = v
< (Lo + LiGmax + L[V F () IDI[x =y -

O
Proposition 2 (Implication of the distributed (Lo, L1)-smoothness). If Assumption |3| holds, then for any
x,y € RYwith ||x — y|| < L%
IV fi(x) = Vi(y)ll < (Lo + Li[[VF)[D[x = vl

If the above assumption holds, then:

Lo+ L1||[Vf(x)

I .
Ly

Jily) < fi(x) +(V fi(x),y — x) +

A.1.1 DISCUSSION ON THE IMPLICATIONS OF THE DISTRIBUTED (Lg, L1)-SMOOTHNESS

Note that the standard (Lg, L1 )-smooth assumption (Zhang et al., 2020bza) requires ||x — y|| < L% for any
x,y € R4 Consequently, if we run the standard gradient descent without clipping: x:+1 = x: — nV f(x¢),
: — lxep1—xsll 1
then it must hold that n = “Fras < Ty st

stepsize has to satisfy

for any ¢ > 0. Therefore, to guarantee convergence, the

1
< .
= To + Lumax{[V £ (x0)[[}

Therefore, setting the stepsize that depends on the maximum gradient norm is, in fact, necessary in some
scenarios. See also the discussion regarding (Zhang et al.}2020bl Assumption 4).

A.2 SOME TECHNICAL LEMMAS

Lemma 1. For any o > 0 and u € R?, the following holds:

T« 2 1 2, 1, 2
V60 = ~ SV — el + o - aV £ G0, A2
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Lemma 2 (triangle inequality). For arbitrary set of n vectors {vi}f\il with v; € R?, the following holds:

N N
1> will <N Y il (A3)
=1 i=1
llvi +v5]1* < L+ a@)llvil > + (L +a” Hllws|l*, Ve >0. (A4)

Lemma 3 (projection lemma Koloskova et al.{(2023)). Given c as a constant and clip,(x) := min (1, \TZI) X,

we have:
|lelip, (%) — clip, (y)||* < [|x — y|[*. (A5)

Proof. clipping is a projection onto a convex set (ball of radius of c), and thus is Lipschitz operation with
Lipschitz constant with 1. O

Lemma 4 (Implication of Assumption . If each function f; is (Lo, L1)-smooth, then function f is also
(Lo, L1)-smooth such that, ¥x,y € R* with ||x — y|| < L% we have:

F(9) < F6) + (V). y =)+ LBV I Oy (A6
Proof. 1f each function f; is (Lo, L1)-smooth, we have:
1:(9) < £:0) + (V10 — x) + Lo LaVTOON o e

2

Take the expectation w.r.t ¢, we have:

Lo+ Lal[VIGOll o
2

Lo+ LVIGOI
2

Elfi(y)] <E[fi(x)] + E[Vi(x)]y —x) +

17

S ) +H (V) y —x) +

B EXAMPLES FOR ILLUSTRATING THE NEIGHBORHOOD SIZE IS TIGHT

We present examples with considering the gradient dissimilarity ¢ given 7 = 1 to illustrate the neighborhood
size is tight similarly as|Koloskova et al.|(2023)) in the following sections.

B.1 PER-SAMPLE CLIPPING NEIGHBORHOOD SIZE

We here first provide an example that illustrates the neighborhood size is tight for per-sample clipping, i.e.,
E||Vf(x)||=Q (min (a + ¢, "27142)) ,Vt > 1 and show the proof.

Example 1 (similar to Koloskova et al.| (2023)). Scenario 1 (( > 0,0 = 0,7 = 1): Case 1: For any
¢ >0, ¢ < 3¢, there exists a function f(x) with heterogeneity ¢* such that there exists a fixed point x* Ebf
Algorithmwith IV f(x*)|| > 55¢. For example, considering f(x) = %Z?:l fi(x), where fi(x) = 2x2,
f2(x) = 3x°, f3(x) = 5(x + 3a)” and a > 0. We note that x* = —£ is a fixed point of Algorithm I|but
Vf(x*) > {5a > 55¢. Case 2: Forany ¢ > 0, ¢ > 2(, there exists a function f(x) with heterogeneity
¢? such that there exists a fixed point x* of Algorithmwith [IVf(x*)|| > 9 For example, considering

16¢c
f(x) = 230 | fi(x), where fi(x) = $x*fori < n—1and f,(x) = 2(x + na)® witha > 0 and
n—1=10 [Z—z] We note that x* = — <7 is a fixed point of Algorithmbut Vf(x*) > 54—026. Scenario 2

(¢ = 0,0 > 0,7 = 1): We can derive the corresponding neighborhood size following Theorem 3.1 and 3.2
from [Koloskova et al.| (2023)).

Example[T] Scenario 1 (¢ > 0,0 = 0,7 = 1), Case 1::

'By fixed point, we mean the algorithm does not move away from x* if it is initialized at x*

15
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Proof. According to the definition of ¢? (Assumption , we have ¢* = 2327 [|Vfi(x) — Vf(x)|]* =

M = 2a”. Since we assume ¢ < 2(, we get ¢ < iﬁa. Let x* = —£. We obtain
* * * c
VARG =[VACHI =[x =1l -5l <e.
and
19 £ = llxc* + 3al| = || = & +3al| >~ + 5omc > ¢
3 - - Y -5 .
2 25/
Therefore, V f1(x*) and V f2(x*) are not clipped while V f5(x*) gets clipped. This implies that
Ei [clip, (V f:(x*))] = —g - g +e=0.

Hence, for any stepsize > 0, we have n E;[clip,(V fi(x*))] = 0 and thus x* is a fixed point of Algorithm
(when Algorithmis initialized at x*, it will not move). However, the error is as large as the following:

g\Ea—i—a>ia>i§
2 10 207

* * c
IVFEI =l +all =l = 5 +all > -

Example([T] Scenario 1 (¢ > 0,0 = 0,7 = 1), Case 2::

Proof. According to the definition of ¢* (Assumption , we have ¢* = 23" ||[Vfi(x) — Vf(x)|]> =
(n=la’+(n=1)%a® ;g thus ¢ = v/n — La. Since we assume that ¢ > 2( and thatn — 1 = 10[2—21. we get

n > 10. Tiet X" = ——%5. We obtain that
IVAEO =X =l - ﬁll <¢ Visn—1.
and that c
IV £ ()| = Il = = + nal
Using our assumption thatn — 1 > 2—2, it holds that

ngz(n—l)aZcé—nfil—&—naZc.

Equivalently, N
(x| > c.

Therefore, for any ¢ < n — 1, V f;(x*) is not clipped while V f,, (x*) gets clipped. This implies that
Ei[clip, (V fi(x*))] = —(n — 1)ﬁ +e=0.
Hence, x* is a fixed point of Algorithm But note that the error can be as large as
c
Vi) =—-——
IV @)l = -— +a

c n ¢
n—1 n-1
c ¢
R 2
2 10’—?—‘
2 2
L, e
105¢ V10 * 2¢

> .
— 50c

Example[T] Scenario 2 (( = 0,0 > 0,7 = 1):

Proof. Let us assume for simplicity f; = f = F(z, &) for any ¢ € [n]. By picking the functions indicated in
Theorem 3.1 and 3.2 from Koloskova et al.|(2023). We end up with the same order of the neighborhood size. [
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B.2 PER-UPDATE CLIPPING NEIGHBORHOOD SIZE

We here provide an example to highlight the bias term from Corollary [ll] (Eq. @) is tight for when 7, >

C
0 (ee)
Example 2 (similar to |[Koloskova et al.| (2023)). Scenario 1 Let 7 = 1 and 0 = 0. For any ¢ > 0,
¢ < 2m(, there exists a function f(x) with heterogeneity ¢* such that there exists a fixed point x* o

Algorithmwith |[Vf(x*)|| > 55¢. For example, considering f(x) = %Zle fi(x) where fi(x) = 1x°,

fa(x) = 3%% f3(x) = §(x +3a)”® and a > 0. We note that x* = —5= is a fixed point of Algorithm
but Vfx*) > l—loa > QLOC . Scenario 2 When 7 = 1 and ¢ = 0, a similar argument can be made with
1(x) = f2(x) = f(x) where f(x) is defined as above.

Example[2] Scenario 1 (¢ > 0,0 = 0,7 = 1)

Proof. According to the definition of ¢? (Assumption , we have ¢* = 2377 | [|Vfi(x) — Vf(x)|]* =

M:m?. Sinceweassumec<%nlc,wegetc< %ﬁam.LCtx*:—ﬁ.Weobtain
* * * C
1mV £ = [Im VA =[x =1 = 5l <.
and
|| Vf(X*)H_H x*+3a ||_||—£+3CL H>_E+ic>c
R =T e 2752 T

Therefore, 7,V f1(x*) and ;V f2(x*) are not clipped while 7;V f3(x*) gets clipped. This implies that

. » c ¢
E;[miclip,.(V fi(x7))] = ~573 +c¢=0.
Hence, for any outer stepsize 1y > 0, we have ng E;[n;clip,(V f;(x*))] = 0 and thus x* is a fixed point of
Algorithm (when Algorithm is initialized at x*, it will not move). However, the error is as large as the
following:

5
Y = 1 +all = [ — £ 12 11
VS = I +all = Il = 5 +all > =45 a+a> f5a > 55¢.

Example2] Scenario 2 (¢ = 0,0 > 0,7 = 1)

Proof. Let f = % Zle fi(x) and f; = f. Further let f be the same function defined in Example Scenario
1. The same argument can be made with ¢ replaced with o. O
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C PER-UPDATE CLIPPING

In this section, we consider DP-FedAvg algorithm with the following update rule.
{}’;01 =x""1, y:,;1 = YZ-',ZI 1~V E(y; Y, e 1)

- - .
x"=x"""+ %g D iesr—1 <Chpc(yi,7 ~Yio Y+ z, 1) . €D

where ] ~! ~ N(0, CTTSPI) foralli € [n] andr € N*.

In round 7, we sample S"~' C [n] clients with |S™~*| = S and then perform 7 local steps starting from the
shared model x”~'. Then we clip each local model update and add DP noise. After that, we aggregate the
updates from each client and compute the new global parameter x".

C.1 FULL STATEMENT OF THE CONVERGENCE RESULT

In this section, we state our main theorem for DP-FedAvg (C.I)) (per-update clipping). Compared with the
theorem provided in the main paper, Theoremmincludes client sampling as well as the discussion on the case
of the large clipping threshold with ¢ > ©(mi\/70 + M T¢max)-

Theorem III (Per-update clipping). Under Assumption [1} [2] and E] conszder DP-FedAvg with update
rule (CI) and step sizes ;i < 3217L' mngTL < % and ng < SW where L = Lo +

L, 11(123.){1'7;€,T{||VF¢(yi7,C WL IV FETHIY If e < O(min/To + mT(), then after R rounds, it holds that:

f(x 0) - I Lny o
U[lér}%]E[va( )||]<O<(R+)+; DPJF\/»JFC) (C.2)
If ¢ > O(mi\/To + m7C), then it holds that:
f(xo) I* Lng o
g[lm E[|[Vf(x")|]] < ((R"‘l)+ “Zopp+ 77”79 R+1 SmT

€3
,/"m;,TL (\f +VE) +er(7 +¢)+ 2T (7 - 42)> :

s
-5 >
where { = {1 w fez0(myTo+ anCmax)

1 otherwise

Corollary III. Under the setting of Theorem ifc > O(mv/To +m7¢) and m > 2v/S, then
with global step size ng > 2V/S, it holds that:

: r fx") =1 Lng 5
E <Ol —~t—-4+ ==
i BV < <%(R+ 0 e ot nmg R+ 0 SmT

(C4)

7]”7;7'[/(% n \/gg) + 7Lm¢ + %(0; +§2)> .

In Corollary , ifweletc — oo and ofp = 0,then £ = 1 — % and thus (C.4) recovers the standard convergence
result of FedAvg|Karimireddy et al.|(2019).

Discussion on the L. parameter: When L1 # 0, L depends on the largest gradient norm. This seems cannot be
avoided since Algorithm 2]requires multiple local steps before getting clipped. To ensure a sufficient decrease,
the stepsize has to be dependent on the largest gradient norm. See section [A.T.1]for detailed explanations.

C.2 PROOF SKETCH

In section [C.3] following [Karimireddy et al| (2019), we first provide a lemma (Lemma[3)) that quantifies the
progress of DP-FedAvg (C.I)) for each round where the discussion on different cases for the clipping threshold is
also included. Based on this decrease lemma, we give the proof for Theorem and Corollary [T} In section
[C4] we provide useful lemmas that we frequently use for the proof of Lemma[3] The main challenge appears in
the case when c is large. Note that the local update 7 7, VF;(y; ;) always has a chance to be clipped since
we only assume E||V F;(x, &) — V fi(x)[|*> < o Butn > _, Vfi(yi ) can be smaller than a large c almost
surely due to the finite sum structure. Hence, one needs to carefully disentangle the effect caused by ¢ and ¢
when estimating the variance term. The key lemma for recovering unclipped FedAvg is provided in Lemma@
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C.3 PROOF OF CONVERGENCE

From here on, we use E,_; to denote the expectation conditioned on all the randomness generated before the
round 7.

Lemma 5 (one round progress). Under Assumption [I] and [3] the updates of Algorithm (C.I)
with step sizes m < 32% mngtL < 11—0 and ng < 4 L where L := Lo +
Ly max o {IVE T IV £ 1} sarishy:

casel: ¢ < ||qrV f(x" ||, ||mrVf(x""1)|| > 64niy/To + 64mi7¢:

< 20(E[f(x"")] ~E[f(x")]) . 10Ln,
- cny cS

5 max; r{[l2} [[L1}

>

E[|Vf(x""H]] onp - (C5)

case2: 5 < ||m7Vf(x"")|| < cand c > 64n\/To + 64 T(:

_ B BN | 2L,

E[[[V £ DI - Sr P (C.6)

case3: ||m7V f(x"1)|| < £ and ¢ > 64m\/To + 64mT(:

4(E r—1 —E r ,
BV < 2EVCT I ZBUGHD]) | 2Lng p g0 2p2,2y 0% | o2y
o Smr T (k)
16mneTL 0 | oo 2020007 ot
t () (5 + ()
_Ss
where { = 1 n lfC 2 64’)’]1 ﬁg’ + 647717-Cmax.
1 otherwise

Proof. Let u] ™! clip,(m > 75—, VFi(yf;il)). Using the upper bound of 7; and 74, we have

s Xies i 'l < 5 Xigqs Im iy VEIIDI < a5y and [Ingg Yigs 2t Il < 577 It

follows that: 7|+ Zie[s](ufl +2z77 )| < %1 Plugging the update rule (C.I) into the definition of

(Lo, L1)—smoothnessand let L' := Lo + L1||Vf(x"1)||, we have:
T r—1 r—1 1 r—1 r—1 2LT71 1 r—1 r—1y12
PO S PO =g (VAT 5 D (@i ) gl D (i I (€9
i€[s] i€[S]

Using the fact that zfl is Gaussian noise with mean zero and variance o3p, we can take expectation on both
sides conditioned on filtration  — 1 and use the fact that L > L"~? to obtain:

B[] < ¢ = me Bt (V¢ & 37w
i€[S]

I (C9)

L , 1 r—1)2 2 2
577g ET*1H|§ g[;] u; H ] + gngUDP .

Case 1: ¢ < ||q7Vf(x"™H|| and |7V £(x"71)|| > 64m\/To + 64m7¢. We start by using Lemmato
obtain:

r— 1 r— r— T— 1 =
Era [V £ ), 5 30w ] = B[ nr VA, 0] € el A6
i€[S]
(C.10)
Since ¢ < mu7| |V f(x"1)|], it follows that:
Erl[léi;s} W < ;z[j] Ea(lu 7 < @ <ellprVi L @

We conclude by plugging (C-10) and (C.I1)) into (C.9), rearranging and taking expectation.
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Case 2: ¢ < |[mrVf(x"Y)|| € cand ¢ > 64m/To + 64m7¢. We use Lemmawith a = 1on

2

—E,a[(mrV "), & >icls) u;~")] and this leads to:
r—1y 1 .
—E, 1 [(m7Vf(x 1)75 Z u; 1)]

i€[S]
_ 1 r—1y12 1 1 T— 1 1 r— 1 T— 1012
= VIR = SEealllg S0 w5 Bl VI - Z 1)
i€[s] €[s]
<_1 \v/ r—1 2_1]}3 l r—112 lE \v4 r—1y _ _.r—1)2
< =Sl VAP = S Bl 30w+ g Eealllnr 956 — wi .
i€[S]
(C.12)
We now use Lemmal§]to bound the last term:
Era[llmrVF(x"1) —ui %)
<1672 L7 |l V F (<7D + (167 L2 + 27°07)¢* + (87° L2/ + i )0
1 . 8r2L%? 1
< ol I 4 i (67 L7 +2)¢ + (T + 2)o?)
1 r—1y]2 22,992 9 o
< — \V4 b )
< TP + (G + o) o

1 r—1y12 2 2 C
S@Hﬁﬂvf(x W= +mir QW

1 r—1y((2 2 29 A IV FxTHIP
< —
< MV + i 6121772

1 o
< SlmTVf(x DI,
where we recursively use the assumption that ;7L < 25, ¢ < 2||q7V f(x"")|| and ¢ > 64m\/To + 64m7C.
Plug (C:13), (C12) into (C.9), we have:
L

1 L
B ™ < r=1y _ MgMT r—1y((2 L 2 Ty = r=1)27 , 4 2 2
Bl € 6 = RTINSO+ (Gl = g Bl 32w+ it

_ T — L
< FO = VAP + gt
4 25
(C.19)
where we use the assumption that g7 L7 < 1. Take expectation on both sides and rearrange gives the result.

Case 3: [[m7Vf(x" ") < £ and ¢ > 64my/7o + 64m7(. We use Lemma with & = 1 on
—(mrV "), Era % Zie[s] u}~']) and this leads to:

7ET 1[(7]1’7’Vf Z llT 1
1€[S]
1 r—1y12 1 1 r—17112 1 r—1 1 r—17112
= —§||m'er(x N~ = §||IE,.,1[§ Z u; I+ §||m7'Vf(x )—Erfl[g Z u; |
i€[s] i€[S]
1 r— r— 1 r— r—
= —SllmrVITHI - *IIET 1] P+ Sl VT = Eeafuy
(C.15)
Besides, we separate the mean and variance of the last term:
1 T— T— rT—
Erafll5 Dow P = (B fu TP B 1[||* DR N [ (C.16)

i€[S] zE[S]

Apply Lemma and|§|and plug (C-13) and (C-16) into (CI) and use the assumption that ing7L < 4 <
min(=, 1), we get:

107
Er1[f(x")] = f(x)

Mg 5L 779 2 L, Mg r—171(2 .
(g = g VST + (G = )| By I 4 noise 17y
Mg

7_||7llTVf(XT_1)|| + noise .
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where noise = AUTZ + BC? + CH + Dodp and

A = g (4807 T L7 + 4212

B = mngT (4802 L% + 4WT§LT)

C=mim>[2% 4+ Lng] = mngT(1+ “2427) < 27 (C.18)
D = fony = mng7(552%)

H o= B0 (o )

We use the assumption ;7L < 3—12 in above inequalities. Rearranging and taking expectation gives the result.

O

Proof of Theorem|[[T]) We first prove the case where ¢ < O(m\/7o + m7¢). f min,¢jo. g [|m7V f(x")|] <

64n1+/To + 64,7, then the inequality (C-2) trivially holds. Otherwise, we can use (C.3) in Lemmal[5] Average
over 1 <r < R+ 1 gives:

R+1

1 r—1 ZO(f(XO)
g S EIVAYI <

r=1

IY) , 10Lng

o, (1) 5o - (C.19)

We next prove the case where ¢ > O(m;+/To + m7¢). Since the upper bound (C.6) in the second case is always
better than the third case (C.7), we consider only two situations henceforth. Define 7 to be the set of indices
with || 7V f(x")|| > ¢ and J> to be the set of indices with ||, 7V f(x")|| < c.

et (D D [1:27C S [| PR W [\ [
(r—1)eTg (r—1)eJd>

20(f(x°) = f*) | 12Lny -

SRS I I

e+ 7 €20

16mmgTL
S

2720m%72% ot
=G+,

2
g
+mr (19277 L2ni) (¢ + ) +m =

This implies that:

1 r—1
T > ENVFETHI
(r—1)em
20(f(x") = f*) [ 12Lng 5 | m7 16mngTL. o o (C.21)
eng(R+1) + cS op c ( S e+ T)
T 2720n; 7°

c c?

T 0'2 0'4
+ L1027 L) (P + ) + (Z+¢Y.

72
and that:
1 r—1 2
el > E[IVFETHIP
(r—1)eJ>
20(f(x") = f*) [ 12Lng 5  16mngtL o o’ C.22
¢ g (C.22)
mngT(R+ 1) SmiT obp S (e + T )
2720m¢7? ot

2
+1027 L2 (P + ) + T (G )

Denote right hand side of (C.22) to be Q. We simplify (C.22) as following:

MBS VEINFG IR < 22 Y BV I s @

@ (r—1)eJ» R+1 ‘Jﬂ (r—1)eJ2
ﬁ S RNV < ﬁ S VEIVIG DI < VOR+ 1/
2 e 2 e
S B[V < VORT I < V(R +1).
(r—1)eJ>

(C.23)
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Combine (C.23) and (C:21)), we arrive at:
Rt1
1B

Rl Y ENVAETHIN

2 9 —f*) | 12L 20( 12L
< 0(f(x") f)+ 7]90_[2)P+ Mg
ceng(R+1) cS nmg R + 1 SmT
mT 16mm,7L o 2 16mn,7L , o m 2720m7 7% ot 4
T O T O 2OMTg T L it T
T s G T g (e AV £ o (5 +¢ o
2
60
+ 219277 L7nf (< +C2)+207Lm(%+€) ’7”(0 +¢?)
< D)~ ), 12Lm,  [20( 2, ,
- ceng(R+1) s P* nmg R+1 ST)T
32mngtL , o 100m,7 , o2 2
—g (= +\[C)+24TLTN(*+C) (—+¢),
where we use the assumptlon that ¢ > 64m1/70 + 64n,7¢ and 1y < 557, which implies L7 (¢ + ?) <
G+ 7= 2722? (?2 +¢h < (T +¢?).
O
Proof of Corollary[lT]} It can be shown that 247 Ly, < 4/ % in equation (C.29). O

C.4 USEFUL LEMMAS

In this section, we provide useful lemmas that we frequently use for the proof of Theorem [T

Lemma 6 (bounded drift (Karlmlreddy etal|(2019))). Under Assumption[l}[2] and E] foranyr > land T > 1,
the updates (CI)) with step size i < 5 where L := Lo + Ly max;  {||VE;(y . )I], [|[Vf(x"~ Y|} satisfy:

ZET il =X < 8P|V (I 4 8700 ¢+ Artnia. (C25)

Proof. If 7 = 1, then the lemma trivially holds since y| ;' = x"~" forall i € [n]. Assume 7 > 2. Recall that
yz'r,? = y;;il — mVFi(y;;il), we obtain:

E—1lllyis —x" ']
r—1 r—1 r—1 2
:]ETfl[Hyi,kfl - X _UIVFi(Yi,kA)H ]

g Eralllyints =X =V iyl )" +nio®
&3 1

< A+ ——7)E-- llyinle =< P+ w0l B IV fiy e )] + ni'o®

1 r— r— r—
<A+ =) E- izt =X P 4 2mnd Bra [[|V £ilyi i le) = VAT

+ 2 Ena [[IVA( DI + i
a 1 r— r— r— r— r—
< (4 ) Eralllylil =P+ 2700 (Lo + L[V ("IN Eralllyiets = x7I7)
+2r0; B al[[VAEIP] + 00’

2 r— r— r—
Lt 2B llyits - P+ 2 (196 DIP +¢) + nfo”

(C.26)

where in the second inequality we separate the mean and the variance, in the third inequality, we used Lemma
|ZL in the fifth inequality, we used Assumption@and in the last inequality, we used the upper bound of 7; and
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Assumption 2} Unrolling the recursion gives:

k—1
2
Er— y:—l _ 7‘ 1 27—7] Vf r—1 +C +77202 1+ q
[llyie 11°] Z:: i (1] P +¢%) +nio®) ( —7) €20
< 8P|V (XY + 87707 ¢% + 4rnio?
. . . k-1 2 g (+72p)F-1

where in the last inequality, we use the fact that: Zq:0(1 + =) = -y (Csym < 4rforallk <71 —1.
Summing over k gives:

S Eealllyint = x" P <80V + 8700 ¢ + arPnio” (C.28)

O

Lemma 7. Under Assumption @ and [3| and suppose that ¢ < |7V f(x""Y)|| and that
[lmrVf(x""N)|| > 64niy/To + 64ni7(, the updates of (CA) with step size ;i < 55 where L :=
Lo + Ly maxi o {[|VE(y7 I IV F ("I} sarisfies:

_ . i . 1 .
Era[—(mrV(x"1),clip,(m Y VE(yizt))] < —TOCIImTVf(X DIl (C29)

k=1

Proof. Leta] ™' = min(1, ). We can write the above inner product as:

lm Sy VE( p DI
— (mrVf(x" 1), clip.(m > VEi(yi 1))
k=1
= —a; MImr VY = ol e VT, > VE(yi L) —mrVAET) (C.30)

k=1

< =i Hmr VI + @ VT I Y VE(yet) —mr Vi

k=1

We further upper bound ||m; >, _, VFi(y:’;il) — TV f(x"7H)]| by:

Y - VE(yiety) —mr V"]

k=1

<l SVEGTEE) — VAT + I SOV - VA @3
k=1 k=1

8 S VR - Vi) \+mLZ||ylk T
k=1

Next, we show the probability that (C:31)) is larger than 8n;\/7o + 8m7¢ + 2mu||V f(x”~1)|| is small.

T

r(lm Y (VF(yinl) = VI(yiety) \+mLZHm L =X = 8my/To (C.32)

k=1

1 .
+ 8m7¢ + §7HT||Vf(X Bl

<Pr2m > (VE(yi ) = VAP + 207 L2 lyiety —x 1 >

k=1 k=1

1 _
6dniro” + 64ni "¢ 4 Ll ||V
@+0 4ni7(0” + %) + 2P LT 3L Erafllyinty —x" 7
= 64727072 +64n2r2<2 + Inpr2| |V f(xr-1)2

< BiT(o® + ) + 20f Lo (872 [V (I + 870 ¢ + A o”)
= 64n?To? + 64n? 7242 In2r2||Vf(xr—1)|]2
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AniT(0® + ) +16ni T L2 + 8nir? L20® | 16mi T L[|V f(x" DI’
i 70 + 64T LRV f )]
1 1 1 2
< 44— <2
- 16+2048+64_25
In the first inequality, we square both sides and use triangular inequality. The second inequality is due to

Markov’s inequality and Assumptlon Pland[T] The third inequality is due to Lemma[6|and the fifth is due to
the assumption that 7, 7L < 3. Therefore, with high probability, ||m Y7 _, VFi(y} ,2,) —m7mVf(x" )]

is upper bounded by 87, fa —|— 8mT¢ 4+ ||V F(x"71)||. In this case, we can plug the upper bound into

IN

— TV ("), clip,(m Y VFi(yit))) (C.33)
k=1
— r— r— r— 1 r—
< —af HImr VISP 4 af e VD SmyTo + 8mr¢ 4+ mr[VAETHID (C34)
r— r— r— r— 1 1 r—
< =i Hmr VI TIP + al T mr VI + H)mr [T (C.39)
3 ,_ e
< ol VIR, (C36)

where the second inequality is due to the assumption that ||, 7V f(x"~1)|| > 64n+/Tc + 641, 7¢. We can
further lower bound a7~ ! by:

o' = min(1, = )
i IS VE(y )]
C
2 min(l’ T r— ) .
1 Sy VEY 2 ) — mr VL) + [V f x| (€.37)

> 8c
= B[V I

The last inequality is because of the assumption that || 7V f(x"~")|| > c. Combine (C:36) and (C.37), we
have:

—(mTV f(x"71), clip, (m ZVF Vi) < —*IlmTVf( Il (C.38)
k=1
In the other case where || >, _; VFi(y;;il) — V(Y| > 8miv/To 4 8mT¢ + %mTHVf(xr’l)H,
we have:
—(mTVF),elip,(m Y VE(yi1) < cllmrV "] (C.39)
k=1
We conclude by using the law of total expectation:

23 3

Bra[= VA, elip (Y0 VRG] < ellmrV F o = 22 2 ellnr ¥ £ )|
k=1

< **C\ImTVf( “HIT-
(C.40)

O

Lemma 8. Under Assumption I - and I and suppose that ||m7V f(x"™Y)|| < c and that n < 55 where
L = Lo + Limax; . {|[|VE; (y; . O)IL IV (X"}, the updates of (CI) satisfies:

Er1[[fa—mr VY] < 167 L2 |V £(x")||?+ (167 L +2r°n7)¢* + (87° Ln + 70 )o”
(C.41)

where u = clip,(m >/ _, VFl(yfgil))

Proof. Since ||m7V f(x"7)|| < ¢, we have that n 7V f(x" ™) = clip (m7Vf(x"~")). By the fact that
clipping is Lipschitz operator with constant 1, it follows that:

Er—1[[u— 7V f(x"")?] (C.42)
<Eealllm Y VE(yi ) —mr VY| (C43)
k=1
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an

Ery ||2sz (¥ino1) —7VFTHIP ]+TU> (C.44)

< r— 1||ZVfl Yined) = TVAETH 47V LT - TVf(x”)FHmQ) (C45)

2E,—1 H sz-(yf,;il) —VEET)IP + 2B [[[7(VAEETY = VTP + 7o
(C.46)
&6+0 “: . —
<t <27L2 S Eealllyint - + 277 + m?> (C.47)
k=1
< <27L BN |V A" + 8707 % + 4rnfo?) + 2722 +m?> (C.48)
<167 Lo (IVF(x"DI? + %) + 87 LPnlo? + 2007 ¢° + moio” (C.49)

where in the second inequality, we separate the mean and the variance, in the last third inequality, we use
assumption [2]and3]and in the last second inequality, we apply Lemmalg]

Lemma 9. Under Assumption EI and and suppose that ||mTVf(x""")|| < 3¢ m < g5=p where

L = Lo + Ly maxi {||[VE(y} . DI [V (x" ")} and that ¢ > 64m/To + 64mi7¢, the updates of (C:T)
satisfies:

- 1 r— ’
1B fu] = mr V(DI < gnf e[V YIP 4+ 96017 L2 (T + )+ (C.50)
4 4
where u = clip,(m >/ _, VFl(yfgil)) and higher order term H = 340%(‘:—; +¢4).

Proof.
| Eporu] = mer VF (1)

=[|Erafu] = mE 1D VAG D A mE ) VA i) = mr V]

k=1 k=1

| 2

< 2[|Er—1fu] = Er— 12sz Yirs)lII” +2|m B 1Zsz Yiks)] = mrV (")

k=1

=2||E/—1[u] —m EM[Z Viyims )N + 2l lm ZEr YV Filyint) = VAP
k=

k=1

QB au] = B[S VAT + 20 Lo ZET vl — xR

<2 Brafu] = B 1 > VAN + 2rL2n7 (87°nf [V F ("Y1 + 87°0i¢% + 47°ni0”)
k=1
(C.51)

where in the second equality, we use the fact that E,_1 [V f;(x" )] = V f(x" 1), in the last second inequality,

we use Assumption [3|and apply Jensen’s 1nequahty on the squared norm function, and in the last 1nequahty, we
apply Lemma|6] We next bound the first term in (C.51) by showing the probability thatm; >, _, VF;(y} Vi 1)

gets clipped is low because || 7V f(x”~1)|| is sufficiently smaller than c. Note that:

||7712VF yzk 1)

< | Z(VE(YZZQ) =V mll Y (Vi) = VAT +mrl V)

k=1 k=1

@ T r— r 7"7 r—

2 (ISR ~ VI DI+ L3 Iyiats —x -+ e e 1))
k=1 k=1

(C52)
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By the assumption that |7V f(x"1)|| < L¢, it follows that:

HmZVF yiEh)Il < c+m(||z (VR ) - VA DI LY it <)« ©53)

k=1

Define 6" = 1{||m Y7 _; VFi(yi L ' DIl > ¢}. We can compute an upper bound of E,_1[6" '] by:
Eril[é'rfl}

:Pr[Hnlva Yiso Dl >d

k=1
S eI VR - V) ||+LZ||yzk x> o]
k=1
T 2
r— r r— C
< P2l S VAT - VAL DI+ 28 S vk - x > ] (C.54)
k=1 k=1

4n? - . -
< U (o, (I S VRGE) ~ VA I + 20 S Bl —x 1)

k=1 k=1
0+@ 4n?

< %(47’(02 +C2) +2L27'(87'37712|\Vf(x )|| + 873 i 22 +47‘27720'2))
16027 + 32L%3n} 5 160t + 64L%rn} 2|V F(x" Y2
= 5 o” + > 2 :
c c c

2 2 2 27712
"+ 32n;7°L

The first inequality is due to (C:53). The last second inequality is due to Markov’s inequality and we apply

Lemma [6] to the last inequality. Recall that we assume ¢ > 641,4/7o + 64n,7¢ and therefore we have

¢® > 647niT0” + 64% 07 T2C2. Using 7 ||V f(x"1)|] < 2cand my < 5L, it follows that:
2

Sy 32 1 1 Ly VT (£ )

E,_1[0""] < 2= < — and E, [ < ——1 22

TS et g S Bl S 2

We are now ready to upper bound || E,—1[u] —m Er—1[>°;_; Vfi(y; .2 )

+ 8niriL? . (C.55)

[|?. Plug in the definition of u, we

obtain:
B i fu] = mBra > Vilyi ol )P (C.56)
= Il Era[Y Vit )] - (Bralelip, mZVF Vi@ 1= )P (€57)
k=1 Z
a — MY oy VE; (yz 1) r—1 r—1 g r—1 2
=[ImE—1[>_ Vfilyizi)] = (Eroal 6+ (=6 )m ) VE(yi—])ll
; wl= [l S5 VE (i)l 2 =)
(C.58)
C r—1
=||E-—1[(1 — ) VF;i( yZ )d ]|| (C.59)
- IVF(ylk DI Z k 1)
c 1 2
= | E_[(1 — _ S VE(y )6 =1 Pr(sT = 1) (C.60)
| ! Y (yzkll) Z k ' =1 |
c r—1 r—1 2
<Eq— 1-— = — m VF;( yl 1 =1]Pr(6 =1 (C.61)
0~ s SR zz LI = P = 1)
<Eralllm Y VE(y )6 = 1] Pr(s" " = 1)? (C.62)
k=1
=E,1[[lm Y VF(y; L )l?6 ) Pr(s" ! = 1) (C.63)
k=1
<Eallln S VRGP = 1) | (C64)
k=1

In the fourth equality, we apply the law of total expectation. In the last third inequality, we apply
Jensen’s inequality to the squared norm function and in the last second inequality, we use the fact that
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¢ < |lmXo_y VFi(y;.L,)ll given that 6"~' = 1. The last inequality is due to the fact that 6" " < 1.
We next unroll E,—1[[|m > ;) VFi(y; " ! DI1?] and it holds that:

B 1[HmZVF Yirlo)l’]

§4Er—1[|\mZVFi(yf,211)—sz Vi DI +4E,— 1||mZsz Yirt) = Vi)l
k=1 k=1

+4mTZEr IVl = VA DI+ 4ni |1V £ ()12

< dnir(o” +¢%) + dniTL? ZEr llyiels = X" P+ i |V (]

k=1

< (it + 320! T L)V (X" + (dniT + 160/ 7°L%)0® + (4ni T + 320/ 7 L?)¢?

(C.65)
Plug (C:33) and (C-63) into (C:64) and use n; < 55- gives:
1Bl B [0 VAGE I < én%ﬂ|Vf(x“)|\2+%§+&)+40n4 s ).
We conclude by plugging (C-66) into (C:5T) and using 7y < 555+ (C'68

Lemma 10. Under Assumptlon! 2 and and suppose that ||qTV f(x" V|| < Lo, m < i where

L = Lo+ Ly max; . {||VFi(y; 2 )l HVf ||} and that ¢ > 64m\/To + 647”7( the u;dates of (CI)
satisfies:

1 T_ T 1 T_ o?
Er—l[llg S ouit =B fuf ) §[5nfr2|\vf(x 1)||2+8n12727
e8] (C.67)

+8Pr2¢? +680"’ (—+§)

_ ) _ 1—52 ife> 6dm/To + 64m7¢m
h —1l.=¢l T Fi(y™;! dl= n = ax,
where u; clip.(m>2;_, V (yz,k—l)) an {1 otherwise

Proof. Casel: ¢ > 64n; \/?0 + 641 7Cmax- We use I, to denote taking the expectation conditioned on the
randomness ¢ and all the randomness generated before the round 7. Consider the following split:

1 r— r—
]Er—l[Hg Z =B [u] |

i€[S]
_E 1 o1 1 = r—1 1 E 1 _R r—17)12
—Eeilllg Sow = 5 3 B 3 B — B
i€[S] i€[S] i€[S] (C.68)
1 r— 1 r— 1 T— r—
<2Balllg 30w = 5 S B[l T+ 2Bl S B[] ] - B ] |
i€[S) i€[S) i€[S]
< 2B afljuf ™ = B [P 4 20— 2) L B[ B [0l ) — B ol )
— S 7 K3 T n S K3 T (3 )
where in the last inequality, we used the fact that:

E,—; [Etfzwffj [(u;_l - Effi [uT_l]v u;_l - ED’j [ur—1]>“] =0, (C.69)
and the property of sampling without replacement. We next bound the terms from (C.68) separately.
Eraf[fuf™" — B, [u; " ]|’]

=Eeafllu] ™ = > Vi) m Y VEi(yiets) = Eopfup |
k=1 h—1 (C.70)

< 2B, f|fui” —mZsz (Yixlo)ll’] +2E,— 1[Hmzvfz Yinc) = Eo,[uf 17
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By our assumption that ¢ > 647 T(max, it holds that HVfZ( )| < 7%= forall x € R? since ||sz( )| <

I £:3) = VFGON IV FCOII < o+ 5757 < 2255 ST VAL < .
We next follow the same proof technique used in Lemma|§| and 9} The first term can be bounded by:

Erafllai™ = m Y Viilyil )]

k=1

<Erafllm ) VE(yiel) —m Y Viilyilo)l]

k=1 k=1

(C.71)

<nito®.
To bound the second term in (C-70), we first show that || Y7 _; VFi(y;1,)|| < ¢ with high probability.

Note that [[m; 327 _ IVF(yzk DI < Hm 22 1VF(y1T211) g 1sz(y1k DI+ % Define 5™~ =
1{|jm >, VF; (sz Dl > ¢}. We can compute an upper bound of E, [§" 7]

Eo,[§"']
=Prl|ln Y VFE(y; 1)l >
k=1
T o u o ¢ (C.72)
< Prlllm > VEWIL) —m > VAL > 5]
k=1 k=1
a e a T_ 16n; 70
= Pl VR ) — 0 S VAW I > o] < 18
k=1 k=1
It follows that
||7712sz Yint) = Eo, [uf |
= [Im Z Vi(yiets) = Eofelip.(m > VFi(y; 2 )0 +1 =61
k=1
Py 1VF'(YZT;11) 5 r—1
=lmY_ Vfilyint oi 8"t bm Yy VE(yipt) 1=
Z 2 e > 1VF(yzk Dl Z )
C 7’ 2
= | Eo; [(1 - 7 ) Y VE(y 1)
[ ey VE LI Z !
c r—1 r—1y)12
= || Eo; [(1 - 7 = 771 VE(yii)l6" ™ = 1]Eo,[5" ']
[ Zk*l VFi(yz',kl 1 Z )
< Eo, ||mZVF Yire DI Es, [6771] .
(C.73)
We can now bound the second term in (C.70) by plugging in (C.73) and (C.72):
B HmZsz Yinrr) = Eoy [0 7I* S Eroa [Bo (Il ) VE(yielo)I1*] s [671]]
k=1
a 16anU
<ErafEo,[llm Y VE( )P — 2]
k=1
16nT0>
= ’” E, 1||mZVF YOI
16n; 7o — o?
< ’7;—[5171 2NV SN + 5 (T + )]
(C.74)

where the last inequality is due to (C:63). It remains to bound the second term in (C.68).
Ep (|| Eo, [u7 '] = Era [ ]|[7]
< 2B, (|| B, [0 7] — VA 4 2Bl VAT —Eeaful U (€©75)
< 2Bl = VAP 4 2lmr V() = Brafuf ]I
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where in the last line we used Jensen’s inequality since the squared norm is a convex function. Applying Lemma
[BlandPland wrapping up yields:

1 r— r—
Er—l[Hg Z w; =B uy |

i€[S]
1 2 2 r—1y(|2 2 202 320771474 o 4
< = 4 —t — (=
< SBrIVF I+ Pt S+ S (T ) 6
Si1 2 2 r—1y(|2 2 2 o? 2 34077?7'4 o 4
+(1—5)§[27HT VA" +4nir (74'( )+T(§+C )]
1 2 2 r—1y(|2 2 202 S 2 2,2 680"7147'4 o 4
§§[57NT V"I +8miT 74‘(1—5)87717( +T(§+C )] -
Case2: 64n\/T0 + 64 7¢ < ¢ < 64n\/T0 + 6417 Cmax-
1 . .
Er—lmg Z u ! —Ero1u; 1H|2]
1€[S]
1 T— T— .
< g Bl — B fuf 7| €7
2 r— r— 2 T— T—
< g Erafllu Lo mrVf(x 1)|\2]+§]Er,1[||mTVf(x D =B fui 1%
Applying Lemma 8]and [0 and merging two cases concludes the proof. O

C.5 ACCURACY PERSPECTIVE

In this section, we discuss how to choose the stepsizes to reach e-accuracy for Algorithm [2]
(min,cq1, g E[||V f(x)]]] < €). According to Theorem we obtain the following convergence result when
m < O(ﬁ) (by taking the square on both sides):

2,2

‘ F, Lo? F 4
min E[IW(XJII"’KO( T EC E(TC) T (iz+<4)>-

re[l,R] mngTR c2n2R? c?

Since the second, the third and the last terms do not depend on R, we have to pick 7; and 1, such that each
individual term is less than £2. From the second and the last terms, we deduce:

ce

. € c .
m gmm{o(TLC),O(T(UTQ+C2)),0(ﬁ0+74)} = A. (C.78)

It remains to deal with the third term. Recall that g > ©(y/n) and min,7L < O(1).

casel: 9(’4‘/;iL(‘72 +¢?)) > O(¢): we need to set

/ne )
<o(—Y ), , =O(V/n) . C.79
m < (TL(Jj“FCQ) n (V/n) (C.79)

case2: 9(@ ( o 4 ¢?)) < ©(e): we can choose 7, to be as large as possible:

T

. ne 1
m=0(A), n,= rmn{@(ATL((:—2 +<2)>’®(ATL)} . (C.80)

Finally, we can compute the required communication rounds R by plugging in the respective choices of 7; and
7y and letting the first and the fourth terms be less than £2.

C.6 PRIVACY-UTILITY DISCUSSION

C.6.1 LoCAL DP GUARANTEE

Assume that the server might be malicious, DP-FedAvg with update rule[C.1| (per-update clipping with DP noise)
aims at protecting each user’s data by providing the formal DP guarantee for the clipped model updates between
every two rounds. Note that, for each client, the neighboring dataset in DP-FedAvg is defined by any alterations
made to the data points within that specific dataset. In other words, we can treat the whole dataset of each client
as one data point. To achieve the formal DP guarantee, the variance o3p should satisfy the following condition.

2
(Note the DP noise in update ruleis set to z} ~ N(0, Z22T) for all ¢ € [n] and r € N.)
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Theorem 11 (Abadi et al.| (2016)). For any epp < O(%;R), 0 < § < 1and R > 0, DP-FedAvg with update
rule achieves (epp, 0)-local differential privacy for any client i € [n] if we choose

o Q<S wg(l/é)R) , 3D

nepp

where opp = ‘7—\;’5.

Proof. Let q := % According to the analysis from |Abadi et al.| (2016), suppose A; at round r satisfies
(¢',8")-DP for any » = 0,..., R — 1 and any i € [n], then the total privacy guarantee after R rounds is
(O(gVRe"), 0(8")). It follows from the Gaussian mechanism (and let epp = gv/Re’, § = §') that, each Gpp

should satisfy
Ag+/log(1
op — © <q W) | 52
DP

where A is £2-sensitivity of the algorithm output for which the server receives at each communication round,
and can be bounded by 2¢ since ||clip, (x) — clip,(y)|| < 2¢ for any x,y € R%. O

C.6.2 OPTIMAL PRIVACY-UTILITY TRADE-OFF AND CHOICES FOR HYPER-PARAMETERS

Based on the privacy budget epp and 4, the ideal approach involves an initial selection of a clipping threshold
with the aim of achieving a good privacy and utility trade-off. Subsequently, the noise scale opp can be set based
on Theorem|[TT] The final step entails choosing appropriate step sizes to attain the optimal iteration complexity.
‘We next provide the theoretical good choices of hyper-parameters including c, n; and 7, to obtain the optimal
privacy-utility trade-off and the communication rounds R.

Throughout this section, we assume @("72 +¢ > 6(\% + (). A similar argument can also be made if the

other way around. Let A := 7”5/0;”, B:= :—; +¢* and N, := min,¢1, 7 E[||V f(x,)]|?].

Let ¢ > O (/7o + miT¢). We recall the constraints on the stepsizes ;7 < O(1), mngrL < O(1) and

ng > O(V/n).

Taking the square of (7) on both sides and plugging ofp = O(vc®R) into the convergence rate, where
= ‘“%(21/5) (suppose full client participation, i.e. S = n), we obtain

FO2 LZTI; 2

L 2 2_2
+ 292 PRY) p LA 4 TR (T ) T
n n T (&

FO L’f]g 2
——— + —2uc°R
mngTR  nmT ve'R) + (021731{2

N, <O ((
(C.83)

We minimize the first four dominating terms w.r.t ny R by picking R = © ( cnvg%) and (C.83) thus reduces to:

2 2_2
N, <O <CA e ML LE A mr B) . (C.84)
mT n T c

Case1: ©(A) > O(B)
It is clear that A% dominates the error terms. Therefore, to reduce the number of rounds R, we should pick the
largest cn, in the denominator of R. Note n, < O(=1-), by picking 5, = ©(-2+), it remains to find the

— mTL mTL
largest number for . It is clear that we can pick < as large as £ from the first term in (C:83). For that,

we can pick n; = @(ﬁ) and ¢ = @(%) so that ny > O(y/n) to finally achieve the guarantee. By these
choices of hyper-parameters, the optimal privacy-utility trade-off is then:
FyL vV Fi
N.<o(A) =0 ) wih R=0f Y ) -0 =). (C.85)
n AVLv Lv
Case 2: ©(A) < ©(B)
c A npr? e BL/3 BL/3
To balance T and “L— B, we let T = Al It follows that cng = Z573m71g. Therefore, to reduce the

number of communication rounds R, we need to maximize ;774 under the constraints of:
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PL32C% < BY3 A and MTL gz o g g2/ (C.86)
n
With additional constraints on the stepsizes: g < O( m%) andm7 < O(1). The largest mnyT we can obtain is
Dy =1 min(l, A2/j"). To obtain this bound, we can let n, = ©(y/n) and let n; = © <i min(%7 D2)>
B%
where Dy := % min(w, 1) . By these choices of hyper-parameters, the privacy-utility trade-off is then:
v FonL
N, < O(B"*A*?) with R=0 Al . (C.87)
B'/6 min( §1/3 JAY3n) /v

C.6.3 IMPLICATION

Let us begin by examining Case 1 characterized by a relatively low privacy budget, with o and ¢ being relatively
small. Plugging v = ‘“%w (suppose full client participation, i.e. S = n) into , we obtain the optimal
DP

privacy-utility trade-off as well as the best communication rounds as follows:

, FyLdlog(1/96) net
D2 < 0 g _ DP )
Din ElIVF eIl < O( ned, B @(Ldlog(l/é)) ’ (C.88)

by choosing

FoLdlog(1/6) 1
c_@<\/ﬁsm>, mze(\/ﬁd), e = O(v/n) . (C.89)

Due to the relaxed assumption on bounded variance, the optimal utility is of order O (”“%(21/6)) which is the
DP

square of the standard utility O (7%5(;”)) for local DP under the bounded stochastic gradient assumption.

Since the ratio between the number of client n and (epp, d) is unchanged, increasing n can still linearly decrease
the utility error. Further, the effective stepsize n;ny = @(%) decrease as 7 increases and R does not depend on
7. This implies that performing 7 local steps is equivalent to using one local step with effective stepsize @(%)
Hence, under the current analysis, we cannot prove effectiveness for doing multiple local steps when the privacy
budget € and ¢ are relatively small.

Let us now consider Case 2 where we have large stochastic noise and heterogeneity. Assume ¢ and ( is large
enough such that B/® > A2/3n. Plugging v = 111%(21/5) (suppose full client participation, i.e. S = n)
into[C:87] we obtain the optimal privacy-utility trade-off as well as the best communication rounds as follows:

in E[||Vf(x,)]|* <O
 Din, B[V f ()" <

1 3
((FULdlogu/a)) 3 (g% 4>> ne el (FoL)s )
- b - 2 b
niedy T nd (d1og(1/8))F (= +¢F)
T3
(C.90)
The utility error increases as o and ¢ become larger. While local steps can reduce the stochasticity coming

from the noise o2, the error caused by heterogeneity can not be reduced. However, this phenomenon is not only
related to DP training but is also known for the common local SGD methods for solving heterogeneous systems.

C.6.4 CONNECTION TO CENTRALIZED DP-SGD

While DP-FedAvg with update rule[C.1]is a federated learning algorithm that aims at protecting user-level
privacy, it is still comparable with centralized DP-SGD from a pure algorithmic point of view when 7 = 1.

Let us now forget about the federated learning setting and think about DP-FedAvg in a centralized manner. Let
¢ = 0 and 7 = 1. Itis clear that conceptually, DP-FedAvg is equivalent to DP-SGD with both inner and outer
stepsizes, and n becomes the size of the minibatch:

n

1
Kot =X =1l ) [clipc (MVFi(x.)) + zi] . (C.91)

i=1
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Suppose the size of the whole dataset is N1 Then the target optimization problem becomes:

Nlolal
1
Fx) = 5 2 Fj(x) . (C.92)
with
E;[||VF;(x) — V)|’ < o”. (C.93)

Essentially, the analysis in section[C.6.2]recovers this special case. However, the notion of DP is no longer the
same as before. In the centralized setting, DP-SGD considers the global DP guarantee. In other words, what we
should protect is the averaged clipped gradients % »_, clip, (anFi(XT)) rather than each individual update.
Therefore, if running R steps, in order to achieve (g, 0)-DP guarantee, the noise opp should satisfy (by treating

LS"" | 2 as a single noise):
1 a 2) = dc*log(1/6)R
n Y N2 ’

2
i1 total€DP

(C94)

From the formula of o3p, we obtain v = %(12/5). Following the same discussion as in Section v suppose

otal °DP
o is relatively small, then we obtain the f(;llcl)wing optimal privacy-utility trade-off and required number of
iterations:
. FoLdlog(1/9) NLQME%P
E[|Vf(x)]]* < O =251 |, Rz@(*). C.95
nin BUIV 7 Gen)l < < N2 2, Ldlog(1/3) (€55)

The obtained trade-off is the same as DP-SGD with a single stepsize. Introducing an inner stepsize to the
clipping operator could potentially drive convergence towards any desired accuracy level. However, it is crucial
to note that this may come at the cost of an increased total number of iterations, consequently amplifying the
associated noise levels.
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D PER-SAMPLE CLIPPING

We first present our more refined convergence result formally, then prove the results for the convergence.

D.1 CONVERGENCE RESULT

Theorem IV (Per-sample clipping). Suppose function f; satisfies Assumption[I|to[3] then if we run Algorithml[I]
forT := R - T steps with R communication rounds, T local steps, clipping threshold c, and step size n < ﬁ
with L := Lo + min(c, M) L1 and M := max; ||V f(X¢)||, then it holds that:

. . f(x0) = f* f(xo0) — f~
t;r[lllg}EIVf(Xz)ISC’)( v T

nLo? nL¢? D.1
]lC o ( . )
TV TV T, Le<otma)
2, 42
+ min (Lm/%02+72§2,0)+min (0+C,U +¢ )>
c

where 7 := T if ¢ > O(0 + (max) else 2

Theorem m is a more refined convergence rate compared to Theorem III in the manuscript. In Theorem m
we observe that even if when ¢ — oo, we cannot recover the unclipped convergence rate as demonstrated

in [Koloskova et al.| (2020) due to the terms O (\/nLC 2/ n) and O (Ln\/ 7—202). However, we can cancel

the influence of O(1/¢2/n) and show the influence of the noise as O(v/702) such that we can recover the
convergence rate provided in Koloskova et al.| (2020) when ¢ — oo based on a more refined analysis by
discussing the rate when ¢ > O(0 + (max)-

Note in practice, we can set the stepsize to be n < O (m) to avoid knowing the maximum of the
norm of the gradient M. Since this stepsize can be smaller than the theoretical 1) defined in Theorem[[V] the

convergence rate is also guaranteed.
We next give an updated Corollary which takes into account the differential private noise. After that, we give the
proof for Theorem [[V]in the following sections.

Corollary IV. Suppose function f; satisfies Assumptionm IOEI then if we run Algorithmm with updating rule
Vi < yi —n(gi + 2;) for T := R - T steps with R communication rounds, T local steps, clipping threshold c,
stepsize n < ﬁ with L := Lo + M L1 and M := max ||V f(X¢)||, and o3p as the variance of the added

2
Gaussian noise such that z; ; ~ N (07 %Id), then it holds:

foo) = f7 [ f(x0) = f*
ncl’ nT

nLo? nL¢2
+ \/; + \/T]]‘C<O(O+Cmax>
(D.2)

2, 2
+ min (Lm/%02+72§2,c) + min (J+C,J +¢ )
c

Lo} L
+W+1/"gm).
nc n

where 7 := T if ¢ > O(0 + (max) else 2

i X <
tér[lllg]E\IVf(Xt)ll < O(

Note the stepsize defined in the above Corollary has to depend on M instead of min(c, M). It cannot avoided
due to the conditions in Assumption[3](see discussion in Appendix [A:1:1)), as the algorithm does not clip the
update after adding the noise.

Local SGD To facilitate the proof, we describe the Local SGD algorithm following|Stich|(2019). There are n
nodes in total. At iteration ¢ in parallel on all the nodes i € [n], we have:

c
it — Clipc(VFz‘(Xi,t)) := min (1, 7) VFi(Xiyt) . (D.3a)
IV Fi(xi.0)l|
If t + 1 is a multiple of 7
1 n
Xit+1 = Z; Xi+ —Ngi,t global averaging . (D.3b)
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Otherwise:
Xit+1 = Xi,t — 18i,¢ local step. (D.3¢c)

Additional definitions Following Stich|(2019), we first define virtual sequence {X; }+>0 as:

1 n
= - E it D.4
X0 = Xo xt—ni:1x,t (D.4)

We then define the consensus distance between X and x; ; as:
1<, 5
= D IR = xil? (D.5)
i=1

As we are discussing the convergence rate based on the norm of the gradient, to distinguish between different
cases, given c as the clipping threshold, we define:

Jer = {BIVFEN > e} T51 o= {15 < IVSR)I| < b T5— = {6V < 5} ©6)

Specifically, we also define the following two sets to distinguish between the norm of the gradient within two
communication rounds given ¢ — 1 — k; as the index of the last communication round (k; < 7 — 1):

Tert = i VS &) > ¢,5 € [t =1 — ke, t — 1]} (D.7a)
Tsiei=1i5¢/2 < |IVFE)I < ef € [t =1 — ket — 1]} (D.7b)
Tsow = GIIVIE) < ¢/2,5 €= 1= kit =10}, Jemi=Ts10UT5— (D>.70)

D.2 PROOF OF CONVERGENCE

When ¢ < O(0 + (max)

We give the proof for the convergence of per-sample clipping in Local SGD. We first bound the difference
between the model update in Lemma[T2} To give the convergence rate, we consider when the clipping threshold
is large ¢ > O(o + () and when the clipping threshold is small ¢ < O(o + ¢). When the clipping threshold
is large, we present the convergence by discussing when the norm of the gradient is large in Lemma[T3] is
intermediate large in Lemma[T4] and is small in Lemma([T3]

Lemma 12 (Difference). For n < nei = with L :== Lo + min(e, M) L1, it holds:

T
CQ
ER; < min 1962
5882 (D.8)
= \[12 nT 2 2
o X g 3 IV S S @),
JETet t JE€ETe—t JE€ETe—t
Proof. Following Koloskova et al.|(2020), we assume that there exists a k¢ < 7 — 1 such that:
n t—1 2 n t—1
1 77 2N 2
R 23wl =T Y @o-elP <IN Y el ©9)
i=1 i=1 j=t—1—k i=1  j=t—1—ly
Due to the clipping operation, we know ||g; ¢||*> < ¢®. Therefore, given n < 75—, we can bound R; by:
t—1 2
77 2 2 22 C
ERt§;ZI| > < < oot (D.10)

i=1  j—1—ky

We then give a more general bound for R; given the definition of the set of indices J.+ ¢ and J.— ¢ from

Eq.[D.7}
_T" 2 > gl

L Z 3 llgis — V&) + V&)

i=1j€Tcy t 1=1jE€ETc— ¢
27772 » _ _
<m’ > 02+TZ > Ellgy - V)P +2m” > V)P (D.11)
JE€ETc+,t i=1j€Jc— ¢t JETc— 1t
2r? < _ _
<t 3 A+ TES S EIVEGG) - VIt Y V)P
JET e+t i=1j€ETc— ¢ JE€ETc—t

Ay
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The first inequality uses the assumption that k; < 7 and Cauchy-Schwartz inequality. The second inequality
uses the condition that if ||V f(X;)|| > cfor j € Jet .+, then a tighter upper bound we can give for ||g;; || is to
simply to use the fact that ||g;;|| < c. However, when ||V f(X;)|| < ¢, we can give a more precise bound using
triangle inequality. The third inequality uses Lemmal[3]

We next give the bound for A; := E||V F;(x:;) — V£(X;)||? using the (Lo, L1)—smoothness assumption:
Ay < 3E[|VFi(xij) = V fi(xij) || + 3BV filxij) = Vfi(%)[]” + 3|V fil%;) = Vf(35)]I”

2 X - 2 .. _.2 (- X - 2 (Dlz)
<307 +3(Lo + L[V (%)) [1xi5 — X517 + 3IIV fi(%5) = V()|

Plug Eq.[D:12]back to Eq.[D-I1] we have:

2 n
ER, <7n> Y CQ+2TTWZ D B0 +3(Lo + L[V ()N [xis — %51* + 3V fi(%;) = V(%))

JE€ETc+ t i=1j€Tc—t
+2rp? > V)P
JE€ETc— ¢
<m® Y A6y Y (0P ) +6m7 Y (Lo+ VL)L) R +2m Y IV
JE€ETct,t JE€ETc— ¢ JE€ETc— ¢ JE€ETc—t
< Y E46m? Y (P + ) +6mn L R+ 207 Y |IVF(R))I,
JE€ETct,t JE€ETc— ¢ JE€ETc—t

(D.13)

In the last inequality, we use the definition that L := Lo +min(c, M)Liand 7, ; Lo + V(&)L <

Zjejc L. We also uses the fact that ER; < ER;,Vj € [t — 1 — k¢, t — 1]. With 17 < we have:

14L ’

1 9 1 B 5 5887’17 2 2
< [ — ; . .
ER, < 190027 E c +95L27 E IV fEHIF + o5 E (" +¢) (D.14)

JET e+t JE€ETe— t JE€ETc— t

O
When ¢ > O(o + ()

Lemma 13 (descent lemma for ||V f(X¢)|| > c). Under Assumption[l} 2} and[3} and ||V f(%:)|| > c with
stepsize n < we have:

53¢Vl o f(%e) = f(Xet1)
128 = n '

14(L0+L1M)-r

(D.15)

Proof. We start by using the smoothness of function f (Lemma@) and taking the conditional expectation:

Lo+ Li|[Vf ()|

5 E||Ax|]?. (D.16)

E[f (%e+1)] < f(%e) +(Vf(Xe), E[AX]) +

We first look at the second term. Using Lemmaand letting a = we have:

c
V&I

(Vi) E[Ax]) = =5 ZE V(%) git)
_ . n c _ 1 e i - ) .
-1y (5\|Vf(m)|\ b Bl — =Bl — clip, (7 (x0) | >

ne i} N <
< Ul - 5L S Bl
1=1

+ i% 2(302 +3(Lo + L[V f(xe)[1)[1xi.e = %e|[* + 3|V fi(xe) = V(%))

L L ¢
S*%va ZEngtH + (UO:’_C ) ( o+ ;!{vf(x )||)
el [V 30°  3¢*. | 3n(Lo + Li||Vf(%)]])?

1-22 - E||g;
2 ( c? 2 =)t 20 ZQnZ e t”
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el V&Il | 3n(Lo + L[|V f (%) [])? 17

< - - )

< - AL, L } Bl
Tnel| V(&) | 3n(Lo + L[V (%:)]])? 1 2 N\ 2

< — - — Ellg:

= 16 + 2a 196(Lo + MLy )2 € an Z el
el V&) | 3nellVf(xe) 17

< - - E E| g

= 16 39 Ly

<37 el Vf (%) E Ellgi||*-

- T84 20m

The first equality uses the update rule E[Ax] := —nEg;:. The second equality uses Lemma [l| with

a = m The first inequality uses the projection Lemma [3| and follows the same procedure

as in bounding Egq. [D:12] given Assumption [T} and [3] The second 1nequa11ty uses Assumption [2] and
the definition of the consensus distance B¢ := 1> |[[xi¢ — X¢||>. The third inequality uses the
assumption that &71;2%2 < &. The fourth inequality uses Lemma (Lo + L1||VF(Ze)|)*Re <
2 _ P .
min(y5s, 1907 >ied. . + o Yieq., HVf(Xj)HZ + 5 Zjejf (02 +¢?)). The smallest value in
—1
the second term will be %—T Z; 1k, HVf(xJ)H2 s =
require ||V f(%;)]|* < ¢, Vj € [t — 1 — ty,t — 1]. However, the gradient norm for the current time step ¢ is
larger than c, ||V f(X¢)|| > ¢, which makes the requirement of ||Vf(>’(])||2 < ZANVjEt—1— ket —1]

difficult. Therefore, we here bound (Lo + L1||V f(%:)||)*R

4c For this term to be smaller than -5, we would

— 196

Take the above equation back to Eq. and with n < W’ we have:

_ _ .\ 53nd|Vf(x Vf(%e) n°(Lo + L1||Vf(x -

sy < isg — I _ TIN5 gy, oy 2ot BITIID S
i=1

< f(x) - EASIEN TIN5 gy, 11— g9 s + 2 L°ZEII el
i=1
530l V £ (%0

53nc||V f (%)
128 ’

128
(D.17)

< fx) - = LS BllgidlP( — al VAL — o) < F(xe) -
i=1

The third inequality uses the assumption that ||V f(X¢)|| > c. The last inequality uses the condition that

ngmgivenTEL O
Lemma 14. (descent lemma for § < ||V f(Xt)|| < ¢) Under Assumption @ and condition § <
[|Vf(%e)|| < cwith stepsize n < 177 given L := Lo + min(c, M) L1, we have:
< S\ (s 2
TVl S50 = Sa) | 32 0.18)

Proof. The proof is very similar to the previous case, we again first look at the term (V f (%), E[Ax]):
= __n = V2 n S 2. " S ) NP
(Vf(x), E[Ax]) = ZE VI g0) = 5 lIVIEI = g 3 Ellel” + 57 > Ellge — VIRl

IIVf —fZTEHgmH

n

+ % D (80" 4 3(Lo + IV f(%e)1L1)?||xie = %el|* + 3]V fi (%) = V(&)%)

=1

IIVf

+

3no® + 3n¢? 377(Lo+HVf(it)HLl)2 S 2
5 + o Z [1xi,6 — X¢|
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2 2 _ 2
< - J|IV(x ——ZEHgZ 2 4 31730 +3<Lo+||VJ;<xt>||L1> ",
S_%va(it)||+3770 chf(if)H +377< chf(it)n + (L0+HVJ;(Xt)HL
_7nc|\Vf(5<t)||(173a2+3§2) 3(Lo + ||V f(%e)||L1)?

4 c2 2
el |V f(x:)|| Lo+ ||V f(&)||L1)?
S_7IC|32 e 5 Al —UZJEIIgMII

c,clip (V f(X¢)) = Vf(X¢), so then ||g;,. — clip,(V f(X¢))|| can be bounded using Lemma [3|and Eq.

The second equality uses Lemma [I| with @« = 1. In the first inequality, we consider if ||V f(X:)|| <
3]
2IViEoll > 1.

The fourth inequality uses the condition that if £ < ||V f(X¢)|| < ¢, —||Vf(X:)|| < —5 and

The fifth inequality uses the assumption that 3”1# < é. Take the above equation back in Eq. and given

the condition n < we can obtain:

14LT
f(ktJrl) < f(it) _ 7770||V3£(5<t)|| + (LO + va(xt)HLl _ 77 ZEH& (LO + LlHVf Xt H
< fi) - TEAVIGOI | 3o +IVSGOINE) (1~ Lo — |V £(%)]1L)
< f(%) - 7770||V3£(>_<t)|| 4 3o+ |\V2f(>_<t)||L1) R,
< iy TSI 9,
(D.19)
O

Lemma 15 (descent lemma for ||V f(X:)|| < $). UnderAssumption and the condition ||V f (X+)|| < §
with stepsize n < given L := Ly + min(c, M)Ll, we have:
1 i) — Ef(X 7 16nL 72(0” + ¢%)?
IV < RO Byt R ¢ 4 BT

1
14LT

(D.20)

Proof. In this case, we cannot prove it like in the previous cases. We start by defining an indicator function
it := 1{||[VFi(xit)|| > c}, which indicates that the stochastic gradient V F;(x;;) at time step ¢ is clipped.
We first show the bound for E[0; ¢] = Pr(d;,; = 1) as d;+ equals to 1 or 0.

E[5] = Prldi.e = 1] = Pr(|[VE(xio)|| > o] < Prl|[VEi(xir) = VIR > 7). (D2D)
We uses the condition that ||V f(X)|| < £ and triangle inequality. We then square both sides and obtain:

2

E[6:,¢] < Pr[||VEi(xi 1) — Vf(%e)]]?

7]

AE||V Fy(xi,6) = VI (Xe)[I
< >
4BE[|VFi(xi,t) = Vfi(xi)[|* 4 3]V fi(xi,6) — Vi) [|* + 3]V fi(%e) = VF(x0)|[*)
< 2
< 120° + 12||V fi(%:) — VS (xo)|? + 12(Lo + ||V f (%) [|L1)*||xi,e — %ol [?
- c2 c2

The second line uses Markov inequality. The third line uses Jensen inequality. The fourth line uses Assumption|[T]
and As we have n workers, we next bound the term + """ E[5; ¢].

*ZE[ézu (0" +C) | 120 + IV IGOIL)Fe D22

2
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We next bound the differences between ||V f(X;) — Eg; ¢||*. To approach the bound of ||V f(%:) — Egi ||,
we first find the expression for Eg; ;.

Egi+ = Edi VF;(%i,t) + E(1 = 8i¢)VFi(xi,4)

¢
[V Fi(xi,¢) |
C

’t(HVFi(xi,t)n ) (xi,e) + V fixi)

Therefore:

v — =N Egi/*= ||V ES; ¢ ;)w i) Vfi(xi0)
IV (x Z giel” = IV (%) + Z ( DDA Z fit

IN

2 C 2 — 2
DL (1 -~ [oRa) TR+ 200 3 V) - Tl

| /\

C 2
- P IE —_— Fi(x;e)|0ie =1
Z (o ||( ||vm-<xi,t>||)v (x0) 6 = 1]

+= Z 1V fi(oci.) = T fi(x0)][*

g{jlpr 8i = 1)001El[VFi(xi0)|> + 2(Lo + ||V (Ro)[|L1)° anf
< 2pr(se = DEIIVE Gl +2(Lo + [V f®)IIL1)Re
< fzpr )(66° + 6(Lo + ||V (%e)||L1)[1%e — il
+ 6\|Vfi(><t) — VI + 2V F &) + 2(Lo + [V (][ L1)° Re
ZPr (0 + ¢+ (Lo + [V f(%:)[| L1)* Ry)

+4Pr(0i = V||V f(%e)|]” +2(Lo + ||V f (%e)[|L1)* Re
The first inequality uses triangle inequality. The second inequality uses the rule that E||0.X|| = Pr(d =
DE[X|§ = 1],|[E[6X]||> = (Pr(d =1))*||E[X|6 = 1]||>. The third inequality uses the condition that
[IVF;(xi,)|] > ¢ when d; = 1, and Jensen inequality for conditional expectation. The fourth inequality uses
the fact that §; ¢ is either 1 or 0. We next approach each term individually.

144(0® + ¢*)? N 144L%Ry(0® + ¢?)

c? c?

—ZP (6i0 = 1)(0® +¢?)

IN

144(0? +¢*?  3L°Ry

<
< 2 + 1
12 & 3 144L°R
W ZPr(ém = 1)(L0 + CL1)2Rz S (Z + Tt)L2Rt
=1
3 144,
<

For both terms, we use the definition L := Lo + min(c, M)L1 and the condition Lo + ||V f(%¢)||L1 < L.
We also assume that M < 1 . For the second equation, we know that R; is bounded by the minimum
between Eq. [D-10] and Eq m We here choose to use the slightly larger bound from Eq. [D.I0| for R; to
continue the proof Now combining the results, we have:
144(0* +¢3)? | 7 | 144
V(%) — = Z Egi.||* < 144(o” + C°)°

12 — N2
F O PR (G + IVIEIE. D23)

c2

WZVf ), Elgiel) = %Hwo—cnnt%H%ZEgi,tnwafZVf

1 _ 7 72 72(0” + 1 1
S‘zHVf(Xt)HQ"'( +1796) 2Rt+(672C ZEgth

38




Published as a conference paper at ICLR 2024

n H2

We next approach the term E[| 2 >°" | g,

1,1 < s 1,1 <
—E||= = _E||= P
5 Hni:1 5 angl’t
1,1 &
ZZEHgmw %) ZHW )~ Egiall” + 511> Egil”
i=1

1
EZE”gi,t_vf( I*+ *H*ZEgth
i=1

s 1.1 s 1 & s 1.1
+§|lﬁzEgi’tH —ﬁZEHgi,t—EgitH +§Hﬁi:1

I /\

IN

1 (144(c® +¢3)? 7 144 , 48(0® + (%) + 48L° R, 2
+ (672‘*‘( + @)L Ry + 2 |V f(xe)]|
<1(302+3c2+3L2R)+1|\lZE el
n t 2 n = Bist
1 (3(c*+¢? 7 144 2
+ﬁ( 1 + (= —I—ﬁ)LRt—l—lQ(a + ¢ 4+ 12L°R;
16(02+C2) 37 144
<= 5/ ) ==
< " + (5 +196) R + ||
(D.24)

The first equality uses the fact that E% >, gt — Egi: = 0 and the variance of the sum of independent
variables equal to the sum of the variance of the variables. The first inequality uses Jensen inequality. The
second inequality uses the result from Eq.[D.22]and Eq.[D.23] The third inequality uses Jensen inequality and
the assumption ||V f(x:)|| < £

Therefore, using the smoothness assumption and taking the conditional expectation, we have:

_ - _ 415 72 +
Bf () < J(5%0) = DIV + 22 g, o T L O ”||—2Egmu
16n°L(c? 4+ ¢%)  3770n°L3
R = Eg;
+ n + o6 Rty H Z gull’ (D.25)
— n _ 2 415 3770 2
< 1
< J&) = IVFEI + (Ggg + o5 13)7E e
72n(0® 4+ ¢%)? | 16n°L 2
J 7200 £ ) 160 Lo+ )
c n
Rearrange the above equation and divide by 7, we have:
1 Xt) — 16nL 72(0% + (%)?
FIVFE)I® < J&) = fRenr) nf(xt“) + Tp2pg, 4 160k 77 (0 4¢3+ 2l ) Cjc ) (D.26)
O
Wrapping up
_ T2 L2
- When L*R; < 1907 Zjejc+,t + ﬁ Zjejcflyt IV f (x| + %(02 +¢?)
Now, we wrap up the above three cases together. Given Aj =

T (Zteyc+ e[V )]+ Zte% AT+ ey IVSROIP):

f(xo0) = f*
Az < 2877T - Z Rt+ Z —R,

nL, 2 .2 (U +¢*)?
TRl
f(x0) = f" L, 2 .2, 9c*+P)°
S s T t O T
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1 3 1 _ 1 _ 1 s
t7 56 | 007 Z CHVf(x])HJrg‘ Z CHVf(xJ)IHE_ Z [V f (&)l
t€J§+ JETe+ t JE\7§+¢ JGJ%_,t
F2 Y L ST Al = S A& S ISP
T 64 | 1907 7 957 ’ 957 ’
tEJgi JETet t J6]9+t ]EJ%—,t
1 3 5887n*L? 7 588777 L? o 9
+7 D DG SR D Y. @+
t€.7§+ JETe—t tEJc JE€ETc— t
fxo) = f*  mL, o, 2, 9c®+(?)?
< LA J £~ ZAT s 7
2877T e+ 4c2
2
Z 61 1900||Vf( ||+ Z o1 956||Vf H+ Z 64 95 V()|
te€T et tejc
13
+7 27]2L ( 2+C2)-
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In the last equality, each term at time step ¢ in the parentheses can maximum appear k. times and k; < 7 — 1.
As for the coefficient for each term, we can simply bound it with the largest coefficient from when ¢ € J¢ ;. and
te J . We can also verify this in an example later. Note the same terms appear both in the left-hand side
and the right-hand side of the equation, and the convergence behaviour between when ¢ € Je+ andt € Jgy is
similar, so we can rearrange it:

15% S dIVEEIII+ D VAP §M+@(Uz+<2)

tEJc+UJ%+ tEJg

We know that 2> > 2ex — €2 for any e,z > 0. Following [Koloskova et al| (2023), we can get
* 2 2,2 2 2
T Sreg, (EIVI(x)l| %) < A letting A 1= LI o bl o BUERE 4 L2 r%(0% 4 ()
o

without considering the coefficient, and € = v/ A, we have:

LS wsoll < VA < | Ll S0 0" ¢

T c
tEJ%, N

nL(e®+¢) |
n

+ L2n27-2(0-2 + CQ) .

Summing up the two cases together, we have:

+

1 & , fxo) = f(x) | [f(x0) = f(x*)  o*+ ¢
f;nw(xﬁ)us i T ;

(D.28)

nL(o? +¢?)
n

+ + L/ (0% +¢2).

2 c?
- When L°R; < 196

If instead L2 R; is bounded by %, vt € [T], then we would have a similar convergence rate as Eq. but
instead of the term Ln7+/(c2 + ¢?), we would have a term that is c.

flxo) = F(x") | [fx0) = f(x) | o+ \/m
fZHVf I < o T T +— - +c. (D29)
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Therefore, combining the above two cases from Eq.[D.28|and Eq.[D.29|together, we have:

T
J00) = S6) | [Fo0) = 10x) | 0P ¢
7 2 IvIG)l< A FA

(D.30)

| L) i (L e+ ) |

n

When ¢ < O(o + ()

In this part, we assume the clipping threshold is small ¢ < 120 4 12¢ and 200 + 20¢ < ||V f(X¢)||. Note, the
numerical value is chosen high here to make the proof simple and clean.

Lemma 16. (descent lemma for ¢ < © (J + ¢ ) ) Under Assumption I I I and the condition that
¢ <120 + 12¢, and 200 + 20¢ < HVf(xt)H we have:

¢ < f(x0) = f7
IVl < S (D.31)

Proof. We again start by using (Lo, L1 ) —smoothness:

1° (Lo + L[|V f (%4)]])

Ef(%es1) < f(%e) = 7 D B(VF(%e), gi) + ; Ellg |l
=1
n 2 = 2
< f(xe) — %ZE(Vf()_(Z)ygi,t> Lot ngvf(xt)”)c (D.32)

=1

30 (Lo + L1| |V £ (%4)])e
10

< F) = LY BV (%), ge) + Vi)l

The second inequality uses the fact that after clipping, the norm of the stochastic gradients is smaller than c. the
last inequality uses the assumption that ¢ < 2|V f(x)]|.

We then define an indicator function d.— := 1{||VF;(xi) — Vf(X¢)|| > 120 + 12||V fi(x¢) — Vf(xe)|| +
(Lo + cL1)||xi,: — X||}. We will derive the convergence rate based on d.— next.

-When . =0

If 6c— = 0, then ||V Fi(xi,) = V(%) < 120 +12[[V fi(Re) =V f (Xe)[ |+ (Lo + [V f (o) || L) [¢i,0 =X ||
This means that strong variance holds for some of the stochastic noises. Assuming o; := min | 1, m ,
we have: 7

n

_% Z(Vf(fct), git) = —% D (VF(&e), i VFi(xi) — sV (%) + 0V f (%))

i=1

< = ol VI D VS50, V) = VE )

<> @l Zaz IV L&V (&) = VF(x,.)]|
i=1

<

2> eI

+ % D aill V()| (120 + 12[|V fi(%e) = Vf(%e)l| + (Lo + ||V F &)1 L1)|Ixie — i)

<> |V
i=1
- (i Zaiw(im) (i D~ 120 4 120IVAR) = VTG + (B + IV ROIIE) i - m)

< —*Zazl\vf I+~ Zazllvf %4)[1(120 +12¢ + (Lo + ||V f(%¢)[| L1)n7e)
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< LV + LS el sl (FIv s+ lvseoll)

13 < _
=~ 1om >l VI
i=1

We use triangle inequality in the third line. and 12(c + ¢) < 2[|Vf(x:)|[,n < m in the
seventh inequality.

U c iy -
As @; := min (1, HVFT:(xl-,f,)H)’ we can bound - > 7" | a;:

1 < ] — ¢ c
— o > — > —
”; "; IVEi (i)l = 5 0, [IVFi (i)l
c

120 +12¢ 4+ n(Lo + ||V f (Xe) || L1) T + ||V f (%4) ] (D.33)

c
SV + 5 2V (x)]
_ A0

67[|V f (%)

The second inequality uses ||V fi(X:)|| < 12¢ + |[VFf(&)||, ||V fi(xi,)|l < (Lo + ||V (Xe)||L1)nTe +

[IV fi(%¢)||, and HVF,(XM)“ < 120 + ||V fi(xiz)||- The third line uses the condition n <
m, 0 + ¢ < 55|V f(Xt)]|. Therefore, we can now bound the inner product:

2

2

n

2 S VSR,i) < el VIR D34)

i=1

-When . =1
If 6.— = 1, then some stochastic noises can be larger than the assumed variance. Therefore, we cannot bound
the inner product as before. Instead, we can use Cauchy-Schwarts inequality to bound:

n n

S SR, Vi) < = VIR, 0T F )| < - DIVl Vs e < el 9G]

i=1 i=1
(D.35)
We next derive the probability Pr(||VFi(xi:) — Vf(Xe)|| > 120 + 12|V fi(Xe) — Vf(Xe)|] + 12(Lo +
IV F &L xie = e
Pr(|[VFi(xi) = VF&) > 120 + 12[|V fi(%e) = V(%) + 12(Lo + L[|V f (%) [D]x0,6 — %e]])

< E[|VFi(xi,)) = V(x|

T 120 + 12|V fi(%e) = V(R[] 4+ 12(Lo + [[Vf (%e)[[ L) %0 — X

<1

- 12

(D.36)

Therefore, combining the two cases, we have:

—% > il VI (), VE(xi)) < —Pr(dc— = 0)% > GE[(V(Re), VFi(xi,0)|0c— = 0]

i=1

—Pr(6._ = 1)% i @E[(Vf (%), VFi(Vxio))|dem = 1] (DP3D

1 1
B T 1)V < —g7ellVFI]-

3n° (Lo + L1 ||V f(x)]])

Ef(Rea1) < J(%e) = TS E(VF(%e), VEi(%) + o |V f ()|
i=1 (D.38)
_ nc _
< fx) = FIVIEI

42



Published as a conference paper at ICLR 2024

Rearrange the above equation, we have:
c _ X)) — f(X
i) < LB Een), (D.39)

O

Wrap up If there is at least one iteration such that the gradient norm is small ||V f(X:)|| < O(c + (), then it
simply holds that:
min B||Vf(x:)|| < O(o + ().

te[1,T]
Otherwise, we can use Eq.[D-38]to bound the gradient norm, combining the above two cases and averaging over
T iterations, we have:

: i, f(x0) = f(x7)
tg[lf%“]]E”vf(Xt)HSO(T +U+C> . (D.40)

When ¢ > O(O' + Cmax)
When we look at Theoremmand let ¢ — oo, compared to the convergence rate from Koloskova et al.| (2020), the

only terms that are different from the unclipped federated optimization convergence are: O(720%) and O(4/ %)

These two terms appear in the case discussion of when ||V f(X:)|| < §. Therefore, we mainly show the proof in
the case ||V f(X¢)|| < § to illustrate that we can recover FedAvg.

For the remaining of the proof, it is important to note that when ||V f(X:)|| < § and ¢ > 32 - 12(0 + (max)-
we have: c

VA& < NIV i(xe) = VI +H VXIS Gmax + 5 <€
We first give an updated difference lemma that recovers 7o

Lemma 17. Forn < and ¢ > O(0 + Cmax), it holds:

1
14(Lo+min(c,M)L1)T

109772 o TNt 2 288n(0% +CH? 436nit o, 21807 ,

ER, < — ;

R, < —oo | > *+—35 Z [V f(&)]*+ = +—50 %
JETeq 1V T gy JETg

Proof.

n n n
EDSI D DI FIEED DI DEFFES LR SIS D[

i=1 jGJg_,t =1 jGJg_t =1 jej%—f
1 — (DAL
2 2
< ¥ Zugu Egosl*+- > Il Y. Eeyl
jej%—,t i=1 ]‘EJ&,J
Ao pe

The first equality uses mean variance separation. The second inequality uses the fact that the variance of the sum
of the independent variables equal to the sum of the variance. We next bound 4> and A3 separately.

Z \lgi; — Vfi(%;) + Vfi(%;) — Egi;|*

szngj—sz P+ = ZHVL — Egij||”
< ﬁZHVFi(xi] - VHEE)IP+ = ZHsz — Egi;l*
<40% + 4(Lo + [|[VF(&)|IL1)* Ry + = ZPF DIIVE;(xij)|I* + 4(Lo + IV £(%5)[|L1)* R;
288(0% + ¢?)? 19 72\ 1,96 e
< 4ol 4 22 TS ) i R )
(D.42)

The first inequality uses the triangle inequality. The second inequality uses the projection Lemma[3] The third
inequality following the same procedure as in Eq.[D.12] The last inequality uses the result from Eq.[D.22] the
deﬁnmon of L := Lo + min(c, M)L1 and the condition Lo + ||V f(X;)||L1 < L.

ZH > Egijl|* = ZH > Egij — V(X)) + V()

]ejg, Jejg,t
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2 2 _ _ _
SEZH > Egij_vfi(xj)HQ‘i‘EZH > V) - VR + VEE)IP
jEJ%,Yt jEJ%,yt
2 _ _
SEZ” > 65 VEi(xij) + Vii(xij) = VAP +2r2¢C +2r Y [V
JE€EITc _ JE€ETc _
2 2
4 _ _
SEZHPT(%:UII Z VF;(xi5)||* + 47 Z (Lo + IV £ (&)|IL1)? Ry + 27°¢% + 27 Z IV £ (=)
noj j€~7§,7t jEJg,t jEJg,t
a1 (12(c% + ¢2 12(Lo + ||V f(%;)||L1)*R
_;( ( = C)+ (Lo + ];( L) R ) Z Z IV E; (%)) | 4 47(Lo + ||V f(%;)||L1)? Z R;
i ]6.75, JEJg,,t
+27r%¢% 27 Z IV £(x)II?
.7‘6;72,t
48(0% 4 ¢? 8(L \Y L1)?R;
s( (0" +¢)  28(Lo + IV p)IIL) 7) SO VARG + Ao+ VAL S R,
¢ ¢ % JEJc,t JEcht
vor o N (V)P
jEJ%_J[
288(0? + ¢*)*r 29117 145 _ 2
< . - .
< = + 98 Z R’+(196+2T),Z [V (&)l
36.7%_,,/ ]GJ%_J
+4rL® > Rj+2r7°¢°
JETc _
2
2887(0? +¢*)* 291 _
< BT HCT L2 S Rt (g2 Y INIR)IP At Y Ry
JEJg,t JEJQ,t ]Ejg,t

The first inequality uses triangle inequality. The second inequality uses Cauchy-Schwartz inequality. The third
inequality uses trlangle 1nequahty The fourth inequality uses the result from Eq.[D:22] The fifth inequality
uses the fact that a” < - when a < 1. The sixth inequality uses the definition L := Lo + min(c, M)L; and
Lo + ||V f(x5)||L1 < L'since J € Jg— i Combining the above two equations, we have:

2 n 2 2 2\2 2712

n 288n“T(c” + ¢ 10750 L 14577 _

L I D -~ D NP SR\ ENTl
i=1 jEJ%,)t jGJg jGJg,f

+

288n%r(0? +¢?)?  291n° L3 53703t _
o +C) S R SV
c 98 196
jEJ%?Yt ]ngfm
—1—47727'L2 Z Rj+21727'2C2
.7€J%,J

576n%71 (0% + ¢3)?  1758n*7L> 682n°T _
< STOrr(on £ )7 | ITSHTL 5~ BT S g2

2
c 98 s 196 g
+ 47727'02 + 2n272§2 .
(D.43)
2 o B76n*T(0® + () 1758n°T L2
R Y .
]6.7(‘,4,,1,U.7%+~t JEJ?, K
682n> (D.44)
g O V)P +anPro® £ anPeict.

jEJ%,yt
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Therefore, given n < 7 4L , we have:
10977> o TTnT 2 288n(0? +C¢H? 4360t o, 218077 4
ER; < ; .
RS =g~ 2 e DL IVIG)IF+ & T o0 Tt g ¢
JGJC+,tUJ%+,t JEJ%,J
(D.45)
O

We next bound the term E||2 >°" | g; +||* given L := Lo + min(c, M) L.

11
SElI- - Eufzgm— f||f§ng”|| o QZEHgn Egul® + fu—
=1
1 2 1 _ 5 1,1 2
<3 Z]E”gi,t = VAR + 5 Z IVfi(xe) — Egiell” + 511 ZEgi,tH
i=1 i=1 i=1
1 n B 1 n B n
<3 > E||VFi(xie) = Vi)l + el > E|Vfi(%e) - *II* D> E
i=1 i=1 i=1
20%  2I? 1 <
§7+TR¢+;;H(5 DE||VF(xi4)|? +7H72Egmll
2 217
< i + R+ fo ZEgth
L1 144(0? + ¢?)? N (7 N g)szR N 48(0® + (%) + 48L° R, 1V F )2
n c? 196 t c? ‘
202 611L2 144(a® + ¢*)? 24
< — R Z11=
ST T et 2 125”Vf( H
(D.46)
Therefore, replacing the result of E||g; ¢||? from Eq.|D.25| with the above updated result and replacing the
difference lemma with the updated difference lemma in Eq.|D.27] with carefully tuned stepsize, we obtain:

min B[V (% >|<0<f(xf;)cT_ Ey

Loz
L[k
n
2, 2
—|—min(Ln\/T02—|—7'2C2,c)—|—min (U—I—C,O +¢ >>
c

When ¢ — oo, the above result recover the convergence rate provided in[Koloskova et al.| (2020).

D.3 EXTENSION TO DIFFERENTIALLY PRIVATE LOCAL SGD

2
In this section, we add random noise z;; ~ N (0, %I) where d is the dimension of the parameter on the
clipped gradients. Therefore, the conditional expectation becomes:

F(&eg1) < f(xe) — ZE Vf(xe) gzt>—*ZE Vf(Xt),zi)

n*(Lo + L[V £ (%))
2n

2
E||zi.q|

(Lo + Ll VS o)l gy 1 .
: EHEZgi,tH +

n 2 % n 2 %
< f0) — DY BV (). o) + T LIV >”>Engzgi,tu2+”<L°+L1“W< WD,

2 2n

+

2 2n
(D.47)

The second inequality uses the fact that E[z;;] = 0. The third inequality uses the fact that Var[z; ;] = o3p. The
rest of the proof is the same as before.

< (x) = DY TE(VI(%e), 1) +
i=1

i=1
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D.4 ACCURACY PERSPECTIVE

In this section, we discuss how to choose 7 and ¢ to reach e-accuracy for Algorithm [I]
(mingep, 7 E[||Vf(X¢)||] < €). According to Theoreml we obtain the following convergence result:

min FO 02+C2
min B|[Vf(x >|<0< R

+ nL min (T\/O’2+C2,C) + min (J+C, 02—£C2) > .

Since the last three terms do not depend on 7, we have to pick 77 and ¢ such that each individual term is less than
e. Itis clear from the last term that we can pick c to be:

c:@(grz;’@) . (D.48)

Let A := min(7+/02 + (2, %) Together with the constraint 7 < O(--), we obtain the choice for 7 as

follows: | 3 ] .
ngmm{e(w),@(m),@(d)}. (D.49)

Finally, we can compute the required iteration 71" by plugging in the respective choices of  and ¢ and letting the
first and the second terms be less than 2.

D.5 PRIVACY-UTILITY DISCUSSION

D.5.1 LoCAL DP GUARANTEE

When the mini-batch size is one on each client, per-sample clipping with the DP-noise can limit the contribution
of each individual data point on the client model update, and achieve a certain level of differential privacy. Here,
the neighborhood dataset is defined such that two datasets only differ by one data point.

To proceed with the analysis, we assume the mini-batch size on each client is one and denote the minimum size
among all clients by N, i.e., Vi € [N], we have:

£.(x) ;fi Fiy(x), N i=min{Ni}, (D.50)

E;[||VFi;(x) = V fi(x ZIIVF” ~ Vi) <o’ (D.51)

To achieve the formal local DP guarantee, the variance of3p should satisfy the following condition. (Note the DP
2
noise is set to z; ~ N(0, Z2T) for all i € [n].)

Theorem VI (Theorem I |Abadi et al| (2016)). For any epp < O(Z%), 0 < § < 1, 7 € N*, R € NT,

2
Algorithm with updating rule y; < yi — 1(g: + z:) with z; ~ N'(0, “221) for all i € [n] for T :== R- T
steps with R communication rounds, T local steps, achieves (epp, §)-local differential privacy for any client
i € [n] if we choose

Nepp

O <1g<1/5>T> , D52)

where opp = ‘7—\;’5.

Proof. Letq := % According to the analysis from |Abadi et al.{(2016), suppose y; ; satisfies (&', d")-DP for
any t =0,...,7R — 1 and any i € [n], then the total privacy guarantee after R rounds is (O(qv/'7Re’), O(8")).
It follows from the Gaussian mechanism (and let epp = ¢v/TRe’, § = §’) that, each &pp should satisty

Agy/log(1/0)TR
opp = 2 <qog(/)7> . (D.53)
€pp
where A is £2-sensitivity of the algorithm output at each iteration, which can be bounded by 2c since ||clip,, (x) —
clip,(y)|| < 2c¢ for any x,y € R?. (Note for each client, the minibatch size is assumed to be 1.) O
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D.5.2 OPTIMAL PRIVACY-UTILITY TRADE-OFF AND CHOICES FOR HYPER-PARAMETERS

In this section, we provide the choices of hyper-parameters including 7 and c to achieve the optimal privacy
utility trade-off and the optimal iteration complexity.

Let K := 0% + ¢? and take the square for both sides in Eq.[3] we have:

2 2
mtinIEHVf(ict)HQ <0 (nFio + By % + L?n* min(72K, ¢*) + min ((a +¢)%, r ) +

772L2U ép 77L o2
2272 T

+ —opp
n2c?

According to Theorem in order to achieve (epp, 0)-local DP for each client, the noise scale should satisfy

otp > Q(ATv) where v = M;gzi(;/:). Plugging the bound for opp into the previous display, and minimize

_ VFon _ B VFon
the first and the last two terms w.r.t ¢ and 7, we have 1" = @(nc m) = @(nc) where B : N Let

A= %, we can then rewrite the above rate as:

LK

2
IrltinIE||Vf(5<t)||2 <O (Ac+ =% L*n” min(r°K, ¢*) + min ((a +¢)?, r ) + A2> . (D.54)

Case 1: When A? is larger than K such that O(Ac + A?) dominates the error, we can set ¢ as large as A and
pick the stepsize as large as 7 = © (ﬁ)to reduce the number of iterations 7. We then obtain the privacy-utility

trade-off as:
min E||V f(%,)|]> < O (FOLU) , T=0 (Ti M) ) (D.55)
t n NG

Case 2: Suppose KC? is much larger than A such that min ((a +¢)?, o ) dominates the error. As O ((o + ()?)

is fixed, we can instead reduce the term O ( ) by letting c = © ( 51;3

) such that the rate from Eq.|D.54|can

be reduced to:

4/3
mtinIEHVf()’(t)H2 <O <7]LIC + L*n° min(r°K, K

A2/3 ) + ICQ/gAQ/S) .

We can then pick 7 as large as n = © (%) to reduce the number of iterations 7" so that: O (%) <

o (m) <O (K2/3A2/3) and O(L*n*m?K) < O (A2/3IC1/3) < O(K?/3A%/3). We then obtain

™

the privacy-utility trade-off as:

2 2/3 FOLU o T(LICFO)I/STLQ/?)
min E[V/(%)[* < 0 [ £ (/=27 : T:@(T) . (D.56)

D.5.3 IMPLICATION

Case 1: Let us begin by examining Case 1 characterized by a relatively low privacy budget, with o and ¢ being
relatively small. Plugging v = dlog(1/9) jngo , we obtain the optimal privacy-utility trade-off as well as the
P

NZES
best iteration complexity as follows:
. _ dlog(1/4) TnN?ed
2 < 2o\ T — LT °bP )
mtlnIE[HVf(xt)H <O Nz, | T=06 dlog(1/3) | ° (D.57)
by choosing
dlog(1/6) 1
— o\ =0(—). D.
¢ 6( \/ﬁNEDp > 7 e(TL) ( 58)

Due to the weaker notion of neighboring dataset compared with per-update clipping, the optimal utility is N2
times better than O(dl%(;/é)) obtained in Section@ Further, the best iteration complexity is achieved by
DP

letting 7 = 1 which is the same as per-update clipping. Again, under the current analysis, we cannot prove
effectiveness for doing multiple local steps when the privacy budget € and ¢ are relatively small.
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Case 2: Let us now consider Case 2 where we have large stochastic noise and heterogeneity. Plugging in the

value v = M;%i%@,we then have:
1
. _ 2 (dlog(1/6)\ 3 T nN2ed
E > < o (0?1 i (LBUDN g br
min B[V £ (%) _o<<a +ON(SR) ) T=ol | de
by choosing:

ol (it ). e ()

In this case, the higher stochastic noise ¢ and data heterogeneity ¢* can worse the optimal utility. We

need to pick a slightly large clipping threshold and small stepsize seeing that ¢ = © ((02 + ¢ 2)2/ 3> and

n=0 (m) . Again, a larger number of local steps 7 can increase the number of iterations 7" to reach
such utility. The optimal clipping threshold and stepsize in this case is a complicated interplay between o2, (2,

problem dimension d, number of data point NV, and the privacy cost (epp, 9).

D.5.4 CONNECTION TO CENTRALIZED DP-SGD

Following the same discussion as presented in[C.6.4} per-sample clipping (Algorithm [I|with DP noise) can also
be treated as a centralized algorithm when 7 = 1 from a pure algorithmic point of view.

Again, let { = 0, 7 = 1, and mini-batch size on each client to be one. It is clear that, Algorithmwith DP noise
is exactly equivalent to DP-SGD (where n can be interpreted as the mini-batch used in|Koloskova et al.| (2023)):

1 n
xip1 = xi = 3 [clip, (VEi(x:)) + 2] - (D.59)
i=1

Suppose the size of the whole dataset is Ni1. Then the target optimization problem becomes:

Niotal

F6) = > ().

Essentially, the analysis in section[D.5.2]recovers this special case. To guarantee the global DP guarantee, we
can use the noise bound derived in (C.94):

> dnc®log(1/8)T

obp (D.60)
NowEie

otal “DP
o is relatively small, then we obtain the fotltlowing optimal privacy-utility trade-off and required number of

iterations:

From the formula of o@p, we obtain v = %(12/6). Following the same discussion as in Section , suppose

. dlog(1/4) NZacbp
E DI <Ol =55~ T =06k ). D.61
iy BV TGl < ( Neuchs )’ (asi/s)) (6D
by choosing
dlog(1/6) 1
=0 ——1, =0(+). D.62
¢ ( Niotai€pp " (L) ( )

Many researches |Wang et al.|(2018); Kifer et al.|(2012)) have shown that the optimal utility bound for DP-SGD
under bounded stochastic gradient assumption is O (7‘011%(1/5)) . We here obtain a slightly worse (higher

Niow €pp

order) utility bound due to the use of the more practical bounded variance assumption, but still keeps the same
ratio between the privacy cost (pp, 0), the problem dimension and the dataset size. The underlying reason is

272 _4
due to the higher order term % that appears when the gradient norm ||V f(x.)|| is large.

48



Published as a conference paper at ICLR 2024

E CONNECTION BETWEEN ALGORITHM 1 AND ALGORITHM 2

Similarity in the special case: When 7 = 1, the two algorithms are exactly the same given
Cper_update

n = mng and Cpersample = =2 This is because, by definition, ngclipcmupme (mVFi(y:)) =

m
Cper-update Cper-sample

ng min(1, - EREESTImV Fi(y:) = mng min(1, 1gm 55 VEi(yi) = nelip, - (VFi(y:)). Theo-
rem [[and[M]can be simplified and give the same convergence guarantee in this case, that is:

Theorem o ( 5% + ngCT + \/@Jr nLmin(\/o? + ¢2,¢) + min(o + ¢, ‘mgff, -;i”)

£ L +
Theorem O ( B B+ /2 (0 + ¢) + mL¢ + min(o + ¢, "’CE: “pdie>)>
Except for the fourth term that is caused by different distance lemma, we obtain the same convergence guarantee.
Therefore, in this special case, we can adjust Cper_sample to allow per-sample clipping converges to any accuracy,
which is essentially equivalent to the strategy of adjusting the inner stepsize in per-update clipping to reach any
accuracy.

Dissimilarity under arbitrary clipping threshold We here provide an example where per-sample only con-
verges to the neighborhood of the stationary point given arbitrary clipping threshold assuming 7 = 1.

1, p=1/3
Letx =<1, p = 1/3, we here assume z is a random vector as the gradient is stochastic:
-2, p=1/3

* For per-update clipping, for any cper updae > 0, we can always pick 7 < w such that
IE[,r]gCl1pCpcr7upda\lc (nlx)] =0.

* For per-sample clipping, suppose cper_sample = 1. Then for any n > 0, it holds that ]E[nclipcper e (z)] =
7>0.
Per-sample clipping recovers the result from Koloskova et al.[(2023) when 7 = 1 and { = 0

Let us consider the special case where 7 = 1, and f; = f for any ¢ € [n]. Each client performs clipped
stochastic gradient descent with a minibatch size of 1. Then the resulting algorithm is equivalent to the
centralized mini-batch SGD with a mini-batch size of n. Note in this case, Theorem I can be simplified as:

(@) < 5% + nCT + "L" + Lymin(o, ¢) + min(o, < )) where L := Lo + cL1.

Since n < the last two terms become min(o, ¢) + min(o, ﬁ) By simply discussing the relation between

1
TirL>
o and c, it holds that ©(min(c, ¢) + min(o, —2)) = ©(min(o, —2)) Therefore, the resulting rate covers the
clipped mini-batch SGD rate as presented in|Koloskova et al.| (2023).

F COMPARISON AGAINST EXISTING WORKS

F.1 PER-SAMPLE CLIPPING

Our result covers the convergence rate of the centralized clipped mini-batch SGD (single worker, n = 1)
from Koloskova et al.|(2023) when we assume ¢ = 0 and communicates at every iteration (7 = 1), except for
the fourth term in Theorem [} which only mildly influences the convergence (Koloskova et all 2020). Compared
to CELGC (Liu et al.l [2022), we present the convergence rate given any arbitrary clipping threshold ¢ with
heterogeneous workers ((* > 0). Compared to |Yang et al.| (2022), we provide a more explicit influence of
stochastic noise and data heterogeneity on the convergence rate.

F.2 PER-UPDATE CLIPPING

Zhang et al| (2022)) studied the same algorithm under uniformly bounded gradient dissimilarity (see Table
[I). Note that Corollary 3.2.1 from [Zhang et al| (2022) exactly recovers the standard FedAvg result under the
assumption that ¢ > 7;7G. However, assuming the norm of the update ||m; >, _, VFi(x)|| < mi7G is always
smaller than c is strong and can hardly hold in practice.|Yang et al.|(2022)) relaxed the assumptions by introducing
the bounded S moment (Zhang et al., 2020c). While ||V F;(x)|| is allowed to follow heavy-tailed distribution,
this assumption implies ||V f(x)|| < G for any x € R? which excludes some interesting functions. Moreover,
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the effect caused by the stochastic noise and heterogeneity are hidden in the G parameter. Comparably, we use
tighter Assumptions|[T} 2]and our result is tight and interpretable.

G EXPERIMENTAL SETUP AND DETAILS

We illustrate the performance using multinomial logistic regression (Greene} 2003) on the MNIST dataset (LeCun:
& Cortes|, 2010). We use ten workers with full participation. We randomly subsample 1024 images into each
worker to use full-batch gradients (¢ = 0). We vary the number of classes in each worker to simulate different
levels of data heterogeneity following Hsu et al.[(2019). The data heterogeneity is highest when each worker
only has images from a single class. We tune the stepsize for all the experiments to reach the desired target
accuracy € := ||V f(x¢)|| with the fewest rounds. See Appendix ] for a more complicated NN experiment on
CIFARI10 dataset.

We implement all the models with PyTorch 1.7.1 and Python 3.7.9. We prepare the MNIST training dataset
by simply randomly subsampling 1024 images per digit. For per-update clipping, we experiment with using
stepsize from {0.00625,0.0125, 0.025,0.05,0.1,0.2}. For per-sample clipping, we experiment with using
stepsize from {0.1,0.2,0.4,0.8}. We choose the stepsize such that we can reach a specified norm of the
gradient € := ||V f(x¢)]|| with fewest communication rounds. For implementing the clipped FedAvg, the main
components are two functions where we apply per-sample and per-update clipping.

def per_sample_clipping(local_model, clipping_threshold) :
"""ArgS:
local_model: the local model $\yy_ {i,k}$
clipping_threshold: constant, c
if clipping_threshold > 0:
grad_group = torch.cat ([p.grad.data.detach() .clone() .view(-1)
for _, p in local_model.named_parameters ()
if p.requires_grad and p.grad is not None],
dim=0)
grad_norm = torch.norm(grad_group)
coef = min(l, clipping_threshold / grad_norm.item())
if coef < 1:
for name, p in local_model.named_parameters() :
if p.requires_grad:
p.grad.data *= coef
else:
coef = 1.0
return local_model, coef

def per_update_clipping(prev_s, current_1, clipping_threshold) :
H""ArgS:

prev_s: the server model from the previous round

current_1: the current updated local model

clipping_threshold: constant, c

nwn

[diff[k] .detach() .clone () .view(-1) for k in

diff = {}
for k in current_l.keys():

diff[k] = current_1[k].data - prev_s[k].data
diff_reshape = torch.cat ( )

diff.keys ()], dim=0)
diff_norm = torch.norm(diff_reshape)

coef = min(l, clipping_threshold / diff_norm.item())
for k in current_1l.keys() :

diff[k] = coef
return diff, coef

H MNIST EXPERIMENT

We here show the server accuracy evaluated on the MNIST test dataset (10,000 images) for per-sample and
per-update clipping. Note, the test accuracy can be improved further with a bigger and/or deeper neural network.
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(a) Per-sample clipping (b) Per-update clipping
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Figure H.1: Server test accuracy (local step 7 = 7, the number of class per client is 1) using (a) per-sample
clipping and (b) per-update clipping.

I CIFARI10 EXPERIMENT USING PER-UPDATE CLIPPING

We conduct an experiment considering stochastic noise, local steps, data heterogeneity, non-convex neural
networks, different clipping threshold, and more complicated datasets. We use a simple deep neural network with
two convolution layers (32 and 64 channels) and two fully connected layers (hidden dimension 512) on CIFAR10
for classification. We split the CIFAR10 training data into 10 clients following Dirichlet distribution |[Kairouz
et al.| (2019) with concentration parameter 0.1 (0.1 usually means that the client heterogeneity is high). We
use 7 = 10 local steps, batch size of 1024, tune the stepsize from {0.05, 0.1, 0.2}. We here mainly performed
per-update clipping experiment as we would like to highlight the non-clipping-bias behaviour. We clearly show
that when the clipping threshold is small, we can still converge to a similar level as without clipping but at the
cost of more communication rounds.

Loss Accuracy
0.7
0.6
0.5
0.4
— ¢ =0.10
0.3 — ¢ =0.50
— ¢ =1.00
0.2
c=2.00
0.1 —_— C > + ®
T T T T T T T T T T T T
0 200 400 600 800 1000 0 200 400 600 800 1000
Communication rounds Communication rounds

Figure I.1: Test classification loss and accuracy on the CIFAR10 dataset with per-update clipping. When the
clipping threshold is small, e.g., c=0.1, we can still obtain similar performance as vanilla FedAvg (¢ — o0)
at the cost of more communication rounds. We can improve the classification accuracy by e.g., using more
advanced deep neural networks.
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