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Abstract

Collaborative learning algorithms, such as dis-
tributed SGD (or D-SGD), are prone to faulty
machines that may deviate from their prescribed
algorithm because of software or hardware bugs,
poisoned data or malicious behaviors. While
many solutions have been proposed to enhance
the robustness of D-SGD to such machines, pre-
vious works either resort to strong assumptions
(trusted server, homogeneous data, specific noise
model) or impose a gradient computational cost
that is several orders of magnitude higher than
that of D-SGD. We present MONNA, a new al-
gorithm that (a) is provably robust under stan-
dard assumptions and (b) has a gradient com-
putation overhead that is linear in the fraction
of faulty machines, which is conjectured to be
tight. Essentially, MONNA uses Polyak’s mo-
mentum of local gradients for local updates and
nearest-neighbor averaging (NNA) for global mix-
ing, respectively. While MONNA is rather simple
to implement, its analysis has been more chal-
lenging and relies on two key elements that may
be of independent interest. Specifically, we in-
troduce the mixing criterion of («, \)-reduction
to analyze the non-linear mixing of non-faulty
machines, and present a way to control the ten-
sion between the momentum and the model
drifts. We validate our theory by experiments
on image classification and make our code avail-
ableathttps://github.com/LPD-EPFL/
robust-collaborative-learning.

1. Introduction

Collaborative learning allows multiple machines (or nodes),
each with a local dataset, to learn local models that offer

“Tournesol, *Calicarpa,
Sadegh Farhadkhani

'EPFL, Lausanne, Switzerland.
Switzerland. Correspondence to:
<sadegh.farhadkhani @epfl.ch>.

Proceedings of the 40" International Conference on Machine
Learning, Honolulu, Hawaii, USA. PMLR 202, 2023. Copyright
2023 by the author(s).

a high accuracy on the union of their local datasets (Boyd
et al., 2011). This paradigm facilitates the training of com-
plex models over a large volume of data, while address-
ing concerns on data locality and ownership. The gen-
eral task of collaborative learning can be formulated as
follows. Consider a parameter space R?, a data space X
and a loss function q : R? x X — R. Given a parameter
6 € R?, a data point z € X incurs a loss of value ¢(6, ).
The system comprises n nodes. Each node ¢ samples data
from distribution D;, and thus has a local loss function
QW (0) :== Epp, [q(0, x)]. The goal for each node i is to
compute 0, minimizing the global average loss, i.e.,

o) ¢ arg min 1 Z QY (9). 1)
gcrd T =

Collaborative learning with D-SGD. The most stan-
dard way of solving the optimization problem (1) is
through the use of the celebrated distributed SGD (D-SGD)
method (Tang et al., 2018; Koloskova et al., 2020). Each
node maintains a local parameter, approximating a solution
of the optimization problem (1), which is updated iteratively
in two phases. In the first phase, also called the local phase,
each node updates its current parameter partially using a
stochastic estimate of its local loss function’s gradient. In
the second phase, also called the coordination phase, the
nodes exchange their partially updated parameters with each
other over a network, and then each node replaces its cur-
rent parameter by the average of all the partially updated
parameters. While the former is essential for reducing the
local loss functions, the latter yields reduction in the global
average loss function. Alternately, as is the case in feder-
ated learning (Kairouz et al., 2021), the nodes may rely
on a trusted coordinator (called the server) to execute the
coordination phase involving the averaging operation.

Robustness issue. D-SGD is not very robust: a handful
of faulty nodes, deviating from their prescribed algorithm,
may prevent the remaining non-faulty (or correct) nodes
from computing a valid solution (Su & Vaidya, 2016). Such
behavior may result from software and hardware bugs, poi-
soned data, or malicious adversaries controlling part of the
network. We consider a setting where at most f (out of n)
nodes in the system are faulty and assume that these can
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Table 1. Comparison of MONNA with other prominent schemes for robust collaborative learning including BRIDGE (Fang et al.,
2022), BTARD (Gorbunov et al., 2022), SCC (He et al., 2022), and LEARN (El Mhamdi et al., 2021a). S - Stochastic gradients, H -
Heterogeneous (a.k.a., non-iid) datasets, A - Asynchronous communication, and f/n - tolerable fraction of faulty nodes.

Method Loss Function S H A Communication f/n Gradient Complexity
BRIDGE || Locally strongly convex x X X Sparse < % x (*)
BTARD Non-convex v o x X Pairwise < % @ (ﬁ) (=)
SCC Non-convex v X Sparse < 10540 @) (% + %) E%)
LEARN Non-convex v v Pairwise <ior<i O (%)
& o(G+4)d
MONNA Non-convex v v Y Pairwise
5 ne?
Gradient complexity for non-convex losses with a trusted server (Karimireddy et al., 2022): @) (% + %) 6%)

() As of yet, no finite time convergence rate is known for BRIDGE.

(**) The leading term in the convergence rate of BTARD (Gorbunov et al., 2022) is identical to that of D-SGD without faults and does not
introduce any overhead. The reason is that it considers a weaker adversarial model with public datasets, where each node can access the
entire training data and validate the computations done by other nodes, and thereby check any faults.

behave arbitrarily' (either by accident or intent). In this
case, the original optimization problem (1) is rendered vac-
uous. A more reasonable goal is to minimize the average
loss function for the correct nodes (Gupta & Vaidya, 2020).
However, there is a fundamental limit on achieving this goal,
because faulty nodes may behave as correct nodes with out-
lying local data distributions (Liu et al., 2021; Karimireddy
et al., 2022). Thus, the ultimate goal of robustness reduces
to designing an algorithm that enables all correct nodes to
compute a tight approximation of a minimum of the average
correct loss (EI Mhamdi et al., 2021a; He et al., 2022).

1.1. Prior Work

The problem of robustness in collaborative learning has
received significant attention in recent years (Yang et al.,
2020; Liu, 2021; Bouhata & Moumen, 2022). Most pre-
vious works focused on server-based coordination (i.e.,
the nodes have access to a server that is assumed fault-
free) (E1 Mhamdi et al., 2018; Damaskinos et al., 2018;
Chen et al., 2017; Yin et al., 2018; Karimireddy et al., 2021;
2022; Farhadkhani et al., 2022). This server constitutes a
single point of failure, which greatly compromises the se-
curity of the learning procedure. It is therefore appealing
to consider a scenario in which the nodes collaborate by
communicating directly, without relying on a central server.

The absence of a central authority, combined with asyn-
chronous communication (Cachin et al., 2011) and faulty

'In distributed computing, such faulty nodes are also commonly
referred to as Byzantine (Lamport et al., 1982).

nodes, lead to a non-trivial drift between the local parame-
ters maintained by the correct nodes. Controlling this drift is
key to learning an accurate model by the correct nodes, and
constitutes a major challenge. Prior attempts to address this
issue, including (Fang et al., 2022; Yang & Bajwa, 2019;
El Mhamdi et al., 2021a; Guo et al., 2021; He et al., 2022;
Gorbunov et al., 2022), rely on strong assumptions such
as homogeneous data (Fang et al., 2022; Yang & Bajwa,
2019; Guo et al., 2021; Gorbunov et al., 2022), strong con-
vexity (Gupta et al., 2021; Yang & Bajwa, 2019), a precise
gradient noise modeling, and an extremely small fraction
of faulty nodes as in the parallel work of He et al. (2022);
or impose orders of magnitude larger gradient overhead
compared to D-SGD (El Mhamdi et al., 2021a). These
shortcomings limit the practicality of the state-of-the-art
methods.

1.2. Contributions

We take an important step towards making robust collabo-
rative learning more realizable. Specifically, we present an
adaptation of D-SGD, named MONNA, which to the best of
our knowledge, is the first collaborative learning algorithm
that is provably robust under assumptions that are standard
in analyzing D-SGD (Lian et al., 2017; Tang et al., 2018).
Moreover, the gradient computational overhead imposed
by MONNA, compared to D-SGD, only grows linearly in
the fraction of faulty nodes, which is conjectured to be
tight (Karimireddy et al., 2021). We compare MONNA
with the most relevant related approaches in Table 1.
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Overview of MONNA. In the local phase, unlike D-SGD,
each correct node uses the Polyak’s momentum (Polyak,
1964) of its local stochastic gradients to partially update
its current local parameter. The use of local momentum
amortizes the dependence on local variance in the error
due to faulty nodes. In the coordination phase, instead of
simply averaging the received partial updates, each correct
node aggregates them using a robust aggregation rule we
call nearest neighbor averaging (NNA). In NNA, as the
name suggests, a node eliminates the f parameters it re-
ceives that are the farthest from its own and then averages
the rest. This filtering aims to reduce the drift between
correct nodes’ local parameters, by mitigating the influ-
ence of arbitrary parameters that may be sent by the faulty
nodes. While MONNA has been rather simple to imple-
ment, its analysis has been more challenging, involving
two elements that may be of independent interest to the
distributed optimization community at large: namely, (i) the
mixing criterion of («, \)-reduction, and (ii) the control
of local parameters’ drift under (o, \)-reduction mixing
when incorporating Polyak’s momentum. We discuss these
elements below, after the summary of our theoretical results.

Theoretical results. We assume at most f out of n nodes
may be faulty and behave arbitrarily. We denote by C the
set of correct nodes and Q(C) (0) their average loss, i.e.,

Q(0) = ﬁ > QW (6). )

icC

We consider the class of Lipschitz smooth non-convex loss
functions, and assume local stochastic gradients (of correct
nodes) to satisfy standard properties in the context of D-
SGD (Tang et al., 2018), i.e., bounded local variance of
o2 and bounded global diversity of (2. We show that if
n > 11f, then upon executing 7T iterations of MONNA,
each correct node ¢ returns a local parameter 69 such that

E {HVQ(C) (é(i)> HQ] < € where

2
eeO( 0<1+f>+f42>. 3)
T n n

Recall that the number of iterations 71" equals the total num-
ber of gradients computed by each correct node. Hence,
the gradient complexity of MONNA is 1 + f times that of
D-SGD, i.e., the gradient overhead is linear in the fraction of
faulty nodes. Note that the non-vanishing error of (f/n)¢?
is a fundamental lower bound in the presence of faulty nodes
due to diversity in local distributions (Karimireddy et al.,
2022). We also show that, by increasing gradient complexity
by a factor f, MONNA is robust to n/5 faulty nodes.

(a, A)-Reduction mixing. In the presence of faulty nodes,
it is impossible to ensure linear mixing of correct updates

in the coordination phase. We can no longer rely on the lin-
ear mixing criterion of double stochasticity with a bounded
spectral gap, usually assumed in the case of D-SGD (Tsit-
siklis et al., 1986; Xiao & Boyd, 2004; Tang et al., 2018;
Koloskova et al., 2020). To circumvent this limitation, we
introduce a new mixing criterion of («, \)-reduction that
extends the classical mixing criterion to analyze robust mix-
ing schemes, such as NNA, that may be non-linear and even
non-continuous. Parameters v and A are positive real values
quantifying the levels of contraction and centering, respec-
tively, over the set of correct updates. We prove that the
use of (a, A)-reduction, with & < 1 and A < oo, in the
coordination phase of D-SGD enables each correct node ¢

“. o 2
to return 8¢9 such that E MVQ(C) (0(1)> H ] < ¢, where

2
eeO< 7(17T+(1_)\04)2(C2+U2)>' %)

Assuming asynchronous pairwise communication between
nodes and f < {4, we prove that NNA satisfies (c, A)-
reduction with o < 0.988 < 1 and A € O (f/n). The key
to proving this result is that, unlike standard aggregation
rules (Farhadkhani et al., 2022), NNA makes each correct
node pivot the aggregation around their own local parameter.
Substituting these values of o and A in (4) yields the error
in (3), plus an additional non-vanishing term of (f/n)o?.
We show that this term vanishes at the rate of y/1/7T when
using local momentum, as specified in MONNA. Hence, re-
ducing the error term to (3). Proving this reduction however
requires a novel technique for controlling drift.

Controlling drift under momentum. The second key ele-
ment underlying our analysis pertains to the use of Polyak’s
momentum for local updates in MONNA. We prove that
momentum eliminates the non-vanishing error due to the
local variance o2 in the optimization error (4), and thereby
matches the lower bound. While such observation has been
made in the case of server-based coordination (E1 Mhamdi
et al., 2021b; Karimireddy et al., 2021; Farhadkhani et al.,
2022), it is not immediate in our setting because of the
cross-coupling of the momentum drift and the drift between
correct nodes’ models. By carefully analyzing this coupling,
we obtain uniform bounds on both model and momentum
drifts. We then adapt the Lyapunov function (a.k.a. potential
function) to account for the model drift.

Empirical evaluation. We evaluate MONNA on two bench-
mark image classification tasks. We consider a distributed
asynchronous system including n/5 faulty nodes executing
four different attacks. MONNA significantly outperforms
state-of-the-art robust collaborative learning algorithms in
all adversarial settings, and almost matches the performance
of D-SGD in terms of learning accuracy.
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1.3. Paper Organization

We formalize robust collaborative learning in Section 2. Sec-
tion 3 presents our algorithm as well as its convergence and
robustness. Section 4 discusses the key elements of our
convergence analysis. Section 5 presents our empirical eval-
uation. We discuss future research directions in Section 6.
Due to space limitations, full proofs and some auxiliary
empirical results are deferred to the appendices.

2. Problem Statement

We consider a set of n nodes, [n] = {1,...,n}, out of
which at most f < n/3 may behave arbitrarily. We refer to
such nodes as faulty. The identity of faulty nodes is a priori
unknown to the remaining correct, i.e., non-faulty nodes.
We assume that the nodes interact with each other using the
following communication model.

Communication model. We assume a pairwise communi-
cation scheme where nodes exchange messages with each
other over a network. The messages however need not arrive
in a timely manner, i.e., communication is asynchronous. A
correct node cannot wait to receive messages from all the
other nodes since it can be indefinitely stalled by a single
faulty node that chooses not to send any message. This
amplifies the challenge of robustness. A simple adaption of
server based solutions (E1 Mhamdi et al., 2018; Damaskinos
et al., 2018; Chen et al., 2017; Yin et al., 2018; Karimireddy
et al., 2022; Farhadkhani et al., 2022) cannot prevent the lo-
cal models at the correct nodes from drifting apart, rending
their local gradients useless for the others.

Robustness. We consider an arbitrary set C comprising
n — f correct nodes. We denote by Q(©) () the average
loss function of the nodes in C, defined in (2). The ideal
objective of robust learning is to design an algorithm that
allows the correct nodes, under the above communication
model, to minimize Q(©) (9), despite the presence of faulty
nodes. Solving this problem however is NP-hard in general,
as the loss function need not be convex (Boyd et al., 2004).
Thus, a more realizable goal is finding a critical point of
Q(©)(0), assuming the point-wise loss function ¢(6, ) to
be differentiable in €. In our context, we formally define the
problem of robustness through the notion of resilience.

Definition 1. An algorithm is said to be (f, €)-resilient if it
enables each correct node i € C to compute 0% such that

[[va® ()] <<

despite the presence of f faulty nodes, where the expectation
E [-] is taken over the randomness of the algorithm.

We assume the gradients of the loss functions to be Lipschitz
smooth and the variance of the local stochastic gradients to

be bounded. These assumptions are classical to the analysis
of stochastic first-order methods, and hold true for many
learning problems (Bottou et al., 2018). Note that, by defi-
nition of Q(*), we have VQ (0) = E,.p, [Vq(0,z)].

Assumption 1 (Lipschitz smoothness). There exists L < oo
such that for all i € C and all 0,, 6, € R?,

[VQ©(6,) - VQU (@) < Loy - 6.

Assumption 2 (Bounded variance). There exists 0 < oo
such that for all i € C, and all § € RY,

o, |[Vatt.0) - 700 ] < 02

Additionally, we assume that the diversity amongst the gradi-
ents of local loss functions is bounded, as stated below. We
note that this assumption is standard in heterogeneous set-
tings, i.e., when nodes have different data distributions (Lian
et al., 2018; Tang et al., 2018), especially when addressing
the problem of resilience (Data & Diggavi, 2021).

Assumption 3 (¢-heterogeneous). There exists ( < 0o such
that for all § € R?,

@ 2 [[veve) - vew)| <
ie€C

In particular, the heterogeneity bound ¢ can be derived based
on the closeness of the underlying local data distributions at
the nodes (Fallah et al., 2020).

Lower bound. Under heterogeneity, it is generally im-
possible to achieve (f, €)-resilience for any arbitrary value
of € (El Mhamdi et al., 2021a; Karimireddy et al., 2022).
Specifically, we have the following lower bound.

Lemma 1 (Theorem III, Karimireddy et al. (2022)). Sup-
pose assumptions 1, 2, and 3 hold true. If an algorithm is

(f, €)-resilient, then
e€ <f C2> .
n
3. MONNA

We describe below our algorithm, MONNA, its (per step)
computational costs and its robustness properties.

3.1. Description

MONNA enhances D-SGD (Tang et al., 2018) by incorpo-
rating a momentum (Mo) operation (Polyak, 1964) as well
as a new mixing scheme named nearest neighbor averaging
(NNA). We summarize below the key elements of the local
phase and the coordination phase in an iteration ¢ where



Robust Collaborative Learning with Linear Gradient Overhead

each correct node ¢ maintains a local model Q,Ei). The
initial models for the correct nodes are assumed identical,
i.e., each correct node i chooses an initial model 0(()2) such

that Géi) = fp € R Complete execution of MONNA is
presented in Algorithm 1.

Local phase. Each correct node i samples a data point
x ~ D; and computes a local stochastic gradient

) = vq (9,@, x) . )

Then node ¢ updates its current local momentum as follows

D= pm?, + (1 - B)g”, ©6)

where /5 € [0, 1) is called the momentum coefficient, and

( ) = 0 by convention. Lastly, node ¢ partially updates it

current model 9( 2 by computing 9t+1/2 : F)t(l) - 'ym( 9

Coordination phase. Each correct node i initializes a new
vector :17( D = GE _31 Jot The coordination phase is composed
of K > 1 rounds. In each round k£ € K, the following

interaction and mixing schemes are executed.

(a) Interaction. The nodes exchange their respective vec-
tors {z\” |, i € n} with each other using signed echo
broadcast (Cachin et al., 2011).> Recall that a faulty node
j may choose to send either an arbitrary value for its vec-
tor x](ﬁl or no message at all. Hence, to avoid getting
stalled, a correct node i only waits to receive n — f — 1
messages before moving to the mixing step.

(b) Mixing. Each correct node ¢ updates its vector m,(:) L to

( ) by aggregating the n — f — 1 vectors it receives with
1ts own, using nearest neighbor averaging (NNA). For
n — f vectors 20, ... 2("=F=1) in R?, this aggregation
is defined to be

n—2f—1

NNA <Z<0>; {z(i>}7_lf_1) = 2f Z

where 7 is a permutation on {1,...,n — f — 1} such that
|20 — 20D < < |20 — LCe=s-0))

3.2. Computation & Communication Costs

Computing a local momentum as per (6) is equivalent in
terms of complexity to computing a single local gradient.
Thus, the computational cost of the local phase in MONNA
is the same as that of D-SGD. Second, the coordination

2For pedagogical reasons, we defer the implementation details
of signed echo broadcast (SEB) to Appendix C. Essentially, SEB
prevents a faulty node from sending mismatching messages to
different correct nodes.

Algorithm 1 MONNA as executed by a correct node ¢

Initialization: Initial model Géi) = 6y € R?, initial momentum
m(f)l = 0, momentum coefficient 8 € [0, 1), total iterations T,
learning rate -y, number of coordination rounds K, and threshold
f on the number of faulty nodes.

For each iteration t = 1, ..., T, do the following:

Local phase:
(a) Update local momentum m = ﬁm, 1+ - /J’)gt(i)
where gt ) is defined as in 5).
(b) Partially update local model Gt(fH 2= 00 — ymlV.
Coordination phase: Initialize vector x( D= 0;:_1 /2 and exe-

cute the following K rounds.

(a) Ineachround k = 1,..., K, do the following

i. Initialize R("” = 0.
ii. Broadcast vector :E,(le to the other nodes.
(A fau/ly node j may send an arbitrary value for
Ty y)
iii. While |[R\"| <n— f—1 do:
Upon receiving a vector from node j, update
RO = RO U 3}
iv. Compute
o) = NNA (o2 {2, |7 e R }).

(b) Update local model 9t = xﬁ?.

Output: 6 ~ U {6’8”, ) Q(Ti)_l} .

phase in MONNA comprises K rounds in which each cor-
rect node computes the output of NNA. This involves com-
puting n — f — 1 distances in R? and sorting them to obtain
7. The former is in O (nd) and the latter can be done using
a sorting algorithm, e.g., quicksort (Cormen et al., 2022),
in O (nlogn). Hence, the total computation cost for the
coordination phase of MONNA is in O (n (d + logn) K),
compared to O (nd) for D-SGD. Similarly, the communi-
cation cost of MONNA is in O (nK), which is a factor K
more than that of D-SGD.

Constant K is however usually relatively small compared to
the standard costs of D-SGD. Indeed, in the main result of
the paper (Theorem 1) whenn > 11 f, we set K = 1. There-
fore, in this case, the computational and communication
complexity of MONNA is O (n (d + logn)) and O (n), re-
spectively, which almost matches the O (nd) computational
and O (n) communication complexity of D-SGD. Further-
more, to improve the robustness of MONNA ton > 5f,
we set K = O(logn) which adds a logn overhead to the
communication and computational costs (see Corollary 2 in
the Appendix), but remains reasonable compared to other
existing solutions such as (El Mhamdi et al., 2021a).
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3.3. Convergence & Robustness

We now present our main theoretical result demonstrating
the finite time convergence of MONNA. Essentially, we
analyze Algorithm 1 under assumptions 1, 2, and 3, and
upon assuming a sufficiently small learning rate v. When
n > 11f, it suffices to perform one round per coordination
phase, i.e., set K = 1. We now state our main theorem?,

upon introducing the following notation:

_ (©) 7 (@)
Q= grel]%gQ 0), 0,:= |C|Z€

ieC

Theorem 1. Suppose that assumptions 1, 2 and 3 hold
true, and that n > 11f. Let us denote

988f _of
_ . 18a(1 +
= 12(Q) (3)) - @ ) T

3 9\
co 1= T2L (f +2¢1 + - (2¢1 + 3))

9\ 9
c3:=6 (601 + -5 (41 + 9)) and ¢y := ncocl.

C2

Consider Algorithm 1 with K = 1,

"y =
{5/ otk |- and 8 = VT=T2L.

Then, forall T > 1 and i € C, we have

R Lo® 12L
E [HVQ(C) (e(z))H } < zw/cochU + TCO

min

T 2 T T

n—f

Leo [3c1 36 [ o L 2
+ =0 Cl+( ? >+C4 (1+c>+0342-

Using Theorem 1, we can show that Algorithm 1 guaran-
tees (f, €)-resilience. Specifically, upon ignoring the higher-
order terms in 7', we obtain the following corollary.

Corollary 1. Under the conditions stated in Theorem I,
Algorithm I guarantees (f, €)-resilience where

1+f f
EGO( T< - >+nC2>.

Linear gradient overhead. In the fault-free setting, i.e.,
when f = 0, the convergence result shown in Corollary 1 re-
duces to that of the conventional D-SGD (Tang et al., 2018).

3The dependence of ¢4 on n comes from the fact that we pro-
vide the convergence guarantee for any honest node ¢. This is
stronger than the prior work (Koloskova et al., 2020; He et al.,
2022) where the convergence guarantee is often given for the aver-
age of the local models 6;.

However, when f > 0, MONNA induces an overhead on
the number of gradients computed per correct nodes com-
pared to D-SGD. Specifically, correct nodes in MONNA
compute (1 + f) times more gradients than in the fault-free
case (to obtain a comparable error), which is linear in f. We
believe this gradient overhead to be tight, as conjectured
in (Karimireddy et al., 2021). While MONNA only imposes
a linear overhead under the assumption that f < n/i1, it
can tolerate a larger fraction of faulty nodes, i.e., arbitrarily
close to /5, by imposing a quadratic gradient overhead in
f (see Corollary 2 in Appendix A.4).

4. Convergence Analysis

We now explain the key elements that we build upon to prove
the convergence guarantee stated in Theorem 1. Essentially,
we first introduce the mixing criterion of (a, A)-reduction
and, then, show how to control the drift in local updates.

4.1. (o, \)-reduction

To handle the non-linear mixing of correct momentums,
we introduce the notion of (a, A)-reduction. This notion
can be seen as a relaxation of the classical linear mixing
criterion of double stochasticity with a bounded spectral
gap. We show that («, A)-reduction is sufficient to maintain
tight convergence guarantees, while it can be satisfied by
non-linear and even non-continuous schemes such as NNA.

Definition 2 ((«, \)-reduction). Consider a coordination
phase V. For correct nodes i € C initiating the coor-
dination phase with vectors {z(i), ieC } we denote by
{y(i), i€ C} the vectors obtained by these nodes upon the
completion of U. Then, ¥ is said to guarantee (o, \)-
reduction if, for any {z(i) 1€ C}, the following holds true:

T S T P 5 R

1 , 2
i) lg—217 < A |0 -4|

IN

where Z and y denote the vector averages of {z(i), 1€ C}
and {y(i)7 i€ C}, respectively.

In MONNA, each correct node % initializes the coordina-
tion phase with vector z() = 2’ and outputs 5 = z)
at its completion. In Appendix A.5, we show that the co-
ordination phase of Algorithm 1 satisfies (cv, A)-reduction
for A\ € © (f/n), @ < 1,and « € O (//n) whenn > 11f.
Additionally, when n > 5f, we have A € © (£°/n), a < 1,
and « € © (f/n) (shown in Appendix A.4).

4.2. D-SGD with (o, \)-reduction

To better understand the utility of («, A)-reduction, we first
provide a convergence guarantee for MONNA without mo-
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mentum (i.e., 8 = 0), while assuming the communication
phase to satisfy («, A)-reduction. Alternately, this algo-
rithm reduces to D-SGD with («, A)-reduction mixing.

Proposition 1. Consider Algorithm 1 with 5 = 0. Suppose
that assumptions 1, 2 and 3 hold true, and that the coordina-
tion phase satisfies («, A)-reduction for o < 1. Then there
exists a constant learning rate v for which each correct
node i € C returns 0% such that

o 2 o2 o2 2
2[fre @) <o (Vi + )

Notably, when all the nodes are correct (i.e., f = 0), then
the coordination phase of Algorithm 1 simply computes the
average and satisfies («, A)-reduction for & = A = 0. Then,
we recover the classical convergence guarantee of D-SGD

without faulty nodes, i.e., O (\/Uz/nT). However, in the

presence of faulty nodes (when A € © (f/»), and a < 1),
Proposition 1 shows an asymptotic error of %JQ + £<2_
While the term depending on (2 is a fundamental lower
bound as per Lemma 1, the one depending on o2 can be
alleviated through the use of momentum, as we show next.

4.3. Polyak’s Momentum

Although momentum has been shown to be beneficial in
the particular case of server-based coordination (Karim-
ireddy et al., 2021; Farhadkhani et al., 2022), extending
the existing analyses to our setting is not straightforward.
The main bottleneck is the non-trivial drift that occurs be-
tween the local parameters maintained by correct nodes,

ie. > ice ‘ o) — 9,
drift gets coupled with the drift between their momentum

2
. When momentum is applied, this

, 2
vectors, i.e., Ziec ngl) — th . Indeed, an elementary

analysis of this coupling suggests the possibility of uncon-
trolled growth of the two drifts: a high model drift increases
the momentum drift and vice versa. We devise a refined
analysis, showing that an appropriate learning rate, which is
a function of parameter « in («, \)-reduction, ensures uni-
form bounds proportional to (1 — 3)o? for both model and
momentum drifts (Lemma 3 in Appendix A). This suggests
that we can diminish the dependence on o2 by choosing a
large momentum parameter close to 1. However, an arbitrar-
ily large momentum parameter increases the bias, i.e.,

e ().

which in turn negatively impacts the convergence. To prove
that the positive effect of momentum (i.e., reduction in drift)
outweighs the negative effect (i.e., increase in bias), we

define our Lyapunov function (or potential function) to be
_ . 1
Vi=E QY (8) - + 7 o]’

The above Lyapunov function is inspired from the existing
momentum literature (Cutkosky & Orabona, 2019; Farhad-
khani et al., 2022), but adapted to address the model drift.

S. Empirical Evaluation

We compare the performance of MONNA to D-SGD
and several state-of-the-art algorithms from the litera-
ture. In particular, we consider three methods, namely
BRIDGE (Fang et al., 2022), SCC (He et al., 2022), and
LEARN (El Mhamdi et al., 2021a)*. We consider two clas-
sical image classification tasks, on which we test the robust-
ness of MONNA under four attacks. Every experiment is
repeated five times using seeds 1 to 5 for reproducibility.
Our code will be made available online.

5.1. Experimental Setup

Datasets. We use the MNIST (LeCun & Cortes, 2010) and
CIFAR-10 (Krizhevsky et al., 2009) datasets, pre-processed
as in (Baruch et al., 2019) and (El Mhamdi et al., 2021b).
Refer to Appendix D.1 for more details on pre-possessing.

Model architecture and hyperparameters. For MNIST,
we consider a convolutional neural network (CNN) with two
convolutional layers followed by two fully-connected layers.
The model is trained using a learning rate v = 0.75 for
T = 600 iterations. We use a total number of nodes n = 26,
out of which f = (26-1)/5 = 5 are faulty. For CIFAR-
10, we use a CNN with four convolutional layers and two
fully-connected layers. Furthermore, we set v = 0.5 and
T = 2000 iterations. The distributed system in this case
consists of n = 16 nodes, out of which f = (16-1)/5 = 3
are faulty. A detailed presentation of the entire experimental
setup can be found in Appendix D.2.

Heterogeneity. In order to simulate data heterogeneity,
the correct nodes sample from the original datasets using
a Dirichlet distribution of parameter «, as done in (Hsu
et al., 2019). We evaluate our algorithm on MNIST with
a € {1,5}, and on CIFAR-10 with @ = 5. A pictorial
representation of the resulting heterogeneity as a function
of a can be found in Appendix D.3.

Attacks and asynchrony. We consider four state-of-the-
art attacks performed by the faulty nodes, namely a little
is enough (ALIE) (Baruch et al., 2019), fall of empires
(FOE) (Xie et al., 2019), sign-flipping (SF) (Allen-Zhu
etal., 2020), and label-flipping (LF) (Allen-Zhu et al., 2020).

“We do not implement BTARD (Gorbunov et al., 2022) due to
its weaker adversarial model and assumption of a public data pool.
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Figure 1. Learning accuracies achieved on CIFAR-10 with o = 5 by D-SGD, MONNA, BRIDGE, SCC, and LEARN. There are n = 16
nodes out of which f = 3 are faulty. The faulty nodes execute the FOE (row 1, left), ALIE (row 1, right), LF (row 2, left), and SF (row 2,
right) attacks. All algorithms except LEARN compute 100,000 gradients, while LEARN computes 2,001,000 gradients.

These attacks are explained in detail in Appendix D.4. In
order to emulate the ill-effects of asynchrony, we ensure
that the correct nodes receive first the messages of the faulty
nodes. Put differently, to construct any correct node ¢’s set
of n — f — 1 first received messages R(i), we first insert
the messages sent by faulty nodes. We then complete the
set by randomly sampling the remaining messages from the
correct vectors.

Evaluation details. To serve as a benchmark for
MONNA, we run D-SGD in a non-adversarial environment
(i.e., without faults), and with momentum 5 = 0.99. We
also execute MONNA with 5 = 0.99 and K =1 (i.e., one
coordination round per iteration), and report on its perfor-
mance in four adversarial settings. Furthermore, we execute
SCC with 8 = 0.9 (fine-tuned as in (He et al., 2022)), and
LEARN without momentum as prescribed in (E1 Mhamdi
et al., 2021a). We use the same number of iterations 1" for
all algorithms and compare their learning accuracies and
computational workloads per node.

5.2. Experimental Results

Figure 1 showcases the performance of MONNA compared
to the other algorithms. For space limitations and better
readability, we only show in Figure 1 our results on CIFAR-
10. The remaining results on MNIST are deferred to Ap-
pendix E, and convey the same observations made hereafter.

Figure 1 clearly shows the empirical superiority of MONNA
in four adversarial settings. Indeed, MONNA is the only
solution that performs consistently well under all the four
attacks, almost matching the performance of D-SGD with-
out faults. Its closest rival among the considered techniques

is SCC. Even then, while SCC displays comparable perfor-
mance to MONNA under the LF attack, its learning capa-
bilities drop significantly when tested against the remaining
three attacks, especially FOE and SF that make the accuracy
of SCC fall to 10%. Moreover, BRIDGE and LEARN also
present poor performances under all four attacks, their final
accuracies stagnating at around 10%.

Note also that the number of gradients each node computes
when using LEARN is 20 times more than that in MONNA.
The inflated computational costs associated to LEARN are
explained by the dynamic sampling technique the algorithm
implements, whereby the batch-size is gradually augmented
across iterations. MONNA, BRIDGE, and SCC compute
the same number of gradients per node as D-SGD since they
all share a constant batch-size during the entire learning. In
summary, our results show the empirical superiority of our
algorithm in adversarial settings since MONNA matches the
performance of fault-free D-SGD, both in terms of learning
accuracy and computational complexity.

Remark. Although our empirical evaluation conveys a poor
performance of BRIDGE and LEARN, it is important to
note that we do not contradict the previous findings on these
methods reported in (Fang et al., 2022) and (El Mhamdi
et al., 2021a), respectively, that consider very weak attack
models. In short, (Fang et al., 2022) report on an evaluation
of BRIDGE assuming faulty nodes that only send random
vectors, instead of executing state-of-the-art attacks. On
the other hand, (El Mhamdi et al., 2021a) report on an eval-
uation of LEARN in a fault-less system, i.e., without any
attack. Additionally, as opposed to MONNA and SCC,
these techniques do not use local momentum, which has
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been recently recognized as a key ingredient in the robust-
ness of distributed learning algorithms (Farhadkhani et al.,
2022; Karimireddy et al., 2021). We further comment on
the necessity of momentum in Appendix E.2.

6. Concluding Remarks

We present MONNA, a novel collaborative learning algo-
rithm that is provably robust under standard learning as-
sumptions. We show that MONNA has a linear gradient
computation overhead in the fraction of faulty machines.
One of our main contributions is the introduction of the new
mixing criterion of («, \)-reduction, allowing us to obtain
tight convergence guarantees. Following prior works on
robust collaborative learning (El Mhamdi et al., 2021a; Gor-
bunov et al., 2022), we studied this criterion under the pair-
wise communication scheme, which comes with a high com-
munication overhead. We aim to study («, \)-reduction un-
der sparse communication networks or client sub-sampling
schemes to reduce the communication overhead and further
improve the practical applicability of our method.
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Appendix

Organization

The appendices are organized as follows:

* Appendix A proves the convergence of MONNA for n > 11f (Theorem 1) and n > 5f (Corollary 2).
 Appendix B analyzes D-SGD (8 = 0) under («, A)-reduction (proof of Proposition 1).

* Appendix C explains Signed Echo Broadcast which supports the reliability of our communication model.
* Appendix D provides additional information on our experimental setup.

» Appendix E provides some additional experimental results.

A. Convergence Proof for MONNA

In this section, we derive convergence guarantees of MONNA. First, we prove the main result of the paper, Theorem 1, for
n > 11f. Then, in Section A.4, we show that MONNA can actually tolerate a larger fraction of faulty nodes (i.e., n > 5f)
but with a slightly worse convergence rate.

We first present below the skeleton of our main proof.

A.1. Skeleton of the Proof of Theorem 1

Our proof comprises 4 key steps, listed as follows.

Step-I: Demonstrating that the coordination phase of Algorithm 1 satisfies («, A)-reduction.
Step-I1: Analyzing the parameter drift and the momentum drift.
Step-III: Analyzing the momentum deviation from the true gradient.

Step-IV: Studying the growth of loss function Q(©).

To present the technical details, we introduce the following notation.

Notation: We denote by P; the history of nodes from steps O to t. Specifically, we define
P = {96”,..., Gt(i); rn(()i),...7 mgi_)l; i=1,..., n}

By convention, Py = {0(()”; i =1,..., n}. Furthermore, we denote by E; [-] := E [- | P;] the conditional expectation given

the history P;, and by E [-] the total expectation over the randomness of the algorithm; thus, E[-] := Eg [- - - Ep [-]]. We
recall that C denotes the set of correct nodes, and that |C| = n — f. For an arbitrary ¢, we denote by I" (x;) the variance of

. 2 ,
respective correct nodes’ local values, denoted by #;, i.e., T (%) = 725 2,cc «D — %,||", where %, = IF Liec « i

the average of correct values. For instance,

L) = > o -0,
i€

andr<gt>nif;]
1€

2 1 ; 2
T 5

2

gt(z) — 0

We present below technical summaries of the aforementioned 4 steps.
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Step-I: Coordination phase with NNA and satisfies (a, A)-reduction

Recall the definition of («, A)-reduction from Definition 2. Here we show that this condition is satisfied by the coordination
phase of Algorithm 1. Recall that in each iteration of Algorithm 1, each node : initializes the coordination phase with
input z(9) = :v(()i) and obtains the output vector y(?) = xg? at its completion. Therefore, using the I" (.) notation, to obtain
(ar, A)-reduction, we need to prove the following two conditions

[(zg) <al(z,) and |[Zo—Zg|* < AT (zq).

Here, we prove that these conditions are satisfied when n > 11 f. In Section A.4, Lemma 6 proves that the conditions are
also satisfied when n > 5 f, but with different values for o and .

Lemma 2. Suppose that n > 11f. For any K > 1, the coordination phase of Algorithm 1 guarantees («, \)-reduction

for .
 [9.88f 9 1
«=(325) = Lpmin{m

The proof of the lemma is provided in Section A.5.

Step-II: Parameter drift and the momentum drift

Second, we note that, at any step ¢, neither the momentums mgi) nor the parameters 0?) of the correct nodes are guaranteed

to stay close to each other even when the stochastic gradients gt(i) come from a common gradient oracle. Yet, given our
lemmas 2, and 6, we show in Lemma 3 below that the drift both between the correct nodes’ momentums and between their
parameters can be controlled by cleverly parametrizing the momentum coefficient 5. Hence, we can guarantee approximate

agreement on both the parameters and the momentums of the correct nodes.

l1—«

Lemma 3. Suppose that assumptions 1, 2, and 3 hold true. Consider Algorithm 1 with v < IVeraize)’ and 8 >0

Suppose that the coordination phase satisfies (o, \)-reduction for o < 1. For each t € [T, we obtain that

E[T(6,)] < B(a)y’ (021 =5 +3<2) |

147
and
1-— 1—
E[T (m,)] <30° (H@ +9¢% + 9L E(a) (02 T g + 3&) ,
where
_ 18a(1l+a)

Step-11I: Momentum deviation.

Next, we study the deviation of the average correct momentum 7m; from the average of the true gradients VQ),, at step t. Let
us denote by

V= S veUe),

ieC

the average of the true local gradient vectors at nodes’ local models. We define
6,5 =my — %t .
‘We now have the following lemma.
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Lemma 4. Suppose that assumptions 1 and 2 hold true. Consider Algorithm 1. For all t € [T, we obtain that

i}

E[|@+12}55520~+4Lv>(1+-2L7)E:M6AF}+-iﬁ2va1+4Lv>E[Hve%“(90

— _ 2
LA

+9B2L2 <1 + 471L) (E [T(6,,,)] +ET(6,)]+E U

(1-p)%0?
n—f

+ gﬁQLfy (1+4Ly) L*E[T 0,)] +

Step-IV: Growth function.

Finally, we analyze the growth of loss function Q(¢) computed at the average parameter of the correct nodes 0, along the

trajectory of Algorithm 1. Let us denote by 0, := 1/n—7 Y ice 0,@ the average parameter of the correct nodes at step ¢. Then
we obtain the following lemma.

Lemma 5. Suppose that assumptions 1 and 2 hold true. Consider Algorithm 1 with v < 1/L. For eacht € [T, we
obtain that

B [Q€6,00) - @96)] < -1 |[ve© @)

|+ 2 e f16]

3 — — 2 3y
Bus = Bua| | + S 2RI 0],

7[@’
+2v [

This means that Algorithm 1 can actually be treated as DSGD with an additional error term which is proportional to the
coupled drift of the momentums and the parameters at each step t.

Combining steps I, IL, III and IV

To obtain, our final convergence result, as stated in Theorem 1, we combine these elements. Note however that the deviation
term in Lemma 5 cannot be readily treated with a standard convergence analysis. To address this issue, we devise a new
Lyapunov function

— 1
Vi=E QW (0) - Q" + g7 o - ™

By analyzing the growth of V; along the steps of Algorithm 1, we prove Theorem 1 as follows.

A.2. Proof for Theorem 1

Recall that C denotes the set of correct nodes, and that |C| = n — f. Consider the Lyapunov function V; defined in (7).
Consider an arbitrary ¢ € [T']. From Lemma 5 and Lemma 4 we obtain that

_ _ 1
Vili — Vi =E [Q(c) (0r41) — Q) (et)} + EE [||5t+1||2 - ||5t||2}

ﬂ+?ﬁwwﬂ+;EU

— 2l 3y
Ori1/2 — 9t+1H } + 7L2E ['(0,)]

]

s—gEMVQ“@J

+ ﬁﬁ%l + 4L’Y) (1 + 2L’Y> E [Hé}”ﬂ + %ﬁly(l + 4L7)E [HVQ(C) (@)

9 1 _ _ 2
+ 25 (1 + 4%) (E T (0,.,)] +E[L(6,)] +E {Ham S D
_ )22
+ oy (144D PET (6] + 41L(1nf)f - E[Ia?].
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Upon re-arranging the terms on the R.H.S. we obtain that

1 3 2
Vi = Vi < =1 (5 - 36820 +40) ) B | |7 @) ®)

3y 1 9 1 2
+ ( + Eﬁz(l +4L~) (1 + 8Lfy> — 4L> E {H&H }

2
: R )

+§52L (1+> (]E [T(6,,,)] +E[T(6,)] +E U

4vL
9 5 9 1 (1-pB)%?
+ 168 Y(L+4Ly) L°E[I(6,)] + L n-f

3 = I 3y
ty E U Bris)s *9t+1H } +JL2E[6,).
We denote,

1 3
A== ——p*(1+4L

5~ 167 L +4L7),

3y, 1, 9 1

B = 5 +4Lﬁ (1+4L~) <1+8Lw> i and

C = %5% (1 + ;L> (E [T(6,,,)] +E[T(8,)] +E U

_ _ 2
11— 9t+1/2H })

9 3 _ _ 2 3
+ Eﬁz’Y (1+4Lv) L*E @, + % E |:H0t+1/2 - 9t+1H } + gLZE [ (0,)]-

Substituting from above in (8) we obtain that

12 1 o?
Vi1 — Vi < —7AE Hv © (g ‘ BE[[l6]°] + €+ (1= §)? . 9
i = Vi< B | [vQ© @) | + BRI + 0+ f0- 57T ©
Now, we separately analyse the terms A, B and C below by using the following,
<! and 1 — % =12+L (10)
7= 1oL Bt
Term A. Using the facts that v < 1/12L and that 52 < 1, we obtain that
1 3 1 3 4 1
A= — = p2A+4Ly)> - - —(14+ =) =-. 11
3 6P A =5 16<+12> 1 b
Term B. As 1 — 32 = 12vL and 2 < 1, we obtain that
3v 1 o1, (4l 9 5 5\ _ 3y 1 (41 9 5 4
= — — — — —_ —_ — < — — _— —_ — .
B=g g U=+ g\ gh+ln ) =5 -3 plgh+glh
Asy < 1/12L, from above we obtain that
3y v (41 9 3y vy (41 9
B<2 T2y ) <-4 7 (2 2 ) <o, 12
=9 37+4<8+2 7)- 3 Ta\s ) =0 12)

15
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Term C. Using the fact that 32 < 1, we obtain that

C=1L (1 - 471L) (E [T (0 )] +EL O] +E U\em - 9”““1)

9 9 3

_ _ 2 3y
=T |+ 2B 00)

9L

<E[(®,)] (16 L(1 +4yL) + %'ng (1+4Ly) + ?’27132)

9L 3 9L _ _ 2
+E[T (0t+1)] 16 L(l +4yL) + < + ﬁ(l + 47L)> E [H9t+1/2 - ‘9t+1H ] .

Using the fact v < 1/12L we then have

o <200l (6; (5) + 55 (i) (5) * )

0 () (v ()]

E[L(6,)] + %IE r(0,,,)] + 49 E{ Ooss/s amm . (13)
E U

From Algorithm 1, we have for all ¢ € C, o)

&=

IN
=2~

From Lemma 2, we have

Opar, gtH’ﬂ <AE[T(0,,1,)]

i)y = 92@ — vmgi). Therefore, by definition of T'(-), T’ (9t+1/2) <
2T (6,) 4+ 27°T (m,). Thus, from above we obtain that

?|

Substituting from above in (13) we obtain that

Doy~ Bua| | <A CEIL 61+ 2B [0 ()

C< ,ly <1+92/\)E[F(0t)]+}yE[F(GtH)] +9’\77E[F(mt)].

By invoking Lemma 3, we obtain from above that
9\ 1-58
C<(2++)FE 2 3¢?
(23 mon [ (155) +5¢)
Iy 2 (18 2 2 2 2 (15 2
— |3 — 9 9L*~v*FE — 3 .
+2<0<1+ﬂ+<+ 7(@)01+B+C
Upon re-arranging the terms, and using the facts that v < 1/12L, we obtain that

C <2 (GE(a) L2 <3E(a) +9+ 3E1(6a)>> +0” (hg) (2]5(0‘) +5 (E(O‘) e El(g)»

< ¢ (o5ta) + 9; (4B(0) +9)) +10° (155 ) (2860 + 5 @) +3). (14)

1+ 2

Note that

1-8  1-p2 a2
1+B_(1+6)2§1 B2 = 12+L.

16
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Substituting from above in (14) we obtain that
9 9A 9 9 9\
C<~C¢ 6E(a)+7(4E(a)+9) + 12y°0°L 2E(a)+7(2E(a)+3) .

Combining A, B and C. Substituting from (11) and (12) in (9), we obtain that

2

Viyr = Vi < —7AE [HVQ(C) @,) 2} +BE||l6)*] + ¢ + E(l _ By (nfi -
< - [HVQ(C) H } +C+(1 ,6)24[3(2210).

Note that, as 3 € (0, 1), 1 — 8= (1 — 3?)/(1+ ) < 1 — 2. Using this above we obtain that

2
v, <-1E Ve ( H L R A—
Recall that 1 — 32 = 12vL. Therefore,
o2
Vi -V, < —2 {HVQ(C) H } +C+3672L .
This implies that
4 4 2
E MVQW H ] V) St 14T
Yo n—f

By taking the average on both sides from ¢ = 0 to 7" — 1, we obtain that

! T§_1E vQ© (g ’ Voo Vo) = Ao g o
— < — - —
Tt:O [H @ (t)‘”_(o T)’yT—i_W sy n—

Analysis on V;. Recall that Q* = infy Q(©)(6). Note that for any ¢,

_ 1 _
— (©) —_O* il 2|l S (©) —_ 0| >
Vi=E|Q90) - @]+ ZE|l6] 2E[Q€®) -] 2 0.
Thus, Vi > 0. Using this in (17) we obtain that

2

TZ]E UIVQ(C) H ] < Vo)ﬁ+ C+1447L

Recall that
—5 Q) @) - @ + g7 Il

Recall that, by Definition (52) of J;, we have 69 = g — WO. Thus, under Assumption 2, we have

E|I0]*] = E [0 = B)50 — VQo|*] < 21 = BE [|[50 — VQo "] +26% ||V’

2 [E—
<2(1-B)* <n0—f> +262 [V, "

15)

(16)

17)

(18)

Recall, from Algorithm 1, that for each correct node ¢, the initial model Héi) is identical, denoted by 6. Therefore, we have

VQ, =VQR© ( ) Substituting this in the above we obtain that

2

E [10]?] <20 -5 (-2

) e @)

17

19)



Robust Collaborative Learning with Linear Gradient Overhead

Recall that 1 — 32 = 12yL. Thus, (1 —3)? < (1 — %)?/(1+ 8)? < (1 — %)% = 144~2L?. Substituting this in (19), and
using the fact that 5 2 < 1, we obtain that
o2

]E{Haonﬂ <28872L2( +2HVQ<C eO)H .

Therefore,

7)

20 @)~ g (w75 (77) +2ve @)
7)
<

=Q© (B) - @' +7272L< + o ||[ve© @)
vQ© (6,) H L(Q© (6,) — Q*). Using this in the above yields
2
Vo <2(Q9 (8y) - Q") +729°L <7l"_f) : (20)
where in the last inequality we used Remark 1 below. Substituting from above in (18) we obtain that
T—1 7

1 — 2] 8(Q© (0y) —Q*)  288yL [ o2 4 o?
= E||[ve© @) | < 20 +14490-2— 21
T; {VQ (t) - T + T n—f +fy + anf @D

Now, note that for any correct node 7 € C, we have

=[fwa )] < B[ veo @] e[ @ w0 ()]
< ;E lve© @)|’] +322% [Het — g 2}
< gE vo© @) ’] +3L2ZE[ g, —99)“1
: e
ggE vQ© (8,) ’ +3L2nE[L(6,)].

where the second inequality follows from Assumption 1. Combining this with (21), we obtain that

2

- Z]E U‘VQ(C) (9< ))H ] 12 (Q(C)§T> Q") N 43;@ (na_?f) N %C’+2167Ln0_

7 +3L*nE[T(6,)].

Substituting C' from (15) in above and using the bound on E [I" (6,)] from Lemma 3, we obtain that

F 8 fre ()] s 220 L 828 (L) i
t=0
9A

+ 6¢* (GE(a) + 5 (4E(c) + 9)> + 7270 L (2E(a) +

+3L*nE(a)y? (202 G - g) +3¢ )

12(Q© (6y) — Q%)  4329L [ o2
B T T (n—f>

,( 3 9\
+ 72vLo (nf +2E(a) + > (2E(a) + 3))

+ 6¢? (GE(a) + % (4E(a) + 9))
+3L*nE(a)y* (20° + 3¢?)

—f

2 (2B(a) + 3))

18
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We now define

— N 18 (1 + «
o 12(09 - @). oy - L)
Cg 1= T2L (n_ f +201 + % (261 +3)> s and C3 = 6 <601 + % (401 +9)> .

Then

2

1T71E © (4 2 _ Lo? 432vL (o 2 272052 4 2
f; HVQ (t )H *77T+Cﬂ o° + T — + ¢e3¢* + 9ciny L= (0 + (7).

. 1 1\/7 Co
— min —_—, _—
7 120" LV 3¢\ eoLTo? [
1 [ ey LTo? | ey LT o2
= — max 12L7L,/3ﬂ, ©rl9 §12L+L1/&+ QL9
% 2 co 2 co
Therefore,

T—1

1 A2 cocaLo?  12Lcyg  Ley [3c; 36 o? 2 ¢
- EH <C>(9(>)H <2\/7 ~C, foany 2P 2 1 9enL(1+ 2 )2
T; [VQ ; < tr tr Ve Tl teal” + 9ernl(1+ 75) 7

Denoting ¢4 := 9¢yncg/co, we have

T—1

1 i 2 C()CQL0'2 12LCO LCO 3¢y 36 0.2 CQ C4L

LY & [[ve@ (69)|] < 2/ 22k Ley [Ser 36 el .
T [VQ (t) - T + T +T 2+T n—f +(+0'2)T+C3C (22)

As 0 ~ U{Héi), ce 0%11}, we get

Now recall that

and thus

T-1

= (o) - § e[l ()]

t=
Substituting from above in (22) concludes the proof.

Remark 1. If a function Q is Lipschitz smooth, with coefficient L, then for all z € R, |VQ(z)|> < 2L (Q(z) — Q)
where Q* denotes the minimum value of Q). Proof of this fact is as follows.

Proof. By the Lipschitzness of V@Q, for any z,y € R?, we have (see Lemma 1.2.3 (Nesterov et al., 2018))
L
Qy) < Q@) +(VQ(&),y — 2) + Zlly — =l
Let = be an arbitrary vector in R4, and y=x— %VQ(x) Thus, from the above we obtain that
Q (=~ 1VQ@) ) < Q@) ~ TIVQE)I + 5 IVQ@)? = Q) — 5= [VQ(@)|?
L - L 2L B 2L ‘
As Q™ is the minimum value of (), we have
1 1
P - < - 2'
@ Qo= 7V0W) £ Q) - 5 IVQW
Rearranging the terms we obtain that

IVQ(@)[I* < 2L(Q(z) — Q).

Recall that z in the above can be any vector in R%. The above completes the proof. O
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A.3. Proof of Corollary 1

Proof. Note that ignoring the higher order terms in the bound of Theorem 1, we have

1< NVIE: coCa0?
P ([vee (1) <o (/257 +ect)
t=1

Now note also that in Theorem 1 for n > 11f, we have o < 0.988 < 1. This implies that (111_7;)2 € O(1). Therefore,

_ 18a(1+a)
Cc1 = W S O(a)
Next, by noting that n > 2 f, we obtain that
3 9\ 1
ca=T2L(——+4+3c1+—2a1+3) ) €O —F+a+]),
n—f 2 n

and
9\
c3 =7 601+7(461+9) EO(Q‘F)\).

Finally, note that ¢y is a constant depending on the initial model and thus ¢y € O(1). Therefore,

;ﬁéEMVQ©<WOW}eO(¢i<i+a+A)+m+AXﬂ.

Now note that, we have « = % € O(%) and A = ng_ff € O(%) Therefore,

el @l <o ()7 () 4¢).

t=1

This completes the proof. O

A.4. Convergence of MONNA forn > 5f

Note that Theorem 1 is stated for the case where n > 11 f. This comes from the fact that we need the number of correct
nodes to be sufficiently large to guarantee («, A)-reduction as stated in Lemma 2. However, by setting K € O(log(n)) we
can still guarantee (o, A)-reduction for n > 5 as stated in the following Lemma. The proof of this Lemma is given in
Section A.9.

Lemma 6. Suppose that there exists 6 > 0 such thatn > (5+9) f. For K = % € O(log(n)), the coordination
B

phase of Algorithm 1 guarantees (o, \)-reduction for

2f<

1
a= =
n—f 2

346\ (8f)?
and M= <5> —l

Replacing Lemma 2 by Lemma 6, and following the same steps as the proof of Theorem 1 we can show the following result
which is essentially a convergence proof for MONNA while tolerating a larger fraction of faulty nodes (n > 5f).
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Corollary 2. Suppose that assumptions 1, 2 and 3 hold true. Suppose also that there exists 6 > 0 such thatn > (54 0) f.
Denote

2 346\ (8f)2 - .
o= 2= (550) 1 amn(e0@m-@).
18a(1 + ) 3

9\ 9N
Ao co = T2L <+301+ 5 (201+3)>,andC3 ::7(601—1—2(401—1—9)).

f
Consider Algorithm 1 with K = % € O(log(n)), v = min {ﬁ, 1/ %7 \ Gite? } yand B = /1 —12~vL.

Then, for all T' > 1, we obtain that

Lo? 12Lc Leg [3¢1 36 o?
vQ©) H < 24/ 22 0 4~ 2 oY 2,
{H Q) (47) Tt TN E T laTy) e

C1 =

Remark 2. Ignoring higher order terms and following the same reasoning as that of proof of Corollary 1, we can show that
forn > 5f, MONNA guarantees (f, ¢€)-resilience for

1 2 2
nT n
A.5. Proof of Lemma 2
Throughout the proof, we make use of the following notation.
Notation: Recall that R,(ci) is the set of indices received by node ¢ at coordination round k. Let zb,gi) in—f—-1— R,(:)

be a bijection that sorts the elements in REJ) based on the distance of their corresponding vector to x,(le, 1.€.,

v (1) (@) i (n—f—1) (i)
xlg—l ) T S :Clg—l > T
We then denote by
s = {uG) e m-27 - uil, (23)
the set of indices of the vectors selected by the NNA function. From (3.3), we then have
2 = NNA (o : {af?), |j € R }) = — 2f D (24)
jes®

We first prove the following few useful lemmas.
Lemma 7. For any set {x(V};c5 of |S| vectors, we have

re =g Sl ol = S -l

1,j€S

Proof.

|Sl|2 ZS Hx(i) — x(j)HQ _ |512 Z H(m(i) _7) - (.r(j) B j)Hz

1,J€ =
|5\2 Z [H O gl +]]e 2] +2(z 2,20 _xﬂ
|S\ 2 H H 2Z< - I, Z(x(j>—:i)>.

i,j€S i€s jes
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Now as 3 o(z7) — Z) = 0, we have

1 i I 2 i 112
BT - - 5 -l
1,j€S i,jES

O
Lemma 8. For any pair of correct nodes p, q and coordination round k € [K| we obtain that
[SO\SP| = s\ S| <2r. 25)

Proof. Consider an arbitrary pair of correct nodes p, ¢, and coordination round k. By definition of set S,Ei) foralli € C
in (23) we obtain that

‘S,ﬁ")\s,(f) <n—(n-—2f)=2f.

— )Sl(cq) U SIEP)

_ ‘SISP)

Lemma 9. Ifn > 11f then for each coordination round k € [K| we obtain that

_9.88f
= =F

I (z,) < al (z,_,) for

Proof. Consider two arbitrary correct nodes p and ¢ in C, and an arbitrary k € [K]. We first introduce some sets that will be
used later in the proof. We denote by F), the set of faulty nodes whose local parameters are selected by p (using the NNA
rule) but not by ¢ in the k-th coordination round, i.e.,

F, = {z‘e [n]\c‘ies,gm\s,gq)}.

Similarly, F; = {Z € [n] \C‘l € S,gq) \S,ip)}. Recall that by Lemma 8 we have ‘S,gp) \S,iq)‘ < 2f. We consider an

arbitrary subset C,, comprising correct nodes selected by node p in round k such that |C,,| + |F},| = 2f and 3]51’ ) \S,EQ) CC,,
ie.,

C, = {z ecns® \ 1Cy| + |Fy) = 2f, SP\ S ¢ c,,} .
similarly, €, = {i €CnS”
fp + fq < f. We sort the nodes in C,, based on the distance of their vectors to z,", (with ties broken arbitrarily). Let C, ]

denote the i-th element in C,, after the sorting. Thus, we have fof_)l — 1'(C [e1) ’ < ng’) xic 1[7+1 )H We do the similar

SW\ s gcq}. We let f, := |F,| and f, := |F,|. Note that
(Q)

operation on C,.

By definition of NNA (24), we obtain that

| - <i2]| = n72f > 2f > o

]68(1’) ]GS(Q)
1 .
S| DOEAEDIEIED D S
" JjEF, Jj€Cy JEF, j€C,
1 ( (Cqld)) (Cpi]) 2ol
SEE 1 POECED SE= L BN D DENEEC LR S
JEF) Je[fp] .7€[f+1«,2f*fp] Je[fp+1 1l

T AN L) O H

JEF, J€lfq] JEf+1,2f—fq] [fq+1 f]
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Therefore,

i,
[+ =22 = =7 || T e — a2 = 3 @l — it

JEFy JE[fp)
Cplil) Cqlg
o WD ST LB AR S LN
je[f+172f_fp] je[fp+11f]
Cori
CUEEUNED ST i
JEF, JElfdl
Cqlg Cplj
S D SRRC IR AR S E N
JE[f+1,2f—fq] JE[fq+1,f]

Using triangle inequality above we obtain that

1 )
Joi? =i = g | 2 i e 1H+2Hwk P

Z Cpli]) _ [D _  ( )
JEf+1,2f—fp] Jje [fp

(Cyls))
| 2 [l el 3 [ —ffi"—)lH
jelf]

S (D S TSN S o P L
JE[f+1,2f—fq] JElfa+1,1]

As the right hand side above is a summation over 4 f terms, we obtain that

( (@) Af ) (p) Cl w7
e =22 < o || 3 o ==+ 3 [l o2
JEF, FELf5]
; 2 il
O R L N U o LT IN |
je[f+172f_fp] je[fp+17f]
P 2
8 Dl FURFIN (NS o Rk RN
JEF, J€E[fq]
. 2
4 Z HIECC_CI{J])ixl(Cq_) + Z H (c [a x;q_)lu
FEF+1.2F— fq] FE[fat1,f]
( (C[] ) (C[
n—2f Z’xkj)l’xip)l *ZH LR D DI ey
JEF, JEf+1.2f—fp]

. 2
] o R ot ||
JE[f]

JEf+1,2f—f4]

Note that S, ,ip ) contains at least [fp faulty nodes. Thus there are at most n — 2f — f,, correct nodes in S ,ip ). This implies that
there are at least f + f,, correct nodes that are not selected by node p. We define C,, to be a subset of f + f;, correct nodes
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(p) x,(f_)l — x,(f_pl[iﬂ]) for

. We sort the nodes in C;, such that B x,(cc_pl[z]) <

-1

not in S that are farthest from !

i=1,...,f+ f, — 1. Note that for each faulty node in S\” there is a correct node in set R \ S, Thus, by definition
of S,(f ) in (23) we obtain that

cllj
ji: 2 2 1\’ > Hwi‘fj” — 27)
Je[f+17f+fp]
By definition of C, for each j € [f], ||z, — xl(ccﬂj])H < ‘:c](f)l - xl(ﬁ”l[j]) ’ Thus,
2
5> Jeiceb? — a2, | ‘ GU1) _ 40 (28)
JElf]
From (27) and (28) we obtain that
) 2 ) 2
(Cql
3 el =]+ 3 [ a2 < Py E
JEFp JElf]
Therefore, we have
) 2 . 2
] o R o] LY ol FURY
JEFp JEIFf+1,2f—fp] Jjec
Similarly,
2 , )
) Y S o i P o O FUREY
JEF, JEIf+1,2f—fq] Jjec

Substituting from (29) and (30) in (26) we obtain that

©) (p) (J (@)
< gy | L el e+ e ot
As the above holds true for an arbitrary pair of correct nodes p and g, by averaging over all such possible pairs we obtain that

2_8f(n—1f) ®» (@ |
(n—f QZ‘ S(anf (n—f QZ‘xkpl xkq’lH'

p,qeC

L,

H"Tl(cp) (9)

Recall the notation T (-). The above implies that

8f(n—-1) (20,

I < I
) = w2y
Asn > 11f ) <3 100 . Using this above proves the lemma, i.e.,
800f 9.88f
I'(z),) < mr (z_1) < WF (zj_1) -

We now present below the proof of Lemma 2. For convenience, let us recall the lemma below.

Lemma 2. Suppose that n > 11f. For any K > 1, the coordination phase of Algorithm 1 guarantees (o, \)-reduction

for p
~ [9.88f _9f . 1
_<n—f) and )\_n—f'mm{K’(l—\/a)Q}'
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Proof. The first condition of (e, A)-reduction stated in Definition 2, i.e., I' (z ) < oI (z), follows trivially from Lemma
9 for the stated value of ov. We show below the second condition, i.e., ||Zo — Z||> < AT (z,), for the stated \.

For doing so, we first consider an arbitrary round k € [K]. For each correct node i, by definition of NNA operator in (24)
we have that

x,(;) A = Z (J) _ Zz(J)
n 2f 63(1) f jec
J
1 ( ) (i) ) ( ) )
= T - T —
n—2f ‘z;i) k—1 k—1 fZ k—1 k 1
JES,

Upon decomposing the right hand side we obtain that

i) - 1 1 1
s (i) T )ity T e

jesne jesie
1
S ().
n—f. ()
JEC\S,,
Thus,
i _ 1
(e e LD DI C AR NENCEV D D ARl
jesiPnc jest\e

~(mn-2f) Y @, —a))

jec\s”
By taking norm on both sides and then applying the triangle inequality we obtain that

H B 1H*m Y ‘xff)l—xk 1H 31)

jesPnc

+ (n—f) Z Hx/(g)l xé)1‘+(”_2f) Z ‘ (J)1 xk 1H

jest\e jee\sy)

Now let v = ‘S,ii) ﬂC’. We then have v =
’S,gi)\C‘:anffvand’C\

_ S}gl)uc’ 2n_2f+n_f—n:n—3f AISO,

f — v. There for the number A(v) of items that are added in (31) is

AW) = fo+(n=2f —v)(n—f)+(n=2f)(n—f—v)=20n=-2f)(n— f—v), (32)

which is decreasing in v. There the maximum of A(v) is reached for v = n — 3f and we have A(v) < 4f(n — 2f).
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Therefore, (31) yields

; 2 4f(n—2
ool <25 1 T e

"= P s
es{’nc
+ (n—f) Z ‘%&”1 (Z)1H + (n —2f) Z ’fl(cj)lfxéz)lH

jesie jec\s®»

ey (O CURE |

f)Z‘ (le_mk 1H ZH% 1 xk 1H

= 4J(cfln_f2f nQiL 2_ fzf Z ‘ w2 oy H

- (nff)(nf 2f)j2€:‘x§“])1_$k " &9

But now note that
2

|Zr — Tp— 1H HZ Wz

ieC

< il o 1H-

Combining above with (33) then yields

o 8f 1 ()
&k — Zh_a]® < . 3 E ‘xkj 1—a:k 1H
n_2f (n_f) i,jeC

Using the notation IT" (), we then have

o 2 8f 8fak!
|Zp — Zp—1]|” < n—72fr (l’k_1) < n_2fr(1'o)7 (34)
where in the second inequality we used Lemma 9. Now note that
2
|2k = Zol* = || D (@ — T4-1)
ke[K]
= < Z (T, — Zp—1), Z (T ffk—l)>
ke[K] ke(K]
= Z (T — Tp—1, Ty — Ty—1)-
k,l€[K]

By the Cauchy—Schwarz inequality we then have

lox =30l < 3 17k — 3l 17 — 70|

k,l€[K]
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Combining this with 34, we obtain that

Jx —2ol? € —L_T(z) 3 VabTai1

<
n—2f k,l€[K]
_ nffoF(xo) Z (\/a)k—l Z (\/a)l—ll
ke[K] l€[K]

Now since ov < 1 we have 3 o (\/a)’“‘l < K, and thus

|1Zx — Zo||® < :f_K;F (z0) . (35)
Moreover, we have
k-1 = k—1 1

k%q(\/&) MO
and thus

125 — Zo||* < ffzf : (1_1\/&>2F(mo). (36)
Combining (35) and (36) and noting that nféf < ng—ff for n > 11f proves the lemma. O
A.6. Proof of Lemma 3

‘We recall the lemma below.

l—a

Lemma 3. Suppose that assumptions 1, 2, and 3 hold true. Consider Algorithm 1 with v < L\/ﬁ and B > 0.

Suppose that the coordination phase satisfies («, \)-reduction for « < 1. For each t € [T, we obtain that

E[T(6,)] < B()y? (021 5y 3<2) ,

1+
and
1-— 1-—
E[T (m,)] <30° (H?) +9¢? +9L*y*E(a) (02 = g + 3g2) ,
where
_ 18a(l +a)
E(a):= M—ay

Proof. Consider an arbitrary step ¢ € [T']. The proof comprises 3 steps.

@ _

Step i. In this step, we analyse the growth of E [I" (¢,)]. From Algorithm 1 recall that for all i € C, we have 0, Vi =

91@ - 'ymgi). As (z +y)? < (1 +c)2? + (1 +1/c)y? for any ¢ > 0, we obtain for all 4, j € C that
2 , : , N2
]E{ ] <E[H9§’)—0,51)—'y<m§1)—mgj))H }

2 1 , ,
} + <1 + c> Y E {Hmy) — mij)

(1) (49)
0t+1/2 - atil/z

gt(i) N egj)

§(1+0)E{

1
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Thus, by definition of notation I" (x;) and using Lemma 7, we have
1Y o
E[D(04)] A+ @)+ (14 ) E (m,)]- (37)

Recall that, the coordination phase of Algorithm 1 satisfies (a, A)-reduction. Thus, for all ¢, we have T (Gt +1) <
al’ <0t 11 /2). Substituting from above we obtain that

E[T(8,,,)] <Q+c)aE[l(8,)]+ (1 + i) a?ET (m,)]. (38)

Step ii. In this step, we analyse the growth of E [I" (m,)]. From the definition of momentum in (6), we obtain for all i j € C

that
) 2
E {ngl) — mij) } [ ]
2]

=(1-p)%E lzgt ( () _yql ( >+VQ<z (gg)) Q(])( J))_|_VQ(J (ggn)_gg))

s=1

Zﬂt ( i—gs)

Using the fact that (z + y + 2)? < 322 + 3y? + 322, from above we obtain that

2

E {Hmtz‘) _ mgj)Hz] <301 Hzﬂt s gs _vQ® (egi)»
2
_ =5 () _voW) (9§
+3(1—B)°E ;gt (gs vQ (as )) ]

_ ztjﬁt—s (VQ(i) (ggi)) —vQW (ggj)))

s=1

+3(1 - B)°E

2
] . (39)

Consider an arbitrary ¢ € C, and denote

. 2
=s (00 _ (@) (@)
> (9 = vQ© (00)) (40)
Note that
po= 325 (o - 90 (1) ]
- B 2
[ ) - )]

From above we obtain that

[ Zﬁt * (90 = vQW (67)) 2] i E [Hgt@) _yQW ((,g))m
(S (o w0 (00)). w00 o))

s=1

+E
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i =90Q (o) ] < o

Recall that in the above, E[-] = Eq [...E; [-]]. Thus, due to Assumption 2, we have E [

Using this above we obtain that

2

2

AtSE +0'

- (gg) —vQW (99))
e o)

Also, by tower rule we have

2 |(S 0 (0 w00 (@) ot v (1)) -

s=1

E, l _.E, [<§5ts (an —vQW (93))) 7 gt(n —vQ® (gt(z‘>)>H .

s=1

By the definition of conditional expectation E; [-], we have

E, K:zjﬁt—s (g§i> —vQW (93—))) g _ gl (9§i))>] _
<§Bt—s( _vQu (0 )) Et[ VQ()( )}>

s=1

By Assumption 2, we obtain that E, { vQ® ( )} =vQW (Ggi)) —-vQW (Ht(i)) = (. Using this above implies

that
Bt seren. e

Substituting from above in (41) we obtain that
2

t—1
;ﬁtﬂq (!JS) _ VQ(Z) <9£z)))
2

= B’E [
= pB2Ai1 + o°.
Note from the definition of A; in (40) that, under Assumption 2, A; < o2. Thus, from above we obtain that
t A ‘ A 2 t—1 2
A, =E “’Z gi=s (ggz) —vQW (gg%))) ] < o2 2528 < T
s=1 5=0
Substituting from above in (39), computing the pair-wise average, and using Lemma 7, we obtain that

E[T (m,)] = MZZE:CE {Hmti) —m{ 2]

Xt: gt=s (VQ@ ((;g)) —vQWw (gga')))

s=1

ME[

t—1

ot v )

s=1

2

<301-8)? 11 +5 QZE[

i,j€C

2
] . (42)
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Let us denote

o g S| [ (v () v o)

jec

2
] . (43)
2]

Now note that

Cr = (n— f2ZE|:

jec

B Zﬁf 1- (VQ(i) (9&‘)) ~vQWY (egj))) + (VQ(Z’) (etu)) _vou) <9§j)))

S t—1—s () (p)) _ @) () i

> o [0 (v o) v ()
e 5095l (v ) w0 ()]
:ﬁct**m U\VQ”(Q(> voo (o).

Now using the fact that (z + y + 2)? < 322 + 3y? + 322, we obtain that

[ve® (67) - vew <9<J>) H
= HVQ(Z') (9&‘)) ( ) ( ) —-vQY (9 (7 ) +vQW (7) v ( ,)> 2
<3 HVQ(i) (915 )) Vo™ (9,) @,) - vQY (@ H 13 HVQ(J 3,) - vQU (0?)) Hz

By Jensen’s inequality, we obtain that

Ct—n 2ZﬂE[

By Assumption 1, we have that HVQ“J (9,§ )) VQ( i) H < L? ‘

andHVQ(J)( ) VQ(J) H <
L? |6,

Cy < BCy_1 + (n—f3)§(21—ﬁ)”ze:c (]E U‘gt@) _gtm +E {Hgt(j) _etm)
+ g 2o 790 0 -ve @) o
2,7

Now by Lemma 7 and Assumption 3, we have

ﬁ 3 Hva( —vQY @ s ZHVQU —vQ© (7 H <22,
i,j€C

Combining above with (44), we obtain that

6L 0 12¢?
s 0+ -2 ]+ 725
61> 6¢2
= BCy_1 + - B)E[r(e )]+m. (45)
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Now note that by definition, Cy = 0. Thus, from above we obtain that

6L2 < . 6¢2 .
Ci 1_ﬁ;5t L@)+1252 0

IN

Substituting from above in (42) we obtain that

E[T (m,)] <30° (;g) +9(1—B)L>Y BRI (9,)] + 9¢°. (46)

Recall from (38) that

E[T(0,,,)] < (1+c)aE[l(6,)] + (1 - 1) ay*E [T (m,)]. 47)

Cc

In the next and the final step we use the results derived in (46) and (47) above to conclude the proof.

Step iii. Now in (47) we let

1l -«
2«

> 0. (48)

Substituting this in (47) we obtain that

1+«

B[N (0,,)] < —5 BN (0] + (Ha

) 0B IE ().
Substituting from (46) above we obtain that
1+«

B[N (0] < (52 B0,

+ %f (302 (Lg) +9¢% +9(1 - B)L? ;5“5 E[ (93)}>

(Ha> E[r (9, + S0t (302 1=5, 9@)

2 11—« 1+
t
o= o () S e, )
s=1

11—«
As we assume that v < T Jara(Ta)’ we have
2
272 (1-a) )
~2Ta (14 )

Using the above in (49), we obtain that

E[L (0,51)] < (1 : 0‘) B[, + 20 (1 o+ 9<2>
() a-ny e Ere,).

s=1
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For convenience, we denote

D:M(3021 ﬁ‘*‘%)

-« 1+8
Thus,
E[F(9t+1)]§<1;a>E[F(9 )]+D+(1 > Zﬂt *ET (50)
As (50) above holds true for an arbitrary ¢ € [T'], we reason below by mathematical induction that for all ¢,
BN (6,) < 10 (51)

First, note that, as 9%1') = 99 ) for all i, j € C, the above is trivially true for ¢ = 1. Second, let us assume that (51) is true for
all t < k. Then, from (50) we obtain that

E[L(0y1)] < <1;a>16_D+D+(1 3a) (1—5)216:5%816_%

s=1
1+a\ 6D 6D
= — +D+2D=—.

< 2 >1— T -«

Thus, (51) holds true for k£ 4 1. Therefore, for all ¢t € [T, we have

a(l+a)y? 21— 2
E[T(0,)] < T op (180 1+5+54<>

We now define F(a) := 1??‘9{;32& ). We then have

BN (6] < Bla)? (#2155 +3¢*)

Combining this with (46), we then obtain

1-p

E [l (m,)] < 30? ( +9(1 - B)L? Z BISE(L(0,)] +9¢2

s=1

)

;ﬁ)wg +9(1 LQZﬁt ( (#1_
)
)

+
+9¢24+9(1 - B)L? Zﬁs <E(a)72 <021 :r g + 3<2>>

1 + s=0
1-p 1-p
9.2 2 2 2 2 2
=30 173 +9¢ +9L7E(a)<al+ﬁ+3c>
O
A.7. Proof of Lemma 4
Recall that 1
VQ,; = - > v (05,
ieC
and that -
(St =M — VQt (52)
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Also, we recall the lemma below.

Lemma 4. Suppose that assumptions 1 and 2 hold true. Consider Algorithm 1. For all t € [T, we obtain that
9 3 — |2
B [I6eal”] < 820+ 4z + §I0E 1007 + 38200 + 4z |90 @) ]

+ 962 L2 <1 + 41L) (E [F (9t+1)] +E[L(0,)] +E [Hat“ - GHI/QH?)

(-5

9
+ Ly (1+4Ly) L*E [T (6,)] + —

Proof. Consider an arbitrary step ¢ > 1. Recall from Algorithm 1 that
M1 = e + (1 — B)Gy4-
Combining this with (52) we obtain that
bip1 =B+ (1= B)Fps1 — VQip1-
Adding and subtracting SV Q, and SVQ, ; on the R.H.S. we then obtain that
1 =B (M —VQ;) + B(VQ, = VQi 1) + (1= B) (G141 — VQi1a)
which yields

16e1)1 = 52 Hmt - ViQtHQ + 5 ||Wt - Wt+1’|2 +(1-p)° H§t+1 th+1||
+ 252 <mt -VQ,, VQ, —VQ; 1) +28(1 = B)(Gry1 — VQuy1, My — VQ,)
+26(1 - <VQt Wt-&-la Ji41 — Wt+1> .

Applying the conditional expectation E; 1 [] on both sides, and noting that 7;, VQ,, and V@, ; are deterministic values
when given P, ;, we obtain that

Evir (101 = BEei (1607 + 82 [VQ: = VQuia | + (1 = 8)Evsn [[Fess — Ve ]
+26% (6, VQ, = VQyi1) +28(1 = B) (Begr [Grg1 — V@] » e — VQ,)
+26(1 = B)(VQ; — VQii1, Eert [Gr41 — VQiia]) -

Owing to Assumption 2, E; 4 {gtﬂ] VQ (G,EJZl) for all ¢ € C. Thus, we have E; 4 [§t+1 — ViQH_J = 0. Therefore,

Eevr [10010%] = B216° + 82 V@, = Y@y |* + (1 = B)%Eusa [|[in = VQupall’] +26° (81, V@, = V).

(53)
Note th
(=37 [ =T = 0= 9P || 3 o -9 (012)) |
L ZE (o2~ 9Q® (052, . o2 — v (6))]
2 0 e [Jot - veo ()€ 45 2E o
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where (a) uses the facts that the gradient estimations are independent and E; ; [gt +1} VQ( i) (9( +1) = 0, and (b) is due
to Assumption 2. Substituting from (54) in (53) we obtain that (upon applying Cauchy-Schwartz inequality)

_ _ - _ 1— 2 2
Eeor [[10ell’] < 821607 + 82 V@, = V@i |” + 2682 (81, VO, = V@) + (nﬁ)f"
_ _ _ - 1— 2 2
< B6° + 52 [VQ, — TQu |+ 26 6] [T, ~ V@, | + LT
Upon taking total expectation on both sides above we obtain that
o - _ _ 1— 2 .2
E[I611°] < BB [I6l] + B2E [V, = VQupal”] + 28 (6] [VQ, — V@0 ] + (nf)fg

As 27y < cx? + L * for all ¢ > 0, by substituting ¢ = 4vL we obtain that 2 |6 | VQ, — VQ,, .|| < 4vL 1164/ +
4'TL HVQt — VQtH H . Using this above we obtain that

- = 2 1—B)%0?
E | Ide1]°] < 821+ 49L) E [[16])°] + 57 (1 + 4L) E[|IV@Q: - VQuu|*] + (n)f (55)
Note that as VQ, := —- f Yice vQ© ( ) by Assumption 1 we obtain that
- 1 o L
[0 = Q| = —= > ||v@® (67) - va® (o2,) ] < o — 0
n— f 4 n—
i€C i€C
This implies that
—_ — 2 i
[VQ, = VQu || < L? < fZHo()_at(Jr)l‘D S n_fZHG( _9§421H : (56)
By triangle inequality we obtain that
‘ 9t(z+)1H < 0,&21 t+1H + ‘ 011 *§t+1/2H + ’ §t+1/2 - et(i)
Recall that 6, /» = 0, — v, Thus, ||, /5 — 0| < H?t e
HH(Z - 9§+1H < H9t+1 t+1H + H§t+1 - §t+1/2H + Hgt - et(l) + v ||| -
As (z+y)? < (1+ c)z® + (1 + 2)y?, taking square on both sides for ¢ = 2 we obtain that
@D _ g P <3(]lo, -7 9, —8 9, —09|)° + 242 2
t+1 i1~ Ora|| T ||Per1 — Oer1/2 ¢ — 0 + 7 [ .
And thus
2 _ _ 2 2 3.
‘ 9&)1” <9 et(21 t+1H +9 ’ 041 — 0t+1/2’ + 572 |71 (57)

Note that for any ¢, by definition of §, we have

2 2

21 () _ o 1 H (@) _ o
n_fj;(et o) < “‘sze;: 09 — of

<

1 . .
<> e -
n—f jec

s
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) o

Substituting from above in (57) we obtain that

(i - - 203 5 2
HG( g t421 1 — 9t+1/2H + 572 (e

)

[ -

e (zuegl-esﬂ

Substituting from above in (56) we obtain that

0(])

- 0

t+1

- = 9L
702l < =7 (Z

% 2 322
01 — t+1/2H +§ﬁ2”mt”2
i€C

EEP-
Taking total expectation on both sides above, and using the notation I" (x;), we obtain that
E[[VQ, - VQu|*] <9L2 (B [T (9,4,)] +EIL (6,)]) + 9L°E [Hem _9”1/2m + ;L%QE ISR
By definition of ¢, we have || || < |7 — V@, || + V@, || = 16,]] + |[V@Q, |- Therefore, [/ |> < 3 6.1 + 2 [ V@, ||"-

Using this above we obtain that
_ _ 2
LA
3

+ 30 (3l + 32 9@ ). (58)

B [I9Q: - o] < 922 (E 11 (0] + EX 0] +B | s

Substituting from (58) above in (55) we obtain that

E (6] < 20+ )8 (107 + 02 (14 17 ) §2202 (22 lo?] + £ 9@, ))

4vL
M 27 1— 5 20.2
1 — 9t+1/2H ) + (n)f

= B AL+ SN E ] + 811+ 4L0) B [ 9G]

#8 (14 57 )97 (B[ (0,00)] +E (0] +

#8 (14 17 ) 922 (R0 0,0)] + B O 48[ [y —100a]]) + E 22

Now note also that ||V7Qt||2 <4 Hth vQ© ( )H + 4 HVQ(C) ( )H2; thus

E [I51]%] < 820+ 4L + LI E[I67] + 25241 + 4Ly E [Hm(c) (@)!ﬂ

1

+7 <1+4 L>9L2 (E [T (0:11)] +E[F<9J]+E{ A-pyo*

_ _ 2
41 — 0t+1/2H }) T 7

e e |78 - ve© @) (59)
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But now note that

[HVQt vQ© (8 M: HnivaQm(e —7ZVQ<>
ieC zGC
2
— 1 i) (g i) (9
-E nf;(m“(et ) - VY (3,))
<

L5 |vave?) - e @]
ieC

L2
n—f;E[

Yt

IN

1SBEW@»

Combining this with (59), we obtain

E 151 %] < 620+ 4L + LI E[I607] + 2821 + 41y MVQ“) |H
+96°L? <1 + 41L> (E T (0,,)] +E[(,)]+E [ [ at+1/2” })
9 1—B)202
+ ZﬁzL’y (1+4Ly) L*E[T(8,)] + (nf)f
which is the lemma. O

A.8. Proof of Lemma 5
We recall the lemma below. Also, recall that 6, = 1/n—f Y icc 0,@ and Q©)(0) = Yn—s Dice QW(H).

Lemma 5. Suppose that assumptions 1 and 2 hold true. Consider Algorithm 1 with v < 1/L. For eacht € [T, we
obtain that

EQ@WHQ—@@@ﬂs—;EMv@“w»

3
)
+27 [

I 5w fiar]

_ — 21 3y
Buos = ona|[ | + F BT 0.

0,~0,.,

Proof. Consider an arbitrary ¢ € [T]. We define Gy := , the step taken by the average of local models at iteration ¢.
By the smoothness of the loss function (Assumption 1), we have

QO@41) = QO@) < (Brss ~ 8, VRO @) + 5 [Brss — B
=—v <Gta vQ© (?t)> + LTVQ 1G>
Using the fact that v < 1/L, we obtain that
QO Brr) — QO@,) < —(Gr, VQ© (B,)) + S IGHlI
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lz—yl?

Now note that — (z, y) + 15— = — |y2“ + ; thus
_ _ 2 2
QO@141) - Q@) < -2 [vQ© @) + 2 |6 - ve© @)
_ 2
_ 2 6, —0 _
< _% vQ© @) + % -l gQ© (8,
Y
— — — 2
Y SN e e e s o S R p— =
=3 ||VQ© @) +3 e ~VQ,+VQ, - vQ© (@)
_ _ 2
_ Yvo© @) + 2 |m, + 2" 55 4 v0, - vo© @
=5 v (6,)| + 5 |+ 5 -VQ,+VQ,—vQ'“ (6,
0% —\12 3V ==5.2 3 |- — 2 3 == — 12
= D) VQ(C) (et) + 9 ||mt o thH + Z H9t+l/z - 9t+1H + 9 Hth - VQ(C) (et)’

where VQ, = 1537, VQU ( ) Now recall from Lemma 4 that we define §; = m; — VQ,. Thus, taking the
expectation from both sides of the above, we obtain that

_ _ 2
B = |

T+ Zefiar)+ 25|

E[Q96.0) - 098] < -1 |[ve© @)

+— MVQ —vQ© (g H] (60)
Now note that
2
1 1 7
s[[va. - ve© @[] = Hn_f;v@ww L rve6
r 2
~E || — > (Ve @) - vQ® @)

1 - R
<—3E [HVQ(”(9§ ) - v @) }
n—f ieC
L? @ _7 17| < 2
Sn_f;E[ 0;" — 0, ]SL E[T(6,)]-
Combining this with (60), we obtain that
E[Q9 @) - QO@)] < —gE[Hv@ J| } + R (6]
3l ]+ B
+ 5B [ = B[ + F BT 01
which is the lemma. O

A.9. Proof of Lemma 6

In this section, we prove thatif n > 5f, then K € O(log(n)) coordination rounds is enough to guarantee (v, A)-reduction.

Lemma 10. Consider the coordination phase of Algorithm 1. Suppose that there exists 6 > 0 such thatn > (54 0) f. For
any k > 1 we have

k
i j 3 (i)
maxH:vfﬁ) —:c,(f)H < | —— maxH (j)H
i,j€C ' n—2f) ijec
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Proof. Consider an arbitrary round k € [K]. Consider two correct nodes p, g € C. We then have

(p) (q)
ka T TS Z Z zy!
n 2f jeS(P) 2f Jes(Q)
1 . .
=5 DR AP N o | B 61)
jesl(cp)\sl(cq) jes/iq)\sl(cp)

Now similar to Lemma 9, we define:

F, = {z ngCzGS(p)zgéS(Q)}
Fq:{z 1¢CZES,§Q,Z¢S@}.
sz{z ieCicS? ig¢sl }

Cyi= {z’:z’ec,ies,(f),igés,gp)}.

We also define f, := |F}| and f, := |F,|. We also order these four sets such that, e.g,. F,[i] refers to a unique element in
set F,. Without loss of generality, we assume |C,| > f, and |C;| > f, °. Now from (61), we obtain that

(TL - Qf) ‘ xl(Cp) _ J:(Q)

Z m}(ﬁl + Z x}(ﬁl - Z x( Z x(J)
JEF,

j€Cy JEF, jec,

=y (x;flm) (6{]])) Z((FJ”) Igcjl[m)Jr 3 (xl(ccjl[qurj])_m}(CCifﬁj]))

JElfp] J€lfal JE[ICp|—fad]
By triangle inequality, we then have

Cpli
(n=2)||ef? = 2| < > || - >H+ Z ngflm el

JESf]
Coplfat qu+
+ Z ](c { i _ I(<:—1 J)H
JElICpl—fal
< 3 [ a2+ e ]
JElfp]

Py Hx&m) 20 H+ka | — 2l

S Hrzﬁci’l[fq”])—ﬂf;(fﬂfﬁmH-
J€lCy1=fa]

Now note that for each faulty node j* € S ,ip ) , there is at least one correct vector received by node p and filtered out by the

3Otherwise we add sufficiently many correct vectors from S,(f 'n s,g‘” to both Cp, and C4 such that |Cp| > fg and |Cq| > fp.
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NNA function. Therefore, we must have ‘ a:,(jji - 371(21 H < max; jec ngf) 1= .Z‘k 1 H Thus,

(7) (9
maXka 1~ Ty + max xk 1 Ty

9 H (» _ ()
(n=2f) ||z — = Jec ijec

+ Z maxH g —xk 1”4—maxH 1@1_95521“
z]GC i,j€C

Sy [ o2
JElCy 1 f4]

< Uy + £+ (G| = ) max [, =22, |

= (20 + 1)+ (SP\SO| = £y = f)) max|of?, =2, |

i,J€C

Now recall from Lemma 8§ that ’S ,(Cq) \S ,ip )

< 2f. Therefore,
ol < s s -0

(9)
|

Equivalently,

IN

ot = 22| < o+ a2 ma oL, — 2, |

3
/ max’x,i)l x,(j)lH.

~ n—2fijec

As the above inequality holds for any choice of p and ¢, we obtain that

ot <2

(4) (4)
ma g iy — i)
As the above holds for any £ > 1, we obtain that
k
i j 3f i j
ma [of? = < (257) ma ot - ]
This is the lemma. O

Lemma 11. Consider the coordination phase of Algorithm 1. Assume there exists § > 0 such thatn > (5 + 9)f. For
w € O(log(n)), we have

og(*EY)

T <——7T .
(zg) < n—f (20)
Proof. For k = K in Lemma 10, we have
(4) ) "
ma [of) = < (257) " mage? o)

Now squaring both sides, we obtain that

max
i,j€C

IN

4 112 3f \2% 4 12
(i) ) (%) )
ot a2 < (7255 ) et -
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Now as we assume n > (5 + J) f, we have

3f 3f 3

n—2f = B+0)f 3+ <l

‘We then have

3 2K—1
mas o) o < (535) (27 ma e =7

Now note that as n > 5f, we have 4(n — 2f) > 3(n — f), thus,

2K—-1
(i) _ <j>H2< 3 Af H (i) _ (j>H2 )
magleid ol < (55) oo ) masllw” — )

Now note that

1 @ _ o>
[(zg) = W% Hl’x R H

1 ; L2
< e o, s | = e ©
i, J€C
Note also that
max H - ;v((f H < 4max Hxéi) — .f'()H
i,j€C ieC
<4y H ool
ieC
<4(n—f fZHxO —mOH = d(n— f)T (z,). (64)
Combining (62), (63), and (64), we then obtain that
3 \2K-1 2
I(zy) < <3+5) (n_f> 8(n— )T (z,).
Setting K = {WW + 1, we then obtain that
ogl 75—
2f
['(zy) < n— fF(QCo)
This is what we wanted. O

We recall Lemma 6 below.

log(8(n—f

Lemma 6. Suppose that there exists 6 > 0 such thatn > (5+9) f. For K = W € O(log(n)), the coordination

phase of Algorithm 1 guarantees («, \)-reduction for

2f
n—f

o =

<

N |

346\ (8f)?
and /\—<5) n—f
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Proof. The first inequality is already proved by Lemma 11. Here we prove the second inequality. Consider an arbitrary
round k € [K]. For a correct node i € C we have

ng)_jk_le n—2f 3 af - fz s

]€S<1) jec
_ 1 1 2 1 ) 1 ()
S ity) Sty ¥ B
jesnc jesie jec\s

- f)(n—2f FY @ -al)re-n Y @i -al) -2 Y @l -2y

jesiPnc jesi\e jec\s»

By the triangle inequality, we then have

(n— f)(n—2f) ng) _fkflu <f Z Hxl(cj)l _xk)lH +(n—f ka 1 xk 1H
jestne ]es“)\c
+ (n—2f) ka 1 xk 1H
jec\s
Now note that for any faulty node j* € S,Ei) there is at least one correct * such that Hx?j ;—mgj)lH <
H — a:k 1|| (as otherwise i* would have been selected instead of j*). Therefore, we must have Hm(J i — x,(;) 1 H <
max, gec ‘ :z:,(cp)l - fo)lH And clearly for any correct node i* we have kal - ;z:k 1” < max gec ’ x,&p)l - x;q)lu.

Therefore,

rlsi nel+ o nlsi | + mae 2, 247,

(n—f)(n—2f) p,q€C

+\C|—‘S£i)UC’ >n—2f+n—f—n=mn-3f Also,

I E

Now let v := )Slii) HC‘. We then have v = )Slii)
‘s,g“ \c‘ —n—2f —vand ’C\S,Ei)

f — v. Now we define

A@)i=fo+(n=2f—v)n=f)+n=2f)(n—-f-v)=20n-2f)(n-f-v), (65)

which is decreasing in v. Then the maximum of A(v) is reached for v = n — 3f and we have A(v) < 4f(n — 2f).
Therefore,

o ] < 2 g e i
_n—quec k—1 kl

Also, note that

1 .
1Zr — Tr—1ll = Hn_ sz(f) — Tp—1

iec
ec "
Now applying Lemma 10, we obtain that

o 3f \"' af DG
2 — T < <n—2f> n—f?}%)c(Hxé) — ag”

1 .

H ;Cp) x’(cq)l

max
p,q€C

_Af H (») () H

= max — X
H n — f p,qec k=1 k=1
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Now asn > (5 + J) f, we obtain that

k—1
o 3 4f (i) (j)H
— _ < —
Z — Tr—1|| < <3+5> n_flm,j%on T

Now note that by triangle inequality we have

k—1
_ _ 3
L ED TS u-z<3+5) |

ke[K]
o) k—1
3 ; 1 4 (i)
<> (575)  apmmld —0l= =yl 0
= \3+ n — figjec 1- 35 n— fijec
_3+9d 4f H W _ )
1) ’I’L— Z]GC o
Squaring both sides, we then have
o (346Y
— < =— .
1 — Zol| —( 1) ) Hal%}c(H H (66)
Now note that
) @ _ = |I? @ _ - |
ST (R WIS 0 3[R
1 @ _ ~|?
<A =)= |2 — a0 = 40— )T (@) (©7)
n_fiec

Combining above with (66), we obtain that

§\° (8f)2
1Zx — Zol|® < (3;> igf)fr(xo).

B. D-SGD without Momentum under (o, \)-reduction

In this section, we prove Proposition 1 which is convergence guarantee for D-SGD (i.e., setting 5 = 0 in Algorithm 1) under
(ar, A)-reduction. First let us recall Proposition 1 (with more details).

Proposition 1. Consider Algorithm 1 with 8 = 0. Suppose assumptions 1, 2 and 3 hold true and that the coordination
phase satisfies (a, \)-reduction for o < 1. Define

6v1 4+ «

11—«

o =6 (Q<C> (@) — Q*) and ¢; =

Set v = min{5~, C%L, V51552 }- For any correct node i € C, Algorithm 1 then guarantees

R Lo?  4eoc3L 2+ o)L
]va@@ (69 ] <6 L+ S (302+<2)+%+2005A (302 +¢?)

o? A 2 2

Before proving the proposition, we first prove a few useful lemmas.
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Lemma 12. Suppose that assumptions 1 and 2 hold true. Consider Algorithm 1 with 8 = 0 and v < 1/2L. For each
t € [T, we obtain that

ﬂ + Lfn”_zf + %LgE (6,)] + % E[T(0,5)]

E[090,1) -09@)] < -2E[|ve© @)

Proof. Consider an arbitrary ¢ € [T]. We define G := 9"73““1 , the step taken by the average of local models at iteration ¢.

Also, define R; := g, — G;. By the smoothness of the loss function (Assumption 1), we have

B~ B

— — — — — L
Q(C)(9t+1) - Q(c)(at) <0t+1 -0, VQ(C) (gt)> + B H9t+1 -0,

IA

_ I~?
(G, VQ© (8,)) + =3~ IGelf

_ L~?
— (G + R, VQ© (8,)) + =3 3, + Rl

Now denoting VQ, = 25 >,cc vQ® (99), and taking the conditional expectation, we have

2
2 [Q€@,01)] - QOE) < (Eilg, + R, YQ© (B)) + “2-E, [Ig: + Rl

< (VO + B[R] VQ© (8)) + LB [[7,]7] + 1%, [IRi|]

(b) - — — 2 o2

< -7 <th +E([R], VQ© (915)> + LY’E, {HthH } + L’Yzﬁ + Ly’Eq [HRtHﬂ
where (a) uses Young’s inequality and (b) is based on the facts that by Assumption 2, we have E; [§,] = VQ,, and
E, [Hgt - Vi@t}ﬂ < n"%zf We then obtain that

B [QO@,41)] - Q@) < — (¥, VQ© (@) + I °E. [|[ VG|

2072 2 2| ©) (3
F I T IR RP] =5 (RRD, VOO @) 68)

Now note that

(B R), VQO (3,)) <4IE R+ ; [ve© @) <& [Irg] + 1 [ve©O @) @
where the second inequality uses Jensen’s inequality. Also, using the fact that v < 5%, we have
—1(VQ:. V@' (0)) + Ly’ |VQ|* < 5 (-2(VQ:. v@© (3.)) + V@)
3 (-Iee @) <[veo @ -val)

Combining (68), (69), and (70), we obtain that

0.2

n—f

(4 + L)E, (IR
(71)

£ [0€0.0)] -9 < -1ve© @) + 1 |ve© @) - va,| + 1y?

Now note that

Ri=g,—Gi =7, - 01 = Oy +7‘9t+1/2 —0i1 O —79t+1/2,
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Thus, using the definition of («, A)-reduction, we obtain that

1 _ _
E, [||Rt||2} = ﬁ]Et |:H0t+1 =04y,

2] < %)\]Et {F (9t+1/2)]

Combining this with (71) taking total expectation, and using the fact that v < 1, we obtain that

B[00, - 9@ <-1E[|ve© @)

]+ 3e[lvee 0)-va

]

Now note that

r 2
E [Hmt ~vQ© (3,) m =k [||— DACRICUR n%f > Ve (0,)
L i1eC ieC
2
— L i) (p(®) i) (9
—E n_f;(VQ“(@ )-vQ© (3,))

IN

s fvavon-van @]
1€

L2
n—fZZE[

IN

Therefore,

E [Q(C)(§t+1) _ Q(C)(gt)} < —%E {HVQ(C) (Gt)HQ] I vanajf + A/TH]E [T (6,)] + % E [1“ (9t+1/2)] :

This is the lemma. O

Lemma 13. Suppose that assumptions 1, 2, and 3 hold true. Consider Algorithm 1 with v < & \/% and 8 = 0.

Suppose that the coordination phase satisfies («, \)-reduction for o < 1. For each t € [T, we obtain that

E[ (0] < WVQ <<4 + njf) o? + 4<2> :

and

E [F (9t+1/2)} < MWQ ((4 + nSf) o2+ 4§2> .

Proof. First, we analyze the growth of E[I' (f,)]. From Algorithm 1 (for § = 0) recall that for all ¢ € C, we have

Ht(i)l/z = 99 = 'ygt(i). As (z+y)? < (1 +¢)z? + (1 + /c)y? for any ¢ > 0, we obtain for all 4, j € C that

2 . . . . 2
dl J <[ oo 5]

2 1 2
}+<1+>72EU }
c
Thus, by definition of notation I" (x;) and by Lemma 7, we have

E[N(6,1,,)] 0+ EL©,)] + (1 + i) VE[T (g,)]. (72)

(1) (4)
9t+1/2 - Htil/z

<+ om [ - o o = g
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Recall that, the coordination phase of Algorithm 1 satisfies («, A)-reduction. Thus, for all ¢, we have T’ (Ht +1) <
ol (Gt 41 /2). Substituting from above we obtain that

EL(0,.,)] <Q+c)aE[l(6,)]+ (1 + i) ay?E (g,)]-

For ¢ = 122, we obtain that

E[T(6,,)] < o E[L(0,)]+ =——29?E[l(g,)]. (73)
Now note that for any i € C we have
g~ 5= g = vQW (67) + vQ© (67) = vQW (8,) + VQ© (8,) - VQ“) (3,) + VQ©) (3,) 7,
Thus,
||t 3| < a2 |Jo* - va® (4[] + 42 |[ve® (47) - va© @]
1z {7 @) -0 @) +12 voe @) - 94\2].
Using assumptions 1, and 2, we obtain that
E {Hgy) —gtH2:| < 40” + AI’E {Het‘“ —etm
+a |90 @) - vo© @) ] + 42| [ve© @) -5 ] 74)

Now note that

E [HVQ(C) (?t) -7 2} _ ﬁﬂz Z (VQ(i) (@t) _ gt(i)) ]
| liec
2 @ (3.) _ oW (g® i
< L E ; (VQ @,) - vQ (gt )) ]

> (vQ® (67) — o)

i€C

|

272
[ 0, —e”
eC

=2L°E[l = 52
n—fa

2]
2 2
Ty

Combining this with (74), we obtain that
8

o i s

As 7 above is an arbitrary node in C, the above holds true for all ¢ € C. Averaging over all = € C on both sides yields

|C|ZE[

i)

o) —

_3, 2] < 402+4L2]E[ } 2} AR [HVQ(“ @,) - vQ© (3, 1 +SL2E[D(0,)] +

2 1 2 1 oo
- }§402+4L2|CZIE{ 0 7, }+4|C|ZE[HVQ('> @,) - vQ© (@ M
ieC ieC
8
+8L2E[F(9f)]+rf02
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2
Recall, from Section A.1, the notation I" (x;), i.e., I (%) = ﬁ Ziec * *¢|| . Using this above, we get

2

E[I(g,)] <40? + 4L*E[I( +4C|ZE{HVQ(Z 9,) - vQ© (3,

2} +8L*E[T(0,)] nffa

From Assumption 3, we have ﬁ YiccE [HVQ(” (0,) —vQ© (6,)] } < (2. Using this above, we obtain that

BN (0] < (44 2 ) o + 1L BIE (6] 42 s

Combining this with (73), we obtain that

E[T(6,,,)] < <1;O‘ + 120‘(11_+a0‘)72L2> E[T(6,)] + O‘(l%zo‘)f (<4+ ngf) 0% +4¢ >

For y < g —A=2 h
orv_GL\/m,we ave

E[T(0,,,)] < HTO‘E[F 0,)] + %72 (<4+ nif) o? +4<2> .

Unrolling the recursion, we obtain that

4+

Bl )] < 2

(43
go‘(ll_a (<4+ >a+4g)
- 1+a 2<<4+>a2+442>. (76)

Combining (72), (75), and (76), we also obtam that
6(1+a) 5 8 2 2
< = 7 4+ — + .
E{F (et 1/2)} (1*04)27 ((4 nf)a 4

This is the desired result. O

Lemma 14. Consider Algorithm 1 with B = 0. Define
6v1+ «

l1—«

co:=6 (Q(c) (0,) — Q*) and ¢q =

Suppose that assumptions 1, 2 and 3 hold true, and that the coordination phase satisfies (c, X)-reduction for o« < 1. Suppose
also that v < min{i, C%L} Then, for any correct node i, and any T' > 1, we have

2
E [HVQ(C) (é(i)) H? < % + 9L’y% + 4c2nal*~? (302 + Cg) + 20c3\ (3(72 4 <2) i

Proof. Combining Lemma 12 and Lemma 13, we have

[HVQ(C) )| } %E [Q©@,,) - @) + 1 "2f +2L2E [N (0,)] + 23—3 E[T (040)]
E Q@) - Q@@ﬂ —
+ (2L%av? + 20)\ < f> +4¢ )

< B[00, - Q@<ﬂ

6(1+
+ (2L%7 %o+ 20A)(§_;)2 (120% +4¢7),
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where in the last inequality, we used the fact that n — f > 1. Averaging overt = 0,...,T — 1, we obtain that

4 - — 2 1
- Z E MVQ“) H } <7 [Q(C)(eo) - Q‘C)(HT)} + 4L7n‘1 7+ (2027 + QOA)W (1202 + 4¢?)
4 — . o2 6(1+ «)
< T (Q<C>(90) -Q ) + 6Ly + (2L%7%a + QOA)W (1207 +4¢?), (77)
where we used the fact that Q(€ (9 ) > @Q*, and n > 5f. Now note that for any correct node i € C, we have
i Sk )\ ||?
s [[vee ()] < 52 |[ve @] ] a8 [[ve© @) - v ()
3
S

{HVQ(C) H]+3L2 [Het—et@

1

where the second inequality follows from Assumption 1. Combining this with (77) and using the bound on E [I" (6, )] from
Lemma 13, we obtain that

- Z [HVQ <) (9< )H ] (Q(C)( 0) — Q*) + 9L7%2 + (4029 %na + QOA)M (120% 4+ 4¢%)

where we used the fact that n > 1. Defining ¢ := 6 (Q(©)(6,) — Q*), ¢} = 38(1+;), we have

;jz_::E {HVQ(C) ( )H } —I— 9L’y + 4c2nal?y? (30 +¢ ) +20c3\ (302 + C2) )
As 0 U{H(z) e ,G(Ti)_l}, we have
E [HVQ(C) (é(i)) HQ} _ 1 gE {HVQ(C) (g(i)) H2] .
T3 '
This proves the desired result. O

Proof of Proposition 1 then straightforwardly follows.

Proof of Proposition 1. Recall from Lemma 14 that
Ao (12 2
E [Hv@c) (9“)) H } < C—;, + 9Ly T+ 4c2nal?y? (307 + ¢2) + 202X (30 + ) .
0 n

Asy =min{57, -7, \/5755z }, we have
9LT o2 9LT o2
< max{2L,c;L, | —— 7 } <2L+c L+ .
nco

i\ |I? Lo?  deociL 2 L
]E[HVQ(C) (g(z))H } < gy @Lo? | dcocilna (302+<2)+w+200§)\ (302 + ¢2).

2=

Therefore,

nT 9T o2 T

-«

E [chzw) (69) m co ( % + (1_Aa)2 (o + 42)>

which is the desired result. O

Now ignoring the non-dominant -+ terms and noting ¢y € O(1) and ¢; € O ( ), we obtain that
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C. Signed Echo Broadcast (SEB)

SEB is composed of four rounds of communication. First, in round SEND, each sender node ¢ sends its message m; to all
the other nodes 7, which contains an identifier and a signature by node i. In the context of MONNA, the message is a vector
55531’ with an identifier of the form (i, ¢, k), where ¢ is the SGD iteration and k is the coordination round. Second, in round
ECHO, upon receiving m;, each recipient node j verifies that m; is the first message with a valid signature from node ¢
and with identifier (4,¢, k). If so, node j signs m; with its private key pk;, thereby obtaining a signature s;; of message
m; which node j sends to node i. Otherwise, m; is ignored. Third, in round FINAL, upon receiving at least "T*f — 1 valid
signatures s;; , the sender node 7 sends the set .S; of received signatures s;; to all other nodes. Fourth and finally, in round
ACCEPT, upon receiving the set S;, each recipient node j verifies the signatures of the set, and if they are valid, node j
accepts m,; and terminates the protocol. For n > 3f, SEB guarantees validity, even under asynchrony, i.e., any correct
node’s message is eventually delivered to any other correct nodes. It also guarantees consistency, i.e., two different correct
nodes cannot deliver different messages from a faulty node (Cachin et al., 2011, Section 3.10.4). The message complexity
of this protocol is linear in the total number of nodes, i.e., O(n). Therefore, it does not affect the communication complexity
of MONNA.

D. Additional Information on the Experimental Setup
D.1. Dataset Pre-Processing

MNIST receives an input image normalization of mean 0.1307 and standard deviation 0.3081. Furthermore, the images of
CIFAR-10 are horizontally flipped, and per channel normalization is also applied with means 0.4914, 0.4822, 0.4465 and
standard deviations 0.2023, 0.1994, 0.2010.

D.2. Model Architecture and Detailed Experimental Setup

In order to present the detailed architecture of the models used, we adopt the following compact notation introduced as done,
e.g., in (El Mhamdi et al., 2021b).

L(#outputs) represents a fully-connected linear layer, R stands for ReLU activation, S stands for log-softmax,
C(#channels) represents a fully-connected 2D-convolutional layer (kernel size 5, padding 0, stride 1), M stands for.
2D-maxpool (kernel size 2), B stands for batch-normalization, and D represents dropout (with fixed probability 0.25).

The architecture of the models, as well as other details on the experimental setup, are presented in Table 2. Note
that CNN stands for convolutional neural network, and NLL refers to the negative log likelihood loss.

D.3. Data Heterogeneity

Class Label
6 N W A 0 oa w e o®

[ ] [ ) e00
( XX ) [ 1) [ J [J (]
1234567 8 9101112131415161718192021 1234567 8 9101112131415161718192021 1 2 3 4 5 6 7 8 9 10 11 12 13
Correct Node Correct Node Correct Node

Class Label
6 H N W A U oa N ® ®
[ J
[ ]
[ ]
[ ]
[ J
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o kb N w s v oo N @ ©
[ ]
[
o

Figure 2. Distribution of class labels across correct nodes when sampling from a Dirichlet distribution of parameter c.
Left: MNIST with a = 1, Middle: MNIST with o = 5, Right: CIFAR-10 with o = 5.

We simulate data heterogeneity in the correct nodes’ datasets by making the nodes sample from MNIST and CIFAR-10
using a Dirichlet distribution of parameter o > 0. A smaller o implies a more heterogeneous setting (i.e., the more probable
it is for nodes to sample datapoints from only one class). For MNIST, we choose o € {1, 5}, while we set &« = 5 on the
more difficult task CIFAR-10. The corresponding distributions of class labels across correct nodes are shown in Figure 2.
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Dataset MNIST CIFAR-10
Data heterogeneity a € {0.5,1,5} a=5
Model type CNN CNN

Model architecture || C(20)-R-M-C(20)-R-M-L(500)-R-L(10)-S | (3,32x32)-C(64)-R-B-C(64)-R-B-M-D-C(128)-
R-B-C(128)-R-B-M-D-L(128)-R-D-L(10)-S

Loss NLL NLL

{o-regularization 1074 1072
Learning rate v =0.75 v=0.5
Batch size b=25 b =50

Momentum B = 0.99 (except for SCC: 5 = 0.9) B = 0.99 (except for SCC: 5 = 0.9)
Number of nodes n = 26 n =16
Number of faults f=5 f=3
Number of Iterations T =600 T = 2000

Table 2. Detailed experimental setting of Section 5

D.4. Attacks

We use four state-of-the-art gradient-based attacks, namely fall of empires (FOE) (Xie et al., 2019), a little is enough
(ALIE) (Baruch et al., 2019), sign-flipping (SF) (Allen-Zhu et al., 2020), and label-flipping (LF) (Allen-Zhu et al., 2020).
Since these attacks are originally designed on gradients, we first modify them to be executed on parameter vectors. The first
three adapted attacks (FoE, ALIE, and SF) rely on the following key notion. Let a; be the attack vector in iteration ¢ and let
¢ be a fixed non-negative real number. In every iteration ¢, all faulty nodes broadcast the same vector 6, + (;a; to all other
nodes, where 6, is the average of the parameter vectors of the correct nodes in iteration ¢. Each attack among the first three
follows the general scheme we just described, with the following particularities.

(a) ALIE. In this attack, a; = —o;, where o} is the opposite vector of the coordinate-wise standard deviation of 6,. In our
experiments on ALIE, ¢; is chosen through an extensive grid search. Essentially, in each iteration ¢, we choose the
value that results in the worst faulty vector, i.e, the vector for which the distance to 6; is the largest.

(b) FOE. In this attack, a; = —0;. All faulty nodes thus send (1 — ¢;)0; in iteration ¢. Similar to ALIE, (; for FoE is also
estimated through grid searching.

(c) SF.In this attack, a; = —6; and ; = 2. All faulty nodes thus send —0; in iteration t.

(d) LF. Under the LF attack, all faulty nodes send the same vector ét in iteration ¢, where ét is the average of the correct
parameter vectors but computed on flipped labels. In order to do so, in each iteration ¢, the faulty nodes compute the
gradients of the correct nodes on flipped labels. Since the labels for MNIST and CIFAR-10 are in {0, 1, ..., 9}, the
labels are flipped such that I’ = 9 — [ for every training datapoint, where [ is the original label and !’ is the flipped label.
Each faulty node then averages all flipped parameter vectors to get 0,.

D.5. Computing Infrastructure

D.5.1. SOFTWARE DEPENDENCIES:

Python 3.8.10 has been used to run our scripts. Besides the standard libraries associated with Python 3.8.10, our scripts use
the following libraries:
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Library Version
numpy 1.19.1
torch 1.6.0
torchvision 0.7.0
pandas 1.1.0
matplotlib 3.0.2
PIL 7.2.0
requests 2.21.0
urllib3 1.24.1
chardet 3.04

certifi 2018.08.24

idna 2.6
six 1.15.0
pytz 2020.1
dateutil 2.6.1
pyparsing 220
cycler 0.10.0
kiwisolver 1.0.1
cffi 1.13.2

Some dependencies are essential, while others are optional (e.g., only used to process the results and produce the
plots).Furthermore, our code has been tested on the following OS: Ubuntu 20.04.4 LTS (GNU/Linux 5.4.0-121-generic
x86_64).

D.5.2. HARDWARE DEPENDENCIES:

We list below the hardware components used:

¢ 1 Intel(R) Core(TM) i7-8700K CPU @ 3.70GHz
¢ 2 Nvidia GeForce GTX 1080 Ti

* 64 GB of RAM

E. Additional Experimental Results
E.1. Remaining Plots on MNIST

We complete the missing results from Figure 1 in the main paper by presenting in Figures 3 and 4 the performance of
MONNA on MNIST with « = 1 and 5, respectively.

As observed in Section 5.2, MONNA is the only considered algorithm that provides consistently good performances when
tested on MNIST in two heterogeneity regimes and in the presence of faulty nodes. Indeed, under all attacks, MONNA
almost matches the performance of D-SGD in terms of learning accuracy (as well as computational workload per node).
While SCC showcases satisfactory results under LF, the FOE, ALIE, and SF attacks prevent the model from learning. Similar
observations hold for BRIDGE and LEARN which are completely unable to learn, with their final accuracies stagnating at
around 10%.
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Figure 3. Learning accuracies achieved on MNIST with oo = 1 by D-SGD, MONNA, BRIDGE, SCC, and LEARN. There are n = 26
nodes among which f = 5 are faulty. The faulty nodes execute the FOE (row 1, left), ALIE (row 1, right), LF (row 2, left), and SF (row 2,
right) attacks. All algorithms except LEARN compute 15,000 gradients, while LEARN computes 180,300 gradients.

E.2. Necessity of Momentum and NNA

Our theoretical results indicate that the two key ingredients of MONNA, namely Polyak’s momentum and NNA, are
sufficient to guarantee convergence in adversarial settings. In this section, we empirically measure their necessity by
comparing our algorithm to momentum-less solutions as well as other algorithms that do not use NNA. In particular,
in addition to D-SGD, MONNA, and SCC, we run our experiments on two prominent aggregation algorithms from the
literature, namely geometric median (GM) (Chen et al., 2017) and coordinate-wise trimmed mean (CWTM) (Yin et al., 2018).
We also execute both GM and CWTM with momentum 8 = 0.99 (referred to as MoGM and MoCWTM, respectively).
Additionally, we also compare MONNA to its momentum-less variant, namely NNA. We report on these results on the
CIFAR-10 and MNIST datasets in Figures 5 and 6, respectively.

Our observations are twofold. First, it is clear from Figures 5 and 6 that momentum plays a crucial role in ensuring the
robustness of MONNA. Indeed, momentum-less MONNA (i.e., simply NNA) is completely unable to learn under all
attacks, showcasing a very low accuracy constant at 10% throughout the entire learning. However, as previously mentioned,
MONNA drastically mitigates these attacks. Indeed, the model steadily increases in accuracy to finally reach 95% on
MNIST and 75% on CIFAR-10 under all four attacks. Moreover, the importance of momentum is also further corroborated
by the equally poor performances of CWTM and GM.

Second, we show the critical importance of the NNA scheme when defending against faulty nodes. Although much more
resilient than its momentum-less counterpart (especially on MNIST), MoCWTM remains largely vulnerable to attacks
which are able to completely hinder its learning on CIFAR-10. Indeed, even though the accuracy increases under FOE and
SF, it plateaus at 50%, which is 25% less than the accuracy obtained with MONNA on CIFAR-10. Additionally, ALIE
completely annihilates the performance of MoCWTM, with a final accuracy close to 10%. The same observation holds
for LF. Furthermore, while SCC and MoGM showcase good results under LF and ALIE respectively, the other attacks
completely degrade their performances on both CIFAR-10 and MNIST. The worst case performances of MONNA's rivals
are thus very poor (unlike MONNA which performs well in all cases). We argue that one should carefully examine this
fundamental metric when evaluating the robustness of aggregation techniques, as the same algorithm can simultaneously
greatly defend against some attacks but perform poorly against others.

This entire analysis demonstrates the superiority of our solution and suggests that momentum and NNA might be two
necessary components in practice to ensure the robustness of distributed asynchronous systems.
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Figure 4. Learning accuracies achieved on MNIST with @ = 5 by D-SGD, MONNA, BRIDGE, SCC, and LEARN. There are n = 26
nodes among which f = 5 are faulty. The faulty nodes execute the FOE (row 1, left), ALIE (row 1, right), LF (row 2, left), and SF (row 2,
right) attacks. All algorithms except LEARN compute 15,000 gradients, while LEARN computes 180,300 gradients.
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Figure 5. Comparison of the learning accuracies achieved by various aggregation algorithms on CIFAR-10 with a = 5, notably including
D-SGD, MONNA, GM, MoGM (i.e., GM with 8 = 0.99), CWTM, MoCWTM (i.e., CWTM with 5 = 0.99), and SCC. There are
n = 16 nodes among which f = 3 are faulty. The faulty nodes execute the FOE (row 1, left), ALIE (row 1, right), LF' (row 2, left), and
SF (row 2, right) attacks.
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Figure 6. Comparison of the learning accuracies achieved by various algorithms on MNIST with o = 1, notably including D-SGD,
MONNA, GM, MoGM (i.e., GM with 5 = 0.99), CWTM, MoCWTM (i.e., CWTM with 8 = 0.99), and SCC. There are n = 26 nodes,
among which f = 5 are faulty. The faulty nodes execute FOE (row 1, left), ALIE (row 1, right), LF (row 2, left), and SF (row 2, right).
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