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Abstract

In recent years, Large Language Models have001
set state-of-the-art performance on many NLP002
tasks. However, these models have been shown003
to be susceptible to permutations in data, and004
as such vulnerable to adversarial attacks.005
In this work, we test the extent of this vulner-006
ability with regards to models fine-tuned for007
the task of Relation Extraction by generating008
semantically-close adversarial samples using009
semantic information on relations, retrieved010
from an external knowledge base.011
The results show that fine-tuned models for012
Relation Extraction are overall affected nega-013
tively by adversarials. Our results demonstrate014
that existing state-of-the-art Relation Extrac-015
tion models are vulnerable to such adversarial016
attacks, with performance reductions of up to017
33% in F1 score, and with even the most robust018
model showing a decrease in F1 score by 18%.019
We also observe that certain patterns arise when020
the different models face specific permutations,021
regardless of the architecture implemented.022

1 Introduction023

Recent large language models (LLM) have024

achieved state-of-the-art performance on Relation025

Extraction (RE). They exploit contextual informa-026

tion from sentences to label relations between en-027

tity mentions (Baldini Soares et al., 2019; Wu and028

He, 2019). Despite achieving generally good re-029

sults, these models show a lack of robustness when030

put under pressure (Tenney et al., 2020), such as031

under domain shift (Blitzer, 2008), and in adver-032

sarial settings (Papernot et al., 2016; Jia and Liang,033

2017; Ebrahimi et al., 2018; Belinkov and Bisk,034

2018).035

In this work, we investigate the performance of036

these models in such an adversarial setting. In par-037

ticular, we consider attacks that introduce changes038

which modify the semantics of a sentence while039

leaving the actual relation intact. Given a text040

example expressing a relation r between entities041

esub j and eob j, we replace esub j, eob j, or both enti- 042

ties by other entities. Consider the following sen- 043

tence expressing a relation between Leonardo Da 044

Vinci (esub j) and the Mona Lisa (eob j): 045

"Leonardo Da Vinci painted the Mona Lisa." 046

Switching the entity Leonardo Da Vinic with other 047

entities, such as Michelangelo, Barack Obama 048

or Stratolaunch will arguably change the truth 049

value (semantics) of the sentence, but a RE system 050

should still recognize this relation to hold given 051

that beyond the entities the further context is un- 052

changed. 053

Our experiments with different types of substi- 054

tution operations show that the models are signifi- 055

cantly misled by such adversarials, reducing perfor- 056

mance by between 18% and 33% in F1 depending 057

on the substitution operation. 058

2 Related Work 059

The construction of datasets capable of fooling 060

neural NLP models has seen a surge in popularity 061

in the last years, as proven by the Build it, Break it 062

shared task (Bender et al., 2017), which encourages 063

researchers to build linguistically-motivated exam- 064

ples to "break" NLP models in order to shed light 065

over their weaknesses.1 One way to build such 066

datasets is through the generation of adversarials, 067

i. e., examples altered through the addition of noise. 068

The main idea is that a robust model should not 069

be distracted by these adversarials (Jia and Liang, 070

2017). 071

The core idea behind the use of adversarials to 072

test ML models has its roots in Computer Vision, 073

where the incorporation of small perturbations into 074

input images has been proposed as a way to cre- 075

ate difficult-to-solve datasets (Szegedy et al., 2014; 076

Goodfellow et al., 2015). Similar frameworks have 077

been implemented for NLP tasks as well by em- 078

1https://bibinlp.umiacs.umd.edu/sharedtask.
html
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ploying different kinds of permutations.079

Most of the approaches for adversarials have con-080

sidered tasks other than RE, e. g., Li et al. (2016)081

use feature erasure to explain neural model deci-082

sions over several tasks, such as POS tagging and083

word frequency prediction. Similarly, Ribeiro et al.084

(2018) use adversarials to investigate bugs in ma-085

chine comprehension, visual QA, and sentiment086

analysis. Further, Hosseini et al. (2017) have shown087

the effect of symbol addition and typo insertion on088

the task of toxicity detection, while Belinkov and089

Bisk (2018) applied such permutations to break090

machine translation.091

While these models prove the effects of adversar-092

ials on NLP models, they lack in complexity and093

depth, as they exploit simple surface patterns (Wal-094

lace et al., 2019). A more complex framework in095

this regard is proposed by Li et al. (2021), who096

make use of enity-altering permutations to inves-097

tigate the robustness of BERT-based models for098

RE. However, they only investigate the substitution099

of entities by entities of the same type and masks.100

Moreover, they only evaluate their adversarials on101

BERT-based models.102

Beyond existing works and in particular the work103

of Li et al. (2021), we consider the impact of adver-104

sarials in RE by examining the effect of different105

type of entity substitutions, while also taking into106

account the performance of various state-of-the-art107

RE models.108

3 Methodology109

In our work, we aim at generating adversarials110

in which the semantics of the sentence is changed,111

while the type of the expressed relation stays the112

same. We argue that, while information about en-113

tities involved in the relation is crucial to deter-114

mine the truth value of a sentence, this information115

should not play a critical role in predicting the rela-116

tion label based on textual information.117

For instance, given the example about the Mona118

Lisa in Sec. 1, while adversarial examples may de-119

scribe false situations, they all express the same120

relation between subj and obj. Based on this as-121

sumption, we implement several substitution strate-122

gies to create a new adversarial dataset.123

Given a corpus D as a set of quadruples of the form124

(d,r,esub j,eob j) where d is a sentence in which125

the relation r between the subject entity esub j and126

the object entity eob j is expressed, let E denote127

a set of all entities appearing in the dataset and128

let Etest ⊆ E denote the set of entities that occur 129

in the test subset of the corpus Dtest , i. e., Etest := 130

{e∈E | (d,r,esub j,eob j)∈Dtest ∧e∈{esub j,eob j}}. 131

Etrain and Eval are constructed analogously. Finally, 132

let te denote the set of types of an entity e.2 133

Given a quadrupel (d,r,esub j,eob j)∈Dtest , we re- 134

place esub j or eob j (or both) to obtain a new quadru- 135

pel that we then add to the set of adversarial ex- 136

amples Dadv. From which sets we randomly select 137

an entity is defined by our substitution procedures, 138

each allowing us to investigate a specific semantic 139

phenomenon. The strategies are the following: 140

• same-role substitution: We obtain an adver- 141

sarial example by replacing esub j with e′sub j 142

where e′sub j is randomly selected from the set 143

{x | ∃(d′,r,e′sub j,e
′
ob j) ∈ Dtrain : d ̸= d′}. The 144

entity eob j can be replaced with e′ob j, analo- 145

gously. Thus, an entity is replaced with an- 146

other entity that occurs in the same role (as 147

subject or object) with the same relation in 148

another sentence in the training set. 149

• same-type substitution: We obtain an ad- 150

versarial example by replacing esub j with e′sub j 151

where e′sub j is randomly selected from the set 152

{x ∈ Etrain | tx ∩ tesub j ̸= /0∧¬∃(d′,r,y,e′ob j) : 153

d ̸= d′ ∧ x = y}. The entity eob j can be re- 154

placed with e′ob j, analogously. Thus, an entity 155

is replaced with another entity occuring in the 156

training set such that the original entity and 157

the new entity have a common type and such 158

that this entity never occured with that relation 159

in that position in the training set. 160

• different-type substitution: We obtain 161

an adversarial example by replacing esub j 162

with e′sub j where e′sub j is randomly selected 163

from the set {x ∈ Etrain | tesub j ∩ tx = /0 ∧ 164

¬∃(d′,r,x,y) : d ̸= d′}. The entity eob j can 165

be replaced with e′ob j, analogously. Thus, an 166

entity is replaced with another entity occur- 167

ing in the training set such that the new entity 168

does not have a type in common with esub j 169

and that does not occur in the same role in any 170

document where the relation r is expressed. 171

• masking: We obtain an adversarial exam- 172

ple by replacing esub j with the [MASK] token. 173

Analogously, we can replace eob j. 174

We apply each of our four strategies to either 175

replace the subject or the object or both to each 176

2We collect an entity’s types by querying the Wikidata
SPARQL endpoint: https://query.wikidata.org/sparql
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element of the training set, thus obtaining 12 ad-177

versarial examples. The 12 adversarials generated178

for the Mona Lisa example introduced in Sec. 1 are179

shown in Fig. 1.180

Original sentence:
(Leonardo da Vinci)subj painted the (Mona Lisa)obj

Adversarials (subj mod.)
painted the (Mona Lisa)obj

painted the (Mona Lisa)obj

painted the (Mona Lisa)obj

painted the (Mona Lisa)obj

Adversarials (obj mod.)
(Leonardo da Vinci)subj painted the

(Leonardo da Vinci)subj painted the

(Leonardo da Vinci)subj painted the

(Leonardo da Vinci)subj painted the

Adversarials (subj and obj mod.)
painted the

painted the

painted the

painted the

Screamobj

Baloon Girlobj

Berlin Wallobj

[MASK]obj

Michelangelosubj

Barack Obamasubj

Stratolaunchsubj

[MASK]subj

Screamobj

Baloon Girlobj

Berlin Wallobj

[MASK]obj

Michelangelosubj

Barack Obamasubj

Stratolaunchsubj

[MASK]subj

same-role:

same-type:

diff.-type:

masking:

same-role:

same-type:

diff.-type:

masking:

same-role:

same-type:

diff.-type:

masking:

Figure 1: Examples of generated adversarials

4 Experiment181

4.1 Data182

The starting point of our adversarial dataset is183

FewRel3 (Han et al., 2018; Gao et al., 2019), a184

large few-shot RE dataset created through a combi-185

nation of distant supervision and human annotation.186

While the original objective of FewRel is to train187

models on few-shot RE, the original data can be188

used to generate a new dataset that can be used in189

a standard RE framework.190

In order to create our own dataset, we combine191

the train and val datasets of FewRel, containing192

respectively 64 and 16 relations, each with 700 ex-193

amples, for a total of 56,000 sentences. For each194

entity mention, the dataset also contains their cor-195

responding Wikidata entity ID. For the purpose of196

this work, the combined dataset is randomly split197

into train/test/dev splits with percentages 70/15/15.198

Starting from the test split, we generate adversarial199

examples as explained in Section 3.4200

4.2 Training parameters201

The investigated models are fine-tuned on the202

original dataset using either static or contextual203

3https://github.com/thunlp/FewRel
4We provide the adversarial dataset for download at https:

//www.dropbox.com/scl/fo/yiutamdzbbe7g8oe7hnww/
h?dl=0&rlkey=fi6qv9wpodzwr5u6pdnvwuq51

embeddings. For static embeddings, we use the 204

100-dimensional word vectors proposed in (Turian 205

et al., 2010), while for contextual embeddings we 206

employ the 768-dimensional bert-base-uncased 207

model for English (Devlin et al., 2019)5. 208

The first text-based model is an biLSTM + Atten- 209

tion model (ATT-biLSTM) based on the work by 210

Zhou et al. (2016). The model is trained for 50 211

epochs. 212

We further test a convolutional neural network 213

(CNN), inspired by (Zeng et al., 2014), which feeds 214

the concatenation of entities’, sentences’ and posi- 215

tional vectors to a convolutional layer. This model 216

is trained for 20 epochs.6 217

The third model is BERT with entity markers 218

(BERTem) (Baldini Soares et al., 2019), which uses 219

entity tags inserted before and after each entity to 220

represent relations in vector space. This model is 221

fine-tuned for 5 epochs.7 222

The fourth model is R-BERT (Wu and He, 2019), 223

which concatenates the embeddings for the [CLS] 224

token and the average pooling of entity mentions’ 225

token, and then feeds the result to a fully connected 226

layer. This model is fine-tuned for 5 epochs.8 227

The final model is represented by RIFRE, proposed 228

by Zhao et al. (2021). This model makes use of 229

an heterogeneous graph representation, composed 230

of word nodes and relation nodes, which is used 231

to update word representations. This model is 232

fine-tuned for 5 epochs.9 233

234

5 Results 235

Once fine-tuned, the models are tested on stan- 236

dard and adversarial examples, and evaluated using 237

the F1 score, as shown in Table 1. In the experi- 238

ment, the best results are achieved by the RIFRE 239

model, on both the standard test set and the ad- 240

versarial one, with a standard F1 of 0.9 and an 241

adversarial F1 of 0.72. Even though the BERT_em 242

model performs worse on the normal test set, its 243

scores on the adversarial test set are comparable to 244

the scores achieved by the RIFRE model. As such, 245

5Unless stated otherwise, all the hyperparameters are set
according to the original papers

6We used the unofficial implementation found at https:
//github.com/onehaitao/CNN-relation-extraction

7We used the unofficial implementation found at https:
//github.com/plkmo/BERT-Relation-Extraction

8We used the unofficial implementation found at https:
//github.com/monologg/R-BERT

9We used the official implementation found at https://
github.com/zhao9797/RIFRE
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Table 1: Fine-grained F1 scores on FewRel (custom). std contains standard evaluation, adv adversarial evaluation,
diff the difference between the two. The following columns contain F1 score for all the strategies.

Model std. adv. diff same-role sub. same-type sub. diff.-type sub. masks sub.
subj obj subj

+
obj

subj obj subj
+
obj

subj obj subj
+
obj

subj obj subj
+
obj

Att-BiLSTM .66 .44 -33% .68 .62 .41 .65 .58 .57 .55 .28 .20 .51 .16 .06
CNN .71 .56 -21% .72 .69 .50 .71 .67 .66 .58 .38 .26 .64 .49 .41
R-BERT .89 .7 -21% .88 .86 .57 .87 .84 .83 .74 .43 .30 .83 .66 .56
RIFRE .90 .7 -20% .89 .87 .62 .88 .85 .83 .77 .54 .39 .85 .73 .51
BERT_em .84 .69 -18% .85 .83 .64 .84 .81 .79 .72 .54 .37 .75 .63 .53
avg .75 .54 -28% .75 .71 .45 .73 .67 .65 .59 .36 .22 .61 .43 .28

the BERT_em is the most robust model under our246

adversarial attacks, as its scores decrease only by247

18%, whereas the scores of the other models are248

more strongly impacted by the adversarials. The249

worst performing model under adversarials is the250

ATT-biLSTM model, for which the scores decrease251

by 33%.252

The investigation of results per substitution strategy253

unveils patterns that are found across all models,254

proving that different models react in similar way255

to certain permutations.256

Across all substitution strategies, the substitution of257

the subject entity mention does not have as strong258

of an impact as the substitution of the object entity259

mention on the F1 scores.260

This is particularly evident for the diff.-type sub-261

stitution and masks substitutions, with the former262

showing an F1 of 0.59 when the subject is substi-263

tuted, and 0.36 when the object is substituted. Sim-264

ilarly, mask substitution has an F1 of 0.61 when265

subject is substituted, and 0.43 when the substitu-266

tion affects the object.267

Secondly, while the first three substitution strate-268

gies show a decreasing level of performance, with269

diff.-type substitution showing worse results than270

same-type substitution, and same-type substitu-271

tion showing worse results than same-role substi-272

tution, it is interesting to notice that masking does273

not show worse results than diff.-type substitution.274

Actually, in certain cases, masking an entity shows275

improvements over randomly substituting it, show-276

ing that models rely too much on entity mentions277

to predict relations’ label, rather than the actual278

realization of relations.279

6 Conclusion and Future Work280

The experiments described in this work show the281

vulnerability of current RE approaches to semanti-282

cally similar adversarials. Overall, the performance283

of the examined models shows a substantial degra-284

dation of 18% and 33% in F1. In particular, we 285

found that the substitution of both entities with enti- 286

ties of different type has the worst effect on models, 287

with an average F1 score of 0.22. Our evaluation 288

also shows patterns that are found across all mod- 289

els, proving that different models react in similar 290

way to certain permutations. For instance, the sub- 291

stitution of the object entity usually has a stronger 292

impact than the substitution of the subject entity. 293

In future works, we aim at investigating methodolo- 294

gies for improving models’ resistance to such at- 295

tacks. Furthermore, the current investigation could 296

be made more precise through the inclusion of simi- 297

larity values between different relations’ realization 298

as a weighted component in the final evaluation of 299

the models. 300

7 Limitations 301

We realize that one of the limitations of the pro- 302

posed approach is that the adversarial substitution 303

might result in false negatives, in those cases in 304

which the relations are expressed through similar 305

structures. Given, for instance, the sentence 306

"Leonardo da Vinci was born in Anchiano" 307

and a possible adversarial example 308

"Leonardo da Vinci was born in 1452" 309

The example does not retain its original relation 310

label, hence affecting the final evaluation. In or- 311

der to investigate the amount of possible false 312

negatives, we compute the average token over- 313

lap between relations’ examples by implementing 314

the Szymkiewicz–Simpson coefficient (M.K and 315

Kavitha, 2016). Since sentences referring to dif- 316

ferent relations have, in general, an average of one 317

fifth of their tokens in commonit can be assumed 318

that the actual overlap between sentences express- 319

ing different relation is low enough for false nega- 320

tives not to be considered an issue, and that these 321

cases are the exceptions rather than the rule. 322
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