Under review as submission to TMLR

Two Is Better Than One:
Aligned Representation Pairs for Anomaly Detection

Anonymous authors
Paper under double-blind review

Abstract

Anomaly detection focuses on identifying samples that deviate from the norm. Discovering
informative representations of normal samples is crucial to detecting anomalies effectively.
Recent self-supervised methods have successfully learned such representations by employing
prior knowledge about anomalies to create synthetic outliers during training. However, we
often do not know what to expect from unseen data in specialized real-world applications.
In this work, we address this limitation with our new approach CONs, which leverages prior
knowledge about symmetries in normal samples to observe the data in different contexts.
CON,, consists of two parts: Context Contrasting clusters representations according to their
context, while Content Alignment encourages the model to capture semantic information by
aligning the positions of normal samples across clusters. The resulting representation space
allows us to detect anomalies as outliers of the learned context clusters. We demonstrate the
benefit of this approach in extensive experiments on specialized medical datasets, outper-
forming competitive baselines based on self-supervised learning and pretrained models and
presenting competitive performance on natural imaging benchmarks.

1 Introduction

Reliably detecting anomalies is essential in many safety-critical fields such as healthcare (Schlegl et al.,
2017; Ryser et al., 2022), finance (Golmohammadi & Zaiane, 2015), industrial fault detection (Atha &
Jahanshahi, 2018; Zhao et al., 2019), or cyber-security (Xin et al., 2018). A common real-world example of
anomaly detection is the standard screening scenario, where doctors regularly examine a general population
for anomalies that would indicate a health risk. Standard screening datasets predominantly comprise samples
from healthy people, as most screened individuals do not exhibit any diseases. Detecting anomalies in this
setting is challenging, as anomalies can arise from an arbitrary set of potentially rare diseases or measurement
errors. At the same time, we predominantly encounter normal samples from healthy people in the dataset.
Anomaly detection methods tackle such problems by learning representations that reflect normality during
training and detect anomalies as deviations from the learned normal structure at test time.

One way of characterizing the anomaly detection problem is to view it as a one-class classification (OCC)
problem (Schélkopf et al., 2001; Tax & Duin, 2004). The idea of OCC is to estimate a tight decision boundary
around all normal representations and to detect anomalies as samples that do not lie inside this boundary
(see Figure 1 (a)). However, such a decision boundary requires a dense cluster of normal representations,
whereas anomalous representations should lie outside this cluster. This requirement is sometimes called the
concentration assumption (Ruff et al., 2021). It is generally difficult to formalize an objective that learns
representations fulfilling the concentration assumption without observing anomalies during training, as a
trivial shortcut is to collapse all representations onto a single point (Ruff et al., 2018). While earlier works
have proposed various regularization techniques to circumvent this shortcut (Perera & Patel, 2019; Ghafoori
& Leckie, 2020), it has recently become popular to learn a decision boundary more explicitly by carefully
designing synthetic anomalies (Oza & Patel, 2018; Sabokrou et al., 2020; Tack et al., 2020; Wang et al., 2023).
However, anomalies can be diverse and unexpected, making it difficult to simulate them in real-world settings.
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Figure 1: Structure of the representation space in traditional one-class classification (a). Figures (b) and (c)
contain two-dimensional PCA embeddings of representations of the train (e), normal test (¢), and anomalous
test (x) samples after training CONs on normal samples of the BR35H dataset using the invert context
augmentation. CONy creates two compact, distinct, and aligned context clusters by leveraging symmetries
of normal data. Each line corresponds to the position of an original BR35H sample (left) and its context
augmented counterpart (right). Parallel lines indicate alignment of the representations of normal test samples,
which anomalies fail to achieve.

Instead of learning specific representations for anomaly detection, a more recent line of work focuses on using
or adapting the representations from pretrained models (Reiss et al., 2021; Liznerski et al., 2022; Zhou et al.,
2024). While these methods are vastly successful on natural imaging benchmark datasets, they may not
generalize well to more specialized domains that are underrepresented in the pretraining data, as we will
demonstrate in our experiments.

In this work, we present how to learn informative, concentrated representations with CONs', a novel objective
to learn representations for anomaly detection targeting specialized domains, where anomalies are challenging
to simulate, and large datasets for pretraining are difficult to obtain. CONy contrastively learns two separate,
concentrated representation spaces from normal training data by leveraging natural symmetries in normal
data. These symmetries help us to create context augmentations (examples in Figure 5), allowing us to set
samples into distinct contexts. CONy clusters representations according to their contexts to create context
clusters while encouraging a symmetrical structure of the space (Figure 1). This approach leads to informative
representations that are structured according to the properties of normal data. The structure of anomalous
samples is typically different from normal samples, which lets us detect them as outliers in the representation
space learned by CONs. Our method is particularly valuable for specialized datasets, such as in the medical
domain, where anomalies may be difficult to obtain or simulate.

Our main contribution is the introduction of CONs, a new approach to representation learning for anomaly
detection. We further present context augmentations, which allow us to put samples into different contexts
by leveraging symmetries observed in the normal training dataset. Additionally, we show how to use
the representations learned by CONy to detect anomalies using two anomaly score functions. The score
function Synp measures sample-anomalousness through the nearest neighbor distance to normal training
representations, whereas the more efficient Spy anomaly score provides a simple likelihood-based alternative.
Finally, extensive evaluation on diverse medical-imaging benchmarks demonstrates that learning concentrated
representations of normal data with CONs yields superior anomaly detection performance compared to
popular self-supervised and pretrained approaches that depend on assumptions about anomalies or simulated
examples.

IThe code is attached to this submission and will be made publicly available upon acceptance.



Under review as submission to TMLR

2 Related Work

Learning useful normal representations of high-dimensional data for anomaly detection has recently become a
popular line of research. Early works have tackled the problem using hypersphere compression (Ruff et al.,
2018). Other popular methods define pretext tasks such as learning reconstruction models (Chen et al., 2017;
Zong et al., 2018; You et al., 2019) or predicting data transformations (Golan & El-Yaniv, 2018; Hendrycks
et al., 2019b; Bergman & Hoshen, 2019). Although these approaches have had some success in the past, the
learned representations are often not informative enough for reliable anomaly detection, as there is typically a
discrepancy between the pretext task and learning to characterize normal samples. More recently, progress in
self-supervised representation learning led to new methods that learn more expressive normal representations
through contrastive learning (Sun et al., 2022; Sehwag et al., 2021), improving upon prior work. Methods
such as CSI (Tack et al., 2020) and UniCON (Wang et al., 2023) further refine these representations for
anomaly detection by introducing simulated anomalies as negative samples.

A separate line of work focuses on estimating the training density with the help of generative models, detecting
anomalies as samples from low probability regions (An & Cho, 2015; Schlegl et al., 2019; Nachman & Shih,
2020; Mirzaei et al., 2022). However, these methods tend to generalize better to unseen distributions than to
the observed training distribution (Nalisnick et al., 2018), which often harms anomaly detection performance.

Recently, leveraging existing large models pretrained on big, usually unrelated datasets has become a popular
approach to tackle anomaly detection. Some methods have been introduced that use representations from
such models directly in zero-shot fashion (Bergman et al., 2020; Liznerski et al., 2022; Jeong et al., 2023),
while others demonstrate the benefit of fine-tuning (Cohen & Avidan, 2022; Reiss & Hoshen, 2023; Li et al.,
2023; Zhou et al., 2024).

In addition to the traditional setting, where we assume training datasets without any labels, some works
started to assume having access to a limited number of labeled samples from the same distribution as the
training data. This setting is called anomaly detection with Outlier Exposure (OE) (Hendrycks et al., 2019a),
and it has been shown that already a few labeled samples can sometimes greatly boost performance over an
unlabeled dataset (Ruff et al., 2020; Qiu et al., 2022; Liznerski et al., 2022). OE has been very successful in
the past, often outperforming methods operating in the traditional anomaly detection setting across many
benchmarks, though at the cost of requiring labeled samples, which are often not available or hard to obtain
in more specialized domains.

Another setting that has recently gained popularity is out-of-distribution (OOD) detection. In OOD detection,
we have additional information about our dataset in the form of class labels. Anomaly detection is a special
case of OOD detection with only a single label. While the problem is similar, most approaches that tackle
OOD detection make specific use of a classifier trained on the dataset labels (Hendrycks & Gimpel, 2017;
Lee et al., 2018; Wang et al., 2022), which cannot directly be applied in the anomaly detection setting, as
training a classifier on a single class is not straightforward.

In contrast, our method operates in the traditional anomaly detection setting and leverages only the
information we have about our normal training samples without making additional assumptions about the
nature of anomalies. Further, while we assume access to a dataset containing mostly normal samples, our
method does not rely on additional labels, as they can be difficult and expensive to obtain, particularly in
more specialized settings.

3 Methods

In the following, we recap some background of contrastive learning. We then present our novel representation
learning objective CONg, which allows us to learn tightly clustered, informative representations for anomaly
detection when observing samples in two different contexts. Consequently, we introduce the concept of
context augmentations, which allow us to create new contexts for arbitrary datasets by leveraging symmetries
we observe in normal samples. Finally, we showcase how to use representations learned with CONs to detect
anomalies at test time.
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Figure 2: We provide an overview of the training with CoNy. We observe each input sample, dashed/dotted
lines marking different samples, in two distinct contexts, and pass it through an encoder to extract its
representation. A projection head maps representations into a projection space where we apply context
contrasting to learn context-specific clusters in the representation space (= and = clusters). Another projection
head projects representations to a different space to conduct content alignment, encouraging structural
alignment between the context clusters. We mark positive and negative pairs with and <=, respectively.

3.1 Contrastive Learning

In this section, we introduce some terminology of contrastive learning (van den Oord et al., 2019), which
we later use in our CONy objective. Contrastive learning relies on the definition of positive and negative
pairs of samples and learns to maximize the similarity between positive representation pairs while pushing
apart representations of negative pairs. Popular contrastive approaches, such as SInCLR (Chen et al., 2020),
achieve this by incorporating an instance discrimination objective in their loss function. Here, we define the
instance discrimination loss as

exp (sim(z, z")/7)
> exp (sim(z,z")/T) "’

x'eX,x"+x

(z,z', X):=-log (1)

where we consider sim(x,x") to be the cosine similarity between two samples @, z’ € X of a dataset X. We
provide additional background on contrastive learning in Appendix A.1.

3.2 Context Contrasting with Content Alignment

The instance discrimination loss from Section 3.1 requires negative samples to prevent degenerate solutions.
However, in the anomaly detection setting, we typically do not have access to anomalous negative samples.
Previous work instead relied on simulating synthetic anomalies to circumvent this problem (see Section 2).
However, designing synthetic anomalies is often not feasible, especially in more specialized domains. In this
work, we address this limitation with our new CONy objective, which leverages additional views or contezts
of normality instead of creating negative pairs from anomalies. CONy learns concentrated representations and
circumvents collapse by simultaneously learning two separate but connected normal representations of each
sample. We achieve this by combining two contrastive building blocks: Context Contrasting, which learns
distinct context-dependent clusters of normality, and Content Alignment, which ensures that representations
capture the semantic information of normality by aligning the positions of context-augmented samples across
clusters. This approach allows us to group normal representations in an informative manner and tailor them
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for anomaly detection in a contrastive way. In Figure 1, we compare the desired structure in the traditional
one-class classification setting with the representation space we learned by CONs.

First, let’s assume that we can observe a dataset Xy from a second perspective, or context, retaining the
information content of all samples. Let us denote this dataset with X The idea behind CONjy is to let

train-*
our model learn distinct, concentrated representation clusters of both Xy ai, and Xtcrain. Since we know which

sample in Xyai, corresponds to which sample in Xtcrain, CoNsy additionally encourages the model to learn a
symmetrical structure across these context clusters, effectively aligning the representations between them. In
Section 3.3, we will see how to create X, C . from Xirain and assume they are available for the remainder of

train
this section.
Given Xiyain and X6 we define a new dataset and label each sample according to its context as follows:

X€ = {(2,0) | € Xerain} U {(2,1) |z € XCoin} (2)

train

Then, let 7 be a set of augmentations that model sample invariances similar to Chen et al. (2020). We apply
two different augmentations t,t’, ~ T for each (z,y) in X¢ and define

X U At (@).9). (b () )} ®)

(m,y)eX©

Further, for ease of notation, we denote

F(XO) = {(f(@).9) | (z,y) e X} (4)

for any function f. Next, we introduce context contrasting and content alignment, the main building blocks
of our CoNy objective.

Context Contrasting As described earlier, we want a model to learn two distinct normal clusters, one for
both Xirain and Xtcrain' We achieve this in a contrastive manner with the context contrasting loss Lcoontext (+)-

For a given sample @, we derive its representation gg(x) using an encoder gg. We can then define the context
contrasting loss as

- 1
‘CCOHtext(XC) = ? Z g(Z,Z,7Z<I>), (5)
(z9),(z"y)eZe
z+2 Ay=y
where K := 4N (2N - 1) is the normalization constant, Zg := hy(gs(X€)), he is a projection head that gets
discarded after training similar to Chen et al. (2020), and ¢ as in Section 3.1.

Intuitively, context contrasting builds positive and negative sample pairs by matching context labels (see
Figure 2). Thus, Loontext encourages dense context clusters by maximizing the similarity of positive pairs
while ensuring distinctiveness between clusters by maximizing dissimilarity between negative pairs of sample
representations.

Content Alignment While Loontext () allows us to learn context-dependent representation clusters, we
also want to leverage our knowledge about sample correspondences between Xy .in and Xtcrain to align the
structure between the context clusters. Similar to Loontext (), We can accomplish this in a contrastive manner
by building positive pairs across clusters, associating all instances that correspond to the same sample
independent of their context while negatively associating all pairs of samples that correspond to a different

sample. In specific, given a sample & € X,a;i, and its corresponding xC € XtC let

Az)={fo (t(@))|(t(z),0) e X AteT} u{fe(t(z))|(t(x€).1) e X AteT}, (6)

where fg(x) := hy(go(x)) and hy denotes a projection head that is independent of hy. Intuitively, A(x)
contains the 4 projections that are associated with the content augmented samples of & and €. We then
define the content alignment loss as

- 1
[/Content(Xc) = 1N Z Uz, Z', Zy), (7)
z,zm'sel)\((m)
z#z'
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where Zg = fg(X ) contains the projections of samples from the augmented dataset, and ¢ again as in
Section 3.1.

Content alignment ensures that all representations of the same normal sample get matched across different
contexts, encouraging alignment of the representations between context clusters.

Our final objective CONy is then a linear combination of Loontext(+) and Lcoontent (+)- This way, CONg allows
a model to learn context-specific, content-aligned representations of normality:

ECOHQ (XC) = EContoxt(Xc) + a‘cContcnt(Xc) (8)

Note that Loontext and Lcontent contain different numbers of positive and negative pairs and therefore have
different scales and we thus introduce a weighting factor o € R* (see Appendix C for more details). Figure 2
provides a visual overview of how CONjy learns representations using context contrasting and content alignment.
We provide empirical evidence for the existence of context clusters after training in Appendix E.4.

3.3 Context Augmentation

In Section 3.2, we saw how CONy applies context contrasting to distinguish between the original training
dataset Xirain and the dataset in a distinct context XS while content alignment leverages the fact that

train»

we can match, or align, each original sample with its counterpart in the new context. To create Xtcmin, we
observe that, for most datasets, we can find sample symmetries that allow us to create a distinct new context
of its samples without altering their information content. Let Xiain ¢ X and Xtcrain = te(Xtrain ), where X

denotes the dataspace and t¢ : X - X is a data transformation. We call t¢ a context augmentation for Xiyain
if it fulfills two heuristic requirements.

Assumption 1 (Distinctiveness). Let « ~ px,.... and € ~p xc_ beany two samples from the original and
the transformed data distribution respectively. The transformation tc satisfies the distinctiveness assumption
for Xipain if, for any two samples & and a:c, it holds that:

pxe,,, (x) =0 and px, ,, (z) ~ 0 (9)

train

Assumption 2 (Alignment). Let @, @’ € Xi1ain, and let d(x, ') denote some similarity measure for samples
in the input space. Transformation t¢ satisfies the alignment assumption, if for any two samples =, x’, it
holds that:

d(z,z") ~ d(te(zx), te(x)) (10)

Intuitively, Assumption 1 ensures a clear distinction between the distributions px,..,, and p XE which is
necessary to effectively learn separated clusters with context contrasting. Similarly, Assumption 2 requires
originally similar normal samples to stay similar in the new context to prevent potential misalignments when
applying content alignment. The idea behind distinctiveness and alignment is to help us find a reasonable
transformation t¢ that is symmetric with respect to the normal data distribution px,, ,, in the sense that

(tc((ﬂ))7 and DXirain * pXtc ; for all  ~ PXirain- (11)

rain

PXirain (:B) =DPxc

train

Hence, we call t¢ a context augmentation if it satisfies both Assumptions 1 and 2 for a given dataset Xiyain.
In the following, we introduce some examples of context augmentations that will be used in our experiments
in Section 4.

Invert This transformation exchanges every pixel value x with the value 1 — x. Consider a dataset of lung
X-rays. Normal tissue and bones cannot lead to the inverse of any normal X-Ray image, so distinctiveness is
satisfied. Additionally, inversion does not remove semantic information, ensuring alignment.

Flip This transformation corresponds to mirroring a sample vertically. Consider a brain MRI dataset. MRIs
are typically recorded in standardized world coordinates, so that all samples have the same orientation.
Flip changes this orientation, satisfying distinctiveness, while keeping the content of the image unchanged
(alignment).
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Equalize The histogram equalization transformation ensures that the histogram of pixel intensities of an
image is uniform. Consider an optical coherence tomography dataset like OctMNIST. The machine that
collects these samples typically produces images with a specific contrast, such that images are rather dark
(see Figure 5). Equalizing the contrast then illuminates regions that were previously hard to see, leading to a
distinct (Assumption 1) distribution of augmented samples. However, equalization changes illumination of
the image, but not its semantics, ensuring alignment.

Among these three, invert satisfies our assumptions for practically all datasets considered in our experiments.
We will see representations learned by CONy using the invert context augmentation in Section 4.1 and discuss
the alternatives in Section 4.3.

3.4 Anomaly Detection

Similar to other works in the field (Ruff et al., 2021), we define an anomaly score function S that maps a
given sample’s representation onto a scalar to determine its anomalousness and detect anomalies at test time.
We can then define a threshold on this anomaly score, predicting anomaly for samples above the threshold
and normal for samples below. See Appendix A.2 for additional background and related work on the anomaly
detection setting.

To detect anomalies using the representations of CONsy, we present two anomaly score functions that measure
how well a test sample adheres to the context representation clusters. Omne of the most popular and
straightforward approaches to achieve this is a non-parametric nearest neighbor distance approach (Bergman
et al., 2020; Sun et al., 2022). Our first score adopts a similar procedure using the cosine similarity, though
explicitly leveraging the augmentations used when training CON,. Specifically, let us define the cosine distance
between the training set X ain and a given test sample & with transformation ¢ as

SNND(:E;t) = — max (ge(t($)),gg(t($,))> ] (12)
@' Xuain |go(t())] g0 (t(2"))]|
Intuitively, the better a new sample aligns with the context cluster given by augmentation ¢, the more likely
it is to be normal. In turn, we can effectively detect anomalies if they are misaligned with their context
cluster, which expresses itself through a lower cosine similarity. While this approach works well in practice, it
is rather memory-inefficient, as we need to store the representations of all samples in X ain-

To adapt our approach to settings with resource constraints, we further introduce a likelihood-based score
function spp. For simplicity, we assume that representations within each context cluster are distributed
according to a multivariate Gaussian distribution. This assumption allows us to efficiently estimate the
empirical mean and covariance from the training set and evaluate the probability density to derive an anomaly
score without requiring a lot of compute or memory. Note that contrastive approaches typically tend to
learn representations with relatively large norms, which may lead to numerical instabilities when estimating
the covariance matrix. Our sy thus estimates the empirical mean and covariance on the normalized
representations. In particular, let

@ .| ge(t(z))
Zirain = { T9s(t(@)]

be the normalized representations of the training set augmented with some augmentation ¢t. We then compute
the density of a multivariate normal distribution based on the empirical mean and covariance,

| & € Xtrain} (13)

Ry = [ (Zt(rtzun) and 3; =3 (Zt(:znn) : (14)

We then define

e go(t(x)) | =
sun(it) = log (N ( loo(e(a)] | ““Et))' (19)

We further leverage that our model can differentiate between the two contexts and learns invariances across
different augmentations from 7 by applying test-time augmentations, similar to previous works (Tack et al.,
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Table 1: We apply the Synp anomaly score to representations of CONy using invert as the context aug-
mentation and compare to various baselines that either use large pretrained networks (Pretrain) or learn
normal representations through self-supervision (SSL). We train all methods on normal training samples of
six real-world medical imaging datasets and evaluate them on a held-out test set with normal and anomalous
samples. Except for the zero-shot baselines, we run each experiment with three different seeds and report the
mean + standard deviation of the area under the receiver operating characteristic curve (AUROC).

Method BreastMNIST  OctMNIST Kvasir BR35H  Pneumonia Melanoma

CLIP-AD 55.1 41.3 57.0 66.1 71.2 77.2
Pretrained ~ AnomalyCLIP 63.0 68.9 68.1 96.5 70.3 62.1
(Zero-shot)  I-JEPA-AD 70.8 82.3 90.3 99.9 82.1 93.5
MVFA 55.7 91.3 74.4 78.1 45.9 72.8

Pretrained MediCLIP 59.1+ 6.2 89.2+ 2.5 69.4+ 1.5  88.5+ 6.0 55.7+ 3.7 73.5+ 3.1

(Fine-tuned) PANDA 63.9: 0.0 90.3:00  91.0:00 99.8:00  85.9:00 93.5+ 0.0

SimCLR T4.7+ 3.1 74.0+ 0.2 85.2+ 05 99.8:0.1 91.0+ 0.9 72.9+ 2.8

§qL, SSD 44.6+ 4.3 82.6+ 0.4 81.8:0.7 99.8:0.1 90.9+ 0.2 79.0+ 2.2

CSI 77.3+0.5 75.0+ 0.1 88.1+ 0.8 95.1:+ 06 73.9+ 1.6 92.3+ 0.2

UniCon-HA 76.2+ 2.3 68.5+ 0.8 64.6+ 2.7  98.6x 0.0 86.4+ 0.1 91.1+ 0.8

Ours CoNs (Snnp) 81.7:1.4 92.3: 0.8 91.4:02 100 = 0.0 91.1: 0.7 94.1: 0.4

2020; Wang et al., 2023), which further improves our anomaly detection performance. More specifically, let
Tiest = {t1,-..,ta} c T be a set of A test time augmentations. For a given sample & and its corresponding
context augmented sample €, we define our final anomaly score functions Sinnp,Luy i X —~ R as

1 Al2 A
Sinnp,Lu} (T) = a (Z senp,Luy (®5 ) + ) S{NND,LH}(mC§ti))- (16)
i=1 i=A/2

We will see in our experiments how both scores reliably lead to a competitive anomaly detection performance,
though exhibiting a slight performance-efficiency trade-off.

4 Experiments

In the following, we compare anomaly detection on representations learned by CON, to various approaches
based on pretrained foundation models and popular self-supervised methods across various medical imaging
datasets, a specialized domain where prior knowledge about anomalies is typically hard to obtain. We further
analyze the performance trade-off of Syyp and Sy and explore different context augmentations, discussing
their effect on anomaly detection performance. Finally, we examine the impact of context contrasting and
content alignment on the performance of CoNy. We refer to Appendices B to D for more details regarding
compute, code, the choice of hyperparameters, and our datasets.

Baselines We compare our work to various recent contrastive anomaly detection baselines, including SSD
(Sehwag et al., 2021), CST (Tack et al., 2020), and UniCon-HA (Wang et al., 2023). To ensure comparability
between CON; and other self-supervised methods, we conduct all experiments with a randomly initialized
ResNet18 architecture (He et al., 2016). Additionally, we compare our method against CLIP-AD (Liznerski
et al., 2022), AnomalyCLIP (Zhou et al., 2024), anomaly detection with Sxnp on I[JEPA (Assran et al.,
2023) representations, MVFA (Huang et al., 2024), MediCLIP(Zhang et al., 2024) and PANDA (Reiss et al.,
2021), which build on large, pretrained models such as CLIP (Radford et al., 2021) or ResNet (He et al.,
2016). Both MediCLIP and MVFA-AD are methods specifically proposed for anomaly detection on medical
datasets.



Under review as submission to TMLR

100
80
S
o 60
g
> 40
<<
20
0 A A XY QD S 2
S S 2 > N &
S S ©
& S o JF

Figure 3: Comparison between anomaly detection
with Synp and Spg. The figure shows the AU-
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Figure 4: Evaluating the impact of the individual
loss terms Lcontent (1) and Loontext (1) on CONs.
The bars in the figure show the AUROC in per-
centage on all datasets after training CONy and

resulting representations. applying Sxnp to the resulting representations.

4.1 Anomaly Detection with Con, Representations

We demonstrate the capabilities of CONy across six different medical datasets. We train CONs on the healthy
population of the training datasets of BreastMNIST (Al-Dhabyani et al., 2020) and OctMNIST (Kermany
et al., 2018b) of the Med MNIST collection (Yang et al., 2021; 2023), containing breast ultrasound and retinal
optical coherence tomography images, respectively, the KVASIR dataset (Pogorelov et al., 2017) which
contains endoscopic images of the gastrointestinal tract, the BR35H brain MRI dataset (Hamada, 2020),
a chest x-ray dataset for Pneumonia detection (Kermany et al., 2018a) and a Melanoma detection dataset
(Javid, 2022). We use the invert transformation to put each training dataset into a new context. As discussed
in Section 3.3, this transformation satisfies both Assumptions 1 and 2 on most imaging datasets and is
thus usually a valid context augmentation. We first perform anomaly detection with CONy using the Sxnp
anomaly score function and later provide a comparison to Spy. We run all experiments across three seeds,
training on a healthy train split and applying our anomaly score functions to the representations of samples
of a held-out test set to detect anomalies. We report the mean and standard deviation of the resulting area
under the receiver operating characteristic curves (AUROC) in Table 1. We report only mean values without
standard deviations for our zero-shot baselines, as these methods do not involve any randomness.

Anomaly detection using representations learned with CONy consistently outperforms our baselines across all
datasets. When comparing our method to other self-supervised learning baselines, we see a clear performance
gap, demonstrating the advantage of leveraging symmetries that are present in the normal training dataset
as opposed to learning representations in a traditional contrastive way, such as SimCLR and SSD, or making
assumptions about the expected anomalies, like CSI or UniCon-HA. Further, while CLIP-based zero-shot
methods like CLIP-AD or AnomalyCLIP have previously demonstrated impressive performance across many
natural imaging datasets, we can see that these methods are not yet able to reach the performance levels
of specialized self-supervised approaches. Surprisingly, we found that MVFA and MediCLIP, which are
specifically tailored for anomaly detection on medical datasets, did not consistently outperform broader
CLIP-based methods like CLIP-AD and AnomalyCLIP. Further, we found that PANDA, which individually
fine-tunes a pretrained ResNet50 on each dataset using a domain adaptation technique, exhibits much better
performance, sometimes reaching AUROCsS close to what we observe when training with CONy. Similarly, our
I-JEPA baseline, which applies Synp on top of I-JEPA representations, performs surprisingly well. Further
exploring anomaly detection in the spirit of I-JEPA may thus provide an interesting direction for future work.
We provide additional ablations and experiments in Appendix E.

While anomaly detection with Sxnyp on CONy representations exhibits impressive performance across all
datasets, we need to store the whole dataset to compute the nearest neighbor distance, which is often
not feasible for larger datasets. We thus want to compare the performance of Synp to the more efficient
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Dataset Flip Equalize Invert

BreastMNIST 81.7:t1.4 72.2:18 81.7+009
OctMNIST 84.3: 05 87.9:03 92.3:08

Equalize Kvasir 87.2+ 21 93.1x02 91.4:0.2
BR35H 99.8+0.3 99.9:00 100 +o0.0
Pneumonia 92.8+ 1.1 93.9:x03 91.1:0.7
Flip Melanoma 93.4:1.1  94.6:02 94.1:+04

Table 2: Comparison of different context augmenta-

Figure 5: Examples of different context augmenta- (i 1 candidates. We report the mean AUROC on
tion candidates on BreastMNIST, OctMNIST, Kvasir,  4)) qatasets after training CONy across three seeds.

BR35H, Pneumonia, and Melanoma, respectively. In- Augmentations that satisfy Assumptions 1 and 2 ex-
vert replaces each pixel value x with 1 -z, Equalize hibit robust performance.

stands for histogram equalization, and Flip denotes

vertical flipping.

alternative Sy from Section 3.4. When comparing the mean AUROCs (see Figure 3), we can see that
Spu typically performs very similar to Synp. We thus suspect that CONsg typically learns elliptical context
clusters, allowing a Gaussian likelihood function to effectively detect anomalies in low probability regions of
the representations space. However, for some datasets like Breast MNIST, we observe a significant performance
drop, which suggests that elliptical clusters are not always guaranteed. In conclusion, Sxnp exhibits better
results overall and should be preferred over Spy. However, if resource constraints do not permit the usage of
SNND, Svu provides an efficient alternative with only minor performance degradation. We compare compute
efficiency between Synp and Spy in Appendix E.3.

4.2 Impact of Lcontent and Lcontext

We evaluate the effect of the context contrasting and content alignment on CONs by applying Lcoontent (+) and
Lcontext () individually and using the Synp score for anomaly detection. As in Section 4.1, we apply the
invert context augmentation to all samples in these experiments and present the ablation results in Figure 4.

We observe that Lcontent () often performs fairly well. We suspect the structure learned by the content
alignment is quite similar to CONg, though less concentrated and with the context clusters overlapping, which
may lead to lower performance. Conversely, Lcontext does not seem to perform well on its own on most
datasets. Without content alignment, we suspect that context contrasting collapses the context clusters onto
single points similar to the hypersphere collapse in (Ruff et al., 2018). Finally, this experiment demonstrates
that combining both terms in CONy improves overall anomaly detection performance.

4.3 Alternative Context Augmentations

In our previous experiments, we trained CON5 representations using the invert context augmentation. However,
this transformation may not always satisfy Assumptions 1 and 2 for all datasets. We thus want to explore
alternative transformations that could serve as context augmentations in certain scenarios. In particular, we
find that vertical flipping and histogram equalization can fulfill our distinctiveness and alignment assumptions
on many of our datasets. Figure 5 provides examples of these transformations on each dataset. We compare
the performance of all three candidate transformations in Table 2.

While the three transformations typically perform rather similarly across datasets, we observe a clear drop in
performance with the flip transformation on BreastMNIST, OctMNIST, and Kvasir and with the equalize
transformation on BreastMNIST and OctMNIST. For the flip transformation, we observe a clear violation
of distinctiveness (Assumption 1), as these datasets seem to record samples from an arbitrary angle. On
OctMNIST, the equalize transformation seems to introduce some noise artifacts, which can lead to a violation
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Figure 6: AUROCs of CIFAR10 when setting one class as normal and detecting the rest as anomalous. We
compare CONy with the invert and flip context augmentations with Synp to other contrastive anomaly
detection methods. Both the invert and flip context augmentations fulfill our assumptions, resulting in good
performances across all classes. Our method further outperforms our baselines in most classes. CONy with
flip has the highest average across all methods considered.

of alignment (Assumption 2). Additionally, some original samples of both BreastMNIST and OctMNIST may
look very similar to histogram equalized samples, violating distinctiveness (Assumption 1). Further, note
that the flip transformation on Melanoma violates distinctiveness but still performs well, indicating that a
violation of Assumptions 1 and 2 does not necessarily imply bad performance. Finally, these experiments
demonstrate how proper context augmentations achieve similar performance, validating the definition of our
assumptions in Section 3.3.

4.4 Natural Imaging

In addition to the results on the more specialized medical imaging domain, our method also exhibits robust
performance on more traditional natural imaging benchmark datasets. Here, we train CONg on the CIFARI10,
CIFAR100 (Krizhevsky et al., 2009), ImageNet30 (Russakovsky et al., 2015; Hendrycks et al., 2019b), Dogs vs.
Cats (Cukierski, 2013), and Muffin vs. Chihuahua (Cortinhas, 2023) datasets in the one-class classification
setting (Ruff et al., 2021). In the one-class classification setting, we typically work on multi-class classification
datasets where we consider one of the classes as the normal class and the rest as anomalies. In particular,
we train our model on the training samples of the normal class and want to differentiate between unseen
samples of this normal class and all other classes at test time. Similar to our previous experiments, we train
each model across three seeds for each class of each dataset. Note that we do not compare pretrained models
here, because standard pretraining datasets include the samples of these datasets, leading to leakage of the
anomaly class during pretraining.

Much like our experiments on medical imaging datasets, we can typically consider the invert transformation as
a valid context augmentation in these datasets. Additionally, vertical flipping often also satisfies distinctiveness,
as natural images are usually not taken from a birds-eye view and adhere to gravity, e.g., a plane of CIFAR10
will typically not fly upside down. Vertical flipping also satisfies alignment since it does neither add nor remove
any information from the image, but instead just reorders pixel positions. On the other hand, histogram
equalization often does not satisfy distinctiveness, as this transformation may result in scenes that seem slightly
differently illuminated. We thus only present results of CoNy with flip and invert context augmentations. We
provide some examples of each of these context augmentations in Figure 8 in Appendix E.1.

In Figure 6, we compare the performance of CONs and our baselines across the different classes of CIFAR10.
For both the invert and the flip context augmentation, CONy outperforms our baselines on almost all classes.
Here, the flip context augmentation achieves a slightly better average AUROC of 95.3 in comparison to the
invert transformation, which exhibits an average AUROC of 94.6.

11
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Figure 7: One class classification results for CIFAR100, ImageNet30, Dogs vs. Cats, and Muffin vs. Chihuahua.
Our method consistently outperforms our baselines on CIFAR100 and Dogs vs. Cats while exhibiting more
robust performance across different normal classes with a similar average performance to CSI on ImageNet30
and Muffin vs. Chihuahua. Additionally, we provide results including CoNs (Best), which demonstrates
how carefully selecting context augmentations satisfying the assumptions of Section 3.3 further improves the
capabilities of anomaly detection with CONs.

We further provide results on one-class CIFAR100, ImageNet30, Dogs vs. Cats, and Muffin vs. Chihuahua
in Figure 7. There, in addition to the invert and flip context augmentation, we also provide results for
CoNg (Best), which selects the context augmentation individually for each class, depending on which satisfies
alignment and distinctiveness better for the current normal class. We report the mean and standard deviation
of the AUROC:s aggregated over seeds and classes of the respective datasets. Our method compares well
against established baselines on natural images, matching or improving the state-of-the-art in self-supervised
anomaly detection. Similar to what we saw on CIFAR10, CONy displays a robust performance across the
board. Our approach outperforms baselines on CIFAR100 and Dogs vs. Cats while matching the performance
on ImageNet30 and Muffin vs. Chihuahua while exhibiting much more consistent performance across different
normal classes. We can also see that selecting the context augmentation that best fits our assumptions
for each normal class improves the performance. In Appendix E.1, we provide numerical results of CON;
on all natural imaging datasets and context augmentations, including the histogram equalization context
augmentation.

5 Conclusion

In this work, we presented the new method CONs, which learns representations suited for anomaly detection
by leveraging symmetries in the normal training data. Learning representations without making particular
assumptions about anomalous data is particularly useful in specialized domains such as healthcare, where
anomalous data can be rare and hard to simulate accurately.

We demonstrated the efficacy of our method on real-world medical imaging datasets, showcasing impressive
results when compared to competitive baselines. Our experiments highlighted the applicability of CONg in
safety-critical applications where robust anomaly detection is essential. We further introduced a likelihood-
based alternative to the widely used nearest-neighbor distance anomaly score function. This approach leverages
that context clusters tend to be elliptical and usually achieves similar anomaly detection performance to a
nearest neighbor distance approach while requiring much less memory. We further demonstrated CONy’s
robustness to the choice of context augmentation, validating the distinctiveness and alignment assumptions
of context augmentations. Finally, we showcase how the combination of context contrasting and content
alignment with CON; leads to the overall improvement of anomaly detection performance.

12
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In conclusion, CONs represents a significant advancement in anomaly detection by learning concentrated
representations from the normal data without relying on anomalous data. Our approach offers a particularly
valuable and effective solution in specialized, high-stakes application domains.

Limitations Our current work focuses exclusively on image-based anomaly detection, and we do not include
experiments involving other modalities like time-series or multimodal data, where finding appropriate context
augmentations could prove more challenging. However, the definition of CONy is broad, and it could be
interesting to explore whether the symmetries in time-series, graphs, or multimodal data could naturally serve
as context augmentations, though finding appropriate content augmentation may prove difficult for some
modalities. Additionally, while we empirically show that CONg leads to highly informative representations
of normality, we do not provide formal theoretical guarantees for our embeddings. Investigating how our
method compares to other representation learning techniques outside of anomaly detection would be an
interesting direction for future research. Finally, extending our approach to settings such as outlier exposure
or out-of-distribution detection presents another promising direction. These scenarios would further test the
robustness and flexibility of CONy in handling more complex anomaly detection tasks across a wider range of
domains.

Broader Impact While anomaly detection methods offer significant societal benefits, such as supporting
doctors in standard screening procedures or identifying adverse samples in safety-critical systems, careful
consideration is needed when defining normal data. Biases or the underrepresentation of certain groups within
these datasets could inadvertently lead to discrimination, especially in sensitive domains like healthcare.
Ensuring that normal datasets are representative and unbiased is crucial to avoid unintended harm.
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A Background

In this section, we provide some terminology for contrastive learning and background about the anomaly
detection setting.

A.1 Contrastive Learning

Recently, contrastive learning has emerged as a popular approach for representation learning (van den Oord
et al., 2019; Chen et al., 2020). By design, contrastive learning has the capability to learn representations
that are agnostic to certain invariances (von Kiigelgen et al., 2021; Daunhawer et al., 2023), which makes
contrastive learning a particularly interesting choice to learn informative representations of normal samples
(Tack et al., 2020; Wang et al., 2023), as it allows us to incorporate prior knowledge about our data into the
representing learning process in the form of data augmentations. More specifically, invariances are learned by

18



Under review as submission to TMLR

forming positive and negative pairs over the training dataset by applying data augmentations that should
retain the relevant content of a sample.

The goal of contrastive learning is to learn an encoding function gg(x) , where representations of positive
pairs of samples are close and negative pairs are far from each other. For a given pair of samples @, x" € X,
we can define the instance discrimination loss as (Sohn, 2016; Wu et al., 2018; van den Oord et al., 2019)

exp(sim(z,z’)/T)
> exp(sim(zx,z”)/7)

z"eX:x" +x

Uz, z',X) =-log (17)

As mentioned in Section 3.2, we consider the function sim(x,x’) to correspond to the cosine similarity
between the two input vectors, as this is one of the most popular choices in the contrastive learning literature.

One of the most prominent contrastive methods is SimCLR, (Chen et al., 2020), which creates positive
pairs through sample augmentations. There exists a supervised extension called SupCon (Khosla et al.,
2020), which incorporates class labels into the SimCLR loss. For a given set of augmentations 7', a dataset
X = {(x;,:)}Y,, and an augmented dataset X where |X| = 2N and (&2, i), (Z2i+1,%:) € X denote two
transformations of the same sample using random augmentations from 7', SimCLR and SupCon introduce
the following loss functions:

LsimceLr(X) = % Z;e(fe(@%), fo(@2i41), fo (X)) + % Z;f(fe(izm),f@(im)af@(f()) , o (18)

~ 1 .

Lsupcon(X) = D, W) =1 oo U(2,2,2). (19)
Zi,yi)eZ i) 25,y5)eZ

(Fwo)e 2;(*5;1]?4);%

Here, we denote } }

Z={(fo(®), y)|(&,y) € X},
where fo(x) = ho/(go(x)), go(x) is a feature extractor, and hg(2) is a projection head that is typically only
used during training (Chen et al., 2020). Further, we define fo(X) = {fo(Z) | (Z,y) € X} and

N(y) = [{(@i,9:) | (&s,9:) € X Ays =y}

is the number of samples in X with label y.

A.2 Anomaly Detection

In the anomaly detection setting, we are given an unlabeled dataset {x1,...,2x,} = X c X, while assuming
that most samples are normal, i.e., the dataset is practically free of outliers (Ruff et al., 2021). The goal is to
learn a model from the given dataset that discriminates between normal and anomalous data at test time.

In this work, we assume the challenging case where our dataset is completely free of anomalies. Hence, we
aim to discriminate between the normal class and a completely unobserved set of anomalies at test time.
This setting is sometimes called one-class classification or novelty detection.

To achieve this goal, one straightforward approach is to approximate the distribution px(x) directly using
generative models (An & Cho, 2015; Schlegl et al., 2019). Because we assume normal data to lie in high-density
regions of py, we can discriminate between normal and anomalous samples by applying a threshold function
px(x) <7, where 7 € R is an often task-specific threshold (Bishop, 1994). As density-based approaches are
often difficult to apply to high-dimensional data directly (Nalisnick et al., 2018), we follow a slightly different
line of work.

In this paper, we focus on learning a function gy : X — Z that provides us with representations that capture
the normal attributes of samples in the dataset (Sehwag et al., 2021; Tack et al., 2020; Wang et al., 2023), by
mapping normal samples close to each other in representation space. On the other hand, anomalies that lack
the learned normal structure should be mapped to a different part of the representation space.
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Table 3: Average compute hours for the SSL experiments for each dataset and method per run. SimCLR and
SSD use the same representations, so we can evaluate both methods in one go and list their compute hours
together.

Dataset BreastMNIST  OctMNIST Kvasir BR35H Pneumonia Melanoma
Method
SimCLR/SSD 0.6 25 4 2 3 5
CSI 2 112 6 4 8 6
UniCon-HA 4 120 8 8 12 18
CONg 1 36 6 3 5 6

Given gy (), a popular approach to detect anomalies is by defining a scoring function S : Z - R (Breunig et al.,
2000; Scholkopf et al., 2001; Tax & Duin, 2004; Liu et al., 2008). The score function maps a representation
onto a metric that estimates the anomalousness of a sample. To identify anomalies at test time, we can
use S similarly to the density py, i.e., we consider a new sample x to be normal if S(gs(x)) < 7, whereas
S(gg(x)) > 7 means x is an anomaly.

B Compute & Code

We run all our experiments on single GPUs on a compute cluster using either an RTX2080Ti, RTX3090 or
RTX4090 GPU for training. Each experiment can be run with 4 CPU workers and 16 GB of memory. We
provide an overview of the compute for our SSL experiments in Table 3. We omit the runtime for experiments
with Pretrain methods, as these usually never run for more than an hour. Our experiments are written using
PyTorch (Ansel et al., 2024) with Lightning (Falcon & The PyTorch Lightning team, 2019).

In the following, we list for each of our methods and baselines how we arrive at results and which code we use.

Cony: We implement CONy using PyTorch (Ansel et al., 2024) together with Lightning (Falcon & The
PyTorch Lightning team, 2019). To evaluate our method, we use various open-source Python libraries such
as NumPy (Harris et al., 2020), scikit-learn (Pedregosa et al., 2011), Pandas (McKinney, 2010; team, 2020),
or SciPy (Virtanen et al., 2020). We base the implementation of the instance discrimination loss ¢ on the
implementation provided in Khosla et al. (2020) (https://github.com/HobbitLong/SupContrast).

SimCLR: For this baseline, we implement SimCLR (Chen et al., 2020) and compute anomaly scores in a
similar fashion as (Sun et al., 2022). For this baseline, we rely on similar packages as CONj.

SSD: We use the same representations as for SimCLR but evaluate by following the procedure outlined in
Sehwag et al. (2021).

CSI: To run experiments for CSI, we used the code provided in https://github.com/alinlab/CSI, imple-
menting new dataloaders for the missing datasets.

UniCon-HA: We conducted experiments by running code provided by Wang et al. (2023) implementing new
dataloaders for the missing datasets. We thank the authors for sharing their code with us.

CLIP-AD: We ran CLIP-AD analoguous to the CLIP-AD experiments described by Liznerski et al. (2022),
using the following prompts to describe normal images:
BreastMNIST:

an image of healthy breast tissue

OctMNIST:

an image of healthy retinal tissue

BR35H:

an mri of a healthy brain

Kvasir:

an image of a healthy cecum, pylorus, or z-line
Pneumonia:

an xray image of a normal lung
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Melanoma:
a photo of a benign melanoma

AnomalyCLIP: We ran AnomalyCLIP with the code provided in
https://github.com/zghang/AnomalyCLIP, implementing new dataloaders for the missing datasets.

I-JEPA-AD: This baseline is using I-JEPA (Assran et al., 2023) for anomaly detection. We took the
pretrained model provided in https://huggingface.co/docs/transformers/en/model_doc/ijepa and per-
formed anomaly detection with Synp on the average-pooled embeddings.

MVFA: We ran MVFA with the code provided in https://github.com/MediaBrain-SJTU/MVFA-AD, imple-
menting new dataloaders for the missing datasets.

MediCLIP: We ran MediCLIP with the code provided in https://github.com/cnulab/MediCLIP, imple-
menting new dataloaders for the missing datasets.

PANDA: We ran PANDA with the code provided in https://github.com/talreiss/PANDA, implementing
new dataloaders for the missing datasets.

C Experimental Details

Setting We evaluate our method in the so-called one-class classification setting (Ruff et al., 2021). More
specifically, during training we assume to have access to only the normal (healthy) class. At test time, the
goal is to detect whether a new sample from a held-out testset stems from the normal class seen during
training or whether it seems anomalous, i.e., deviates from the training distribution.

Metrics Typically, there is a high-class imbalance between normal and anomalous samples in the one-class
classification setting. Further, setting an appropriate threshold for the anomaly score is often task-dependent.
Therefore, a popular approach to evaluating the performance of anomaly detection methods is to use the
area under the receiver operator characteristic curve (AUROC) (Ruff et al., 2021). This metric is threshold
agnostic and robust to class imbalance.

Hyperparameters We conduct all experiments using a ResNet18 (He et al., 2016) without the last linear
layer as the encoder go. Additionally, we set the two projection heads hy4 and hy to a standard MLP with
one hidden layer, analogous to SImCLR, (Chen et al., 2020).

Similar to our method, all baselines make use of test-time augmentations. By default, both CSI and UniCon-HA
use 40 test time augmentations, which we adopt for all baselines. In our experiments, we set the augmentation
class T to the set of augmentations introduced by Chen et al. (2020). For the context augmentation, we
experiment with vertical flips (Flip), inverting the pixels of an image (Invert), i.e., tmyers(i;) = 1 — x;;, and
histogram equalization (Equalize), see Figure 5 for an illustration.

We choose hyperparameters for CONy based on their performance on the CIFAR10 dataset and keep them
constant across all experiments to ensure we have no exposure to the anomaly class of the medical datasets.
We linearly anneal the hyperparameter o in Lcoy, from 0 to 1 over the course of training to encourage the
model to first learn the context-specific cluster structure while gradually aligning representations over the
course of training. We optimize our loss using the AdamW optimizer (Loshchilov & Hutter, 2019) with
B1 = 0.9, By = 0.999, weight decay A = 0.001, and using a learning rate of 107 with a cosine annealing
(Loshchilov & Hutter, 2017) schedule. We run all experiments for 2048 epochs.

D Datasets

In the following, we provide details about preprocessing, sources, and licenses of the datasets we use in our
experiments.
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BreastMNIST

The BreastMNIST dataset (Al-Dhabyani et al., 2020) is part of the MedMNIST (Yang et al., 2021; 2023)
collection and consists of 780 ultrasound images of breast tissues, which are labeled for breast cancer with
Malignant and Benign/Normal labels. We first resize images to 256 and apply center-cropping to feed
224 x 224 images to our model. We ran all our experiments on BreastMNIST with a batch size of 64. The
dataset is part of the medmnist package which can be installed with pip and is published under the CC' BY
4.0 license.

OctMNIST

The OctMNIST dataset (Kermany et al., 2018b) is part of the MedMNIST (Yang et al., 2021; 2023) collection
and consists of 109’309 optical coherence tomography images, which are labeled for blinding diseases with
either the Normal label or any of Choroidal Neovascularization, Diabetic Macular Edema, or Drusen as
anomalies. We first resize images to 256 and apply center-cropping to feed 224 x 224 images to our model.
We ran all our experiments on OctMNIST with a batch size of 128. The dataset is part of the medmnist
package which can be installed with pip and is published under the CC BY 4.0 license.

Kvasir

The Kvasir dataset (Pogorelov et al., 2017) consists of 4000 endoscopic images of the gastrointestinal tract,
which are labeled for various abnormalities with the labels Normal Cecum, Normal Pylorus, and Normal
z-line for normal images and any of Polyps, Dyed Lifted Polyps, Dyed Resection Margins, Esophagitis or
Ulcerative-Colitis for anomalies. We resized images to 224 x 224 and ran all our experiments on Kvasir with a
batch size of 128. The dataset can be downloaded from https://www.kaggle.com/datasets/meetnagadia/
kvasir-dataset and is published under the Open Database license.

BR35H

The BR35H dataset (Hamada, 2020) consists of 3865 brain MRI images and is labeled for brain tumors
with binary labels. We first resized images to 256 and apply center-cropping to feed 224 x 224 images to our
model. We ran all our experiments on BR35H with a batch size of 128. The dataset can be downloaded
from https://www.kaggle.com/datasets/ahmedhamadal/brain-tumor-detection and is published under
the CC BY /.0 license.

Pneumonia

The Pneumonia dataset was originally published by Kermany et al. (2018a) and consists of 5’863 lung xrays,
which are labeled with Pneumonia and Normal labels. We first resize images to 256 and apply center-cropping
to feed 224 x 224 images to our model. We ran all our experiments on the Pneumonia dataset with a batch
size of 128. The dataset can be downloaded from https://www.kaggle.com/datasets/paultimothymooney/
chest-xray-pneumonia and is published under CC BY 4.0 license.

Melanoma

We use the Melanoma dataset of Javid (2022), which consists of 10’600 images of Melanoma labeled with
being benign or malignant. We resize each image to size 128 x 128 before passing them to the model with batch
size 128. The dataset is publicly available at https://www. kaggle.com/datasets/hasnainjaved/melanoma-
skin-cancer-dataset-of-10000-images and is published under the CCO: Public Domain license.

CIFAR10/CIFAR100

CIFAR10 and CIFARI100 are natural image datasets with 32 x 32 samples. Both datasets consist of 60’000
samples, with a total of 10 and 100 samples for CIFAR10 and CIFAR100, respectively. As CIFAR100 comes
with only 600 samples per class, the dataset authors additionally define a set of 20 superclasses, aggregating
5 labels each. In our one-class classification experiments on CIFAR100 we use the superclasses to ensure a
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Figure 8: Examples of different transformations that can serve as context augmentations on ImageNet30.

manageable number of runs and a sufficient amount of training data. We ran all our experiments on CIFAR10
and CIFAR100 with a batch size of 512. Both datasets were published by Krizhevsky et al. (2009) and can
be downloaded from https://www.cs.toronto.edu/~kriz/cifar.html. To the best of our knowledge, these
datasets come without a license.

Imagenet30

The ImageNet30 dataset is a subset of the original ImageNet dataset (Russakovsky et al., 2015). It was
created by Hendrycks et al. (2019b) for the purpose of one-class classification. The dataset consists of 42’000
natural images where each is labeled with one of 30 classes. We preprocess the dataset by resizing the shorter
edge to 256 pixels, from which we randomly crop a 224 x 224 image patch every time we load an image for
training. We ran all our experiments on ImageNet with a batch size of 128. The dataset can be downloaded
from https://github.com/hendrycks/ss-ood, which comes with the MIT License. Further, while we could
not find a license for ImageNet, terms of use are provided on https://image-net.org/.

Dogs vs. Cats

The Dogs vs. Cats was originally introduced in a Kaggle challenge by Microsoft Research (Cukierski,
2013) and consists of 25’000 images of cats and dogs. We preprocess the dataset by resizing the shorter
edge to 128 pixels and then perform center cropping, feeding the resulting 128 x 128 image to our model.
We ran all our experiments on Dogs vs. Cats with a batch size of 256. The dataset can be downloaded
from https://www.kaggle.com/competitions/dogs-vs-cats/data. To the best of our knowledge, there
is no official license for the dataset, but the Kaggle page points to the Kaggle Competition rules https:
//www.kaggle.com/competitions/dogs-vs-cats/rules in the license section.

Chihuahua vs. Muffin

The Chihuahua vs. Muffin dataset consists of 6’000 images scraped from Google Images. We prepro-
cess the dataset similar to ImageNet30, resizing the shorter edge of the images to 128 pixels while feed-
ing random 128 x 128 sized image crops to the model during training. We ran all our experiments on
Chihuahua vs. Muffin with a batch size of 256. The dataset was published by Cortinhas (2023) and
can be downloaded from https://www.kaggle.com/datasets/samuelcortinhas/muffin-vs-chihuahua-
image-classification/data. According to the datasets Kaggle page, the dataset is licensed under CCO:
Public Domain.

In addition to the preprocessing mentioned above, we normalize each image with a mean and standard
deviation of 0.5 after applying the augmentations of CONs.
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Table 4: One class classification results for CIFAR100, ImageNet30, Dogs vs. Cats, and Muffin vs. Chihuahua.
With all three context augmentations and both scores.

Method Score CIFAR10 CIFARI100 ImageNet30 Dogs vs. Cats Muffin vs. Chihuahua
. Sru 91.1:+ 5.8 86.1+ 5.5 85.2+ 12.6 77.0+ 1.1 83.0x 12.2
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Figure 9: Ablation illustrating the effect of adding more context augmentations. While the performance
of well-performing normal classes, such as ImageNet30 Ambulance or CIFAR10 Car, stays consistent when
adding more augmentations, we see a decrease for normal classes such as ImageNet30 Toaster or CIFAR10
Cat that already perform poor, to begin with.

E Ablations

In this section, we present some additional results for the natural image benchmark datasets (Appendix E.1),
provide an ablation that explores adding more than one context (Appendix E.2), quantify the efficiency of our
anomaly score functions (Appendix E.3), and quantify the presence of context clusters using the silhouette
score (Appendix E.4).

E.1 Natural Image Benchmarks

We provide examples of different context augmentations on ImageNet30 in Figure 8. Table 4 shows detailed
results of CONgy on all natural imaging benchmarks and anomaly score functions. As we can see, SNND
consistently outperforms Spiy. Further, we can see that invert and flip, which usually satisfy distinctiveness
and alignment on the natural imaging datasets, outperform the equalize context augmentation, which fails to
satisfy our assumptions on many samples, as can be seen in Figure 8.

E.2 Multiple Context Augmentations

Our formulation in Section 3.3 can be extended beyond only one additional context by slightly adjusting
Lcontext- However, in addition to a loss in efficiency due to requiring more memory, we did not find additional
context augmentations to provide a performance benefit, as seen in Figure 9. There, we ran an ablation with
different numbers of context augmentations on different classes of CIFAR10 and ImageNet30. In particular,
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Figure 10: Left: Synp and Sy when scaling n between 1 and 100000, while evaluating 10 batches of 32
samples each. Right: Evaluating 1 to 1000 batches of 128 samples each when keeping n = 10000.

we trained the adapted CONg loss for 2, 3, 4, 5, 6, 7, and 8 context augmentations, which we derived by
combining Flip, Invert, and Equalize from our previous experiments. Adding more augmentations does
not seem to harm cases where we experience good performance in the first place, however, we observe a
diminishing performance for slightly more challenging classes. Additionally, combining context augmentation
may violate distinctiveness or alignment in a pairwise comparison between the different contexts, potentially
leading to an unintended structure in the representation space.

E.3 Anomaly Score Efficiency

Assume representations Z € R™? of our normal training dataset, where n is the number of samples and
d the dimension of the representation space. Synp requires us to store all samples to perform nearest
neighbor search, resulting in a memory complexity of O(nd). On the other hand, Sy only needs to store
the parameters of a multi-variate Gaussian in the representation space, which results in O(d?) due to the
covariance matrix. Hence, Spp is more memory efficient at scale than Synp, as typically n >> d. As for
runtime, a naive implementation of Sxnyp(@) would result in a runtime of O(nd), as we would have to
compare x to each sample of the training set, while Sy is again O(d?) due to the matrix multiplication
when computing the log probability of a gaussian. However, clever implementations in today’s compute
framework can narrow this gap, and we want to provide additional empirical evidence that compares runtimes
between Synp and Spg. In Figure 10, we provide two figures that compare the runtime between Synp and
Spu when varying n and the number of evaluated batches, respectively. As indicated by the asymptotic
runtimes provided before, we see that Synp is faster for smaller n, due to the d? within Spi. However, when
increasing the number of samples, both when fitting and for evaluating the scores, Spg soon becomes much
more efficient than Sxnp.-

E.4 Context Clusters

This section provides an ablation that analyzes whether the learned representation space exhibits the context
clusters, as claimed in Section 3.2. For each dataset from Section 4.1, we compute the representation of each
sample for both contexts. We then label each representation with its corresponding context. This labeling
allows us to evaluate how well our representations are clustered by context by calculating the silhouette
score (Rousseeuw, 1987). This score function evaluates how well a given cluster assignment relates to the
geometry of the dataset by computing a normalized fraction between the intra- and inter-cluster distances.
The silhouette score takes values in [-1,1], where a score < 0 indicates wrong labels, ~ 0 indicates overlapping
clusters, and > 0 indicates a clustering structure with correctly associated labels. Results of this ablation are
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Silhouette Scores by Dataset (Mean + Standard Deviation)
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Figure 11: The silhouette score averaged over different seeds for each dataset. The score is > 0 for all datasets,
indicating a clear presence of context clusters after training with CONs.

in Figure 11. We can see that all values are consistently well above 0, clearly indicating a clustering structure
within our representation space.
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