On the Robustness of Transformers against Context Hijacking
for Linear Classification

Anonymous Authors'

Abstract

Transformer-based Large Language Models
(LLMs) have demonstrated powerful in-context
learning capabilities. However, their predictions
can be disrupted by factually correct context, a
phenomenon known as context hijacking, reveal-
ing a significant robustness issue. To understand
this phenomenon theoretically, we explore an in-
context linear classification problem based on re-
cent advances in linear transformers. In our setup,
context tokens are designed as factually correct
query-answer pairs, where the queries are similar
to the final query but have opposite labels. Then,
we develop a general theoretical analysis on the
robustness of the linear transformers, which is for-
mulated as a function of the model depth, training
context lengths, and number of hijacking context
tokens. A key finding is that a well-trained deeper
transformer can achieve higher robustness, which
aligns with empirical observations. We show that
this improvement arises because deeper layers
enable more fine-grained optimization steps, ef-
fectively mitigating interference from context hi-
jacking. This is also well supported by our numer-
ical experiments. Our findings provide theoretical
insights into the benefits of deeper architectures
and contribute to enhancing the understanding of
transformer architectures.

1. Introduction

Transformers (Vaswani et al., 2017) have demonstrated re-
markable capabilities in various fields of deep learning,
such as natural language processing (Radford et al., 2019;
Achiam et al., 2023; Vig & Belinkov, 2019; Touvron et al.,
2023; Ouyang et al., 2022; Devlin, 2018). A common view
of the superior performance of transformers lies in its re-
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markable in-context learning ability (Brown, 2020; Chen
et al., 2022; Liu et al., 2023a), that is, transformers can
flexibly adjust predictions based on additional data given
in context contained in the input sequence itself, without
updating parameters. This impressive ability has triggered
a series of theoretical studies attempting to understand the
in-context learning mechanism of transformers (Olsson
et al., 2022; Garg et al., 2022; Xije et al., 2021; Guo et al.,
2023; Wu et al., 2023). These studies suggest that trans-
formers can behave as meta learners (Chen et al., 2022),
implementing certain meta algorithms (such as gradient de-
scent (Von Oswald et al., 2023; Ahn et al., 2023; Zhang
et al., 2024b) based on context examples, and then applying
these algorithms to the queried input.

Despite the benefits of in-context learning abilities in trans-
formers, this feature can also lead to certain negative im-
pacts. Specifically, while well-designed in-context prompts
can help generate desired responses, they can also mislead
the transformer into producing incorrect or even harmful
outputs, raising significant concerns about the robustness
of transformers (Chowdhury et al., 2024; Liu et al., 2023c;
Zhao et al., 2024). For instance, a significant body of work
focuses on jailbreaking attacks (Chao et al., 2023; Niu et al.,
2024; Shen et al., 2024; Deng et al., 2023; Yu et al., 2023),
which aim to design specific context prompts that can bypass
the defense mechanisms of large language models (LLMs)
to produce answers to dangerous or harmful questions (e.g.,
“how to build a bomb?”). It has been demonstrated
that, as long as the context prompt is sufficiently long and
flexible to be adjusted, almost all LLMs can be successfully
attacked (Anil et al., 2024). These studies can be cate-
gorized under adversarial robustness, where an attacker is
allowed to perturb the contextual inputs arbitrarily to induce
the transformer model to generate targeted erroneous out-
puts (Shi et al., 2023; Pandia & Ettinger, 2021; Creswell
et al., 2022; Yoran et al., 2023).

However, in addition to the adversarial attack that may
use harmful or incorrect context examples, it has been
shown that the predictions of LLMs can also be dis-
rupted by harmless and factually correct context. Such
a phenomenon is referred to as context hijacking (Jiang
et al., 2024; Jeong, 2023), which is primarily discovered
on fact retrieval tasks, i.e. the output of the LLMs can
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Figure 1. Context hijacking phenomenon in LLMs of different depths. Left: If there are no or only a few factually correct prepends,
LLMs of different depths can correctly predict the next token. When the number of prepends increases, the outputs of models are disrupted,
and deeper models are more robust. Right: Four different types of tasks are introduced, each with a fixed template, and tested on LLMs of
different depths. The horizontal axis is the model with depth from small to large, and the vertical axis is the average number of prepends
required to successfully interfere with the model output. Experiments show that deeper models perform more robustly. (Experimental

setup is given in Appendix G.1)

be simply manipulated by modifying the context with
additional factual information. For example, as shown
in Figure 1, the GPT2 model can correctly answer the
question “Rafael Nadal’s best sport is” with
“tennis” when giving context examples. However, if fac-
tually correct context examples such as “Rafael Nadal
is not good at playing ” are pro-
vided before the question, the GPT-2 model may incorrectly
respond with * ”. Then, it is interesting to
investigate whether such a phenomenon depends on differ-
ent tasks and transformer architectures. To this end, we
developed a class of context hijacking tasks and counted the
number of context examples that led to incorrect outputs
(see Figure 1). Our findings indicate that increasing the
number of prepended context examples amplifies the effect
on the transformer’s prediction, making it more likely to
generate incorrect outputs. Additionally, we observed that
deeper transformer models exhibit higher robustness to con-
text hijacking, requiring more prepended context examples
to alter the model’s output. Therefore, conducting a precise
robustness analysis regarding context hijacking could pro-
vide valuable insights in understanding the architecture of
the transformer model.

In this paper, we aim to develop a comprehensive theoretical
analysis on the robustness of transformer against context
hijacking. In particular, we follow the general design of
many previous theoretical works (Olsson et al., 2022; Ahn
et al., 2023; Frei & Vardi, 2024) on the in-context learn-
ing of transformers, by considering the multi-layer linear
transformer models for linear classification tasks, where the
hijacking examples are designed as the data on the boundary
but with an opposite label to the queried input. Starting from
the view that the L-th transformer models can implement
L-step gradient descent on the context examples, with an ar-
bitrary initialization, we formulate the transformer training

as finding the optimal multi-step gradient descent methods
with respect to the learning rates and initialization. Then, we
prove the optimal multi-step gradient strategy, and formulate
the optimal learning rate and initialization as the function
of the iteration number (i.e., model depth) and the context
length. Furthermore, we deliver the theoretical analysis on
the robustness based on the proved optimal gradient descent
strategy, which shows that as the transformer become deeper,
the corresponding more fine-grained optimization steps can
be less affected by the hijacking examples, thus leading to
higher robustness. This is well aligned with the empirical
findings and validated by our numerical experiments. We
summarize the main contributions of this paper as follows:

* We develop the first theoretical framework to study the ro-
bustness of multi-layer transformer model against context
hijacking, where the hijacked context example is designed
as the data with the factually correct label but close to the
prediction boundary. This is different from a very recent
related work on the robustness of transformer (Anwar
et al., 2024) that allows the context data to be arbitrarily
perturbed, which could be factually incorrect.

* Based on the developed theoretical framework, we formu-
late the test robust accuracy of the transformer as a func-
tion with respect to the training context length, number
of hijacked context examples, and the depth of the trans-
former model. The key of our analysis is that we model
the in-context learning mechanism of a well-trained multi-
layer transformer as an optimized multi-step gradient de-
scent, where the corresponding optimal initialization and
learning rates can be precisely characterized. This could
of independent interest to other problems that involve the
gradient descent methods on linear problems.

* Based on the developed theoretical results, we demon-
strate that deeper transformers are more robust because
they are able to perform more fine-grained optimization
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steps on the context samples, which can potentially ex-
plain the practical observations of LLMs in the real world
(see Figure 1). The theoretical results are well supported
by synthetic numerical experiments in various settings.

2. Related works

In-context learning via transformers. The powerful per-
formance of transformers is generally believed to come
from its in-context learning ability (Brown, 2020; Chen
et al., 2022; Min et al., 2022; Liu et al., 2023a; Xie et al.,
2021). A line of recent works study the phenomenon of
in-context learning from both theoretical (Bai et al., 2024;
Guo et al., 2023; Lin et al., 2023; Chen et al., 2024; Frei
& Vardi, 2024; Huang et al., 2023; Siyu et al., 2024; Li
et al., 2024) and empirical (Garg et al., 2022; Akyiirek
et al., 2022a; Li et al., 2023a; Ravent0s et al., 2024; Pathak
et al., 2023; Panwar et al., 2023; Bhattamishra et al., 2023;
Fu et al., 2023; Lee et al., 2024) perspectives on diverse
settings. Brown (2020) first showed that GPT-3 can per-
form in-context learning. Chen et al. (2024) studied the
role of different heads within transformers in performing
in-context learning focusing on the sparse linear regression
setting. Frei & Vardi (2024) studied the ability of one-layer
linear transformers to perform in-context learning for linear
classification tasks.

Mechanism interpretability of transformers. Among the
various theoretical interpretations of transformers (Friedman
et al., 2024; Yun et al., 2020; Dehghani et al., 2019; Lindner
et al., 2024; Pandit & Hou, 2021; Pérez et al., 2021; Bills
et al., 2023; Wei et al., 2022; Weiss et al., 2021; Zhou et al.,
2023; Chen & Zou, 2024), one of the most widely studied
theories is the ability of transformers to implement optimiza-
tion algorithms such as gradient descent (Von Oswald et al.,
2023; Ahn et al., 2023; Zhang et al., 2024b; Bai et al., 2024;
Wu et al., 2023; Cheng et al., 2023; Akyiirek et al., 2022b;
Dai et al., 2023; Zhang et al., 2024a). Von Oswald et al.
(2023) theoretically and empirically proved that transform-
ers can learn in-context by implementing a single step of
gradient descent per layer. Ahn et al. (2023) theoretically
analyzed that transformers can learn to implement precondi-
tioned gradient descent for in-context learning. Zhang et al.
(2024b) considered ICL in the setting of linear regression
with a non-zero mean Gaussian prior, a more general and
common scenario where different tasks share a signal, which
is highly relevant to our work.

Robustness of transformers. The security issues of large
language models have always attracted a great deal of atten-
tion (Yao et al., 2024; Liu et al., 2023b; Perez & Ribeiro,
2022; Zou et al., 2023; Apruzzese et al., 2023). However,
most of the research focuses on jail-breaking black-box
models (Chowdhury et al., 2024), such as context-based
adversarial attacks (Kumar et al., 2023; Wei et al., 2023; Xu

et al., 2023; Wang et al., 2023a; Zhu et al., 2023; Cheng
et al., 2024; Wang et al., 2023b). There is very little white-
box interpretation work of attacks on the transformer, the
foundation model of LLMs (Qiang et al., 2023; Bailey et al.,
2023; He et al., 2024; Anwar et al., 2024; Jiang et al., 2024).
Qiang et al. (2023) first considered attacking large language
models during in-context learning, but they did not study
the role of transformers in robustness. Jiang et al. (2024)
proposed the phenomenon of context hijacking, which be-
came the key motivation of our work. They analyzed this
problem from the perspective of associative memory models
instead of the in-context learning ability of transformers.

3. Preliminaries

In this section, we will provide a detailed introduction to
our setup of the context hijacking problem, including the
data model, transformer architecture, and evaluation metric.

3.1. Data model

To understand the mechanism of context hijacking phe-
nomenon, we model it as a binary classification task, where
the query-answer pair is modeled as the input-response pair
((x,y) € RY x {&1}). In particular, we present the defini-
tion of the data model as follows:

Definition 3.1 (Data distribution). Let w* € R? be a vector
drawn from a prior distribution on the d dimensional unit
sphere S¢~1, denoted by pg-(+), where B8* € S~ denotes
the expected direction of w*. Then given the generated
w*, the data pair (x, y) is generated as follows: the feature
vector is x ~ N (04,1;) and the corresponding label is

y = sign((w”, x)).

Based on the data distribution of each instance, we then
introduce the detailed setup of the in-context learning task
in our work. In particular, we consider the setting that
the transformer is trained on the data with clean context
examples and evaluated on the data with hijacked context.

Training phase. During the training phase, we are given
n clean context examples {(X1,%1),.-., (Xn,yn)} and a
query Xquery With its label yquery. In particular, here we
mean the clean examples as the {(x1,¥1),..., (Xn,¥n)}
are drawn from the same data distribution Dy« as
(Xquery, Yquery)- Then, the input data matrix for in-context
learning is designed as follows:

7 — X1 Xn  Xquery
Yy - Yn

e RUFDx(n+1) (3 )

Here, to ensure that the dimension of Xqyery aligns with
those of other input pair (x;,y;), we concatenate it with
0 as a placeholder for the unknown label yquery. Ideally,
we anticipate that given the input Z, the output of the trans-
former model, denoted by YJquery can match the ground truth
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one. Moreover, we also emphasize that within each data
matrix Z, the context examples and the queried data should
be generated based on the same ground truth vector w*,
while for different input matrices, e.g., Z and Z’, we allow
their corresponding ground truth vectors could be different,
which are i.i.d. drawn from the prior pg- (-).

The training data distribution simulates the pre-training data
of the large language model. Unlike existing works (Ahn
et al., 2023; Olsson et al., 2022) where the prior of w* is
assumed to have a zero mean, we consider a setting where
w* has a non-zero mean (i.e., 3*). This approach is inspired
by empirical observations (see Figure 1) that transformer
models can perform accurate zero-shot predictions. Con-
sequently, our model can encapsulate both memorization
and in-context learning, where the former corresponds to re-
covering the mean of the prior distribution, i.e., 3%, and the
latter aims to manipulate the {(x1,y1), ..., (Xn, yn)} effec-
tively. In contrast, existing works primarily focus on the
latter, thereby failing to fully explain the interplay between
memorization and in-context learning.

Test phase. During the test phase, context examples are
designed based on the query input Xquery to effectively exe-
cute the attack. Inspired by empirical observations (Figure
1) and prior experience with jailbreaking attacks (Anil et al.,
2024), we choose to use repeated hijacking context exam-
ples during the test phase. Specifically, since the hijacked
context should be factually correct, we consider data similar
to the queried input but with a correct and opposite label
of low confidence. Mathematically, this involves project-
ing Xguery onto the classification boundary. To this end,
given the target query data (Xquery, Yquery ) We formalize
the design of the hijacked context example as follows.

Definition 3.2 (Hijacked context data). Let (x, y) be a input
pair and w* be the corresponding ground truth vector. Ad-
ditionally, denote x as the projection of x on the boundary
of classifier, i.e. x; = (I;—w*(w*)T)-x. Then, the query
pair (Xquery, Yquery) 18 generated as Xquery = X1 + ow”*
and Yquery = sign ((w*, xqucry>) = sign(o) with o be-
ing a random variable, and the hijacked context example is
designed as xp. = x1 and Yne = —Yquery-

Note that we pick (xnc, w*) = 0 to enforce hijacked con-
text lies on the boundary of the classifier. A more rigor-
ous design is to set Xpc = X1 — 7 - Yquery - W* for some
positive quantity 71, where it can be clearly shown that
Yhe = 8IgN((Xhe, W*)) = —Yquery. Definition 3.2 concerns
the limiting regime by enforcing n — 0.

Then, based on the above design, the input data matrix in
the test phase is constructed as follows:

th _ Xhe Xhe Xquery c R(d+1)><(N+l).
Yhe -+ Yhe 0
3.2)

Here we use N to denote the number of hijacked context
examples. The example (Xp¢, Yne) can also be interpreted to
the closest data to Xquery but with a different label —yquery.
which principally has the ability to perturb the prediction of
Xquery- Additionally, because the prediction is highly likely
to be correct in the zero-shot regime (i.e., N = 0 ), the
prediction in the test phase can be viewed as a competition
between model memorization and adversarial in-context
learning. This dynamic is primarily influenced by the num-
ber of hijacked context examples.

3.2. Transformer model

Following the extensive prior theoretical works for trans-
former (Zhang et al., 2024a;b; Chen et al., 2024; Frei &
Vardi, 2024; Ahn et al., 2023), we consider linear attention-
only transformers, a prevalent simplified structure to inves-
tigate the behavior of transformer models. In particular,
We define an L-layer linear transformer TF as a stack of
L single-head linear attention-only layers. For the input
matrix Z;_, € RU+Dx(+1) the j-th single-head linear
attention-only layer TF; updates the input as follows:

Z;=TF,(Z,—1)=2Z;,_1+ PiZiM(ZszlQiZifl)»
3.3)

I, O
where M := 0 0
We design this architecture to constrain the model’s focus
to the first n in-context examples. Moreover, the matrix
P := W, e R@+TDx(d+1) geryes as the value matrix in
the standard self-attention layer, while the matrix Q :=
W] W, € RU@+1D>(d+1) consolidates the key matrix and
query matrix. This mild re-parameterization has been widely
considered in numerous recent theoretical works (Huang
et al., 2023; Wang et al., 2024; Tian et al., 2023; Jelassi
et al., 2022). To adapt the transformer for solving the linear
classification problem, we introduce an additional linear
embedding layer W € R(@+1)x(d+1) Then the output of
the transformer TF is defined as

€ R+ x(n+1) i the mask matrix.

Z/J\query = TF(ZO; WEa {P£7 Qf}le)
= —[TFL o---0TFj 0 WE(ZO)](d+1))(n+1)

= —[Zr)(a+1),(n+1)> (3.4)

i.e. the negative of the (d + 1,n + 1)-th entry of Zj,, and
this position is replaced by 0 in the input Z,. The reason
for taking the minus sign here is to align with previous
work (Von Oswald et al., 2023; Shen et al., 2024), which
will be explained in Proposition 4.1.

3.3. Evaluation metrics

Based on the illustration regarding the transformer architec-
ture, we first define the in-context learning risk of a L-layer
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model TF in the training phase. In particular, let D, be the
distribution of the input data matrix Z in (3.1) and the target
Yquery> Which covers the randomness of both (x, y) and w*,
then the risk function in the training phase is defined as:

R (TF) := Ez e,y [ (TF(Z:6) = Yguery)* ] (3.5)
where 8 = {W g, {P,, Q/}_,} denotes the collection of
all trainable parameters of TF. This risk function will be

leveraged for training the transformer models (where we
use the stochastic gradient in the experiments).

Additionally, in the test phase, let Dy, be the distribution of
the input data matrix Zhe in (3.2) and the target yquery, W€
consider the following population prediction error:
& (TF) := Pyne D, [TF(Z"%;0) - Yquery < 0].
3.6)

sYquery

4. Main theory

In this section, we present how we establish our theoretical
analysis framework regarding the robustness of transformers
against context hijacking. In summary, we can briefly sketch
our framework into the following several steps:

» Step 1. We establish the equivalence between the L-layer
transformers and L steps gradient descent, converting the
original problem of identifying well-trained transform-
ers to the problem of finding the optimal parameters of
gradient descent (i.e., initialization and learning rates).

» Step 2. We derive the optimal learning rates and initial-
ization of gradient descent, revealing its relationship with
the number of layers L and training context length n.

 Step 3. By formulating the classification error of a linear
model obtained by L steps gradient descent with optimal
parameters on hijacking distribution Dy, we characterize
how the number of layers L, the training context length n
and test context length IV affect the robustness.

4.1. Optimizing over in-context examples

Inspired by a line of recent works (Zhang et al., 2024b; Bai
et al., 2024; Chen et al., 2024; Ahn et al., 2023; Olsson
et al., 2022) which connects the in-context learning of trans-
former with the gradient descent algorithm, we follow a
similar approach by showing that, in the following propo-
sition, multi-layer transformer can implement multi-step
gradient descent, starting from any initialization, on the
context examples.

Proposition 4.1. For any L-layer single-head linear trans-
former, let @élgery be the output of the l-th layer of t, i.e.
the (d + 1,n + 1)-th entry of Z;. Then, there exists a
single-head linear transformer with L layers such that

~ () @,
Yquery = —(ng, Xquery). Here, Woq 'S are the parameter

vectors obtained by the following gradient descent iterative
rule and the initialization Wé%) can be arbitrary:

+1 l 7 1
W = w8~ VEwY),

L(w) = %Z((W,XJ — )2

where

.1)

Here I'; can be any d x d matrix.

As T'; could be any d x d matrix, Proposition 4.1 demon-
strates that the output of the L-layer transformers is equiva-
lent to that of a linear model trained via L-steps of full-batch
preconditioned gradient descent on the context examples,
with {1"l}lL:_01 being the learning rates. This suggests that
each L-layer transformer defined in (3.4), with different
parameters, can be viewed as an optimization process of
a linear model characterized by a distinct set of initializa-
tion and learning rates {wé?i), To,...,T'1_1}. Therefore, it
suffice to directly find the optimal parameters of the gradi-
ent descent process, without needing to infer the specific
parameters of the well-trained transformers.

Among all related works presenting similar conclusions
that transformers can implement gradient descent, our re-
sult is general as we prove that transformers can implement
multi-step gradient descent from any initialization. In com-
parison, for example, Zhang et al. (2024b) shows that a
single-layer transformer with MLP can implement one-step
gradient descent from non-zero initialization. Ahn et al.
(2023) demonstrate that linear transformers can implement
gradient descent, but only from O initialization.

4.2. Optimal multi-step gradient descent

Based on the discussion in the previous section, Proposi-
tion 4.1 successfully transforms the original problem of
identifying the parameters of well-trained transformers into
the task of finding the optimal learning rates and initializa-
tion for the gradient descent process (4.1). In this section,
we present our conclusions regarding these optimal param-
eters. As we consider optimizing over the general training
distribution Dy, where the tokens x;’s follow the isotropic
distribution, it follows that the updating step size should be
equal in each direction from the perspective of expectation.
Therefore we consider the case I'j = ;14 to simplify the
problem, with o; being a scalar foralll € {0,...,L — 1}.
In the following, we focus on the optimal set of parame-
ters {wg)j)7 ag,...,ar—1}. Specifically, we consider the

population loss for wéﬁ) as

R(Wéﬁ)) = Erwe~p,, [(<Wé§)7 Xquery) — yquery)Q]a
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where T' = {(x1,%1), - - -, (Xn, Yn), (Xquery s Yquery ) } 18 the
set of all classification pairs !. This definition resembles
R(TF) defined in (3.5). We attempt to find the wéﬁ) that
minimizes this population loss, along with the correspond-
ing learning rates {o; }, and initialization wé?j), which
can generate this w via gradient descent. We first present
the following proposition demonstrating that there exists
commutative invariance among the learning rates {oy }=
for producing wéﬁ).

Proposition 4.2. Let {ag, a1,...,ar_1} be a set of learn-
ing rates, and {af, o}, ..., oy} be another set of learn-
ing rates that is a permutation of {ag,a1,...,ar_1},
meaning both sets contain the same elements, with the
only difference being the order of these elements. With

wég) € R denoting as the parameters achieved by learn-

. L
ing rates {a, a1, ..., a1} and w(d,) € R? as the param-
eters achieved by learning rates {oj, o, ..., a1} from

(0) (L) _ (L)

the same initialization Wod» it holds that Woi = Weq-

Proposition 4.2 implies that the learning rates at different
steps contribute equally to the overall optimization process.
Consequently, we will consider a consistent learning rate o
through the entire gradient descent procedure, which signifi-
cantly reduces the difficulty of analysis and does not incur
any loss of generality. Now we are ready to present our main
results regarding the derivation of the optimal parameters o
and wég).

Theorem 4.3. For training distribution Dy, in Definition 3.1,
suppose that the training context length n is sufficiently
large such that n > Q(max{d?, dL}). Additionally, sup-
pose that the perturbation of W* around its expectation 3*
is smaller than 7, i.e. (w*,3*) > 0. Based on these as-
sumptions, the optimal learning rate o and initialization

Wg()i), ie. «, wé?l) = arg minavwg{) R(wéﬁ)), take the value
as follows:

~ 1 N
«=8(p); wd=es

where c is an absolute constant.

Theorem 4.3 clearly identifies the optimal learning rate o
and initialization wg()i). Specifically, it shows that the opti-

mal initialization wg(]i) aligns the direction of the expectation

B, with its length independent of the number of steps L,
and the context length n. Such a conclusion complies with
our intuitions as the initialization Wg()i) represents the mem-
ory of large language models, which is not dependent on
the task-specific context examples. In contrast, the optimal
learning rate « is inversely related to both n and L. This sug-

gests that in both cases: (i) with more in-context examples;

'Here we slightly abuse the notation of Dy, to denote both the
distribution of Z, Wquery and T, w™.

and (ii) with more layers, the output of pre-trained trans-
formers will equal to that of a more fine-grained gradient
descent process using a smaller learning rate. Generally, a
small-step strategy ensures the convergence of the objective,
highlighting the potential benefits of deeper architectures
and training inputs with longer context.

4.3. Robustness against context hijacking

The previous two subsections illustrate that for any input
with context examples, we can obtain the corresponding
prediction for that input from the well-trained transformers
by applying gradient descent with the optimal parameters
we derived in Theorem 4.3. As we model D;. the distri-
bution of hijacking examples, to examine the robustness
of L-layer transformers against hijacking, we only need to
check whether the linear model achieved by L-step gradient
on (Xpc, Ync) can still conduct successful classification on
Xquery- Specifically, we consider the classification error of

the parameter vector Wéﬁ) as,

S(Wéﬁ)) = PTvW*NDte (yquery ’ <W;ﬁ)a Xquery> < 0),
where T' = {(Xnc, Unc)s (Xquerys Yquery) }» and v?éﬁ) is ob-
tained by implementing gradient descent on (Xpe, Ync) With
L steps and the optimal « and wé?
result, £ (Vvéﬁ)) is identical to £(TF) defined in (3.6). Based
on these preliminaries, we are ready to present our results
regarding the robustness against context hijacking. We first
introduce the following lemma illustrating that when the
context length of hijacking examples is small, we hardly
observe the label flipping phenomenons of the prediction
from well-trained transformers.

. Similar to the previous

Lemma 4.4. Assume that all assumptions in Theorem 4.3
still hold. Additionally, assume that the length of hijacking
examples N is small such that N < O(d;‘ﬁ) and o follows
any continuous distribution. Based on these assumptions, it
holds that

ewy) < ew') +o(1).

Lemma 4.4 demonstrates that when the context length of
hijacking examples is small, the classification error of the
linear model obtained through gradient descent on these
hijacking examples is very close to that of the optimal ini-
tialization. The reasoning is straightforward: When N is
relatively smaller compared to training context length n,
and since the optimal learning rate « is on the order of the
reciprocal of n, the contributions from the hijacking exam-
ples become almost negligible in gradient descent iterations,
allowing the model to remain close to its initialization. Con-
sequently, we consider the case that NV is comparable with
n in the following theorem.
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Figure 2. Gradient descent experiments using a single-layer neural network. We use grid search to obtain the optimal learning rate for
different training context lengths n and different steps of gradient descent L. Then we use the corresponding optimal learning rate to
perform multi-step gradient descent optimization on the test dataset. The results show that longer training context lengths and more
gradient descent steps lead to smaller optimal learning rate and better optimization.

Theorem 4.5. Assume that all assumptions in Theorem 4.3 rate per step (Theorem 4.3), and this combination of more
still hold. Additionally, assume that N > (=), n > steps with small learning rates will perform better on the

d3/2
Q( N d), and o follows some uniform distribution. Based on optimization process over context samples (Theorem 4.5).
these assumptions, it holds that Our theory shows that a trained transformer will learn the
optimal multi-step gradient descent, which will make it
(L) ~ / Nd L more robust during testing. Therefore, we directly verified
g (ng )<a—cll1-0 (nL) ) the consistency between practice and theory in the multi-

step gradient descent experiment.

where cy, ¢y are two positive scalar solely depending onthe e construct a single-layer neural network to conduct opti-
distribution of o and w*. mal multi-step gradient descent experiments. Each training
sample (x;,y;) is drawn i.i.d. from the distribution Dy,
defined in Section 3.1. We consider the learning rate that
minimizes the loss of the test sample which is also drawn
from Dy, when the single-layer neural network is trained

Based on a general assumption that o follows the uniform
distribution, Theorem 4.5 formulates the upper bound of
the classification error as a function of the training context
length n, the number of hijacking examples NV, and the num-

ber of layers L. Specifically, this upper bound contains a using 1 t0 8 steps of gradler}t descent, that 1s,.the optimal
i = NN L ~  Na\AL learning rate «y, corresponding to L-step gradient descent,
termproportlonalto—(l—@(—L) ) . As (1—@ (—))

: ' ‘ ] nL ) nL which can be obtained by grid search. Figure 2 shows that
is a monoton@ally increasing function for N and a monoton- oz, decreases as L and n increases, which is aligned with
ically decreasing function for n and L, Theorem 4.5 success- 1+ theoretical results (Theorem 4.3).

fully demonstrates two facts: (i) well-trained transformers

with deeper architectures, or those pre-trained on longer Next, we discuss the second part of the theoretical frame-
context examples, will exhibit more robustness against con- ~ Work, i.e., gradient descent with more steps and small step
text hijacking; and (ii) for a given well-trained transformer, ~ Size performs a more fine-grained optimization (Theorem
the context hijacking phenomenon is easier to observe when ~ 4-3), which can be verified by our experiment results. We ap-
provided with more hijacking examples. These conclusions ~ Ply the optimal learning rate searched in the training phase

align well with our experimental observations (Figure 3). to the test phase, and perform gradient descent optimiza-
tion on the test samples drawn from Dy, with the optimal

learning rate and its corresponding number of steps. We can
find that with the increase in the number of gradient descent
In this section, we conduct experiments based on the setting ~ Steps and the decrease in the corresponding learning rate, the
in Section 3 to verify the theory we proposed in Section 4. performance of the model will be significantly improved.

We first verify the consistency of our theory with optimal
multi-step gradient descent. Then we train a series of linear ~ 5.2. Robustness of linear transformers with different

transformers to examine their robustness on test data. number of layers

S. Experiments

Applying our theoretical framework to the context hijacking
task on transformers can explain it well, indicating that our

In our theoretical framework, for the same optimization theory has practical significance. We train linear transform-
objective, the optimal gradient descent with more steps L or  ers with different depths and context lengths on the training
longer training context length n will have a smaller learning ~ dataset based on distribution Dy,. We mainly investigate

5.1. Optimal gradient descent with different steps
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Figure 3. Linear transformers experiments with different depths and different training context lengths. By testing the trained linear
transformers on the test set, we can find that as the number of interference samples increases, the model prediction accuracy becomes
worse. However, deeper models have higher accuracy, indicating stronger robustness. As the training context length increases, the model
robustness will also increase because the accuracy converges significantly more slowly.
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Figure 4. Linear transformers experiments on training dataset. By
testing trained linear transformers on the training set, the initial ac-
curacy of the model is high and can be improved with the increase
of context length, indicating that the model can use in-context
learning to fine-tune 3* to w*. And deeper models have stronger
optimization capabilities.

the impact of training context length n, and model depth
L and the testing context length /N on model classification
accuracy.

We first test the trained transformers on the training dataset
to verify that the model can fine-tune the memorized 3*
to w* . According to the Figure 4, we can find that the
model has a high classification accuracy when there are
very few samples at the beginning. This means that the
model successfully memorizes the shared signal 3*. As the
context length increases, the accuracy of the model gradually
increases and converges, meaning that the model can fine-
tune the pre-trained 3* by using the context samples. In
addition, deeper models can converge to larger values faster,
corresponding to the theoretical view that deeper models
can perform more sophisticated optimization.

Then we conduct experiments on the test set. Observing the
experiment results (Figure 3), we can see that as the context
length increases, the accuracy of the model decreases sig-
nificantly and converges to 50%, showing that the model is
randomly classifying the final query Xquery. This is consis-
tent with the context hijacking phenomenon that the model’s
robustness will deteriorate as the number of interference
prompt words increases. When the number of layers in-
creases, the models with different depths show the same

trend as the context length increases, but the accuracy of
the model will increase significantly, which is consistent
with the phenomenon that deeper models show stronger ro-
bustness in practical applications. In addition, the model
becomes significantly more robust as the training context
length increases, which is reflected in the fact that the clas-
sification accuracy converges more slowly as the length
increases.

6. Conclusion and discussion

In this paper, we explore the robustness of transformers
from the perspective of in-context learning. We are in-
spired by the real-world problem of LLMs, namely context
hijacking (Jiang et al., 2024), and we build a comprehen-
sive theoretical framework by modeling context hijacking
phenomenon as a linear classification problem. We first
demonstrate the context hijacking phenomenon by conduct-
ing experiments on LLMs with different depths, i.e., the
output of the LLMs can be simply manipulated by modi-
fying the context with factually correct information. This
reflects an intuition: deeper models may be more robust.
Then we develop a comprehensive theoretical analysis of
the robustness of transformer, showing that the well-trained
transformers can achieve the optimal gradient descent strat-
egy. More specifically, we show that as the number of model
layers or the length of training context increase, the model
will be able to perform more fine-grained optimization steps
over context samples, which can be less affected by the
hijacking examples, leading to stronger robustness. Specifi-
cally considering the context hijacking task, our theory can
fully explain the various phenomena, which is supported by
a series of numerical experiments.

Our work provides a new perspective for the robustness
explanation of transformers and the understanding of in-
context learning ability, which offer new insights to un-
derstand the benefit of deeper architecture. Besides, our
analysis on the optimal multi-step gradient descent may also
be leveraged to other problems that involve the numerical
optimization for linear problems.
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Impact Statement

This paper presents work whose goal is to advance the field
of Machine Learning. There are many potential societal
consequences of our work, none which we feel must be
specifically highlighted here.
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A. Notations

Given two sequences {z, } and {y, }, we denote z,, = O(y,,) if there exist some absolute constant C; > 0 and N > 0
such that |z,,| < Cily,| for all n > N. Similarly, we denote z,, = Q(y,,) if there exist C; > 0 and N > 0 such that
|z | > Colyn| for all n > N. We say z,, = O(y,) if z,, = O(y,) and z,, = Q(y,,) both holds. Additionally, we denote
Zn = o(yy) if, for any € > 0, there exists some N (¢) > 0 such that |z,| < €|y,| for all n > N(¢), and we denote
Tn = w(yy) if yn = o(zy). We use O(-), Q(-), and O(-) to hide logarithmic factors in these notations respectively. Finally,
for any n € N, we use [n] to denote the set {1,2,--- ,n}.

B. Proof of Proposition 4.1
In this section we provide a proof for Proposition 4.1.

Proof of Proposition 4.1. Our proof is inspired by Lemma 1 in Ahn et al. (2023), while we consider a non-zero initialization.
We first provide the parameters W g, Py, Q, € RFDx(d+1) of 3 [ -layers transformer.

I, 0 _
WE = [_W(O) 1 , Pg — |:0d0><d (1):| , Q@ — |: (])-‘ﬁ 8:| where I‘Z c RdXd.
gd

For the linear classification problem, the input sample Zy € R(¢+1)x(+1) congists of {(xi,9i)}i = 1™ and (Xquery, Yquery )
in (3.1) , which will first be embedded by Wg. Let X0 ¢ RI*(n+1) denote the first d rows of Wg(Zp) and let
Y (@ € R™*(+1) denote the (d + 1)-th row of W g(Zg). In subsequent iterative updates in (3.3), the values at the same
position will be denoted as XV and Y, for I = 1, ..., L. Similarly, define X(!) € R**™ and Y¥) € R'*" as matrices

that exclude the last query sample (fo&ery, yélgery). That is, they only contain the first n columns of the output of the /-th
O]

%

and ygl) be the i-th pair of samples output by the /-th layer. Define a function g(x,y,1) : R x R x Z — R:

let xé?l)ery = x and yé?l)ery =y — (wé?,x), then g(x,y,1) := yc(llfl)ery. Next, based on the update formula (3.3) and the

parameters constructed above, we have:

layer. Let x

XHD = X0 = ... = xO yl+) - yO _yOMXO)Y T, X O,

Then foralli € {1,...,n},

+1 l l
y =y =S T gy,
j=1

So y§l+1) does not depend on yéﬁ;g For query position,
n
l l T l
y((tlu—‘gl}; = yégery - Z Xquery:[‘lxjy§ )
j=1

Then we obtain g(x,y,[) and g(x,0,1):

n
- T -1
g(X, Y, l) = yr(lucg})/ - Z Xqucryrlflxjy](‘ )

Jj=1
n n
_ . (1-2) T (1-2) T (1-1)
- yéuery - Z Xqueryrlf2xjyj - Z Xqueryrlflxjyj
j=1 j=1
n n
0 N T O N T =D
- yquery XqueryFOXJ yj Xquery]r‘lflxj yj
Jj=1 Jj=1
n n
— (0) T (0) T (=1,
=Yy- <ng 7Xquery> - quueryroxjyj - quueryrlflxjyj ’

j=1 j=1

13
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-
g(x, 0, k) = y((llue%})z - Z Xqueryrl 1X5Y; ( Y

n

_ (-2 (1=1)
= Yquery — Xqueryrl 2ij] ueryrl 1ij
Jj=1 j=1
n n
— 40 T ,,0) _ T o (1-1)
= Yquery XqueryL0X; Y o XqueryL1-1X;Y;
j=1 j=1
n
— Z (0 Z T (I=1).
- _< gd vxquery Xqueryroxj - Xqueryrlflxjyj 5.
J=1

So we have g(x,y,1) = g(x,0,1) + y. Observing g(x, 0,1), we can find that it is linear in x for the reason that every term
of g(x,0,1) is linear in Xqyery, which means we can rewrite it. We verify that there exists a 8, € R? for each [ € [L], such
that for all x, y,
g(X, Y, l) = g(X7 0, k) ty= <0l7 X> +y.
(0)

Let [ = 0, we have (0y,x) = g(x,9,0) —y = yqu)e]ry y= —<w§31), Xquery), 80 8o = —w, . Next, we will show that for
all (Xi7 yz) S {(Xh yl) sy (XTH yn)a (Xquery7 yquery)}

9(xi,9i,1) = yZ@ =(01,%;) + yi-

Observing the update formulas for y( 1 and yélj;g, if we let Xguery := x; for some ¢, we can get that yl(lH) = y(glje%;
because y( ) = yc(lu)ery by definition. This indicates that

YO = YO 4 g7,

Finally, we can rewrite the update formula for y(nH)

41
y((:lutr))/ = yqucry E Xqucry]:‘lxj y]( )
j=1

= Yery = (TX(Y )T Xquery)
= <0l+17 Xquery> = <0l7 Xquery> - <FlX(XT0l + (Y(O))T),Xquery>
Since Xquery 1S an arbitrary variable, we get the more general update formula for 6;:

0141 =0, — (X (XTel + (Y<0>)T)>.

Notice that we use the mean squared error, we have

l
—

L(W):*Z ((w, x;) )2

[\

LR = (YO
Then we get its gradient VL(w) = X (X Tw — (Y(©)T). Let Wég := —0;, we have
01+1 = 91 — <1—‘1X (XTOI + YOT)>
- W(ld+1) ég (WX (Xngg _ (Y(O))T)>
! =
=wll - TVL(w)).

14
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And the output of the [-th layer yélgery is

l
g (Xquerya Yquery s l) = Yquery T <0l7 xquery> = Yquery — <Wéd)7 Xquery>-

@

,’;H = —<ng ,Xquery) because the input query label is 0. U

In our settings, we have y

C. Gradient descent updates of parameters

In this section, we provide further details regarding the updating of parameters ng, which will be utilized in subsequent
proof. Besides, it can directly imply Proposition 4.2. Before demonstrating the mathematical, we first introduce several
utility notations, which will be used in subsequent technical derivations and proofs. We denote S; j as the set of all
k-dimensional tuples whose entries are drawn from {0, 1,...,! — 1} without replacement, i.e.

St,k: = {(jl,j27"'7jk)|j17j2a-' '7jk € {Oala"'al - 1}7]1 75.]2 7& #Jk}

Then given the set of all historical learning rates before or at [-th iteration, i.e. {c, a1, ..., ®_1}, and S} defined above,
we define A; j; as

k
Al,k = E H Qg .
(J1:925--dk)ESI K =1

Then we can observe that the permutation of elements of {«g, a1, ..., a;—1} would not change the value of A; ;. Then
based on these notations, we present mathematical derivation in the following.

By some basic gradient calculations, we can re-write the iterative rule of gradient descent (4.1) as
I+1) _ D) O]
Woq = Wgq —aVL(wyg)

= Wéld) - Z (<ng,xz> — Sign(<w*’xi>)) X
=1

(Id — al(ixix;r)) . ng + Ozl(isign(<w*,xi>) . xi). (C.1)
1=1 i=1

Based on this detailed iterative formula, and the definition of S; ;, and A; j; above, we present and prove the following
lemma, which characterizes the closed-form expression for w(®).

Lemma C.1. For the iterates of gradient descent, i.e. wég 'swithl € {0,1,...,L — 1}, it holds that
. l n k 0 l n k1 n
wih = (1 (- owal) ) ol (- o) ) (st ). €2
k=1 i=1 k=1 i=1 i=1

Proof of Lemma C.1. Before we demonstrate our proof, we first present some conclusions regarding S; ;, and A; ;. By
directly applying the Binomial theorem and the definition of A; j, we can obtain that

ll:[l <Id+ak(ixixj)> Id+zl:Al7k(ix,;xiT)k. (C.3)
k=0 i=1 k=1 i=1

Additionally, by utilizing the definition of S; 3., we can easily derive that
Sl-‘rl,k’ :{(jlvaa"'7jk)‘j17j27"' 7jk € {07177l}7]1 #]2 7£ #]k}
:{(jlaj%"'7jk)‘j1aj2»'~'ajk € {0»17-~'7l - 1};]1 #]2 7é #]k}
U {(jlvaa"'7jk717l)|j17j27°"7jk71 S {0717"'71 - 1}’]1 #.72 # #jk*l}
:Sl,k: U {(jlaj?a e 7jk717l)|(j17j27 cee 7jk71) S Sl,k*l}a
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holds when k& < [. This result can further imply that

k k k—1
Al-i—l,k = Z H Q. = Z H o, + Z H Qoo = Al,k + a1A17k_1.

(J1,J252Jk ) ES141,k =1 (J1,J252dk)ESL K =1 (1,725 Jk—1)ES k-1 K=1
(C4)
holds when k < [. Additionally, it is straightforward that
A =0qAy A =40 + o (C.5)

With these conclusions in hands, we will begin proving this lemma by induction. When [ = 1, by the iterative rule (C.1), we
can obtain that

i = (1= a0 sl ) el o 3ot ) )

which follows the conclusion of (C.2) due to (C.3) and the definition of A; ;. By induction, we assume that (C.2) holds at
[-th iteration. Then at (I 4 1)-th iteration, we can obtain that,

W) (Id_al(le N)w >+al(zugn W) xi)
() ()
{ (- (SowaT) ) w2 + (ZAlk(—ixix:)’”) (St X)}
l
.

= sign((w*, x;)) ) ﬁ (Id - Oék(ZXiX;r)> -Wgzl)
=1 k=0 i=1
+ (ZZ: Az,k( - ixm?)kil + ZalAl k( - i:XleT)k) ’ (isign(<w*,xi>) : Xi)
k=1 i=1 =1
:H(Id—ak le w —|— (A1 + ) - (Zslgn w* x;)) l)
k=0
+ <Xl:(Al K+ A g1 Xn:XzXzT> ) (iﬁlgn (W",x;)) z)
k=2 =1

)

(-
+ azAz,l(inxI ) (Zsign«w*,x») x|
T (1 (S ) ) i s (s )

+ (;AW( - ;Xixf ) (;sign«w*,xm ) + A - ixixi ) (if;sign«w*,xm x|

1+1 n 1+1 n _ n
:(Id + ZAlJrl-,k( - inx?y) g(’i) + (ZAHl’k( - inx;r)k 1) . (Zsign((vv*’xi)) . xi).
k=1 i=1 k=1 i=1 i=1

The second equality holds by substituting Wé ) with its expansion from (C.2), assuming it is valid at the [-th iteration by

induction. The third and fourth equalities are established by rearranging the terms. The penultimate equality is derived
by applying the conclusions regarding A; j from (C.4) and (C.5). The final equality is obtained by applying (C.3). This
demonstrates that (C.2) still holds at [+ 1-th iteration given it holds at [-th iteration, which finishes the proof of induction. [

16



On the Robustness of Transformers against Context Hijacking for Linear Classification

Lemma C.1 demonstrate that the learning rates «;’s will only influence w! 1) by determining the value of Ay, ;’s. While as
we have discussed above, the values of Ay, ;;’s depend solely on the elements in the {«, ..., ar_1}, and remain unchanged

when the order of these learning rates is rearranged. Consequently, the permutation of {«, . .., a1} will also not affect

the value of wéﬁ), thereby confirming that Proposition 4.2 holds.

D. Proof of Theorem 4.3

In this section, we provide a detailed proof for Theorem 4.3. We begin by introducing and proving a lemma that demonstrates

(0) (0)

how w, ;' must align with the direction of B*. This alignment constrains the choice of Wgq to a scalar multiple of B,

specifically in the form of ¢y - 3*. Additionally, in the subsequent sections, we will use the notation S = Dy XX, .

Lemma D.1. Under the same conditions with Theorem 4.3, to minimize the loss ’R(W od ) ( ) is always in the form of

co - B*.

Proof of Lemma D.1. Utilizing the independence among the examples in 7" = {(x1,¥1),- .., (Xn, Un), (Xquery Yquery) }+
and w*, we can expand R _ (1) by law of total expectation as
ed

L L . . 2
R(Wéd)) = E7 w= [((Wéd),xquery> — sign({w ,quler},))) ]
L . * L
= B [(W Xquery)? — 28180((W”, Xquery)) (W', Xquery)] + 1
L . * L n *
- E{(xiayi)}?:pW* [E(xclllery;yquery) [<Wéd)’xqu0ry>2 — 2sign((w aXqucry>)<wéd),Xquory>|{(xi» Yi)bim1, W H +1

2
+1-2,
s

_ (L)

where the last equality holds since Ex_ .., [(W, Xquery)?] = W Ex,..., [xqueryx;'—ucry]w = ||w||3 when w is independent
with Xquery, and Ex_ ... [(W1, Xquery) Sig0((W2, Xquery))] = \/g (w*, wé?) implied by Lemma F.1. Therefore in the

(L)

2
next we attempt to optimize the first term E(x, 4.y} w= [ * } - By applying the closed form of w, ;" in
Y)Y s )

’w(L) _
gd
Lemma C.1 with all oy = «, we have

éd)_(Id—ai) ng +az Id—aE (Z&gn w* %)) Z)
1=0

Based on this, we can further derive that

2
(L) * (o (ONT 2L (0)
E{(Xi»yi)}?:pw* [“ng - 2‘| _(ng ) E{(x,:,y,,)}{‘:l,w* [(Id - az) }ng

_2a(w(d) B (xsyi)}m {Lz_l I, - aX) r (Z&gn W, X)) z)} +C
1=0

ZCIHWgc]i)Hz — 202<ng 7ﬂ > +
3
— a, D.1)

— (0 €
=C1 ng — ;

where c;,c2,C' are some scalar independent of wé?l). The second inequality holds since Eg(x, y,)}r | w+ [(Id —

ozf])zL] = ¢1I; for some scalar c¢;, guaranteed by Lemma F.2, and E{(xi’yi)}?:l,w*[ lL:_Ol (Id — aZ)l+L )

1 S1gN((W™,X;))X; )| = C2 or some scalar co, guarantee emma F.3. As the result o .3) 1S a quartic
(i, sign((w*,xi))x;)] = 28" fi lar ¢, g d by Lemma F3. As the result of (C.3) is a quarti

function of wé?l), we can easily conclude that it achieves the minimum value when wgé) = ¢o3* for some scalar ¢, which
completes the proof. O
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Based on Lemma D.1, in the following proof, we will directly replace wé?i)

Now we are ready to prove the following theorem, a representation of Theorem 4.3.

Theorem D.2 (Restate of Theorem 4.3). For training distribution Dy, in Definition 3.1, suppose that the training context

length n is sufficiently large such that n > Q(max{d?, dL}). Additionally, suppose that the perturbation of w* around its

expectation 3* is smaller than T, i.e. (W*,3*) > 0. then for any learning rate o and initialization wéd), it holds that
R(w;) <O0((1 - an)t W) — cow*|3) + O(adL) + C,

where both c1,C are absolute constants. Additionally, by taking wé?i) =18 and a = é(n%) the upper bound above

achieve its optimal rates as

R(w(y) < @(d) +C.

n

Proof of Theorem D.2. Utilizing the fact that I, — (I, — af]) L _ o Zf;ol (Li— af)) 'Sy and Wég) = co3*, we can re-write

the close form of wéﬁ) as

L—1 n
Wéﬁ) = (Id — (Id — af])L> . \/Ew* + (Id — ozf))L 08" — « ; (Id — af])l . (\/Zf]w* — (Zsign((w*,xi>)xi>

i=1

Then by the similar calculation to Lemma D.1, we have

2w
’ (L — o))" (00,8* = \/zw) - ajzol (I —a%)"- (\/Zizw - (isign«w*,xi))xi))

2

< 2E H (Id - QE)L . (Coﬂ* - \/ZW*>
L 2

R(w(}) =E +C

2

2

+2E |«

i=1

with co3* and attempt to find the optimal cg.

+C

Z_; I, —aS) (ﬁfzw - <isign((w*,xi>)xi)

)

2

2

I 17

where the last inequality hols by (a + b)2 < 2a2 4 2b2, and C is an absolute constant. Therefore, in the following, we
discuss the upper-bounds for I and /I respectively. For I, we have
5 2
<CO/6* - V W*> ‘|a
m 2

2
o 2)
2

where the first inequality is derived by the independence among x; and w* and the submultiplicativity of /5 norm, and the
second inequality holds by the concentration results regarding || s |l2 provided in Lemma F.4. For 11, we can derive that

IgE[H(Id—af])HZL] E O((1—an)?") -E

L—-1 n 2
1I < ]E|:O¢2 Z ||Id — EHll—Hz H’\/zf]w* — (Zsign((w*,xi»xi) },
l1,l2=0 i=1 2

1.1 11.2

where the inequality is guaranteed by the submultiplicativity of ¢ norm. Then we discuss /7.1 and 1.2 respectively. For
I1.1, we have

o 1 aLlogL>
< .
”2”212 Lhi+l+1 7 ||2H2lz l1+1 < n

18
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The first inequality holds by the fact that 2(1 — x)F < for z E [0, 1]. The second inequality holds by replace

=
The third inequality holds by S/~ L <logL and ||Z||2 = O(n) demonstrated in
2
)

} < O(nd).

1
T51 With its upper bound — +1
Lemma F.4. For I1.2, we have

I12=F H’\/» —nly)w* —(Z&gn w* Xl>)xi_n\/zw*)

S sign((w*, %)) — n\/fw* 2

=1

*0 l1+1

4
< 288 - L3 + 25
Vs

2

The first equality adds and minuses the same term. The first inequality holds by the submultiplicativity of ¢, norm, and
the fact (a + b)? < 2a? + 2b2 The second inequality holds as HE —nl4ll2 < O(vnd), proved in Lemma F.4 and
|| o sign((w*,x;))x; — n
obtain that

O(v/nd), proved in Lemma F.5. Combining all the preceding results, we can

(o 2)

It is straightforward that when taking ¢y = \/g , the expectation term will achieve its minimum, which is the variance of w*

2

’R(wéﬁ)) <O((1—an)**)-E + O(adL) + C.

2

multiplying by a factor \/g . This finishes the proof that the optimal initialization takes the value as wg)i) = \/% B*. We

re-plug this result into the upper-bound above and utilize the fact that the variance is at the constant order. Then to find the
optimal learning rate « is actually to optimize the summation of (1 — an)?” and adL. We can note that the first term will
decrease as « increases, while the second term will increase as « increases. Therefore, minimizing the summation of these

two terms is essentially equivalent to finding an optimal « such that both terms are of the same order. Then we can notice
log(n/d)

Ty the first term can be bounded as

= (1 B0

that when consider o« =

2L
Additionally, it is straightforward that adL = M

are at the same order. Therefore, the optimal choice of learning rate is o = (:)( = L) which can optimize the excess risk as

. When omitting the factors of log, we conclude that these two terms

L ~(d
R(w(}) —C < o(n).
This completes the proof. O

Here we provide further discussions regarding the upper bound for the population loss achieved when choosing the optimal
learning rate and initialization. The constant C' represents an irreducible term arising from the variance of the model.
Such an irreducible term always exists when considering least-squares loss, similar to the noise variance in classic linear
regression problems. Therefore, when considering the problems with least-square loss function, it is common to define

R(w(g)) C as the excess risk and attempt to minimize this term. Consequently, Theorem D.2 reveals that when using the

optimal parameters, the excess risk R(wég)) — C will converge to 0 as the context length n goes to infinity.

E. Proof of Lemma 4.4 and Theorem 4.5

In this section, we provide the proof for both Lemma 4.4 and Theorem 4.5. W.L.O.G, we assume that 0 > 0 in the
subsequent proof. This implies that yn. = —1, Yquery = 1 and E(w) = P((W, Xquery) < 0) for any w. Then we first

introduce a lemma providing a closed form for w( ) , which is the parameter vector of the linear model trained by gradient
descent with the optimal parameters derived in Theorem 4.3 and data (Xpc, Ync)-

Lemma E.1. For the gradient descent iterates v~vég, it holds that
=cB" +a(l) x1 (E.1)

19



On the Robustness of Transformers against Context Hijacking for Linear Classification

oralll € {0,1,...,L}. cis the coefficient of B* of initialization w'® and a(l) follows that
gd

1+ C<Xla/6*>

) = =(1 - (1= aNlal) ) =50

Proof of Lemma E.1. We prove this lemma by induction. It is straightforward that Wé?i) = ¢3* and Wé}j) =cF* — aNx,,
complying with the formula (E.1). By induction, we assume (E.1) still holds for /-th iteration. Then at the [ 4 1-th iteration,
we have

vT/éldH) = (Id - aNxJ_xD . vag —aNx

= (Id — alexI) . (C,B* + a(l)xL) —aNx |
=cB* + (a(l)(l — O{NHXJ_H%) —aN(1+ C<XJ_,6*>)) =cB" +all+1)x,.

Additionally, by the fact a(l + 1) = a(I)(1 — aN||x_||3) — aN(1 + c¢(x1,3*)), we can derive that

1 * 1 *
(att+ 1)+ 2RI — (1 e ) () + L)
%115 1L [I5
11+ C<XL7 /6*>
= (1 - aN|xp[3) =2
( )
This implies that
N1+ ce{x,8%)
al:—(l— 1—aN|x,|? _
which completes the proof. ]

(L)
d

Based on the closed form of w N

obtained by Lemma E.1, we are ready to prove Lemma 4.4 and Theorem 4.5.

Proof of Lemma 4.4. By Lemma E.1, the output of the linear model trained via gradient descent on Xquery can be expanded
as

<Wé§)7xquery> = <C/6>’< + a(L)XL7XL + O'W*>
= (B, x1) +a(L)||xL 3 + co(w*, B7)
= (B x1) = (1= (L= aN|xs[3)") (L+e(x1, 87) + colw, 8°)
— co(w*, B%) — 1+ (1 —aN|x . [3)" (1 + c(x1, 8%). (E.2)

By utilizing the independence among w*, o, and x and law of total expectation, we can derive that
~ * * L *
W) = P(ca(w B =1+ (1—aN|x[2)" (1 +c(x1,8%)) < o)
- E[P(ca(w*,ﬁ*) — 14 (1= aN[x.]2) (1 + elx1, 87) < o]w*,xL)]

AR c<xmﬂ*>)>],

=k ow*, )

(E.3)

where F, (-) is the cumulative distribution function of o. Similarly, we also have

(22
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Therefore, by Taylor’s first order expansion, we have

ew) —ew))=E

Fp ()

(1= (1—aN[x.2)") (1 + e(x1,8%)
1+ c(w*, B*)

NaV) ) - ~ ([ Nd3/2
g<1<1@<nL>> )0(\/&)§O( ; )gau),

where the first inequality utilizing the concentration results that ||x , |26 (d) and (x, , 8*) = O(v/d). The second inequality

i3
holds by the fact (1 -0 (%)) =1-06 (%) by our condition 7 < o(d*/2/n), which also implies the last inequality
holds. Therefore, we finish the proof. O

In the next, we prove Theorem 4.5

Proof of Theorem 4.5. Similar to the proof of Lemma 4.4, we have that

[ 2L *
£@L) =E Fg(l — (1 —aNII:&I/If)B*(;MXL,ﬁ >))]
L eV (1 N 3) I, 8 sien(xL, 8)
EF( o B) > Fo(©) ()
- —anNx3) ] 1 (1- ()~
EF( w87 )]EF< )|

where the third inequality holds as sign((x_ , 3*)) is independent with |(x, ,3*)| and ||x_ ||3, and F”(£) is a constant.
Additionally, let o follows the uniform distribution from « to b, then we can expand the expectation above as

n (- (1—é<§5>>L>ﬂ{1— (1-60)" SH

~ (L
E(Wéd)) =E

o B oW B
1— (1-6(2))" 1— (1-6(2)"
+B| R (B e e <
1— (10" [1-(1-6(Xd)"
TE F( oo ) )ﬂ qw gy

(- (-5(0) Pl <
—c; 02<1 é(ﬁ))L

where ¢, co are two positive scalars solely depending on a, b and the distribution of w*. This completes the proof. O

F. Technical lemmas

In this section, we introduce and prove some technical lemmas utilized in the previous proof.

Lemma F.1. Let x ~ N(04,1;), and w1, w € R be two vectors independent of x, with ||w1||2 = 1, then it holds that

Ex[(w,x) sign({w1,x))] = \/E<W7W1>.
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Proof of Lemma F.1. Since |[w1||2 = 1,1etT' = [wy, wa, ..., wg] € R? be the orthogonal matrix with w being its first
column. Then we have

Ex[(w,x) sign((w1,x))] = Ex[w TFFTXSIgII(<W1,X>)]

d
2
W, W (W, x) sign((w1,x))] =1/ — (W, w1),
; K E k g - 1

where the last equality holds since (wy, x) ~ N(0,1) forall k € [d], (wg,,x) and (wy,, x) are independent when k; # ko,
and E[(w1,x) sign((w1,x))] = E[|{w1,%x)|] = \/g This completes the proof. O

For the next lemmas, we follow the notation we used in previous section that s = S X ;.

Lemma F.2. Forany k € N, it holds that E[Ek] = cly, where c is a scalar.

Proof of Lemma F.2. LetT be any orthogonal matrix, then we have I'x; ~ N(04,1,). This implies that >, (T'x;)(T'x;) "
has the same distribution with 3. Therefore, we can derive that

TE[SHT = E[(i(rxi)(rxiﬁ)k} — E[SH]

holds for any orthogonal matrix I', which implies that E[f]k] must be at the form cI4. This completes the proof. O

Lemma F.2 implies that E[(I; — ZA])}C | = cl; for some scalar ¢ as by binomial formula it can be expanded as a summation of
polynomials of 3, which all have the expectations with the form cl ;.

Lemma F.3. Forany k € N, it holds that

where c is some scalar.

Proof of Lemma F.3. By binomial theorem, we have

o[ m)] =32 3 (1 Rl(Sment) ™ ot

i=1 k;=0 i F#i

k—k;
By Lemma F.2, we already obtain that E [( Zi/ £ xi/x;',—> ] = cl, for some scalar c. In the next, it suffices to show that

E[(x;x;" )*1x;y;] = c¢B* for some scalar c. Since |[w*||2 = 1,1et T = [w*, wa,...,wy] € R be the orthogonal matrix
with w* being its first column, and let x; = I'"x; ~ N/(0,I4). This implies that y; = sign((w*, x;)) = sign(x; ; ), which
is the first coordinate of xg. Based on this, for any fixed w*, we can further derive that

E[(xx] ) xyilw?] = TE[(xx}T ¥ sign(x ;)] = TE[|x 3%} sign(x} ;)] = ew™.

The last equality holds as ||x}[|2** is a even function for each coordinate of x/, which implies that

E[||x|3% %/ jsign(x; ;)] = 0 forany j € [d] and j # 1. Therefore, we can finally obtain that
El(xix] )" xiy;] = E[E[(xix] )" xiys|w*]] = cE[w*] = ¢8",
which completes the proof. O

Lemma F.4 (Theorem 9 in Bartlett et al. (2020)). For any 6 > 0, with probability at least 1 — 6, it holds that,

. O(ﬂm { d W log(1/6)  [log(1/9) })
) VT n n
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Lemma F.5. For any § > 0, with probability at least 1 — 6, it holds that,

<O( ndlog(d/é))

Proof of Lemma F.5. Similar to the previous proof technique, let T' = [w*, wo, ..., w,] € R? be the orthogonal matrix
with w* being its first column, and let x; = T'"x; ~ N(0,1,). Then we can derive that

iz:sign«w*,x»)xi - n\/fw* _ [Z (|X;’1| _ \/Eﬂ W +i [gsigmxg,l)x;,j} -

i=1
Since |xg’1| is a subgaussian random variable with expectation \/g , by Hoeffding’s inequality we can derive that with

probability at least 1 — §/d,
n , 2
g (|x1-71| — 1/ 7r> < O( nlog(d/é)).

i=1

Additionally, when j # 1, sign(x] ;)x; ; still follows a standard normal distribution (A standard normal random variable
times an independent Rademacher random variable is still a standard normal random). Therefore, we can also derive that

Z&gn X;1) <O( nlog(d/s))

holds with probability at least 1 — %. Then by taking an union bound, we can finally obtain that

> (", = 2w - [Z CAE \/Z)} 2 +; [gsign@;,l)xg,j] < O(ndlog(d/9)).

i=1 2 i=1

The first equality holds by the orthogonality among w*, w, ..., w*. This completes the proof. O
Lemma F.6. For any § > 0, with probability at least 1 — §, it holds that,

|13 = (d = 1)] < O(/dlog(1/5));

[(x1,8%)| < O(y/dlog(1/4)).

Proof of Lemma F.6. By the fact that ||x 1 ||3 ~ x2_,, we have E[||x ||3] = d — 1. Then by the Bernstein’s inequality, we
can obtain that

x5 — (d—1)| < O(v/dlog(1/5))

holds with probability at least 1 — §/2. Besides, since (x,3*) ~ N(0,1 — (w*, 3*)), by applying the tail bounds of
Gaussian distribution, we can obtain that

[(x1,8)| <O(\/dlog(1/5))

holds with probability at least 1 — /2. By applying a union bound, we obtain the final result. O

G. Experimental setup
G.1. Context hijacking in LLMs

This section will describe our experimental setup for context hijacking on LLMs of different depths. We first construct
four datasets for different tasks, including language, country, sports, and city. The samples in each dataset consist of four
parts: prepend, error result, query, and correct result. Each task has a fixed template for the sample. For the language,
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the template is “{People} did not speak {error result}. The native language of {People}
is {correct result}”. For the country, the template is “{People} does not live in {error result}.
{People} has a citizenship from {correct result}”. For the sports, the template is “{People} is
not good at playing {error result}. {People}’s best sport is {correct result}”. For
the city, the template is “{Landmarks} is not in {error result}. {Landmarks} is in the city
of {correct result}”. We allow samples to have certain deviations from the templates, but they must generally
conform to the semantics of the templates. Instance always match the reality, and the main source of instances is the
CounterFact dataset (Meng et al., 2022). In our dataset, each task contains three hundred to seven hundred specific
instances. We conduct experiments on GPT2 (Radford et al., 2019) of different sizes. Specifically, we consider GPT2,
GPT2-MEDIUM, GPT2-LARGE, and GPT2-XL. They have 12 layers, 24 layers, 36 layers, and 48 layers, respectively.
We construct a pipeline that test each model on each task, recording the number of prepends for which the context just
succeeded in perturbing the output. For those samples that fail to perturb within a certain number of prepends (which is
determined by the maximum length of the pre-trained model), we exclude them from the statistics. Finally, we verify the
relationship between model depth and robustness by averaging the number of prepends required to successfully perturb the
output.

G.2. Numerical experiments
We use extensive numerical experiments to verify our theoretical results, including gradient descent and linear transformers.

Gradient descent: We use a single-layer neural network as the gradient descent model, which contains only one linear
hidden layer. Its input dimension is the dimension d of feature x, and we mainly experiment on d = {15, 20, 25}. Its output
dimension is 1, because we only need to judge the classification result by its sign. We use the mean square error as the
loss function and SGD as the optimizer. All data comes from the defined training distribution D;,. The hyperparameters
we set include training context length N = 50, mean of the Gaussian distribution 3* = 1, variance of the Gaussian
distribution 3 = 0.1 (then normalized). We initialize the neural network to ¢3, and then perform gradient descents with
steps Steps = {1,2,...,8} and learning rate [r. We use grid search to search for the optimal ¢ and Ir for the loss function.
This is equivalent to the trained transformers of layers 1 to 8 learning to obtain the shared signal ¢3 and the optimal learning
rate [r for the corresponding number of layers. Then they can use in-context data to fine-tune ¢ to a specific w™*.

After obtaining the optimal initialization and learning rate, we test it on the dataset from D;.. Again, we set exactly the
same hyperparameters as above. In addition, we set the o in the test distribution to 0.1.

Linear Transformer: We train on multi-layer single-head linear transformers and use Adam as the optimizer. The
training settings for models with different numbers of layers are exactly the same. We use the initial learning rate
Ir € {0.0001,0.0002}, and the training steps are 600,000. We use a learning rate decay mechanism, where the learning
rate is decayed by half every 50,000 training steps. For training and testing data, we set the data dimension d = 20 and the
training context length N = {10, 20, 30, 40}. We use a batchsize of 5,000 and apply gradient clipping with a threshold of 1.

H. Additional experiments
H.1. Robustness of standard transformers with different number of layers

To generalize the results to more realistic settings, we transfer the experiments from linear transformers to larger and
standard transformers, such as GPT-2 (Radford et al., 2019). We train and test GPT-2 with different numbers of layers based
on exactly the same settings as the linear transformers experiments. The results once again verify our theory (Figure 5). As
the context length increases, the model’s accuracy decreases, but increasing the number of layers of the model significantly
improves the robustness, indicating that our theory has more practical significance. Then we describe the setup of standard
transformers experiments briefly.

Setup: We use the standard transformers of the GPT-2 architecture for the experiments, and the main settings are similar to
(Garg et al., 2022). We set the embedding size to 256, the number of heads to 8, and the batch size to 64. We use a learning
rate decay mechanism similar to linear transformers experiments, with an initial learning rate of 0.0002, and then reduced by
half every 200,000 steps, for a total of 600,000 steps. We use Adam as the optimizer.
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Figure 5. Standard transformers experiments with different depths. Testing the trained standard transformers (GPT-2 architecture (Radford
et al., 2019)) on the test set, as the number of interference samples increases, the model classification accuracy decreases and gradually
converges. The results also show that deeper models are more robust.

H.2. Linear transformers facing different interference intensity

In this section, we mainly discuss how the robustness of the model changes with the interference intensity. In our modeling,
the interference intensity is determined only by the distance between the query sample and the similar interference samples
defined in the test set, that is, by the variable o in D;.. In real-world observations, according to the idea of the induction
head (Olsson et al., 2022), the more similar the context prepend used for interference is to the query, the more likely the
model is to use in-context learning to output incorrect results. Therefore, we examine different o to determine whether the
model conforms to the actual real-world interference situation, that is, to verify the rationality of our modeling.

Observing the experiment results in Figure 6, when o gradually decreases from 0.8 to 0.1, that is, the interference intensity
of the data gradually increases, the classification accuracy of the model decreases significantly. When o is larger and the
interference context is less, the model can always classify accurately, indicating that weak interference does not affect the
performance of the model, which is consistent with real observations. Various experimental phenomena show that our
modeling of the context hijacking task by the distance between the interference sample and the query sample is consistent
with the real semantics.
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Figure 6. Linear transformers experiments with different depths and different ¢. In real-world semantics, smaller ¢ means stronger
interference. Comparing the test performance of the model under different o, we can find that as o decreases, the robustness of the model
decreases significantly, which verifies the rationality of our modeling.
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